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A b s tra c t

IV

P o l y n o m i a l  R e c o n s t r u c t i o n  B a s e d  C r y p t o g r a p h y

by

Aggelos Kiayias

Advisers: M o ti Yung and S tath is Zachos

An im portan t d irec tion  in  C ryptograph ic Research is the iden tifica tion  and inves­

tiga tion  o f hard com puta tiona l problems upon which the security o f cryptographic 

p rim itives  and protocols can be based. Th is  is im portan t because: ( i)  the properties 

o f a certa in cryp tograph ic p r im itiv e  depend to  a great extent on the properties o f 

the underly ing hard com puta tiona l problem  tha t is used as an in tra c ta b ility  assump­

tion  Em ploying new plausible in tra c ta b ility  assumptions w ith  rich  algebraic structure  

would presumably give rise to  cryptographic p rim itives w ith  unique and novel prop­

erties: (It) the lis ting  o f uhard”  com putationa l problems tha t has been u tilized  in  the 

design o f cryptographic p rim itives  is not very large: th is motivates the investigation 

o f novel cryptographic assumptions, as d ifferent problems w ill most like ly  react d iffer­

en tly  in  stronger adversarial models th a t become feasible w ith  technical/technological 

advances.

In  th is thesis, the Problem  o f Reed-Solomon Codes Decoding - a well-known com­

pu ta tiona l problem  in  the theory o f E rror-C orrecting  Codes, also known as Polyno­

m ia l Reconstruction (P R ) - is considered from  the cryptographic hardness perspective. 

Following the standard m ethodology in  the cryptographic lite ra tu re  which includes 

the investigation o f a Decisional In tra c ta b ility  Assum ption re lated to  PR as well as 

the  establishment o f results such as Hardness o f P a rtia l In fo rm ation  E x trac tion  and
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Pseudorandomness, vve lay out the theoretica l fram ework for the exp lo ita tion  o f PR 

in  C ryptography.

Subsequently, vve present a w ide array o f concrete applications o f PR in  C ryptog­

raphy: ( i)  basic p rim itives , such as a probab ilis tic  one-way function w ith  strong con­

cealment properties which gives rise to  com m itm ent schemes w ith  unique properties: 

( i i)  sym m etric  encryption methods w ith  strong security properties such as forward 

secrecy, com putationa l perfect secrecy, and key-equivalence: ( i i i)  a generic protocol 

for effic ient secure function evaluation over the domain o f po lynom ia l expressions. 

We also consider applications o f our work in the Coding Theoretic setting: we inves­

tiga te  the so lvab ility  o f Interleaved Reed-Solomon Codes Decoding in  the presence 

o f random  errors, and we discover in teresting hardness/se lf-reducib ility  tradeoffs in 

Decoding Problems (inc lud ing  the PR  problem ). F ina lly  we describe directions for 

fu tu re  research tha t are spawned from  the results o f th is thesis.
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C hapter 1 

Introduction

1.1 Literary Preface

C ryptography is the science o f secret com m unications. From ancient times people 

tried  to  find ways o f com m unica ting securely. In the m ilita ry  setting such a b ility  

proved to  be crucia l in  m any occasions. Herodotus describes a legend dated in 480BC. 

when the Persians were ready to  s ta rt a m ilita ry  exped ition  against Greece. A t tha t 

tim e, an exostracised Greek liv in g  in Susa named Demaratus. decided to  send a 

message warning the homeland o f the upcoming invasion. The problem tha t he faced 

was how to  w rite  the message in  such a way so th a t i t  would be undetected by the 

Persian guards. Herodotus writes:

The Lacedaemonians learned first the preparations of Xerxes against Greece 
[...]. And they learned it in a strange way [...] The time that Xerxes decided 
to do the expedition against Greece, Demaratus who was in Susa, learned 
about it and decided to contact the Lacedaemonians. He had no other way 
to contact them, because of the danger that he would be caught. And he 
devised the following: he took a pair of folding tablets and scraped the wax 
off them, and then, he carved the decision of the king in the wooden 
surface; he did this and then he melted wax over the letters so that the

I

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography

tablets appeared to be unused; so the one who would transfer them would 
not have trouble with the guards. When the tablets reached Lacedaemon, 
the Lacedaemonians understood nothing, until in the end, as they have 
described it to me, Gorgo, Cleomenes' daughter, alone she divined and gave 
them the advice; she told them to scrape the wax and that they will find a 
message in the wooden surface underneath. They heard her, and the 
message was revealed and read, and afterwards it was communicated to the 
other Greeks. And so they say it happened. [Herodotus, Histories, Book 7 - 
Polymnia, Chapter 239; Greek to English translation by A. Kiayias]

Demaratus' technique is ingenious in  its s im p lic ity  and it  captures in a na tura l 

way the meaning o f w hat is a ^secure envelope’’ , a basic cryptographic p rim itive . 

Note th a t the steganographic property in  Dem aratus’ technique is essential fo r its 

security: the "envelope"1 its e lf is inconspicuous: it  does not raise any suspicion.

An im portan t issue raised in  the above s to ry  is som ething crucia l in  tra d it io n a l/ 

sym m etric  key C ryp tography: the two parties th a t com m unicate should share some 

in fo rm ation  tha t is hard to  guess by other parties. In th is  pa rticu la r case the secret 

in fo rm ation  is the m ethod o f concealment: the wax covers the message in the tablets. 

The fact th a t i t  is d iff ic u lt fo r th ird  parties who encounter the tab le ts to  guess the 

method o f concealment is part o f the success o f the above secure com m unication 

mechanism in th a t occasion. In te resting ly in  the above s itua tion  the two parties 

do not share th is  in fo rm a tion . This defect puts the receiver in (a lm ost) the same 

position as the o the r th ird  parties who observed the tablets: Cleomenes had no idea 

o f the purpose o f the tab le ts. I t  was by d iv ine  in te rven tion1 (th rough  Gorgo) tha t 

Cleomenes learned the cruc ia l step tha t they had to  scrape the wax from  the tablets. 

Th is , according to  the legend, revealed the  invaluable piece o f in fo rm ation  tha t would 

allow  Greeks to s tr ip  the element o f surprise from  the strategic plan o f Xerxes and

‘ As a sidenote, I rem ark th a t the role of the divine is up to interpretation in Gorgo’s discovery 
(who was a  very clever and opinionated woman). In my exposition. I will adopt divine intervention 
as the explanation for the unexpected discovery.
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u ltim a te ly  defeat the Persians.

I t  is clear from  the above th a t sym m etric  C ryptography would require tw o channels 

o f com m unication between the sender and the receiver: a "dangerous'’ , o r “ insecure*1 

channel over which the actual message is sent and a safe, untapable one th a t is used 

for the exchange o f the concealment m ethod. In Demaratus* case the safe channel 

was actua lly  im plem ented by the Gods (a lte rna tive ly , fo r agnostic readers, i t  could 

also have been the well above average IQ o f Gorgo). T y p ica lly  the safe channel is very 

"expensive*1 to  use and the in fo rm ation  to  be exchanged has to  be short in length. On 

the other hand, the insecure channel is "cheap*1 and can be used for long messages 

or repeatedly. Th is is nicely illu s tra ted  in the above legend: the insecure channel 

is re la tive ly  cheap: i t  merely requires Demaratus to  ship the table ts through some 

means o f transporta tion  to  Greece. The safe channel (im plem ented by the d iv ine) 

which transm its the key to  invert the concealment m ethod is expensive to  use: Greek 

Gods are notorious for being unpredictable and egoistic. They m igh t enthusiastica lly 

help on one occasion (even by figh ting  on the m orta ls ’ side and risk ing  th e ir pride), 

go against th e ir followers i f  they get insulted for some reason or even worse: s im p ly  

ignore the ir followers* pleas and le t the m orta ls do th e ir business any way they know 

best. In th is occasion though, va lu ing the ingenuity and cunningness o f Demaratus 

they g lad ly in terfere and pass the concealment in fo rm ation  to  the receivers.

A n im po rtan t observation at th is  point is th a t even i f  i t  is assumed th a t there is a 

secure channel th a t can be used fo r the d is tr ib u tio n  o f the concealment in fo rm ation , 

th is is not sufficient to  ensure secure com m unication: ingenu ity  is required to  use the 

insecure channel in  a safe manner. As the Greek proverb puts i t :  “ Euv AQqvd xat 

Xdpoc x tv a ” freely translated to: “ Even w ith  God's (A thena ’s) help, you have to put 

some o f your own personal e ffort in to  som ething.”  I t  is not enough th a t Gods wish to 

help Demaratus (to  im plem ent the  secure channel), he found h im se lf a cunning way 

o f using the insecure channel to  send the secret message.
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So C ryptography is the “ a r t”’ o f designing concealment methods. A lthough as 

an a rt form  it  is enchanting, in  order to app ly cryptographic methods w ith  re lative 

confidence w hat we need is in fact a Science. Even though everyth ing  tha t man 

designs w ith  thoughtfulness m ight be considered an a rt expression what we need here 

is a solid foundation for cryptographic applications especially in the present times 

where In ternet applications mandate large-scale cryptographic usage.

Let us scru tin ize carefu lly the basic concealment paradigm  th a t was illustra ted  

above. The concealment m ethod employed by the sender is in  fact an algorithm 1. 

which can be called the encryption a lgorithm . The technique used by the receiver 

to  unveil the hidden message is also an a lgo rithm  th a t can be called the decryption 

a lgorithm . C learly  the natura l context in  which C ryp tography can be form alized is 

Theoretica l C om puter Science. I t  should be clear tha t the encryp tion  and decryption 

a lgorithm s as employed by the sender and the receiver should be efficient in  the sense 

tha t they should not require a large number o f steps to be com pleted. Measuring the 

efficiency o f a lgorithm s has been a m a jo r endeavor o f C om puter Scientists since the 

60’s and there is a w ide varie ty o f tools available even to  a novice student tha t enable 

them  to  categorize a lgorithm s depending on th e ir efficiency. Form aliz ing the efficiency 

o f cryptographic a lgorithm s for the sender and the receiver would not require much 

ingenuity.

There is another party though, th a t is ac tive ly  involved in  our setting: the guards 

in  the case o f Demaratus; the reason why the insecure channel got its  name in the 

firs t place! They are the enemies, o r the adversaries as they are called in  standard 

cryptographic term s. Reading the concealed message should be hard  for the adver­

saries. In o ther words, there should be no efficient a lgo rithm  tha t can be used by 

an adversary to  defeat the concealment m ethod. W h ile  Dem aratus’ success relies on 

the fact th a t the tablets do not raise any suspicion, i t  is much more practiced to  con-

2 An explicitly described sequence of steps th a t operate on a given object in finite time.
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sider the stronger adversarial se tting  where the guards are in  fact aware tha t secure 

com m unication is tak ing  place and on top o f th a t they are aware o f the encryption 

and decryption a lgorithm s (as they m igh t be in  pub lic -dom ain). There is a piece o f 

in fo rm ation  though tha t they should not know — the key used by the encryption 

a lgo rithm  and is shared by the sender and the receiver. As a result, one should be 

able to  argue tha t it  is hard for the adversaries to  read the encrypted messages be­

cause they lack knowledge o f the shared private in fo rm ation . In th is d irection one 

finds a m a jo r hurdle: in C om pute r Science, proving the hardness o f problems is a 

notoriously hard research area. In  fact the great m a jo r ity  o f com puta tiona l problems 

lacks a non -triv ia l lower bound p ro o f o f the am ount o f resources (usually tim e  and 

m em ory) required in order to  be solved by some a lgorithm .

Does the above mean th a t the hope for concrete m athem atica l foundation o f C ryp­

tography is lost? The answer is no, provided th a t we com prom ise for the next best 

th ing  tha t we can reach. C om puter Science provides a powerfu l too l to  compare two 

com putationa l problems from  a hardness perspective: reductions. G iven two compu­

ta tiona l problems A and B . a reduction o f A  to  B involves the design o f a procedure 

tha t is capable o f solving A  using an a lgo rithm  th a t solves B as a subroutine. Pro­

vided tha t th is procedure is re la tive ly  efficient, we can c la im  as a consequence o f the 

reduction tha t problem B cannot be substantia lly  easier to  solve than problem A 

(tak ing  in to  account the resources required by the reduction procedure).

In th is  s p ir it, even though we are not able to  prove th a t there are no algorithm s 

th a t can be used by an adversary to  compromise a concealment m ethod, we can 

provide a reduction o f some well-known “ hard”  com puta tiona l problem  to  the com­

pu ta tiona l problem  faced by the adversary. “ Hard”  in  th is  case does not stand for a 

m athem atica lly  provable p rope rty  bu t ra ther to  a popular be lie f held among experts. 

A  com putationa l problem  w ould qu a lify  as “ hard”  i f  substantia l e ffo rt has been spent 

in  p rovid ing an efficient a lgo rithm  fo r i t  and yie lded no significant results. O f course
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th is narrows the design m ethodology and the resulting properties o f the concealment 

method: the design, efficiency and special properties o f  the encryption and decryption  

algorithms depend to a great extent on the selected com putational problem to be used 

in order to claim hardness.

Studying C om puta tiona l Problems from  a cryptographic hardness perspective, i.e. 

whether they can be used to  c la im  hardness in  concealment methods, is an im portan t 

area o f cryptographic research. Th is  is crucia l for two m ain reasons:

•  The properties o f a certa in  cryptographic p r im itiv e  depend to  a great extent 

on the properties o f the underly ing  hard com puta tiona l problem  tha t is used as 

an in tra c ta b ility  assum ption. Em ploying new plausible in tra c ta b ility  assump­

tions w ith  rich algebraic s truc tu re  would presum ably give rise to  cryptographic 

p rim itives w ith  unique and novel properties.

•  The lis ting  o f “ hard”  com puta tiona l problems tha t has been u tilized  in the 

design o f cryp tograph ic applications is not very large. Th is is m a in ly  due to  

the fact tha t well studied hardness concepts in  com puta tiona l com plex ity  such 

as NP-Hardness do not capture the breadth o f properties a candidate “ hard”  

problem should satisfy in  order to  be useful from  a cryptographic v iew po in t. 

This motivates fu rth e r the investigation o f novel cryp tograph ic assumptions, 

as different problems w ill most like ly  react d iffe ren tly  in stronger adversarial 

models th a t become feasible w ith  technical/technological advances.

This brings us to  the top ic  o f th is  thesis, to  be explained in fo rm a lly  in  the next 

section.
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1.2 The Problem  A ddressed in th is Thesis

In  th is work our goal is to  investigate the poss ib ility  o f cryptographic p rim itives  whose 

security is based on the problem  o f Polynom ia l Reconstruction (P R ). The problem  o f 

Polynom ial Reconstruction is defined in fo rm a lly  as follows:

Given n pairs of points over a (large) finite field F, such that at least t of 
them belong to the graph of a polynomial p of degree less than k, recover 
such a polynomial.

A graphical representation o f Polynom ia l Reconstruction is presented in  figure 1.1.

A PR- Instance Reconstructing a polynomial
that fits a certain number of points

y5 i 
yi *

y5 i
yt

—  «

Figure 1.1: A n instance o f the Polynom ial Reconstruction Problem  and one possible 
solution.

Below we sum marize the  contribu tions o f th is  thesis:

•  Framework. We in troduce the necessary fram ework th a t is required for the 

exp lo ita tion  o f Po lynom ia l Reconstruction in C ryptography. Th is includes a
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Decisional In tra c ta b ility  Assum ption tha t is related to  P o lynom ia l Reconstruc­

tion  (term ed Decisional Po lynom ial Reconstruction Assum ption —  D PR ). Also 

we consider a generalization o f the problem , called M u ltisam p le  Polynom ial 

Reconstruction, tha t is useful in the cryptographic setting.

•  C ryptographic P roperties o f P R . We show various results about PR in ­

stances tha t are based on the Decisional Polynom ial Reconstruction Assump­

tion . In pa rticu la r we show tha t PR-instances. for choices o f the parameters 

where DPR holds, hide th e ir so lution in a crvp tograph ica lly  strong manner.

•  C ryptographic P rim itives based on P R . We in troduce, design and prove 

basic facts about fundam ental cryptographic prim itives th a t are based on Poly­

nom ia l Reconstruction such as a p robab ilis tic  one-way function  w ith  strong 

security properties, and a PR-based com m itm ent scheme.

• Sym m etric  E ncryption . We in troduce a sem antica lly secure private-key 

cryptosystem  tha t possesses unique security properties such as forw ard secrecy, 

com putationa l perfect secrecy, super-po lynom ia lly large messages in  the security 

parameter etc.

•  Secure Function Evaluation. We introduce a novel pro toco l construction 

which solves a general fam ily  o f two-player ■‘games’’ th a t correspond to  a sub­

class o f secure function evaluation protocols where the func tion  is selected to  

be a jo in t ly  constructed po lynom ia l expression. O ur protocol has m any app li­

cations in  games where players in te rac t obliviously.

•  R elations to  C oding. We present a novel decoding technique for interleaved 

Reed-Solomon Codes, m otivated from  the M ultisam ple  P o lynom ia l Reconstruc­

tion  Problem. Also we investigate random se lf-reduc ib ility  properties o f the
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decoding problems for general linear and Reed-Solomon codes, and we discover 

in teresting se lf-reducib ility /hardness tradeoffs.

•  P u b lic -K e y  M e th o d s .  As a part o f fu tu re  directions for research vve in­

troduce a framework for bu ild ing  a kev-exchange protocol based on Polynom ial 

Reconstruction. Key-exchange protocols enable two parties who share no secret 

in fo rm ation  a -p rio ri, to  exchange a common secret-key so th a t no eavesdropper 

is capable o f ex trac ting  p a rtia l in fo rm ation  about the o u tpu t o f the two parties 

given the public p ro toco l transcrip t.

Some o f the results o f th is  thesis appeared in [K Y O lb . K Y O lc, KY02], while others 

are cu rren tly  under submission.

1.3 Informal Introduction to PR -B ased Cryptog­
raphy

Polynom ial Reconstruction debuted as an in tra c ta b ility  assumption in  the context o f 

protocol design by Naor and Pinkas [NP99] and th is  work m otivated fu rthe r investi­

gation o f Polynom ial Reconstruction from  a cryptographic hardness viewpoint.

Po lynom ial reconstruction is essentially the problem  o f decoding Reed-Solomon 

Codes (which constitu te  a very successful fam ily  o f codes used in  settings such as CD 

readers and satellite  com m unications) and as a result has received a lo t o f a tten tion  

from  a “‘positive”  perspective (how to  solve i t  e ffic ien tly).

In  the coding theoretic se tting , we have two parties, the sender and the receiver. 

The goal is to  establish error-free com m unication when the channel used for the trans­

mission o f data  is not error-free. The strategy used is in troducing  some redundancy 

in  the data tha t w ill help detect or preferably correct errors in troduced during trans­

m ission. The preparation o f da ta  to  be send is referred to  as the encoding process
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whereas the removal o f errors when data are received is referred to  as the decoding 

process. Reed-Solomon codes can be described as follows: the sender encodes his 

message as k  elements o f a fin ite  field and defines a po lynom ia l o f degree less than 

k  using his message as the coefficients. Subsequently the sender transm its n >  k  

points in  the graph o f th is  po lynom ia l. Basic facts about polynom ials suggest tha t 

i t  is enough for k  out o f the  n points to  be transm itted  w ith o u t errors: in  th is  case 

the orig ina l message is s t i l l  recoverable. Nevertheless the problem  o f the decoding 

process is more com plicated as i t  has to distinguish the “ good” points tha t belong 

in  the polynom ia l solution from  the points tha t were altered due to  the introduced 

noise during  the data transmission.

As we w ill see in  more de ta il la ter depending on the num ber o f “ good”  points 

received (denoted by I) the problem  o f Polynom ial Reconstruction accepts s tra igh t­

forward solutions when t is very close to  n (few errors), and then it  becomes more 

and more challenging when t becomes sm aller and smaller.

This is o f interest in the cryptographic setting. The basic idea o f em ploying 

Polynom ial Reconstruction in C ryp tography is the fo llow ing: select some message 

in  more or less the same way as in the encoding procedure in  the Coding Theoretic 

setting. Then, select a certa in  num ber o f points in  the graph o f th is  po lynom ia l and 

engu lf them  random ly w ith  random  points over the fin ite  field. Th is is illu s tra ted  in  

figure 1.2

B y selecting the parameters carefu lly the assumption w ill be th a t it  would be 

im possible for any practica l (po lynom ia l-tim e  bounded) observer to  understand what 

is the encoded message (due to  the com binatoria l explosion o f the num ber o f pos­

s ib ilities ). As we w ill see, the current state o f the a rt presents e xp lic it bounds and 

re la tive ly  convincing num erica l values for the number o f “good”  points for which 

the PR-problem  is solvable, som ething th a t allows us to  proceed cautiously bu t w ith  

confidence in  the cryptographic exp lo ita tio n  o f th is  com puta tiona l problem .
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Figure 1.2: Using PR in  C ryptography: concealment o f a message
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C hapter 2 

Background

The typ ica l model th a t is used in  com puter science to  m ateria lize the concept o f an 

a lgo rithm  is the Turing  M achine (T M ). A  Tu ring  Machine involves an in p u t tape, 

some work tapes, and also an o u tp u t tape. Every Tu ring  M achine defines a (so called 

com putable) function  A  so th a t ^4(x) is the s tring  found in the ou tpu t-tap e  o f the 

T M  i f  the T M  runs on inpu t x . We assume th a t the alphabet used th roughout for 

in pu t and o u tpu t is {0 .1 }  (tapes m ay carry  add itiona l symbols). I f  i t  holds th a t the 

range o f A  is {0 .1 }  we w ill refer to  A  as a predicate. The tim e  and space com plex ity  

o f a T M  for a certa in  inpu t size n are defined respectively as the m axim um  number 

o f steps perform ed and the m axim um  num ber o f cells w ritte n  in  the work tapes given 

an in p u t o f size n. A  com putable function  A  w ill be called po lynom ia l-tim e  i f  its 

corresponding T M  has po lynom ia l in  n tim e  com plexity. Background on T M s can 

be found in  any com puter science theory te x t e.g. [Pap94, Sip97]. Background on 

p robab ilis tic  Tu ring  Machines and th e ir  properties can be found in  [ZacS2].

Frequently, we assume a d d ition a lly  th a t the T M  has access to  a coin tossing device. 

In th is  case we are dealing w ith  a P robab ilis tic  T M . W ith o u t loss o f genera lity  we 

can assume th a t fo r any in pu t o f size n the num ber o f coin tosses perform ed by the 

T M  is the same. A  probab ilis tic  T M  defines a function  A  o f  two arguments one o f 

which is the in pu t and the o ther is the coin tosses th a t came up in  the course o f the

12

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynom ial Reconstruction Based Cryptography 1 3

com puta tion . We w ill use the no ta tion  P P T  to  stand for a “ p robab ilis tic  po lynom ia l- 

tim e."’ In  general, for convenience and whenever we feel tha t th is  is not confusing, 

we w ill refer to  A  both as a function and as the corresponding (p robab ilis tic ) Turing  

Machine.

Let n 6  IN be a parameter. Let D n be a set o f objects so tha t there is an 

encoding /  : D n —> {0, l } p(n) for some po lynom ia l p. Through such encodings we w ill 

assume w ith o u t loss o f generality th a t functions defined through T u ring  Machines 

can be extended to  include functions w ith  a lte rna tive  domains and ranges tha t do 

not conta in  b its trings. As a convention we w ill assume tha t D n contains objects o f 

size n.

For any P P T  A  w ith  in pu t in the set D n and ou tpu t in the set Rn there is a 

po lynom ia l q so tha t for any in p u t x  6  D n, it  holds tha t A  performs q(n)  coin tosses. 

I f  y  €  Rn (and y  m ight be also a function  o f x)  we define the p roba b ility  tha t A  

re turns y  for any inpu t o f size n to  be

_  ,  r 1 /  \  l  # { ( r - x )  I ■ ' 4 ( r * x )  =P rob rgt.{0 l j,(n|;xetrDn[>l(r.x) — y] 9, (n) . ^ q

the no ta tion  # D n denotes the num ber o f elements o f the set D n.

A  p ro b a b ility  d is tr ibu tion  T> over some dom ain D  is an assignment o f a real value 

Probp [x] between 0 and 1 (inc lus ive ly) to  each element x <E D, w ith  the property th a t 

£3x6D Probp[x] =  1. Every T M  A  defines a p ro b a b ility  d is tr ibu tion  T>a  over its range 

Rn th a t is defined by Probp^fy] :=  \  p robab ility  d is tr ib u tio n  tha t

can be defined through some T M  w ill be called samplable. I f  a dd ition a lly  the T M  is 

po lynom ia l-tim e  then we call the p ro b a b ility  d is tr ib u tio n  polynom ial-tim e samplable. 

W ith o u t loss o f generality, since we deal w ith  po lynom ia l-tim e TM s, we w ill use 

the te rm  samplable throughout. The un ifo rm  d is tr ib u tio n  over some dom ain D  is a 

p ro b a b ility  d is tr ib u tio n  U  so th a t Probt/[x] =  1 /# D  for a ll x 6 D. I f  x is a random 

variab le d is tr ibu te d  according to  some d is tr ib u tio n  T> over the dom ain D  we w ill use
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the no ta tion  x  £z> D.

A function  o (n )  : IN —> R  is neglig ible i f  for a ll c € IN i t  holds tha t a (n )  <  n~c 

for su ffic ien tly  large n. A  function  3 ( n ) : IN R is called “ non-negligible" i f  i t  is 

not neglig ib le for a ll large enough inputs , nam ely there is a c s.t. 3 (n ) >  nc for a ll n 

su ffic ien tly  large. When the p ro b a b ility  o f an event is greater equal to  I — t {n )  where 

e(n) is negligible, then we w rite  tha t the event happens “ w ith  overwhelm ing proba­

b ili ty ."  The reader is referred to  [Lub96. Gol98] for fu rthe r reference and defin itions 

o f p robab ilis tic  TM s and basic p ro b a b ility  facts.

We denote by F a fin ite  field o f p rim e order. We w ill use the nota tion |F| to denote 

the num ber o f elements o f the fie ld. We use bold-face to  denote a vector in x  6  F" 

where (x ) ,  denotes the i- th  component o f  x.

2.1 Indistinguishability o f Fam ilies o f Sets

Let {J 'J n g K  be a fam ily  o f sets, such th a t T n contains a ll possible choices o f elements 

o f size n. A lso assume tha t the un ifo rm  d is tr ib u tio n  over J-n is samplable. The 

fo llow ing de fin ition  is a rendering o f the standard ind is tingu ishab ility  de fin ition  in 

the context o f fam ilies o f sets.

D e f in i t io n  1 Two fam ilies o f sets with A n, B n C  JF„ are (po lynom ia l-tim e, compu­

ta tio n a lly )  ind istinguishable i f  f o r  any  P P T  predicate A .

| P ro b x e y .^ re v fc p U r , X )  =  I ]  — P robA -6 trB „ ;r€ t/^ [^ ( r ’ -¥) =  !] I 

is negligible in  n.

I f  on the o ther hand there is an A  fo r  which the probability  above is non-negligible 

in  n , we w ill say that A  is a d istingu isher f o r  .4n, B n.

Pseudorandomness is defined in  a s tra igh tfo rw ard  m anner using ind is tingu ishab il­

ity :
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D e f in i t io n  2 .4 fa m ily  o f sets .4n is called pseudorandom i f  it  is indistinguishable 

fro m  T n-

The notion o f in d is tin gu ish ab ility  is related to  the “ s ta tis tica l closeness" or sta­

tis tic a l ind is tin gu ish ab ility  between p robab ility  d is tr ibu tions  defined as follows:

D e f in i t io n  3 Two probability d is tribu tions "D\ and Do over D n are called sta tis tica lly  

close i f  the fo llow ing  func tion  in n :

T 5 1  I P ro b p , [x] -  P ro b p , [x] j
"  reD„

is negligible in  n.

We note here tha t it  is easy to  see tha t s ta tis tica l ind is tingu ishab ility  im plies 

(com puta tiona l) ind is tin gu ish ab ility  but the opposite d irection  does not hold. For 

more details the interested reader is referred to  e.g. [Gol98j.

2.2 One-W ay Functions and Secure Envelopes

A "one-way function" is the most basic cryptographic p r im itiv e . In tu itive ly , an in ­

je c tive  function  is "one-way”  i f  i t  can be com puted on ly  in  a single d irection:

D e f in i t io n  4  ,4n in jective func tion  f  : An B n is one-way i f  ( i)  f  is polynom ial­

time computable and ( i i)  fo r  any P P T A  it holds that P ro b rg ^ a g y - i, ,  M '( r . / ( « ) )  =  

a] is negligible in  n.

From the po in t o f view o f pro tecting in fo rm ation  e ffic ien tly  the existence o f a one­

way function  is not sufficient. Usually more elaborate constructions are necessary in  

order to  bu ild  more advanced cryptographic p rim itives  such as a cryptographica lly  

strong pseudorandom num ber generator [H ILL99].
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To illu s tra te  th is po in t fu rthe r imagine th a t one agent wants to  use a one-way 

function /  to  hide some personal in fo rm ation  x . I f  the agent publishes f ( x )  the 

de fin ition  above does not guarantee tha t an adversary who obtains x  w ill be unable 

to  extract any in fo rm ation  about x . In fact a ll one-way functions guarantee tha t there 

w ill be at least one "p rope rty ’’ o f x  that w ill be hidden (more specifically a ll one-w’ay 

functions have a hard-core predicate associated w ith  them  —  there is a predicate V  

tha t given / ( x )  is hard to guess V {x )  —  see e.g. [Lub96]). But th is property w ill 

most like ly  fa il to capture a ll the concealment properties tha t the agent is interested 

to  sustain in  the presence o f an eavesdropper. A d d itio n a lly  the element x  tha t the 

agent wishes to  hide is usually not random ly d is tribu ted  over the dom ain bu t ra ther 

follows a specific p roba b ility  d is tr ibu tion  th a t is d ifferent compared to  the un ifo rm  

(e.g. compare the d is tr ib u tio n  o f pieces o f English tex t o f a certain length encoded 

in A S C II code to  the d is tr ibu tion  o f random b its trings o f the same length —  the two 

d is tribu tions  are clearly very different s ta tis tica lly ).

As a result a one-way function cannot play the role o f a concealment m ethod. 

Essentially what we would like to  sim ulate here is the effect o f a “secure envelope’’ , 

at least w ith  respect to  any eavesdropping (or passive) adversary. A lte rna tive ly , we 

can call th is  property “ hardness o f partia l in fo rm ation  ex trac tion ” :

D e f in i t io n  5 Let f  : A n B n be some computable (probabilistic) func tion . We 

say that f  is a “secure envelope ”  (o r hides p a rtia l in fo rm ation ) i f  fo r  a ll samplable 

probability d is tribu tions T) over .4n , and fo r  any computable function  g  : .4n —y R n , i f  

A  is a P P T  that given f ( x )  where x  is d istributed according to T>, A  computes g (x ),  

then there exists a P P T  A ! with the same fu n c t io n a lity ”  as A  that operates w ithout 

seeing f { x ) .  Form ally, the distance o f the probabilities,

I P ro b re^ ^ n[^ 4 (r , / (x ) )  =  tf(x )] -  P r o b r / g ^ . ^ g ^ J ^ lV )  =  g (x )] | 

is negligible in  n , where the probability is taken also over the coin-tosses o f  f  ( i f  f  is
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probabilistic).

The above de fin ition  suggests th a t i f  someone given / ( x )  can extract some in­

fo rm ation  about x  then he can also do i t  w ith ou t seeing / ( x ) .  This captures the 

in tu it iv e  notion tha t / ( x )  is a "secure envelope"" tha t engulfs x  in such a way so 

tha t no po lynom ia l-tim e  bounded p robab ilis tic  observer can extract some non -triv ia l 

in fo rm ation  about x  (in  th is setting “ t r iv ia l”  in fo rm ation  is the length o f x . etc.).

Note th a t the above defin ition clearly suggests tha t there would be p robab ility  

d is tr ibu tions  th a t /  is incapable o f h id ing. But th is is very natura l: for example i f  

the adversary knows tha t x  € {n, 6 } and x  is d is tribu ted  according to the p robab ility  

d is tr ib u tio n  T> w ith  Probx>[x =  a] =  1 and P ro b p fx  =  6 ] =  0 it  is clear tha t given 

/ ( x )  he w ill guess successfully tha t x  =  a, regardless o f the cryptographic properties 

o f / .  The po in t o f the defin ition above is tha t the adversary does not gain any 

advantage in  guessing a property o f  x  by ob ta in ing  / ( x ) .

D e fin ition  5 is s t il l not sufficient to  argue tha t a certa in function is useful from  a 

cryptographic v iew po in t: th is is because i t  m erely formalizes concealment, and does 

not enforce the  recoverability o f any p roperty  o f the inpu t. To capture th is  we say 

tha t a p robab ilis tic  secure envelope is non -triv ia l, if: given the ou tpu t o f the secure 

envelope and the coin tosses tha t were used in its com putation , i t  is possible to  re­

cover the in p u t efficiently. N on -triv ia l secure envelopes tire very useful C ryptographic 

objects.

2.3 R andom  Self-R educibility

A  com puta tiona l problem  is a function I I : A „  —>• B n where A „  denotes the instance- 

space and B n denotes the solution space. A  com putational problem is solvable by 

the P P T  A  w ith  A  : A n —► B n i f  i t  holds th a t P ro b rev7j ;jc€t/^ n[A (r ,  .V) =  II( .Y )] is 

non-neglig ible in  n.
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D e f in i t io n  6  .4 com putational problem is strongly randomly self-reducible i f  there 

exists a re-random izing procedure Ft : 11' x  A n —*■ .4n so that

1. F o r any X  €. .4n the uniform  d is tribu tion  over ,4n and d is tribu tion  defined by 

/?(-,.V) are sta tis tica lly  indistinguishable.

2. There is a determ in istic  polynom ia l-tim e procedure that given r '  and II ( R ( r '. .V)) 

i t  returns  II( .Y ).

In tu it iv e ly , random se lf-reducib ility  suggests tha t the specific choice o f an instance 

does not affect the p robab ility  o f successfully find ing its solution. In most settings 

the fo llow ing weaker property is im p lied  by (strong) random se lf-reducib ility :

D e f in i t io n  7 .4 com putational problem  I I  is weakly randomly self-reducible i f  f o r  any 

A  that solves I I  there exists a PPT A ! so that, fo r  a ll X  €. .4n.

[ P ro b r€vKixeuAn[A ( r .X )  =  II(.Y)1 -  P r o b Pr€l,* .[ .A '( r / ..Y )) =  II(.Y)1 | 

is negligible in  n.

The p roperty  o f random se lf-reduc ib ility  is im po rtan t from  an average-case com­

p le x ity  v iew po in t since it  suggests tha t a ll instances are “equally-hard”  (up to  a 

po lynom ia l-tim e  transform ation). A  d irec t conclusion is th a t the worst-case hardness 

o f a problem  im plies •‘average-case”  hardness. Random se lf-reduc ib ility  was studied 

in  several settings, see e.g. [FKN90]. Not m any com putational problems are known 

to  be random ly self-reducible. To th is  effect, in  many settings one opts for '‘pa rtia l 

random  se lf-reduc ib ility ” properties:

Let { ( .4 „ ) ; } ,  be some param eterization o f the instance space .4n w ith  .4n =  

U ,(.4n )t .

D e f in i t io n  8  .4 problem  I I  : ,4„ —y B n is type-1 random self-reducible f o r  the param­

eterization  { ( .4 n),},
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1. There is a re-random izer procedure R : 'R f  x  (.4n), —> ( .4 „) , so that f o r  any i and 

fo r  a ll X  6 (-4n)t the uniform  probability d is tribu tion  over (.4n), is s ta tis tica lly  

indistinguishable fro m  the probability d is tribu tion  defined o v e r ( A n )i by R{-. X ) .

2. There is a de term in istic  polynom ia l-tim e procedure that given r '  and I I ( /2 ( r \  .V)) 

i t  returns  r i m .

A typ ica l example o f type-1 random se lf-reduc ib ility  w ith  respect to a param eter­

iza tion is the d iscrete-logarithm  problem  (D LP ) over m u ltip lica tive  groups o f order a 

safe p rim e1. The D LP is defined as follows: the instance space for size n includes a ll 

tr ip le ts  o f the form  (g .h .p )  where p is a n -b it p rim e s.t. p =  2 q + 1 and g, h €  Z * o f or­

der q. The solution o f a DLP instance is the least positive (non-zero) integer x  so tha t 

gx =  h( mod p). It is not very hard to  show tha t for a param eterization o f the instance 

space w ith  respect to  the selected prim e, one can easily randomize the DLP instance 

w ith  respect to  th is param eterization since given {g .h .p ) . the re-random ization pro­

cedure selects r  un ifo rm ly  at random from  {1 ,2  ,q  — 1 } and computes the DLP

instance (g '.h '.p ) :=  (gr .h r .p ). C learly  i f  one finds x  s.t. (gf)x =  h '(m odp) then it  

holds th a t r _ l • x  mod q is the solution o f the o rig ina l instance.

Now we define type-2 random se lf-reduc ib ility  w ith  respect to  a param eterization:

D e f in i t io n  9  .4 problem  IT : .4„ —> B n is type-2 random self-reducible with respect to 

the param eterization  {(.4 n ),},

1. There is a re-random izer procedure R  : T lr x  (.4n )i —► .4n so that fo r  any i,  the 

unifo rm  probability  d is tribu tion  over ,4„ is s ta tis tica lly  indistinguishable from  

the probability d is tribu tion  defined over .4n by /? (-,-).

2. There is a de term in istic  polynom ia l-tim e procedure that given r '  and I I ( /2 ( r / , X ) )  

i t  returns  I I ( X ) .

1A “safe prime” is a  prime num ber p for which it holds th a t p  =  2q +  1 and q is also prime.
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Type-2 random  se lf-reduc ib ility  w .r.t. to  a param eterization {(.4 n),} ; is an im ­

portan t p roperty  because it  suggests tha t the p a rticu la r param eterization does not 

"affect" the hardness behavior o f the problem . M ore specifically, the in tu itio n  is tha t 

the restric tion  o f the instance space to  the given param eterization does not give any 

significant advantage for solving the problem.

Random se lf-reduc ib ility  is im p o rtan t from  a cryptographic perspective because 

i t  deals w ith  the "average-case" hardness o f com puta tiona l problems. Even though 

strong random  se lf-reduc ib ility  is the most desirable, it  has not been exh ib ited  by 

many com puta tiona l problems (a notable exception is related to  the shortest vec­

to r problem  in  la ttices, see [A jt9 6 ]). Nevertheless type-1 and type-2 random self- 

reduc ib ility  are s t il l p a rtia lly  satisfactory ind ications for the appropriateness o f a 

certa in problem  in C ryptography (and do appear more often).
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E m ploying Polynom ial 
R econstruction  as an Intractability  
A ssum ption

F ind ing new problems based on which we can design cryptographic p rim itives is an 

im p o rtan t research area. Given a presumably hard problem  it  is usually n o n -triv ia l 

to  exp lo it i t  d ire c tly  in  Cryptography. M any tim es, in order to  serve as the base 

for secure cryptographic p rim itives, we need to  find  related hard decision problems 

(predicates). Th is  is the fundam ental methodology in itia te d  by Goldwasser and M i-  

cali in  [GM84] where they started the quest for fo rm al notions and proofs o f security 

in C ryptography. The decision problem 's hardness, typ ica lly  seems related to  (o r 

at tim es proved in  some sense related or, even be tte r, reducible from ) the hardness 

o f the o rig ina l problem . Hard predicate assumptions allow  form al security proofs 

(in  the fo rm  o f reductions) for advanced cryptographic p rim itives  such as pseudo- 

randomness and sem antically secure encryption. The firs t example o f a decisional 

assumption is the Quadratic-Residuosity, which is related to  (bu t not known to  be 

reducible from ) Factoring and was employed in designing the first sem antically secure 

encryp tion  scheme [GM84]. Another such assum ption is the Decisional D iffie -H eilm an 

which im plies the security o f E lGam al encryp tion  and other advanced cryptographic

21
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p rim itives  (e.g.. [NR.97]). and is related to  (b u t not known to  be reducible from ) the 

D iffie -H ellm an problem.

In th is  chapter, our goal is to  investigate the possib ility  o f cryptographic p rim itives  

whose security is based on the problem  o f P olynom ia l Reconstruction (P R ). Recall 

th a t the problem  o f Polynom ial Reconstruction is defined as follows: G iven n points 

over a (large) fin ite  field IF. such tha t a t least t o f them  belong to  the graph o f a 

po lynom ia l p o f degree less than k. recover such a polynom ia l (where n >  t >  k).

We note tha t Polynom ial Reconstruction is essentially equivalent to  the decoding 

problem  o f Reed-Solomon codes and n a tu ra lly  has received much a tten tion  from  a 

“ positive”  (coding theoretic) perspective: S ta rting  from  the classical a lgo rithm  o f 

Berlekamp and YVelch([BW 8 6 ]) which solves Po lynom ia l Reconstruction provided tha t 

I >  2±!z. (e rro r correcting bound for Reed-Solomon Codes), to  the recent work o f 

Guruswam i and Sudan [GS98] which solves i t  when t >  \ /k n  (m any solutions are 

possible in  the worst case). The current sta te  o f knowledge suggests tha t for values 

o f t below \ /k n  the problem is hard.

Regarding our goal. Polynom ial Reconstruction as is, does not seem to  be ready 

for d irect cryptographic exp lo ita tion : even i f  presumed hard, it  is not at a ll clear 

how to  b u ild  advanced cryptographic p rim itive s  whose security can be reduced to  it .  

Indeed, when Naor and Pinkas [NP99] firs t employed the problem  cryp tograph ica lly  

in  a context o f protocol design, they ac tua lly  in troduced a related pseudorandomness 

assum ption. The re lation o f th is  assum ption to  PR  also m otivates fu rth e r investiga­

tion .

In  th is  chapter, we first id en tify  a decisional problem  n a tu ra lly  related to  PR. This 

problem  is based on the fo llow ing basic question: given a PR-instance th a t contains 

n points and an index i  G { 1 , . . . ,  n } ,  does the  z’- th  po in t o f the instance belong in  the 

graph o f the  polynom ia l solution o r not? (note th a t in  the range o f our parameters, 

a PR-instance has a unique so lution w ith  very high p roba b ility ). We form alize the
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hardness o f th is  predicate for a ll indices i as the “ Decisional-PR-Assum ption "1 (D P R ).

Based on the D PR -Assum ption we show: ( i)  hardness o f p a rtia l in fo rm ation  ex­

trac tio n : an adversary w ith  access to a PR-instance who wishes to  p red ict the value 

o f some com putable function on a new po in t o f the po lvnom ia l-so lu tion. gains only 

neglig ib le advantage compared to  an adversary who wishes to predict the same value 

w ith o u t seeing the instance —  th is  holds true  even i f  the point follows an adversarially 

chosen p roba b ility  d is tr ib u tio n ; also: ( i i)  pseudorandomness: PR-instances are pseu­

dorandom  in  the sense tha t they are ind istinguishable from  random sets o f points, 

fo r any po ly-tim e observer. These results suggest tha t PR is qu ite  robust in the 

cryp tograph ic sense and is su itab le  for em ploym ent in  cryptographic constructions.

There are several possible advantages o f the PR problem which can be explo ited 

by cryptographic p rim itives  b u ilt  on it ,  fo r example: ( i)  The natu ra l d ichotom y and 

independence exh ib ited between the key-size (index o f erro r locations) and the size 

o f Reed-Solomon encoded message (or concealed in fo rm ation  in  PR-based systems) 

allows key-sizes to  be selected independently o f (and possibly super-polynom ia lly 

sm aller than) the message size: we know o f no o ther problem  tha t allows such a 

p roperty  in the cryptographic lite ra tu re , ( ii)  The PR problem enjoys a unique alge­

braic structure , ( i i i )  The operation o f po lynom ia l in te rpo la tion  which is basic in  PR 

cryp tograph ic p rim itives  can be im plem ented qu ite  e ffic ien tly  (especially in  special 

purpose hardware).

3.1 The Problem

D e f in i t io n  1 0  P o ly n o m ia l R e c o n s t ru c t io n  ( P R ) .  Given n. k , t and { ( ^ ,  i / i) } "= l 

tvith 7^ zj fo r  i  ^  j ,  output a ll (p (x ), I )  such that p 6  F [x], degree(p) <  k, 

I  C  { l , . . . , n } .  | / |  >  t and V i €  /(?(•=.) =  Hi)-

PR as a coding theoretic problem  asks for a ll messages th a t agree w ith  at least

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 2 4

t positions o f the received Reed-Solomon codeword. For a general trea tm ent on the 

subject the interested reader is referred to  [Ber6 8 ] or [MS77]. Note th a t k  <  n since 

k /n  is the message rate o f the code, and tha t we fu rthe r require th a t at least one 

so lution (p ( j') .  I )  exists.

W hen t >  then PRfn.Ar. /] has on ly  one solution and it  can be found w ith  

the a lgo rithm  o f Berlekamp and Welch [B W 8 6 ] is the error-correction bound o f 

the Reed-Solomon codes). W hen t is beyond the error-correction bound then having 

more than one solution is possible. Sudan proposed an a lgo rithm  tha t solves the PR 

beyond the error-correction bound when t >  \/'2kn  in [Sud97] and la te r in [GS98], 

C iuruswami and Sudan presented an a lgorithm  tha t solves the PR for t >  y/kn. In 

[GRS95] it  was proven th a t when t >  >fkn  the number o f solutions is bounded by a 

po lynom ia l. In [GS98] it  is pointed out tha t the possib ility  o f an a lgorithm  tha t solves 

instances for sm aller values o f t m igh t be lim ite d . We note here tha t the so lvab ility  

o f PR (and related problems) was also studied in  the context o f la ttices, see [BNOO]. 

Consequently the current state o f knowledge im plies tha t PR[n.A:. t\ is hard for the 

choice o f parameters t <  \ /k n .

3 .1 .1  S tru c tu re  o f th e  In s ta n c e  Space

A n instance o f PR w ill be denoted by .V :=  { ( r , ,  J/,)}"=1; the set o f a ll instances w ith  

parameters n ,k , t  w ill be denoted by Sn,k,t■ In order to  refer to  PR w ith  parameters 

n.fc, t we w ill w r ite  PR [n,fc, t]. Note th a t unless stated otherwise we assume th a t n 

is po lynom ia lly  related to  log |F|.

Let /  C  { l . . . . , n }  w ith  | / |  =  t .  We denote by Sn,k .t{ l)  the subset o f Sn,k,t so 

tha t for any X  €  i t  holds th a t X  has a solution o f the form  (p, / ) .  I t  is

clear th a t =  U|/|=t«S„,A:,t(/), bu t {«S„jfc,t ( / ) } | / |=t does not constitu te  a p a rtit io n  o f 

•Snjk.t- Nevertheless concentrating on instance sets o f the form  Sn,k.t{ 7) is he lpfu l in  

understanding the structu re  o f
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L e m m a  11 For any I  C  { 1  n }  with | / |  =  t it  holds that

# S n.k A l)  =  ( | F | ) „ | F r t+fc

Proof. S tra igh tfo rw ard  since n — t +  k  are exactly the degrees o f freedom tha t each 

element o f Sn,k.t(I) has- H

C lea rly  i f  a PR-instance .V £  Sn,k.t has two d is tin c t solutions (px, I x) and {p2 , I f ) ,  

i t  holds th a t .V 6  Sn.k A h )  <~l S n,k A h )-  To determ ine the like lihood th a t a given 

PR-instance has a single solution or more, the fo llow ing lem m a is helpfu l:

L e m m a  12 ( i)  For a ll I X. I 2 C {1 ........n } .  with l / ^  =  | / 2| =  t , I x ^  I 2, i t  holds that

# { S n j 'A h ) r iS nj 'A h ) )  <  (|F |)n |F |" - ‘+* - 1.

( i i )  The to ta l number o f PR-instances o f Sn,k.t that have more than one solution is 

less than  ( ” ) J( |F |) , .

Proof, ( i)  Let | / t D /-2| =  m; note tha t rn 6  {0  t — I } .  T h e ^ -{^ ,. . . ,  zn) values

con tribu te  (F )n choices. The “ free”  (noise) points con tribu te  |F|n~2{+,n choices. I t  

remains to  find the num ber o f choices due to  the y-elements th a t correspond to  the 

positions I x U I2. There first solution contributes |F|* choices, whereas the second 

so lution, i f  m <  k. i t  contributes |F|fc-m. I f  m >  k  no second solution is feasible. So we 

have tw o cases: m <  k, where # ( S n,*.t ( / i )  n«Snjk ,t(/2)) =  (|F|)n|lF|n-2t+2A\  and m >  k. 

where #(«S„jfc,t ( / i )  n  Sn,k A h ))  =  (|F |)n |F|n-2‘+m+<:. w ith  m €  {Ar,. . . ,  I -  I } .  As a 

result, independently o f the choice o f [ x, I 2, # (S n,k A h )P iS n ,k A h ))  <  (|F |)n |F | n - f + < : - 1  

(recall th a t t >  k).

( ii)  i t  follows easily from  the fact tha t the set o f a ll instances o f Sn.k,t th a t have more 

than one solution is a subset o f U / ,^ / j«£„,*,» ( / i )  H <£„,*,{ ( / 2). ■

The fo llow ing lemm a compares the num ber o f elements o f Sn,k.t and S n.kA H  and 

in  com bination  w ith  the previous lemm a it  provides an estim ate to  the num ber o f 

elements o f Sn.k.t-

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 2 6

Lem m a 13 Suppose log (F| >  i n .  For any I  C  { 1 ......... n } .  | / |  =  t , it  holds that
(n\ n ^  jtSn.k.t ^  fn\
\t>  -  ^  #Sn.k.lU) “

Proof. By de fin ition  i t  holds tha t Sn,k.t — U\i\=tSn.kA I) -  It follows from lemm a 11

tha t =  # ‘^n.fc.i(// ) for a ll [ , [ ' .  Now fix  some [  C { I  n } . | / |  =  t. It

follows th a t.

# S n . * . t ( / ) -  Y ,  #(Sn.kAh) r \Snj ' A h ) )  <  # & , . * . «  <  ( " W n . * . « ( 0
h * h  '  '

Next using the upper bound on A ) C Sn,kA h ) )  tha t follows from

lem m a 12. it  follows th a t (using the facts log |F| >  3n. (*) <  2n )

Y .  m s „ . M ) n s „ . kA h ) )  <  f " ) i # f p , ( 0  <

It follows tha t

( C )  ■ h # s "-k A i )  ^  ^  ( " ) # ^ . < ( / )

which completes the proof. ■

As a result we can draw the fo llow ing coro lla ry:

C orollary 14 The number o f  elements o f  S n.k.t can he approximated (w ith in  negligible 

erro r) by (? ) ( |F |)„ |F |" - fc+t.

C learly sam pling the un ifo rm  d is tr ib u tio n  over <Snjc .t(/) *s stra ightforw ard (based 

on the fact tha t the un ifo rm  d is tr ib u tio n  over the fin ite  field F can be sampled — 

som ething th a t can be shown easily). Next we proceed to  show tha t the un ifo rm  

d is tr ib u tio n  o f PR instances is actua lly  samplable (w ith  negligible s ta tis tica l e rro r). 

We s ta rt w ith  a standard de fin ition :
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D e f in i t io n  15 .4 probability d is tribu tion  Z> over some space R o f objects o f size poly­

nom ia l in n is called (polynom ial tim e ) samplable i f  there is a PPT S-p : 1Zp —t R s o  

that the probability assigned to any y  6  R by T> is P rob-p[y] =  P ro b ret/.^ r>[5 i) (x ) =

y\-

Consider the  fo llow ing procedure S th a t samples Sn,k.t- first select n random

d is tin c t elements o f F. r i  zn. Then, select a random I  such tha t | / |  =  t and

then select a random  polynom ia l p o f degree less than k  (e.g. by selecting k  random 

elements o f F as its coefficients). Set y, :=  p(z,) for i 6  I  and select the rem aining y; 

for i & I  at random. The ou tpu t o f S is y i) } "= i- The follow ing lemma suggests 

th a t the described procedure S essentially samples the uniform  d is tr ib u tio n  over Sn.k.t-

L e m m a  16 Let log |F| >  'in . The probability  d is tribu tion  defined byS is s ta tis tica lly  

indistinguishable from  the un ifo rm  over Sn.k.t- More specifically. A  :=  X I v€S„ * , I

P ro b [S (r ) =  .V] -  |<  2n2 -» .

P ro o f F ix  some .V 6  Sn.k.t- I f  on ly  a single solution (p. I )  w ith  | / |  =  t exists in .V 

then i t  follows easily th a t there is a unique assignment o f the random choices o f S tha t 

y ie lds .V. As a result in th is case i t  holds th a t P ro b [S ( l" )  =  .Y] =  (|F|)l |F|n->+fc•

Let us p a rtit io n  to  the set S i th a t contains instances A' w ith  a single solution 

as above and le t S2  :=  — S i . I f  1.4 is the s ta tis tica l distance between the two

d is tr ibu tions  then i t  follows tha t:

.4 =  .4| +  .4 2 =

=  1 ~  1 +  ,5 , 1 P r o b [S ( n  =  'V1"  # s I Z 1

From  lemma 13 it  holds tha t

, i_____________ i _ , 1 , #•?„.*., _  M , 1
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I t  follows tha t:

. _  y '  . _______ i_____________ i , i

and as a result ,4i is negligible. Next we proceed to  show tha t ,-l> is also negligible. 

Note tha t th is w ill follow im m edia te ly by the follow ing two facts:

( i)  Y lxeS i Prob[S(la) =  .V] <  (n  — t)2~ n. To see th is, let n \  be such tha t

Prob[S( 1 ) =  .V] =

I t follows tha t n x  ~  ( t )  '(|P|)n|®1n-t+fc — #«Si- Since .Si contains a ll those PR

instances tha t contain exactly  one solution it  follows easily tha t

# 5 ,  >  f " ) ( | F | ) „ | F | ‘ (|F | -

As a result (using the facts log |F| >  3n. (£) <  2")

E  <  ( " )  ■ ( i f i ) . m - +* ( i  -  —
A' €«̂ 2

E  P ro b [S ( l“ ) =  .V] <  1 -  ( l  -  f f l ) - '  <  I — — A ) - '  =  E  ( "  7  ')■ ^
A'e5j 11 “  i= i v '
the  sum on the right hand side is easily shown to  be less than (n  — t)2~n.

( i i)  ^ a '6 5 2  #5 * k , <  Indeed the sum equals to ^  ■ and the stated result follows 

from  lemma 1 2 ( ii) .

F ina lly  we conclude tha t A  <  ^  ^  <  2n2- n . ■

L e m m a  17 Suppose that log |F| >  2n. The ra tio  o f  the number o f PR-instances o f  

Sn,k.t with more than one solution, over # S n,k.t is less than 2~n.

P ro o f  Because o f lemma 13 i t  holds th a t ( ( ” ) — 2- n )( |F |)„ |F ]n_‘+fc <  #«S„jt.t <  

(t)(l®1)n |F]n-t+fc. The num ber o f PR-instances o f Sn,k.t w ith  more than one solution
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is less than ( ” )~(|IF| ) T1 |lF|n t+h 1 (from  lemma 12ii). It follows tha t the ra tio  is less 

than ( nt ) 2( ( nt ) — 2- n )_ l |F | - 1 <  2~n. ■

It  is an im m ediate coro lla ry from  the above lemm a th a t any PP T which samples 

the  un ifo rm  d is tr ibu tion  over S n,k.t w *fi select an instance X  tha t has a unique solution 

w ith  overwhelm ing p roba b ility  1 — 2 _n. Consequently any instance .V €  Sn,k.t unique ly 

defines a polynom ia l p (w ith  overwhelm ing p ro b a b ility ) such tha t degree(p) <  k. We 

denote th is  polynom ia l by s.y (fo r solution o f .V). The set o f indices tha t corresponds 

to  the graph o f p which we call “ the index-solution set“  is denoted by /( .V ). Obviously, 

the recovery o f s.y im plies the recovery o f /( .V ) and vice-versa.

3 .1 .2  S e cu rity  P a ra m e te rs

In ou r exposition we w ill use n as be the security parameter. The parameters k . t  

are functions in n. so tha t k  <  t <  n and I <  \ /n k .  The s tra ightfo rw ard brute-force 

a lgo rithm  for solving PR[n.Ar. <] requires checking a ll possibilities and as a result has 

com p lex ity  p roportiona l to  m in ((2 ). ( " ) ) -  The parameters [n .fc (n ).< (n )] are called 

sound  for P R [n ,fc .f] i f  k (n )  and t(n )  are chosen so th a t t <  s/kn  and m in ((£ ). ( " ) )  

is exponentia l in n. Note th a t we w ill suppress ( n ) in k (n ) , t (n ) .  Observe th a t i f  

[n , k. f] are sound parameters then i t  also holds tha t [rc. k +  1 . 1] are sound parameters 

(provided th a t k  +  1 <  t) .  In tu it iv e ly  th is means th a t a llow ing the degree o f the 

so lu tion-po lynom ia l to  be greater w ith ou t changing the other parameters i t  cannot 

make the problem easier. We w ill assume sound parameters throughout.

3 .1 .3  P a r tia l R a n d o m  S e lf-R e d u c ib ility

As it  is noted in [NP99], Po lynom ial Reconstruction enjoys a pa rtia l se lf-reduc ib ility  

property, namely tha t given an .V :=  6  <S„,fc.f i t  is possible to  randomize

the  po lynom ia l solution o f .V : choose a random po lynom ia l p' o f degree less than k  and 

com pute the instance V' :=  { ( r t , y i+ p (= , ))}?=!- Nevertheless th is  is not at a ll sufficient
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to  show th a t the problem is random ly self-reducible. T h is  is because the procedure 

does not randomize the points tha t do not lie in  the index-solution-set. Polynom ial 

Reconstruction enjoys yet another pa rtia l random  se lf-reduc ib ility  property, namely 

tha t the choice o f the index-solution-set is not im p o rta n t. In fo rm a lly  th is  can be seen 

by the  fact tha t one can perm ute the points o f PR-instance by app ly ing  a random 

n-pe rm u ta tion . This fact is o f im portance from  a cryptographic v iew po in t since in 

m any settings the index-solution-set plays the role o f a cryptographic key. This second 

p a rtia l random se lf-reducib ility  is form alized and strengthened in the next section.

3 .1 .4  A lte r in g  T h e  D is tr ib u tio n  o f  P R -in s ta n c e  S o lu tions

Suppose th a t some points o f a po lynom ia l so lu tion o f PR[n,Ar. f] instance follow  a 

given (non-un ifo rm  over F) p roba b ility  d is tr ib u tio n . I f  h points o f the polynom ia l 

so lu tion follow  a certa in p roba b ility  d is tr ib u tio n  we w ill fix  these points to  be the

values o f the polynom ia l over { 0 .  h — I } .  W ith o u t loss o f genera lity we assume

th a t 0 h — L are not equal to  any o f the ( c i  r n) values in a PR-instance (th is

is an event o f negligible p ro b a b ility ). Note th a t a lte rna tive  “ base" values uq........

can be used instead o f 0  h — 1 .

Let [n .k  — h .t ]  be sound parameters for some 0 <  h <  k. Let T>h be a samplable 

p ro b a b ility  d is tr ibu tion  over I F * .  We can extend T>h to  be a samplable p roba b ility  

d is tr ib u tio n  over Sn.k.t by m od ify ing  the sam pler S o f section 3 .1 .1  so tha t it  selects 

h values o f the polynom ia l solution fo llow ing T>h (instead o f at random ). We use the 

no ta tion  Svh to  denote th is  generalized sampler over Sn,k.t• Note th a t we w ill use the 

same nota tion  T>h for bo th  p roba b ility  d is tr ibu tions  (over and Sn,k.t)- Defin ing 

T>h over Sn.kA I )  can be done in  a sim ilax m anner as above, and the sampler w ill be 

denoted by S^h. I f  the base values are set to  { u ; j , . . . ,  ur^} the derived p roba b ility  

d is tr ib u tio n  over Sn.k.t and Sn.k .t(I) w ill be denoted by Z)j" 1 Wh.

The next lemma reveals th a t even under such a “ m odified solution d is tr ib u tio n ” .
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the p a rticu la r choice o f the index-solution-set does not affect the ou tpu t behavior o f a 

certa in  procedure that operates on PR-instances. The core o f the proof below is tha t 

given a PR-instance w ith  unknown so lu tion one can random ly perm ute the points in  

the instance.

L e m m a  18 Let be a probability d is tribu tion  over IF*, anth h €  {0  Ar}. Let

A  : S n,k.t —► V’ be some PPT. Then it holds that there exists a P P T  A ' s.t. f o r  a ll 

v €  V  and I  C {1  n } with | / |  =  t.

I Pr»b-v€t,,5. , ,M (.V )  =  f] -  P r o b * ^ * , . , , , ^ * )  =  v\ | 

is negligible in n.

Proof. F ix  some samplable d is tr ib u tio n  T>h over IF*, a c 6  V , and some I  C

{1  n }  w ith  | / |  =  t. Let Svh ■ H v h —> IF* be the PPT tha t samples "D/,.

Let p £  ?R be the randomness used by Sx>h. to sample an element o f i.e.

p :=  ( / .C i  , r n. m i  i / i ..........t/„_t): i t  holds tha t

# k =

S im ila rly  denote by p' € ?R? to  be the randomness used by S ^ .  i.e.

p :=  (c t  cn,m t ,  m k- h , r . y i , -----

it  holds th a t #rR/ =  (F )n |F|fc—A |F|” —*. It follows #.9? =  #;R/ ( " ) .  Regarding the 

p ro b a b ility  o f A  to re tu rn v , we have th a t:

ProbX€x,h5n.*.t [^(.V) =  v] =  Prob„€t;*[.4(S t> ,») =  t>]

Now consider the PPT A !  th a t on in pu t X .  firs t i t  selects a random perm uta tion  

<r. i t  permutes the pairs o f X  according to  tt to  ob ta in  X *  and then i t  simulates A .
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P r o b . v 6 D h 5 n t ( / ) : _ € t , p e r i n ( n ) [ > l  ( - .  . V )  —  r ]  —  P r o b p / g ^ . R ' ^ g ^ p e n , ^ , , ) [ . ^ ( [ S p ^ ( / > ) ] ’ )  —  c ]

Assume tha t A  does q(n) coin-tosses and define C  :=  { ( b.p ) | A(b.St>h(p)) =  t’ } 

and D  :=  { ( b .p '.~ ) \ A (b . [Sph(p )]x ) =  r } .  where 6  €  { 0 .

I t  follows that

P r ob peux[A(SVlx(p)) =  c] =  .?7(n)#;R

and

Probp'€f»':!rgyPertn(n)[-4([Sph(p ')],r) =  l ’] =

Consider a m apping J  : R7 x Perm (n) ->  R so th a t i f  p =  J(p '.T r) w ith

P  =  ( ^ - - 1 ...................................... m k - h ' r P ' lA ................y n - t )

and
/ / p' p’ Q* p* O' pf p‘ \

P  =  ( - 1  =n • m i  m k - h - r ‘ . y t  < / „ _ , )

i t  holds tha t z f =  z f . m p- =  m p . r “  =  r “ and . for i  =  L n. j  =  I  /i

and ^ =  I  n — t and add ition a lly  l p =  { t t ( /) | i  €  / } .  I t  is easy to  see tha t a

certa in  p £  R  has t\(n  — t) \  pre-images under J . I t  follows tha t # D  =  <!(n — t ) l# C  

and as a result:

P r o b p g £;R[rf4(Sph(^>)) — i’] — P ro b p >g t;Rf.,r£ t;.periI1(n)[«A([S-p^fp ) ] ‘ ) — c] 

the result o f the theorem follows. ■

Note tha t in  the statem ent o f the lem m a above the choice o f the points {0  h —

1 } as the ones th a t w ill be d is tr ibu te d  according to  some p robab ility  d is tr ib u tio n  is 

a rb itra ry  as it  is very easy to  reform ula te the above result so tha t some o ther collection 

o f “ base”  values is selected. A d d itio n a lly  the value v used above can be generalized 

to  being a function  o f X  in  a s tra igh tfo rw ard  m anner, w ithou t any m odifica tions in  

the proof.
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3 .1 .5  T h e  In tra c ta b ility  A s su m p tio n

A decision problem tha t relates na tu ra lly  to  the hardness o f solving an instance X

o f PR[n.A.\ t\ is the follow ing: given X  and an index i  €  { I  n }  decide whether

i €  l { X ) .  We postulate tha t such decision is com puta tiona lly  hard to make whenever 

PR is hard. Since th is has to  hold true  for a ll indices we w ill use a counter-positive 

argument to  form alize the related decisional in tra c ta b ility  assumption. In the defin i­

tion  below we describe a pa ir o f predicates tha t refutes the assumption by “ revealing" 

one o f the points tha t belongs in the graph o f the so lu tion-po lynom ia l (note tha t we 

form ulate probabilities independently o f the index-solution-set since given any PR- 

instance the index-solution-set can be randomized —  see lemma 18):

D e f in i t io n  19 A p a ir o f  PPT predicates A 1 . A 2 is called a gap-predicate-pair fo r  the

parameters n .k . t  i f  fo r  a ll I  C { I  ra} with \ I \  =  t it  holds that:

negligible V i /
| Prob[.4i(/. .V) =  I] -  Prob[.42(i-..Y) =  1] |=  |  non-neg lig ib le  for some i  6  / .

i <  n — k

where the probabilities are taken over a ll choices o f  X  € Sn.k.t{f )  and in te rna l coin­

tosses o f the predicates A i.A ? .

A gap-predicate-pair when given a PR instance _Y and i  €  {1  n }  exh ib its

a measurable difference for at least one i  6  1 { X ) .  where at the same tim e  it  ex­

h ib its  no measurable difference for indices outside f ( X ) .  Using th is, we form ula te  the 

Decisional-PR-Assum ption as follows:

D ecisional-P R -A ssu m p tion . (D P R [n . k , f])

For any sound parameters [n.Ar. f] there does not ex ist a gap-predicate-pair.

The re lation o f DPR to the Polynom ia l Reconstruction problem is revealed in  the 

fo llow ing two facts which are used to  underline the  ju s tifica tio n  for our in tra c ta b ility  

assumption. The first is s tra ightforw ard:
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Fact 20 The existence o f a polynom ia l-tim e algorithm  fo r  PR[n. k. /] violates the 

D P R [n . k. f].

To state the second fact we need a de fin ition : a predicate A  : Uj Dj ->• { 0 . 1 } 

is called independently samplable over Uj£>j i f  there is a PPT S \  tha t given u € IN 

and .V € D j . i t  draws u independently sampled values o f A  over the space Dr  In

pa rticu la r, given A' €  D } . i t  holds th a t Sa ( u . X )  :=  (c t  cu) where each Ci is

d is tribu ted  over {0. 1} according to  > l(V ') where Y  is un ifo rm ly selected over D j.  YVe 

denote by 51 $ a ( u- A') the sum 5Z|U= i c,.

Lem m a 21 [ f  there exists a gap-predicate-pair A\.. A i  so that the predicates are in ­

dependently samplable over the space U iS n%k.t( I )• H follows that P R [n .fc .f] is solvable 

with overwhelming probability.

Proof. F irs t we show how to  ob ta in  an i  €  /  w ith  overwhelm ing probab ility . Let 

A 1 . A 2 be a gap-predicate-pair and denote the non-negligible p roba b ility  o f revealing 

an index o f the index-solution-set by a (n ) .  Suppose we are given some A' 6  Sn.k.t, let 

/ : =  / (A ') .

Since a (n )  is non-negligible i t  follows th a t a (n )  >  £  for some c and suffic ien tly 

large n. Let A* :=  n2c+l. Consider the fo llow ing procedure B: first com pute the 

values a, :=  5 1 5 ^ , (:V. t. A") and a\ :=  YL -V) for a ll i  =  (note

th a t 5 >i l (A r. i.  X )  :=  ( ^ i ( i . . Y | ) . ----- -4 i( i, .Y ,v ))  and s im ila rly  for Sa 2)- For a ll i  €

{1  n }  check the difference |a, — a \ |. I f  i t  is discovered th a t for some i.  |at — a '| >

2wj * -. ou tpu t i  as a “good”  index (i.e. an index tha t belongs in  I ) .  I f  no such i  is 

discovered the procedure fails.

We show tha t for any .Y £  Sn.k.t the above procedure returns an element o f I ( X )  

w ith  overwhelm ing probab ility . Let .4, and .4' be the random variables tha t corre­

spond to  the com puted values a, and a\. Let p x and denote the expected values o f .4,
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and .4'. By defin ition it  holds tha t .4,, .4' follow the B inom ia l p roba b ility  d is tr ib u tio n  

over .V Bernoulli tria ls w ith  p ro b a b ility  o f success p, :=  P rob .vg r 5 n i t(/) [>4.i (/. .V) =  I] 

and p' :=  P ro b  vet :>n k t (/)[v4o(i. .V) =  L] respectively. Using the C'hernoff bound we 

have tha t for e >  0. Prob[|.4, — \ p i \  >  c:V] <  'le *>e* v and Prob[|.4' — .Vp'| >  e.V] <  

2e-2e* " \  Now observe tha t:

|.Vp, -  .Yp' 1-1.4, -  .Vp,-1- 1. 4 ' -  .Vp'| <  |.4 ,- . 4 ' | <  iS p i -  S p \| + 1.4 , -  A > ,| + 1. 4 ' -  .Vp'\ 

Consider the follow ing two facts:

(a) Suppose tha t i £  I :  then it  holds tha t q, :=  Prob[|.4, — . "IJ >  is negligible 

in  n. Indeed, q, <  Prob[|.4t -  N Pi| +  |.4' -  .Yp'| +  |.Vp, -  .Vp'| >  ^ ] .  Now 

because |p; — p't \ is negligible it  follows tha t for suffic iently large n i t  holds tha t 

|Pi — p'| <  As a result qi <  Prob[|.4, -  .Vp,| +  |.4' -  .Vp'| >  s ^ i ] .  I t  follows 

tha t <7, <  Prob[|.4, — .Vp,| >  +  Prob[|.4' — .Vp'| >  and using the C hem off

bound for e :=  6 *_, we conclude th a t <7, <  4 e- ( 2 / 3 6 !n2 which is clearly negligible.

(b) Suppose tha t i0 € I  is the index for which a (n ) =  |p,0 — p 'J  is non-negligible. The 

p roba b ility  q,0 :=  Prob[|.4,0 — .4 'J  <  ] is negligible in n: firs t observe tha t <fc0 <

Prob[|.4,0 -  .Vp,01 + 1.4'0 -  .Vp'Q| >  .V|p ,0 -  p 'J  -  We know tha t |p,0 - p ' J  >  ^

for suffic ien tly large n. As a result q,0 <  Prob[|.4,0 — .Vp,J +  |.4'o — A p 'J  >

Th is  p robab ility  was shown in case (a) above to be negligible.

Using the above two facts we deduce the follow ing about the procedure B:

1. The procedure fails w ith  negligible probab ility . This is because o f fact (b ).

2. The procedure w ill report an index tha t is not in  the index-solution set w ith  

neglig ible probability . Th is  is because o f fact (a).

I t  follows tha t, given any X  €  Sn.k,t, B  reports an index o f the index solution 

set l ( X )  w ith  overwhelm ing p robab ility . Moreover for such index i i  i t  w ill hold tha t 

i i <  n — k  w ith  overwhelm ing p ro b a b ility  (because o f the corresponding p roperty  o f 

the gap-predicate-pair).
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Now we m odify  the instance .V as follows: we substitu te  the i t - th  po in t w ith  the 

n -th  po in t to  obtain the altered instance .Y>. Subsequently we repeat the procedure B 

tha t w ill recovers an index o f the index-solution-set (different from  i’ i) .  By repeating 

the above k  times we ob ta in  k  points o f the solution polynom ia l o f .V and the solution 

follows by in te rpo la tion . Th is w ill be done w ith  overwhelm ing p robab ility . ■

F a c t 22 Violating the D PR  by an independently samplable gap-predicate-pair urith 

parameters [n.A:. f] im plies that P R [n .A \ f] is solvable with overwhelming probability.

3.2 Hardness o f R ecovering Partial Inform ation of 
any Specific Polynom ial Value

In th is  section we show th a t PR [n .A \ f] “ leaks no pa rtia l in fo rm a tion " about any 

specific polynom ia l value under the DPR-Assum ption. In pa rticu la r, we show tha t 

for some fixed value w £  F, given an instance .V :=  { (c t . y i ) } ' ,= l €  <Snjt.r w ith  w £

{ c v,  r n} ,  we get no po lynom ia l advantage in pred icting the value o f any function

g  over the polynom ia l value s x (w )  for s x { w)  drawn from  any po lynom ia llv  samplable 

p ro b a b ility  d is tr ib u tio n  D , unless the D P R  fails for parameters [n .k  — !.£ ]. In the 

rem ain ing o f the section we w ill fix  iv €  F and we w ill assume th a t Sn,k.t does not 

conta in instances w ith  w  among the r-values (which is a negligible p roba b ility  event). 

The genera lity o f the p roo f stems from  the fact tha t we can map a PR[n.A: — l . f ] -  

instance .V in to  a PR [n . k, f]-instance X ’ o f which we can select the value s x '{ w )- 

Then, we can use any a lgo rithm  th a t makes a non-negligible pred iction  regarding 

some property  o f s x ’ i w ) to  ex trac t a parameterized predicate th a t is sensitive to  a 

param eter choice inside the index-solution-set. This predicate yields a gap-predicate- 

pa ir th a t violates D P R [n, k  — l , f j .

For the rest o f the section fix  some value w €  F. N ext, we form alize  the concept 

o f •‘ leaking no pa rtia l in fo rm a tion ." In fo rm a lly , we can describe the de fin ition  as
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follows: for any P P T tha t predicts the value o f g (s x (w ))  given a PR instance, there 

is another a lgorithm  w ith  essentially the same func tiona lity  th a t operates without the 

PR instance (cf. de fin ition  5).

D efin ition  23 PR[n.A.\ t] leaks no p a rtia l in fo rm ation  means that fo r  a ll poly-time  

computable g : F  —► Ft and a ll po lynom ia l-tim e samplable probability d istributions  

T>\ over IF i t  holds: fo r  a ll P P T  A  there exists a PPT A ' such that the fo llow ing is 

negligible in  n :

| P ro b ret.iz:x € vwSn.k't [>Ur • -V) =  3 (s jr ( ir ) ) ]  -  P ro b r.€t,Rr;tt6t)iF[.4 '(r') =  </(u)] |

A consequence o f lemm a 18 is tha t the de fin ition  above can be made more specific

so tha t: fo r all PP T A  there exists a P P T  A ' so tha t for a ll I  C { 1 .  n }  w ith

| / |  =  / i t  holds tha t the fo llow ing is neglig ible in n:

| P ro b r€t.fc;A'6Dr>v*.t(/)[>l(r --v ) =  9(*x{ tv))}  -  P r o t v e ^ u g ^ F ^ V )  =  $(u)] |

So, the p robab ility  o f success o f any PP T A  is taken over fo llow ing the

d is tr ib u tio n  'D 'f. independently o f  the index-solution-set I .  The core o f the proof tha t 

PR leaks no partia l in fo rm ation  is the fo llow ing lemma:

Lem m a 24 Suppose that there is a poly-tim e computable g : F —>• R and a probability  

d is tribu tion  'Di fo r  which PR [n . k. f] leaks p a rtia l in fo rm ation . Then there exists a

PP T B such that fo r  a ll /  C { 1 ----- .n }  with  | / |  =  t. if i3 i(n )  :=  P robp€t;.R.Aer.sriJk_, t( /)

[B ( i.p ,  -V) =  1 ] with i  €  {0  n }  i t  holds that

1. For a ll i  & I  — J ,(n )l negligible.

2. There exists an i0 €  I  such that |d,0 _ i(n )  — J |Q(n )| is non-negligible and i 0 <  

n — k  +  1 .

Proof. For s im p lic ity  we assume th a t T>i is the un ifo rm  d is tr ib u tio n . The proof is 

s im ila r in  both  cases (see below fo r comments in  the case V  is not un ifo rm ). Regarding
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the success p robab ility  a (n )  o f A  we have th a t for a ll /  w ith  | / |  =  t. and for a ll PPT 

A ' the p roba b ility  distance below is non-neglig ible in  n :

| Probr€[,JI:.vet̂ ri)!1(/)M(r-A') = S(*A'(u>))] ~ Probr.6r^;u6trF[>l/(r) = <7(“)] I

Let B  be the fo llow ing PPT tha t operates on Sn.k - i. t ( I )  w ith  random  in p u t string  

p :=■ ( u .y . r )  € r  :R :=  F  x P  x 1? ( in  the case D  is not un iform , u is not part o f the 

random inpu t o f B  but ra ther it  is sampled using the PPT tha t samples T>\). G iven 

some .V € / )  :=  {(-«• The set o f pairs .V  :=  { ( r , . ( r ,  -  ic)y, +  « )}"=l

is com puted. Note tha t .V  is a random instance o f S „jt,t( f )  (s im ila rly  i f  u was 

d is tribu ted  according to  some non-uniform  d is tr ib u tio n  D t . then X  would follow  the 

corresponding d is tr ib u tio n  T>i over Sn,k,t)- Subsequently the y-part o f the firs t i  pairs 

o f A "  is randomized by subs titu ting  them  w ith  the first i  values o f the given string  

y  6  P .  The resulting p a rtia lly  randomized instance is denoted by X " .  Then A  is 

sim ulated on inpu t ( r . A',*)- I f  A  returns g (u )  (i.e. A  is correct) then B  returns I ( 0  

otherwise).

I t  is easy to  see tha t Jo(n) =  a (n ) . W hen i  =  n — A r + l .B  com plete ly randomizes 

the first n — k + 1  positions o f the y-part o f the constructed Sn,k.t{ I )  instance. Consider 

a P P T  A ' th a t first samples a random V' € Sn :=  (F )„ x F" (where (F )n denotes the 

set o f a ll n-tuples over F  w ithou t repetitions) and then simulates A  on V'. I t  holds 

th a t.

a'(rc) := Prob„6irF[.4(-) =  y(u)] =  P robr6tr* ;K6p<sn;«6l,F[.A(/\ V') =  y(u)]

Let C ' :=  { ( r ,  V. u) \ A { r .  V') =  y (u ):V ' €  «Sn } .  i t  holds tha t: a '{n )  =  ^ 5 nXtf- VVe 

want to  compare the p ro ba b ility  dn-k + i(n )  to  a '(n ) .  Define the m apping

J( i ,u .y ,X)  := (X ' .u)

where X ’  is defined as in  the description o f B . G iven a certa in (V'. u) fo r a V' 6  Sn we 

want to  com pute how m any pre-images o f the  form  (y, X )  has. under the m apping
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J (n  — k +  1 . u. •. •). Let h :=  | / f l  {n  — k  +  2 , . . . .  n } |:  obviously h <  k  — 1. F ix  h values 

o f the polynom ia l-solu tion o f .V to  the corresponding {/-positions o f V' and k — I — h 

values o f the non-polynom ial values o f .Y to  the corresponding positions o f V . This

leaves a to ta l o f |F|n_f+fc_l choices for the pre-images o f (V. u). I t  follows tha t:

|F|n- t+fc- l # C ' |F|n- f+fc- l # C '
„_;.+ l (n ) -  # .R x F x ¥ n  x  s nJĉ u ( f )  ~  • |F| • ( |F |)„ • |F | 2 t* - ‘ + < :_ 1  ~

From the assumption o f the theorem  it  is im m ediate tha t |ct(rt) — is non-

negligible and as a result we conclude th a t |/i0 (n ) — J n- * + i ( n )l is non-neglig ible in

n. I t  follows easily tha t for some i0 €  { I ,  n — k  +  1 } it  should be the case tha t

|,Jl0 _ i(n )  — J,-0 (n )| is non-negligible (by the  triangu la r inequa lity). I t  remains to  show 

th a t i t  cannot be the case tha t i0 I-

In particu la r we w ill show tha t for any i  £  I  i t  holds tha t |,J ;_ i(n ) — J ;(n )l is

negligible.

Let Ci :=  { ( r ,y . .Y .u )  \ A ( r . X ' )  =  g (u ); X ‘  =  J ( i . X . y . u ) : X  €  Sn,k- i . t { / ) } •  It 

follows tha t

# C -
P robret,K,#€lIr.,iW .,..,(„ , e[,P|8 (i.u |j,|r ..Y ) -  1] -  # *  x p  x  s ^ _ m (/)  x p

Suppose i £  [ .  Next we w ill compare the  num ber o f elements o f # C , and # C ,_ i-

Let ( r . y ~ .X ~ .  u ) be an element o f  TZ x  F" x  x F w ith  the t- th  position o f

y  and the i- th  y-position o f .Y le ft “ b lank.’’ Define Vr>y-  jf - .u  :=  { y I «4(**, y ~ / v / X ~ ) =  

y (u ) } :  here y ~ / v / X ~  denotes the set o f pairs {(c ;. y [)}"= l such tha t up to  * —I y\ agrees 

w ith  y, y- =  v and from i  -(- 1 and on y[ =  ( r ,  — w )yi +  u (where .Y-  =  {(-« .y.-)}"= |). 

A ny (r. y ~ ,X ~ .u )  together w ith  some v 6  Vr.y- jc - .u  can be extended to:

•  |F) tuples ( r .  yj~,j, -Yj~j. u) th a t belong in  C ,_ i; the number o f tuples stems from  

the free choice o f v’ 6  F.
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•  |F| tuples (r, u) th a t belong in Ct; the number o f tuples stems from

the free choice o f c' £  F.

It  follows tha t

# C , =  |F| Y ,  * lr .y - .X - .u  =  # C - l
( r . y - . A ' - . u )

and as a result =  S,(n). ■

The proof o f th is Lemma is a crucia l con tribu tion . I t  exh ib its  the two m ain proof- 

techniques used throughout; one technique involves con tro lling  portions o f the in­

stance's solution, whereas the o ther technique involves a “ walking argum ent" over the 

points o f the instance. Now observe tha t i f  r. A") :=  B( i .  r. .Y) and A ? [ i . r .  X )  :=  

B ( i  — l , r ,  .Y). i t  follows easily tha t A \,A - i  is a gap-predicate-pair. As a result.

T heorem  25 Suppose that there is a poly-tim e computable g : F  —> R and a proba­

b ility  d is tribu tion  T)\ fo r  which PR[n.Ar. £] leaks p a rtia l in fo rm ation . Then the DPR- 

Assumption fa ils  fo r  parameters [n. k  — L .f],

Proof. The proof is im m edia te  from  lemm a 24 and the de fin ition  o f the D PR  assump­

tion . ■

In the rest o f the section we present special cases o f the above Theorem which 

appear frequently in  cryp tograph ic settings. Let us assume tha t the d is tr ib u tio n  V x 

is un ifo rm . Let g : F  —► R  be a po ly -tim e  com putable function. Define F0 =  {u  | 

g(u)  =  a : u  6  F } for any a £  R. We say th a t g  is balanced i f  fo r a ll a 6  R  and 

a ll polynom ials q i t  holds th a t | ^  |<  ?(log|F[) (fo r su ffic ien tly  large |F|). The

balanced property means th a t any image under g corresponds to  roughly the same 

num ber o f pre-images. Th is  is a very general cond ition  tha t applies to  in d iv idua l b its 

o f  elements o f F  as well as to  various length bit-sequences o f elements o f F.
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N atura lly , guessing an unknown value o f a balanced function w ith  a un ifo rm ly  dis­

tr ib u te d  pre-image cannot be done w ith  p ro ba b ility  s ign ificantly  greater than l/) /? |:

F a c t 26 Let g : F  —* R be balanced, poly-tim e computable and let n be polynom ia lly  

related to log |F|. Then, fo r  any P P T  in  n. A ' . i f  ct'{n) :=  P r o b r»et/£ /:u6t.F [ - 4 V )  =  

g( u )] it  holds that \ ct'(n ) — ^  | is negligible in  log|F |.

Proof. Let TZ'a :=  { r '  | > l,( r /) =  a }  for any a € R. Note tha t it  holds tha t Ua =

'R !. Let q be any polynom ia l: now because g is balanced:

Q ' / „ \  _  ^ ia e R  l ^ 11 H ^ a l  <  H q g f l  l ^ a l  /   ̂  ̂ \  _  _ } _  ,________^

i f i i ^ i  m  \ \ r \ ^ q c io g iF D ^  i / ? r  q(iog |Fi)

and

. = S.cnir.llKI SaeslKIr i _ i \ = J_ _ i
|F ||R '| \TV\ V |f i|  , ( lo g |F | ) /  |R| ,( lo g |F ])

consequently |a '(n ) — is neglig ible in  log |F|. ■

The coro llary o f fact 26 and theorem  25 is the following:

C orollary 27 For any balanced g : F —► R. the success o f any P P T  A  that given 

X  €  Sn.k.t- computes the value g { s x { w ) )  is only by a negligible fra c tio n  d ifferent than 

1 / |/? | unless the DPR-.4ssumpfion fa ils  f o r  parameters [n.A: — l . f ] .

More specifically we can give the fo llow ing examples o f balanced predicates/ func­

tions tha t are hard to  com pute given a PR [n . k, f]-instance:

P rop osition  28 The fo llow ing problems are hard under the DPR[n.A: — l . f ] :

1. Let B IT /(a ) denote the l- th  LSB o f  a €  F. Given X  €  Sn.k.t predict B IT i(sx(u? )) 

with non-negligible advantage where I represents any bit, except the log log |F| 

most significant — in pa rticu la r I as a function  o f  log |F| should satisfy that fo r  

any c £  IN. / <  log |F] — c log  log |F| f o r  suffic iently large log |F|.
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2. Let B ITS f(a) denote the sequence o f the I least significant bits o f a £  F. Given 

X  £  <Sn.fc.t predict B ITS d-sx fu ;)) with probability  ^  +  a (n ) where ct(n) is non- 

negligible.

■3. Let Q R(a) be I i f f  a £  F is a quadratic residue, and assume F  is o f prim e order. 

Given X  6  S„,k.t predict Q R(s_y(ir)) with non-negligible advantage.

Proof. ( I )  Let H v denote the num ber o f elements o f F tha t the ir I - th  LSB is v (where 

v £  { 0 . I } ) .  We want to  show tha t |pj* 1 ■ is negligible in log |F|. Let /  :=  |F |m od2 / 

I f  is easy to see tha t |F0 | — |Fi | =  /  i f  /  <  2/_ l and th a t |F0 | — |Ft | =  2l — f  i f  /  >  2/_ l . 

A t any rate we would like  to  show tha t is negligible in log |F|, which is easy to

see under the condition o f the theorem.

(2) For any b its tr in g  6  £  {0 . l } / (where / =  I    |_log (F|J) i t  holds tha t |F{,| is

e ithe r (a) |_Wj or (b) |_ lr j +  I- Case (a): -  JL| =  | Û 2'i  -  which is easy to

see tha t is negligible in  log |F|. Case (b) is s im ilar.

(3) S tra ightforward as we assume th a t F is a field o f prim e order. ■

We note tha t the exclusion o f the log log |F| most significant b its  from  the item  

( 1 ) above is independent o f our trea tm ent as depending on the order o f the field they 

m ay be easy to  guess, and as a result B IT ; m ight not be balanced. Note tha t i f  the 

fin ite  field is chosen app ropria te ly  a ll b its  o f s,y(u7) w ill be hard: e.g. i f  we restric t to 

fin ite  fields F such th a t there is a c £  IN: |F| — <  (log |F| )e then all b its w ill

be hard (e.g. a field o f numbers m odulo a Mersenne prim e):

C o ro l la r y  29 Under the D P R -Assum ption with parameters [n .fc — l . f ] ,  predicting  

any bit in a point o f  the graph o f  the solution polynom ia l o f a PR [n . k. t] instance is 

hard.

A natural question to  ask at th is  po in t is whether sim ultaneously more than one 

po in t o f the polynom ia l so lu tion  enjoys the hardness o f extraction properties showed in
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theorem  25. In pa rticu la r we can extend the de fin ition  o f leaking p a rtia l in fo rm ation  

to  m any points at the same tim e  as follows:

D efin ition  30 Fix some i t ' i  u'h €  F u-'ith h (E { I  k  — 1}. He say that

P R [n .£ . /] leaks no p a rtia l in fo rm ation  fo r  h points simultaneously i f  f o r  a ll poly-tim e  

computable g : F* —> R and a ll polynom ial-tim e samplable probability d is tribu tions  

T>h over E* it  holds: fo r  a ll PP T A  th ere exists a PP T A ! such that the fo liow ing  is 

negligible in n :

I ProbreL.K;.Y6(r)«,,. =  9 (4x(w i)......... .̂v(^ a))]

- P r o b rr6t.R,;ue0hF*[>l/( r / ) =  flr(u)] |

By choosing the appropria te parameters for the D PR  assumption it  is possible to 

show hardness o f pa rtia l in fo rm ation  extraction even in th is  extended setting:

T heorem  31 Suppose that there is a poly-time computable g : E* —> R and a prob­

ab ility  d istribu tion  T>k fo r  which PR [n, k. f j leaks p a rtia l in fo rm ation  fo r  h points 

simultaneously. Then the DPR-Assum ption fa ils  f o r  parameters [n.A: — h. t \ .

Proof. The proof o f the theorem is a s tra ightfo rw ard m ultid im ensiona l extension o f 

the p roo f o f lemma 24. ■

3.3 Pseudorandom ness

In  th is  section we w ill show th a t d istinguishing instances o f PR [n,fc. t] from  random  

elements o f Sn :=  (F )„ x  IF" is hard under the D PR -Assum ption (w hich essentially 

amounts to  saying tha t instances o f PR[n.A:. /] are pseudorandom under the D PR ). 

Recall the de fin ition  o f ind is tingu ishab ility :
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D e f in i t io n  32 Let { / n} „ €K be a fa m ily  o f sets, such that T n contains a ll possible 

choices o f elements o f size n. Two fam ilies  o f sets with  .4„, B n C T n are (po lvnom ia l- 

tim e. com puta tiona lly ) ind istinguishable i f  fo r  any PPT predicate A .

| Probret^ ;.Y6r.4n[>l(r..V) = 1] -P r o b r€l,TC:A-6t.en[*4(r..V) = I] |

is negligible in n. I f  on the other hand there is an A  fo r  which the probability above 

is non-negligible in n, we w ill say that A  is a d istinguisher fo r  A n. B n - -1 fa m ily  o f 

sets .4„ is called pseudorandom i f  it  is indistinguishable from  T n ■

Note th a t for th is  section we consider B n =  :=  Sn =  (F )n x  F" and ,4n :=  Sn.k.t

(the  set o f PR [n, k. f] instances). Let A  be a d istinguisher for and S n. Because o f 

lemm a 18 i t  holds tha t the pa rticu la r choice o f the index-solution set I  is independent

o f the d istingu ish ing p robab ility , i.e. for a ll I  C  {1 ........ n } .  | / |  =  t . i t  holds tha t the

fo llow ing is non-negligible in  n:

I P r ° b r€ t,re:A-etrSn.*.,(/)[-4(r. .V) =  1] -  Probret^ :A'€tr5„M(r. .V) =  1] |

In o ther words lemma 18 suggests th a t any distinguisher between Sn,k.t and «Sn 

also serves as a d istinguisher between Sn.k .t{I) and «Sn for a ll subsets / .

The core o f the pseudorandomness proof is the next lemma tha t given such dis­

tingu isher i t  shows how to  extract a parameterized over { 0  n }  predicate B  tha t

its  behavior is sensitive to  some choice o f the parameter tha t belongs in  the index- 

solution-set o f the given instance.

L e m m a  33  Let A  be a P P T  predicate s.t. fo r  a ll I  C { 1 ___ , n }  with | / |  =  t. A  is

a d istinguisher fo r  and S n. Then there exists an P P T  B . fo r  which it  holds

that fo r  a ll I  C { 1 ___. n }  with  | / |  =  t . there exists a t0  €  I  with i 0  <  n — k. such

that i f

J ,(n ) :=  P ro b x e CrSn.k',(i):<,€Cr* [& ( ‘ -P ,X )  =  1] for i  G {0  n }
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it  holds that |/ it_ [(n ) — J ,( n ) | is negligible f o r  ang i I  and non-negligible fo r  i0.

Proof. Let ~R. be the set o f random strings used by the distinguisher A . B  is the

follow ing a lgo rithm : given y . r . i . X  where i € {0  n }  and y € F”  substitu te  the

firs t i y-positions o f .V =  {(c ,. y,)}Jl_ l bv the firs t i values o f y: denote th is  pa rtia lly  

randomized instance by J ( i . X . y ) .  Then B  simulates A  on inpu t r  and J ( i . X . y ) .

Note tha t the randomness used by B  is p :=  ( r . y )  €  where :=  TZ x  F ".

Define the probabilities o t (n ) :=  P ro b r6 trrc..vet.s„ 11(/> [<4(r. .V) =  1] and o>(n) :=  

P ro b r€ l.7j ;.vgtrSn[> l(r. .V) =  1]. Define the fo llow ing sets:

•  C\ :=  { ( r . y .  A ') | A ( r .  V') =  1 : r  6  TZ: y  €  F ": -V € Sn,k.t( I ) :  Y  =  J ( i . X . y ) }

•  Vi :=  { ( r . X )  | A ( r . X )  =  l : r  6  U ;  X  €  < W / ) }

•  V2 :=  { ( r . X )  | A ( r . X )  =  L :r  6  K ;  X  6  Sn }

It is easy to  see th a t J,-(n) =  « i ( " )  =  #sJ ^ } i )xr and th a t Qa(n ) =
ii t >

#JLxg • Moreover from  the lem m a’s hypothesis we know tha t | o i( n )  — f*2 (rc) | is 

non-negligible.

Consider Co; it  is im m ediate tha t # C q =  |F|n # V i and as a result Jo(n ) =  Qi ( n ).

Consider Cn-k i le t h :=  | /  f l  {n  — k  +  1 ......... n } | .  obviously it  holds tha t h €

{0 ......... k } .  Let Y  :=  j/ i) } "= l €  Sn. I t  is not d ifficu lt to  show tha t V' has |F|n-t+fc

pre-images under J (n  — k. - .  •). I t  follows th a t.

, # c « - t _____________ i » r - , .
# S . . t A l )  X K x  F " 2 1

We conclude th a t |/io(” ) — ^ n -* (« ) | is non-negligible. This means th a t there has 

to  be an i 0  €  { 1 , . . . .  n — k }  such tha t |(d,0 _ t(n )  — J,-0 (n )| is non-negligible (using the 

triangu la r inequa lity ).

To complete the proof we show tha t when i  £  I  i t  holds tha t | — 3, (n)  | is

negligible.
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F ix  i  £  I .  Let y~ denote a F 1 vector w ith  its t'-th position “ b lank" (so essentially 

a F " - 1  vector): in a s im ila r m anner define X ~  to  be an instance o f Sn,k ,t(I)  w ith  its 

z-th y-position “ b lank". Denote by the F 1 vector tha t has v “ filled " in  its z-th 

position. S im ila rly  define .V^j.

Let Vr.y -.x -  :=  {*’ I -4(c. y ~ / v / X ) =  1 } .  where the nota tion y ~ / v / X ~  stands for 

an element V" o f S n s.t. its  y-pa rt is comprised o f the first i — L elements o f y ~ . followed 

by v. followed by the rt — i  fina l elements o f the y-part o f A '- , and r(Y ')  =  : { X ~ )  

(where r(- )  denotes the r-elements o f a PR instance). Any v €  V r.y-.x- together w ith  

( r . y ~ . X ~ )  can be extended to:

•  |F| tuples (r. y^~/j. -V^j) € C ,_ t — the fact tha t there are |F| tuples follows from 

the free choice o f vf.

•  |F| tuples (r. y ^ j. € C,. (recall: i  £  f )  — the fact th a t there are |F| tuples 

follows from  the free choice o f v '.

It follows:

# C , =  |F| Y L  # Vr.y~.x~ =
(r.y~.X~)

as a result J j_ i(n )  =  J i( n ) .  ■

Now observe th a t i f  A i ( i . r . X )  : =  B ( i . r . X )  and .V) :=  B ( i  — l . r .  .V), i t

follows easily tha t A \ ,A ?  is a gap-predicate-pair. As a result.

T heorem  34 Under the DPR-.4ssum pfion f o r  [n.Ar. f], the set o f  instances Sn,k,t is 

pseudorandom.

R em ark. In fact i t  is possible to  assume Pseudorandomness o f PR-instances and 

prove a ll the results o f section 3.2. So. Pseudorandomness o f PR-instances as a 

com puta tiona l problem  stands in  between D P R  and Hardness o f P a rtia l In fo rm ation 

Extrac tion .
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C hapter 4 

B asic C ryptographic P rim itives  
based on P R

4.1 C hapter Preface

In th is  chapter we present some fundam ental cryptographic p rim itives  th a t are based 

on Polynom ial Reconstruction. F irs t vve define a one-way function based on Poly­

nom ia l Reconstruction. Under DPR. we show tha t our one-way function  has very 

strong pa rtia l-in fo rm a tion  concealment properties tha t make it  su itab le for d irect 

usage in  designing large-value (super-polynom ia l in the security  param eter) com m it­

ment schemes.

Next we deal w ith  the problem  o f sym m etric  encryption. Despite the fact tha t 

a lo t o f research efforts have been put to  ob ta in ing  effic ient and secure sym m etric 

encryp tion  schemes, the security trea tm ent frequently relies on heuristics and other 

“ questionable" techniques o f enforcing secrecy. The pub lic-key setting has enjoyed 

much more theoretica l investigation w ith  respect to  various notions o f security. Con­

sider for example the notion o f sem antic security in troduced in  [GM84]. Proving tha t 

in ve rting  c iphertexts for any (possib ly adversarially chosen) p la in tex t p roba b ility  dis­

tr ib u tio n  is hard under reasonable assumptions is fundam ental to  the security o f any 

practica l cryptosystem . A nd  in  practice, semantic security is far more im po rtan t in

47
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the private-key setting as private-key cryptosystems are usually the ones used for 

transmission o f non-random pla in texts.

A lthough any pub lic-key scheme can be transform ed to  a sym m etric  scheme by 

m erely h id ing the public-key. the sym m etric-key se tting  exh ib its  many intricacies 

[KYOOJ w ith  respect to  security defin itions. For exam ple, the fact th a t the adversary 

does not have access to  the encryption mechanism by default makes it  necessary 

to  consider various types o f chosen p la in text attacks (i.e. con tro lling  the a b ility  o f 

the adversary to  have access to  an encryption oracle). Security investigations in the 

sym m etric  encryption se tting  [Lub96, BD.JR97] followed the approaches o f the public- 

key setting (see e.g. [Gol93]) and in many cases revealed very in teresting separations 

[KYOO]. For a thorough presentation o f security notions in  the sym m etric  encryption 

setting the reader is referred to  [KYOO].

Here, we in troduce a new sta te fu l cipher based on Polynom ia l Reconstruction. 

O ur cipher possesses unique properties, which are:

•  ( i)  C om putational perfect secrecy. Consider the fo llow ing two attacks against 

a state fu l cryptosystem : an existentia l a ttack is a chosen-plaintext a ttack tha t 

reveals an encrypted message whereas a universal a ttack is a chosen-plaintext 

a ttack  th a t reveals the key, and thus a ll messages (from  some point on in a 

sta te fu l c ipher). A  c ipher for w'hich the two attacks are in terreducib le  is said to  

satisfy “ com puta tiona l perfect secrecy." Th is p rope rty  is m otivated by Shan­

non’s early work and was introduced and achieved in  the com putationa l sense 

by the remarkable cryptosystem  o f B lum  and Goldwasser [BG85] (where they 

show tha t v io la ting  sem antic security im plies facto ring  o f the composite key).

•  ( i i)  Short key-size: th is  property suggests tha t the p la in tex t can be superpolyno­

m ia l in  the key-size (the  security param eter). T h is  property is im po rtan t since 

i t  saves key space in  cases i t  is considered a scarce resource.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 4 9

•  ( i i i )  B u ilt- in  e rro r correction.

•  ( iv ) Forward Secrecy, th is  property suggests th a t i f  a to ta l security breach 

occurs at a certa in  tim e, th is affects the security on ly  o f fu tu re  messages while 

the previously sent messages remain sem antica lly secure for the perpetra tor.

YVe complete th is chapter w ith  section 4.5 where we present a generic trea tm ent 

o f statefu l ciphers. In pa rticu la r we show how one can em ploy a "pseudorandom 

expander" to  sim ulate the most fundam ental security properties o f the one-tim e pad.

4.2 One-W ay Function w ith  B uilt-in  Sem antic Se­
curity

In th is section we present a one-way function based on polynom ia l reconstruction 

tha t acts as a “ secure envelope" under the D PR -Assum ption and can be used to  build  

com m itm ent schemes. Note tha t there are generic ways [Gol90. N ao9 l. H ILL99] for 

obta in ing  such cryptographic p rim itives  based on the results we presented in  sections

3.2 and 3.3. however describ ing a d irect construction w ith  im proved concealment 

properties is in teresting in its own righ t for efficiency and a p p lica b ility  purposes.

F ix  some parameters [n .fc .l].  The probab ilis tic  function  Fn,k.t ■ IF* —► Sn.k.t oper­

ates as follows: given x  €  IF*, i t  samples a random  element Y  :=  { ( - i . y i ) } " = i o f Sn,k,t

so tha t ( i)  Y  has a so lution sx  tha t satisfies -sx(O) =  (x )o ,  $ x { k  — 1) =  (x)fc_t .

and ( ii)  { r t  cn } D { 0 ,  k -  1 }  =  0 .

YVe note here th a t Fn_k.t is net an in jection as i t  could be the case th a t F„,/.,f (x )  =  

Fn.kAx ')  for x  ^  x '.  Th is happens when the  randomness selected to  engu lf the 

polynom ia l derived from  x  happens to  correspond to  several points o f the graph o f 

the polynom ia l defined by the vector x '.  Nevertheless th is  means tha t the PR instance 

generated by Fnjt.t has two d is tin c t solutions som ething th a t happens w ith  negligible 

p robab ility  as shown in  lem m a 17 (given th a t log |F| >  2n  and t >  k ). As a result
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vve consider to  be an in jection  for a ll purposes o f de fin ition  4. Nevertheless it  is

im portan t to  po in t out th a t some user o f F n^ .t  may de libera te ly embed more than one 

po lynom ia l-so lu tion in to  the o u tp u t o f the function  F ^k .t.  As a result thought

o f as an encryp tion  function enjoys a natura l “ ambiguous com m itm en t" property.

T h e o re m  35 Under D P R [n , A t .  f] the func tion  F n.k.t a one-way function .

Proof. Suppose tha t there is A  w ith  P ro b [*4 (F „ jt. t(x ) )  =  x ) ] non-negligible. where 

the p robab ility  is taken over a ll x  €  IE* and the in te rna l coin tosses o f A  and F n^.t- 

O bviously it  holds tha t A  solves the PR w ith  non-negligible p robab ility . Let A ' be a 

P P T tha t first permutes the pairs on the in pu t (instance o f PR) and then simulates A

on the perm uted pairs. It is easy to  show (cf. lemma IS) tha t for a ll /  C { I  n } .

| / |  =  t. Prob.Yg^,,* t(/)[v4'(.V) =  s.v] is non-negligible in  n.

Now we show how to  use A ' to  construct a gap-predicate-pair. Let 5  be a PPT

tha t given .V E Sn,k .t{I) and i  €  { 0  n }  it  does the fo llow ing: firs t i t  randomizes

the first i  ([/-positions o f X  and then simulates A '  on this instance. I f  A !  returns 

the correct answer (som ething th a t is checkable in po lynom ia l-tim e  —  a proposed 

solution for a PR instance can be verified in  po ly -tim e ). B  re turns 1. otherwise B 

returns 0 .

I t  is easy to  ve rify  tha t P ro b x g ^ n * t ( /)[5 (0 . A ') =  I] is non-negligible function 

in  n. whereas P ro b x g s n J[,,(/)[6 (n  — k . X )  =  1 ] is neglig ible function  in  n since A!  

cannot predict a po lynom ia l which has been com ple te ly randomized (cf. lemm a 33). 

I t  follows tha t

|ProbxSl.j„J,,„,[e(0..V) =  1] -  ProbX6l,i . , , („[e(n -  k . X ) = 1]|

is non-negligible in  n and by the triangu la r inequa lity  it  follows th a t for some i 0  € 

{ 1  n — k }  i t  holds tha t

|P r o b x eu<s„.*.t (/)[E (io  -  I ,  X )  =  1 ] -  P ro b x e trS„.*.t (/)[5 (to , A ') =  l] |
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is non-negligible in  n. Using a s im ila r argument as in  p roo f o f lemma 33 it  can be 

shown tha t to should be an element o f I .  It follows tha t >4.i(/. •) :=  B { i  — I .- )  and 

> l2 ( t. •) :=  B( i .  •) constitu te  a gap-predicate-pair and as a result the Decisional-PR. 

assumption is v io la ted. ■

Based on the results o f section 3.2. we draw the fo llow ing corollary:

C o ro l la r y  36 Under D P R [n. A: — L ./}, F „> .t is a one-way fu n c tio n  so tha t: i f  g : F —> 

R is some computable function , an adversary given l^. : =  F n-k . t { ( x . r* i, . . . .  r jt_ i) ) . with

r i  f k - i  ore selected at random overF,  gains no advantage in computing g(x)  even

i f  x  fo llow s an adversaria liy chosen probability d is tribu tion .

The above coro lla ry suggests tha t Vz is a “ secure envelope" for the value x. In fact 

it  is possible to  increase the ra tio  o f concealed in fo rm ation  as the fo llow ing theorem 

reveals:

T h e o re m  37  Let h € { I  k  — 1 } .  Under DPR[n.A: — / i . f ] ,  the func tion  Fn.k,t de­

fined on inputs from  IF*. with the rem aining o f its  input selected at random from  Fk~h

(i.e. given xq, ------x ^ - i  G F, we compute Fn.k,t((^o ■rh-i -f ’ i ,  where

r t  rjk_/, are random elements o f F ) ,  is a secure envelope (see defin ition  5).

Proof. The proof follows closely the arguments o f lem m a 24. Let A  be a PPT 

and T>h a p roba b ility  d is tr ib u tio n  over IF* for which the com m itm ent o f some values

x  :=  (-r0,  Xh) leaks some pa rtia l in fo rm ation : i.e. for some po ly -tim e  com putable

function g : IF* —> R, A  computes the value g(x)  w ith  non-neglig ible advantage. As a 

result and due to  lemma 18 we can form ulate the success p ro b a b ility  o f A  as follows: 

for a ll /  C  {1 ......... n} ,  | / |  =  t.

a {n )  :=  P ro b retrR;A-€o^ nJt t ( /) [> l(r ,.V ) = s K (s * (0 )  sx {h -  1 )))]

The proof follows d irec tly  from  theorem 31. ■
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Observe th a t Fn,k,t is a non -triu ia l secure envelope: given the coin-tosses tha t 

were used for the generation o f a certa in ou tpu t i t  is easy to  see tha t the inpu t to 

the function can be com puted (by po lynom ia l in te rpo la tion  since the coin tosses w ill 

reveal the error-locations).

An in teresting property o f the above secure envelope is tha t the hidden value x  

can be superpolynom ial size in the security param eter n. Th is  is because the size 

o f x  is p roportiona l to  log |F| which can be selected to be superpolynom ial in the 

security param eter n w ith o u t affecting the security o f the p rim itive . The “ secure 

envelope" properties o f Fn^.t suggest tha t the PR-based one-way function can be 

used d irec tly  in  the design o f com m itm ent schemes. More details about the use o f 

Fn,k.t in com m itm ent schemes are presented in  the next section.

4.3 Value C om m itm ent

A  value com m itm ent scheme involves two players A and B tha t act in  two phases: 

the com m itm ent phase where A  com m its to  some private  in p u t x . The ou tpu t o f 

th is  phase denoted by Vx is transm itted  to  player B. The decom m itm ent or “ open" 

phase where A  transm its the decom m itm ent witness U  to  player B. Player B applies 

U  on Vx (a process tha t reveals x )  and e ither accepts or rejects the com m itm ent. A 

com m itm ent scheme should be ( i)  b inding: player A  should not be able to ‘‘open" 

Vx to a value x ' ^  x : ( ii)  h id ing: player B should not be able to  ex trac t any pa rtia l 

in fo rm ation  about x  given V*. A  com m itm ent scheme is called “ non-in te ractive", i f  

no in teraction is required from  the two players (the  com m unica tion flow is on ly  from  

player A to  player B).

We po in t here th a t using generic techniques ([Nao91]) i t  is possible to  derive a 

PR-based com m itm ent scheme based on our pseudorandomness results o f section 3.3. 

Nevertheless such generic techniques are ty p ic a lly  expensive to  im plem ent and i t  is
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o f interest to pursue more d irect designs.

Theorem 37 suggests th a t the function Fn.k.t can be used to com m it to an element 

x  €  IB* by publishing Vx as the com m itm ent value. The decomm itment witness 

is defined to be the index-solution-set /  o f V*. This scheme is non-interactive and 

h id ing under the DPR[n.Ar — /z.f]. Nevertheless the scheme is not b inding for the 

co m m itte r since player A  m ight embed more than one solution in the instance Vx and 

open one o f them  at her choice; as a result the scheme applies only to  the “ honest 

com m itte r" case. By coupling the PR-based non-b inding com m itm ent w ith  a b ind ing 

com m itm ent scheme we derive a scheme w ith  a unique property:

C o m m itm e n t  w i th  S u b lin e a r  D e c o m m itm e n t W itn e s s .  T yp ica lly  in com m it­

ment schemes the size o f the decom m itm ent witness is o f the same size as the com­

m itte d  value (or larger). For example in Pedersen's non-in teractive scheme [Ped91]. 

tha t is based on the discrete-logarithm  assumption, the com m itm ent to  some x <  Q 

is a value gr hr  tha t belongs to  Z p  (where P  =  2Q  +  I w ith  P .Q  large primes, and 

<7. h 6  Z p  public parameters which are quadratic residues m odulo P ) and the decom­

m itm en t in fo rm ation  is ( r . x ) (note tha t r  <  Q is selected at random). C learly the 

size o f the decom m itm ent witness is linear in the size o f the com m itted  in fo rm ation . 

In many settings i t  is o f great interest to m in im ize the size o f the decom m itm ent 

in fo rm ation  for p riva te  storage space saving.

In the case o f PR-based com m itm ent, we can use an a lterna tive com m itm ent 

scheme w ith  which player A com m its to  the index-solution-set /  o f V*. The combined 

scheme becomes b ind ing. Because o f the fact th a t the size o f the com m itted  value 

x  (which is p roportiona l to  lo g |F |) can be much larger (even superpolynom ia lly) 

compared to  the size o f the index-solution-set (which is n ) th is  turns a b ind ing /h id ing  

com m itm ent to  a b its tr in g  o f sm all length (n) to  a b ind in g /h id in g  com m itm ent o f 

a large value o f length log |F|. Note tha t th is does not compromise security since
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m in { ( " ) .  (£ ) }  (which is the number o f steps required for a brute-force a ttack against 

PR) can be chosen to  be superpolvnom ial in log |F| even i f  log |F| is superpolynom ial 

in  n.

Let us ins tan tia te  the above using Pedersen's com m itm ent scheme: suppose we 

want to com m it to  a value x  o f size b bits. Using Pedersen’s com m itm ent the de- 

com m itm ent witness would be o f size 0{b) .  Instead, we com m it to  x using the 

PR-based com m itm ent over a fin ite  field F w ith  log |F| >  b by sending the value

Fn.k.Ax - r i  r fc - i) (vv'here /  is the index-solution-set o f the ou tpu t o f the PR-based

one-way function ): add itiona lly  we com m it to  V[ (which stands for a value tha t de­

scribes the set / )  by sending gr h v‘ . The decom m itm ent in fo rm ation  is (r. V[) and is o f 

size O(n) .  To achieve sublinear decom m itm ent witness size we select the parameter 

n to  be sublinear in the parameter 6 .

P ro p o s it io n  38 The combined com mitment scheme described above is hiding, bind­

ing and non-interactive under the DPR[n.Ar — 1 . / ]  over a fin ite  fie ld  F. and the 

Discrete-Logarithm  Assumption over a m ultip licative group o f element size n. and 

can be used to com m it to values o f  size log |F| > >  n with decommitment witness 

in fo rm ation  o f size O(n) .

Proof. The p roo f is s tra ightfo rw ard from  the properties o f the Pedersen's com m itm ent 

scheme and coro lla ry 36. ■

C o ro l la r y  39 The combined com mitment scheme supports sublinear decommitment 

witness size since n can be selected sublinear to log |F| without affecting the security  

o f the scheme (which depends solely on the security param eter n ).
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4.4 A  Secure Stateful-C ipher based on P R

A cipher design involves two parties, who share some common random in pu t (the 

key). The goal o f a cipher design is the secure transmission o f a sequence o f messages. 

Suppose tha t I  denotes the shared randomness between the sender and the receiver. A 

cipher is defined by two probabilis tic  functions f i  : 1C x P —> 1C x C and g i : AJ x C  —► 

A* x P. The spaces AM P.C denote the state-space. plaintext-space and c iphertext- 

space respectively. The functions f . g  have the property tha t i f  f [ ( s . m )  =  (s '.c ) 

(encryp tion) it  holds th a t gi (s .c)  =  {s' , m)  (decryp tion): note tha t s' (given by both 

f . g ) is the state th a t succeeds the state s.

Stream-ciphers use pub lic  state sequences o f the form  (0 .1 .2 .3 ___ ). The reader

is referred to  [Lub96] for more details on stream  ciphers and how they can be b u ilt 

based on pseudorandom number generators. B lock-ciphers encrypt messages o f size 

equal to  some fixed security parameter which are called blocks. Such ciphers are 

typ ica lly  at the same state throughout and th is  state is considered to  be secret ( it  

coincides w ith  the secret shared random key). The reader is referred to  [Gol98] for 

fu rthe r details on block-ciphers and generic constructions.

I f  a cipher, which operates on blocks, employs a “ secret state-sequence update’’ 

and uses the shared randomness (the  key) on ly  as the in it ia l state o f the state- 

sequence. i t  is called a statefu l cipher, see figure 4.1; (note tha t in  a sta te fu l cipher 

we suppress the subscript /  from  the functions f . g ) .

In the rem ain ing o f th is  section we in troduce a sta te fu l cipher tha t is based on 

PR and possesses unique properties. We w ill rev is it ciphers in  more de ta il in  section 

4.5.2.
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Encryption Decryption

••• — l j ] — * ••• — { j j —
initial^ 
state~
=key

Cf ^  C r̂ W ]  fflg

Figure 4.1: A  S ta te fu l C ipher

4 .4 .1  D e s c rip tio n  o f  th e  P R -C ip h e r

Let [rc. f] w ith  k  <  t be sound parameters for the PR problem . YVe work in a fin ite  

field F w ith  log |F| >  3n. The state-space fC is defined to  be the set o f rc-bitstrings w ith  

Ham m ing weight t. For some s 6  AC we define I a to  be the corresponding subset o f

{ I  n } ,  and va be the corresponding integer th a t has s as its  b inary representation.

YVe denote by V/c the set o f a ll numbers tha t th e ir b inary representation belongs in  AC. 

Let P :=  F ~  and C  :=  (F )„ x  F ". The shared randomness between the two parties 

is a random s0  6  AC. tha t is the in it ia l state o f the cipher. The encryp tion  function o f 

the cipher is defined as follows

f ( s . m )  :=  F ‘ ’k t { ( s ' . { m ) l .............................  r * ^ ) )

where F [ ‘k t is the PR-based one-way function  o f section 4.2 so tha t index-solution-

set o f the o u tpu t o f is set to  r t  are random  elements o f F. and s'

is a random element o f VJc- The decryp tion  function  g  is defined as follows: given 

(s. C ) €  AC x C, the po lynom ia l p th a t corresponds to  the pairs o f C  whose index is 

in  / a is in te rpo la ted . The decrypted message is set to  be ( p ( l ) , . -. and the

next state is set to  the b inary representation o f p (0 ).
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4 .4 .2  S e m an tic -S ecu rity

A sem antic-security breaking adversary A  for a s ta te fu l c ipher is a PPT tha t takes the 

fo llow ing steps: ( i)  queries a polynom ia l num ber o f tim es the encryption-m echanism . 

( ii)  generates two messages M i,  Mo and obtains the c iphertext tha t corresponds to  

the encryp tion  o f Mb where 6  is selected at random  from  { 1 . 2 }. ( i i i)  queries the 

encryption-m echanism  a po lynom ia l number o f tim es. F in a lly  the adversary predicts 

the value o f 6  w ith  p ro b a b ility  substantia lly  be tte r than 1/2. This is illus tra ted  in 

figure 4.2. A  cipher is said to  be sem antica lly secure i f  any sem antic-security breaking 

adversary predicts b w ith  neglig ible advantage in the  security parameter n. For more 

details regarding sem antica lly secure sym m etric  encryp tion , see [Lub96, KYOO).

Selected by m „
the Adversary — —  x i _________ ,

Ciphertexts are  * -------- ---------------
given to the v* Cw ° 1
Adversary

The Adversary decides whether C is an encryption of M1 or Mz

Figure 4.2: Semantic Security Adversary for the PR-cipher

M ore fo rm a lly  semantic security in  the context o f s ta te fu l ciphers is defined as 

follows:

D efin ition  40 Let O b. with b E {1 .2 }  be an encryption oracle fo r  a stateful cipher 

in itia lized  to a random in it ia l state that accepts two kinds o f  input: ( i)  a plaintext, 

where O b returns its encryption under the curren t state, ( i i )  a p a ir o f plaintexts 

M i,  M 2 , where O b returns the encryption o f  Mb (such input is allowed only once). .4
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semantic security breaking adversary is a PP T A  that given oracle access to O b it

predicts b ivith probability substantia lly better than  1 / 2 . i.e. the distance

I =  &| -  i  |

t.s non-negligible in  n . where the probability is taken over a ll in te rna l coin-tosses o f

O b and A  and a ll possible in it ia l states fo r  the cipher. If. f o r  a certain cipher, there 

do not erist semantic security breaking adversaries then we say that the cipher is 

sem antically secure.

YVe remark tha t the two kinds o f inpu t to  the encryp tion  oracle define three stages 

o f adversarial action, nam ely ( i)  querying the encryp tion  oracle a number o f times, 

( i i)  subm itting  the “ challenge" (the pa ir o f p la in tex ts  o f which the adversary receives 

the encryption o f one o f the two at random), and ( i i i )  querying the encryption oracle 

a num ber o f tim es before guessing which o f the tw o p la in texts o f the challenge was 

encrypted. YVe proceed to  show tha t the PR -C ipher is sem antically secure under the 

Decisional PR -Assum ption, specifically:

T h e o re m  41 The P R -C ipher is sem antically secure under DPR[n.

Proof. YVe sta rt w ith  a de fin ition : we denote by ^ ^ [ m i . . . . .  m u] the ou tpu t o f an 

encryption oracle o f the PR-cipher when accessed by an semantic security adversary.

In o ther words i t  is the space o f sequences o f instances A 'i .Yu so th a t i t i j  :=

( s x j ( l )  ■sXj(^yM) an<i  so tha t the b inary representation o f 3x^(0) corresponds to

the characteristic s tring  o f / (  for j  =  I ,  u — 1. For two fam ilies o f sets .4n

and Bn we w rite  .4„ s= B n i f  they are po lynom ia l-tim e  indistinguishable (see defin ition  

32).

C la im  1 . For any u >  1 . £ jl“| ([ m i , . . . . m tt] «  ( 5 „ )  x   m u] unless the

D PR  w ith  parameters [n .^y Y .f] fails.
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Proof. Suppose the two fam ilies are d istingu ishable  by some adversary A  w ith  non- 

neglig ible advantage. YVe w ill show how to  use the adversary to  v io la te the  DPR w ith  

parameters [n.

Adaptive E ncryp tion  Sampler. The in pu t is .V (E Sn k=i_ t ( I )  so tha t X  :=  { ( r , ,  </;}}"=i

and r, ^  { 0  k  — I } ,  and a sequence o f messages n rii m u (subm itted  one by

one). Let p '(x ) be a random  polynom ia l o f degree less than k  so th a t ( i)  p '(0) is a 

random element so th a t p '{0 ) <  2 n and the ham m ing weight o f / / ( 0 ) is t. and ( ii)

p' { i )  =  (m i) ,  for i =  I  Consider the instance A'm, :=  — l ) . . . ( r ,  —

+  Pr( - i ) } -  Define / 2 to  be the subset o f {1  n } so tha t its characteristic

s tring  is identica l to  the b inary representation o f //(0 ) .  Next we sample .Vmj so

tha t ( i)  (.s.vm j(L ) ,  s.vm j( ^t M ) =  m>. and ( i i)  the characteristic s tring  o f /( .V m j)

is identica l to  the b inary representation o f s x m, (0)- C ontinu ing in a s im ila r manner

we construct adap tive ly  the instances .Vm 3  Vm„. It is clear th a t th is series o f

samples is u n ifo rm ly  d is tribu ted  over ........ m u|.

Now suppose tha t the above sam pling m ethod is also given a param eter i  6  

{0 ----- , n — anci the sampler randomizes the  firs t i  positions o f . V m , .

Now consider the predicates: A i  th a t sim ulates A  using the adaptive encryption 

sampler to  s im ula te  the encryption oracle w ith  param eter i .  and A *  th a t simulates 

A  using the adaptive encryp tion  sampler to  s im u la te  the encryption oracle w ith  pa­

ram eter i  — 1 . Follow ing s im ila r arguments as in  the proof o f lemma 24 one can see 

tha t > l i , . 4 2  constitu te  a gap-predicate-pair w ith  parameters ■

C la im  2 . i ^ J m i , . . . .  m u] (Nn )“  unless the  D P R  w ith  parameters [n. ^y1-. f] fails. 

Proof. Suppose th a t there is a d is tinguisher A  between the tw o fam ilies (the  “ ex­

trem e hybrids” ). Then by the triangu la r in equa lity  A  can d istinguish between two 

“ neighboring hybrids”  i.e.

(Sh)" x   m u] i  («Sn ) , ,+ 1  x  L ^ 7 ' l , [m u. „ . i , . . . , m u)
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for some v E { 0 , . . . .  u — 1 }. Based on cla im  1 th is  contradicts the D PR  w ith  param ­

eters [n. /]. ■

(P ro o f o f  theorem 41) Suppose now tha t A  is a semantic security breaking adversary 

for the PR-cipher. Consider a predicate B  tha t operates as follows:

B  receives as inpu t i  €  {0  n — ^ r - }  and .V  E <5„ t and communicates

w ith  the adversary A  (refer to  figure 2  tha t presents the operation o f the adversary). 

In the first w queries to  the adversary. B  replies by random  samples o f Sn■ The 

adversary cannot detect the difference as the results o f c la im  2 reveal. When the 

adversary subm its . l/ | . . l/> .  B  selects b E {1 .2 }  at random and using A', samples 

an encryp tion  o f \U  denoted by .V.v/ 6 using the technique described in  the adaptive 

encryption sam pler o f the proof o f c la im  1 . Subsequently B  randomizes the firs t i 

positions o f .Y.v/fc. The rem aining w' queries o f A  are answered by proper encryptions 

o f the messages it  subm its (something th a t is possible for B  since i t  resets the key o f 

the cipher in the construction o f X ,v/fc) .  F ina lly  B  returns 1 i f  the adversary guesses 

b correctly  or 0 otherwise.

Define the predicate A i  :=  B , and let <42 be the predicate tha t simulates B  on 

inpu t / — I and .Y. Following s im ila r arguments as in  the p roo f o f lem m a 24 one can 

see th a t A i,A ?  constitu te  a gap-predicate-pair fo r the parameters [n, and as a

result the D PR  is vio lated. ■

4 .4 .3  F o rw a rd  Secrecy

A cipher is said to  satisfy forward secrecy i f  in  the case o f a to ta l security breach at 

some po in t o f its  operation (i.e. the in te rna l state is revealed) the adversary is unable 

to  extract any in fo rm ation  about the previously com m unicated messages.

Th is  is form alized by tw o chosen p la in tex t security adversaries who are subm itting  

adaptive ly messages to  the encryption oracle. The encryp tion  oracle flips a coin
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and answers by encrypting the p la in texts  subm itted  by one o f the two adversaries 

(the same adversary throughout). A t some point the in te rna l state o f the system is 

revealed to  the adversaries. Forward secrecy is vio lated i f  the adversaries can te ll w ith  

p ro b a b ility  s ign ifican tly  be tte r than one ha lf whose messages the encryption oracle 

was re tu rn ing . More form ally.

D efin ition  42 Let (3fs. with b £ {1 .2 }  be an encryption oracle fo r  a stateful cipher 

in itia lized  to a random in it ia l state that accepts two kinds o f input: ( i)  a p a ir o f  

plaintexts  mi.m->, where O b(s returns the encryption o f  m* under the current state, 

( i i )  a te rm ina tion  message, where O *s returns the current in te rna l state: no more 

queries are accepted by a fte r the te rm ina tion  message is submitted. .4 fo rw ard  

secrecy breaking adversary is a PP T A  that given oracle access to it  predicts b 

with probability  substantia lly better than 1 / 2 , i.e. the distance

I ProbM r(l.31M c% (l”) =  6| -  i  |

is non-negligible in  n. where the probability is taken over a ll in te rna l coin-tosses o f 

Ofo and A  and a ll possible in it ia l states fo r  the cipher. If. f o r  a certain cipher, there 

do not exist fo rw a rd  secrecy breaking adversaries then we say that the cipher satisfies 

fo rw a rd  secrecy.

The fo llow ing theorem summarizes the properties o f the PR-C ipher:

T heorem  43 The PR-C ipher satisfies fo rw a rd  secrecy under DPR[n,

Proof. We denote by , • . . ,  the ou tpu t o f an encryption oracle o f the

sta te fu l c ipher when accessed by the two chosen p la in tex t adversaries tha t are part 

o f the forw ard security attack. In  o ther words it  is the  space o f sequences o f Sn.k.t 

instances A 't ,  .Yu so tha t ( .s x ,( l)______________ =  m * for a ll j  =  1  u where b
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is a random coin toss: the b inary representation o f 3 ^ ( 0 ) corresponds to the charac­

te ris tic  s tring  o f /( .Y J + l). for j  =  I  u — 1 .

C la im  3. For anv u >  I .  ........ mH % (5 n) x  m“ ] unless the—  i . t . l l m j  n » M  \  n > n . k . t  J

D PR w ith  parameters fails.

The arguments o f the proof o f c la im  3 are s im ila r to  those o f the proof o f c la im  I 

o f theorem 41.

C la im  4. ........ ™“ ] % (Sn)u unless the DPR w ith  parameters [n. fails.

Again, th is  is shown using the same argum ent as in  the p roo f o f c la im  2 o f theorem

41.

Now the result follows easily since: the ou tpu t o f the encryp tion  oracle is indis­

tingu ishable for the choice o f 6  6  {1 .2 }  provided tha t the D P R  w ith  parameters 

[n, holds. Th is  im plies in a stra ightfo rw ard manner th a t the adversary cannot

predict b w ith  p roba b ility  s ign ifican tly  be tte r than 1 / 2 . ■

4 .4 .4  C o m p u ta tio n a l P e rfec t Secrecy

A generic chosen p la in tex t adversary for a s ta te fu l cipher is defined as follows:

D e f in i t io n  44  Let O  be an encryption oracle fo r  a state fu l c ipher that is in itia lized  

to a random in it ia l state; given a plaintext, O  returns its encryption under the current 

state. .4 generic chosen plaintext adversary is a P P T  A  that is given oracle access to

O .

For some sta te fu l-c ipher we consider the fo llow ing two attacks tha t can be launched 

by a generic chosen p la in tex t adversary: ( i)  “ ex is ten tia l”  where the generic chosen 

p la in tex t adversary is allowed to query the encryp tion  oracle a number o f tim es and 

then is asked to  decrypt the next c iphertext (which encrypts a random secret mes­

sage) ( ii)  “ universal”  where a generic chosen p la in tex t adversary is allowed to  query
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the encryption oracle a num ber o f tim es and then is asked to recover the state o f the 

cipher (som ething th a t allows the recovery o f a ll fu tu re  messages from  tha t po in t on).

It is clear th a t for any cipher an existen tia l a ttack reduces to  a universal a ttack. 

Nevertheless it  is not at a ll apparent i f  the opposite d irection  in the reduction holds.

D e f in i t io n  45 .4 statefu l-cipher fo r  which it  holds that a generic chosen p la in text 

adversary launching an existentia l attack im plies the existence o f a generic chosen 

plaintext adversary launching a universal attack is said to satisfy  com putationa l per­

fect secrecy.

The equivalence o f attacks tha t recover the message to  attacks tha t recover the 

key has been postu lated by Shannon as "perfect secrecy." B lum  and Goldwasser 

[BGSo] designed a factoring based pub lic-key system where they reduced semantic 

security o f a message to  breaking the key (i.e. factoring the composite). They coined 

the notion o f "com puta tiona l perfect secrecy," a variant o f which vve define above.

T h e o re m  46 The P R -C ipher satisfies com putational perfect secrecy.

Proof. Suppose th a t i t  is possible to  launch an existen tia l attack w ith  u queries to 

the encryption mechanism. VVe show how to  launch a universal attack: first we make 

(u +  l)-queries to  the encryp tion  mechanism so we have the p la in tex t-c iphertex t

pairs ( M i . C [) ........ ( M u+ i , C u+ 1 ) where M j ,  A /u are chosen follow ing the query

a lgorithm  o f the ex is ten tia l a ttack a lgorithm  and -V/u+l is chosen at random. Suppose 

tha t C u+l :=  { ( - t - i / t ) } r= i-  We com pute X '  :=  { ( - ,  - f  1 . and we feed X ’ to  the 

existen tia l a ttack a lgo rithm  to ob ta in  the ‘‘message’’ ( a t , . . . , a * ^ )  w ith  p roba b ility  

o f success q . Observe th a t s x '(x )  =  .sx(x — 1 ) and as a result a i =  s * ' ( l )  =  •s.y(O). 

I t  follows tha t the  b ina ry  representation o f a t is the characteristic string o f the next 

key (fo r the (u 4 - 2 )-th  encryption o f the c ipher). As a result the universal a ttack 

reduces to  an ex is ten tia l a ttack w ith  the same p ro b a b ility  o f success. ■
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4 .4 .5  S u p e rp o ly n o m ia l M essage-S ize

A cryptosystem  tha t has th is  property allows the p la in tex t size to be superpolynom ial 

in the key-size. or in o ther words, i t  allows the key-size to  be substantia lly  shorter 

(inverse-super-polynom ial) in  the size o f messages.

Th is p roperty  allows much saving in  the storage o f the shared key which can be 

an expensive resource in  m any settings. A d d itio n a lly , i t  can be pa rticu la rly  useful in 

settings where we want to  ex trac t a key from  a sm all amount o f in fo rm ation  (such as 

key-extraction from  b iom e tric  data, see e.g. [MRLYV02]).

In the PR -C ipher the p la in tex t size is ^ - [ l o g  jF|J and can be superpolynom ial in 

the security param eter since log |F| can be chosen to  be superpolynom ial in the secu­

r ity  param eter n w ith ou t affecting the security o f the cryptosystem . Th is is because a 

brute-force a ttack  against PR requires m in { ( " ) .  (£ ) }  steps worst-case and this quan­

t i ty  can be selected to  be superpolynom ial in  log |F| even i f  log |F| is superpolynom ial 

in n.

4 .4 .6  E rro r -C o rre c tin g  D e c ry p tio n

A cryptosystem  is said to  allow  error-correcting decryp tion  i f  the decryption procedure 

is able to  correct errors th a t are in troduced du ring  the transmission (possibly by 

an adversary). Th is  combines the decryption operation w ith  the error-correction 

operation ( th a t is im po rtan t to  apply independently in  any setting where two parties 

com m unicate).

A  cryptosystem  tha t transm its  p la in tex t blocks o f size d  is called d '-error-correcting 

i f  up to  d' corrupted blocks can be corrected for each transm itted  c iphertext. The 

PR-cipher (w hich transm its p la in tex t blocks o f size over the underling fin ite  field 

F in  each c iphe rtex t) is ^ -e r ro r -c o rre c t in g  since the in te rpo la tion  step during  de­

cryp tion  can be substitu ted  by the [BYYr8 6 ] po lynom ia l-reconstruction a lgo rithm  tha t
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can w ithstand up to  ‘—f 1 errors ( in  the worst-case).

4 .4 .7  K e y -E q u iv a len ce

A  sym m etric  cryptosystem  is said to  satisfy the kev-equivalence property  i f  there are 

no fam ilies o f keys o f measurable size tha t are susceptible to  attacks that do not 

app ly to  the kev-space in  general. By “ measurable-size“  we mean th a t the ra tio  o f 

the size o f the fam ily  o f keys over the kev-space size is a non-negligible function. More 

form ally.

D e f in i t io n  47  Let tCn denote the key-space o f a cipher, where n denotes the security  

parameter. Let A  be a PP T (thought o f  as a generic adversary) that takes as input a 

sequence o f ciphertexts sK as transm itted over the public channel by the sender to the 

receiver who share a secret-key k . The cipher satisfies the key-equivalence property 

i f  there exists a PP T A ! s.t. f o r  any fa m ily  o f keys K'n C  K.n o f  measurable size: 

is non-negligible in n. it  holds that fo r  a ll v in  the range o f A . the

distance

| P ro b K6 t,JC;,[.4(s(t) =  y] -  P r o b ^ c J ^ s * )  =  y] |

is negligible in n. where the probability is taken over the coin-tosses o f  A , A 1 and the 

coin tosses o f  the sender who generates the sequence o f ciphertexts. In tu itive ly  this 

suggests that an attack o f  any k ind  against the cipher over a certa in fa m ily  o f keys, 

can be generalized to an attack against the cipher over the whole key-space. Mote that 

v is possibly a func tion  o f sK.

The key-equivalence property  is an im po rtan t security aspect for a sym m etric 

cryptosystem  as i t  suggests tha t there are no “ weak’’ keys.

P ro p o s it io n  48  The PR-Based Stateful C ipher satisfies the key-equivalence prop­

erty.
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Proof. Th is can be seen easily as a coro llary o f lem m a 18 and the fact tha t the 

key-space for the PR-based sta te fu l cipher is defined to  be the set o f a ll subsets o f 

{ I  n }  o f size t. ■

4.5 Generic Statefu l Ciphers: Em ulation o f the  
O ne-tim e Pad w ith  Private R andom ness

Provable security analysis o f sym m etric key encryption fo rm a lly  shows security prop­

erties o f cryptographic designs, capturing  desired generic characteristics relevant to 

practice. In th is section we w ill concentrate on the issue o f au tom atic  refreshing o f 

a cipher w ith  a t ru ly  random  new key. a design we call "stochastic refresh-key ci­

pher.”  Key-refreshing was a fundam ental step in the rea liza tion o f the PR-cipher o f 

the previous section. Here we investigate th is  notion separately over a generic design.

From an engineering po in t o f v iew , refresh-key is an operation by which a cipher 

is switched to an in it ia l state w ith  a new key. Th is aspect is qu ite  useful and it  

may be looked upon as a b u ilt- in  key management function in tegrated in to  the cipher 

operation. W h ile , in  practice, such refresh-key may be done every so often ( to  save 

resources such as bandw id th  and available true  randomness in  the system), in the 

design (mode) which we study refresh-key is performed at each operation: an approach 

we take in  order to  s tudy the power and properties o f th is  idea in  iso lation. O u r results 

provide an a ffirm a tive  answer to  the follow ing question:

The fundam enta l security properties o f the One-time Pad can be preserved. in a two 

party secure com m unication setting, when the two parties only share a very lim ited  

amount o f in it ia l randomness but ( i)  they do posses a hardware im plem entation o f  

a pseudorandom number generator that has a sm all stretching fa c to r  (up to a single 

b it) : ( i i )  large amounts o f non-shared local randomness is available to each party.

We analyze various “ provable security properties”  o f ou r cipher design. Such
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analyses have been carried recently regarding various aspects. One such study inves­

tigates a “ varie ty o f possible challenges”  posed to  the a ttacker o f sym m etric ciphers 

[BDJR.97]. In another study, various notions o f types o f “ adversaries" power and 

goals" are investigated [KYOO]. In the la tte r, an adversary is allowed various degrees 

o f oracle access to  the c ipher in  the a ttack  (no access, encryp tion  oracle access and 

decryption oracle access) and i t  then (or meanwhile) tries to  e ithe r v io la te (seman­

tic )  security o r t ry  to  generate related ciphertexts (v io la te  non -m a lleab ility ). Various 

separations and equivalences o f the 18 various attack com binations have been pointed 

out for generic p robab ilis tic  sym m etric  encryption.

The provable perfect (in fo rm a tio n  theoretic) security properties o f the one-tim e 

pad has inspired a lo t o f security defin itions and notions. Here, our a ttem pt is to 

have a randomized cipher based on two basic hardware assumptions ( i)  pseudorandom 

num ber generator im p lem enta tion  w ith  a lim ite d  stre tch ing facto r and ( ii)  un lim ited  

local, non-shared. p riva te  randomness, th a t (com pu ta tiona lly ) captures, as a design, 

the most desirable properties o f the idealized one-tim e pad. O ur stochastic refresh- 

key cipher's goal is to  em ulate the one-tim e pad w ith  o n ly  lim ite d  in it ia l shared 

randomness and a pseudorandom generator w’ith  m in im a l stre tch ing, in contrast w ith  

the tra d itio n a l such em ula tion  v ia  a pseudorandom num ber generator tha t requires 

vast stretching. The shared randomness is replaced by local randomness at the device 

(which, even though i t  is a costly  resource in  practice, is extensively assumed by 

m any key generation and cryptographic-opera tion designs, especially when achieving 

provable security).

W hat are the m a jo r provablv secure properties o f the one-tim e pad?

•  Semantic security against chosen c iphertext and chosen p la in tex t attack: The 

attacker is allowed to  query the encryp tion  oracle by choosing messages o f its  

own and. in  add ition , it  is allowed to  query the decryp tion  oracle by ciphertexts
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o f its  choice. A t some po in t a challenge for security is set: the adversary may 

challenge w ith  two p la in texts  and receive the encryption o f one o f them  at ran­

dom. Subsequently, fu rthe r encryption and decryption queries may be allowed. 

The adversary, in tu rn , cannot decide which o f the two p la in texts was actua lly  

encrypted in  the challenge phase. Th is security in the case o f the one-tim e pad 

is achieved due to the to ta l randomness o f the pad portion  used in  the challenge 

phase.

•  Forward Secrecy: In th is  a ttack scenario a to ta l security breach occurs at some 

point o f the cipher operation (i.e. the attacker obtains the contents o f the 

encryption o r the decryp tion  device). Th is should only  compromise the se­

cure transmissions from  th is  point on and not the previously com m unicated 

messages. The concept o f forward secrecy can also be useful in the fo llow ing 

context: suppose tha t the sender (a lte rna tive ly  the receiver) wishes to  delegate 

the encryp tion  mechanism to  someone else who takes over from  some po in t on. 

The in it ia l sender wishes th a t a ll its  previous com m unication w ith  the receiver 

is not com promised. In  the one-tim e pad case, as long as used portions o f the 

pad are erased, the com prom ise o f the pad at a po in t gives forward secrecy 

since the rem ain ing pad po rtion  gives no advantage in guessing the previous 

messages.

O ur stochastic refresh-key cipher captures these properties. Chosen c iphertext 

semantic security is a very strong security notion that increases confidence in  the 

usage o f an encryp tion  mechanism. Note tha t in  the case o f one-tim e pad, chosen 

ciphertext semantic security is not d ifferent than chosen p la in tex t semantic security 

(both only reveal the  po rtion  o f the pad used for th is  m essage/ciphertext). T yp ica lly  

added randomness is required in block-ciphers (random  IV . etc.) in  order to  achieve 

th is  property, w h ile  stream-ciphers which are pseudorandom (and axe required to  be
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pseudorandom for long stretch o f th e ir seed) possess th is  property. Note th a t vve do 

not deal w ith  m a lleab ility , since one-tim e pad is not enough for achieving i t .  ( In  fact, 

an "unforgeable cipher design" as in [KYO la ] is needed where a M A C  is added to 

the cipher). Regarding forward secrecy, note tha t it  is not possible to  achieve it  in 

the typ ica l b lock-cipher stateless scenario as i t  requires a state fu l design. Even in the 

s ta te fu l scenario it  cannot be achieved i f  the state-sequence generated by the cipher 

is pub lic , as is the case when a pseudorandom-function is used fo r encryp tion  w ith  a 

pub lic  counter being the state. In th is case the in it ia lly  shared randomness (function  

key) w ill be revealed to  a forward secrecy adversary and thus the h is to ry  w ill be also 

revealed. VVe can therefore see tha t forward secrecy is a property associated on ly  w ith  

s ta te fu l ciphers possessing a secret state sequence.

O ur stochastic refresh-kev cipher w ill update the state o f the c ipher a t each mes­

sage transmission w ith  a new ly random state. It requires a basic pseudorandom 

generator on ly  to  have a m in im a l stretch factor. Indeed in theory [Lub96], such 

stre tch ing (o f one b it)  is enough to  have many pseudorandom b its  and b u ild  stream- 

ciphers as well as pseudorandom functions and perm utations, but the price is typ ica lly  

a substantia l reduction o f security level as the stretch grows. Such s tre tch ing  often in­

troduces s ta tis tica l attacks. I f  the generator takes a seed (key) o f size n and stretches 

i t  to  n +  fc b its (fo r some k >  0), then our cipher allows the secure transm ission o f 

sequences o f A:-bit messages. In fact, the design herein can use any k  and our working 

exam ple from  now on is k  =  n (i.e ., doubling the seed).

We note tha t our refresh-key mode which restarts the cipher w ith  a to ta lly  random 

key is different from  the re-key mode studied in  [ABOO], where a key pseudorandomIy 

updates itse lf (as a typ ica l key-stream in  a stream -cipher). The goal in  th a t paper 

is extending the life  o f block cipher's key under chosen p la in text a ttack (o n ly ), and 

they need a large stre tch factor o f the generator to  rekey the block c ipher every so 

often. ( In  fact, they balance the stretch ing and the usage o f each key in  the  block
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cipher operation.) The ir construction cannot take w orthw h ile  advantage o f constant 

s tre tch ing in contrast w ith  our construction.

O ur analysis can be viewed as analyzing a cipher w ith  a b u ilt- in  key manage­

ment operation. In practice, we view tha t our mode o f operation is not going to  be 

perform ed on every message transmission (in  order to save bandw id th ). Th is  w ill 

result in  using a pseudorandom operation (or a stream cipher opera tion) for a while 

(a session) between the usage o f the mode we suggest to  refresh the key. As long as 

the stretch is w ith in  the allowed level o f security we can em ploy th is  m ixed mode. 

In tu rn , our construction yields forward secrecy between sessions in  th is  m ixed mode 

case.

We also add to  our design a "resynchronization mechanism." S ta te fu l ciphers w ith  

secure state (like  stream-ciphers) are always vulnerable to  loss o f synchronization. 

We show tha t i f  one starts using our cipher in  a synchronized fashion, then the 

cipher mechanism can take care o f resynchronization while  re ta in ing  a ll its  security 

properties.

4 .5 .1  P re lim in arie s

N otation s. The length o f a s tring  x  € {0 .1 }*  is denoted by |x|. G iven two strings 

x .y  e  { 0 , 1 } '.  x ||y  € {0 .1 }*  denotes the concatenation o f x . y ; i f  |x | =  11/| then x  y 

denotes the bitw ise b inary add ition  (xor) between x .y .  G iven a y  €  { 0 . 1 }* , [i/], 

denotes the s-th  b it o f y. G iven a y  €  { 0 , 1 }2*, y  denotes the le ftm ost k  b its  o f y 

whereas y denotes the rightm ost k  b its o f y; as a result y  =  y  ||y . For some tup le

x  :=  ( x t  , x „ ) ,  we denote x* by V f ( x )  (the z-th pro jection). A  func tion  a  : IN —> IR

is called negligible i f  for a il c 6  IN it  holds th a t cr{n) <  n~c for su ffic ien tly  large rz.

A ll procedures tha t we consider are po ly -tim e  bounded p robab ilis tic  a lgorithm s: 

we use the no ta tion PPT to  express “ p robab ilis tic  po lynom ia l-tim e ’’ a lgo rithm . O ur 

results can be readily extended to  the case o f non-uniform  adversaries (i.e. when the
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adversary is a fam ily  o f c ircu its  o f po lynom ia l depth). A ll the reductions tha t we 

present are uniform .

D e f in i t io n  49 .4 Pseudorandom Number Generator (PRNGJ is a determ in istic  ju n c ­

tion  G  : {0. l } n —> {0. with l(n )  >  n fo r  a ll n. that f o r  any PP T C  with

C : {0. t } /(n) -)• {0. 1}

aDOe(n) := | P ro b r€ r{0 .1}n [C (6 ’(x ))  =  I] -  P ro b agr{o U(|„ ,[C ( i/)  =  1) | 

is negligible in n.

The function aDOg’(n ) is the advantage tha t the PPT C  has in  d istingu ish ing the 

ou tpu t o f G  vv.r.t. the un ifo rm  d is tr ib u tio n  o f strings over {0 . l } /(ri). A  function 

G  : {0. I } "  —> {0. is not a pseudorandom generator i f  there is a P P T C  so tha t 

the function aDt)^(n) is not negligible. Such a PPT C  w ill be called a distinguisher 

for G.

4 .5 .2  C iphers

For sake o f unified notations and trea tm ent we next define ciphers (in  more form al 

term s than usually done). We assume th a t a cipher involves tw o parties, the sender 

and the receiver who share some com mon random inpu t (the key). The goal o f a cipher 

is the secure transmission o f a sequence o f messages, i.e. creating a secure channel 

between the sender and the receiver. The  number o f to ta l b its  to  be transm itted  is 

substantia lly  greater than the num ber o f shared random bits n.

Suppose tha t x  £  { 0 ,  I  } n  denotes the shared randomness between the sender and 

the receiver. A  cipher is defined by two probab ilis tic  functions / x : A C x P —» A C x C  

and </x : AC x  <C —> AC x P (ty p ic a lly  on ly  the encryption function f x is probab ilis tic ). 

The spaces AC. P .C  denote the state-space. plaintext-space and ciphertext-space re­

spectively. The functions f . g  should satisfy the next two conditions: for a ll m £  P 

and s £  AC, V ^ (g {s .V ^ ( f(s .  m ))))  =  m  and V f ( f { s .  m )) =  V f  (g(s. V% (f(s, m )))) .
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The in it ia l state o f the cipher is denoted by -Si and is known by both  parties.

A  “ state-sequence" generated for the transmission o f m i ...................6  P is a tup le

(^>1 Sk.$k+i) so tha t m t )) =  s:+ l for i  =  I  k. Note tha t the in i­

t ia l state s L can be e ithe r pub lic  or secret (in  which case....it  depends in the secret

shared randomness x) .  A  representation o f a cipher is in  figure 4.3.

Encryption Decryption

Cj Cj Cw m j rhg

Figure 4.3: A C ipher

E xam ples o f C iphers.

•  Stream-Ciphers. In a typ ica l stream  cipher a Linear-Feedback-Shift-Register 

(LFSR ) is used to  stretch the shared random key to  a key-stream: usually the 

p la in tex t space and c iphertext space are defined as P =  C  =  {0 .1 }  and the 

state space is K  :=  {0. l } n where n is the num ber o f the LFSR's “ stages." The 

shared random key constitutes the in itia liz a tio n  o f the LFSR and the state o f 

the cipher at a certa in  po in t is identified  to be the contents o f the stages o f the 

LFSR (the reader is referred to [M V V 97] chapter 6 for a thorough in troduction  

to  the subject). The security and efficiency o f a stream -cipher depends on the 

m ethod used to  stretch the shared-randomness.

•  B lock-Ciphers. In  a b lock-cipher messages o f size equal to  some function 6(n) 

where n is the security param eter are transm itted . In  th is case P :=  {0. l } ^ nC 

C  :=  {0 . l } c(n) where c(n) is the c iphertext size; note th a t c(n) >  6(n) for a ll n.
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The state space is defined as AC :=  {0 . I } '1. The state-sequence employed by a

block cipher is secret and is always constant (x . x . x  ) (where x  is the shared

randomness between the two parties). A  detailed in troduc tion  to  block ciphers 

is given in  [M VV97] chapter 7: the prim e examples o f block ciphers are DES 

[N'at99j and the more recent AES [N atO l]. In encryp ting  messages larger than a 

block size, modes o f operations are defined for block ciphers. O u r fo rm aliza tion 

allows for sta te fu l block-ciphers as well, where the state changes as messages 

are sent.

4 .5 .3  A tta c k s  and  S e cu rity  D e fin itio n s

G e n e r ic  C h o se n  P la in te x t  A t ta c k .  A  generic chosen p la in tex t a ttack involves 

an adversary A  (query generator) tha t yie lds some ou tpu t in {0 . l } 'd rd. A  is allowed 

access to an encryption oracle and deduces some in fo rm ation  about the cipher's state 

a n d /o r shared randomness used. Th is is illu s tra ted  in  figure 4.4.

Selected by
the Adversary Adversary

deduces some 
info about 
the state of the 

Ciphertexts are system 
given to the — ^
Adversary

Figure 4.4: A  Generic Chosen P la in tex t A ttack

A cipher is said to  be resilient against a generic chosen p la in tex t a ttack i f  the 

encryp tion  oracle is substitu ted  by a probab ilis tic  sampler o f C  (th a t operates inde­

pendently from  the queries o f the adversary), th is has no effect in  the results reported 

by A .  Form ally, we define a generic chosen p la in tex t a ttack adversary to  be a pair o f 

P P T  A . C : A  is the query generator and C  is a PP T th a t distinguishes the encryption

m. m.

initial
state
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oracle s answers from  tru ly  random answers given the ou tpu t o f the query generator. 

The advantage o f the adversary is defined as follows:

a O o ^ ( n )  :=| Prob[ C( A£[x]( l n)) =  1] -  P r o b [C ( .4 * ( ln )) =  I] \

D e f in i t io n  50 .4 cipher is resilient against a generic chosen pla in text attack i f  fo r  

any generic chosen plaintext attack adversary A .C  it  holds that a D o ^? (n ) is negligible 

in  n.

Another way o f fo rm u la ting  the above de fin ition  is the follow ing: a cipher is 

resilient against a generic chosen p la in tex t a ttack i f  the functions and A *  are 

ind istingu ishable  where R  is a random sampler o f C. In tu it iv e ly  th is means tha t 

whatever conclusion the adversary can make about the state o f the system and /o r 

the shared randomness used it  can also be drawn without access to  the encryption 

oracle; as a result any adversary th a t is allowed a po lynom ia l num ber o f queries to 

the encryp tion  device cannot deduce som ething n on -triv ia l about the system.

C h o se n  P la in te x t  S e m a n tic  S e c u r ity  A t ta c k .  A  generic chosen p la in tex t a ttack 

a ttem pts  to  ex trac t in fo rm ation  about the state o f the system. A lthough  keeping the 

state o f the system as well as the shared randomness secret is im po rtan t, th is  is o f no 

use i f  an adversary can deduce som ething about the encrypted messages.

A  chosen p la in tex t semantic security adversary A  is a chosen p la in tex t adversary o f 

special form : A  is allowed to  query an encryp tion  oracle like  a generic chosen p la in text 

adversary; then A  subm its to  the encryp tion  oracle two messages M i,  M 2 ; the oracle 

selects 6 €  {1 ,2 }  and returns to  A  the encryp tion  o f M&; fina lly  A  proceeds as a 

generic chosen p la in text adversary (m aking fu rthe r queries to  the encryp tion  oracle) 

and a ttem pts to  predict 6. We refer to  M j,  M 2 as the challenge p la in texts.

The advantage o f a chosen p la in tex t semantic security adversary is defined as 

follows:
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Selected by ^  
the Adversary

initial
state

Ciphertexts are 
given to the C  
Adversary

M, M2

The Adversary decides whether C is an encryption of M1 or M2

Figure 4.5: A Chosen P la in tex t Semantic Security Adversary

« 9 o J*(n ) := | P ro b re„ {„ .1, . « t.(U , [ ^ ^ ( n  =  6| -  i  |

where the p robab ility  is also taken over a ll in te rna l coin tosses o f the encryp tion  

oracle, and the coin tosses o f A .  Note th a t a cipher m ight be resilient against a 

generic chosen-plaintext a ttack but not sem antica lly secure under chosen p la in tex t 

a ttack.

D e f in i t io n  51 .4 cipher is said to be sem antica lly secure under a chosen pla in text 

attack i f  f o r  any chosen plaintext semantic security adversary A  it  holds that a O o ^ ln )  

is negligible in n.

C hosen C iphertext Sem antic Security  A ttack . A chosen ciphertext semantic 

security  a ttack gives to  the adversary greater in trus ive  power compared to  a chosen 

c iphertex t semantic security a ttack. In th is  case the adversary is capable o f querying 

a decryption  oracle a number o f tim es before selecting the challenge p la in texts i V / t .  V / 2  

and ob ta in  the encryption o f A/&, b 6 u  {1 .2 } .  Subsequently a fte r querying a num ber 

o f tim es the decryption oracle again the adversary guesses 6. Such an adversary is 

illu s tra te d  in  figure 4.6. Note tha t since we are interested in  sta te fu l ciphers i t  is not
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necessary to  restric t the adversary’s queries to  the decryption oracle after receiving 

the encryption o f one o f the challenge p la in texts.

Given to the 
Adversary C ®

initial_
state

Selected by 
the Adversary

The Adversary decides whether C is an encryption of M, or M2

Figure 4.6: A Chosen C iphe rtex t Semantic Security Adversary

The advantage o f a chosen c iphertex t semantic security adversary is defined as 

follows:

:= | =  6] -  i  I

where the p robab ility  is also taken over a ll in te rna l coin tosses o f the encryption oracle 

(the  decryption oracle is thought to  be de te rm in is tic ), and the coin tosses o f A .

D e f in i t io n  52 .4 cipher is said to be sem antically secure under a chosen cipher­

text attack i f  f o r  any chosen ciphertext semantic security adversary A  it  holds that 

dOo^“ (n ) is negligible in n.

F o rw a rd  S ecrecy. The notion o f forw ard secrecy suggests th a t in  the case o f a 

to ta l security breach in  some po in t o f a c ipher’s operation on ly  the security o f the 

fu tu re  messages is compromised and not the security o f the messages exchanged be­

fore the breach. Th is  is a very im p o rta n t security notion th a t s ign ifican tly  increases
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the usefulness o f a cryptosystem . I t  add itiona lly  allows the delegation o f the encryp­

tio n /d e c ryp tio n  device to  different parties w ith ou t com prom ising the security o f the 

previous messages. Note tha t forward secrecy does not apply to ciphers th a t use 

the h is to ry  o f previously transm itted  p la in texts to  determ ine the upcom ing encryp­

tions/decryp tions. Such ciphers cannot support forward secrecy by defin ition .

A  forward secrecy adversary A .C  operates as follows: The adversary A  (query 

generator) first selects some k. then adaptive ly selects k  pairs o f messages (m ;. m ')  and

receives the sequence o f encryptions o f e ithe r m j  m * or m \  m'k. Subsequently

the P P T  C  is given the o u tpu t o f A  and all in fo rm ation  resulting from  a to ta l security 

breach before the encryp tion /decryp tion  o f the ( k  +  l) - th  message; th is  includes the 

current next state o f the cipher s t+ i and perhaps add itiona l in fo rm ation  depending 

on the de fin ition  o f f . g  such as the shared random key: we denote this in fo rm ation  by 

configfc+1. C  given configfc+l and the ou tpu t o f A  a ttem pts to  distinguish whether the

k  given ciphertexts are encryptions o f ( m i m *) or encryptions o f {m \  m 'k).

The advantage o f the forward secrecy adversary is denoted by aDo^5:

^ ° i S.c (" )  := l P ro b r€tr{0.i}-:6et;{i.2}[C(>lf(,tx,( l ,,).config) =  &] -  i  |

note tha t £ i[x ] (resp. ^ [ x ] )  denotes the encryp tion  oracle w ith  in it ia l shared random ­

ness x  tha t given (m ,. m |) returns the encryption o f m, (resp. the encryption o f m '). 

C  a ttem pts  to  predict which one o f the two encryp tion  oracles is A  com m unica ting 

w ith .

D efin ition  53 .4 cipher is said to have fo rw a rd  secrecy i f  fo r  any fo rw a rd  secrecy 

adversary A .C  it  holds that dOD^’c (n ) is negligible in  n.

4 .5 .4  T h e  S tochastic  R efresh -key  (S R ) C ip h e r

Let n be a security param eter and P  :=  {0, l } n. C  :=  {0 , l } 2n, K  :=  {0 .1 } " .  A lso Let 

G : { 0 .1 } "  {0 , l } 2n be a PRNG.
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E n c ry p t io n .  The encryption function is p robab ilis tic  and defined as follows:

f ( s . m )  =  (s '.6 '(s ) ~  (s '||m ))

where s'  £  {0. l } n and is selected at random.

D e c ry p t io n .  The decryption function works as follows:

g(s.c)  =  (G{s) -> c . G(s )  -+• c )

It is easy to  verify  the encryp tion /decryp tion  functions satisfy the two cipher 

conditions:

V%{g(s.V%[ f (s .m)) ) )  =  m

for a ll s 6  AC. m €  {0 .1 } " .

The operation o f the Stochastic Refresh-key C ipher (SR-C’ipher) defined above is 

illu s tra te d  in figure 4.7

Encryption: Phvate current yH random bits message
current

Ciphertext

Decryption: Ciphertext
1l

current

next state message

Figure 4.7: The SR-C ipher

4 .5 .5  S ecu rity  o f  th e  S R -C ip h e r

VVe sum marize the results o f th is section in figure 4.8.
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Type o f a ttack Dependency on U nderly ing PRNG
Generic Chosen P la in text A tta ck  

Chosen P la in tex t Semantic Security 
Chosen C iphertext Semantic Security 

Forward Secrecy A ttack

aDOp(rc) =  &_laDo^?(n) 
aDOoln) =  (k  +  l)“ laDoJ°(n) 
aDo g(n) =  ( k +  l)_laDo^a(n) 

aDOo(n) = A:~laDD̂ sc (n)

Figure 4.8: Presentation o f the security  properties o f the SR-C'ipher: the value k  is 
the num ber o f queries posed by the adversary to  the encryp tion /decryp tion  oracle 
prior to  rece iv ing /subm itting  the challenge.

An in teresting fact revealed by our results is tha t the number o f queries posed 

to the oracle a fte r the submission o f the challenge pla in texts in a chosen p la in ­

te x t/c ip h e rte x t semantic security adversary is not significant in the de te rm ina tion  

o f the d is tingu ish ing  advantage for the  underly ing PRNG.

The fo llow ing theorem suggests th a t the SR-C ipher is resilient against generic 

chosen p la in tex t a ttack, provided th a t G  is a PRNG .

T h e o re m  54 Let A .  C  be a generic chosen pla in text attack adversary fo r  the cipher. 

Then there exists a distinguisher D  f o r  the PRNG  G . with advantage aOD^(n) =  

k~ l adv3J f£ (n ), where k is the number o f  queries used by A .

Proof. Assume A  : {0. l } p(n) —► {0, i } ’ ^  and C  : {0 , —► {0 .1 }  is a generic

chosen p la in tex t adversary for the cipher.

Let k  be the number o f queries perform ed by A .  G iven a i  €  {1  k ]  we define

the fo llow ing hyb rid  encryption oracle 7Z£i th a t operates as follows: the firs t i  queries 

o f the adversary are answered by random  elements o f { 0 . 1}2" (ignoring the queries); 

from  the ( i +  L)-th query m ,+ l and on the  queries are answered as regular encryptions 

using a random in it ia l state Si E {0 , 1 }". I t  is easy to  verify tha t the TLSq oracle 

behaves exactly  as the encryption oracle S. whereas the V.Sn oracle behaves like  the 

random sampler.
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Now consider the fo llow ing P P T D:  given T  G {0 ,1  } 2n the c ircu it chooses i G

{ I  k }  un ifo rm ly  at random  and sim ulates the adversary A  w ith  the follow ing

oracle: the firs t i  — I queries are answered by random elements o f {0 . l } 2n. The i- th  

query o f the adversary is answered by T  - r  (s ||m ,) where s is random ly chosen over 

{0 . I } " .  T he  rem aining queries o f the adversary are answered as standard encryptions 

w ith  in it ia l state s. F ina lly  D  ou tpu ts  the result o f C' over the ou tpu t o f the adversary

A .

Let P r o b r [ / } ( T )  =  l | j ]  where j  G {1  k }  denote the p robab ility  D  returns

I. given the  fact tha t the random choice o f i  made by D  equals j .  L'sing standard 

p ro ba b ility  rules it  holds th a t P ro b r [Z ) (7 ’ ) =  I] =  £ P ro b r [£ > (T )  =  L |j|. Also 

depending on how the choice o f T  is made D  behaves d iffe rently in th is manner: 

P ro b T6t,.{0. i \2n [ D{T)  =  l | j )  =  P r o b tC M ^ M T " ) )  =  1] and P ro b s€l, {0.l } n[D (G '(s)) =  

1|j1 =  P r o b tC 'l^ l^ ^ -1 ( I * ) )  =  1], By com bin ing the above facts we easily deduce 

tha t:

i ^
P ro b T€tr{0.1|1, ( D ( r ) =  1| =  =  l]|

'  J = l

k -  I
P ro b jetr{0.i}" [D (G ’(s )) =  1] =  - ^ P r o b [ C ( ^ ( l n)) =  1]]

'  j = o

As a result

| P r o b Tetr{0.ip n [ D { T )  =  I] -  P r o b J6tH0. iA D { G { s ) )  =  I] |=  k ~ l a l i ^ ( n )

th is  completes the proof. ■

The fo llow ing theorem suggests th a t the  SR-Cipher is sem antica lly secure under 

chosen p la in tex t a ttack, provided th a t G  is a PRNG .

T h e o re m  55 Let A b e  a chosen pla in text semantic security adversary fo r  the cipher. 

Then there exists a probabilistic d istinguisher algorithm  D  fo r  the pseudorandom num ­
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ber generator C! , with advantage aDD^(n) =  (fc -F l) ‘ a D tJ ^ ln ), where k is the number 

o f queries used by A  p r io r  to subm itting the challenge plaintexts.

Proof. Consider the fo llow ing “ p a rtia lly  random ized” encryption oracle 1Z£j for j  6

{1  k  +  I } :  queries m l 6  {0 ,1 } " ,  w ith  i  <  j  are answered by R where R 6 c

{ 0 . 1 } :  The rem aining queries m „  i  >  j  are answered as regular encryptions: G’(.s,-)t±> 

(s;+ i| lm ,)  where sl+ i 6 c  {0 . L }n (note tha t s7 is selected at random from  { 0 . l } a). 

The challenge query XI i .XI>  is treated as above w ith  1Z£j selecting b 6 c  {1 -2 } at 

random and re tu rn ing  the encryption o f XIh in the current state, unless j  =  k  +  I 

where in  th is  case the encryption o f XR is m ere ly R~v -V/{, w ith  R 6 c  {0 . l } 2n. The 

queries m, w ith  i  >  k  +  I are answered as proper encryption in  the current state, i.e. 

G '(s,) -r  (s l+1||m ,) w ith  s.+i 6  {0. l } n (the  new random state).

Consider now the fo llow ing procedure D operating on in p u t T  6  {0. l } 2n: first

a random  j  6  {1  k  +  1} is selected. Subsequently the adversary A  is sim ulated

using the fo llow ing p a rtia lly  randomized encryp tion  oracle: the 7Z£} is used w ith  the 

change th a t the j - t h  query is answered by T -T-(-sJ+i| |m j) ,  where sJ+t 6 c  {0 . l } n — 

note tha t i f  j  =  k -\-1 the answer is set to  T  ►£ (5j+t||<W&) where 6 6 c  {1 -2 } . F ina lly  D  

ou tpu ts  I i f  the adversary is successful in  guessing 6, otherwise i t  returns 0. Using sim­

ila r  arguments as in  the proof o f theorem  54. we deduce tha t: P ro b x e ^ o . ip ^ ^ H T )  =  

1] =  5 i r E j= , l P ro b 6€t, { i.2}[ > l ^ W ( lB)) =  6] and P ro b ,6tr{0.l } n[D (G '(s)) =  1] =

fcil £j=0 Prob6et;{1.2}[>^t6]( ln)) =  b].
Moreover it  is easy to  see th a t when j  =  0 the behavior o r the 7Z£q oracle is 

identica l to  norm al operation o f the encryp tion  oracle in the chosen p la in tex t semantic 

security a ttack:

P ro b *„ ,1.2(H * r"W(l“)) =  6] =  Probi e„ , [ ^ • ‘1(1'') =  6]

For the case j  =  k  +  1 we argue tha t:

Probl€l,,1.2>[>lRf**'W(L“)) =  6) =  i
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th is  is so, because for a fixed 6 =  1, for every sequence o f coin-tosses o f A  and o f the 

oracle TZSk+i tha t the adversary is successful (i.e. outputs 1) the same sequence o f 

coin tosses w ill be unsuccessful for the choice o f 6 =  2.

It follows tha t

| P rob Tet,{0,l }2n[D(T) =  L] -  P rob 3ei/{CU}"[£>(G(s)) =  1] |=  (k  +  l ) _ laOo^a(n)

th is completes the proof. ■

The fo llow ing theorem suggests tha t the SR-C ipher is sem antica lly secure under 

a chosen ciphertext a ttack, provided th a t G  is a PRNG .

T heorem  56 Let A  be a chosen ciphertext semantic security adversary fo r  the c i­

pher. Then there exists a probabilistic d istinguisher algorithm  D  fo r  the pseudorandom  

number generator G, with advantage o D o ^ r i)  =  (k  +  1)- I a0o^a(n ). where k  is the 

number o f decryption queries used by A  p r io r  to subm itting the challenge plaintexts.

Proof. Consider the fo llow ing “ p a rtia lly  random ized”  decryp tion /encryp tion  oracle

'R.'DSj for j  6  {1  k  +  1}: queries c; €  {0 , l } n , w ith  i  <  j  are answered by R

where R Eu  { 0 , 1 }" . Suppose th a t j  <  k  +  I: the j - t h  query c, is answered by 

selecting a random Sj { 0 . 1 }" and rep ly ing  by G{s j )  ®  Cj . The next state sJ+i :=  

G '(s j)®  Cj . Subsequent decryption queries c, w ith  j  <  i  <  k  +  L are answered as 

regular decryptions: G (s,) ®  c, and se tting  the next state to  s;+ i :=  G(si )  ®  Ci . The 

{k-\- l ) - th  query is an encryption  query in  the current state tha t involves the challenge 

p la in texts. The oracle returns G(sfc+ j ) ®  (s/t+2 ||A/&) w ith  s/t+ 2  € t/ { 0 , 1 }" . Subsequent 

decryption queries c,- are answered as regular decryptions in  the current state: the 

oracle’s answer is G(s,-) ®  Ci and se tting  the next state to  st+ l :=  G(st ) ®  ct . In  the 

case j  =  k +  1 the j - t h  query is the challenge p la in texts encryp tion  query. A  random 

■Sfc+i € r  { t M } n is selected and the oracle returns G’(s t+1)®  (sfc+2 ||iV/j) fo r 6 € {/ {1 ,2 } .  

Subsequent queries are answered as decryp tion  queries in  the current state.
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Consider now the fo llow ing p robab ilis tic  a lgo rithm  D  operating on in p u t T  €

{0 . I } 2" :  first a random j  €  { I  k +  1} is selected. Subsequently the adversary

A is s im ulated using the "p a rt ia lly  random ized”  encryption oracle 'R.'DSw ith  the 

fo llow ing m odifica tion:

•  I f  j  <  k  +  1. the j - th  decryption query is answered by T  -? Cj and the next 

state is set to •Sj+i :=  T  rF Cj .

•  I f  j  =  A :  +  1. the challenge p la in texts  encryp tion  query is answered by I  t  

(s fc+2||.V/6) w ith  b e u  U -2 } -

F ina lly  D  ou tpu ts  I i f  the adversary is successful in  guessing 6. otherwise i t  returns 

0. Using a s im ila r argument as in the proo f o f theorem  54 we deduce tha t:

ProbTSl>{0., , , . [D (r )  =  I] =  jJ - T ^ P r o b S€„(1.JlM ,:^ t ll ( ln)) =  6]
'  J =  1

1 ^
P rob .€t,(„,„.[D (G (s )) =  1] =  —  £ P r o b tet,„ .;!)[>lRI’-M‘l ( r ) )  =  &]

J = 0

Moreover i t  is easy to  see tha t when j  =  0 the behavior o r the 'R.’D S q oracle 

is identica l to  norm al operation o f the decryp tio n /e ncryp tion  oracle in  the chosen 

c iphertext sem antic security attack:

Prob,6„,,.2, [^ RW«IH(1*)) =  6] =  Probl€ „, =  f>]

For the case j  =  k  4- 1 we argue th a t:

Probl€„(,.2l[>lTOf*«I4l(l")) = 6] =  j

th is  is so. because for a fixed 6 = 1 ,  for every sequence o f coin-tosses o f A  and o f the 

oracle 'TVDSk+i th a t the adversary is successful (i.e. outputs 1) the same sequence o f 

coin tosses w ill be unsuccessful for the choice o f 6 =  2.
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I t  follows th a t

| ProbT€t,{0A}2n[D(T)  =  I] -  P r o b s€u{0.l } n[D(G(s) )  =  1] |=  {k  +  l ) _ laDo^a(n )

th is  completes the proof. ■

R em ark. I t  is possible to  show semantic security  in  a hybrid  adversarial model tha t 

employs an a rb itra ry  in terleaving o f chosen p la in tex t and chosen c iphertext queries: 

in  th is  se tting  the adversary is capable o f posing queries to  both an encryption and 

a decryp tion  oracle p rio r and a fte r selecting the challenge p la in texts. The proof 

combines the proofs o f theorems 55 and 56.

Next we deal w ith  forward secrecy. Note th a t for our SR-C ipher a configuration 

consists on ly  o f the current state o f the system. The theorem below suggests th a t the 

SR-C ipher is forward secure provided th a t G  is a PRNG .

T heorem  57 Let A .C  be a fo rw ard  secrecy adversary fo r  the SR-Cipher. Then there 

exists a d istinguisher D  fo r  the PRNG  G. with advantage aODo(n) =  k ~ l aDv^ c (n).  

where k is the number o f queries used by A .

Proof. Let A  : {0, l } n -► {0. l } ’ <n> and C  : {0. l } 9(n) x  {0, 1}" -► {0,1}

Let k  be the queries performed by A .  We define the fo llow ing hybrid  encryp tion

oracle TZEj th a t operates as follows: firs t a random b Eu {1 ,2 }  is selected: the  first

j  queries o f the adversary are answered by random  elements o f { 0 ,1 }2'1 (ignoring  the 

queries); the rem aining queries (m ,, m -), i  >  j , are answered as standard encryptions 

o f m ,, i f  6 =  1, or encryptions o f m(- i f  6 =  2: i.e. in  the case 6 = 1 .  G(s^) ®  (s i+ i ||m i) 

w ith  sl+ i € {/ {0 ,1 } "  (note tha t Sj is selected at random from  {0 , l } n in  the  j - th  

query) —  s im ila r ly  using m \, i f  6 =  2.

Consider the fo llow ing PPT D \ given T  €  { 0 ,1}2” the c ircu it chooses j  £  

{ l , . . . , A r }  un ifo rm ly  at random and sim ulates the adversary A  using 'R.E3 as the 

oracle w ith  the m odifica tion tha t the j - t h  query is answered T  ®  (sJ+i| |m j)  where
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■Sj+i {0 .1 } " .  F ina lly  D  ou tpu ts  1 i f  C  given the o u tpu t o f the adversary A  and 

s/t+i correctly  predicts 6. I t  follows tha t:

1 ^
P ro b TG,.{0. i }- [ £ > m  =  1] =  - ^ P r o b 6etr{1. . , j [ C ( ^ W ( l " ) , s fc+l) =  6]

'  j = i

and
1 >c~ l

P rob3€tr{0,l }n[D(G(s) )  =  1] =  -  P r o b [ C ( ^ W ( l" ) .s fc+l) =  6]
j=0

Now observe th a t lZSo[b\ behaves exactly  as the encryption oracle £[6] used in  the 

de fin ition  o f the forward security adversary. Th is suggests tha t

Prob6€l,{1.2}[ C ( ^ ° ^ ( r ) , s t+ l) =  6] =  P robre{0 ,1}":6€[,{i.2} [ C ( ^ ( l n),s fc+1) =  6]

On the o ther hand it  is easy to  see tha t P ro b f,6t/{1,2}[C '(> l,w * ^ (  l n ). Sk+i) =  6] =  \  

(as in  th is case all the oracle answers are random therefore guessing b can on ly  be 

done w ith  p ro b a b ility  1/2). I t  follows tha t

| P ro b T€tr{0. ip n [D ( r )  =  I] -  P ro b 3ec,{0.1}™[D(G’(s )) =  1] |=  A r l aDo£c (n) 

th is completes the proof. ■

T h e M ixed  M ode. The key refresh operation o f the SR-Cipher is expensive in  terms 

o f bandw id th  overhead i f  the stretch o f the PRNG  G  is small. In our exposition we 

considered a stretch factor o f 2, i.e. G  : { 0 ,1 } ”  —> {0, l } 2n. This is not a restric tion  

though, as ou r construction can be readily employed over a PRNG  w ith  greater stretch 

facto r G  : { 0 , 1 }" —> {0. l } n+p(n> where p is some polynom ia l in  n. In  th is case the 

p la in tex t space o f the SR-C ipher is P  :=  {0 , l } p*n) and the cipher behaves more like 

a mode o f operation: each p la in tex t transm ission becomes a “ session” tha t allows 

the secure transmission o f p{n)  b its and a new random key o f n b its  to  be used for 

the next session. O ur security analysis can be im m ediate ly applied to  th is extended 

se tting  re ta in ing  semantic security w h ile  a t the  same tim e  y ie ld ing  forw ard secrecy 

between sessions.
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4 .5 .6  D e a lin g  w ith  R e sy n ch ro n iza tio n

A ll state fu l-ciphers (e.g.. stream ciphers) have to  deal w ith  desynchronization prob­

lems since the tw o parties, sender and receiver, need to  be in a lock step in  order to 

enable com m unica tion (in  o ther words the sequence o f blocks should be decrypted in 

exactly  the same order as encrypted). A ny change in  block-sequence (error o r swap of 

c iphertexts) w ill in troduce errors in upcom ing decryptions (e rro r propagation). Th is 

is a well known problem  th a t any stream (s ta te fu l) c ipher has to  deal w ith . T yp ica lly  

the problem  is dea lt by em ploying erro r-correcting co.des th a t can w ithstand  a num ber 

o f errors tha t occur in  the com m unication channel e ithe r at random  or in troduced by 

an adversary.

Since we are interested in  forward secrecy it  is not possible for the state-sequence 

to  be en tire ly  pub lic . As a result the typ ica l resynchronizing technique o f sending the 

current state in  the clear and thus resynchronizing the sender and receiver does not 

app ly in  the forw ard secrecy setting.

A n  easy to  im plem ent and effective so lu tion vve propose here is the exchange o f a 

random key in  the beginning o f a com m unica tion “ thread”  between the sender and 

the receiver. Th is  random key w ill be used to  in troduce a new com m unication thread 

in case the curren t one gets irreparab ly  desynchronized. O f course th is  w ill sacrifice 

n b its  o f tran sm itted  data but it  w ill a llow  the  restart o f a new thread in  case o f a 

catastrophic e rro r (when the employed error-correcting code is unable to  correct the 

in troduced errors).

R esynchronizing. When the receiver detects an unrecoverable e rro r in  a certa in  

c iphertext i t  sends a “ resta rt”  message to  the  sender s ta rtin g  from  the block tha t 

was tran sm itted  w ith  errors (we assume a ll c ipher blocks are serial-num bered). Both  

sender and receiver use the previously stored n  b its  as the new shared random  key (we 

w ill refer to  them  as the “ back-up”  state) to  s ta rt a new thread o f cipher operation.
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Th is  opera tion is illu s tra te d  in figure 4.9. We note here th a t i t  is not secure to  resend 

the corrupted message encrypted again w ith o u t s ta rting  a new thread since th is w ill 

result in  a to ta l security breach i f  the adversary is capable o f corrup ting  messages 

tran sm itted  in the channel.

_ n random bits 
constitute the first ]
message of a thread j

l
desynchronization: \
restart is mandatory ;

New Thread v

c’ c\ <%

Figure 4.9: Resynchronizing a S ta te fu l C ipher

The security defin itions given in section 4.5.3 can be extended to  allow the query 

generator A  apart from  querying the encryp tion  oracle to  also force an a rb itra ry  

num ber o f “ restarts”  o f the cipher.

VVe now consider the case o f a generic chosen p la in tex t adversary capable o f forcing 

restarts o f the cipher. Th is is a pa ir o f PPTs A , C  so th a t A  subm its adaptive ly two 

types o f queries to  the oracle: ( i)  p la in texts, where i t  receives the encryption o f the 

p la in tex t under the current state o f the system, ( i i)  restart-requests in  which case 

the sta te  o f the system is set to  a previously stored back-up state and the adversary 

receives the encryp tion  o f a random s tring  th a t is going to  be used as the in it ia l state 

o f the next com m unication thread (the  new back-up state). We assume th a t the 

first query o f the adversary is always a restart-request (to  s ta rt a new com m unication

m mu
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thread); note th a t the in it ia l “ back-up”  state is selected a t random (coincides w ith  the 

shared randomness between sender and receiver during  norm al protocol operation). 

F in a lly  C  given the ou tpu t o f A .  i t  a ttem pts  to  d istinguish whether the ou tp u t o f 

the encryp tion  oracle to  the adversary agrees w ith  the leg itim ate  operation o f the 

system or is ju s t random  samples o f the c iphertex t space {0. l } 2n. The advantage o f 

the adversary aOo^- ^ 0 is defined as in  section 4.5.3.

T heorem  58 Let A ,C  be a generic chosen p la in text adversary with restart capability. 

Then there exists a distinguisher D  fo r  the PRNG  Cl, with advantage oDDq(n) =  

k - i a w A: r a(n ). where k  is the number o f queries used by A  (including the restart 

requests).

Proof. Let k  be the num ber o f queries made by A  (inc lud ing  the restart requests).

G iven a j  €  {1  k } ,  we define the fo llow ing p a rtia lly  randomized encryption oracle

'R.Eji G iven the i- th  query w ith  i  <  j ,  7Z € j  returns a random element R 6 u  { 0 . 1 }2” . 

For the i- th  query w ith  i  >  j  there are two possib ilities: (i) given a message m, the 

oracle responds w ith  the encryption o f m, in  the current state: G (s.) *£ (s j+ l ||m j) 

(and sets the next state to  s,+i €{/ {0 , l } n ) —  note th a t i f  j  =  i  +  I the current state 

Si is selected at random from  {0 ,1 } " .  ( ii)  given a restart-request the oracle responds 

w ith  the  encryp tion  o f the next back-up state x ' encrypted under the current back-up 

state G (x ) (s ,+ i||x ')  and sets the next state to  s.+i € t/ {0, l } n. Note tha t i f  th is  is 

the firs t restart-request the oracle chooses the current back-up state at random from  

{0, 1}".
Now consider the fo llow ing d istinguisher P P T  D: given T  €  {0 .1  } 2n. D  selects 

a j  Eu  {1 , - - -»Ar} and then simulates A  using the 7 l£ j  oracle w ith  the follow ing 

m odifica tion: the j- th e  query is answered using T  in  the follow ing sense: ( i)  i f  the j -  

th  query is a message to be encrypted the  oracle's rep ly is T ®  (s_,+ i| |m j)  w ith  Sj+i (zu 

{0, l } n (the next state o f the system); ( i i)  i f  the  j - t h  query is a restart request the
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oracle returns T  r f  (.sJ+ l||x ') where x '  {0 , l } n and x ' is the new back-up state, and

Sj+i  € u  { 0 ,1 } -  is the  new state. Using a s im ila r argum ent as in the proof o f theorem  

54 we deduce tha t: P ro b T e r {o . ip * [£ (7 ’ ) =  I] =  i E j = i  P r ° b [U (> lK" J( l n )) =  1]] 

P ro b j€tr{0,1}n[D (6 '(s ))  =  1) =  £ £ ? = o p r o b [ C ( > l ^ ( r ) )  =  l] ] .  As a result

I P r o b T€y{0. ip n [D ( r )  =  I] -  P ro b s€t7{0tl}n [D (6 '(s )) =  I] |=  ATl aDorĴ pa[n )

th is completes the proof. ■

The other attacks described in section 4.5.3 can be extended to the restart scenario 

s im ila r ly  as above. We summarize these results in  the theorem below:

T heorem  59 The results below refer to a (generic chosen plaintext attack, chosen

pla intext semantic, chosen ciphertext semantic, fo rw a rd  secrecy) adversary that is

capable o f fo rc ing  a number o f  restarts in  the cipher operation.
L  Generic Chosen Plaintext Attack  aD o^(n) =  fc- l aDo^- £cp°(n )
2. Chosen P la in text Semantic Security  a0O ^(n) =  (k  +  1)- I o0o^_cpa(n)
3. Chosen C iphertext Semantic Security  aDOpln) =  (k  +  I ) _ la0o^_cca(n)
4- Forward Secrecy A ttack  a D o ^ n )  =  fc_1a 0 o ^ 3(n)

note that k  is the number o f encryption/decryp tion queries plus the number o f restart-

requests posed by the adversary.
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C hapter 5

Secure G am es w ith  Polynom ial 
E xpressions

5.1 C hapter Preface

One o f the most im po rtan t results on the foundations o f C ryptography (suggested 

by Yao [YaoS6], generalized to m u lti-p a rty  by G oldreich. M ica li and VVigderson 

[G M W 87], and characterized based on the O b liv ious Transfer p r im itiv e  by K ilia n  

[K il90 ]) is th a t given any po lynom ia lly  com putable function  f { x , y ) ,  i t  is possible for 

two parties, A lice  (A  for short) and Bob (B  for short), to  jo in t ly  com pute 

w ith  A co n tr ib u tin g  a  and B con tribu ting  ;3, in  such a way so tha t no party  learns 

anyth ing  m ore than what can be deduced by the final ou tp u t. The resulting pro­

tocols are re la tive  to  the size o f the c irc u it th a t computes /  th a t, even for sim ple 

functions, are considerably expensive to  im plem ent. Consequently, nowadays where 

d is tr ibu te d  app lications over the In te rne t are about to  become a rea lity , i t  is w orth ­

w hile  to  seek special cases o f useful function  fam ilies th a t can accept more efficient 

protocol techniques (as advocated in  [Gol97]).

In th a t s p ir it,  Naor and Pinlcas [NP99] in troduced an effic ient protocol for o b liv i­

ously com puting  the value o f a po lynom ia l (O b liv ious P o lynom ia l Eva luation. O PE). 

In  th e ir se tting , B possesses a po lynom ia l P , A  has a value a  and wishes to  ob liv -

90
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iously com pute P(a) .  The security o f th e ir pro toco l was based on a variant o f the 

Po lynom ia l Reconstruction Problem .

In  th is  chapter, we fu rthe r investigate possib ilities for efficient solutions o f new 

useful problems in  the general area o f secure function  evaluation by in troducing  a 

fa m ily  o f protocols called Secure Games urith P o lynom ia l Expressions (SGPEs). The 

general idea o f our approach is to  consider the jo in t  com puta tion  o f a po lynom ia l 

expression th a t is made up o f secret polynom ia ls owned by the tw o players (as well as 

non-secret components). Player A  selects an in pu t for the expression, and wishes to  

ob ta in  the value o f the expression on th is in pu t. Depending on the con tribu tion  o f A  to  

the expression we can categorize SGPEs to  those th a t A  contribu tes on ly field elements 

to  the expression (type  I) ,  and to  those tha t A  contribu tes also polynom ials (type  

2). A n  example o f a ty p e -l SGPE is the Secure M u ltiva ria te  Polynom ial Evaluation 

(S M P E ): B holds a secret m u ltiva ria te  po lynom ia l P . and A  wishes to  obta in a point 

in  the  graph o f P o f her choice. A Secure Nested Po lynom ia l Game (SNPG for 

short) is an example o f SGPE o f type-2: A holds a constant number o f c secret

po lynom ia ls Q2,  Q c and wants to  com pute PC(Q C( . . .  (P2(Q 2 (P i(q ) ) ) )  • • •)) for an

a  o f  her choice, where the polynom ials Pt , P2, . . . ,  Pc are con tribu ted  by B.

The  security conditions tha t we consider, are the fo llow ing: A  does not want to  

reveal anyth ing  about the data she contributes to  the  game, and B does not want to  

disclose his data beyond what is tr iv ia l ly  in ferred from  A ’s o u tp u t. In add ition  to  

the  above (tra d itio n a l) conditions, both players wish th a t i f  the secrecy o f some o f 

th e ir  p riva te  data is compromised, the secrecy o f the  rem ain ing secrets w ill remain 

unaffected (we call th is  property secret independence), o r more generally th a t th e ir 

da ta  are secure even i f  they axe not un ifo rm ly  d is tr ibu te d  over a ll possible inputs.

We present an efficient construction for SGPEs o f type-1 and an efficient trans­

fo rm ation  o f a type-2 game to  a type-1 game. We get a protocol o f two flows o f 

com m unica tion, one o f which is em ploying an im p lem enta tion  o f a single t-ou t-o f-n
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O bliv ious Transfer over values o f the proper fie ld , where I and n are sm all po lynom ia l 

functions (in  the size o f the po lynom ia l expression used in  the game). The security 

assum ption we em ploy is an extension o f the Decision Polynom ial Reconstruction 

assumption (from  section 3.1.5).

We present two cryptographic applications o f Secure Games w ith  polynom ia l Ex­

pressions, namely Oblivious Negotiations , and Oblivious A ffine Evaluations which can 

be u tilized  to  allow  the construction o f an effic ient Oblivious Scoring protocol.

G iven our setting and its  applications, we note th a t the  OPE problem , which was 

ou r in it ia l insp ira tion , can be solved as an instance o f our setting. Reducing our 

setting to  O PE encounters a num ber o f problems: (1) func tiona lity : A 's  con tribu tion  

to  the expression should be randomized, and (2) security: secret-independence is not 

enforced. These requirements, th a t fa il in  the reduction, are necessary for the new 

applications. F ina lly . (3) com plexity : naive reductions may blow up the com puta tion , 

exponentia lly. We note tha t s ta rting  from  the O PE protocol two-flow struc tu re  for 

tw o layer com puta tion  (po lynom ia l over da ta ), i t  is not at a ll obvious how to  reta in 

th is  protocol s tructure  for our m u lti- la ye r se tting , bu t. in terestingly, we show it  to  be 

possible.

5.2 Prelim inaries and D efinitions

Let V  :=  {P i,  P2 , . . . }  be a set o f predicates, and X  :=  { x i , x 2, . . . }  a set o f variables. 

A n  expression E is a rooted-DAG  (d irected acyclic graph) w ith  a ll arcs d irected to­

wards the root specified as follows: each node is one o f the fo llow ing: Pi, + ,  •, o r a 

na tu ra l num ber. I f  a node is +  or - then i t  has two ch ildren, i f  a node is a num ber it  

has a single ch ild ; i f  a node is P, then i t  has any non-zero number o f children: each 

arc entering Pi is labeled by a non-zero na tu ra l num ber; The leaves o f the DAG  are 

selected from  X . The value o f a path from  a leaf to  the  root, is the product o f a ll
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labels and num ber nodes tha t are in  its  course (and is set to  1. i f  there are no labels 

or num ber nodes). The degree o f a variable is defined as the m axim um  path value 

taken over a ll paths from  the variable node to  the root. Let £  be an expression, and

let Px   Pv denote its  predicate nodes: i f  we map each predicate Pi to  a po lynom ia l

w ith  the same num ber o f variables as the ch ild ren  o f Pi and o f the same degrees as 

the labels o f its  incom ing arcs, an in-order traversal o f £  can be seen as a po lynom ia l 

(in te rp re ting  each num ber node as exponentia tion): we denote th is  po lynom ia l by 

£ ( P i ,  Pv), and say th a t the polynom ials P i .  Pv “ f i t  in to ”  S.

I f  P  is a predicate node we denote by la be l(P .y ) the label o f the y -th  incom ing 

arc. Let |£| denote the size o f the DAG (num ber o f arcs). We define size(£) :=  

I^I +  E p I I  j( \a b e l(P . j )  +  I)  where the sum is over a ll predicate nodes o f £. In order 

to  store £ ( P i , . . . ,  Pv) we need size(£) space. One o f the  reasons for in troducing  

expressions instead o f ta lk ing  s im ply about po lynom ia ls is space: i f  coe f(P ) denotes

the num ber o f coefficients o f a polynom ia l P , then it  holds th a t coe f(£ (P t  P „))

can be exponentia lly  large compared to size(£) . In o rder to  com pute a value o f 

£( P i , . . . ,  Pv) using the expression representation we need C?(size(£) ) fie ld operations.

I f  £  is an expression, denote by d i .  dr the degrees o f its  variables. For a fixed

constant c, we say th a t an expression is c-bound i f  lc m (d i, . . .  , d r ) =  (9([size(£) ]c).

For the fo llow ing, fix  a c-bound expression £  w ith  v predicates and r  variables. A 

type-1 SGPE is as follows: player B has v secret po lynom ia ls Pt , . . . ,  Pv, player A  has 

r  secret values O i , . . . ,  Qr € F and wants to  ob ta in  £ (P 1?. . . ,  P „ ) (q i,  . . . ,  a r ). Some o f 

the polynom ia ls o f p layer B may be pub lic ly  known. I f  v =  1 and £ (P )  :=  P , then the 

game is called “ Secure M u ltiva ria te  P o lynom ia l Eva lua tion”  (SM PE). A  type-2 SGPE 

is defined s im ila r ly  w ith  the on ly  difference th a t some o f the  P i , . . . ,  Pv polynom ials 

are con tribu ted  by A . W hen £  has the form  PC(Q C( . . .  (Pa(Q 2 ( A ( - r ) ) ) )  • • •)) w ith  the 

Pi con tribu ted  by B . and the Qi con tribu ted  by A  then we w ill ca ll th is game a 

■‘Secure Nested P o lynom ia l Game”  (SNPG ). O u r game schema involves two flows o f
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Figure 5.1: Example o f an expression th a t defines the po lynom ia l Q ( x i . x 2 +
x 3P (x 4) +  x 5 (P (x 4))2 +  x 6(P (x 4))3), w ith  degree(x2) =  degree(x3) =  degree(x5) =  
degree(x6) =  d. degree lxt) =  d '. degree(x4) =  3d d ".

in fo rm ation , from  A to B and from  B to  A  (th is  la tte r flow employs a f-ou t-o f-n  O T ). 

Correctness and security requirements for both  types o f games are as follows:

D efin ition  60 LetE  be a c-bound expression with v predicates P i  Pv, and r  vari­

ables. Let H a -,H b  denote the sequence o f  secrets contributed by the two players to 

the expression. There are two P P T  algorithm s A ,, B and a de te rm in is tic  algorithm  C 

(parts o f  o u r protocol) so tha t: C ( B ( A { H a ) i H b ) )  =  B ( P \ . ----- P „ ) ( a i , . . .  , a r ) (inde­

pendently o f  the coin tosses o f  A .  B ). In fo rm a lly , A  is used by .4 to hide her secrets 

and give them to B ; B  uses B  to hide his secrets and apply them over the secrets o f  

A ; C is used by .4 to reconstruct the output o f  the protocol fro m  the reply o f  B  (which 

is obtained through a t-ou t-o f-n  O T ). The com putation cost is po lynom ia l in  size(£) . 

Security o f  A . In fo rm a lly , the security o f  .4 is established by showing that B  cannot 

deduce anything meaningful out o f the protocol transcrip t he receives. More fo rm a lly , 

f o r  a ll P P T B ' playing B 's  part and a ll d is tribu tions T>\ under which H a  is distributed  

there is a P P T  B "  such that the fo llow ing is negligible:

| Prob[Z =  H a  : z < r - B ' ( A ( H A))\ -  P ro b [ Z  =  H A : Z  < - B"} \
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S e c u r ity  o f  B . In fo rm a lly , security o f  B can be claimed by comparing with the ideal 

implementation. Let Ao be the P P T  used by p layer .4 to generate the query to player  

B in the f i r s t  communication flow. Let is what player .4 obtains in the

ideal implementation o f  the protocol Also, let T ( H a - 'H b ) be the protocol transcript 

obtained by player .4 at the end o f  the protocol. We show that f o r  any P P T  A !  and 

any "H_\ there is a P P T  A ! '  s.t.

| P v o b [A ! {T { 'H A. H B )) =  11 -  P r o b \A " {1 { 'H a . H b )) =  1] I

is negligible ( the probability is taken over the in terna l coin tosses o f  A ' .  A "  and ~HB 

is distributed according to T>B).

Note tha t we have restricted the app licab ility  o f our protocol to  c-bound expres­

sions. A lthough  we do not rule out the existence o f a construction for unbounded 

expressions, c-bound expressions are sufficient for a ll app lications discussed here.

The security o f the pa rty  A for the OPE protocol o f [NP99] was based on the 

po lynom ia l reconstruction problem (see defin ition  1 0 ), which is also related to  the 

security o f A  in  our construction. We recall the de fin ition  below:

D e f in i t io n  61 P o ly n o m ia l R e c o n s tru c t io n  (P R ) .  Given n, k. t and the distinct 

points ) }"= i o f  F2, output a l l (p, L) such that p G F [x], degree(p) <  k, I  C

{ l , . . . , n } ,  |/1 =  t and V i €  /(p (c ,) =  y,).

Let us com ment b rie fly  on the re lation o f SGPEs and O PE. In  particu la r i f  i t  

is possible to  sim ulate a SGPE using OPE; there are tw o possibilities: (1) i f  on ly 

un ivaria te  polynom ials appear in  the expression the tw o players can use m any ind i­

v idua l OPEs to  ob ta in  in term ediate results and fina lly  player A  w ill compose the final 

ou tpu t. Nevertheless to  conform to  the security requirements random ization o f the 

pa rtia l results is necessary something tha t appears to  be hard unless the expression
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degenerates to an affine transform ation. (2 ) in  the case o f m u ltiva ria te  polynom ia l 

evaluation e.g. P (a , 3 ) .  it  can be performed by O PE as follows: A  sends to  B, random 

s (x ) ,s '(x )  £  F[x] s.t. s (x 0) =  a  and s '(x 0) =  J  (-To is kept secret by A ): A  and B 

engage in O PE so tha t A  obtains P (s (x0). s '{x0). Th is approach has the deficiency 

tha t the values contribu ted  by A  are not “ independently secure", i.e. pa rtia l know l­

edge o f some o f the values (or a sm all search-space for one o f the values) can lead to 

the recovery o f a ll secret in pu t o f A  w ith  non-negligible p robab ility .

5.3 SPG Es o f typ e 1

In  the fo llow ing construction, a £-out-of n O T  protocol is used as a p rim itive .

•  Protocol parameter, a c-bound expression £  o f v predicates.

•  Input o f  B : Polynom ials P\ . . . . .  Pv th a t f it in to  6.

•  Input o f  A: r  elements o f F. Qt , . . . , Q r .

•  Output o f  .4: £ { P i , . .  - , Pv) (o i  o r ).

•  Security parameters: n . l .

•  Let P (x t . . . .  , x r ) :=  £ {P \ , . . . ,  P „ ) ( x i , . .  - , x r ), and denote by df the degree o f 

x ( in  P. Set d :=  / r lc m (d ! , . . .  ,d r ), and k  :=  min< ^  +  1.

S te p  1 . A  generates r  instances o f the noisy PR, {(x ,, y i,r ) } " = 1  w ith  solution (pt, I ), 

such th a t pr(0) :=  a ( , degree(p*) =  k  — 1 , x,- ^  0 and Zi ^  for a ll i ,  j .  j  ^  i. Then,

A . form s the ( r  +  l)-tu p le s  { ( - ; ,  t / u ,  yi.r}}?= and she sends them  to  B.

S te p  2 . B hides P  in  a random  polynom ia l Q: Let C, C  6  F[x] be random po lynom i­

als o f degree d such th a t C (x )  =  C '(x )  =  0. Define a po lynom ia l Q £  F[x0, x t , . . . ,  x r ] 

as follows: Q {x 0, . . . , x r ) =  P ( x i , . . . , x r ) +  C (x 0) +  x f l . .  .x jfr C '(x 0). The storage
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space needed for Q is size(£) +  2 d. C om puting  a value o f Q  requires (9 (size(£) +  d)

field operations. For each tup le  ___y i r ) B computes the value Q (z „ y i . i,

 i/i.r)- Note th a t the polynom ia l R (x)  :=  Q ( x .p i( x )  p r(x ))  on 0 gives R(0) =

P(cvi a r ). The degree o f R is dft =  d +  d xdPl +  . . .  +  drdPr <  2d. Therefore, i f  A

learns t :=  2d +  I values o f R. she can in te rpo la te  i t  and com pute R{0).

S te p  3 . A  and B engage in  a t-ou t-o f n O T in  which A chooses to  learn the values

Q ( r , .p i ( r , )  pr (z i)) . Now A knows 2d +  1 values o f the polynom ia l R and can

in terpo la te  it  to  com pute /?(0) =  P { a t  a r ).

Im p le m e n ta t io n  a n d  C o m p le x ity .  C learly. A  can com pute P { a  o r ) for any

« t  o r o f her choice. The tim e-com plexity  o f the protocol is C ? (m +d log  t/log  log d

+ / . 4 (C n )) for player A and 0 { n d  +  rcsize(£j +  / s ( C n ) )  for player B. where ),

/ s ( ( . n )  denotes the runn ing tim e o f the t-o u t-o f n O T  protocol for each player re­

spectively. The  com m unication com plex ity  is 0 ( r n  +  c { t .n ) )  where c ( t .n )  is the 

com m unication com plex ity  o f the t-ou t-o f rt O T . We point here tha t i f  the expres­

sion £  is 0-bound. then the com plexity  o f player A does not depend on the size o f the 

expression. For a t-ou t-o f-n  O T  protocol the reader is referred to e.g. [NP99] where 

f-o u t-o f n O T  is e ffic ien tly  and uncond itiona lly  reduced to  1-ou t-o f 2 O T .

5 .3 .1  C o m m en ts  on th e  S ecu rity  o f  A

Player B, ou t o f his pa rtic ipa tion  in  our protocol, receives an instance o f the fo llow ing 

problem , which we call the M ultisam ple  Po lynom ia l Reconstruction (or M P R ).

D e f in i t io n  62  M P R .  Given n. k. t, r .  and the distinct tuples  !/i.r)}r= i

so that each { ( r , ,  y , / ) } ”=1 is a noisy PR  instance with parameters n . k , t  and solution 

(pt J ) ,  f ind  (p l , . . . , p r , /> .

M P R  appears to  be hard on the average a fact th a t is ju s tifie d  as in  the case o f PR 

vs. noisy PR: given an instance o f M P R  it  is possible to  randomize the polynom ials,
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but (as in  the case o f PR) it  is not apparent how to  randomize the noise. VVe w ill 

fo rm u la te  th is as a com plexity  assumption:

C o m p le x i ty  A s s u m p t io n .  For any r  there are n .fc . t  po lynom ia lly  related pa­

rameters so th a t any probabilis tic  a lgorithm  solving the M P R  has neglig ible success 

p ro b a b ility  in n.

Solving M P R  e ithe r involves using techniques against a specific noisy PR instance 

tha t is included in  the M P R  instance (since the recovery o f some (p t , / )  im m edia te ly 

im plies the recovery o f ( p t , . . . , p r , / ) )  or in a more d irect fashion try in g  to  take ad­

vantage o f the re la tion between the noisy PR instances included in  the M P R  instance. 

The best a lgo rithm  for solving PR is [GS98], which succeeds when t >  y/kn.

A lte rna tive ly , i t  is possible to  solve M P R  in a more direct manner. Th is  can 

also be seen by our observation tha t the M P R  problem  corresponds to  the decoding 

problem  o f interleaved Reed-Solomon Codes (under a certa in  noise-assumption). This 

re la tion is explained in  depth in section 6.1. There, we de ta il an a lgorithm  th a t solves 

the M P R  for choices o f the parameters tha t satisfy r  >  j .  Some recent observations 

ind ica te  tha t th is  m igh t be im proved to  choices r  >  lo g » [Cop02j. For o ther choices 

o f the parameters i t  is not apparent tha t M P R  is solvable.

The  re la tion o f M P R  to  the security o f A  is detailed in section 5.5.

5 .3 .2  C o m m en ts  on th e  S ecu rity  o f  B

The security  o f player B is established by showing tha t the ou tpu t o f player A  out o f 

a pro toco l execution (the  protocol transcrip t obtained by A ) is essentially identica l 

to  w hat she gets in  an ideal im plem entation. Th is holds true independently o f A ’s 

behavior. In an ideal im plem entation, A  gives to  a trusted th ird  pa rty  C a ll in for­

m ation  send to  B in step 1 o f the protocol together w ith  the randomness she used 

—  note tha t th is  reveals her secret values Q i , . . . , o r . P layer B gives to  C its  secret
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in p u t P i , . P u. In  tu rn , C’ returns to  A . e ithe r a value o f S { P i , . . . .  Pv) ( x i , . . .  , x r )

o r a linear com bination o f some values o f £ { P i .  Pv) ( x i ,  x r ). In section 5.6, we

w ill show the fo llow ing regarding the security  o f player B:

L e m m a  63  There is a PP T Q that given the output o f  the ideal implementation o f  the 

protocol f o r  p layer .4, and all in fo rm ation  available to player .4. generates a protocol 

t ranscript that is statistically indistinguishable from  legitimate protocol transcripts  

generated during norm al operation, under the assumption that t-out-of-n O T  can be 

implemented ideally.

T h e o re m  64  O ur construction satisfies defin it ion 60 f o r  the security o f  B, under the 

assumption that the underlying t-ou t-of-n O T  is secure.

5.4 SG PE s o f type 2

In th is  section we present a transform ation  o f type-2 games to  type - 1  games. F irst 

we deal w ith  SNPGs: we w ill consider on ly  the two round case and i t  w ill become 

clear how to  generalize to any constant num ber o f rounds. Suppose B possesses the 

secret polynom ia ls P2, Pi €  F[x] and A  the secret polynom ia l Q 2 6  F[x] o f degree 6 

(known to  B ). A  wants to  com pute P2 (Q 2 (Pi{<*))) for an a  o f her choice. B defines

the expression £ { P i ,  P2) [x0,  x s,x )  =  P2(x 0 -I- x t P i(x )  +  . .  . x 4- (P i(x ) )6).

I f  Q 2(x ) =  a0 +  a ix  4- . . .a g x s then A , using the type-1 protocol, can com pute 

the value £ {P 2, P i)(a 0i • • • ^os,ct) for an a  o f her choice. Now by the de fin ition : 

£ ( p 2 , P i) (a 0, . . . , a s,a )  =  P2(a0 +  a iP i ( a )  +  . . .  a6(P i (a ) )d) =  P2(Q 2(P i(a ) ) ) .

The case for any type-2 game can be sketched as follows: player A  should ob­

ta in  £ { P \ , . . . ,  Pv, Q i , . . . , Q i / ) ( a i , . • • , ctr ) where the polynom ials P i ,  Pv are con­

tr ib u te d  by B, and the values Q i, . . . ,  a r , and polynom ials Q i , . . . ,  Q ^  are contribu ted  

by A . For s im p lic ity  we assume th a t the  polynom ia ls Q i are univaria te. Let the de­

gree o f Q i be Si. B substitutes in  the  expression £  each occurrence o f Q i(V )  w ith
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xo +  X iV  +  . . .X j.V '5, for a ll i  =  1 ......... v'; the resu lting expression is £'.  Note tha t

£ ’ is independent o f the sequence o f the substitu tions (each substitu tion  works on 

a d is jo in t po rtion  o f the D A G ). It is not hard to  show tha t \£'\ =  (9(size(£) ). and 

consequently size(£') =  (9(size(£) ): note also th a t i f  £  is c-bound then £ '  is also 

c-bound. By engaging in  type - 1  game w ith  £ '. player A  can “ p lug-in " a ll coefficients

o f her polynom ials (along w ith  o t ......... o r ) and therefore the type - 2  game transform s

to  a type - 1  game.

T h e o re m  65 The correctness and security o f  ou r  construction f o r  type-l games, 

implies the correctness and security o f  the type-2 protocol described above according 

to defin ition 60.

VVe note th a t in general SNPGs are not produced by c-bound expressions: an 

expression for an SNPG is c-bound on ly i f  the num ber o f polynom ials contribu ted  by 

both  players is constant (constant nesting).

5.5 Security o f Player A

In  th is  section we w ill consider the security o f player A  in  more deta il. O ur working 

assumption is tha t the O b liv ious Transfer tha t is im plem ented in the second commu­

nica tion  flow o f the pro toco l is im plem ented in  an ideal manner.

We denote by S '  k t the set o f M P R  instances w ith  parameters r, n. k. t. For some

I  C { 1 ___, n }  w ith  | / |  =  t we denote by S ^ k t ( I )  the subset o f S „ k t such tha t any

X  £  S „ k t [ l )  has a so lution o f the form  ( /q . . . . ,  pr , / ) ,  fo r some polynom ials p i  ,p r .

O bviously, S „ k t =  U|/|==t̂ ^ j fc t ( / ) .  W ith  s im ila r argum ents as in section 3.1.1 we can 

show th a t any instance o f S^ k t has a unique so lu tion w ith  very high probability .

Let I? be a p ro b a b ility  d is tr ib u tio n  over Fr . We expand the scope o f T> over S^ k t 

so th a t the values ( p i( 0 ) , . . .  ,p r (0)) are chosen according to  T> —  and the rem aining
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elements o f the instance at random (in  a s im ila r m anner we can expand the scope o f 

T> over S ^ k t ( f )  for some / ) .  G iven an instance A ’ G S ^ kt  denote by s(A ’ ) the tup le

(p i(0 ) ........Pr(0)) where (pt  pr . I )  is the so lu tion  o f .V. Using a s im ila r argum ent

as in  the proof o f lem m a IS. we can show the fo llow ing:

L em m a 66 Let T> be a probability d is tr ibution over P .  Let A :  S rnk t  —> V’ be some

PPT. Then it holds that there exists a P P T  A !  s.t. f o r  a ll v € V' and I  C { 1  n }

with | / 1 =  t .

| Prob.v€^ ; ,  ,M(.V) =  r] -  Prob.M p<M (nM'(.V) -  r| I

is negligible in n.

Proof. S im ila r to  the proof o f lemma 18. ■

Follow ing the argum ents for the PR -prob lem , the lemm a above shows th a t the 

pa rticu la r choice o f the index-solution-set for a M P R  instance does not affect the 

so lvab ility  o f M P R .

The in tra c ta b ility  assumption th a t we use is a d irec t generalization o f the  DPR 

(see also de fin ition  19). F irs t we define the no tion  o f gap-predicates for the case o f 

M P R :

D efin ition  67  .4 p a ir  o /P P T  predicates «4j, A 2  is called a gap-predicate-pair f o r  the 

parameters n . k . t . r  i f  f o r  a ll I  C { 1  n }  with | / |  — t it  holds that:

neglig ible Vj £  [
| P ro b [> i1( j.  A ') =  1 ] — P ro b [> l2 ( i .  A ') =  I] |=  |  non—negligible for some i  G I .

i  <  n — k

where the probabilities are taken over a ll choices o f  X  G S „ k t { l )  and in terna l coin­

tosses o f  the predicates A i . A j .
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D ecisiona l-M P R -A ssu m p tion . (D M P R [n . k , t. r ])

For any sound parameters [ n . t . L r ]  there does not exist a gap-predicate-pair.

Soundness o f parameters depends on the current state o f the art a lgorithm s against 

M P R  as discussed in  section 5.3.1.

The security o f player A . depends on the hardness o f pa rtia l in fo rm ation  extraction  

o f a M PR-instance (see defin ition 23). Following s im ila r arguments as in section 3.2. 

we can show th a t M P R  leaks no pa rtia l in fo rm ation  based on the D M P R . The heart 

o f the proof is the follow ing lemma:

Lem m a 68 Suppose that there is a poly-time computable g : F —> R and a probability 

distr ibution  X> f o r  which M PR  with parameters n . k . t . r  leaks part ia l in formation.

Then there exists a PP T B such that f o r  a ll I  C { 1 ...n }  with | / |  =  t. i f  3 t{n )  :=

P ro b <,€t..je:.vgti.5  ̂ t (i) [ B ( i . p .X )  =  I] with i  €  { 0 , ----- n }  i t  holds that

1. For a ll i  I  |,J,-_i(n) — J ,(n )| is negligible.

2. There exists an i 0 £  I  such that |^ l0_ l (rt) — J,0(n ) | is non-negligible and i 0 <

n — k  +  1 .

Proof. S im ila r to  the proof o f lemma 24. ■

As a result, i t  is possible to  transform  any adversary playing the role o f player

B. th a t extracts some partia l in fo rm ation  o f A ’s secrets from  the protocol transcrip t, 

in to  a gap-predicate-pair for the M P R  problem , som ething tha t violates the D M P R  

assumption w ith  parameters [n .A :— l , f . r ] .

C orollary 69 I f  B breaks the security o f  A in our protocol then. assuming that 

the underlying t-out-of-n O T  is secure. D M P R  is violated f o r  parameters n . k  :=  

min< ^ . f  :=  2d +  l , r .
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5.6 Security o f Player B

Id e a l Im p le m e n ta t io n .  Description o f the  operation o f the trusted th ird  party

C in the ideal im plem entation: C' receives from  player A  { ( r ; .  yt, i  y i.r ) } !L i and

I  C { I  n }  th a t corresponds to  the choice o f A  in the obliv ious transfer operation

— note th a t for s im p lic ity  throughout the p roo f we assume tha t /  =  { 1 ......... f } .  C

receives also Px,  Pv from  player B. For s im p lic ity  denote by P ( x t , . . . , x r ) the

polynom ia l S ( P i  Pi.)(x i  •*>)•

C' in terpo lates the polynom ials 6 1  br th a t correspond to  the positions o f I

in the given in p u t by player A . i.e. M - i )  =  y u  for * =  I ............ t . l  =  1.......r :  let

3e =  degree(6 *) . Define S (x ) :=  P [bx{ x ) ,  M x )) and B (x )  =  bf* ( x ) . . .  b*r (x ). I t

holds tha t m :=  degree(P) =  3 id x +  . . .  +  3rdr >  degree(5) . In the case m <  d. C 

returns to  A the value /?(0). I f  m >  d. consider the fo llow ing array:

\ [  : =
U 

M 
*

_ 2

_ 2
- 2

- 1

- 2

B [ z x) = x

B(Z-2 )Z2

B { = i ) z *
b { z 2 )= i

I , 2
- 1 . . . ~t B ( z t ) z t B ( z t )z?

S (

The dimensions o f X I  are (2d +  1) x  (2d) (note th a t t =  2d +  I ) .  Because o f the 

fact tha t m =  3 \d x +  . - - +  3rdr >  d  i t  follows easily th a t XI is o f  fu ll rank: 2d. As 

a result i t  is possible to  e lim ina te  the first row in  the m a tr ix  by m u ltip ly in g  by some

A2,  A, the rem aining rows, and adding a ll o f them  to  the first row. C returns to

A the value g  :=  S (c i)  +  A25 (x2) +  . . .  +  Af5 (x f ).

A lg o r i t h m  Q. Goal: given the o u tpu t o f the  ideal im plem entation and the values 

selected by player A  (together w ith  .Vs randomness) generate a protocol transcrip t. 

F irs t we com pute the polynom ials bx, . . . , b r and the value m as before.

C ase 1. m =  d. We are given a value V '(:=  5 (0 ) =  P (& i(0 ) ,. . .  ,6 r (0 )) and the input

w ith  I  C  {L  n } ,  | / [  =  t.
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We select 'Id  random values q i  qt and vve solve the fo llow ing system for the

unknowns a i ........

\  =t

or equiva lently:

f - i  =i =i 
o _2 

- 2  - >

f - l

/

. f - i

( V \
« i

\  a<-‘ /

(  x  \  
<72

V <71 J

(  - V  \  
qi -  V

o =t =f . . .  z \ ~ l J  \  a t_, /  \ q t - V

The transcrip t in th is case w ill be the (2d +  I)-vec to r conta in ing qi =  x. q i ............qt.

C ase 2. m <  d. We are given a value V’( :=  5 (0 ) =  P (& i(0 ).-----M O )) and the

in p u t { ( - , . 1/ u .</i.r}}r=i w ith  I  C  {1 _______.n } .  | / |  =  t. We select d +  rri random

values qa-m+ 2  qt and we solve the fo llow ing systems o f equations for the unknowns

l d + m . X j . j  =  1 d — m -f- 1:

(  1
I  - d -

. 2

.2

t i - m + 2  z d - m + 2

\  1

or equ iva lently:

, 2
-t

- - ;-1 \  /  V  \
_ d + m  
~ d —m + 2

d + m  l i
- «  /  \  d + m  /

/

\

,2
_2

- d —m + 2  - J —m + 2

_ d + m

_ d + m  
" d —m + 2

\
_ d + m

/

\

\  <̂ d+m /

qd—m+2

\  *

(  - V  
9d—m+2 — k

^  <7t -  V'

The transcrip t in th is  case w ill be the (2d +  l)-ve c to r contain ing

■<7r
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Case 3. m >  d. In th is case we are given the value g ( :=  5 ( - i )  +  A2^>(r2) +

. . .  +  We select random q-y qt . We com pute the A2 At values from  the

m a tr ix  M  (as in the ideal im plem entation). We com pute an x  such th a t x  +  A >q> +  

. . .  +  \ tqt =  g.

The transcrip t w ill be the (2d +  l)-vec to r conta in ing qi =  x.q-i qt.

C la im .  The transcrip ts generated as above are indistinguishable from  leg itim ate  

protocol transcripts.

Regular protocol transcrip ts are generated as follows: choose a random (2d)-

vector v :=  (a t ......... a j .b t .........6 j). Define .V/ as in the ideal im plem entation. Let /

be the vector ( 5 ( c i) ......... 5 ( r t )). Then the transcrip t generated by the protocol is the

(2d +  l)-vec to r qT :=  f T +  .1/ - vT. A lte rna tive ly  we m ay view the transcrip t as the 

vector (R (z L) /?('<)} where R {x)  :=   br (x ))  =  5 (x )  +  a x '  +

b (x ) T . L i bix ‘ -

C la im  A . A ny protocol transcrip t can be generated by Q.

P ro o f .  Let q' :=  (q [............ q[) be a protocol transcrip t fo r the polynom ials P.  br

and values r i  zt. We w ill prove tha t Q can generate th is transcrip t.

F irs t assume tha t m  =  d. We have to  show th a t there is a choice o f randomness

for Q so th a t the generated transcrip t is equal to  q '. We select randomness such th a t

q2  — q'i Rt =  q't• Subsequently for th is randomness we have to show tha t the value

x  com puted by Q is exactly  q{. The value x  is com puted by the fo llow ing system:

/  I ~2 - f" 1 \1 - I  -1 . . .  -1
(  v  \ (  x  \I -  -.2 _ t-l 1 - 2 _2 . . .  - 2 . a i — <72

1 -  -2 - f - t\  i • • • ~t y \  af- i  > \ R t  J
so we want to show that if  x is substituted by q[ the equality remains solvable.
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( \  --| . ..
L

\  1

or equivalently tha t

-2  - >

--rl \
— >

- t - i  
-* /

I r ,

\ l  -~f

which is o f course solvable

,-r1 \
- t - i

_ t - l  
~ t

(  V  \  
a\

\  a ' - ‘ )

(  f t (0)  ^
a i

< *  \
Q'i

\  qt /

f  ft(-i)  ̂
/?(-->)

/  V a^-» /  V /

since /?(x) is a po lynom ia l o f degree 2d.

Now consider the case m <  d. The randomness used by Q now is on ly  d + m

elements. We select the randomness qd-m+ 2  — tfd-m+i 9t =  (l r  We want to

verify  tha t the values x t  Xd_m+i defined by Q are exactly equal to  the values

q[ .......... <7d—m+i- other words we want to  show tha t for any j  =  I  d — m +  1 i f

we substitu te  the value Xj by q'} in the fo llow ing system, it  remains solvable.

n  =j . . .  .~ r l \  /  v  \  /  x, \
I rd - . 2

d - m + 2  - d - m + 1

ZJ~l ^..d+m 
” d—m+2

^ d + m  
~ t

(  V  \
Ja

\  ad+m /

9d—m+2

V <7t' /
i f  we substitu te  x } by qf} and V  by Q (0 ,b i (0 ) ,  M O )) then we have:

(  1 .2

- d - m + 2  - d - m + 2

\ 1 ~ t

f '  Nd + m  
‘’ d - m + 2

*d+m

f l (0 )  \

/

(  m = j )  \
R (  - d - m + 2  )

\

which is o f course solvable for a il j  =  1 d — m +  1 since R (x )  is a polynom ia l

o f degree d +  m.

F ina lly  consider the case m >  d. The randomness used by Q is 2d elements: we 

select them  <72 =  q^ qt =  q[- We want to  show now tha t the value x  as defined by
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Q is equal to  q[. Q defines x  as follows: x  :=  g — X2q2 — . . .  — Atqt, where A2. . . . .  A( 

are define using m a tr ix  M .  So we want to  show tha t x  =  q[ o r equ iva lently that

Qi =  9 ~  A2 <?2 ~  -  Atq't . i.e. g =  q\ +  A,?', +  .. - Atq't (since q!2 =  q2 q[ =  qt ).

Recall tha t t/' is defined as ( f T )j +  (.V/ - cT )j i.e.

d d

Vj =  S(=j )  +  ^  a '~j  +  5 1  b,=J
i = i  i = i

where a t  a^.b i  6* is the randomness selected for the generation o f the pro­

tocol transcrip t (by player B ).

By the de fin ition  o f A2......... At we have tha t

A t  Co A (  cj =  — cj . 1 =  1 (I

and

As a result

A 2B {z2)z\ +  • • • +  A t B (z t )z[ =  - B { z x)z\ 

q[ +  A2q2 +  . . .  Atq[ =

d  d

s { =i)  +  5 Z  b' z ‘i
1 = 1  i= i

d  d

+ A 2 ^ 5 (c 2) +  y *  a,c2 -I- B { z2) ^ 2  ^ - 2 )
1 = 1  1 = 1

+ . . .
d  d

+ A r(S (c t ) +  5 2  a ,-; +  B (c t ) £ & , c ; )
1 = 1  t=i

=  6’( c i ) +  A2S (c2) +  . . .  +  S{zt ) =  g

C la im  B .  A ny “ transcrip t" generated by Q can be generated as a protocol transcrip t.

Let q be the ou tpu t o f Q fo r some polynom ia ls P.bx,  br and values zx zt.

VVe w ill specify the randomness (a t , . . .  . . .  .6^) tha t has to  be selected in  the
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transcrip t generation so th a t the generated transcrip t q' =  (q [  q't ) is exactly equal

to  q =  ( q i .  qr ). This means tha t the randomness v =  (a t  a j . b i .  6^) used

by player B in the generation o f the transcrip t should be such th a t f T +  \ I  ■ vT =  qT. 

or equ iva lently tha t \ [  • cT =  qT — f T (a system o f 2d +  1 equations).

Consider the case ni =  d. In th is case M  is a m a trix  o f fu ll rank 2d. and in 

pa rticu la r i f  we denote by .Vft2 the square m a tr ix  th a t results from  the exclusion o f 

the first row o f .1/: it  is easy to  see th a t M f  is o f fu ll rank. As a result we can define

v =  ( r i i   a ^ .b i  bi) to be the so lution o f the system: A /2 • vT =  [q2]r  — [ / 2]T.

where [q2] and [ / 2] refer to  the vectors c and /  w ith  the ir first value excluded.

To com plete th is step we have to  show tha t w ith  the given randomness as defined 

by the system the value q[ defined as 5 (c i)  +  5Zf= l +  f i ( - i )  &i~i w ill be equal 

to  qi as defined by the a lgo rithm  Q. Q defines qt =  x  as follows:

I-  - -I-1- V  - t . . .  - [ 1 - - t - l  - L  - i  . . .
<72 — V -2 • • • -•>" *

/
0 c, . . .  z*2- 1

qt - V  =t . . .  ~;~l 0 r f . . .  r * - 1

where V  :=  S'(0) =  P (6t (0 )......... 6r (0 )). This is equivalent to

x -  V  
92 — V

_ t- i - i  • • •  - i
-2 • • • ~2

qt -  V _ t-l 
~t ■ ■■ - t

Consequently we want to  ve rify  th a t for q\ =  5 (c i)  +  $^f= l a>-{ +  # ( - i )  

i t  holds th a t:

< 7 i  -  v  - i  -  • • - 1

< h - v  z, . . .  = r ‘ = o

_ 1/ „ , t - lqt — v ~t • • • - t

The choice o f a j , . . . ,  a j ,  b i , . . .  ,b j  was made so th a t q2 =  q j , . . . ,  qt =  qft \ as a result 

the equation above can be w ritte n  as follows
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R { = i ) - R ( 0) 
/? (-> )- f t ( 0 )  = 2

_ t- i
- ‘ - i
- • >

=  0

R(zt ) -  R(0) =t .

where R {x) =  Q (x .by (x )  br (x ) ) ,  recall tha t Q (xo.J‘ t  x r ) :=  P ( x i  x r ) +

a‘x o +  x i l ■■■xir btx ‘0 (note tha t R(0) =  >’(0) =  V’ ). I t  is easy to see tha t 

the degree o f R is at most 2d =  t — I. As a result the determ inant above is equal to  

0.

Consider the case m <  d. In  th is  case \ [  is not o f fu ll rank, and in  pa rticu la r it  is 

o f rank d +  m. Denote by .1/“ where u :=  d — m  +  2 a square m a tr ix  belonging in the 

lower d + m  rows o f \ l  o f rank d +  m  ( i t  is easy to  see tha t such a m a tr ix  exists). Let 

e' be a d +  m subvector o f v th a t corresponds to  the columns o f .V/“ and denote by 

v"  the rem aining elements o f v. Also denote by the rem aining d — m  columns o f 

length d +  m that correspond to  whatever is le ft in  the lower d +  m rows of .1/  a fte r 

the removal o f .1/“ . We select v "  at random: given v"  we define v' from  the system: 

.V/“  • [ v 'Y  =  [<7“ )r  — [ / “ ]r  — A /^ [c "]T . the nota tion <7“  (resp. / “ ) means the rightm ost 

d + m  values o f the vector v (resp. / ) .

We want to  show th a t for the com putation o f v =  {<*1 ,  a j . b i  bj) as de­

scribed in the previous paragraph it  holds tha t the values q' =  R(=j)  =  S(= j)  +

- j  +  B { - j )  biZlj ,  for j  =  1 d — m  +  1 are equal to  the values q} =  x }

defined by Q as follows:

Rj :=

- V - 1 _  _ d + m

q2 -  V
J J,

^ d + m  
- u  .  • . ~ u

/

0
J J,

_ d + m  
- u  • • • - u

•• 
1£ «  ^ d + m  

~t  . . . 0 ~t  • • •  - t

where V’( :=  5(0) =  P (6 i(0 ) . . . .  ,6r (0 ))). Th is is equivalent to
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< 7 j ~  V  
q2 — V

~j
^ d + m

^.d+m
u

^d+m
~t

=  0

qt -  V  zt .

I f  R(x)  :=  Q {x .b x( x )  M - r ) )  =  +  Y l1 = ia ix ‘ +  B (x )J2 'f= l b,x‘ . R is o f

degree at most d +  m. By the choice o f v =  ( a i a j .6 i  bj).  i t  holds tha t

R{z t ) =  q, for i =  u  t.

As a result vve want to  show tha t, for a ll j  =  I  d — m +  I.

R { z j ) - R {  0) c, 
R(zu) - R (  0) cu

-f

=  o

f l ( r , ) - / 2( 0 )

which is true since R is o f degree at most d +  m.

F ina lly  consider the case m >  d. In th is  case .1/ is a m a tr ix  o f fu ll rank 2d. and

in  pa rticu la r i f  we denote by . I /2 the square m a tr ix  tha t results from  the exclusion o f

the first row o f M  it  is easy to  see tha t M f  is o f fu ll rank. As a result we can define

v =  (a \  a j . b i  bi)  to  be the solutions o f the system: . I /2 • vT =  [<7f2]T — [ f? ]T>

where \q*\ and [ f f ]  refer to  the vectors v and f  w ith  the ir first value excluded.

To complete th is  step vve have to show th a t w ith  the given randomness as defined 

by the system the value q[ defined as 5 ( ^ t )) +  +  B (z i)  w ill be

equal to  qi as defined by the a lgorithm  Q. Q defines q\ — x  as follows:

x — 5 ( r t )  +  A 2( 5 ( - 2)  —  92)  +  - - •  +  \ t { S { z t ) — qt )

Since we want to  show tha t q'l =  qi, we have to  show tha t for the choice o f

c t i, . . . .  a j.  bt   bd we made i t  holds th a t

d d

q[ — $ { z i )  +  5 2  aiZi +  5 2
1=1 t=i
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=  ^ ’ ( - l  )  +  —  9 2 )  +  • •  - +  A f ( > ( c t )  —  qt )

but the choice o f  a ^ .b i  bj we have made im plies th a t qi =  5 ( r / )  +

a ‘~l +  bi~i fo r / =  2 t. As a result we have to  show tha t:

d d

1=1 1=1

d d d d

=  A >( ^  * a tz-j +  B ( ~ > )  y  *  b t ~ j ) +  . . .  +  A t ( ^  " a , z lt +  B ( : t ) ^  " & ; - ) )
1=1 1=1 1=1 1=1

som ething tha t follows im m ed ia te ly  by the de fin ition  o f A2 Af .

To complete the section we overview our proof technique in figure 5.2.

5.7 O blivious Bargaining and O blivious-Strategy  
N egotiations

In th is  section, we present tw o examples o f an in te raction  tha t can be modeled by 

type-2 SPGEs. In Oblivious Bargaining , A  is the prospective buyer o f a product 

or services and B is the seller. A  wants to  make a m onetary offer to  B w ithou t 

revealing the exact am ount in it ia lly . B has a po lynom ia l /  tha t given an am ount, 

re tu rns the acceptance ra te  for the transaction (in  some predeterm ined range). A 

has also a po lynom ia l g  th a t given an acceptance rate makes a counter offer. Players 

do not want to  reveal much in fo rm ation  about the ir bargaining strategies, therefore 

a round by round po lynom ia l evaluation leaks too much in fo rm ation . A  and B can 

decide on a num ber o f barga in ing rounds, and using the  SNPG protoco l A  obtains 

- - ( / ( o ) )  • - .) ) ) ,  where a  is the in it ia l offer by A . Based on the result. A  can 

e ithe r proceed to  buying the  product (the  polynom ials w ill be revealed) or abort the 

transaction. The security o f ou r protocol im plies tha t in  the case the  transaction is 

aborted, the bargaining strategies and the in it ia l offer w ill rem ain secret. I t  should

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based C ryptography 1 1 2

be noted tha t players may choose different bargaining strategies for each round (e.g. 

com prom ise in the last rounds) or even bargain sim ultaneously for m any different 

things (m u ltiva ria te  SNPGs).

In an Oblivious-Strategy Negotiation player A has a proposal a  and wants to 

ob ta in  the evaluation o f her proposal w ith ou t revealing much in fo rm ation  about the 

proposal or her tactics. Consider the fo llow ing setting: A  is a representative o f a 

com pany tha t makes a proposal a  on a specific pro ject. B as the representative o f the 

fund ing company has two po lynom ia l functions: f Q tha t gives the approxim ate level o f 

fund ing for a given proposal, and f i  tha t gives the approval percentage based on how 

much o f the pro ject w ill be completed in  a given tim e  period. A . has also a polynom ia l 

function  g\ tha t given the funds, approxim ates the percentage o f the pro ject th a t w ill 

be completed in a given tim e period. Engaging in a SNPG. A ob liv ious ly  obtains the 

value /i(< 7 i(/o (o ))) th a t is the approval percentage for the proposal a . Note tha t our 

security specifications ensure tha t B is not revealing the funding level assigned to  .Vs 

proposal, but m erely the final acceptance rate based on the percentage o f the project 

com pleted in the given tim e. The same offer can be used by A to  ob ta in  approval 

rates by other prospective funders in the place o f B. A fte r the end o f a ll games. A 

w ill proceed to make an open offer to  the funder tha t gave the highest approval rate.

5.8 O blivious Affine Evaluations

Consider an expression £ { f . p i  pr ) where /  is restricted to  be a p u b lic ly  known

affine transform ation. / ( x t  , x r ) =  a ix L +  . . . a rx r +  a, w ith  a i ,  ar .a  6 F.

and £ ( f . p i ,  pr ) :=  f ( p i ( x i ) ,  ■.. ,p r (x r )). Th is fam ily  o f SGPEs, which we call

O bliv ious A ffine Evaluations, has a varie ty o f applications o f which we w ill discuss 

two. We note tha t i t  is possible to  e ffic ien tly  reduce an O bliv ious A ffine Evaluation 

to  the OPE problem achieving secret-independence at the same tim e . Consequently
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O bliv ious A ffine Evaluations is a fam ily  o f SGPEs th a t can be solved successfully by 

both  our construction and the OPE construction in [NP99]. In the applications that 

we w ill present below « i =  . . .  =  ar =  1 and a =  0.

In  "O b liv ious Scoring", A lice  has answered in r  "sensitive" questions. Each ques­

tio n  accepts as an answer a num erical value a t  in F. Bob is the evaluator th a t assigns 

a score to  each o f the answers o f A lice. Bob evaluates the answer to  the ^-th  question 

w ith  a polynom ia l p(. So pi(ct() is the score assigned by Bob to  the answer ay for 

question L  In order to  avoid wrap-around the boundaries o f the field when adding 

scores, we require tha t Va 6  —[ |F f / r j  <  pt(a) <  LI®l/r J ) vv'here -̂ e Is *he set

o f possible answers for question t. —  a lte rna tive ly  we can make the add ition  o f the 

scores in  a suffic iently large extension o f the field F. A lice wants to  ob ta in  Bob's 

overall evaluation o f her answers (p robably pays for th a t) bu t she does not want to  

reveal them  as she considers them  private. On the o ther hand. Bob agrees to  evaluate 

A lice 's  answers, but he does not want to reveal the evaluation functions. By engag­

ing in  a O bliv ious Affine Evaluation. A lice  can ob liv ious ly  ob ta in  her overall score: 

Pe(Qt)-

5.9 Relations B etw een Basic P rim itives

In  th is  section, for completeness, we compare 1-out-of |S| O T , O PE and SM PE as 

abstract problems and we investigate relations among them . Note th a t in our im ple­

m entation -  as well as in  the im plem enta tion  o f O PE in  [NP99], O T  was ac tua lly  used 

as a subroutine. This however does not ru le out a construction for SM PE (or O PE) 

w ith o u t using O T . The fo llow ing reductions are also o f p ractica l in terest: especially 

case ( i i)  o f the theorem clarifies th a t there are applications fo r O PE and SM PE tha t 

are not worth actualizing using these protocols bu t ra ther re ly  to  a standard O T  

tak ing  advantage o f our reduction.
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T h e o re m  70 ( i)  O T reduces to O PE and O PE reduces to SM PE. Consequently OPE 

and SM PE are complete f o r  secure funct ion  evaluation, ( i i )  I f  the set S’ o f  the possible 

choices o f  A is "small”  and is known to B. then l-o u t-o f  \S\ O T . OPE and SM PE 

are equivalent.

Proof, ( i)  The fact tha t O PE reduces to  SM PE is im m edia te  since for r  =  1. SM PE 

is exactly OPE.

O T reduces to O PE: The elements o f S' accept some ordering known to both 

parties. B computes a "selector" po lynom ia l p w ith  the fo llow ing property: p ( i)  =  a  

i f f  i  is the index o f a  in  the (ordered) set S. The degree o f p is at most [S'| — I. 

Suppose A wants to get the t'-th element o f S’ w ith  a l-o u t-o f |S’| O T : she can use 

O PE instead and ob liv ious ly  com pute p(i) .

( i i) .  Reducing OPE to  O T :

•  Each element a  in S is assigned a number in { I  |S |} denoted by a . This

ordering is inpu t to  both A  and B.

•  B computes p(ct) for a ll a  6 S', and orders these values w ith  the follow ing 

crite rion : p(Q i) <  p(a-i) if f  c*7 <  Denote th is set by Sp.

•  Suppose A ‘s in pu t for O PE is a : using l-o u t-o f |S| O T . A  ob liv ious ly  obtains 

the element o f Sp w ith  index a : c learly A gets the value p (a ).

Reducing SM PE to  O T  is done in  a s im ila r manner, and using part ( i)  we deduce 

th a t they are a ll equivalent. ■

Note tha t “ sm all”  means th a t the reduction involves a 0 ( |5 | )  com puta tion  (|S | is 

exponentia lly  large in  the general case).

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 1 1 5

For a given random choice o f P  (according to any d is tr ib u tio n ) and by br

as defined by the priva te  in p u t o f player A the fo llow ing are true:

•  For any leg itim ate  protocol transcrip t i t  is possible to  define the ran­

domness used by a lgo rithm  Q so tha t Q ou tpu ts exactly  th is  leg itim ate 

protocol transcrip t.

•  For any “ tra n sc rip t" generated by Q, it  is possible to  define the random­

ness used by player B so tha t the resulting protocol transcrip t is equal 

to  the “ transcrip t"’ generated by Q (provided tha t the f-ou t-o f-n  O T  is 

ideal).

Let any P P T  A '  tha t takes as inpu t a protocol transcrip t and any o ther in for­

m ation available to  player A  (how the query to  player B was generated etc.). 

Then there exists a P P T  A "  th a t takes as inpu t on ly  the value given to  player 

A in the ideal im p lem enta tion  and the in fo rm ation  available to  p layer A  so 

tha t the ou tp u t o f A "  is ind istinguishable from  th a t o f A ' .  The descrip tion o f 

A " is simple: first i t  uses Q to  generate a “ tran sc rip t”  w ith  the in fo rm ation  it  

has from  the ideal im p lem enta tion  and then it  simulates A 1. The ou tp u t o f A "  

is ind istinguishable from  th a t o f A '  since the “ transcrip ts”  generated by Q are 

indistinguishable from  protocol transcrip ts provided tha t the £-out-of-n O T  is 

ideal.

F igure 5.2: O u tlin e  for the p roof o f the security o f player B.
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C hapter 6 

R elations to  C oding

6.1 R andom ized D ecoding o f Interleaved R eed  So­
lom on Codes

Random noise assumptions have been considered extensively in the coding theory 

lite ra tu re  w ith  substantia l results. One prom inent example is Forney Codes [For66] 

tha t were designed over the b inary sym m etric channel (BSC). The BSC suggests tha t 

when tra n sm ittin g  b inary d ig its , errors are independent and every b it transm itted  has 

a fixed p roba b ility  o f error. The BSC provides a form  o f a random  noise assumption, 

which allowed probab ilis tic  decoding for message rates th a t approach the  capacity o f 

the channel.

Worst-case non-ambiguous decoding (i.e.. when on ly  a bound on the num ber o f 

fau lts is assumed and a unique solution is required) has a na tu ra l lim ita tio n  o f cor­

recting a num ber o f errors tha t is up to ha lf the distance o f the code. G oing beyond 

th is  na tura l bound, e ithe r requires re-stating the decoding problem  (e.g. consider lis t- 

decoding: o u tpu t a ll possible decodings for a corrupted codeword), o r assuming some 

“ noise assumption'7 th a t w ill restric t p robab ilis tica lly  the  com binatoria l possibilities 

for a m u ltitu d e  o f possible solutions. Typ ica lly , such assumptions are associated w ith  

physical properties o f given channels (e.g., bursty noise, etc.). Recent breakthrough

116
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results bv G uruswam i and Sudan in list-decoding ([Sud97. GS9Sj) showed tha t de­

coding beyond the natura l error-correction bound is possible in  the worst-case. by 

o u tp u ttin g  a ll possible decodings. N atura lly , there are s t il l lim ita tio n s  in the case o f 

worst-case decoding tha t p ro h ib it the decoding o f very high error-rates.

In th is section, m otivated by the above, we consider a channel model that is 

native to the non-b inary setting. In particu la r we em ploy a “ N on-B inarv Sym m etric 

Channel" (N B S C ). presented in figure 6.1.

p/n

p/n

Figure 6.1: A non-binary sym m etric  channel over an alphabet o f n symbols. The 
p robab ility  o f  successful transm ission is 1 — p +  p /n .  We w ill refer to  p as the error- 
rate o f the NBSC.

As a channel model for b it-leve l transmission the N on-B inary  S ym m etric  Channel 

model applies to  settings where aggregates o f b its are sent and errors are assumed 

to be bursty. Thus, in  contrast w ith  the B inary S ym m etric  Channel, errors in con­

secutive b its  are assumed to  be correlated. There are add itiona l settings where the 

NBSC describes the transmission model. For example consider the case o f Informa­

tion  Dispersal A lgorithm s in troduced by Rabin in [Rab89] for om ission errors, and 

extended by K raw czyk [Kra93] to  deal w ith  general errors. In th is  setting, a word is 

encoded in to  a codeword and various portions o f the codeword are sent over different 

channels, some o f which may in troduce errors. In the case where the channels are 

radio channels (i.e.. operating in  different frequencies), errors m ay be introduced by
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jam m ed channels which em it w h ite  noise. Namely, they randomize the transm itted  

sym bol. As a result the com m unication model in th is  case approximates the NBSC. 

A no ther setting which approxim ates the NBSC is the transmission o f encrypted data 

where each sub codeword is sent encrypted w ith  what is called “ error propagation 

encryp tion  mode." These popular modes (e.g. the C'BC mode), over noisy channels, 

w ill produce a transmission tha t also approxim ates the NBSC model ([M V V 97], page 

230). F ina lly , the NBSC model is essential for the security o f player A  in  our protocol 

for secure games w ith  po lynom ia l expressions described in chapter 5.

In th is  work, we concentrate on the “ code in te rleav ing" encoding schema, see e.g. 

section 7.5. [VVS9]. which is a technique to  increase the robustness o f a code in the 

setting o f burst errors. Here we take advantage o f code-interleaving in the NBSC 

model to  allow  decoding w ith  increased error-correction potentia l. In particu la r, we 

consider the case o f interleaved Reed-Solomon Codes and we propose a new proba­

b ilis tic  decoding a lgo rithm  tha t takes advantage o f in terleaving in the NBSC model. 

W h ile  typ ica lly  erro r-correction in interleaved codes treats each interleaved codeword 

independently, our a lgo rithm  a ttem pts to  correct a ll codewords simultaneously. We 

show th a t our a lgo rithm  achieves a high error-correction rate (namely, any rate which 

is bounded away from  the  error-ra te  tha t to ta lly  randomizes the transm itted  word) 

in  the NBSC model. O ur decoding a lgorithm  can be seen as a p robab ilis tic  “ m u lt i­

d im ensional" extension o f the Berlekamp-W elch RS-decoding a lgorithm  [BW 86]. The 

analysis o f the success p ro b a b ility  o f our a lgo rithm  introduces a “ m inor m a tr ix  de­

com position" technique th a t, together w ith  Schwartz’s Lem m a [SchSO] for bounding 

the  num ber o f roots o f m u ltiva ria te  polynom ials, provides an effective way to  show 

the uniqueness and efficiency o f the reconstruction procedure.

For the generic coding theoretic problem , our decoding method for interleaved 

Reed-Solomon codes provides an im proved coding so lution for the case o f N on-B inary 

S ym m etric  Channel model. In figure 6.2, we compare our result w ith  known worst-
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case decoding a lgorithm s.

Berlekamp-W elch Guruswami-Sudan O ur Decoding 
[BW 86] [GS98] A lgo rithm

Max. error-ra te allowed ^  I — y/K I — K — a

Figure 6.2: Comparison o f the m axim um  error-ra te allowed in the case o f interleaved 
RS-Codes: k is the message-rate and a  €  Q + is an a rb itra ry  constant. We emphasize 
tha t our results hold in  the N on-B inarv Sym m etric Channel model (whereas the other 
two a lgorithm s are in the worst-case model, thus more general) and tha t we assume 
“ large enough" fin ite  field size.

We note tha t em ploying our methodology, setting and analysis techniques in other 

cases (i.e. sim ultaneous decoding o f a ll interleaved codewords for other fam ilies o f 

interleaved codes in the NBSC m odel) is an in teresting research direction.

6.1 .1  T h e  Basic P ro b le m

Below we state in fo rm a lly  the basic coding theory problem which we deal w ith  in th is 

work (w ith  emphasis on the large alphabet):

B a s ic  P ro b le m . T ransm it A;-length words from  large alphabet w ith  message-rate 

k  and m axim ize the error-correction capability . We w ill work on th is  problem , not in 

the worst-case. but ra ther in the N on-B inary Sym m etric Channel as it  was described 

in  the in troduc tion . Specifically,

T h e  N B S C  M o d e l.  The p ro b a b ility  o f correct transmission o f a symbol from  an 

alphabet o f n symbols is 1 — p +  p /n , and the p roba b ility  o f receiving some o f the 

rem aining symbols from  the alphabet is p /n . We w ill refer to  p as the “ error-ra te ’’ o f 

the channel.

More form ally, we state the general coding theoretic problem , for a certa in alpha­

bet D. For a given message rate n :=  k /n  we need to  provide efficient encoding and 

decoding algorithm s enc.dec  so tha t the follow ing are satisfied:
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•  The encoding func tion  enc : —>• H ” is l - l  and maps strings o f length k  to

strings o f length n.

•  There is some 0 <  e <  I so tha t the decoding success p ro b a b ility  P ro b [d e c (x)  =  

m] is "subs tan tia l", where x  € B (enc(m ),e )  w ith  e /n  <  t .  The nota tion B(y ,  e )) 

denotes the H am m ing ba ll o f radius e around y, i.e. B (y .e ))  :=  { r  | d ( r . y )  <  e}. 

where d (c .y )  denotes the Ham m ing distance o f the two strings : . y  (i.e. the 

number o f positions they d iffe r).

The natura l bound on the worst-case decoding capab ility  o f any code is This 

is due to  the fact th a t any code w ith  message rate k :=  k /n  has m in im um  distance 

at most n — k  +  1 (i.e. tw o different codewords d iffe r in  at least n — k  +  I positions).

As we assume th a t the  alphabet is large. Reed-Solomon (RS) Codes can be em­

ployed. RS-Codes are defined as follows: find  an em bedding o f E in to  a fin ite  field 

F. W ithou t loss o f genera lity  we w ill assume tha t the em bedding is onto. Then a 

fc-length word o f £  can be thought o f as the coefficients o f a po lynom ia l p €  F[x] 

o f degree less than k. The encoding o f a Ar-length word equals to  the set o f  pairs 

{ ( r , . / ) ( c , ) ) } 'l_ l where  zn € F are some fixed d is tin c t values.

Decoding can be achieved by the a lgo rithm  o f Berlekamp and Welch [BWS6J, and it 

w ill allow error-correction provided tha t the num ber o f in tac t symbols is t >  — (thi s 

corresponds to  the m ax im um  num ber o f errors tha t can be corrected unambiguously 

in  the worst-case). I f  « :=  k / n  (the message rate) and e :=  (n — t ) / n  (the erro r rate) 

it  follows tha t we can correct error-rates o f up to: e <  The above is o p tim a l (at 

least in terms o f unique decoding), in  the sense tha t i t  allows the m axim um  num ber 

th a t can be corrected w ith o u t any fu rthe r assumptions on the noise (Reed-Solomon 

codes are M ax im um  D istance Separable (M D S ) Codes).

In the NBSC m odel one can in  fact see th a t unambiguous decoding can theore ti­

ca lly  be extended m uch fu rth e r than the worst-case e rro r-ra te  In tu it iv e ly  th is  is
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because o f the size o f the alphabet over which the NBSC is employed. The random­

ization o f symbols tha t is perform ed by the NBSC suggests tha t the event tha t many 

different solutions f it  the data  is a rare p roba b ility  event.

P ro p o s it io n  71 Let { ( r t. t/ ,> be a RS-Code codeword o f  a random message p 6 

F[x] with degree(p) <  k that has e errors under the noise assumption suggested by the 

.XBSC. s.t. e <  n — k. Then the probability that it accepts another decoding p' E F[x] 

with p f 1 P' most ( " ) / ( |F | '~ fc — ( ” ) " )  (the probability is taken over all possible

messages and noise corruptions)

Proof. For some n . k  and t :=  n —e we denote by .4i the num ber o f s trings from  tha t 

are p a rtia lly  corrupted RS-codewords w ith  at most e errors. Furtherm ore we denote 

by .4) the num ber o f strings from  En th a t are p a rtia lly  corrupted RS-codewords w ith  

at most e errors and accept more than one decoding.

F irst observe tha t .4i <  ( " )  |F |"_t+fc. E qua lity  does not hold since ( " ) |F |n-t+fc 

w ill count v tim es p a rtia lly  corrupted codewords tha t accept v solutions. Since the 

num ber o f solutions o f a p a rtia lly  corrupted codeword cannot exceed ( " )  we conclude 

tha t .41 >  (? ) |F |" - t+* -  (?).42.

In order to  approxim ate ,42 observe the follow ing: let p. p' €  F [x] be the different 

ways to  decode a p a rtia lly  corrupted RS-codeword w ith  e errors. Suppose tha t they

overlap in  m  points: c learly m 6  {0  I t  follows tha t the  to ta l num ber o f

ways to  select p, p' is |F|2fc-m. For the rem ain ing points the to ta l num ber o f ways to  se­

lect them  is |F|n-2t+m. I t  follows easily th a t .42 <  ( " ) 2| f ,|’l-2 ‘+m+2* - m =  ^ ^ 2| f |n - 2«+2A: 

I t  is clear from  the statem ent o f the proposition th a t the p ro b a b ility  th a t we would 

like  to  approxim ate equals .*42/.4 i-  Now observe th a t,

a * ^  Q ’ l t T - " * *  (?)
.4 , -  ( “ ) | f |n - ,+ l ,  _  p 3 |F|„-2<+2<, F t ' - *  _  ( ” ) 2

th is  completes the proof. ■
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Now observe tha t i f  the message rate is k  :=  k /n  and the erro r-ra te  is e :=  e /n . 

w ith  K.e €  Q + then it  follows tha t the p roba b ility  in proposition 71 is less than 

^ ~ t"  • -^s a result* provided tha t F satisfies |F|1-e-,c >  4 i t  follows th a t the 

p roba b ility  o f proposition 71 is “ neglig ib le ."

So. the NBSC model w ill ensure unique solution w ith  high p robab ility , and there­

fore Reed-Solomon “ L ist-Decoding’’ a lgorithm s can also be employed for unambiguous 

decoding. By using the Guruswam i-Sudan list-decoding a lgorithm  o f [GS9S]. we can 

obta in  error-correction for error-rates:

I t  is easy to verify  tha t as long as e does not exceed I — k  a so lu tion is preserved 

w ith in  the corrupted codeword. Due to  proposition 71 it  w ill be w ith  high probabil­

ity  unique (provided tha t the underly ing  fin ite  field is large enough) so the crucia l 

question for NBSC decoding is whether we can devise efficient decoding a lgorithm s 

for RS-Codes tha t can actua lly  correct up to  any error-ra te s tr ic tly  less than I — k . 

We deal w ith  th is issue in  the sequel.

6 .1 .2  In te rle a v e d  codes

Interleaved codes are not an e xp lic it fa m ily  o f codes, but ra ther an encoding mode 

th a t can be instantia ted over any concrete fam ily  o f codes. In th is w ork we deal w ith  

Reed-Solomon Codes. The mode can be applied to  any fam ily  o f codes: in  th is section 

we shall give a code independent descrip tion.

Let S ' be an alphabet w ith  |S '| =  \ / |S ] .  Let p  : S —»■ (S ') r be a l - l  m apping.

We denote p ( x )  =  x ^ f l jx 0^ ] . . .  x®[r], w ith  x°[£\ €  S ', for I  =  1 r ,  for any x f L

Now let enc : (S ') fc —> (S ')n be an encoding function. An interleaved code w .r.t. o  

o f enc is a function enc# : (S ) fe —> (S )n th a t is defined as follows: Let m Qm i . . .  m t - i  £
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(S ) fc. F irs t the fo llow ing strings o f (S ') "  are computed:

c i.i - - -cn,i =  e n c (m £ [l]. .  .m £ _ ,[ l])

c i. r - - - c „ . r =  e rcc (m £ [r]...m £ _ ,[r])

An interleaved code is defined as follows:

enc0{m Qm x . . . m k- i )  =  0 _ l(c i.i . .  .c l>r) . . .  0 ~ l (cnA . . . c „ . r )

A  graphical representation o f code in terleaving is presented in  figure 6.3.

m.m, k-1

.* C 1 1  > i Cg 1mk-1.1
enc

encoding 
over £

22^- \c ,  /  \Cz.rJ -  *»Cn.r.‘

jl _V*.
C l C j  .. . Cri

m.

Figure 6.3: Encoding schema for an interleaved code. Single subscript symbols ( m ,, c ,) 
belong to  the “ outer"1 alphabet double subscript symbols belong to  the
“ inner*1 alphabet H'.

The common way to  use an interleaved code, is s im p ly  decode each o f the code 

words (c l ,1. . .  c„.,) separately. Such a decoding does not increase the error correction 

rate. Rather burst errors are d is tr ibu te d  over several code words.

The approach we take uses code in terleaving as the basic encoding mode. In  con­

trast to  the standard approach o f decoding each one o f the codewords ind iv idua lly , 

we w ill present a decoding technique th a t attem pts to  correct a il codewords s im u l­

taneously so tha t in  com bination w ith  the NBSC model our decoding a lgorithm  can
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w ithstand  higher error-rates. We concentrate on Reed-Solomon Codes as described 

in  section 6.1.3.

A n extended version o f the above schema, known as cross-interleaving is to replace 

the l - l  mapping o ~ l w ith  a second erro r correcting code. Cross-interleaving increases 

the code size, but allows to correct a larger class o f errors. By testing the second 

(ou ter) code potentia l erro r locations can be found. Then decoding the inner code 

can be done by trea ting  those potentia l error locations as erasures. Th is increases 

the error correcting capabilities o f the scheme, because generally a code allows more 

erasures than errors. The present work focuses on sim ple in terleaving (w ith o u t an 

ou ter code).

6 .1 .3  In te rle a v e d  R eed -S o lo m o n  Codes

Let I !  =  G F (2 B ) be the alphabet for the encoding function  (w ith o u t loss o f generality 

we w ill focus only on b inary  extension fields — a ll our results hold also for general 

fin ite  fields). The parameters are n .k  €  IN where k :=  k /n  is the message rate. 

VVe assume add itiona lly  a param eter r  6  IN w ith  the property br =  B  (we rem ark 

here tha t a s im ila r scheme is also possible when B  is prim e, however, for nota tiona l

s im p lic ity  we do not deal w ith  th is case in th is abstract). Let x i ,  r n €  G F {26) be

fixed d is tinc t constants.

We now describe our approach for the case o f interleaved Reed-Solomon Codes. 

F irs t, observe tha t there exists a stra ightfo rw ard b ijection  m apping o  : G F (2 B ) 

(G F (2 b)r . G iven m0 ..  . r r ik - i €  G F (2 B ) we define the fo llow ing polynom ia ls over 

G F {26), for (  =  1 r :

P ;(jr) :=  m£[£] +  m \[ i \ x  +  . . .  +  m <>[ f ] fc_1x fc_t 

The  encoding o f m 0 . . .  r r ik - i is set to  be the string

- - - P r U i ) )  . . . ^ ‘ ( p d - n )  - - - P r U „ ) )
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The common way to  decode RS-interleaved-codes is to concentrate to  each o f the 

r  coordinates in d iv id u a lly  and employ the  decoding a lgorithm  o f the underly ing  RS- 

C’ode over S '. This can be done as follows: given a (p a rtia lly  corrupted) codeword 

ci . . . c n 6 (S )n we trea t the s tring  c'j’ f l ] . . .  c * [l]  6  (S ')n as a p a rtia lly  corrupted RS- 

codeword over S ' and we em ploy the RS-Decoding o f Berlekamp)-Welch to  recover

Pi. Observe tha t the recovery o f pi w ill im p ly  the recovery o f p> pr im m ediate ly.

provided tha t the e rro r-ra te  is at most (due to the em ploym ent o f the NBSC 

model in  the transm ission o f the G F('1B ) strings it  is easy to  verify  tha t a ll codewords 

c \ [ f \ . .  .c£ [f). f. =  1 r  have identica l error-pat te rn ).

Moreover, due to  the properties o f the NBSC model one can fu rthe r em ploy the 

Guruswami-Sudan list-decoding a lgorithm  tha t w ill produce a unique so lution w ith  

high p robab ility  for error-rates up to  I — y jk . The  main focus o f the next section is 

to go beyond th is bound, in  the NBSC model.

6 .1 .4  O u r decod in g  a lg o rith m

Suppose we want to  correct an erro r-ra te  c for a message-rate k  w ith  e <  I — k  over 

the fin ite  field G F (2 B ). We select r  =  (where r  €  Q + is a param eter tha t

belongs in (k . I — e)) and we perform  interleaved encoding over the fin ite  field G 'F(26) 

w ith  br =  B.

In th is section we present a generalization o f the  Berlekamp)-Welch a lgo rithm  for 

polynom ia l reconstruction [BW 86] for interleaved Reed-Solomon codes. Let cv . . .  Cn €  

(G F {2 B ))n be the received codeword. Let yt,i =  o (c ,). w ith  y,,/ 6  G F {26) for

a ll i  — I  n . i  =  l , . . . , r .  W ith  th is  in te rp re ta tion , and in  the NBSC model, we

can reform ulate the decoding problem as follows:

T h e  D e c o d in g  P ro b le m . The problem  we are dealing w ith  in  th is  section is the

follow ing: given { ( c i . y u  ! / i . r ) }L i s-1- there exists a set /  C  { l , . . . . n }  (the  set

o f indices tha t were received in tac t) w ith  | / |  :=  T  :=  n — E  where E  is the random
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variab le tha t corresponds to  the num ber o f errors ( E  follows a b inom ia l p robab ility  

d is tr ib u tio n  w ith  e p roba b ility  o f success over n tria ls ). A d d itio n a lly  for a ll i £  / .

yi.e =  Pe{~i) for some polynom ials p t  pr o f degree less than k. According to

the NBSC model, i t  holds that a ll y , j  w ith  i  £  I  are chosen un ifo rm ly  at random 

from  G F('2b). Under these conditions the goal is to "reconstruct”  the polynom ials 

P i Pr-

O u r  D e c o d in g  A lg o r i th m .  We set t =  rn .  Let E (x )  =  — &  ls monic

w’ith  degree n — T. I f  M<(x) :=  p /(x )E (x )  i t  holds tha t =  p t ( : , )E ( : , )  =

y t,gE(zt ), for a ll i ' =  I  ri. The degree o f Mg is less than n — T  +  k.

C o n d it io n .  The constant r  is selected so tha t T  >  t =  rn  (th is  w ill be ensured using 

the  Chernoff bound — see below). I t  follows that the degree o f E  is at most n — t 

and tha t the degree o f each \fg  is less than n — t +  k. Since T  is a b inom ia l random 

variab le w ith  success p roba b ility  I — e over n experiments, i t  holds th a t (using the 

C’hem off bound):

P ro b [T  <  rn ]  =  P ro b [T  <  (1 - o ) n ( l  - c ) ]  <  e- ° i ( l - ?»n/2 =  

th is  assumes tha t r  <  I — e, and tha t a  =  I — I t  follows tha t we can assume
( l - r - Q 2

th a t T  >  t is true w ith  p ro b a b ility  I — e 2(‘ -o 

Consider the fo llow ing system o f rn  equations:

[ A M . - , )  =  y 1.1£ ’ ( - , ) ] r = 1- - - [ - V / r ( c , )  =  y , r £ ( - , ) ] ? = l  ( * )

where the unknowns are the coefficients o f the polynom ials .V /j,. . . .  \ [ r . E  (a to ta l 

num ber o f r (n  — t +  k) +  n — t unknowns).

F irs t observe th a t due to  the  choice o f r  =  the system (* )  is not un­

derspecified: the num ber o f equations rn  is larger than the num ber o f unknowns: 

r (n  — t +  k) +  n — t (recall tha t t =  rn ) .
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The system ( * )  has at least one so lu tion  since we know th a t .V/t  M r . E  (con­

s tructed above) satisfy the equations. Next we w ill show tha t w ith  high p roba b ility  

the system accepts only a unique so lu tion, tha t can be recovered by solving an ap­

propria te  sub-system o f (* ) .

T h e o re m  72 The system o f  equations ( * )  defined above has a unique solution rnth 

probability at least I — and an algorithm  fo r  recovering this solution.

Proof. Consider the fo llow ing matrices, for I  =  I  r:

XI =

( I  ct .
I c2 .

V I - n  =1 .

_ n —t + k — I \  
- I_ n—t+fc—I 
- 2

^ n —t + k — I 
~n /

XI( =

(  Di.t y i . t~ {
y>.( y2.(~2 y2.e~2

, n - t - 1  \
y  i . f - i

yi.e~2

, ,  _ n —t — I
yn.e~n /\  yn.t yn,t~n yn.l~n 

The m a tr ix  o f the system (* )  is the fo llow ing (where 0 stands for a n x ( n - f  +  k)- 

m a tr ix  w ith  0's everywhere):

A  =

(  M  
0

\  0

0

M
0 — V/t ^
0 —XI2

XI -X l r

VVe index each row o f .4 by the pa ir (t, £) w ith  i  g { 1 , . . . .  n }  and (. 6  { 1 , . . . ,  r } .

The £-th block row o f A  contains the rows ( 1 ,0 ____   (n . 0 -

We need to  show how to  select a m ino r X I o f size n — t from  the n — t righ tm ost 

columns o f .4, so tha t the p roba b ility  th a t i t  is singular is sm all, w ith  the p roperty  

th a t i t  contains up to  t — k  rows from  each block-row o f .4 (th is  is possible since 

r ( t  — k) >  n — 0 -  Once we have such m ino r we w ill form  a m a tr ix  .4 tha t contains
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n — t +  k  rows from  each block-row o f .4 and the rows contained in  A /. C learly  .4 w ill 

be a square m a tr ix  w ith  r {n  — t +  k ) +  n — t rows and it  w ill be non-singular. We w ill 

use .4 to  solve the linear system (* ) .

To complete the proof we show how to select the m inor A/. We refer to  th is  method 

o f constructing A / as "m ino r m a tr ix  decom position." We form  A[  by selecting the 

rows indexed from  I through t — k  from  the firs t block-row o f .4. the rows indexed 

from  t — k +  L through 2(t — k)  from  the second block-row o f .4, and so on u n til we 

select n — t rows. As a result A/  w ill be o f the form :

y 1.1 

1/2.1

yi.i-t 
1/2 .1  - 2

1 /1 . l - l  

1 /2 .1 - 2

r i—1 — I
y  i.i-i

n  — 1 — I
1/2 .1

yt-k. i 
y t -k+ 1.2 

yt-k+2.2

Ut-k. l -t -k
yt-k+l . 2 - t - k+ l
y t -k+ 2.2 ~t-k+ 2

1 / t - M - f - f c  

yt-k+ i . i= i -k+ i
yt -k+ 2 . l~t-k+ 2

»  _ n - t — I••• y t -k . l - t - k
, ,  _ n —t — 1
y t-k+ l . 2 - t-k+ l

_ n —1— 1
yt -k+ 2 .2 - t - k + 2

yt-k+t-k. 2 yt — k+t—k.2 ~t—k+t—k yt-k+t-k.2 ~t-k+t-k
, ,  _ n —t - 1• • • yt-k+t-k.2 ~t-k+t-k

yn-t.t yn—t.l~n—t »  - 2  
i / n —l . r — n —t

. .  _ n - f - l
y-n-t.l-n-t

Let J  :=  {1  n — t }  C\ I .  I t  follows th a t for a ll i  £  J .  y^e w ill be random ly

d is tribu ted  over G F (2 B ). A d d itio n a lly  i f  |./| >  k  the variables y u  for i  €  J  are Ar-wise 

independent. For a fixed J , d e t(A /)  can be seen as a m u lti-va ria te  po lynom ia l w ith  

y i j  as variables. The to ta l degree o f d e t(A /) is at most n — t. A d d itio n a lly  det( A /) is 

not the O-polynomial since the assignment o f a ll to 1 (which is consistent w ith  the 

Ar-wise independency), makes d e t(A f)  a Vandermonde determ inant th a t is non-zero. 

I t  follows by Schwartz's lemma. [SchSO], tha t de t(A /) cannot have more than ^ r  

roots and as a result d e t(A /) w ill be 0 w ith  p roba b ility  at most !^ .  Th is  fact is

independent from  the overlap o f /  to  { 1 ,  n — t }  (i.e. for a ll possible overlaps o f

the two sets, the p roba b ility  w ill be bounded as above —  the result follows). ■

The above theorem ensures the uniqueness o f the linear system's ( * )  solution
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 \ [ ‘ ( x ), E ’ (x )) .  Whereas in the case o f the Berlekamp and Welch algo­

r ith m  it  can be shown using the cond ition  t >  in our case such re lation does 

not hold necessarily (and in  fact we are interested precisely in the cases where it  does 

not hold, since otherwise one can app ly the Berlekamp-Welch a lgorithm  to  perform  

interleaved RS decoding d ire c tly ). In our case uniqueness is shown in  the p robab ilis tic  

sense.

As a result let .1/*..........\ l~ , E ’  be a solution o f the system ( * )  com putable by

standard linear algebra using the sub-system o f ( * )  suggested in the proof o f theorem 

72. The ou tpu t o f the a lgo rithm  is the tup le  o f polynom ials

(M ’ ( x ) /E ’ { x )------   .V /* (x ) /£ * (x ) )

The fo llow ing theorem is an im m ediate result o f the above exposition:

T heorem  73 Suppose that k is the message rate and e is the error-rate, with K.e £ 

Q + . Then, ou r decoding algorithm  succeeds with probability at least (1 — 1 —
(1—r —«)2 ^

e ) .  where r  is a constant o f  Q + that satisfies k  <  t  <  1 —  c .

E xam ples. As an example consider a message-rate o f 1/4. and an error-ra te  o f 5 /8  

(which is non-correctable by the known decoding a lgorithm s, e.g. the [GS98]-method 

would work for error-rates o f up to 1/2 —  given th a t the message-rate is 1 /4). Now 

i f  we set r  =  5/16 and we use the interleaved schema for r  =  11 w ith  alphabets 

S =  G F (2 b ) =  G 'F(2440) and S ' =  G F (2 *) =  G F {240), i t  follows th a t the p roba b ility  

o f success is (1 — ^ s r) ( l — ) (in  the NBSC m odel). For b lock-length o f n =  4992.

it  follows th a t the success p roba b ility  equals approx im ate ly  (1 — 2-38)2.

P ractica l Exam ple: We rem ark th a t when the NBSC channel model is extended 

to  assure an upper bound on the num ber o f errors, we can e lim ina te  the need o f the 

C hem off bound analysis part. Th is im plies a s im p lified  p robab ilis tic  analysis and 

assures th a t the method applies to sm aller codewords (note tha t such bounds on the
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num ber o f errors are typ ica l in  the analysis o f many decoding a lgorithm s). Then, 

using the same message-rate and erro r-ra te  as above, we can app ly  a b lock-length o f 

n =  64 w ith  a bound on number o f errors which equals to  40 (th a t is non-correctable 

by the known decoding a lgorithm s, e.g. the [GS9S]-method works up to  32 errors). 

The decoding a lgorithm  for interleaved RS-codes w ith  alphabet D =  G 'F(2440) and 

E ' =  G F (2 A0) w ill be successful w ith  p roba b ility  at least 1 — 2-44.

6.2 Hardness vs. Self-R educibility in D ecoding  
Problem s

Random self-reducible problems have im po rtan t applications in  C om puta tiona l Com­

p lex ity . C ryptography and Program Testing and Checking. For exam ple, an early ap­

p lica tion  was by B lum  and M ica li [BM 84] who employed i t  in  th e ir  work on pseudoran­

dom generation, while fu rthe r applications include program self-correcting [BLR90]. 

Random se lf-reducib ility  o f concrete problems, e.g. the Perm anent. [Lip91], or o f la t­

tice related problems. [A jt96 ], has led to  significant advances in  com puta tiona l com­

p lex ity . M any s truc tu ra l properties o f random ly self-reducible problems have been 

investigated as well, for example lower bounds on such problems were investigated in 

[FKN 90]. C ontinu ing th is  line o f research and considering extended form ulations such 

as m u ltip le  query se lf-reducib ility  and adaptive and non-adaptive queries. Feigenbaum 

and Fortnow [FF93] showed th a t com plete problems in the po lynom ia l hierarchy are 

most like ly  non-random ly self-reducible. Later, [FFLS94], Feigenbaum et al. showed 

tha t adaptiveness o f the queries y ie lds, a s tr ic t ly  more powerful fo rm u la tion  o f random 

se lf-reducib ility .

M any o f the natura l com puta tiona l problems (e.g., the discrete loga rithm  function 

and the m odular square-root re la tion) e xh ib it a p roperty  called “ p a rtia l random self- 

re d u c ib ility "  a notion which was fo rm a lly  in troduced and investigated in  [FKN 90].
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P artia l random se lf-reducib ility  (w hich is a generalization o f random se lf-reduc ib ility ) 

is more often exhib ited by na tura l com puta tiona l problems. It is defined over w hat is 

called "o rb its " which are sub-domains obtained by an "o rb it-d iv is io n " o f the problem 's 

instance space (e.g. when fix ing  the prim e and the  generator in the discrete logarithm  

problem  or when fix ing a m odulus in  the m odular square-root problem ).

In th is  section, we w ill investigate tradeoffs between pa rtia l random self-redu­

c ib il ity  and com putational hardness o f a set o f problems in the area o f decoding linear 

erro r-correcting codes. Establishing m utua l exclusive conditions w ith in  the realm  o f 

these problems is im po rtan t. The fact th a t random -self re duc ib ilitv  and hardness can 

be m u tu a lly  exclusive may be an in teresting d irection  in understanding the power o f 

random ization, the lim ita tio n  on sam pling o r as a way to look for avenues by which 

to  establish efficient (random ized) a lgorithm s for these problems o r problems o f a 

s im ila r structure.

We shall s ta rt w ith  a general trea tm ent o f o rb it divisions in order to  ob ta in  p re lim i­

nary insight. We note, in fact, tha t (supposedly) in tractab le  problems (e.g. problems 

related to sa tis fiab ility ) possess o rb it-d iv is ions for which they cannot be random ly 

self-reducible unless some com p lex ity  assumptions is vio lated. On the other hand, 

it  is easy to  see tha t any po lynom ia i-tim e  com putable function is t r iv ia l ly  random 

self-reducible for any o rb it-d iv is ion . We note th a t o rb it-d iv is ions for a function /  can 

e ithe r be “ input-defined”  (i.e. the o rb it in to  which an element x  belongs to  depends 

on some easily com putable property o f x )  o r “output-defined”  (i.e. the o rb it in to  

which an element x  belongs to  depends also on some easily com putable property o f 

/ ( * ) ) •

Since our goal is to  deal w ith  problems th a t are assumed to  be hard and trade 

hardness against random self-reduction we in troduce the notion o f a hardcore o rb it-  

d iv is ion  (where given x . i f  the o rb it th a t x  belongs to  can be identified , then / ( x )  

is easily com putable). Hardcore o rb it-d iv is ions possess a na tu ra l associated measure
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which we call the saturation fac to r, the num ber o f random samples from  an o rb it 

tha t we need in  order to determ ine the o rb it index (name) effic iently, and thus solve 

the problem.

Functions tha t are p a rtia lly  random self-reducible over a hardcore o rb it-d iv is ion  

have been w idely used in C ryptography where we observe tha t (under the underlying 

com plex ity  assumption) it  should hold tha t the saturation factor is in  fact at least 

super-polynom ia l in the inpu t size. (As an example consider try in g  to  solve the 

quadratic  residuositv problem: Indeed, given an input we can sample po lynom ia lly  

m any random elements w ith  the same residuositv in po lynom ia l tim e , yet under the 

quadra tic  residuositv assumption, solving it  should be hard). Com plem enting the 

above, we show tha t a polynom ia l satura tion fa c to r  for a hardcore o rb it-d iv is ion  o f a 

presum ably hard function implies lack o f p a rtia l random-self-reducibility.

W ith  the above relations established, we proceed w ith  our centra l investiga­

tion . th a t o f “ Linear Codes Decoding*’ problem and specific instan tia tions thereof 

(nam ely. Reed-Solomon decoding). Problems o f random linear code decoding and 

Reed-Solomon decoding have been suggested for usage as a hard cryptographic prob­

lem [McE78. NP99, KY O lc. KY02]. The problem  o f General Linear Codes decoding 

has been studied extensively and has been shown to be N P-H ard for various chal­

lenges. see e.g. [Bar9S]. The Decoding Problem  o f Reed-Solomon Codes (aka Poly­

nom ia l Reconstruction — PR) has also been studied extensively, and the problem 

is not known to  be solvable in be tte r than exponentia l t im e  i f  the error-ra te  e be­

comes larger than 1 — y /ti where k  is the message-rate. [Sud97, GS98]. Previous work 

considered the problem in the worst-case. Some challenges related to  a Polynom ial 

Reconstruction instance have been shown NP-Hard. [GRS95].

O ur investigation shows th a t these problems possess hardcore o rb it-d iv is ions for 

which the fo llow ing properties are m u tu a lly  exclusive: E ithe r the problems tire N O T 

p a rtia lly  random-self reducible or they are po lynom ia l-tim e solvable w ith  very high
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probab ility . (N ote that our challenges are over a large fin ite  fie ld, and have instance 

parameters for which cu rren tly  there do not exist efficient decoding a lgorithm s). O ur 

argum ents follow a probabilis tic  a lgorithm  over the sample, which our analysis shows 

to solve most instances in  the space o f challenges.

Regarding the saturation factor (num ber o f needed samples), we show tha t in  the 

case o f RS-codes the satura tion factor o f the hardcore o rb it-d iv is io n  we consider is 

constant, whereas in the case o f general (e.g. Random) Linear Codes the upper bound 

on the satura tion factor is linear.

N o ta tio n . Denote by (n) k  : =  n ( n  —  I ) . . .  ( n  —  k  +  I), and i f  .4 is a set denote by 

(.-I)* the set o f a ll A:-tuples over .4 w ithou t repetitions. Let Pow t(A )  denote the set 

o f a ll subsets o f .-I o f size t.

P artia l R andom  Self-R eductions

The notion we use. pa rtia l random se lf-reduc ib ility  w ith  o rb its , was first introduced 

by Feigenbaum, Kannan. and Nisan [FKN90].

Let D. R be sets o f strings. Denote by [D ]„  the subset o f D  tha t contains a ll 

strings o f size n. Given two sets w ith  A  Q B  we say th a t [.4]n is negligible vv.r.t. 

[£?]„, i f  # [.4 ]„ /# [# ]n is a negligible function in n. A  function /  : D  —> R is called 

length-preserving i f  3p 6  Z [x ] s.t. x  G [D ]n im plies tha t f { x )  €  [/2]n' where n ' <  p (n ).

D efin ition  74 Let f  : D  —> R be a length preserving func tion . An  o rb it-d iv is ion  o f 

the instance space D is a collection o f sets {[/?*]n}ieAB;n so tha t: ( i)  Ui6 A l[D ']n =

[D ]a f o r  a ll n : ( i i )  the set [D *]n n [D J]„  fo r  i ^  j  is negligible (w .r.t. [D )n). ( i i i )  given 

i  6 -4 and 1” the set [D*]„ is polynom ial-tim e samplable. (iv ) given x . f ( x )  then an 

index i  G .4n s.t. x  G [D ‘]n can be computed in  polynom ia l-tim e.

G iven a x  G [D ]„ suppose tha t i  G .4„ is such tha t x  G [ £ ‘ ]n- We define 0 { x )  =  

[D ‘ ] „  to  be the orb it o f x. Note th a t for some elements no unique o rb it is defined (but
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due to  property ( i i)  above the num ber o f these elements o f is very sm all).

D e f in i t io n  75 .4 length preserving func tion  f  : D  —> Ft is pa rtia l random self- 

reducible (p -rsr) w .r.t. the orb it-d iv is ion  { [D ‘ ]n} ie_4 ri;ngM i f  there exist two poly-time  

computable functions o.cr. so that

i. f ( x )  =  o ( x . r . f ( c r ( r . x ) ) )  fo r  a ll x  €  D . r  €  {0 , l } ' ,(l-d).

ii.  i f  r  is un ifo rm ly  distributed over {0 . l } ?dd) then cr(r .x) is s ta tis tica lly  in d is tin ­

guishable fro m  the uniform  d is tribu tion  over O(x ) .

Note tha t we make no assumptions on how a  operates i f  the given instance x  

belongs to  the in tersection o f two or more o rb its . Since the intersection o f two o rb its  

is a negligible set w .r .t. the instance space for a certa in length n . such an event is 

rare.

oX

Figure 6.4: O rb it D iv is ion o f the instance space, and the random ization o f an instance 
to  its  o rb it, in  a p a rtia l random self-reduction.

E x a m p le s , ( i)  Consider the discrete-logarithm  function  f i g 1 mod p .g ,p )  =  x . where 

p =  2q +  1. g is an element o f Z "  o f degree q. I t  follows easily th a t /  is p-rsr 

w .r .t. the o rb it-d iv is ion  {{(sr* mod p ,g ,p )  | g, x } } p€.4 where A  is the set o f a ll n -b it 

primes w ith  the p roperty  p =  2q -I- 1 for some o ther prim e q: indeed i t  is easy to  

ve rify  th a t i f  < r(r|r ', mod p .g .p )) :=  (gr r  m o d p ,g r \ p )  and <t>{(v.g,p), r | r ' . x ')  :=

( x ' r ^ r - ^  m odq). then <p.<r show tha t /  is p-rsr.
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( i i)  Consider the square root function /  over the set o f residues modulo a composite 

.V. w ith  f ( a  mod .V. .V) equal to  the set o f a ll square roots o f a mod .V in  Z~x . The 

function  is a p-rsr w ith  each o rb it having a fixed .V": the random ization for a mod .V' 

is by selecting a random r  €  Z y  and com puting  r 2 • a (m od.V ). I f  t is a square root 

o f r 2a mod .V then it  holds tha t r ~ l t is a square root o f the given inpu t a mod N .

The fo llow ing proposition asserts th a t po lvnom ia l-tim e  com putable functions ac­

cept pa rtia l random self-reductions in a t r iv ia l manner (th is  is merely due to  the 

power o f the reduction).

P ro p o s it io n  76 Any polynom ial time computable func tion  f  is p -rs r w .r.t. any 

orb it-d iv is ion .

P -R S R s  a n d  S a t is f ia b i l i t y

To illu s tra te  fu rthe r the perspective o f the present work we present some results on 

hardness —  se lf-reducib ility  tradeoffs in sa tis fiab ility  related problems. These results 

extend the work o f [FKN90) who presented some s im ila r results (but for the stronger 

notion o f “ l-s ided”  pa rtia l random self-reductions, where the randomizer function  a  

is assumed to be “ membership preserving” ).

For a certa in  set 5  denote by its  characteristic function. In th is section we 

denote by \s a t  t îe function tha t given an unsatisfiable form ula  returns "T” , otherw ise 

( i f  the inpu t form ula  is satisfiable) it  re tu rns *0” . S im ila rly  we denote \ q b f  the 

function  tha t given a quantified boolean fo rm ula  i t  returns *T” i f  and on ly i f  i t  is 

true.

T h e o re m  77 There exist orb it-d iu isions fo r  which i f  \s ^T  is p -rs r then NP =  coNP.

Proof. Suppose tha t the orb it-d iv is ion  o f the instance space is such tha t i f  .Y €  [0 * ]n 

then .Y is o f length n and i  is the first ha lf o f  .Y. Suppose tha t \s a t  is P“ rsr w -f-t. 

th is  o rb it d iv is ion. Consider the fo llow ing NP-m achine:
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G iven .V:

1. C o n s tru c t Y  =  A 'i A u Ai TA (padd ing), where u is a lite ra l tha t does not appear 

in the first ha lf o f .V and padding denotes a form ula  o f appropria te length (so tha t V’ 

is o f length n ).

2. Guess r .

3. Compute cr(r. A ').

4. I f  e r ( r .X )  =  V  th e n  o u tp u t o ( X . r .  I )  e ls e  o u tp u t  0.

C la im . The NP-m achine above w ill accept (i.e. ou tpu t I)  i f  and only i f  .V € SAT.

F irs t, suppose th a t A  € SAT. I t  holds th a t Y  as constructed in the NP-m achine 

it  belongs in  the same o rb it as A '. By the de fin ition  o f the p-rsr o. a  there exists at 

least one r  s.t. cr(r. A ') =  V’ . Such an r  w ill be guessed in  step 2 o f the NP-m achine. 

We know by the construction o f Y  tha t \ s a t ( ^  ) =  ^  Second, since by the de fin ition  

o f 0  it  holds tha t ©( A \ r, 1) =  1. As a result the NP-m achine above w ill ou tpu t I. for 

at least one o f its  guesses for r.

Now suppose tha t .V £  SAT. Then the NP-m achine above should o u tpu t “ 0" 

independently o f guessed r. I f  r  is such th a t <r(r. .V) ^  Y  then th is is im m ediate 

from step 4 o f the NP-machine. On the o the r hand, i f  c r ( r .X )  =  Y.  we know by 

the construction o f V' tha t Y sa tO  ) =  by the properties o f o  i t  holds tha t

o { X , r .  I )  =  0. As a result the NP-m achine w ill o u tpu t 0. also for any guesses r  for 

which it  holds th a t <r(r, .V) =  V . ■

It is possible to  extend the techniques em ployed in  the above theorem to  quantified 

boolean form ulas to  obta in the fo llow ing result:

T h e o re m  78 There exists orb it-d iv is ions fo r  which i f  \ q b f  is p -rs r it  holds that 

NP =  PSPACE.
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6 .2 .1  H a rd c o re  O rb it D iv is io n s  an d  S a tu ra tio n

In th is  section we in troduce a centra l concept in our methodology, the notion o f 

a hardcore o rb it-d iv is ion : in fo rm a lly , in a hardcore o rb it-d iv is ion . i f  we know the 

o rb it in to  which a certa in  instance x  belongs to . then we can com pute e ffic ien tly  the 

evaluation o f the function  /  over x.

D e f in i t io n  79 .4n o rb it-d iv is ion  {[Z?']n}ie.4 „;n6 M o f D  is hardcore fo r  the func tion  

f  : D  —> R i f  there is a computable fu n c tio n  c  so that f ( x )  =  v ( i . x )  f o r  al l  i  £  

A . n  £  IN and x  £  [D ‘ ] „ .

Hardcore o rb it-d iv is ions arise na tu ra lly  in  many settings.

A  “ d irect"' hardcore o rb it-d iv is ion  for a function  /  : D  —> R can be im m edia te ly 

obta ined by grouping instances according to  th e ir  evaluation f ( x ) :  { x  £  D \ f ( x )  =  

y}yeR• As an exam ple consider the quadra tic  residuosity predicate function \ q r  : 

J ;v —► { — I,  1} where J,v denotes the set o f Jacobi symbol +1 elements o f Z"w; the 

function  is defined as follows: \ q r ( x )  =  I i f f  x  is a quadratic-residue m odulo .V. 

Consider the o rb it-d iv is ion  A _ i,  .4i o f J ;v where ,4i contains exactly  those elements o f 

J.v th a t are quadratic-residues m odulo N . I t  is easy to  see th a t { .4 i} ;g {_ i, i|  constitutes 

an o rb it-d iv is io n . A d d it io n a lIy . it  is im m edia te  th a t the o rb it-d iv is ion  { -4 ,} ;g {_ ij}  is 

hardcore for \ q r .

Presum ably hard functions tha t are p a rtia lly  random -self reducible w .r.t. a hard­

core o rb it-d iv is io n  (such as the \ q r  function ) have m any applications in  C ryp togra­

phy.

A n  im po rtan t measure for a (hardcore) o rb it-d iv is ion  is the saturation fa c to r  th a t 

we in troduce next:

D e f in i t io n  80 The satura tion fa c to r  p(n)  o f  a (hardcore) o rb it-d iv is ion

is an upper bound (quantified over a ll orb its) o f  the number o f  random samples that
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we need fro m  some orb it [D ']n in  order to compute i  efficiently. Form ally, p(n)  has 

the property that there exists a PP T A  that runs in  t ime polynom ial in  n .p (n )  s.t.

fo r  any i  G A. the probability  P ro b [> l( x i x p(n)) =  /] =  1 —e(n.p(n) )  where e is a

negligible func tion  and X ! x p(n) are un ifo rm ly  d istributed over [ / ) ' ] „ .

Next we reveal the connection between the sa tura tion  factor o f a hardcore o rb it-  

clivision and pa rtia l random se lf-reducib ilitv  o f a function .

T h e o re m  81 I f  f o r  a certain func tion  f  and an o rb it-d iv is ion  that is hardcore fo r  f  

i t  holds that the saturation fa c to r  is polynom ia l in  the input si:e n. then, exactly one 

o f  the fo llow ing  is true:

( i)  e ither f  is computable in  probabilistic polynom ia l tim e in  n (fo r most instances in  

its  dom ain), o r

( i i )  f  is S O T  pa rtia lly  random self-reducible w .r.t. the orb it-d iv is ion .

Proof. Suppose th a t /  : D  —> R  is pa rtia lly  random self-reducible w .r.t. the hardcore 

o rb it d iv is ion  {[/2']n}i€.-U;neN- Let <p, a  the two com putable functions for the pa rtia l 

random self-reduction o f /  and p{n)  be the sa tu ra tion  factor o f the o rb it-d iv is ion  

which is po lynom ia l in  n. G iven x  G [D ]n w ith  very high p robab ility  it  belongs to  a

unique o rb it O ( x )  (p roperty  ( ii)  o f de fin ition  74). For r t .  r p(„, random b its trings

we com pute the instances x t =  a f r ^ x )  x p(n) =  cr(rfi(n). x ) .  By the properties

o f a  i t  holds tha t x j ,  x p(n) are un ifo rm ly  d is tr ib u te d  in O(x) .  Since p(n)  is the

satura tion  factor o f the o rb it-d iv is ion . it  holds tha t given p(n)  samples from  O ( x )  we 

can com pute i  €  .4„ s.t. O ( x )  =  [ £ ' ] „ .  I t  follows th a t because the o rb it-d iv is ion  is 

hardcore, given t . x  we com pute in  p robab ilis tic  po lynom ia l-tim e  / ( x ) .  ■

Xote th a t i f  the satura tion factor for a hardcore o rb it-d iv is ion  o f a function is I 

then it  is im m edia te  tha t the function is com putable in  po lynom ia l-tim e. On the o ther
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hand for presum ably hard functions (such as \ q r  above) tha t are pa rtia lly  random- 

self reducible w .r.t. a hardcore o rb it-d iv is ion , i t  holds tha t the saturation factor 

should be superpolvnom ia l in  n (otherwise using the p a rtia l random se lf-reducib ility  

over the hardcore o rb it-d iv is ion  one would be capable o f com puting the function  in  

po lynom ia l tim e):

F a c t 1. Under the Q uadra tic  Residuosity Assum ption [GMS4], the d irect hardcore 

o rb it-d iv is ion  for \ q r  defined above has superpolvnom ia l saturation factor.

The above remarks suggest a natura l connection between the size o f the saturation 

factor for hardcore orb it-d iv is ions and the hardness and se lf-reducib ility  o f a certa in 

function.

6 .2 .2  H ard ness vs. S e lf-re d u c ib ility  in  D eco d in g  L in e a r  
C odes

A linear code is defined by a generator m a tr ix  .A €  Fr,xfc. w ith  n >  k. The codeword 

o f a message m  6 I *  is defined as c =  .A • m . In our setting, we consider the decoding 

problem  over a large fin ite  field where log |F| is p roportiona l to  n. The decoding 

problem  we consider is defined as follows:

D e f in i t io n  82 (LC-DECODING,) For a fixed lin e a r code .A. given a c g  P  so that 

there exists a m  €  IE* so that A  ■ m  agrees with  c  in  at least t positions, recover a ll 

(m . / ) .  s.t. (.A • m ), =  (c), f o r  a ll i  6  I  and | / |  >  t.

We denote the set o f a ll instances c w ith  parameters n. k. t by Q^.k.t (where it  

assumed th a t n >  t >  k ). The function tha t corresponds to  LC-DECODING is defined 

as follows: F jec : maPs instances c to  one o f th e ir  possible solutions (m , / ) .

Note th a t F jec is well defined only i f  there is a unique solution.

We note th a t the above defin ition  o f Decoding is essentially a "prom ise’’ version o f 

the typ ica l list-decoding problem  where we are given the assurance tha t the number
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o f errors is bounded above by n — t. T yp ica lly , we w ill consider constant “ message- 

rate" and “ e rro r-ra te ". i.e. k :=  tin  and t :=  rn  for some k . t  £  Q + where k denotes 

the message-rate and 1 — r  denotes the e rro r-ra te  (note: k <  r ) .

S tru c tu re  o f  th e  In s ta n c e  Space

Let G'n.k.t^l) denote the subset o f Gn.k.t so th a t every instance c has a solution o f the 

form  (m . I ) .  I t  is clear tha t Gn.k.t =  U|/|=f£ ;^ . t ( / ) .

We consider linear codes tha t satisfy the  fo llow ing property: any Ar-minor o f the 

m a trix  A is non-singular. Th is  property is ty p ic a lly  satisfied in many concrete ex­

amples o f linear codes (e.g. Reed-Solomon codes) and moreover it  is satisfied by a 

random linear code w ith  very high p ro b a b ility  when the underly ing fin ite  field is large 

(in  pa rticu la r for a certa in  random linear code A  i t  is satisfied w ith  p ro ba b ility  at 

least I -  jf | ) .

L e m m a  83 Suppose that log |F| >  2n. Then it  holds.

( i)  The number o f elements o f G'njcj can approximated (w ith in  negligible e rro r) by

( ; ) i f | " - ‘ + ‘ -
( i i )  The ra tio  o f  the number o f instances in  G *k t with more than one solution, over

#Gn.k.t *s less than ‘2~n.

Proof, ( i)  For any I  C {1  n }  w ith  | / |  =  t i t  holds th a t #G n ,k,(( / )  =  |F|n~t+<:.

This is s tra ightfo rw ard since n — t +  k  are exactly  the degrees o f freedom tha t each 

element o f Gn.k.t(^) has.

C learly i f  an instance c 6  Gn.k,t îas tw o  d is tin c t solutions (m i.  / 1) and (m 2, / 2). 

it  holds th a t c €  Gn.k.t(li )  C G'n. T o  determ ine the like lihood th a t a given 

PR-instance has a single solution or more, the fo llow ing observation is helpfu l:

(a) For a ll [ t , / 2 C { 1 , -----n } ,  w ith  | / t | =  | / 2| =  t. ^  / 2, i t  holds th a t #(££fc,t ( f i ) n

G t k A h ) )  <  |F|n-f+fe-1.
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(b) The to ta l number o f instances in  Q * k t tha t have more than one solution is less 

than ( " ) 2|F |" - t+fc- 1.

P roof o f (a). Let | / 1 H /-21 =  m:  note tha t m €  {0  t — I } .  C learly the “ free" (noise)

points con tribu te  choices. It remains to  find the number o f choices due to

the coordinates o f c tha t correspond to the positions indexed by U /o. The first 

solution contributes jF |fc choices, whereas the second solution, i f  m <  k.  i t  contributes 

|F|fc_rn. I f  Hi >  k  no second solution is feasible. So we have two cases: m <  k.  where

n  Gn,kAl t ) )  =  |F|n- 2t+-H\  and m >  k. where # (G '*kA  l \ ) n  G * kA l A)  =  

|P ]n-2t+m+fc^ w ;t h m £  [fc i  — 1}. As a result, independently o f the choice o f

A . #{ Gn.kA l i )  n $n .kA l A ) <  |F |" - ‘+fc- 1 (recall th a t t >  k).

Proof o f (b ). i t  follows easily from  the fact tha t the set o f a ll instances o f Q'^k.t tha t

have more than one solution is a subset o f U /,^ /2^ fc>t( / i )  ^Q 'n.kA^A-

The fo llow ing observation compares the num ber o f elements o f Q'^kJ an<  ̂ Gn.kA 

and in  com bination w ith  the previous observation, i t  provides an estim ate to  the 

number o f elements o f G'n.k.t:

Suppose log |F| >  in .  For any I  C { 1 , ----- n } . | / |  =  t. i t  holds th a t ( " )  — 2_a <
^  / n \

(p roo f) By de fin ition  i t  holds tha t Q ^k t =  U|/|=t ^ fc>{( / ) .  It follows from  lem m a tha t

#G 'n ,kA l) =  & G n jcA f')  ô r ^  I* I '-  Now fix  some /  C { I  n } .  | / |  =  t. I t  follows

tha t,

Next using the upper bound on n  ^ n .k A h })  th a t follows from

lemma, i t  follows tha t (using the facts log |F| >  3n , ( " )  <  2 ")

f n n ^  ( f ) )  A nt ) 2* ^ . kA n  ^ G - ^ A n
2 ^  ^ n . k A I l )  n  G n . k A h i )  <   rjpj  <  -------^ -------

1 1
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I t  follows tha t

< ( " )  -  ^ ) # s t . A n  <  # £ ? .* , <  ( " ) # « & , ( ' >

which completes the proof o f item  (i) .

( i i)  Now. i t  holds tha t ( ( “ ) - 2 - " ) ( | F | ) B|F l" - ‘+fc <  <  (? )( |F |)n |F |" - t+fc.

The num ber o f PR-instances o f Sn,k.t w ith  more than one solution is less than

(from  observation (b) above). I t  follows th a t the ra tio  is less than

(;)*(C)-n-r' <2-
■

I t  is an im m edia te  coro lla ry from  the above lem m a th a t any P P T which samples 

the un ifo rm  d is tr ib u tio n  over G'n,k.t select an instance c th a t has a unique solution

w ith  overwhelm ing p ro b a b ility  1 —2~n. Consequently any instance c 6 Gn,k.t uniquely 

defines a solution m  €  IF* (w ith  overwhelm ing p roba b ility ). As a result Fdec is well- 

defined for most o f the instances o f Gn.k.t (i-e. F jec has a unique o u tp u t).

P ro p o s it io n  84  The collection  ( / ) } | / |= t  is a hardcore o rb it-d iv is ion  o f the in ­

stance space Gn.k.t ° f  func tion  Fdec-

H ardness vs. S elf-R ed u cib ility  in L C - D e c o d i n g

In th is  section we establish the fact th a t LC-DECODING is e ither solvable in  prob­

a b ilis tic  po lynom ia l-tim e  w ith  very high p ro ba b ility  or i t  is N O T  p a rtia lly  random 

self-reducible w .r .t .  the o rb it-d iv is ion  {£?£*,*(/) } |/ |= t-  Th is result is based on the 

fo llow ing m ain theorem  tha t states tha t the satura tion factor o f the hardcore o rb it- 

d iv is ion  {G n ,k A I)} \i\= t for Fdec is linear in  the instance size n.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 1 4 3

T h e o re m  85 The saturation fa c to r o f the o rb it-d iv is ion  {Q ^ k f ( / ) } | / |= t  is at most 

f ( ^  +  a )n ] .  where a €. R + .

The  p roo f o f the theorem  is described in the rem ain ing o f th is  section. Let 

C i c p be un ifo rm ly  d is tribu ted  elements o f the o rb it Q fjt e( / )  (p is to  be deter­

m ined la te r). Notice tha t each c t ,  c p is an instance o f LC-DECODING w ith  the

same erro r-pa tte rn . Consider the follow ing {n  x p )-m a trix

r  ( '  rC =  I c t c , c p I
V i  i  . . .  i  /

Here, we in troduce the fo llow ing p robab ilis tic  procedure th a t given the elements

c t ,  cp, recovers k  indices o f the index-solution-set (the  recovery o f a ll t indices o f

[  follows im m edia te ly).
F in d (C )
Choose p rows o f C  at random to  form  square m a tr ix  .1/:
define ro u ; [ l ] ,  row[p\ to  be the indices o f the selected rows.
i f  d e t ( M )  =  0 call S o lv e (A /);h a lt: else re tu m (fa il) ;__________________
S o lve ( XI)  
fo r i =  l  to  k  do

Perform  Gaussian E lim ina tion  in  A /;
I f  the j - t h  row o f X I gets nu llified  set so/[i] =  row \J\;
Swap the j - t h  row w ith  the i- th  row o f XI; swap(rtnuft], ro tc fj]) ; 

o u tp u t ( s o / [ l] , . . .  ,so/[Ar])

F irs t we com pute the p roba b ility  tha t the sub-procedure F in d  w ill actua lly  find 

a m ino r X I o f C  tha t contains at least k  +  1 rows whose index belongs to  I .  Th is 

is possible because the num ber o f ‘‘good”  rows o f X I (those w ith  rotu [i] €  I )  when 

selecting rows at random from  C  to form  the m ino r X I follows the hypergeometric 

d is tr ib u tio n  (th is  is because selection is done "w ith o u t replacement” ); i f  p is large 

enough the p ro ba b ility  tha t less than k -1-1 good rows w ill be selected can be expressed 

using the C hvata l ta il bounds for the hypergeom etric d is tr ib u tio n  [Chv79].
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L e m m a  86 Given that p >  y .  the procedure F in d  m il fo rm  a m in o r X I that contains 

at least k  1 o f  the good rows with probability  1 —

Proof. Denote by A the num ber o f rows o f the selected m inor .1/ tha t belong in 

/ .  The random variable A follows a hypergeom etric d is tr ib u tio n  w ith  in it ia l success 

p robab ility  t j n .  We app ly the C hvata l bound for the r igh t ta il o f the hypergeometric 

d is tr ib u tio n : for any e >  0, Prob[A <  ( t / n  — e)p\ <  e 2' 2m. Let e :=  £ — note 

th a t e >  0 by the cond ition  on p. Then it  holds tha t Prob[A <  k\ <  e 2(2p. As a 

result we deduce tha t the p ro b a b ility  tha t F in d  w ill ca ll S o lv e  is Prob[A >  k  +  1} =  

1 -  Prob[A < k] = 1 -  e-2f2m. ■

One can show th a t a m ino r XI tha t contains k  +  I good rows is singular. This 

is because at least one o f these rows can be w r itte n  as a linear com bination o f the 

rem aining k. N ext, we need to  show tha t any row in \ l  th a t is not among the good 

rows (i.e. w ith  ro tc fi] £  / )  can be expressed as a linear com bination o f the rem aining 

rows w ith  very sm all p robab ility . Th is ensures th a t the procedure S o lv e  w ill discover 

a ll good rows, provided th a t the given m inor X I contains k  +  1 o f the good rows.

L e m m a  87  Assume that p >  k . The probability  that a row i  o f  the m ino r X I with 

rou/[i] 0  I  can be expressed as a linea r com bination o f the rem aining rows o f X I is at 

most 1 /|F |.

P ro o f The p ro b a b ility  is taken over a ll possible choices o f the instances c i , . . . , c p 

from  G n,kA l)- Suppose we select a m inor X I o f  the m a tr ix  C  defined by the rows 

r o iu [ l ] , . . . ,  row [p\ and there is an i  €  { l , . . . , p }  w ith  rou ;[i] ^  /  s .t. the i- th  row o f 

X I can be w ritte n  as a linear com bination o f the  rem ain ing rows. Th is can happen 

w ith  p ro ba b ility  at most 1 /|F | since the i- th  row is u n ifo rm ly  d is tribu ted  over Fp. ■

As a consequence o f the above lemm a a row i  o f X I is nu llified  on ly  i f  i t  is among 

those w ith  rott?[i] €  /  (w ith  overwhelm ing p ro b a b ility ). As a result the sub-procedure
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S o lve  w ill recover I  w ith  overwhelm ing p roba b ility  (provided tha t X I contains k  +  1 

good rows).

Now observe tha t i f  k  k ti  and t :=  rn  and p  =  [ ( 7  +  a )« l i t  follows tha t 

2 ( ^  — ^ ) 2p =  0 (rc) and as a result the p roba b ility  stated in  lem m a 8 6  is negligible 

in  n. Th is completes the proof o f theorem  85, since we have shown tha t /  can be 

recovered in p robab ilis tic  po lynom ia l-tim e  provided tha t p — [ ( 7  +  a )n ] .  ■

Because o f theorem 85 we can show:

T h e o re m  88 The func tion  F * c that corresponds to the LC-DECODING problem with 

parameters [n.A: :=  tcn .t :=  rn ] .  is e ither

( i)  polynom ial-tim e solvable ( fo r most instances o f Q * k t ), or.

( i i )  N O T  p -rs r mith respect to the orb it-d iv is ion  {<?„,*,*(/)} |/ |= t.

6 .2 .3  S a tu ra tio n  in  th e  P o ly n o m ia l R e c o n s tru c tio n  P ro b le m

In th is section we concentrate on the decoding problem  o f Reed-Solomon codes. A l­

though our generic results we presented in  the previous section app ly to  the specific 

case o f RS-decoding, here we dem onstrate th a t in  RS-Codes decoding the satura tion 

factor o f the hardcore o rb it-d iv is io n  defined in  section 6.2.2 is in  fact constant. Recall 

the de fin ition  o f the PR  problem :

D efin ition  89 P olynom ial R econstruction  (P R ). Given n , k , t  and {(s< ,y«)}"=1 

with zt ^  Zj fo r  i  ^  j ,  output a ll ( p ( x ) , I )  such that p G degree(p) <  k,

I  C { 1 , -----n } ,  | / |  >  t and V i 6  f (p(z i )  =  y,) (note that we assume that at least one

solution exists, i.e. there is a promise that the number o f  “e rro rs ”  is less than n — t) .

The instance space is denoted by Sn,k,t and contains sets o f pairs y.)}r=i 

as defined above. The decoding function  is denoted by and maps instances 

X  G Sn,k.t to  a po lynom ia l solution p. Again, F£ f  is well defined on ly  in  the  case 

there exists a unique so lution.
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PR, in te rpre ted  as a coding theoretic problem  asks for a ll messages th a t agree w ith  

at least t positions o f the received corrupted codeword. W hen t >  then P R [n , k. f] 

has at most one solution and it  can be found w ith  the a lgorithm  o f Berlekam p and 

Welch [B W 8 6 ] ( is the error-correction bound o f the Reed-Solomon codes). When 

t is beyond the error-correction bound then having more than one solution is possible. 

Sudan proposed an a lgo rithm  th a t solves the PR beyond the error-correction bound 

when t >  y/2kn  in [Sud97] and la te r in  [GS98]. Guruswami and Sudan presented 

an a lgorithm  tha t solves the PR for t >  \ fk n .  In [GRS95] it  was shown th a t when 

t >  \/Jcn the number o f solutions is bounded by a polynom ia l.

Structure o f  th e  Instance Space

Let I  C {1  n }  w ith  | / |  =  t.  For some fixed, pairwise different ^ ......... : n, we

denote by Sn.k ,t{I) the subset o f Sn,k,t so tha t for any .V €  Sn.k .t(l)  i t  holds that 

.Y :=  { { ; „ j i ) } " = 1  has a solution o f the form  (p, / ) .

Follow ing s im ila r arguments as in section 6 .2 .2 , one can show tha t

P roposition  90 ( i)  The collection {S n,k .t{[)}\l\= t is a hardcore o rb it-d iv is ion  o f the 

instance space Sn.k.t-

( i i )  .4 random instance over Sn.k.t has a unique solution with probability at least 1 — 

2~n , provided that log |F | >  2 n.

Item  ( ii)  suggests th a t F £ f  is well defined for most instances o f Sn.k.t- 

An im m ediate coro lla ry o f theorem 8 8  is the following:

C orollary 91 The func tion  which corresponds to the PR problem, with param­

eters [n ,k  : =  n n , t  : =  r n ] ,  is e ither

( i)  polynom ia l-tim e solvable ( fo r most instances Sn,k,t), or,

( i i )  N O T  p -rs r  with respect to the orbit-d im sion  {<Sn,* . r ( f  ) } | / |= t-
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H a rd c o re  O r b i t  D iv is io n s  in  P R  w i t h  C o n s ta n t S a tu ra t io n

Th is section follows the exposition o f section 6.2.2. Due to  the add itiona l s truc tu re  o f 

RS-codes. we can show a much stronger result w ith  respect to  the sa tura tion  factor 

o f the hardcore o rb it-d iv is ion :

T h e o re m  92 The saturation fa c to r  o f  the o rb it-d iv is ion  {«Sn,*.t(I )}|/|= t Is ° l  most

r « — l-* T — K I

Proof. Let A ' t , . . . .  Xp be random ly d is tribu ted  over «Sn,^,t ( / ) .  Set .Y* =  {(c ,,

for f. =  I  p. We w ill determ ine a value for p tha t allows us to  recover / .  Define

the following m atrix  £ ,  where d =  t --  k  — I , and 3 II 1 ?r- — 1) +  / — I

f  y i.i • •• ~ i y i . \ y i . r  - iy  1 ,r • • • - fy l.r I . . . .fc-t+d \  
- I

£  =
1/2.1 -2</2,l • • • -21/2.1 1/2,r -2l/2,r • • • -2y2.r 1 C2 . . . .fc-l+d

-2

\  yn.l -ni/n.l • ••  -fon .l yn.r - nyn.r ~nyn.r 1 Cn . . . /

£ d[ .Y i,  .Yr ] is o f dimensions n x  m . Consider the fo llow ing a lgo rithm :
F in d (£ )
Choose m  rows o f the m a tr ix  to  form  square m a tr ix  M :
define r o t r f l ]  r» ic [m ] to  be the indices o f the selected rows.
i f  D e t(A /) =  0 call S o lve ( A /) ;h a lt; else re tu m (fa il)
S o lve ( M )  
fo r i = l  to  t do

Perform  Gaussian E lim in a tio n  in M :
I f  the j - t h  row o f M  gets nu llified  set so l[i\ =  row[ j ] ;
Swap the j - t h  row w ith  the i- th  row o f M :  swap(rou;[i], ro w [j\ ) ;  

o u tp u t ( s o / [ l ] , . . . ,  -so/[f])

W ith  s im ila r arguments as in  lem m a 8 6 . we show

L e m m a  93  Given that n >  t >  k  +  1 and p >  ( j  — 1 ) the procedure F in d  

w ill fo rm  a m in o r M  that contains at least t o f  the good rows w ith probability  1 —
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Proof. Denote by A the num ber o f rows selected by F in d  th a t belong in I .  The random 

variab le A follows a hypergeom etric d is tr ib u tio n  w ith  in it ia l success p ro b a b ility  t j n .  

YVe app ly the Chvatal bound for the righ t ta il o f the hypergeom etric d is tr ib u tio n : 

for any t  >  0, Prob[A < ( t / n  — e)m] <  e~2t2m. Let e :=  A _  then it  holds tha t 

Prob[A <  t — 1] <  e -e*m. As a result we deduce tha t the p roba b ility  tha t F in d  w ill 

call S o lv e  is Prob[A > / ]  =  ! — Prob[A <  t — 1] =  1 — ■

One can show that a m ino r A / o f E tha t contains t o f the good rows w ill be 

s ingular. This is because each one o f the good rows in the m a tr ix  E is o f the form  

{ P i ( z i ) . . . . .  Pm(: , ) )  where f \ ,  Pm are polynom ia ls o f degree at most t — 2.

Next w ith  s im ila r arguments as in  lem m a 87 one can show th a t in  such a m ino r M ,  

the p robab ility  tha t a certa in row, th a t is not among the good ones, can be w ritte n  

as a linear com bination o f the rem ain ing rows is less than 1/|F |.

Now i f  k  :=  kti. t :=  r n  and p =  [ 0 7 ^ !  f ° r  some a  >  1. Then, it  follows th a t the 

p roba b ility  in lemma 93 is o f the form  I — Be~m for some constants B .c  6  R . The 

p roo f o f theorem 92 follows. ■
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C hapter 7 

Future W ork and D irections

Polynom ial reconstruction based C ryptography constitu tes a novel paradigm  for the 

exp lo ita tion  o f Decoding Problems o f fam ilies o f Codes in  the cryptographic setting. 

The results o f th is thesis suggest tha t the problem  o f Polynom ial Reconstruction, the 

Decoding Problem o f Reed-Solomon codes, is robust in  the cryptographic sense under 

the related decisional Assum ption.

VVe provided various different venues over which th is  novel in tra c ta b ility  assump­

tion  yielded prim itives and protocols w ith  unique properties and applications, inc lud­

ing a probabilis tic  one-way function  w ith  strong concealment properties, com m itm ent 

schemes w ith  sublinear decom m itm ent witness, s ta te fu l cryptosystems, and secure 

games w ith  polynom ia l expressions. Also we have investigated the so lvab ility  o f the 

M ultisam ple  Polynom ial Reconstruction, and pointed to  its  equivalence to  the Decod­

ing Problem  o f Interleaved Reed-Solomon Codes. F in a lly  we discovered in teresting 

hardness/se lf-reducib ility tradeoffs in  Decoding Problems and we in troduced various 

new notions for characterizing such tradeoffs in  com puta tiona l com plex ity  problems, 

such as the notion o f hardcore orb it-d iv is ions and the notion o f the saturation factor.

There are several d irections for fu tu re  research th a t are spawned from  th is thesis. 

Below we summarize the most im po rtan t ones:

149
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•  Investigation o f Polynom ial Reconstruction Based C ryptography from  a p rac ti­

cal v iew po in t: concrete im plem entation and experim entation w ith  parameters.

•  Po lynom ial Reconstruction as an in tra c ta b ility  assumption has many natura l 

applications in cases where cryptographic-kevs are "fuzzy"’ (i.e. the same key 

should be allowed to  be s ligh tly  d ifferent from  tim e  to tim e). This in  tu rn , 

has a m a jo r app lica tion in the b iom etric  extraction  o f cryptographic keys. O ur 

results can provide a formal security foundation for such constructions, and it  

is an in teresting research direction to  investigate these in terre la tions fu rthe r.

•  Considering other codes instead o f Reed-Solomon from  a cryptographic hardness 

perspective; examples o f codes tha t can be considered next include Chinese 

Remaindering Codes and Algebraic Geom etric Codes, such as Goppa codes.

•  Novel pro toco l constructions based on Polynom ia l Reconstruction. To th is  effect 

we present in  the next section an ou tline  for bu ild ing  a Key-exchange protocol 

based solely on Polynom ial Reconstruction.

7.1 A m odel for K ey-Exchange U sing P R

M odem  C ryptography started w ith  DifBe and H eilm an’s fundam ental concept o f 

“ A sym m etric  C ryp tography”  (aka Public-K ey C ryptography) [DH76). I t  enables two 

entities th a t have never m et before to  s ta rt secure com m unication. In  pa rticu la r, 

Asym m etric  C ryp tography enables the entities to  establish a common secure key 

(which the eavesdroppers cannot get in spite o f the fact tha t the transcrip t o f the 

entire  in te raction  is pub lic ). The key exchange can be done v ia  a specialized protocol 

(a t the end o f which the parties agree on a secret value) o r via a public-key scheme 

where one o f the parties publishes a pub lic-key cryptosystem  tha t the o ther pa rty  

uses to encrypt the common key w ith . Another in troduc tion  o f th is basic notion was
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M erk le ’s puzzles [\Ie r78 ] ( tha t achieved on ly  a polynom ia l work d iffe ren tia l between 

the two en tities  and the eavesdroppers). As was noted in these seminal papers, the 

security o f A sym m etric  C ryptography, being based on pub lic ly  available transcrip ts, 

relies on com puta tiona l com plex ity  and the in a b ility  o f the eavesdroppers to  solve a 

hard problem  (thus, in  some sense th is  field can be viewed as "the  applied side o f 

com puta tiona l com p lex ity '’ ).

Follow ing the above seminal works, the last 25 years led to  on ly a handfu l o f ba­

sic m athem atica l techniques which led themselves to  the construction o f asym m etric 

cryp tograph ic  methods. Methods based on the index calculus m ethod (discrete log­

a r ith m ) over a fin ite  group [DH76] ( la te r generalized to  other groups such as groups 

over e llip tic  curves and recently over non-abelian groups) were in troduced. O ther 

m ethods based on the in tra c ta b ility  o f  factoring have been designed s ta rtin g  from 

the works o f [ARS78. Rab79, GM84] (w h ile  another early fa m ily  o f knapsack-based 

solutions, was la te r found to  be tractab le). O the r schemes are based on the hardness 

o f decoding random  linear codes [McE78], po lynom ia l equations [IM 85] and on la ttice  

problems [AD97].

G iven th is  lim ite d  choice o f m athem atica l in fras truc tu re  to  base A sym m etric  

C ryp tography upon, find ing novel m athem atica l techniques and assumptions tha t 

can support i t ,  is perhaps the centra l issue in  modern C ryptography research.

Here we propose a variant o f the po lynom ia l reconstruction (P R ) problem as a sole 

base for key exchange. Variants o f th is  problem  has already been employed w ith in  

cryp tograph ic protocols in o ther works beyond th is  thesis, (e.g. [NP99], however, not 

by themselves, bu t ra ther on top o f O b liv ious Transfer channels).

Key exchange protocols have been using one o f the fo llow ing paradigms:

1. The  generic M erkle  puzzle paradigm  based on a set o f m oderately hard prob­

lems; however th is  “generic”  m ethod exh ib its  on ly a po lynom ia l difference be­
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tween the attacker and the legal parties.

2. P ub lic -K ey Cryptosystem  based, where a problem  has a secret “ trapdoor" in ­

fo rm ation , however note tha t for the PR problem  no trapdoor is known.

3. The D iffie -H eilm an key exchange paradigm , where one employs the com m uta­

t iv i t y  o f m u ltip lic a tio n  o f preimages o f a one-way function, however no commu­

ta t iv ity  is present in the PR problem as is.

O ur goal is to  present a protocol for key exchange where the eavesdropper has 

to  work exponentia lly  (o r at least super po lynom ia lly ) in the work o f the users, thus 

paradigm  I does not apply. Now, since our underly ing problem  does not have a 

s truc tu re  which allows one o f paradigms 2 o r 3 to work, we needed a new paradigm. 

O ur parad igm  includes the fo llow ing steps:

•  Each pa rty  com m its to  a random set encoded w ith in  a pub lic  s tructure  which 

hides ^exponentia lly  many subsets.’’

•  Each pa rty  generates a “ surface’’ based on its  own subset. Each party, then, 

pro jects its  surface on the structure  (a ll po ten tia l subsets) o f the o ther party. 

Subsequently it  p a rtia lly  randomizes th is  pro jection.

•  The parties exchange these pa rtia lly  randomized projections. Based on the re­

ceived pro jection and the actual random set each pa rty  employs error-correcting 

techniques to  recover the common key.

W h ile  com puting  on the two projections is, in  fact, not com m utative , th e ir eval­

uations along a specific curve generates a com puta tion  which is com m utative  w ith  

respect to  a common po in t on the curve. The lim ite d  co m m u ta tiv ity  is generated 

by the  algebraic structu re  o f the set encoding in  a PR  instance w ill po ten tia lly  allow 

overcom ing the obstacle th a t the PR problem  itse lf (as posed) has no com m utative
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struc tu re  in it .  T h is  lack o f c o m m u ta tiv ity  in  PR is in  contrast w ith  the D iffie  Heilman 

problem  where exponentia tion w ith  two different values is com m utative .

7 .1 .1  P re lim in a rie s  an d  D e fin itio n s

VVe recall some defin itions th a t are useful in  th is  section. A n ensemble parameterized 

by n 6  IN is a collection o f sets { A n} n€i«j.

D e f in i t io n  94  Two ensembles D and R parameterized by n 6  IN are called polynom ial 

tim e indistinguishable, i f  f o r  any probabilistic po lynom ia l-tim e predicate A  it  holds 

that,

| P r o b X evo [ A ( X )  =  1] -  P r o b ^ ^ A )  =  1] |

is a negligible fu nc tion  in n.

7 .1 .2  T h e  In tra c ta b ility  A ssu m p tio n

To s im p lify  our exposition we w ill use pseudorandomness o f PR-instances as our 

in tra c ta b ility  assumption in  th is  section (see section 3.3). Let us s ta rt by recalling 

the de fin ition  o f the problem .

D efin ition  95 P olynom ial R econ stru ction  (P R ). Given n , k . t  € IN and the

pairs  { ( c j .  y i ) , . . . ,  (~n,y n) }  • output a ll P (x )  6  F [x] such that degree(p) <  k. and  

P {z i)  =  y, f o r  at least t d is tinc t indices i  6  ( 1 , . . . ,  n } .

O ur first in tra c ta b ility  assum ption suggests th a t i t  is im possible to  d istinguish 

between random  sets o f po ints and PR-instances fo r error-rates beyond what can be 

decoded w ith  the current knowledge for P R -so lvab ility . We form alize our in trac tab il­

ity  assumption below. Recall th a t the parameters [n. k , f] w ill be called sound for the 

PR-problem  i f  they satisfy t <  y /n (k  — 1 ), and the brute-force a lgo rithm  against PR 

requires exponentia l t im e  in  n (see section 3.1.2)
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A ssum ption  # 1  w ith  parameters [n,Ar. t}. Consider the fo llow ing two ensembles:

R. :={{<=;.«>}?., I-'.-w €F}

D. :=  { { ( - . - j / i ) } r = .  I e  F- 3 / ,  | / |  =  t . 3 P e  F (x|. v« e  /  : =  « , }

where the po lynom ia l P  in  the ensemble D i is o f the form  P {x ) =  q CjXj . We 

assume tha t whenever the parameters [n, k , t] are sound, the two ensembles Rt , D i are 

indistinguishable for any probab ilis tic  po lynom ia l-tim e  predicate.

Note th a t assumption # 1  can be derived from  the  D PR  assumption, see section

3.3.

O ur second in tra c ta b ility  assumption is defined in  s im ila r terms, bu t for b i-varia te  

polynom ials. VVe s ta rt w ith  the de fin ition  o f the Po lynom ia l Reconstruction problem 

for b i-varia te polynom ials.

D efin ition  96 B i-variate P olynom ial R econ stru ction  (B P R ). Given param­

eters n. dr .dy  6  IN and 7  6  Q + with 7  <  1. and  { ( “ ! , . < 7! ) ........ ( - n*yn,<?n)} •

output a ll Q (x .y )  €  IF[ar,t/] such that degree(Q ,x) <  dx ,degree(Q ,y) <  dy , and 

Q {z t, y,) =  <7, f o r  at least 771 d is tinct indices i  €  { 1 , ----- n } .

The BPR problem is an extension o f the un ivaria te  case and typ ica lly  m any decod­

ing approaches for PR  can be extended to  the b i-varia te  case, see e.g.[Sud97]. On the 

other hand, there is not an e x p lic it ly  stated bound fo r the  so lvab ility  o f the B P R  w ith  

the above fo rm u la tion , so we w ill sketch b rie fly  the m ain  technique o f [Sud97],[GS98] 

(which is the strongest known decoding technique w ith  respect to  the error-ra te  it  can 

correct) and we w ill extend i t  to  the case o f BP R , to  ob ta in  a bound on the so lvab ility  

o f  BPR. G iven a set o f points <7; ) } ”= i and parameters dT,d y, 7  we in te rpo la te

a non-zero tri-va ria te  po lynom ia l Q '[x , y, r )  o f degrees d i,d 2.d 3 so tha t fo r any bi- 

variate po lynom ia l Q  o f degrees dr , dy th a t fits  7 T1 o f the given points, i t  holds th a t
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Q ' ( x .  y. Q { x .  y ))  is id en tica lly  the O-polynomial; th is  m ethod w ill allow us to  use poly­

nom ia l fac to riza tion  to  recover a ll possible solutions Q .  Observe such a po lynom ia l 

Q '  can be found by standard linear algebra, provided tha t ( i)  Q ' ( z i .  y t . q i )  =  0. for all

i  =  1 n . ( ii)  (d i +  dxd2)(d2 +  dyd2) <  7 n , and ( i i i )  d id 2d3 >  n. The cond ition  ( ii)

suggests th a t dyd2 and (d2)2dxdy can be at most 7 n and since d^d2d2 >  n i t  should 

hold tha t 7  >  f /£ d xdy/n .  where £ is some real constant greater equal to  1 (note 

tha t we purposely adopt a worst-case approach for th is analysis, since we are not 

interested to  solve BP R . but ra ther find an asym pto tic  lower bound in the so lvab ility  

o f BPR. using the  centra l ideas o f [GS98]). VVe w ill ca ll the parameters [n ,d r .d y, 7 ] 

sound for the BP R  problem  i f  7  <  \J(,dxdy/n  and the brute-force approach against 

B P R  requires exponentia l t im e  in n. Next we form alize our second in tra c ta b ility  as­

sum ption . th a t is an extension o f assumption # 1  fo r the case o f b i-varia te  Polynom ial 

Reconstruction.

A ssu m p tion  # 2  w ith  parameters [n ,7 ,d r ,d y]. Consider the fo llow ing two ensem­

bles:

R 2  : =  I - . M / m < 7 . €  f }

° 2  :=  { { ( -« •  i/M<7«)}r= i I =>,yi €  F. 3 / . | / |  =  7 n, 3Q  G F [x .y ], V i G /  : Q ( - i .y i)  =  <7, }  

where the po lynom ia l Q  in the ensemble D2 is o f the form

dt  dy
Q ( x , y )  =  ^  cj ,y x JyJ'

J = 0  j '= 0

VVe cissume th a t whenever the parameters [n, 7 . dr , dy] are sound, the tw o ensem­

bles R2, D2 axe ind istingu ishable  for any p robab ilis tic  po lynom ia l-tim e  predicate.

7 .1 .3  O u r M o d e l: T w o -P h a se  K e y -E x c h a n g e

A  two-phase key-exchange is defined by three p robab ilis tic  a lgorithm s GEN, ACT, 

GET.
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VVe give an in fo rm a l description firs t. The public-key generation a lgorithm  GEN. 

on in pu t l n (where n is the security param eter) i t  ou tpu ts  a tup le  (X . / .  V ). The 

p ub lic -po rtion  is .V where the parts / ,  V  are kept secret (i.e. the constitu te  the 

priva te-key). The space o f public-keys for the security param eter n is subsumed in  a 

space .Vn. S im ila rly  the set o f private-keys V  is contained in a space V„. VVe assume 

th a t Vn is a (say) m u ltip lica tive  group w .r.t. some operation <£■.

The action a lgorithm  ACT operates on a pub lic-key .Y o f some player and combines 

i t  w ith  the private in fo rm ation  I ,  V  o f the acting player. The ou tpu t Y  o f the ACT 

procedure is transm itted  in the open from  the acting player to  the receiving player. 

The  set o f actions is subsumed in  a space yn. F in a lly  the receiving player uses GET on 

the action o f another player together w ith  his private-key and obtains the exchanged 

key.

Let us now describe in more deta il how the key exchanged is performed between 

tw o players .4, B . in  two phases.

P hase  I. B o th  .4, B  use the key-generation a lgo rithm  GEN to  obta in  the ir pub lic and 

priva te  keys. In  pa rticu la r, player .4 obtains (A'a, I  a, Ka) G EN(1 " )  and publishes 

X a -  P layer B , s im ila rly , obtains (A 's , I B, Vb) <— G E N (ln) and publishes A'b- 

P hase  I I .  Player .4 obtains the value Ya «— ACT(.Yb, Va) and transm its V'4 to  player 

B . S im ila rly , player B  obtains the value Yb «— A C T(.Y a ,V b) and transm its i t  to  

player A.

F ina lly , each player uses GET to  com pute the  com m on key V \ ©  Vs- In pa rticu la r, 

player .4 computes G E T (Y b ,/a ) and player B  computes GET( Va, lg ) .

D e f in i t io n  97  (Correctness) The e rro r probability o f  a two-phase key-exchange pro­

tocol GEN, AC T,G ET, is defined as

Prob[GET(ACT(X A, VB), IA) ^  VA © VB]
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The probability  is taken over the in te rna l coin-tosses o f  ACT and  GET, and a ll choices 

(A',4 . I a . V_\) <— G E N (ln) and ( X B- Ib - Vb ) <— G E N (ln). .4 key-exchange protocol is 

correct i f  its erro r-probab ility  is negligible in  n.

D e f in i t io n  98  (Security) .4 key-exchange protocol GEN. ACT, GET, is secure i f  the 

fo llow ing  two ensembles are polynom ia l-tim e indistinguishable:

R =  |  (-V. .v'. y; y". v )  I .v, A" e .vn, y. y ' e yn, v  € v „ }

d =  { ( a ; 4. A s , a c t ( x s . v;4).A C T (A A, vb ) , v a ? vB)  |

( X A, l A. Va ) <r- G E N (ln), (A s .  /b , Vb ) <- G E N (ln) |

The above defin ition  suggests th a t protocol transcrip ts  together w ith  the shared 

key they define, to  be ind istinguishable from  tru ly  random  tuples. The modeling o f 

the de fin ition  follows the security fo rm a liza tion  o f the D iffie -H e llm an Key-exchange 

protocol tha t requires protocol transcrip ts and the shared key they define (ga,g b.g ab). 

to  be indistinguishable from  tru ly  random  tuples o f the form  (ga.g b,g c) (which is the 

Decisional D iffie  Heilman Assum ption).

7 .1 .4  K ey-E xch an g e  P ro to c o l based on P o ly n o m ia l R econ­
s tru c tio n

In th is  section we define the key-exchange protocol based on Polynom ia l Reconstruc­

tion  fo llow ing the model o f a two-phase key-exchange. In  w hat follows we describe 

the three probabilis tic  a lgorithm s GEN, ACT and GET.

The security parameter o f the protocol is n. and also we em ploy the parameters 

k, t ,d x , dy. 7  thought o f as functions in  n. Note th a t k , t , d x,d y €. IN and 7  €  Q + . F 

denotes a large fin ite  fie ld, s.t. log |F| is po lynom ia l related in  n.

•  The GENfc.t function. G iven l n, GEN/t.t selects random  z, €  F  for i  =  1 , . . .  ,n  

and a random /  C { 1 , . . . ,  n }  w ith  | / |  =  t. Then, i t  selects P  6  F[x] w ith  degree
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less than k. and sets y, =  P (c,) for all i  6  / ;  for a ll i  £  I  a random y, €  F  is 

selected. The  ou tpu t o f GENfc,t is the tup le ( { ( - ; .  y i) } ”= n  I -  P {0)). The general 

space in to  which the public-keys are contained is

•Vn : = { ! ( = , . • / . } ” =! I =..y. € F }

the space for the shared key is Vn :=  F. and obviously i t  is a group w ith  respect 

to  m u ltip lica tio n  (w ith  0  excluded).

•  The A C T -,.^ .^  function. On inpu t .V :=  {(c ;. J/i)}™= i and a  6  F it  operates as 

follows: firs t i t  selects random  J  C { 1 , . . . .  n }  o f size j J \ =  ~/n. Then, i t  samples 

a random po lynom ia l Q  €  F[x, y] so that Q (x .y )  =  a y  +  H/=To ci- j 'xJyJ' 

and sets q3 =  Q{~j ,  y j )  for a ll j  € J .  Then it  selects a ll qj for j  £  J  at random

from  F. F ina lly  i t  ou tpu ts  qx ,qn. It follows th a t the  general space o f the

actions is

y n :=  I <7, €  f }

Note th a t for convenience we w ill assume th a t the o u tp u t o f

A C T , }£, ,>-)

is the set o f tuples {(.?,, y,-,<7t ) } "= i-

•  The GET function. G iven Y  =  { ( 2 i , y , ,?.)}£=i ,  and I  the  function GET parses 

Y  to  collect the tuples ? .)} is /. Subsequently i t  feeds these tuples to  the 

Guruswami-Sudan po lynom ia l reconstruction a lgo rithm  ([GS98]) and collects a ll 

po lynom ia ls returned by the a lgorithm  o f degree a t m ost 6 :=  dx +  (k  — l ) ( d y — 1 ) 

th a t cover more than y/t8  points. I f  there is a single po lynom ia l Ft as ou tpu t, 

GET returns P(0), otherw ise GET returns fail.
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7 .1 .5  C o m p le x ity  o f  th e  K e y -E x ch an g e  P ro to c o l

VVe assume generic im plem entations o f the basic f in ite  fie ld operations: add ition  is 

o f com plexity (9(log |F|), and m u ltip lica tion  o f com p lex ity  (9((log |F |)2). VVe rem ark 

tha t in many settings m u ltip lica tio n  can be op tim ized  fu rthe r.

Phase I. An execution o f the GENt.* function requires: ( i)  generation o f 2n — t +  k  

random elements o f F: ( i i)  po lynom ia l evaluation o f t values o f a polynom ia l o f degree 

less than k  over F: each evaluation requires k  m u ltip lica tions  (and add itions) as 

a result C?(^Ar(log |F |)2 ). ( i i i )  The size o f each pub lic-key is 2n elements o f F. i.e. 

0 (n ( lo g |F |) ) .

Phase II. A n execution o f the ACT^,^,^ function  requires: ( i)  The generation o f 

{dr  — I )(dy — 1 ) random  elements o f F and the evaluation o f the polynom ia l Q  on n 

points: each evaluation requires 0 [d xdy|(log |F |)2) tim e . In to ta l the tim e  required is 

0 (n d r dy(\og |F |)2 ). The com m unication com plex ity  o f th is  phase I I  is 0 ( n  log |F|). 

C om plex ity  o f the GET function . I t  requires parsing the n elements to  collect those 

in  the secret index-set, and the invocation o f the G S-a lgorithm  on a set o f t points 

to  recover a ll po lynom ia ls o f degree at most 8 :=  dx +  (k  — I) (d y — 1 ) tha t cover at 

least \ / t8  o f the points. The tim e  com plexity  o f  the G S-algorithm  is de te rm in is tic  

po lynom ia l-tim e, fo r more details we refer to  [G urO l].

We note th a t the  overall tim e  com plex ity  o f  the exchange for each player is 

0 ( f 2 log£ -(- dxdyn) fie ld operations and the overa ll com m unica tion is O(n)  fie ld ele­

ments. The size o f the fin ite  field log |F| does not in terfere w ith  the security o f the 

key-exchange and can be selected independently o f the security parameter n.

7 .1 .6  C o rrectn ess o f th e  K e y -E x ch an g e

In  th is  section, we w ill argue tha t there exist specific choices o f the parameters 

k . t .d r .d y ,^ .  so th a t the key-exchange protocol defined by GENfc,t , A C T j^ , - , ,  GET
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in section 7.1.4 is correct according to  de fin ition  97.

L e m m a  99  Assume that dx +  (k  — l) (d y — 1 ) <  7 2t. Let ( X . I . V )  GEN^.tf I " ) .

and V  =  {(c ,,y ,,< 7«)}r=i ACT«*t></y/,( A \ V ') . where V  6  F.

1. The set o f  points <7;) } ie r  contain a number o f points o f a polynom ia l R o f

degree at most 8 =  dr  +  (k  — 1 )(dy — I)  such that /?(0) =  V  • I  '.

2. The probability that R is among the solutions reported by the Guruswami-Sudan  

algoriihm  when it  is executed on aI least 1 — e~2* ~  * ( i—>)«

3. The probability  that the Guruswami-Sudan algorithm  on input {(r,.< 7,) } ,g / re­

ports a solution other than R is (v/ ^ ) / | F | v/^ - 4  .

Proof. ( I ) .  Observe tha t the polynom ia l Q selected by A C T ^,^ ,-, is o f degree dx on the 

firs t variable and o f degree dy — I on the second variable. I t  follows im m edia te ly tha t 

the points {(~ t , <7. ) } ie f  contain points o f the polynom ia l R{x)  =  Q{x .  P (x ) ) ,  where 

P{ x )  €  F[x] is the polynom ia l o f degree less than k  th a t was selected by GEN/t,{. The 

po lynom ia l R  is o f degree 8 =  dx +  (k — 1 )(dy — 1 ) and i t  is easy to  ve rify  tha t since 

Q{Q,y)  — V 'y , i t  follows th a t R (0) =  (£2(0), P (0)) =  V  • V ' (since P (0) =  V ) .

(2). Let h denote the num ber o f points (c,-, t/,) o f .Y for which i t  holds i  €  I  but i  £  J

where J  is the subset o f size 771 selected by A C T ^ ^ A ' ,  V ) .

Let B  be some value s.t. 1 <  B  <  7 L  F irs t we show th a t,

P ro b [h  >  I  -  B ]  <

To see th is  observe tha t h is a random variable tha t follows the hypergeometric 

d is tr ib u tio n  w ith  in it ia l p roba b ility  o f success t f n .  The num ber o f tr ia ls  is (1 — 7 )0 . 

Using the C hvata l bound [] for the hypergeom etric d is tr ib u tio n  we obta in tha t for 

any e >  0 ,

P ro b [/ i >  (c +  - ) ( 1  -  7 )n] <
Tl
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VVe select t  =  The  given cond ition  on B  suggests tha t e >  0. and i t  follows

tha t

Prob[h > t - B ) \ <  e- 2[T t ^ - » ]2{l- ' )n

In  order for the Guruswam i-Sudan to  ou tp u t R , i t  should hold th a t the number o f 

points o f q ,)} ,e / th a t are covered by elements o f R  should be greater than \ f t 8 .  

This number is t  —  h, therefore we want to  evaluate the p ro ba b ility  Prob[f — h <  

y /t8 \  =  Prob[/i >  I — \ /fi>]. By setting B  =  y ft8  above we obta in  the result (and we 

can do tha t since B  =  \ f t 8  <  7 / according the assumption on d r , d y . ^ , t  given in  the 

statement o f the lem m a).

(.?). In order for the described event to  happen, i t  should hold th a t some polynom ia l 

R' o f degree at most 8 agrees w ith  a t least y/t8  points o f {(-,,<? i)}ie /-

Consider the fo llow ing experim ent: given t points {(-«, r , ) } - = 1  in  the graph o f a 

po lynom ia l R{x)  th a t has degree a t most 8, we randomize e o f them . VVe want to  

compute the p ro b a b ility  th a t the G S-algorithm  outputs  a lis t o f po lynom ia ls that 

contains a po lynom ia l o the r than R.

Denote by .4i the to ta l num ber o f d ifferent outcomes o f the experim ent and by 

.4 2  the  to ta l num ber o f outcomes for which the G S-algorithm  reports a so lution other 

than R. I t  is easy to  see th a t ,4 i =  |F]e. In  order to  approxim ate A 2, observe tha t at 

least y/t8  points should belong to  the graph o f some polynom ia l R '. Let the overlap 

o f Rf and R b e  m  6  { 0 , . . . .  8 — 1 }. Then in  the experim ent one should select y/t8  — m  

points from  the graph o f R ' as part o f the random ization. There is a to ta l o f |F |a - m + 1  

choices for R and a to ta l o f |F|e-v^ +m choices for the rem aining random izations. I t  

follows th a t .42 <  { J yi) |F]'5+e-v/^ + l . The p ro b a b ility  o f ge tting a d iffe rent polynom ia l 

solution is:

M  <  (>/k)
A t | F |'/is - 6 - 1

This completes the proof. ■
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T h e o re m  100 The key-exchange protocol o f  section 7.1.4 with parameters k , t . d x, 

dy. 7 . log |IF) that sa tis fy  dx +  (k  — l)(</y — 1) <  7 2t has error-probab ility  at most

7 .1 .7  S e cu rity  o f th e  K e y -E x ch an g e

L e m m a  1 0 1  For parameters n. '•/.dx . dy. consider the fo llow ing two ensembles:

Under assumption # 2  with parameters [n ,7 ,d r  — 1 ,d y — 1 ], it  holds that R3  and D3 

are indistinguishable.

Proof. Let A  be a d is tingu isher fo r the ensembles D3  and R3. We w ill describe how 

to  use A  to  construct a d is tingu isher A ' for the ensembles D2 and R2 .

Let X  :=  {(z ,, y „< 7 , ) } " = 1  be a challenge for assumption # 2  w ith  parameters

[n , 7 ,d r  — l , d y — 1 ]. F irs t A !  computes q‘  — Ziqi +  ay, fo r 1 =  1 ,  n. where a

is random ly chosen from  F. Then, A '  selects a random M  6  { 1 , 2 } .

Proof. The proof is im m edia te  based on lemm a 99 (2  and 3).

where the polynom ials Q .Q ' in  the ensemble D3 are o f the fo rm
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1. I f  \ l  =  1, A '  selects random  r ' , y\ G F. and a I  C  { 1 .  n }  w ith  | / |  =  yn .

Then, it  selects a random  o ' €  F and random cJty  G F for j  =  1 dx and

/  =  0  and sets q' =  at/i +  J2y=o cj,A = i)J(y i)J' f ° r  * £  I-

Then, it  selects q\ for i  ^  /  at random  from  F. F ina lly  it  outputs the tup le

2. I f  M  =  2. A !  selects random € F and random p G F and outputs the

tuple

v  = -

F ina lly  A ! sim ulates A  on Y . Now observe the follow ing:

•  I f  .V G D2 and M  =  1 i t  holds tha t the tup le  Y  is un ifo rm ly  d is tribu ted  over

d 3.

•  I f  .V G R2 and M  =  2  i t  holds tha t the tup le  V* is un ifo rm ly  d is tribu ted  over

R3.

These two facts, together w ith  the fact tha t A  is a d istinguisher o f D3 and R3, suggest 

tha t

| P ro b Xet,D2 [-4'(-Y) =  1 | M  =  1] -  P ro b X 6 t,R2 [-4'(A") =  1 | M  =  2] |

is non-negligible in  n. On the o ther hand observe th a t in  the two cases: ( i)  X  G R2 

and M  =  1 . and ( ii)  X  G D2 and M  =  2 the tup le  Y  generated by A !  is iden tica lly  

d is tribu ted . Th is suggests th a t

P r o b x ^ o ^ ' m  =  1 | XI =  2] =  P r o b x ^ R j ^ - V )  =  1 | M  =  1]

Now observe th a t

P r o b x ^ M ' f . V )  =  1] »  1  Y ,  P n > b *6 r f ,M '( .V )  =  1 | M  =  i>l
“  o = I , 2
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P r o b V€t.R, K ( . V )  =  1] =  5  £  P rob.veuR j[A '( -V) =  1 | M  =  -1
“  t  =  l.2

(actually, to  see th is  be tte r -  and to  be more form al —  the behavior o f A '  should 

be normalized so th a t i t  makes the same coin tosses no m a tte r what is the random 

choice o f :V/). It follows tha t

| P ro b xg ^o -j[-4 '(X )  =  I] -  P r o b Y6[;R2[>t'(.Y) =  I] | 

is non-negligible in  n. Th is  completes the proof. ■

L e m m a  102 F ix  parameters k , t ,  7 , dT,d y (functions o f  n ). Consider the two ensem­

bles

f V =

I €  IF}

D4 :=

{({(--.,y.»r=i, {<->«/;>}"=p 

*C T y,dx,dy ( {(=', * / ' ) } " = ! A C T ^ x A ( { ( r „  «/,) }7= l , o '), Q o '}

| 3 / ,  P, P ', | / |  =  | / ' |  =  f ,s . t.  P(0) =  Q, P '(0 ) =  a ',  V i €  /  :

P (~0 =  y ,, V i € / \ P ' ( ; ' )  =  ! / '}

where the polynom ials P, P ' in  the ensemble D4 are o f the fo rm  P(x )  =  c} x j

and  P '(x )  =  Then, under assumption # 1  with parameters [n,A: — l , f ]

and assumption # 2  w ith parameters [n ,d x — 1 ,d y — 1 , 7 ] the ensembles D4 and are 

indistinguishable.
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Proof. Let A  be a d istinguisher for the ensembles D4 and R4 . VVe w ill assume tha t 

assumption # 2  holds for parameters [n .d x — 1 ,d y — 1 . 7 ]. and vve w ill describe how to 

use A  to  construct a d is tinguisher A '  for the ensembles D i and Rt o f assumption # 1  

for parameters [n. k  — 1 . £].

Let A' :=  { ( - 1. y;)}[*= i be a challenge for assum ption # 1  w ith  parameters [n.A: —

I . / ] .  F irst A '  computes y" =  r ty, +  a  for / =  1 ,  n where a  is random ly selected

from  F. Then A !  selects at random M  6 t/ {1 .2 } .

1 . I f  .V/ =  1 . then A '  selects z\ at random from  F for i — I  n: then i t  selects

a random / '  C  ( 1  n }  w ith  | / '|  =  t and a random po lynom ia l P ' 6  F[x] o f

degree less than k. Then, it  sets y\ =  P(z{)  for a ll i  €  /  and selects y\ fo r i  £  / '  

at random from  F. Denote P '(0 ) by a ' . F ina lly , A '  outputs the tup le

2. I f  At  =  2 . then A !  selects c'. y\  a t random  from  F. for i  =  1 , ____ n. I t  outputs

the tuple

y  ■■= ’ » r = ,.  a c t ,

ACT,. J.J, ({{;;, v')} ”= a ). pa 

where p  are selected at random from  F.

Now observe the fo llow ing:

•  I f  X  €  D i and M  =  1 , i t  follows tha t Y  is u n ifo rm ly  d is tr ibu te d  over D<.

•  I f  .V 6  Rt and M  =  2 . i t  follows tha t Y  is u n ifo rm ly  d is tr ibu te d  over (essentially) 

D 3 . Under assum ption # 2  fo r parameters [n,</x — 1 . — 1 , 7 ] i t  holds tha t D 3
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is indistinguishable from  R3  ( i t  follows from  lemma 101). I t  follows fina lly  tha t 

V' is ind is tingu ishab ly  from  un ifo rm  d is tribu ted  over R4.

These two facts, together w ith  the fact tha t A  is a d istinguisher o f  D4 and R4, 

suggest that

| P r o b « „ D,M'(.V) =  I I M  = 1] -  P r o b « „ Rl[.4'(.Y) =  1 | M  =  2) |

is non-negligible in  n. On the o ther hand consider the follow ing two cases: ( i)  .Y € Ri 

and M  =  1 . and ( ii)  .Y €  D t and M  =  2. In  both o f these cases it  is easy to  see tha t 

V' is iden tica lly  d is tr ibu te d  in bo th  cases. W ith  a s im ila r argument as in  the proof o f 

lem m a 1 0 1 , we conclude tha t

| P ro b * 6„0 l[A'(.V) =  1) -  P rob *6t.R,M '(.¥) =  1] |

is non-negligible. ■

T h e o re m  103 F or parameters n , k, t, dx, dy, 7  the key-exchange protocol is secure un­

der: (a) assumption # 1  f o r  parameters [ n , k — l . f ]  (b) assumption # 2  fo r  parameters 

[n .d x -  l . dy -  1 , 7 ]

Proof. Just observe th a t protocol transcrip ts  are d is tribu ted  according to  the ensem­

ble D4. From lemma 102 the p roo f follows im m ediate ly. ■

7 .1 .8  F e a s ib ility  o f  th e  P a ra m e te rs

The parameters 7 , n , A\ t , dx , dyj log |F| used in  the protocol should satisfy various con­

stra in ts  for correctness and security to  be satisfied. We recall them  below:

I. 6 :=  dx +  (k  — l ) ( d y — 1 ) <  7 2f 

2 - ( ^ - ; ) 2 ( I - l ) n = - ( l o 6 n)
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|  r |

3. t should be neglig ib le in  n.

4. t <  y / ( k -  1 )n

5. 7  <  \ J£dr dy/ n  

I f  vve assign

t :=  8n, k  :=  a ‘) i t +  I .  dx :=  3~/2t. dy :=  2

where 0 , ^ . 7 . 8 are constants less than 1, then vve can to  satisfy conditions 1.2.4.5 

by setting e.g. a  =  0.4. J  =  0.5, 7  =  0.96 provided tha t £ is greater equal to  5.3 

(condition 3. can be satisfied easily by selecting an appropria te ly  large fin ite  field 

F). Nevertheless th is  assignment is conditioned on the choice o f param eter £ and 

i t  could be well the case th a t BP R  is solvable for such high choices o f £. A  very 

in teresting research d irection  is to  investigate the so lvab ility  o f BPR and related 

problems so tha t the feas ib ility  question regarding Polynom ial Reconstruction based 

Kev-exchange protocol is settled.
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