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Abstract

PoLyNOMIAL RECONSTRUCTION BASED CRYPTOGRAPHY

by

Aggelos Kiayias

Advisers: Moti Yung and Stathis Zachos

An important direction in Cryptographic Research is the identification and inves-
tigation of hard computational problems upon which the security of cryptographic
primitives and protocols can be based. This is important because: (i) the properties
of a certain cryptographic primitive depend to a great extent on the properties of
the uaderlying hard computational problem that is used as an intractability assump-
tion. Employing new plausible intractability assumptions with rich algebraic structure
would presumably give rise to cryptographic primitives with unique and novel prop-
erties; (ii) the listing of “hard” computational problems that has been utilized in the
design of cryptographic primitives is not very large: this motivates the investigation
of novel cryptographic assumptions, as different problems will most likely react differ-
ently in stronger adversarial models that become feasible with technical/technological
advances.

In this thesis. the Problem of Reed-Solomon Codes Decoding - a well-known com-
putational problem in the theory of Error-Correcting Codes, also known as Polyno-
mial Reconstruction (PR) - is considered from the cryptographic hardness perspective.
Following the standard methodology in the cryptographic literature which includes
the investigation of a Decisional Intractability Assumption related to PR as well as

the establishment of results such as Hardness of Partial Information Extraction and
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Pseudorandomness, we lay out the theoretical framework for the exploitation of PR
in Cryptography.

Subsequently. we present a wide array of concrete applications of PR in Cryptog-
raphy: (i) basic primitives. such as a probabilistic one-way function with strong con-
cealment properties which gives rise to commitment schemes with unique properties;
(i1) symmetric encryption methods with strong security properties such as forward
secrecy. computational perfect secrecy. and key-equivalence: (iii) a generic protocol
for efficient secure function evaluation over the domain of polynomial expressions.
We also consider applications of our work in the Coding Theoretic setting: we inves-
tigate the solvability of Interleaved Reed-Solomon Codes Decoding in the presence
of random errors, and we discover interesting hardness/self-reducibility tradeoffs in
Decoding Problems (including the PR problem). Finally we describe directions for

future research that are spawned from the results of this thesis.
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Chapter 1

Introduction

1.1 Literary Preface

Cryptography is the science of secret communications. From ancient times people
tried to find ways of communicating securely. In the military setting such ability
proved to be crucial in many occasions. Herodotus describes a legend dated in 430BC.
when the Persians were ready to start a military expedition against Greece. At that
time. an exostracised Greek living in Susa named Demaratus. decided to send a
message warning the homeland of the upcoming invasion. The problem that he faced
was how to write the message in such a way so that it would be undetected by the

Persian guards. Herodotus writes:

The Lacedaemonians learned first the preparations of Xerxes against Greece
[--]- And they learned it in a strange way [...] The time that Xerxes decided
to do the expedition against Greece, Demaratus who was in Susa, learned
about it and decided to contact the Lacedaemonians. He had no other way
to contact them, because of the danger that he would be caught. And he
devised the following: he took a pair of folding tablets and scraped the wax
off them, and then, he carved the decision of the king in the wooden
surface; he did this and then he melted wax over the letters so that the
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tablets appeared to be unused; so the one who would transfer them would
not have trouble with the guards. When the tablets reached Lacedaemon,
the Lacedaemonians understood nothing, until in the end, as they have
described it to me, Gorgo, Cleomenes’ daughter, alone she divined and gave
them the advice; she told them to scrape the wax and that they will find a
message in the wooden surface underneath. They heard her, and the
message was revealed and read, and afterwards it was communicated to the
other Greeks. And so they say it happened. [Herodotus, Histories, Book 7 -
Polymnia, Chapter 239; Greek to English translation by A. Kiayias]

Demaratus’ technique is ingenious in its simplicity and it captures in a natural
way the meaning of what is a “secure envelope”. a basic cryptographic primitive.
Note that the steganographic property in Demaratus’ technique is essential for its
security: the “envelope” itself is inconspicuous: it does not raise any suspicion.

An important issue raised in the above story is something crucial in traditional/
symmetric key Cryptography: the two parties that communicate should share some
information that is hard to guess by other parties. [n this particular case the secret
information is the method of concealment: the wax covers the message in the tablets.
The fact that it is difficult for third parties who encounter the tablets to guess the
method of concealment is part of the success of the above secure communication
mechanism in that occasion. Interestingly in the above situation the two parties
do not share this information. This defect puts the receiver in (almost) the same
position as the other third parties who observed the tablets: Cleomenes had no idea
of the purpose of the tablets. It was by divine intervention'! (through Gorgo) that
Cleomenes learned the crucial step that they had to scrape the wax from the tablets.
This. according to the legend, revealed the invaluable piece of information that would

allow Greeks to strip the element of surprise from the strategic plan of Xerxes and

! As a sidenote, I remark that the role of the divine is up to interpretation in Gorgo's discovery
(who was a very clever and opinionated woman). In my exposition, I will adopt divine intervention
as the explanation for the unexpected discovery.
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Aggelos Kiayias Polynomial Reconstruction Based Cryptography 3

ultimately defeat the Persians.

It is clear from the above that symmetric Cryptography would require two channels
of communication between the sender and the receiver: a “dangerous”. or “insecure”
channel over which the actual message is sent and a safe. untapable one that is used
for the exchange of the concealment method. In Demaratus’ case the safe channel
was actually implemented by the Gods (alternatively. for agnostic readers. it could
also have been the well above average IQ of Gorgo). Typically the safe channel is very
~expensive” to use and the information to be exchanged has to be short in length. On
the other hand. the insecure channel is “cheap” and can be used for long messages
or repeatedly. This is nicely illustrated in the above legend: the insecure channel
is relatively cheap: it merely requires Demaratus to ship the tablets through some
means of transportation to Greece. The safe channel (implemented by the divine)
which transmits the key to invert the concealment method is expensive to use: Greek
Gods are notorious for being unpredictable and egoistic. They might enthusiastically
help on one occasion (even by fighting on the mortals” side and risking their pride).
go against their followers if they get insulted for some reason or even worse: simply
ignore their followers’ pleas and let the mortals do their business any way they know
best. In this occasion though, valuing the ingenuity and cunningness of Demaratus
they gladly interfere and pass the concealment information to the receivers.

An important observation at this point is that even if it is assumed that there is a
secure channel that can be used for the distribution of the concealment information,
this is not sufficient to ensure secure communication: ingenuity is required to use the
insecure channel in a safe manner. As the Greek proverb puts it: “Tuv Afnva xau
«Elea xiver” freely translated to: “Even with God’s (Athena’s) help, you have to put
some of your own personal effort into something.” It is not enough that Gods wish to
help Demaratus (to implement the secure channel), he found himself a cunning way

of using the insecure channel to send the secret message.
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Aggelos Kiayias Polynomial Reconstruction Based Cryptography 4

So Cryptography is the “art” of designing concealment methods. Although as
an art form it is enchanting. in order to apply cryptographic methods with relative
confidence what we need is in fact a Science. Even though everything that man
designs with thoughtfulness might be considered an art expression what we need here
is a solid foundation for cryptographic applications especially in the present times
where Internet applications mandate large-scale cryptographic usage.

Let us scrutinize carefully the basic concealment paradigm that was illustrated
above. The concealment method employed by the sender is in fact an algorithm?.
which can be called the encryption algorithm. The technique used by the receiver
to unveil the hidden message is also an algorithm that can be called the decryption
algorithm. Clearly the natural context in which Cryptography can be formalized is
Theoretical Computer Science. [t should be clear that the encryption and decryption
algorithms as employed by the sender and the receiver should be efficient in the sense
that they should not require a large number of steps to be completed. Measuring the
efficiency of algorithms has been a major endeavor of Computer Scientists since the
60’s and there is a wide variety of tools available even to a novice student that enable
them to categorize algorithms depending on their efficiency. Formalizing the efficiency
of cryptographic algorithms for the sender and the receiver would not require much
ingenuity.

There is another party though. that is actively involved in our setting: the guards
in the case of Demaratus; the reason why the insecure channel got its name in the
first place! They are the enemies, or the adversaries as they are called in standard
cryptographic terms. Reading the concealed message should be hard for the adver-
saries. In other words, there should be no efficient algorithm that can be used by
an adversary to defeat the concealment method. While Demaratus’ success relies on

the fact that the tablets do not raise any suspicion, it is much more practical to con-

2An explicitly described sequence of steps that operate on a given object in finite time.
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Aggelos Kiayias Polynomial Reconstruction Based Cryptography 5

sider the stronger adversarial setting where the guards are in fact aware that secure
communication is taking place and on top of that they are aware of the encryption
and decryption algorithms (as they might be in public-domain). There is a piece of
information though that they should not know — the key used by the encryption
algorithm and is shared by the sender and the receiver. As a result, one should be
able to argue that it is hard for the adversaries to read the encrypted messages be-
cause they lack knowledge of the shared private information. In this direction one
finds 2 major hurdle: in Computer Science, proving the hardness of problems is a
notoriously hard research area. In fact the great majority of computational problems
lacks a non-trivial lower bound proof of the amount of resources (usually time and
memory) required in order to be solved by some algorithm.

Does the above mean that the hope for concrete mathematical foundation of Cryp-
tography is lost? The answer is no. provided that we compromise for the next best
thing that we can reach. Computer Science provides a powerful tool to compare two
computational problems from a hardness perspective: reductions. Given two compu-
tational problems A and B. a reduction of A to B involves the design of a procedure
that is capable of solving A using an algorithm that solves B as a subroutine. Pro-
vided that this procedure is relatively efficient, we can claim as a consequence of the
reduction that problem B cannot be substantially easier to solve than problem A
(taking into account the resources required by the reduction procedure).

In this spirit. even though we are not able to prove that there are no algorithms
that can be used by an adversary to compromise a concealment method, we can
provide a reduction of some well-known “hard” computational problem to the com-
putational problem faced by the adversary. “Hard” in this case does not stand for a
mathematically provable property but rather to a popular belief held among experts.
A computational problem would qualify as “hard” if substantial effort has been spent

in providing an efficient algorithm for it and yielded no significant results. Of course
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Aggelos Kiayias Polynomial Reconstruction Based Cryptography 6

this narrows the design methodology and the resulting properties of the concealment
method: the design. efficiency and special properties of the encryption and decryption
algorithms depend to a great extent on the selected computational problem to be used
in order to claim hardness.

Studying Computational Problems from a cryptographic hardness perspective. i.e.
whether they can be used to claim hardness in concealment methods. is an important

area of cryptographic research. This is crucial for two main reasons:

e The properties of a certain cryptographic primitive depend to a great extent
on the properties of the underlying hard computational problem that is used as
an intractability assumption. Employing new plausible intractability assump-
tions with rich algebraic structure would presumably give rise to cryptographic

primitives with unique and novel properties.

e The listing of “hard” computational problems that has been utilized in the
design of cryptographic applications is not very large. This is mainly due to
the fact that well studied hardness concepts in computational complexity such
as NP-Hardness do not capture the breadth of properties a candidate “hard”
problem should satisfy in order to be useful from a cryptographic viewpoint.
This motivates further the investigation of novel cryptographic assumptions,
as different problems will most likely react differently in stronger adversarial

models that become feasible with technical/technological advances.

This brings us to the topic of this thesis, to be explained informally in the next

section.
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1.2 The Problem Addressed in this Thesis

In this work our goal is to investigate the possibility of cryptographic primitives whose
security is based on the problem of Polynomial Reconstruction (PR). The problem of

Polynomial Reconstruction is defined informally as follows:

Given n pairs of points over a (large) finite field F, such that at least ¢ of
them belong to the graph of a polynomial p of degree less than k, recover
such a polynomial.

A graphical representation of Polynomial Reconstruction is presented in figure 1.1.

A PR- Instance Reconstructing a polynomial
that fits a certain number of points

Yoo ssseseene- o Y o
) IRy ? ) '
........... . ' Y ]
73 GReK Y ¥ A
7 iRt B . it SERE U
7 et SRR 7 e SH I
' (] [] [] : ] ] ] ] ] : []

5 222,53 322253

Figure 1.1: An instance of the Polynomial Reconstruction Problem and one possible
solution.

Below we summarize the contributions of this thesis:

o Framework. We introduce the necessary framework that is required for the

exploitation of Polynomial Reconstruction in Cryptography. This includes a
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Decisional Intractability Assumption that is related to Polynomial Reconstruc-
tion (termed Decisional Polynomial Reconstruction Assumption — DPR). Also
we consider a generalization of the problem, called Multisample Polynomial

Reconstruction. that is useful in the cryptographic setting.

e Cryptographic Properties of PR. We show various results about PR in-
stances that are based on the Decisional Polynomial Reconstruction Assump-
tion. In particular we show that PR-instances. for choices of the parameters

where DPR holds. hide their solution in a cryptographically strong manner.

e Cryptographic Primitives based on PR. We introduce, design and prove
basic facts about fundamental cryptographic primitives that are based on Poly-
nomial Reconstruction such as a probabilistic one-way function with strong

security properties, and a PR-based commitment scheme.

e Symmetric Encryption. We introduce a semantically secure private-key
cryptosystem that possesses unique security properties such as forward secrecy,
computational perfect secrecy, super-polynomially large messages in the security

parameter etc.

e Secure Function Evaluation. We introduce a novel protocol construction
which solves a general family of two-player “gaines” that correspond to a sub-
class of secure function evaluation protocols where the function is selected to
be a jointly constructed polynomial expression. Our protocol has many appli-

cations in games where players interact obliviously.

¢ Relations to Coding. We present a novel decoding technique for interleaved
Reed-Solomon Codes, motivated from the Multisample Polynomial Reconstruc-

tion Problem. Also we investigate random self-reducibility properties of the
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decoding problems for general linear and Reed-Solomon codes. and we discover

interesting self-reducibility /hardness tradeoffs.

e Public-Key Methods. As a part of future directions for research we in-
troduce a framework for building a key-exchange protocol based on Polynomial
Reconstruction. Key-exchange protocols enable two parties who share no secret
information a-priori. to exchange a common secret-key so that no eavesdropper
is capable of extracting partial information about the output of the two parties

given the public protocol transcript.

Some of the results of this thesis appeared in [KYO01lb. KYO0lc, KY02]. while others

are currently under submission.

1.3 Informal Introduction to PR-Based Cryptog-
raphy

Polynomial Reconstruction debuted as an intractability assumption in the context of
protocol design by Naor and Pinkas [NP99] and this work motivated further investi-
gation of Polynomial Reconstruction from a cryptographic hardness viewpoint.

Polynomial reconstruction is essentially the problem of decoding Reed-Solomon
Codes (which constitute a very successful family of codes used in settings such as CD
readers and satellite communications) and as a result has received a lot of attention
from a “positive” perspective (how to solve it efficiently).

[n the coding theoretic setting, we have two parties, the sender and the receiver.
The goal is to establish error-free communication when the channel used for the trans-
mission of data is not error-free. The strategy used is introducing some redundancy
in the data that will help detect or preferably correct errors introduced during trans-

mission. The preparation of data to be send is referred to as the encoding process
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whereas the removal of errors when data are received is referred to as the decoding
process. Reed-Solomon codes can be described as follows: the sender encodes his
message as k elements of a finite field and defines a polynomial of degree less than
k using his message as the coefficients. Subsequently the sender transmits n > &
points in the graph of this polynomial. Basic facts about polynomials suggest that
it is enough for k out of the n points to be transmitted without errors: in this case
the original message is still recoverable. Nevertheless the problem of the decoding
process is more complicated as it has to distinguish the “good™ points that belong
in the polynomial solution from the points that were altered due to the introduced
noise during the data transmission.

As we will see in more detail later depending on the number of “good™ points
received (denoted by t) the problem of Polynomial Reconstruction accepts straight-
forward solutions when ¢ is very close to n (few errors), and then it becomes more
and more challenging when ¢ becomes smaller and smaller.

This is of interest in the cryptographic setting. The basic idea of employing
Polynomial Reconstruction in Cryptography is the following: select some message
in more or less the same way as in the encoding procedure in the Coding Theoretic
setting. Then. select a certain number of points in the graph of this polynomial and
engulf them randomly with random points over the finite field. This is illustrated in
figure 1.2

By selecting the parameters carefully the assumption will be that it would be
impossible for any practical (polynomial-time bounded) observer to understand what
is the encoded message (due to the combinatorial explosion of the number of pos-
sibilities). As we will see, the current state of the art presents explicit bounds and
relatively convincing numerical values for the number of “good” points for which
the PR-problem is solvable, something that allows us to proceed cautiously but with

confidence in the cryptographic exploitation of this computational problem.
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Chapter 2

Background

The typical model that is used in computer science to materialize the concept of an
algorithm is the Turing Machine (TM). A Turing Machine involves an input tape,
some work tapes. and also an output tape. Every Turing Machine defines a (so called
computable) function A so that A(r) is the string found in the output-tape of the
TM if the TM runs on input r. We assume that the alphabet used throughout for
input and output is {0.1} (tapes may carry additional symbols). If it holds that the
range of A is {0.1} we will refer to A as a predicate. The time and space complexity
of a TM for a certain input size n are defined respectively as the maximum number
of steps performed and the maximum number of cells written in the work tapes given
an input of size n. A computable function A will be called polynomial-time if its
corresponding TM has polynomial in n time complexity. Background on TMs can
be found in any computer science theory text e.g. [Pap94, Sip97]. Background on
probabilistic Turing Machines and their properties can be found in [Zac82].
Frequently, we assume additionally that the TM has access to a coin tossing device.
In this case we are dealing with a Probabilistic TM. Without loss of generality we
can assume that for any input of size n the number of coin tosses performed by the
TM is the same. A probabilistic TM defines a function A of two arguments one of

which is the input and the other is the coin tosses that came up in the course of the

12
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computation. We will use the notation PPT to stand for a “probabilistic polynomial-
time.” In general. for convenience and whenever we feel that this is not confusing,
we will refer to A both as a function and as the corresponding (probabilistic) Turing
Machine.

Let n € IN be a parameter. Let D, be a set of objects so that there is an
encoding f : D, = {0.1}?™ for some polynomial p. Through such encodings we will
assume without loss of generality that functions defined through Turing Machines
can be extended to include functions with alternative domains and ranges that do
not contain bitstrings. As a convention we will assume that D, contains objects of
size n.

For any PPT A with input in the set D, and output in the set R, there is a
polynomial g so that for any input r € D,,, it holds that A performs g(n) coin tosses.
If y € R, (and y might be also a function of r) we define the probability that A

returns y for any input of size n to be

r.r) | A(r.z) =
Prob, ¢, (o.1}etmrey Do [A(r. £) = y] := uat 24)(1) . ;#D )=}

the notation # D, denotes the number of elements of the set D,.

A probability distribution D over some domain D is an assignment of a real value
Probyp(z] between 0 and 1 (inclusively) to each element r € D. with the property that
Y :ep Probyp[z] = 1. Every TM A defines a probability distribution D4 over its range
R. that is defined by Probp, [y] := #{ZAEZwzEPa} - o probability distribution that

can be defined through some TM will be called samplable. If additionally the TM is

polynomial-time then we call the probability distribution polynomiael-time samplable.
Without loss of generality, since we deal with polynomial-time TMs, we will use
the term samplable throughout. The uniform distribution over some domain D is a
probability distribution U so that Proby[z] = 1/#D for all z € D. If z is a random

variable distributed according to some distribution D over the domain D we will use
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the notation r €p D.

A function a(n) : N — R is negligible if for all ¢ € IN it holds that a(r) < n~°
for sufficiently large n. A function 3(n) : N — R is called ~non-negligible™ if it is
not negligible for all large enough inputs. namely there is a ¢ s.t. 3(n) > n° for all n
sufficiently large. When the probability of an event is greater equal to | — ¢(n) where
€(n) is negligible, then we write that the event happens “with overwhelming proba-
bility.” The reader is referred to [Lub96. Gol98] for further reference and definitions
of probabilistic TMs and basic probability facts.

We denote by I a finite field of prime order. We will use the notation |F| to denote
the number of elements of the field. We use bold-face to denote a vector in x € F*

where (x); denotes the i-th component of x.

2.1 Indistinguishability of Families of Sets

Let {F.}.en be a family of sets. such that F, contains all possible choices of elements
of size n. Also assume that the uniform distribution over F, is samplable. The
following definition is a rendering of the standard indistinguishability definition in

the context of families of sets.

Definition 1 Two families of sets with A,, B, C F, are (polynomial-time. compu-

tationally) indistinguishable if for any PPT predicate A.

I PrObXEUAn:rEUR[A(r, X)= 1] - Pl‘ObxeuBn;reuR[A(’V X) = 1] I

is negligible in n.
If on the other hand there is an A for which the probability above is non-negligible
in n, we will say that A is a distinguisher for A,, B,.

Pseudorandomness is defined in a straightforward manner using indistinguishabil-

ity:
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Definition 2 4 family of sets A, is called pseudorandom if it is indistinguishable
from F,.

The notion of indistinguishability is related to the “statistical closeness™ or sta-

tistical indistinguishability between probability distributions defined as follows:

Definition 3 Two probability distributions D, and D, over D, are called statistically

close if the following function in n:

é Z | Probyp, [r] — Probp,[r] |

~ reDn

is negligible in n.

We note here that it is easy to see that statistical indistinguishability implies
(computational) indistinguishability but the opposite direction does not hold. For

more details the interested reader is referred to e.g. [Gol93].

2.2 One-Way Functions and Secure Envelopes

A “one-way function” is the most basic cryptographic primitive. Intuitively, an in-

jective function is “one-way” if it can be computed only in a single direction:

Definition 4 An injective function f : A, = B, is one-way if (i) f is polynomial-
time computable and (ii) for any PPT A’ it holds that Prob,c,r.ne 4. [A(r. f(a)) =

a] is negligible in n.

From the point of view of protecting information efficientiy the existence of a one-
way function is not sufficient. Usually more elaborate constructions are necessary in
order to build more advanced cryptographic primitives such as a cryptographically

strong pseudorandom number generator [HILL99].
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To illustrate this point further imagine that one agent wants to use a one-way
function f to hide some personal information r. If the agent publishes f(r) the
definition above does not guarantee that an adversary who obtains r will be unable
to extract any information about r. In fact all one-way functions guarantee that there
will be at least one “property” of r that will be hidden (more specifically all one-way
functions have a hard-core predicate associated with them — there is a predicate P
that given f(r) is hard to guess P(r) — see e.g. [Lub96]). But this property will
most likely fail to capture all the concealment properties that the agent is interested
to sustain in the presence of an eavesdropper. Additionally the element r that the
agent wishes to hide is usually not randomly distributed over the domain but rather
follows a specific probability distribution that is different compared to the uniform
(e.g. compare the distribution of pieces of English text of a certain length encoded
in ASCII code to the distribution of random bitstrings of the same length — the two
distributions are clearly very different statistically).

As a result a one-way function cannot play the role of a concealment method.
Essentially what we would like to simulate here is the effect of a “secure envelope”,
at least with respect to any eavesdropping (or passive) adversary. Alternatively, we

can call this property “hardness of partial information extraction”:

Definition 5 Let f : A, — B, be some computable (probabilistic) function. We
say that f is a “secure envelope” (or hides partial information) if for all samplable
probability distributions D over A,, and for any computable function g : A, = R,, if
A is a PPT that given f(z) where z is distributed according to D, A computes g(z),
then there exists a PPT A’ with the same “functionality” as A that operates without
seeing f(x). Formally, the distance of the probabilities,

I PrObv‘GuR:xevAn [A(r? flz)) = g(I)] - PrObf"GUR‘:zevAu [A,( r,) = g(-t)] I

is negligible in n, where the probability is taken also over the coin-tosses of f (if f is
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probabilistic).

The above definition suggests that if someone given f(r) can extract some in-
formation about r then he can also do it without seeing f(r). This captures the
intuitive notion that f(r) is a “secure envelope” that engulfs r in such a way so
that no polynomial-time bounded probabilistic observer can extract some non-trivial
information about r (in this setting “trivial” information is the length of r. etc.).

Note that the above definition clearly suggests that there would be probability
distributions that f is incapable of hiding. But this is very natural: for example if
the adversary knows that r € {a, b} and r is distributed according to the probability
distribution D with Probp[z = a] = 1 and Probp[r = b] = 0 it is clear that given
f(z) he will guess successfully that r = a, regardless of the cryptographic properties
of f. The point of the definition above is that the adversary does not gain any
advantage in guessing a property of r by obtaining f(z).

Definition 5 is still not sufficient to argue that a certain function is useful from a
cryptographic viewpoint: this is because it merely formalizes concealment, and does
not enforce the recoverability of any property of the input. To capture this we say
that a probabilistic secure envelope is non-trivial, if: given the output of the secure
envelope and the coin tosses that were used in its computation. it is possible to re-

cover the input efficiently. Non-trivial secure envelopes are very useful Cryptographic

objects.

2.3 Random Self-Reducibility

A computational problem is a function Il : A, = B, where A, denotes the instance-
space and B, denotes the solution space. A computational problem is solvable by
the PPT A with A: A, — B, if it holds that Prob,¢,z.xe a.[A(r, X) = I(X)] is
non-negligible in n.
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Definition 6 4 computational problem is strongly randomly self-reducible if there

erists a re-randomizing procedure R : R’ x A, — A, so that

1. For any X € A, the uniform distribution over A, and distribution defined by
R(-. X) are statistically indistinguishable.

2. There is a deterministic polynomial-time procedure that given r’ and [I( R(r’, X))

it returns II(.X).

Intuitively. random self-reducibility suggests that the specific choice of an instance
does not affect the probability of successfully finding its solution. [n most settings

the following weaker property is implied by (strong) random self-reducibility:

Definition 7 4 computational problem Il is weakly randomly self-reducible if for any
A that solves [l there erists a PPT A’ so that, for all X € A,.

| Prob,e,r.xepanlA(r. X) = [I(X)] - Probue,r [A(r. X)) = I(X)] |
is negligible in n.

The property of random self-reducibility is important from an average-case com-
plexity viewpoint since it suggests that all instances are “equally-hard™ (up to a
polynomial-time transformation). A direct conclusion is that the worst-case hardness
of a problem implies “average-case” hardness. Random self-reducibility was studied
in several settings, see e.g. [FKN90]. Not many computational problems are known
to be randomly self-reducible. To this effect, in many settings one opts for “partial
random self-reducibility” properties:

Let {(An):}; be some parameterization of the instance space A, with A, =

Ui(“ln)i-

Definition 8 4 problem I : A, — B, is type-1 random self-reducible for the param-
eterization {(A.):}:
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1. There is a re-randomizer procedure R : R' x (An); = (An)i so that for any: and
for all X € (A,): the uniform probability distribution over (A,); is statistically
indistinguishable from the probability distribution defined over (A,); by R(-. X).

2. There is a deterministic polynomial-time procedure that given r’ and II( R(r’'. X))

it returns I[I(.X).

A typical example of type-1 random self-reducibility with respect to a parameter-
ization is the discrete-logarithm problem (DLP) over multiplicative groups of order a
safe prime!. The DLP is defined as follows: the instance space for size n includes all
triplets of the form (g. h. p) where p is a n-bit primes.t. p=2g+1and g.h € Z; of or-
der q. The solution of a DLP instance is the least positive (non-zero) integer r so that
g© = h( mod p). It is not very hard to show that for a parameterization of the instance
space with respect to the selected prime, one can easily randomize the DLP instance
with respect to this parameterization since given (g. h.p). the re-randomization pro-
cedure selects r uniformly at random from {1,2....,¢ — 1} and computes the DLP
instance (g’.h’.p) := (¢".h".p). Clearly if one finds r s.t. (¢')* = h’(modp) then it
holds that r=! - r mod q is the solution of the original instance.

Now we define type-2 random self-reducibility with respect to a parameterization:

Definition 9 A problem Il : A, — B, is type-2 random self-reducible with respect to

the parameterization {(A,):}:

L. There is a re-randomizer procedure R : R' x (A,); = A, so that for any i, the
uniform probability distribution over A, is statistically indistinguishable from

the probability distribution defined over A, by R(-.-).

o

There is a deterministic polynomial-time procedure that given r’ and I[I( R(+’, X))

it returns I1( X).

LA “safe prime” is a prime number p for which it holds that p = 29 + 1 and q is also prime.
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Type-2 random self-reducibility w.r.t. to a parameterization {(,);}; is an im-
portant property because it suggests that the particular parameterization does not
~affect™ the hardness behavior of the problem. More specifically, the intuition is that
the restriction of the instance space to the given parameterization does not give any
significant advantage for solving the problem.

Random self-reducibility is important from a cryptographic perspective because
it deals with the ~average-case”™ hardness of computational problems. Even though
strong random self-reducibility is the most desirable. it has not been exhibited by
many computational problems (a notable exception is related to the shortest vec-
tor problem in lattices. see [Ajt96]). Nevertheless type-1 and type-2 random self-
reducibility are still partially satisfactory indications for the appropriateness of a

certain problem in Cryptography (and do appear more often).
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Chapter 3

Employing Polynomial
Reconstruction as an Intractability
Assumption

Finding new problems based on which we can design cryptographic primitives is an
important research area. Given a presumably hard problem it is usually non-trivial
to exploit it directly in Cryptography. Many times, in order to serve as the base
for secure cryptographic primitives, we need to find related hard decision problems
(predicates). This is the fundamental methodology initiated by Goldwasser and Mi-
cali in [GM84] where they started the quest for formal notions and proofs of security
in Cryptography. The decision problem’s hardness. typically seems related to (or
at times proved in some sense related or. even better, reducible from) the hardness
of the original problem. Hard predicate assumptions allow formal security proofs
(in the form of reductions) for advanced cryptographic primitives such as pseudo-
randomness and semantically secure encryption. The first example of a decisional
assumption is the Quadratic-Residuosity. which is related to (but not known to be
reducible from) Factoring and was employed in designing the first semantically secure
encryption scheme [GM84]. Another such assumption is the Decisional Diffie-Hellman

which implies the security of ElGamal encryption and other advanced cryptographic

21
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primitives (e.g.. [NR97]). and is related to (but not known to be reducible from) the
Diffie-Hellman problem.

In this chapter. our goal is to investigate the possibility of cryptographic primitives
whose security is based on the problem of Polynomial Reconstruction (PR). Recall
that the problem of Polynomial Reconstruction is defined as follows: Given n points
over a (large) finite field F. such that at least ¢ of them belong to the graph of a
polynomial p of degree less than k. recover such a polynomial (where n > £ > k).

We note that Polynomial Reconstruction is essentially equivalent to the decoding
problem of Reed-Solomon codes and naturally has received much attention from a
“positive” (coding theoretic) perspective: Starting from the classical algorithm of
Berlekamp and Welch([BW86]) which solves Polynomial Reconstruction provided that
t > 5‘—‘}" (error correcting bound for Reed-Solomon Codes), to the recent work of
Guruswami and Sudan [GS98] which solves it when ¢t > vkn (many solutions are
possible in the worst case). The current state of knowledge suggests that for values
of t below Vkn the problem is hard.

Regarding our goal. Polynomial Reconstruction as is, does not seem to be ready
for direct cryptographic exploitation: even if presumed hard. it is not at all clear
how to build advanced cryptographic primitives whose security can be reduced to it.
Indeed. when Naor and Pinkas [NP99] first employed the problem cryptographically
in a context of protocol design, they actually introduced a related pseudorandomness
assumption. The relation of this assumption to PR also motivates further investiga-
tion.

In this chapter, we first identify a decisional problem naturally related to PR. This
problem is based on the following basic question: given a PR-instance that contains
n points and an index i € {l1,...,n}, does the i-th point of the instance belong in the
graph of the polynomial solution or not? (note that in the range of our parameters,

a PR-instance has a unique solution with very high probability). We formalize the
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hardness of this predicate for all indices i as the “Decisional-PR-Assumption” (DPR).
Based on the DPR-Assumption we show: (i) hardness of partial information er-
traction: an adversary with access to a PR-instance who wishes to predict the value
of some computable function on a new point of the polynomial-solution. gains only
negligible advantage compared to an adversary who wishes to predict the same value
without seeing the instance — this holds true even if the point follows an adversarially
chosen probability distribution; also: (ii) pseudorandomness: PR-instances are pseu-
dorandom in the sense that they are indistinguishable from random sets of points.
for any poly-time observer. These results suggest that PR is quite robust in the
cryptographic sense and is suitable for employment in cryptographic constructions.
There are several possible advantages of the PR problem which can be exploited
by cryptographic primitives built on it, for example: (i) The natural dichotomy and
independence exhibited between the key-size (index of error locations) and the size
of Reed-Solomon encoded message (or concealed information in PR-based systems)
allows key-sizes to be selected independently of (and possibly super-polynomially
smaller than) the message size: we know of no other problem that allows such a
property in the cryptographic literature. (ii) The PR problem enjoys a unique alge-
braic structure. (iii) The operation of polynomial interpolation which is basic in PR
cryptographic primitives can be implemented quite efficiently (especially in special

purpose hardware).

3.1 The Problem

Definition 10 Polynomial Reconstruction (PR). Given n. k. t and {(z;, y:)}%,
with z; # z; for i # j, output all (p(z),[) such that p € Flz], degree(p) < k.
IC{l....;n}. |I] 2 t and Vi € I(p(z:) = y;)-

PR as a coding theoretic problem asks for all messages that agree with at least
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t positions of the received Reed-Solomon codeword. For a general treatment on the
subject the interested reader is referred to {Ber68] or [MS77]. Note that & < n since
k/n is the message rate of the code, and that we further require that at least one
solution {p(r). I) exists.

When ¢ > 23% then PR[n.k.t] has only one solution and it can be found with
the algorithm of Berlekamp and Welch [BW36] (2%£ is the error-correction bound of
the Reed-Solomon codes). When ¢ is beyvond the error-correction bound then having
more than one solution is possible. Sudan proposed an algorithm that solves the PR
beyond the error-correction bound when ¢ > v2kn in [Sud97] and later in [GS98],
Guruswami and Sudan presented an algorithm that solves the PR for ¢t > vkn. In
[GRS95] it was proven that when ¢t > vkn the number of solutions is bounded by a
polynomial. In [GS98] it is pointed out that the possibility of an algorithm that solves
instances for smaller values of ¢ might be limited. We note here that the solvability
of PR (and related problems) was also studied in the context of lattices, see [BN0O].
Consequently the current state of knowledge implies that PR[n.k. (] is hard for the
choice of parameters ¢ < Vkn.

3.1.1 Structure of the Instance Space

An instance of PR will be denoted by X := {(zi,y:)}%,; the set of all instances with
parameters n,k,t will be denoted by S, x.. In order to refer to PR with parameters
n.k,t we will write PR[n, k,t]. Note that unless stated otherwise we assume that n
is polynomially related to log |F].

Let I C {l....,n} with |/| = t. We denote by S, i.(/) the subset of S, so
that for any X € Snx.([) it holds that X has a solution of the form (p,[). It is
clear that Spx: = Ujrj=¢Sn.k.e(I), but {Sn.e()}1j=: does not constitute a partition of
Sn.k:- Nevertheless concentrating on instance sets of the form S, x.(/) is helpful in

understanding the structure of S,, x;.
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Lemma 11 Forany I C {l...., n} with |I| =t it holds that
#Snral[) = (|F])n|F" 0+

Proof. Straightforward since n — t + k are exactly the degrees of freedom that each

element of S, x.(/) has. [

Clearly if a PR-instance X € Sy . has two distinct solutions (p,. 1) and (p,, [3),
it holds that X € Sni.(li) N Sake(l2). To determine the likelihood that a given

PR-instance has a single solution or more. the following lemma is helpful:

Lemma 12 (i) Forall I,.I, C {l..... n}. with |I,| = |L| = t. I, # I, it holds that
#(Sniet([) N Snxe(2)) < (|F))n [Fm-t¥5-1,

(it) The total number of PR-instances of Spx. that have more than one solution is

less than (") (|F)). |F|=t+5-1 .

t

Proof. (i) Let |I} N I3} = m; note that m € {0...., t —1}. The<{>,...,z,) values
contribute (F), choices. The “free” (noise) points contribute |F|*~#*™ choices. [t
remains to find the number of choices due to the y-elements that correspond to the
positions [, U [,. There first solution contributes |F|* choices, whereas the second
solution, if m < k. it contributes |F|*~™. If m > k no second solution is feasible. So we
have two cases: m < k. where #(Sni:([1)NSnie(2)) = (JF])n|FI*~#+2* and m > k.
where #(Snke([1) N Snke(f2)) = (|F))a|F* 24745 with m € {k,....,t —1}. Asa
result. independently of the choice of I1. [, #(Snk.e([1)NSnre([2)) < (|F])n |FIn—t+5-1
(recall that ¢ > k).

(1i) it follows easily from the fact that the set of all instances of S, x, that have more

than one solution is a subset of Uy, £1,Snk.([1) N Snk.e(]2)- ]

The following lemma compares the number of elements of S, x. and S, (/) and
in combination with the previous lemma it provides an estimate to the number of

elements of S, ;.
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Lemma 13 Suppose log|F| > 3n. For any [ C {l..... n}. |I| = t. it holds that

o= #Sn k.
(?) -27" < #sf.k:(‘l) < (':)'

Proof. By definition it holds that S, k: = Ujjj=¢Sn.x.c([). It follows from lemma 11
that #Sn k. (l) = #Sak (') for all [.['. Now fix some [ C {l..... n}. [} =t It
follows that.

('t') #SnkalD) = 3 #(Suksl ) N Susl £2)) € #Sas € (t) #Snal 1)
h#£l

Next using the upper bound on Z,#,z #(Snke(1) N Snke(l2)) that follows from
lemma 12. it follows that (using the facts log |F| > 3n. (}) < 2)

() #Snkall) _ #SnralD)
|Fl om

D #HSani )N Sunatf2)) <

L#D

[t follows that

((’t‘) - zi,,)#sn.k.,m < #Suks < (’:)#sﬂ.k.:(l )

which completes the proof. a

As a result we can draw the following corollary:

Corollary 14 The number of elements of S, 1. can be approrimated (within negligible
error) by (3)(IF])a |F|"~*+".

Clearly sampling the uniform distribution over S, x.([) is straightforward (based
on the fact that the uniform distribution over the finite field F can be sampled —
something that can be shown easily). Next we proceed to show that the uniform
distribution of PR instances is actually samplable (with negligible statistical error).

We start with a standard definition:
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Definition 15 A probability distribution D over some space R of objects of size poly-
nomial in n is called (polynomial time) samplable if there is a PPT Sp: Rp — R so
that the probability assigned to any y € R by D is Probp[y] = Prob ¢, .z, [5p(r) =
yl-

Consider the following procedure S that samples S, ;,: first select n random
distinct elements of F. z;.....z,. Then, select a random [ such that |/| = ¢ and
then select a random polynomial p of degree less than & (e.g. by selecting k random
elements of F as its coefficients). Set y,; := p(=,) for ¢ € I and select the remaining y,
for ¢ &€ [ at random. The output of S is {(z..y:)},. The following lemma suggests

that the described procedure S essentially samples the uniform distribution over S, 4.

Lemma 16 Let log|F| > 3n. The probability distribution defined by S is statistically

indistinguishable from the uniform over S,x.. More specifically. A := Z.\'GS.._;‘,.
Prob(5(1") = X] -

|< 2n2-",

Proof. Fix some X € S,.:. If only a single solution (p.[) with |[| = ¢ exists in X
then it follows easily that there is a unique assignment of the random choices of S that
yields X. As a result in this case it holds that Prob[S(1*) = X] = L

(7)-(FDalFn—c+x”
Let us partition Sp. to the set S; that contains instances X with a single solution

as above and let S, := S, — Sy. [f %A is the statistical distance between the two

distributions then it follows that:

.4= ."|+.'12=

1 e
=2 I TGN |F|n-t+~ —Z5 |+ 2 | ProbiS(1") = X] - oo—|

XeS Xes:
From lemma 13 it holds that

' L — L I: 1 I #Sn.k.t _ (n) |< —___1—
(DY UFDR|F=t+k #Snke (7)) #Snke  ([F])n|F[r—t+F t 27 (1) #Snkt
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It follows that:

l 1 1
A= _ <
= 2 T e < w0

Xes t
and as a result 4, is negligible. Next we proceed to show that A, is also negligible.
Note that this will follow immediately by the following two facts:
(i) dves, Prob[S(17) = X] < (n — £)27". To see this. let nx be such that

nx

ProbiSt®) = 1=y m

[t follows that 3" v .o nx = (}) - (|IF)a|FI"~*** — #S;. Since S, contains all those PR

instances that contain exactly one solution it follows easily that

#51 > (':)(HFI),.IFI“HM - (Z))-

As a result (using the facts log |F| > 3n. (}) < 27)

Z ny < (r;) - (|F])n |[F-t 4 (1 _ (m—lTF.l'(Z—))n—t) _

XES
. (7) \n-t Lyt = (n =) (=1)*!
XGZ&Prob[S(l )_X]<l—( —ﬁ) <1—(l—2—n —g( ; ) i

the sum on the right hand side is easily shown to be less than (n — ¢)2™".

(i) 2 xes, #S.l,,:.,, < 27" Indeed the sum equals to #gf.i" and the stated result follows

from lemma 12(ii).

Finally we conclude that 4 < 2—"‘— + "2—:' + ZL,. < 2n2-", .

(%)

Lemma 17 Suppose that log |F| > 2n. The ratio of the number of PR-instances of

Sn.kt with more than one solution. over #S, i, is less than 27"

Proof. Because of lemma 13 it holds that ((}) — 27 (| [FI" 4% < #Sns: <

(3)(IF)« |F1"~***. The number of PR-instances of S, with more than one solution
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n

t)z(llFl),.|IFI"“+’°‘l (from lemma 12ii). It follows that the ratio is less

than (*)((") — 27")"!|F|=! < 27", ]

is less than (

[t is an immediate corollary from the above lemma that any PPT which samples
the uniform distribution over S, x; will select an instance X that has a unique solution
with overwhelming probability 1 —=27". Consequently any instance X € S, i, uniquely
defines a polynomial p (with overwhelming probability) such that degree(p) < k. We
denote this polynomial by sx (for solution of X'). The set of indices that corresponds
to the graph of p which we call “the index-solution set” is denoted by /(X). Obviously.

the recovery of sy implies the recovery of [(.\') and vice-versa.

3.1.2 Security Parameters

In our exposition we will use n as be the security parameter. The parameters k. ¢
are functions in n. so that k < t < n and ¢t < vnk. The straightforward brute-force
algorithm for solving PR[n. k. t] requires checking all possibilities and as a result has
complexity proportional to min((%).(})). The parameters [n.k(n).t(n)] are called
sound for PR[n.k.t] if k(r) and ¢(n) are chosen so that ¢ < vkn and min((}).(}))
is exponential in n. Note that we will suppress (n) in k(r).¢(n). Observe that if
[n, k. t] are sound parameters then it also holds that [n.k + 1.t] are sound parameters
(provided that £ + 1 < t). Intuitively this means that allowing the degree of the
solution-polynomial to be greater without changing the other parameters it cannot

make the problem easier. We will assume sound parameters throughout.

3.1.3 Partial Random Self-Reducibility

As it is noted in [NP99]. Polynomial Reconstruction enjoys a partial self-reducibility
property. namely that given an X := {(z,,y:)}2, € Sak. it is possible to randomize
the polynomial solution of X: choose a random polynomial p’ of degree less than k and

compute the instance Y := {(=;, y;+p(=:))},- Nevertheless this is not at all sufficient
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to show that the problem is randomly self-reducible. This is because the procedure
does not randomize the points that do not lie in the index-solution-set. Polynomial
Reconstruction enjoys vet another partial random self-reducibility property. namely
that the choice of the index-solution-set is not important. Informally this can be seen
by the fact that one can permute the points of PR-instance by applying a random
n-permutation. This fact is of importance from a cryptographic viewpoint since in
many settings the index-solution-set plays the role of a cryptographic key. This second

partial random self-reducibility is formalized and strengthened in the next section.

3.1.4 Altering The Distribution of PR-Instance Solutions

Suppose that some points of a polynomial solution of PR[n.k.t] instance follow a
given (non-uniform over F) probability distribution. [f A points of the polynomial
solution follow a certain probability distribution we will fix these points to be the
values of the polynomial over {0.....h — 1}. Without loss of generality we assume
that 0..... h — 1 are not equal to any of the (z;..... zn) values in a PR-instance (this
is an event of negligible probability). Note that alternative “base” values w,
can be used instead of 0..... h - 1.

Let [n.k — h.t] be sound parameters for some 0 < h < k. Let D, be a samplable
probability distribution over F*. We can extend D, to be a samplable probability
distribution over S, ;. by modifying the sampler S of section 3.1.1 so that it selects
h values of the polynomial solution following D; (instead of at random). We use the
notation Sp, to denote this generalized sampler over S, x.. Note that we will use the
same notation D, for both probability distributions (over F* and S,x.). Defining
Dy, over S, k.(I) can be done in a similar manner as above. and the sampler will be
denoted by Sp, . If the base values are set to {w,..., ws} the derived probability
distribution over Sp i and S, .(/) will be denoted by Dy**».

The next lemma reveals that even under such a “modified solution distribution”.
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the particular choice of the index-solution-set does not affect the output behavior of a
certain procedure that operates on PR-instances. The core of the proof below is that
given a PR-instance with unknown solution one can randomly permute the points in

the instance.

Lemma 18 Let D, be a probability distribution over F*, with h € {0..... k}. Let
A: Skt = V be some PPT. Then it holds that there erists a PPT A’ s.t. for all
v€Voand [ C{l..... n} with |I =t.

I PrOb-\'Gn,,Sn,k,z {A( N)= v] - Pl‘ObeDhsﬂ.k.‘(l)[a‘l'(.\’) = Lp] |

i5 negligible in n.
Proof. Fix some samplable distribution D, over F*. a v € V', and some [ C
{L..... n} with |I| = t. Let Sp, : Rp, — F* be the PPT that samples D,.

Let p € R be the randomness used by Sp,. to sample an element of S, .. i.e.

pi=(l.z1.....20.my..... Mk—ho T Ylen--. Yn—t): it holds that

#R = (Z)(F),.|F|*"*Rm|m""

Similarly denote by p’ € R’ to be the randomness used by S, . i.e.

,  — - -
p={(z1..... Zaa My oo Mk T YLy e~ - < Ynot)

it holds that #R’ = (F).|FI*~*Rp,|F|"~*. It follows #R = #R'(}). Regarding the

probability of A to return v. we have that:

PrObxe‘DhSn.k.z [A(X) = v] = Prob,¢,»[A(Sp,(p)) = v]

Now consider the PPT A’ that on input X, first it selects a random permutation

7. it permutes the pairs of X according to = to obtain X™ and then it simulates A.
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PPOb-"GDhSn.k,r([)iﬂGUPerm(")[Al(ﬁ' ’\') = "'] = PrObp'GU‘R':?EUPGl‘m(")[A( [S%’h(pl)lr) = U]

Assume that A does g(n) coin-tosses and define C := {(b.p) | A(b.Sp,(p)) = v}
and D := {(b.p’.7) | A(b.[S], (p)]") = v}. where b € {0.1}9(").
It follows that

#C
Prob,¢,»[A(Sp,(p)) = ] = FER
and
I Ty 5] — #D
Prob e, »:reyPerm(n) [A([Sp, (p)]7) = v] = TR
Consider a mapping J : R’ x Perm(n) — R so that if p = J(p'.7) with
p=(I".=.....25.m5. ... mh_p.rPoyl.. ... yo_,
and
= ... ' omf ... ml .yl v,
it holds that = = =7, mf = mfl. r*=r"andy’ =y . fori=1..... n.j=1..... k—h
and £ = 1..... n — t and additionally [? = {=x(:) | i € [}. It is easy to see that a

certain p € R has t!(n — t)! pre-images under J. It follows that #D = t!(n — ¢)!1#C

and as a result:

Pl'OprUR[A(SD,.(p)) =vl= PrObD'éuR';ﬂ'euPerm(n)[A( [S'{Jh(pl)]?) = L‘l
the result of the theorem follows. [ ]

Note that in the statement of the lemma above the choice of the points {0..... h—
1} as the ones that will be distributed according to some probability distribution is
arbitrary as it is very easy to reformulate the above result so that some other collection
of ~base” values is selected. Additionally the value v used above can be generalized
to being a function of X in a straightforward manner, without any modifications in

the proof.
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3.1.5 The Intractability Assumption

A decision problem that relates naturally to the hardness of solving an instance X
of PR[n.k.t] is the following: given .X and an index ¢ € {l..... n} decide whether
t € [{X). We postulate that such decision is computationally hard to make whenever
PR is hard. Since this has to hold true for all indices we will use a counter-positive
argument to formalize the related decisional intractability assumption. In the defini-
tion below we describe a pair of predicates that refutes the assumption by “revealing”™
one of the points that belongs in the graph of the solution-polynomial (note that we
formulate probabilities independently of the index-solution-set since given any PR-

instance the index-solution-set can be randomized — see lemma 18):

Definition 19 A pair of PPT predicates A,, A, is called a gap-predicate-pair for the

parameters n. k.t if for all [ C {1..... n} with [[| =t it holds that:
negligible Vigl
| Prob[A,(i. X) = 1] — Prob[A;(i. X) = 1] |= { non—negligible for some i € I.
t<n-—k

where the probabilities are taken over all choices of X € S,x.([) and internal coin-

tosses of the predicates A,. A,.

A gap-predicate-pair when given a PR instance X and ¢ € {l..... n} exhibits
a measurable difference for at least one ¢ € [(X). where at the same time it ex-
hibits no measurable difference for indices outside /( X). Using this. we formulate the

Decisional-PR-Assumption as follows:
Decisional-PR-Assumption. (DPR[nr. k. ¢])

For any sound parameters [n. k. t] there does not exist a gap-predicate-pair.

The relation of DPR to the Polynomial Reconstruction problem is revealed in the
following two facts which are used to underline the justification for our intractability

assumption. The first is straightforward:
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Fact 20 The eristence of a polynomial-time algorithm for PR[n k.t] violates the
DPR[n.k.t].

To state the second fact we need a definition: a predicate A : U,D, — {0.1}
is called independently samplable over U, D; if there is a PPT S, that given u € IN
and X € D,;. it draws u independently sampled values of A over the space D,. In
particular. given X € Dj. it holds that S4(u.X) := (c..... c.) where each ¢; is
distributed over {0.1} according to A(Y') where Y is uniformly selected over D,. We

denote by 3~ S.(u. X) the sum Y ' c.

Lemma 21 [f there erists a gap-predicate-pair A,. A; so that the predicates are in-
dependently samplable over the space U1S, .(I). it follows that PR[n.k.¢t] is solvable
with overwhelming probability.

Proof. First we show how to obtain an : € [ with overwhelming probability. Let
A,. A; be a gap-predicate-pair and denote the non-negligible probability of revealing
an index of the index-solution-set by a(n). Suppose we are given some X € S, «,, let
[:=[(X).

Since a(n) is non-negligible it follows that a(n) > n‘-; for some ¢ and sufficiently
large n. Let .V := n**!. Consider the following procedure B: first compute the

values a; := Y S4,(V.i.X) and @} := Y S4,(N.i,X) for all i = 1,....n (note

that S4,(V.i. X) := (A(i. Xi)..... Ai(¢, Xv)) and similarly for S4,). Forall i €
{1..... n} check the difference |a; — a!|. If it is discovered that for some i, |a; — a!] >
2n

—;“—. output ¢ as a “good” index (i.e. an index that belongs in [). If no such i is
discovered the procedure fails.

We show that for any X € S, . the above procedure returns an element of /{X)
with overwhelming probability. Let 4; and A! be the random variables that corre-

spond to the computed values a; and a!. Let y; and p} denote the expected values of A;
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and A}. By definition it holds that A,. A! follow the Binomial probability distribution
over .V Bernoulli trials with probability of success p;, := Probye,s,, . (nlA1(i. X) = 1]
and p; := Probyxe,.s,, ,(n[A2(i. X') = 1] respectively. Using the Chernoff bound we
have that for ¢ > 0. Prob{|4; — Vp;| > €.V] < 2¢7*’V and Prob{|1/ — Vp!| > V] <

9,2\ v
2N Now observe that:

2e
| Npi= NPl = | A= Npil = |4l = Npl] < [Ai= 4| < |Npi= Npil+ 4= Ny +] A= Vp|

Consider the following two facts:

(a) Suppose that i ¢ [: then it holds that ¢; := Prob[|d,

in n. Indeed. ¢; < Prob[|4; — Np;| + |A! = Npi| + |.Vp, — Npi| > %] Now
because |p; — p!| is negligible it follows that for sufficiently large n it holds that
lpi — Pl < . As a result g; 5 Prob[|A, — Npi| + |A! = Np/| > 2] It follows
that ¢; < Prob{|.4; = Npi| > 23] 4+ Prob|[|.{, — Np!| > “*] and using the Chernoff

bound for € := i we conclude that ¢ < 4e-(2/36)° whlch is clearly negligible.

(b) Suppose that i € [ is the index for which a(r) = |p;, — p| | is non-negligible. The

probability g;, := Prob(|4;, — A} | < 2" "] is negligible in n: first observe that gq;, <

Prob(| i, — Vpi,| + |4}, — .erf°| > Nlp,-o — pl,| = 2]. We know that |p;, —p | > L
. nct+t

for sufficiently large n. As a result g;, < Prob(|A;, — Vp;,| + |A], — Vp[ | > 25-].

This probability was shown in case (a) above to be negligible.

Using the above two facts we deduce the following about the procedure B:
1. The procedure fails with negligible probability. This is because of fact (b).
2. The procedure will report an index that is not in the index-solution set with
negligible probability. This is because of fact (a).

[t follows that, given any X € S,i., B reports an index of the index solution
set [(.X') with overwhelming probability. Moreover for such index ¢; it will hold that
ty < n — k with overwhelming probability (because of the corresponding property of

the gap-predicate-pair).
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Now we modify the instance X as follows: we substitute the fy-th point with the
n-th point to obtain the altered instance X,. Subsequently we repeat the procedure B
that will recovers an index of the index-solution-set (different from ;). By repeating
the above k times we obtain &k points of the solution polvnomial of X" and the solution

follows by interpolation. This will be done with overwhelming probability. B

Fact 22 Violating the DPR by an independently samplable gap-predicate-pair with
parameters [n.k.t] implies that PR[n.k.t] is solvable with overwhelming probability.

3.2 Hardness of Recovering Partial Information of
any Specific Polynomial Value

[n this section we show that PR[n.k.t] ~leaks no partial information™ about any
specific polynomial value under the DPR-Assumption. In particular. we show that
for some fixed value w € F, given an instance X := {{z,.yi)}2; € Sak: wWith w &
{z1,....2a}, we get no polynomial advantage in predicting the value of any function
g over the polynomial value s x(w) for s x(w) drawn from any polynomially samplable
probability distribution D, unless the DPR fails for parameters [n.k — 1.¢]. In the
remaining of the section we will fix w € F and we will assume that S, s does not
contain instances with w among the =-values (which is a negligible probability event).
The generality of the proof stems from the fact that we can map a PR[n.k — 1.¢]-
instance X into a PR[n.k.t}-instance X’ of which we can select the value sx:(w).
Then. we can use any algorithm that makes a non-negligible prediction regarding
some property of sx:(w) to extract a parameterized predicate that is sensitive to a
parameter choice inside the index-solution-set. This predicate yields a gap-predicate-
pair that violates DPR[n.k — 1,¢].

For the rest of the section fix some value w € F. Next. we formalize the concept

of “leaking no partial information.” Informally, we can describe the definition as
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follows: for any PPT that predicts the value of g(sx(w)) given a PR instance. there
is another algorithm with essentially the same functionality that operates without the

PR instance (cf. definition 3).

Definition 23 PR{n.k.t] leaks no partial information means that for all poly-time
computable g : F — R and all polynomial-time samplable probability distributions
D, over F it holds: for all PPT A there erists a PPT A’ such that the following is
negligible in n:

| Probre,r:.xepusns. [A(r. X) = g(sx(w))] — Probreyrrue,, sl A'(r') = g(u)] |

A consequence of lemma 18 is that the definition above can be made more specific
so that: for all PPT A there exists a PPT A’ so that for all I C {l1..... n} with
[7] = t it holds that the following is negligible in n:

| Prob,e;rixepsnr (n{A(r- X) = g(sx(w))] — Probre,riuep, A (r') = g(u)] |

So. the probability of success of any PPT A is taken over S, x.(/) following the
distribution DY . independently of the index-solution-set /. The core of the proof that

PR leaks no partial information is the following lemma:

Lemma 24 Suppose that there is a poly-time computable g : F — R and a probability
distribution D, for which PR[n.k.t] leaks partial information. Then there ezists a
PPT B such that forall I C {1...., n} with || = t. if 3i(n) := Prob,c,».xerSnr_, (D
(B(i.p. X)=1] withi € {0..... n} it holds that

1. Forall i & I |3;_\(n) — 3i(n)| is negligible.

2. There erists an ig € [ such that |3;,_1(n) — 3i,(n)| is non-negligible and iy <
n—k+1.

Proof. For simplicity we assume that D, is the uniform distribution. The proof is

similar in both cases (see below for comments in the case D is not uniform). Regarding
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the success probability a(n) of A we have that for all [ with |/| = ¢. and for all PPT

A’ the probability distance below is non-negligible in n:
| PrObrELr‘R:.\'EL’Sn.k_:(”[A( r.X)= g(s.\'(w))] - PrObf'EL’R’:ueL-’F[A,( r') = g(u)] '

Let B be the following PPT that operates on S, k-1..(/) with random input string
p:={u.y.r) € R:=F x F* x R (in the case D is not uniform. u is not part of the
random input of B but rather it is sampled using the PPT that samples D;). Given
some X € Spix-1.(/) := {(zi.yi)}}=;- The set of pairs X~ := {(z,. (5 — w)yi + u)},
is computed. Note that X~ is a random instance of S,.([) (similarly if u was
distributed according to some non-uniform distribution D;. then X would follow the
corresponding distribution D, over S, ). Subsequently the y-part of the first i pairs
of X* is randomized by substituting them with the first i values of the given string
y € F". The resulting partially randomized instance is denoted by X]. Then A is
simulated on input (r. X). If A returns g(u) (i.e. A is correct) then B returns 1 (0
otherwise).

[t is easy to see that Jo(n) = a(n). When i = n —k + 1, B completely randomizes
the first n—k+1 positions of the y-part of the constructed S, x (/) instance. Consider
a PPT A’ that first samples a random Y € S, := (F), x F* (where (F), denotes the
set of all n-tuples over F without repetitions) and then simulates A on Y. It holds

that,

O,(n) = PrObueuF[A(') = g(u)] = PrObTGLrR:YGUSn:ueUF[A(r' }‘) = g(u)]

Let C':= {(r.Y.u) | A(r.Y) = g(u):Y € S,}. it holds that: o'(n) = Z'ﬁ%i' We

want to compare the probability 8,_441(n) to a’(n). Define the mapping
J(u.y, X) = (X . u)

where X is defined as in the description of B. Given a certain (Y.u) fora ¥ € S, we

want to compute how many pre-images of the form (y.X) has. under the mapping
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Jn—k+1l.u.-.-). Let h:=|IN{n—k+2,....n}|: obviously h < k—1. Fix h values
of the polynomial-solution of .X' to the corresponding y-positions of ¥ and & — 1 -k

values of the non-polynomial values of X to the corresponding positions of Y. This

leaves a total of |F|*~***~! choices for the pre-images of (Y. u). It follows that:
“Fln-t-i-k—l #C' |F|n—-l+k—l #C"
In-ktr1(n) = = I thk—1
#R X F x P x Spp—re(l)  #R-[F|-(|F), - [F]?r-t+
#C - o'(n)

T #R-TF - ([FD. - F"

From the assumption of the theorem it is immediate that |a(n) — a’(n)} is non-
negligible and as a result we conclude that |dg(n) — Jn—k+1(n)| is non-negligible in
n. It follows easily that for some iy € {l.....n — k + 1} it should be the case that
|3io-1(n) — 3is(n)] i1s non-negligible (by the triangular inequality). It remains to show
that it cannot be the case that i & I.

In particular we will show that for any ¢ € [ it holds that |3;_(n) — 3i(n)| is
negligible.

Let C; := {(r.y. X.u) | A(r.X?) = g(u); X7 = J(i. Xy u): X € Snsx—re()}. It
follows that

#C.
#R X F* x Sni-re(l) x F

PrObrEUR:yGUF"’.XES,,‘k';([):RGLVF[B(I-' ulylr“ ‘\’) = l] =

Suppose ¢ € [. Next we will compare the number of elements of #C; and #C,_;.
Let (r.y~. X~ .u) be an element of R x F* x S, x-1.(/) x F with the i-th position of
y and the i-th y-position of X left “blank.” Define V, - x- , := {v | A(r.y~/v/X") =
g(u)}: here y~/v/ X~ denotes the set of pairs {(=;. y!) }=, such that up to i—1 y’ agrees
with y, y! = v and from i + 1 and on y! = (=; — w)y; + u (where X~ = {{zi. yi)}))-

Any (r.y~, X ™, u) together with some v € V; ;- x- , can be extended to:

o |F| tuples (r. Yo Xpop- u) that belong in Ci_y; the number of tuples stems from

the free choice of v’ € F.
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e |F| tuples (r, Yp: Xy u) that belong in C,; the number of tuples stems from
the free choice of v’ € F.

[t follows that

#Co=F D #Viy-x-u = #Co

(r.y=.X—.u)

and as a result J3;_(n) = 3;(n). [ |

The proof of this Lemma is a crucial contribution. It exhibits the two main proof-
techniques used throughout; one technique involves controlling portions of the in-
stance’s solution, whereas the other technique involves a “walking argument™ over the
points of the instance. Now observe that if A;(:.r, X'):= B(:.r. X)and Ay(i.r. X) :=

B(: - 1,r. X). it follows easily that A,, A, is a gap-predicate-pair. As a result.

Theorem 25 Suppose that there is a poly-time computable g : F — R and a proba-
bility distribution D, for which PR[n.k.t] leaks partial information. Then the DPR-

Assumption fails for parameters [n.k — 1.t].

Proof. The proof is immediate from lemma 24 and the definition of the DPR assump-

tion. a

In the rest of the section we present special cases of the above Theorem which
appear frequently in cryptographic settings. Let us assume that the distribution D,
is uniform. Let g : F — R be a poly-time computable function. Define F, = {u |
g(u) = a:u € F} for any a € R. We say that g is balanced if for all @ € R and
all polynomials q it holds that | %l - ﬁ [< m‘l—) (for sufficiently large |F|). The
balanced property means that any image under g corresponds to roughly the same
number of pre-images. This is a very general condition that applies to individual bits

of elements of F as well as to various length bit-sequences of elements of F.
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Naturally. guessing an unknown value of a balanced function with a uniformly dis-

tributed pre-image cannot be done with probability significantly greater than 1/|R|:

Fact 26 Let g : F — R be balanced. poly-time computable and let n be polynomially
related to log |F|. Then, for any PPT in n. A'. if &'(n) := Prob,¢, . ri.ue, r[A(r') =
g(u)] it holds that | o'(n) — ﬁ | is negligible in log |F|.

Proof. Let R/ := {r' | A'(r') = a} for any a € R. Note that it holds that U,epR., =

R'. Let q be any polynomial: now because g is balanced:

oy < SeealEalR _ SogalRil L Ly 1
a'(n) = == 2 g & -t ———— )= — 4+ ——
{F[IR'| |R'| (“2! q(log “Fl)) IRl q(log|FY)
and
’ ZaGR iFﬂ “R{xl ZQGR "R':x| \ I 1 1
a(n) = > —_— e = — - —_—
‘ FIR] R (R ~ aos ™) = 1A~ e F
consequently |o(n) — 5| is negligible in log |F|. a

The corollary of fact 26 and theorem 25 is the following:

Corollary 27 For any balanced g : F — R. the success of any PPT A that given
X € Snk.. computes the value g(sx(w)) is only by a negligible fraction different than
1/|R| unless the DPR-Assumption fails for parameters [n.k — 1.¢t].

More specifically we can give the following examples of balanced predicates/ func-

tions that are hard to compute given a PR[n. k, t}-instance:
Proposition 28 The following problems are hard under the DPR[n. k — 1.¢]:

1. Let BIT (a) denote the [-th LSB of a € F. Given X € Sp ., predict BIT(sx(w))
with non-negligible advantage where | represents any bit, ercept the log log |F|
most significant — in particuler | as a function of log |F| should satisfy that for
any c € IN, [ < log |F| — clog log |F| for sufficiently large log |F].
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2. Let BITS,(a) denote the sequence of the | least significant bits of a € F. Given
X € S.k: predict BITS;(sx(w)) with probability % + a(n) where a(n) is non-
negligible.

3. Let QR(a) be 1 iff a € F is a quadratic residue, and assume [ is of prime order.
Given X € Sp i, predict QR(sx(w)) with non-negligible advantage.

Proof. (1) Let H, denote the number of elements of F that their /-th LSB is ¢ (where
v € {0.1}). We want to show that %{ﬂl is negligible in log |F|. Let f := |F|mod2'.
[f is easy to see that |Fo| — |F\| = fif f < 2/~! and that |Fo|—|F,| = 2 — fif f > 2!-L.
At any rate we would like to show that 5';—; is negligible in log |F]. which is easy to

see under the condition of the theorem.

(2) For any bitstring 6 € {0.1} (where l = 1...., |log |Fl}) it holds that |F,] is
either (a) | 5] or (b) |E!} + L. Case (a): B — L = [LELZL _ 1| which is easy to

see that is negligible in log |F|]. Case (b) is similar.

(3) Straightforward as we assume that F is a field of prime order. ]

We note that the exclusion of the loglog |F| most significant bits from the item
(1) above is independent of our treatment as depending on the order of the field they
may be easy to guess. and as a result BIT,; might not be balanced. Note that if the
finite field is chosen appropriately all bits of sx(w) will be hard: e.g. if we restrict to
finite fields F such that there is a ¢ € IN: |F| — 2U'¢Fll < (log |F|)¢ then all bits will

be hard (e.g. a field of numbers modulo a Mersenne prime):

Corollary 29 Under the DPR-Assumption with parameters [n.k — 1.t]. predicting
any bit in a point of the graph of the solution polynomial of a PR[n.k.t] instance is
hard.

A natural question to ask at this point is whether simultaneously more than one

point of the polynomial solution enjoys the hardness of extraction properties showed in
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theorem 25. In particular we can extend the definition of leaking partial information

to many points at the same time as follows:

Definition 30 Fir some w;..... wp, € F with h € {1..... k —1}. We say that
PR[n.k.t] leaks no partial information for h points simultaneously if for all poly-time
computable g : F* — R and all polynomial-time samplable probability distributions

Dy, over F* it holds: for all PPT A there erists a PPT A’ such that the following is
negligible in n:

| PrObrEL-R:.\'e(D:q.. o Snks [A(r.X) = g(sx(wy)..... sx(wa))]
_Probr,ecn';ueohyu[A’(r') = g(u)] l

By choosing the appropriate parameters for the DPR assumption it is possible to

show hardness of partial information extraction even in this extended setting:

Theorem 31 Suppose that there is a poly-time computable g : F* — R and a prob-
ability distribution D, for which PR(n,k.t] leaks partial information for h points
simultaneously. Then the DPR-Assumption fails for parameters [n.k — h.t].

Proof. The proof of the theorem is a straightforward multidimensional extension of

the proof of lemma 24. a

3.3 Pseudorandomness

In this section we will show that distinguishing instances of PR[n.k.t] from random
elements of S, := (F), x F" is hard under the DPR-Assumption (which essentially

amounts to saying that instances of PR[n.k,t] are pseudorandom under the DPR).

Recall the definition of indistinguishability:
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Definition 32 Let {F,}.en be a family of sets. such that F, contains all possible
choices of elements of size n. Two families of sets with A,. B, C F, are (polynomial-

time. computationally) indistinguishable if for any PPT predicate A.
I PrOb"eL'R:-'\'GL'-"n [A(r -\') = l] - PrObrEUR;.\'éz.‘Bn [.A(I‘ ‘\’) = l] I

is negligible in n. If on the other hand there is an A for which the probability above
is non-negligible in n, we will say that A is a distinguisher for A,.B,. A family of

sets A, s called pseudorandom if it is indistinguishable from F,.

Note that for this section we consider B, = F, := S, = (F), xF* and A, := Spx.
(the set of PR[n. k. t] instances). Let A be a distinguisher for S, 1, and S,. Because of
lemma 18 it holds that the particular choice of the index-solution set [ is independent
of the distinguishing probability. i.e. for all 1 C {l..... n}. |I] = t. it holds that the

following is non-negligible in n:
| PrObPGUR:z\'GUSn.k.x(1)["4(r' -\’) = l] - PPOb"GURh\'EUSn [A(r' '\’) = 1] l

In other words lemma 18 suggests that any distinguisher between S, . and S,
also serves as a distinguisher between S, x.([) and S, for all subsets I.

The core of the pseudorandomness proof is the next lemma that given such dis-
tinguisher it shows how to extract a parameterized over {0..... n} predicate B that
its behavior is sensitive to some choice of the parameter that belongs in the index-

solution-set of the given instance.

Lemma 33 Let A be a PPT predicate s.t. forall I C {l.....n} with |I| =t. A is
a distinguisher for S, x,(I) and S,. Then there erists an PPT B. for which it holds

that for all I C {1.....n} with |I| = t. there exists a ig € [ with iy < n — k, such
that if

3i(n) := Probxe,s, . (nweex[Bli.p, X) = 1] for 1€ {0..... n}
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it holds that |3i-\(n) — 3i(n)| is negligible for any i € [ and non-negligible for iy.

Proof. Let R be the set of random strings used by the distinguisher A. B is the
following algorithm: given y.r.:. \' where i € {0..... n} and y € F* substitute the
first { y-positions of X' = {{z,.y:)}", by the first i values of y: denote this partially
randomized instance by J(:. X.y). Then B simulates A on input r and J(i. X.y).
Note that the randomness used by B is p := (r.y) € R where R := R x F.

Define the probabilities ay(n) := Prob.¢,r.xep s, .. [A(r. X) = 1] and az(n) :=

Prob,¢,.r.xe s.[A(r. X) = 1]. Define the following sets:
o O, ={(ry. XD |Ar.Y)=lLreRiyeF: X € Sns.(l):Y = J(i. X.y)}
e Vi={(rX)|JA(r.X)=Lre R:X € Sns.l)}
e L ={(rX)|A(r.X)=1re R;: X € S,}

. C,
[t is easy to see that J;(n) = #S,‘_k.,fl)xRxF": a(n) =
#Y2

Fs.x7- Moreover from the lemma’s hypothesis we know that | a;(n) — az(n) | is

Vi
#Tm.%'n_ﬁ and that ax(n) =

non-negligible.
Consider Co; it is immediate that #Co = |F|" #V1 and as a result Jy(nr) = a(n).
Consider Cp; let A := |IN{n -k + 1..... n}|. obviously it holds that h €
{0..... k}. Let Y := {{zi, yi)}, € Sa- It is not difficult to show that ¥ has [F|"~*+*
pre-images under J(n — k.-.-). It follows that.

#Cn—k I ) it 22"

dn-iln) = #Snkt([) x R x B~ #S.4.(I) x R x P

= az(n)

We conclude that |Jg(n) — 3a—k(n)| is non-negligible. This means that there has
to be an ig € {1,....n — k} such that |3;,~1(n) — 3;,(n)| is non-negligible (using the
triangular inequality).

To complete the proof we show that when ¢ & I it holds that | 3;_,(n) — Ji(n) | is

negligible.
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Fix : € [. Let y~ denote a F* vector with its i-th position “blank™ (so essentially
a F"~! vector); in a similar manner define X'~ to be an instance of S, x.([/) with its
i-th y-position ~blank™. Denote by Yl the F* vector that has v “filled” in its i-th
position. Similarly define .\'[:].

Let V. - x-:= {v | A(r.y~/v/X ™) = 1}. where the notation y~/v/.X~ stands for
an element Y of S, s.t. its y-part is comprised of the first : — 1 elements of y~. followed
by v. followed by the n — ¢ final elements of the y-part of X~. and =(Y) = (X ")
(where =(-) denotes the z-elements of a PR instance). Any v € V; ,- x- together with

(r.y=.X~) can be extended to:

e [F| tuples (r. Y(u- .\'[:1) € C;-, — the fact that there are |F| tuples follows from

the free choice of v’.

e |F| tuples (r. Yl .‘([:,]) € C,. (recall: i & [} — the fact that there are |F] tuples

follows from the free choice of v’.

It follows:
#Ci=|F| > #Vi,-x-=#Cy
(ry—.X")
as a result J;_(r) = 3;(n). a
Now observe that if A;(i.r.X) := B(i.r.X) and Ay(i.r. X) := B(i — L.r. X), it

follows easily that A4;, A; is a gap-predicate-pair. As a result.

Theorem 34 Under the DPR-Assumption for [n.k.t], the set of instances Spx: is

pseudorandom.

Remark. In fact it is possible to assume Pseudorandomness of PR-instances and
prove all the results of section 3.2. So. Pseudorandomness of PR-instances as a
computational problem stands in between DPR and Hardness of Partial Information

Extraction.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Chapter 4

Basic Cryptographic Primitives
based on PR

4.1 Chapter Preface

In this chapter we present some fundamental cryptographic primitives that are based
on Polynomial Reconstruction. First we define a one-way function based on Poly-
nomial Reconstruction. Under DPR. we show that our one-way function has very
strong partial-information concealment properties that make it suitable for direct
usage in designing large-value (super-polynomial in the security parameter) commit-
ment schemes.

Next we deal with the problem of symmetric encryption. Despite the fact that
a lot of research efforts have been put to obtaining efficient and secure symmetric
encryption schemes. the security treatment frequently relies on heuristics and other
“questionable” techniques of enforcing secrecy. The public-key setting has enjoyed
much more theoretical investigation with respect to various notions of security. Con-
sider for example the notion of semantic security introduced in [GM84}. Proving that
inverting ciphertexts for any (possibly adversarially chosen) plaintext probability dis-
tribution is hard under reasonable assumptions is fundamental to the security of any

practical cryptosystem. And in practice. semantic security is far more important in

47
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the private-key setting as private-key cryptosystems are usually the ones used for
transmission of non-random plaintexts.

Although any public-keyv scheme can be transformed to a svmmetric scheme by
merely hiding the public-kev. the symmetric-key setting exhibits many intricacies
[KY00] with respect to security definitions. For example. the fact that the adversary
does not have access to the encryption mechanism by default makes it necessary
to consider various types of chosen plaintext attacks (i.e. controlling the ability of
the adversary to have access to an encryption oracle). Security investigations in the
symmetric encryption setting [Lub96, BDJR97] followed the approaches of the public-
key setting (see e.g. [Gol93]) and in many cases revealed very interesting separations
[KY00]. For a thorough presentation of security notions in the symmetric encryption
setting the reader is referred to [KY00].

Here. we introduce a new stateful cipher based on Polynomial Reconstruction.

Our cipher possesses unique properties. which are:

e (i) Computational perfect secrecy. Consider the following two attacks against
a stateful cryptosystem: an existential attack is a chosen-plaintext attack that
reveals an encrypted message whereas a universal attack is a chosen-plaintext
attack that reveals the key, and thus all messages (from some point on in a
stateful cipher). A cipher for which the two attacks are interreducible is said to
satisfy “computational perfect secrecy.” This property is motivated by Shan-
non's early work and was introduced and achieved in the computational sense
by the remarkable cryptosystem of Blum and Goldwasser [BG85] (where they

show that violating semantic security implies factoring of the composite key).

e (ii) Short key-size: this property suggests that the plaintext can be superpolyno-
mial in the key-size (the security parameter). This property is important since

it saves key space in cases it is considered a scarce resource.
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e (iil) Built-in error correction.

o (iv) Forward Secrecy: this property suggests that if a total security breach
occurs at a certain time. this affects the security only of future messages while

the previously sent messages remain semantically secure for the perpetrator.

We complete this chapter with section 4.5 where we present a generic treatment
of stateful ciphers. In particular we show how one can employ a ~pseudorandom

expander” to simulate the most fundamental security properties of the one-time pad.

4.2 One-Way Function with Built-in Semantic Se-
curity

In this section we present a one-way function based on polynomial reconstruction
that acts as a “secure envelope” under the DPR-Assumption and can be used to build
commitment schemes. Note that there are generic ways [Gol90. Nao91. HILL99] for
obtaining such cryptographic primitives based on the results we presented in sections
3.2 and 3.3. however describing a direct construction with improved concealment
properties is interesting in its own right for efficiency and applicability purposes.

Fix some parameters [n.k.t]. The probabilistic function F,, : F* — S, oper-

ates as follows: given x € F*. it samples a random element ¥ := {(z;.yi)}, of Sni.
so that (i) Y has a solution sy that satisfies sx(0) = (x)o.---- sx(k—=1) = (X)k-1.
and (ii) {z1.....2.}N{0,....k -1} =0.

We note here that F,x, is nct an injection as it could be the case that F, s ,(x) =
Frxe(x') for x # x’. This happens when the randomness selected to engulf the
polynomial derived from x happens to correspond to several points of the graph of
the polynomial defined by the vector x’. Nevertheless this means that the PR instance
generated by F), ;. has two distinct solutions something that happens with negligible

probability as shown in lemma 17 (given that log|F] > 2n and ¢ > k). As a result
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we consider F, s, to be an injection for all purposes of definition -{. Nevertheless it is
important to point out that some user of F, , may deliberately embed more than one
polynomial-solution into the output of the function F, .. As a result F, ., thought

of as an encryption function enjoys a natural “ambiguous commitment”™ property.
Theorem 35 ('nder DPR[n.k.t] the function F,, is a one-way function.

Proof. Suppose that there is A with Prob[A(F,s.(x)) = x)] non-negligible. where
the probability is taken over all x € F* and the internal coin tosses of A and F, .
Obviously it holds that A solves the PR with non-negligible probability. Let A’ be a
PPT that first permutes the pairs on the input (instance of PR) and then simulates A
on the permuted pairs. It is easy to show (cf. lemma 18) that for all 7/ C {1..... n}.

|I] = t. Probxes

n. k.t

n[A(X) = sx] is non-negligible in n.

Now we show how to use A’ to construct a gap-predicate-pair. Let B be a PPT
that given X € Sp i (/) and 1 € {0..... n} it does the following: first it randomizes
the first : y-positions of X and then simulates A’ on this instance. [f A’ returns
the correct answer (something that is checkable in polynomial-time — a proposed
solution for a PR instance can be verified in poly-time). B returns 1. otherwise B
returns 0.

It is easy to verify that Probyes,, . n(B(0..X) = 1] is non-negligible function
in n. whereas Probxes, , ,(n[B(n — k. X) = 1] is negligible function in n since A’
cannot predict a polynomial which has been completely randomized (cf. lemma 33).

It follows that
|Probxe,s, .. (n[B(0.X) =1} — Probyxe,s,,.n[B(n - k. X) =1]|

is non-negligible in n and by the triangular inequality it follows that for some iy €

{l..... n — k} it holds that

|Probxe,s, .. (n[Blio — 1. X) = 1] = Probxe,s, ., n[B(io, X) = 1]]
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is non-negligible in n. Using a similar argument as in proof of lemma 33 it can be
shown that iy should be an element of /. It follows that A;(:.-) := B(i — 1.-) and
Aa(i.-) := B(:.-) constitute a gap-predicate-pair and as a result the Decisional-PR

assumption is violated. [

Based on the results of section 3.2, we draw the following corollary:

Corollary 36 (nder DPR{n.k—1.t}. F. . is a one-way function so that: ifg:F —
R is some computable function, an adversary given V. := F, . ((x.ry,....rk})). with
Fleee-s rg—~; are selected at random over F, gains no advantage in computing g(r) even

if £ follows an adversarially chosen probability distribution.

The above corollary suggests that V. is a “secure envelope™ for the value r. In fact

it is possible to increase the ratio of concealed information as the following theorem

reveals:

Theorem 37 Let h € {I..... k —1}. Under DPR[n.k — h.t]. the function F,;, de-
fined on inputs from F* . with the remaining of its input selected at random from F*—*

(i.e. given ro,....rp-y € F, we compute Fof:({(zo.....Lh=1-T1s-...Tk-n)). where

Proof. The proof follows closely the arguments of lemma 24. Let A be a PPT
and Dj a probability distribution over F* for which the commitment of some values
X := (Zg,....rs) leaks some partial information: i.e. for some poly-time computable
function g : * — R. A computes the value g(x) with non-negligible advantage. As a

result and due to lemma 18 we can formulate the success probability of A as follows:

forall I C{l.....n}, {I]=t.

a(r) := Prob.e,rixep, Sus (n[Ar X) = g((sx(0).....sx(h = 1)))]

The proof follows directly from theorem 31. [ |
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Observe that F, i, is a non-trivial secure envelope: given the coin-tosses that
were used for the generation of a certain output it is easy to see that the input to
the function can be computed (by polynomial interpolation since the coin tosses will
reveal the error-locations).

An interesting property of the above secure envelope is that the hidden value x
can be superpolynomial size in the security parameter n. This is because the size
of x is proportional to log|F] which can be selected to be superpolynomial in the
security parameter n without affecting the security of the primitive. The “secure
envelope™ properties of F, i, suggest that the PR-based one-way function can be
used directly in the design of commitment schemes. More details about the use of

F. k. in commitment schemes are presented in the next section.

4.3 Value Commitment

A value commitment scheme involves two players A and B that act in two phases:
the commitment phase where A commits to some private input x. The output of
this phase denoted by Vi is transmitted to player B. The decommitment or “open”
phase where A transmits the decommitment witness [ to player B. Player B applies
(" on Vi (a process that reveals x) and either accepts or rejects the commitment. A
commitment scheme should be (i) binding: player A should not be able to “open”
Vx to a value x’ # x: (ii) hiding: player B should not be able to extract any partial
information about x given Vi. A commitment scheme is called “non-interactive”. if
no interaction is required from the two players (the communication flow is only from
player A to player B).

We point here that using generic techniques ([Nao91}) it is possible to derive a
PR-based commitment scheme based on our pseudorandomness results of section 3.3.

Nevertheless such generic techniques are typically expensive to implement and it is
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of interest to pursue more direct designs.

Theorem 37 suggests that the function F,x, can be used to commit to an element
x € F* by publishing Vx as the commitment value. The decommitment witness
is defined to be the index-solution-set [ of V. This scheme is non-interactive and
hiding under the DPR[n.k — h.t]. Nevertheless the scheme is not binding for the
committer since plaver A might embed more than one solution in the instance Vx and
open one of them at her choice; as a result the scheme applies only to the ~honest
committer” case. By coupling the PR-based non-binding commitment with a binding

commitment scheme we derive a scheme with a unique property:

Commitment with Sublinear Decommitment Witness. Typically in commit-
ment schemes the size of the decommitment witness is of the same size as the com-
mitted value (or larger). For example in Pedersen’s non-interactive scheme [Ped9l].
that is based on the discrete-logarithm assumption. the commitment to some r < Q
is a value g"h* that belongs to Zp (where P = 2Q + | with P.Q large primes. and
g.-h € Zp public parameters which are quadratic residues modulo P) and the decom-
mitment information is (r.r) (note that r < Q is selected at random). Clearly the
size of the decommitment witness is linear in the size of the committed information.
In many settings it is of great interest to minimize the size of the decommitment
information for private storage space saving.

In the case of PR-based commitment. we can use an alternative commitment
scheme with which player A commits to the index-solution-set [ of V. The combined
scheme becomes binding. Because of the fact that the size of the committed value
x (which is proportional to log|Fl) can be much larger (even superpolynomially)
compared to the size of the index-solution-set (which is n) this turns a binding/hiding
commitment to a bitstring of small length (r) to a binding/hiding commitment of

a large value of length log|F|. Note that this does not compromise security since
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min{(}).(2)} (which is the number of steps required for a brute-force attack against
PR) can be chosen to be superpolynomial in log |F| even if log |F| is superpolynomial
in n.

Let us instantiate the above using Pedersen’s commitment scheme: suppose we
want to commit to a value r of size b bits. Using Pedersen’s commitment the de-
commitment witness would be of size O(b). Instead. we commit to r using the
PR-based commitment over a finite field F with log|F| > b by sending the value
F'n’_k',(.r. Fle-e.. ri-1) (where [ is the index-solution-set of the output of the PR-based
one-way function): additionally we commit to v; (which stands for a value that de-
scribes the set [) by sending g"h*’. The decommitment information is {r.v) and is of
size O(n). To achieve sublinear decommitment witness size we select the parameter

n to be sublinear in the parameter b.

Proposition 38 The combined commitment scheme described above is hiding. bind-
ing and non-interactive under the DPR[n.k — 1.t] over a finite field F. and the
Discrete-Logarithm Assumption over a multiplicative group of element size n. and
can be used to commit to values of size log|F| >> n with decommitment witness

information of size O(n).

Proof. The proof is straightforward from the properties of the Pedersen’s commitment

scheme and corollary 36. [

Corollary 39 The combined commitment scheme supports sublinear decommitment
witness size since n can be selected sublinear to log |F| without affecting the security

of the scheme (which depends solely on the securitly parameter n).
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4.4 A Secure Stateful-Cipher based on PR

A cipher design involves two parties. who share some common random input (the
kev). The goal of a cipher design is the secure transmission of a sequence of messages.
Suppose that [ denotes the shared randomness between the sender and the receiver. A
cipher is defined by two probabilistic functions f; : K xP—5> KX xCand g;: K xC -
K x P. The spaces K.[P.C denote the state-space. plaintext-space and ciphertext-
space respectively. The functions f.g have the property that if fi(s.m) = (s'.¢)
(encryption) it holds that g;(s.c) = (s’.m) (decrvption): note that s’ (given by both
f.g) is the state that succeeds the state s.

Stream-ciphers use public state sequences of the form (0.1.2.3....). The reader
is referred to [Lub96] for more details on stream ciphers and how they can be built
based on pseudorandom number generators. Block-ciphers encrypt messages of size
equal to some fixed security parameter which are called blocks. Such ciphers are
typically at the same state throughout and this state is considered to be secret (it
coincides with the secret shared random key). The reader is referred to [Gol98] for
further details on block-ciphers and generic constructions.

[f a cipher. which operates on blocks, employs a “secret state-sequence update”
and uses the shared randomness (the key) only as the initial state of the state-
sequence. it is called a stateful cipher, see figure 4.1: (note that in a stateful cipher
we suppress the subscript [ from the functions f. g).

[n the remaining of this section we introduce a stateful cipher that is based on

PR and possesses unique properties. We will revisit ciphers in more detail in section

4.5.2.
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Encryption Decryption
m,, [ 1 Cz Cw
n initial [g] 9]
f state
=key
Cw m, m, my,

Figure 4.1: A Stateful Cipher

4.4.1 Description of the PR-Cipher

Let [n. "—;—‘, t] with & < t be sound parameters for the PR problem. We work in a finite
field F with log [F] > 3n. The state-space K is defined to be the set of n-bitstrings with
Hamming weight t. For some s € K we define I, to be the corresponding subset of
{L..... n}, and v, be the corresponding integer that has s as its binary representation.
We denote by Vx the set of all numbers that their binary representation belongs in K.
Let P:= F*F and C := (F}. x F*. The shared randomness between the two parties
is a random sg € K. that is the initial state of the cipher. The encryption function of

the cipher is defined as follows

f(s.m):= F,f.’k't((s'.(m)l ..... (m)_kz;l_,r[,....rk_;l_))

where F,fjk_, is the PR-based one-way function of section 4.2 so that index-solution-
set of the output of F, 4. is set to [,; ry..... re-1 are random elements of F. and s’
is a random element of Vk. The decryption function g is defined as follows: given
(s.C) € K x C, the polynomial p that corresponds to the pairs of C whose index is
in I, is interpolated. The decrypted message is set to be {p(1),... ,p(k%‘)) and the

next state is set to the binary representation of p(0).
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4.4.2 Semantic-Security

A semantic-security breaking adversary A for a stateful cipher is a PPT that takes the
following steps: (i) queries a polynomial number of times the encryption-mechanism.
(11) generates two messages M;, .M, and obtains the ciphertext that corresponds to
the encryption of M, where b is selected at random from {l.2}. (iii) queries the
encryption-mechanism a polynomial number of times. Finally the adversary predicts
the value of b with probability substantially better than 1/2. This is illustrated in
figure 4.2. A cipher is said to be semantically secure if any semantic-security breaking
adversary predicts b with negligible advantage in the security parameter n. For more

details regarding semantically secure symmetric encryption. see [Lub96. KY00j.

a—

Selected by .~ ‘;,
the Adversar? ~ Ll

Ciphertexts are_ —
giventothe o __
Adversary m———

The Adversary decides whether C is an encryption of M,orM,

Figure 4.2: Semantic Security Adversary for the PR-cipher

More formally semantic security in the context of stateful ciphers is defined as

follows:

Definition 40 Let O° with b € {1.2} be an encryption oracle for a stateful cipher
initialized to a random initial state that accepts two kinds of input: (i) a plaintext.
where O° returns its encryption under the current state. (ii) a pair of plainterts

M,. M,, where O° returns the encryption of M, (such input is allowed only once). A
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semantic security breaking adversary is a PPT A that given oracle access to O° it

predicts b with probability substantially better than 1/2, i.e. the distance

| PVObbeU{l;z}[Aob( 1") = b] -

I~ —

s non-negligible in n. where the probability is taken over all internal coin-tosses of
©® and A and all possible initial states for the cipher. If. for a certain cipher, there
do not erist semantic security breaking adversaries then we say that the cipher is

semantically secure.

We remark that the two kinds of input to the encryption oracle define three stages
of adversarial action. namely (i) querying the encryption oracle a number of times.
(i1) submitting the “challenge” (the pair of plaintexts of which the adversary receives
the encryption of one of the two at random). and (iii) querying the encryption oracle
a number of times before guessing which of the two plaintexts of the challenge was
encrypted. We proceed to show that the PR-Cipher is semantically secure under the

Decisional PR-Assumption, specifically:
Theorem 41 The PR-Cipher is semantically secure under DPR[n. "2;‘, t].

Proof. We start with a definition: we denote by Cf:,)c', [m,.....m,] the output of an
encryption oracle of the PR-cipher when accessed by an semantic security adversary.
In other words it is the space of sequences of S,, x.. instances Xj...... X, so that m; :=
(sx,(1)..... .sx)("—z'i)) and so that the binary representation of sx,(0) corresponds to
the characteristic string of [(X;4+;). for j = 1,....u — 1. For two families of sets A,
and B, we write A, = B, if they are polynomial-time indistinguishable (see definition
32).

Claim 1. For any u > 1. L{¥) [my.....m,] = (S.) x L [m,.....m,] unless the

DPR with parameters [n. %31 ¢] fails.
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Proof. Suppose the two families are distinguishable by some adversary A with non-

negligible advantage. We will show how to use the adversary to violate the DPR with

parameters [n. 551 ¢].

Adaptive Encryption Sampler. The input is X € Sn'%.,([) so that X := {(zi, )},
and =, & {0..... k — 1}, and a sequence of messages m,..... m, (submitted one by
one). Let p’(r) be a random polynomial of degree less than k so that (i) p’(0) is a
random element so that p/(0) < 2" and the hamming weight of p’(0) is ¢. and (ii)
pPl)y=(my),fort=1..... k%l Consider the instance X, := {(zi.z(zi—=1)... (5 —
2L)y: + p'(z.)}. Define I, to be the subset of {l..... n} so that its characteristic
string is identical to the binary representation of p’(0). Next we sample X, so
that (i) (sxn,(1),....5x,, (55¢)) = m,, and (ii) the characteristic string of /(Xpm,)
is identical to the binary representation of sx,, (0). Continuing in a similar manner
we construct adaptively the instances X,,,...... Xm.- [t is clear that this series of
samples is uniformly distributed over Lf:l_.t[ml. . M)

Now suppose that the above sampling method is also given a parameter : €
{0.....n— 5—;—'} and the sampler randomizes the first i positions of Xp,,.

Now consider the predicates: A; that simulates A using the adaptive encryption
sampler to simulate the encryption oracle with parameter i. and A, that simulates
A using the adaptive encryption sampler to simulate the encryption oracle with pa-
rameter : — 1. Following similar arguments as in the proof of lemma 24 one can see
that A,, A; constitute a gap-predicate-pair with parameters [n. 5;—‘ t]. [
Claim 2. Lf,'f,i',[ml, ....my] = (S,)* unless the DPR with parameters [n. 51 ¢] fails.
Proof. Suppose that there is a distinguisher A between the two families (the “ex-
treme hybrids”). Then by the triangular inequality A can distinguish between two
“neighboring hybrids” i.e.

(Sn)® x Lie [Mucue . ...my] % (S2)"+ x LY My, ..., my]
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for some v € {0.....u — 1}. Based on claim 1 this contradicts the DPR with param-
eters [n. 55t ¢]. a
(Proof of theorem 41) Suppose now that A is a semantic security breaking adversary
for the PR-cipher. Consider a predicate B that operates as follows:

B receives as input 1 € {0..... n—%}and X € S".u;_l', and communicates
with the adversary A (refer to figure 2 that presents the operation of the adversary).
In the first w queries to the adversary. B replies by random samples of S,. The
adversary cannot detect the difference as the results of claim 2 reveal. When the
adversary submits M,. M,. B selects b € {1.2} at random and using X. samples
an encryption of M, denoted by Xy, using the technique described in the adaptive
encryption sampler of the proof of claim 1. Subsequently B randomizes the first i
positions of Xyy,. The remaining w’ queries of A are answered by proper encryptions
of the messages it submits (something that is possible for B since it resets the key of
the cipher in the construction of Xy, ). Finally B returns 1 if the adversary guesses
b correctly or 0 otherwise.

Define the predicate A, := B, and let A, be the predicate that simulates B on
input ¢ — 1 and X. Following similar arguments as in the proof of lemma 24 one can
see that A,, A, constitute a gap-predicate-pair for the parameters [n. k,_,;' t] and as a

result the DPR is violated. [ ]

4.4.3 Forward Secrecy

A cipher is said to satisfy forward secrecy if in the case of a total security breach at
some point of its operation (i.e. the internal state is revealed) the adversary is unable
to extract any information about the previously commmunicated messages.

This is formalized by two chosen plaintext security adversaries who are submitting

adaptively messages to the encryption oracle. The encryption oracle flips a coin
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and answers by encrvpting the plaintexts submitted by one of the two adversaries
(the same adversary throughout). At some point the internal state of the system is
revealed to the adversaries. Forward secrecy is violated if the adversaries can tell with
probability significantly better than one half whose messages the encryption oracle

was returning. More formally.

Definition 42 Let O. with b € {1.2} be an encryption oracle for a stateful cipher
initialized to a random initial state that accepts two kinds of input: (i} a pair of
plainterts my.m,, where OF returns the encryption of m, under the current state.
(ii) a termination message. where OF returns the current internal state: no more
queries are accepted by OF after the termination message is submitted. A forward
secrecy breaking adversary is a PPT A that given oracle access to OF, it predicts b

with probability substantially better than 1/2, i.e. the distance
1
| Probye, (1.2)[A%(1") = b} — 5|

is non-negligible in n. where the probability is taken over all internal coin-tosses of
O, and A and all possible initial states for the cipher. If. for a certain cipher. there

do not erist forward secrecy breaking adversaries then we say that the cipher satisfies

forward secrecy.
The following theorem summarizes the properties of the PR-Cipher:
Theorem 43 The PR-Cipher satisfies forward secrecy under DPR[n. '—‘-glt]

(] L] .
Proof. We denote by £f‘“,)”[::i . :E} the output of an encryption oracle of the
stateful cipher when accessed by the two chosen plaintext adversaries that are part
of the forward security attack. In other words it is the space of sequences of S, .,

instances X;,..... X, so that (sx (1)... .,sxl("‘T')) = m? forall j=1..... u where b
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is a random coin toss: the binary representation of sx,(0) corresponds to the charac-

teristic string of [(.X,4+,). for y=1..... u—1.

nk.t Lygl - m"‘

Claim 3. For any u > 1. Ef,"l,[:% ..... z‘:;':] = (Sa) x E‘"“”[:‘é ™41 unless the
DPR with parameters [n. 51, ¢] fails.

The arguments of the proof of claim 3 are similar to those of the proof of claim 1
of theorem 1.
Claim 4. Cf:‘z,[::? ..... '"%] = (S.)* unless the DPR with parameters [n. 1. ¢] fails.

Again. this is shown using the same argument as in the proof of claim 2 of theorem
41.

Now the result follows easily since: the output of the encrvption oracle is indis-
tinguishable for the choice of b € {1.2} provided that the DPR with parameters
[n, '%t] holds. This implies in a straightforward manner that the adversary cannot

predict b with probability significantly better than 1/2. [

4.4.4 Computational Perfect Secrecy

A generic chosen plaintext adversary for a stateful cipher is defined as follows:

Definition 44 Let O be an encryption oracle for a stateful cipher that is initialized
to a random initial state; given a plaintext, O returns its encryption under the current

state. A generic chosen plaintext adversary is a PPT A that is given oracle access to

0.

For some stateful-cipher we consider the following two attacks that can be launched
by a generic chosen plaintext adversary: (i) “existential” where the generic chosen
plaintext adversary is allowed to query the encryption oracle a number of times and
then is asked to decrypt the next ciphertext (which encrypts a random secret mes-

sage) (i1) “universal” where a generic chosen plaintext adversary is allowed to query
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the encrvption oracle a number of times and then is asked to recover the state of the
cipher (something that allows the recovery of all future messages from that point on).
[t is clear that for any cipher an existential attack reduces to a universal attack.

Nevertheless it is not at all apparent if the opposite direction in the reduction holds.

Definition 45 A stateful-cipher for which it holds that a generic chosen plaintert
adversary launching an eristential attack implies the eristence of a generic chosen
plaintert adversary launching a universal attack is said to satisfy computational per-

fect secrecy.

The equivalence of attacks that recover the message to attacks that recover the
key has been postulated by Shannon as ~perfect secrecy.” Blum and Goldwasser
[BGS3] designed a factoring based public-key system where they reduced semantic
security of a message to breaking the key (i.e. factoring the composite). They coined

the notion of "computational perfect secrecy,” a variant of which we define above.
Theorem 46 The PR-Cipher satisfies computational perfect secrecy.

Proof. Suppose that it is possible to launch an existential attack with u queries to
the encryption mechanism. We show how to launch a universal attack: first we make
(u + l)-queries to the encryption mechanism so we have the plaintext-ciphertext
pairs (M;.C))..... (My41,Cus1) where M, ... VM, are chosen following the query
algorithm of the existential attack algorithm and M, ., is chosen at random. Suppose
that Cu4q := {(zi.yi) } oy - We compute X' := {(z; + L. y:)}+,. and we feed X’ to the
existential attack algorithm to obtain the “message” (a;,....a Et ) with probability
of success a. Observe that sx/(r) = sx(zr — 1) and as a result a; = sx/(1) = sx(0).
It follows that the binary representation of a, is the characteristic string of the next

key (for the (u + 2)-th encryption of the cipher). As a result the universal attack

reduces to an existential attack with the same probability of success. a

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 64

4.4.5 Superpolynomial Message-Size

A cryptosystem that has this property allows the plaintext size to be superpolynomial
in the key-size. or in other words. it allows the key-size to be substantially shorter
(inverse-super-polynomial) in the size of messages.

This property allows much saving in the storage of the shared key which can be
an expensive resource in many settings. Additionally. it can be particularly useful in
settings where we want to extract a key from a small amount of information (such as
key-extraction from biometric data. see e.g. [MRLWO02]).

[n the PR-Cipher the plaintext size is L_Tl |log {F]} and can be superpolynomial in
the security parameter since log |F| can be chosen to be superpolynomial in the secu-
rity parameter n without affecting the security of the cryptosystem. This is because a
brute-force attack against PR requires min{(7}).(})} steps worst-case and this quan-
tity can be selected to be superpolynomial in log |F| even if log |F] is superpolynomial

in n.

4.4.6 Error-Correcting Decryption

A cryptosystem is said to allow error-correcting decryption if the decryption procedure
is able to correct errors that are introduced during the transmission (possibly by
an adversary). This combines the decryption operation with the error-correction
operation (that is important to apply independently in any setting where two parties
communicate).

A cryptosystem that transmits plaintext blocks of size d is called d'-error-correcting
if up to d’ corrupted blocks can be corrected for each transmitted ciphertext. The
PR-cipher (which transmits plaintext blocks of size £5! over the underling finite field

t

F in each ciphertext) is 'T"-error-correcting since the interpolation step during de-

cryption can be substituted by the [BW86] polynomial-reconstruction algorithm that
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can withstand up to %'ﬁ errors (in the worst-case).

4.4.7 Key-Equivalence

A symmetric cryptosystem is said to satisfy the kev-equivalence property if there are
no families of keys of measurable size that are susceptible to attacks that do not
apply to the key-space in general. By ~measurable-size”™ we mean that the ratio of
the size of the family of keys over the kev-space size is a non-negligible function. More

formally.

Definition 47 Let K, denote the key-space of a cipher, where n denotes the security
parameter. Let A be a PPT (thought of as a generic adversary) that takes as input a
sequence of cipherterts s, as transmitted over the public channel by the sender to the
receiver who share a secret-key x. The cipher satisfies the key-equivalence property
if there erists a PPT A’ s.t. for any family of keys K!, C K, of measurable size:
(#K!/#K,) is non-negligible in n. it holds that for all v in the range of A. the

distance

| Prob.c,x;, [A(s<) = v] — Prob.g k. [A'(sx) = v] |

is negligible in n. where the probability is taken over the coin-tosses of A. A’ and the
coin tosses of the sender who generates the sequence of cipherterts. Intuitively this
suggests that an attack of any kind against the cipher over a certain family of keys,
can be generalized to an attack against the cipher over the whole key-space. Note that

v is possibly a function of s..

The key-equivalence property is an important security aspect for a symmetric

cryptosystem as it suggests that there are no ~weak” keys.

Proposition 48 The PR-Based Stateful Cipher satisfies the key-equivalence prop-
erty.
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Proof. This can be seen easily as a corollary of lemma 18 and the fact that the
kev-space for the PR-based stateful cipher is defined to be the set of all subsets of

{l..... n} of size t. ]

4.5 Generic Stateful Ciphers: Emulation of the
One-time Pad with Private Randomness

Provable security analysis of symmetric key encryption formally shows security prop-
erties of cryptographic designs. capturing desired generic characteristics relevant to
practice. In this section we will concentrate on the issue of automatic refreshing of
a cipher with a truly random new key. a design we call “stochastic refresh-key ci-
pher.” Key-refreshing was a fundamental step in the realization of the PR-cipher of
the previous section. Here we investigate this notion separately over a generic design.
From an engineering point of view. refresh-key is an operation by which a cipher
is switched to an initial state with a new key. This aspect is quite useful and it
may be looked upon as a built-in key management function integrated into the cipher
operation. While. in practice. such refresh-key may be done every so often (to save
resources such as bandwidth and available true randomness in the system). in the
design (mode) which we study refresh-key is performed at each operation: an approach
we take in order to study the power and properties of this idea in isolation. Our results
provide an affirmative answer to the following question:
The fundamental security properties of the One-time Pad can be preserved. in a two
party secure communication setting. when the two parties only share a very limited
amount of initial randomness but (i) they do posses a hardware implementation of
a pseudorandom number generator that has a small stretching factor (up to a single
bit): (ii) large amounts of non-shared local randomness is available to each party.

We analyze various “provable security properties” of our cipher design. Such
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analyses have been carried recently regarding various aspects. One such study inves-
tigates a “variety of possible challenges™ posed to the attacker of symmetric ciphers
[BDJRY7]. In another study. various notions of types of -adversaries’ power and
goals™ are investigated [KY00]. In the latter. an adversary is allowed various degrees
of oracle access to the cipher in the attack (no access. encryption oracle access and
decryption oracle access) and it then (or meanwhile) tries to either violate (seman-
tic) security or try to generate related ciphertexts (violate non-malleability). Various
separations and equivalences of the 18 various attack combinations have been pointed
out for generic probabilistic symmetric encryvption.

The provable perfect (information theoretic) security properties of the one-time
pad has inspired a lot of security definitions and notions. Here. our attempt is to
have a randomized cipher based on two basic hardware assumptions (i) pseudorandom
number generator implementation with a limited stretching factor and (ii) unlimited
local. non-shared. private randomness. that (computationally) captures. as a design.
the most desirable properties of the idealized one-time pad. Our stochastic refresh-
key cipher’s goal is to emulate the one-time pad with only limited initial shared
randomness and a pseudorandom generator with minimal stretching. in contrast with
the traditional such emulation via a pseudorandom number generator that requires
vast stretching. The shared randomness is replaced by local randomness at the device
(which. even though it is a costly resource in practice. is extensively assumed by
many key generation and cryptographic-operation designs. especially when achieving
provable security).

What are the major provably secure properties of the one-time pad?

e Semantic security against chosen ciphertext and chosen plaintext attack: The
attacker is allowed to query the encryption oracle by choosing messages of its

own and, in addition. it is allowed to query the decryption oracle by ciphertexts
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of its choice. At some point a challenge for security is set: the adversary may
challenge with two plaintexts and receive the encryption of one of them at ran-
dom. Subsequently. further encryption and decryption queries may be allowed.
The adversary. in turn. cannot decide which of the two plaintexts was actually
encrypted in the challenge phase. This security in the case of the one-time pad
is achieved due to the total randomness of the pad portion used in the challenge

phase.

e Forward Secrecy: In this attack scenario a total security breach occurs at some
point of the cipher operation (i.e. the attacker obtains the contents of the
encryption or the decryption device). This should only compromise the se-
cure transmissions from this point on and not the previously communicated
messages. The concept of forward secrecy can also be useful in the following
context: suppose that the sender (alternatively the receiver) wishes to delegate
the encryption mechanism to someone else who takes over from some point on.
The initial sender wishes that all its previous communication with the receiver
is not compromised. In the one-time pad case, as long as used portions of the
pad are erased, the compromise of the pad at a point gives forward secrecy
since the remaining pad portion gives no advantage in guessing the previous

messages.

Our stochastic refresh-key cipher captures these properties. Chosen ciphertext
semantic security is a very strong security notion that increases confidence in the
usage of an encryption mechanism. Note that in the case of one-time pad, chosen
ciphertext semantic security is not different than chosen plaintext semantic security
(both only reveal the portion of the pad used for this message/ciphertext). Typically
added randomness is required in block-ciphers (random [V, etc.) in order to achieve

this property, while stream-ciphers which are pseudorandom (and are required to be
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pseudorandom for long stretch of their seed) possess this property. Note that we do
not deal with malleability. since one-time pad is not enough for achieving it. (In fact.
an “unforgeable cipher design™ as in [KYO0la] is needed where a MAC is added to
the cipher). Regarding forward secrecy. note that it is not possible to achieve it in
the typical block-cipher stateless scenario as it requires a stateful design. Even in the
stateful scenario it cannot be achieved if the state-sequence generated by the cipher
is public. as is the case when a pseudorandom-function is used for encryption with a
public counter being the state. In this case the initially shared randomness (function
key) will be revealed to a forward secrecy adversary and thus the history will be also
revealed. We can therefore see that forward secrecy is a property associated only with
stateful ciphers possessing a secret state sequence.

Our stochastic refresh-key cipher will update the state of the cipher at each mes-
sage transmission with a newly random state. It requires a basic pseudorandom
generator only to have a minimal stretch factor. Indeed in theory [Lub96]. such
stretching (of one bit) is enough to have many pseudorandom bits and build stream-
ciphers as well as pseudorandom functions and permutations. but the price is typically
a substantial reduction of security level as the stretch grows. Such stretching often in-
troduces statistical attacks. If the generator takes a seed (key) of size n and stretches
it to n + k bits (for some k£ > 0), then our cipher allows the secure transmission of
sequences of k-bit messages. In fact, the design herein can use any & and our working
example from now on is k = n (i.e., doubling the seed).

We note that our refresh-key mode which restarts the cipher with a totally random
key is different from the re-key mode studied in [ABQO], where a key pseudorandomly
updates itself (as a typical key-stream in a stream-cipher). The goal in that paper
is extending the life of block cipher’s key under chosen plaintext attack (only), and
they need a large stretch factor of the generator to rekey the block cipher every so

often. (In fact. they balance the stretching and the usage of each key in the block
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cipher operation.) Their construction cannot take worthwhile advantage of constant
stretching in contrast with our construction.

Our analysis can be viewed as analyzing a cipher with a built-in key manage-
ment operation. [n practice. we view that our mode of operation is not going to be
performed on every message transmission (in order to save bandwidth). This will
result in using a pseudorandom operation (or a stream cipher operation) for a while
(a session) between the usage of the mode we suggest to refresh the key. As long as
the stretch is within the allowed level of security we can employ this mixed mode.
[n turn, our construction vields forward secrecy between sessions in this mixed mode
case.

We also add to our design a “resynchronization mechanism.” Stateful ciphers with
secure state (like stream-ciphers) are always vulnerable to loss of svnchronization.
We show that if one starts using our cipher in a synchronized fashion. then the
cipher mechanism can take care of resynchronization while retaining all its security

properties.

4.5.1 Preliminaries

Notations. The length of a string r € {0.1}" is denoted by |z|. Given two strings
r.y € {0,1}. z||ly € {0.1}" denotes the concatenation of r.y: if || = |y| then r & y
denotes the bitwise binary addition (xor) between r.y. Given a y € {0.1}*, [y],
denotes the s-th bit of y. Given a y € {0.1}**, ¥ denotes the leftmost k bits of y
whereas ¥ denotes the rightmost k bits of y; as a result y = 7 ||y . For some tuple
r:= (Iy....,In). we denote r; by P*(r) (the i-th projection). A functiono: IN - R
is called negligible if for all ¢ € IN it holds that o(n) < n~ for sufficiently large n.
All procedures that we consider are poly-time bounded probabilistic algorithms:
we use the notation PPT to express “probabilistic polynomial-time” algorithm. Our

results can be readily extended to the case of non-uniform adversaries (i.e. when the
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adversary is a family of circuits of polynomial depth). All the reductions that we

present are uniform.

Definition 49 1 Pseudorandom Number Generator (PRNG) is a deterministic func-
tion G : {0.1}" — {0.1}'™) with I(n) > n for all n. that for any PPT C with
C:{0.1}» = {0.1}

aDD?(n) :=| PrOb:eL.{o‘l}n[C'(G(l')) = l] - PrObyGU{O,I}”"’[C(y) = ll l
is negligible in n.

The function adv%(n) is the advantage that the PPT C has in distinguishing the
output of ¢ w.r.t. the uniform distribution of strings over {0.1}"). A function
G :{0.1}* = {0.1}'™ is not a pseudorandom generator if there is a PPT ( so that
the function adv&(n) is not negligible. Such a PPT C will be called a distinguisher
for G.

4.5.2 Ciphers

For sake of unified notations and treatment we next define ciphers (in more formal
terms than usually done). We assume that a cipher involves two parties. the sender
and the receiver who share some common random input (the key). The goal of a cipher
is the secure transmission of a sequence of messages. i.e. creating a secure channel
between the sender and the receiver. The number of total bits to be transmitted is
substantially greater than the number of shared random bits n.

Suppose that r € {0, 1}" denotes the shared randomness between the sender and
the receiver. A cipher is defined by two probabilistic functions f; : K xP - K x C
and g, : K x C - K x P (typically only the encryption function f; is probabilistic).
The spaces K.P.C denote the state-space. plaintext-space and ciphertext-space re-
spectively. The functions f.g should satisfy the next two conditions: for all m € P

and s € K, P3(g(s. P}(f(s.m)))) = m and P{(f(s.m)) = Pi(g(s. P;(f(s,m)))).

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 72

The initial state of the cipher is denoted by sy and is known by both parties.
A -state-sequence” generated for the transmission of m,..... m; € P is a tuple
(S1e....SkoSk4) so that P f(si.m,)) = siyy for i = 1..... k. Note that the ini-
tial state s, can be either public or secret (in which case it depends in the secret

shared randomness r). A representation of a cipher is in figure 4.3.

Encryption Decryption
initial initial
state LI state L2319 - —={gy
¢ c Cw m, m, m,,

Figure 4.3: A Cipher
Examples of Ciphers.

e Stream-Ciphers. In a typical stream cipher a Linear-Feedback-Shift-Register
(LFSR) is used to stretch the shared random key to a key-stream: usually the
plaintext space and ciphertext space are defined as P = C = {0.1} and the
state space is K := {0.1}" where n is the number of the LFSR's “stages.” The
shared random key constitutes the initialization of the LFSR and the state of
the cipher at a certain point is identified to be the contents of the stages of the
LFSR (the reader is referred to [MVV97] chapter 6 for a thorough introduction
to the subject). The security and efficiency of a stream-cipher depends on the

method used to stretch the shared-randomness.

e Block-Ciphers. In a block-cipher messages of size equal to some function b(n)
where n is the security parameter are transmitted. In this case P := {0. 1},

C := {0.1}*(") where c(n) is the ciphertext size; note that c(n) > b(n) for all n.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 3

The state space is defined as K := {0.1}". The state-sequence employed by a
block cipher is secret and is always constant (r.r.r....) (where r is the shared
randomness between the two parties). A detailed introduction to block ciphers
is given in [MVV97] chapter 7: the prime examples of block ciphers are DES
[Nat99] and the more recent AES [Nat0l]. In encrypting messages larger than a
block size. modes of operations are defined for block ciphers. Our formalization
allows for stateful block-ciphers as well. where the state changes as messages

are sent.

4.5.3 Attacks and Security Definitions

Generic Chosen Plaintext Attack. A\ generic chosen plaintext attack involves
an adversary A (query generator) that yields some output in {0.1}9"*}. A is allowed
access to an encryption oracle and deduces some information about the cipher’s state

and/or shared randomness used. This is illustrated in figure 4.4.

.....................
.....

- Selected by

=< the Adversary Adversary
deduces some
info about
the state of the
Ciphertexts are system
M— given to the —%
Adversary

Figure 4.4: A Generic Chosen Plaintext Attack

A cipher is said to be resilient against a generic chosen plaintext attack if the
encryption oracle is substituted by a probabilistic sampler of C (that operates inde-
pendently from the queries of the adversary), this has no effect in the results reported
by A. Formally, we define a generic chosen plaintext attack adversary to be a pair of

PPT A.C: Ais the query generator and C is a PPT that distinguishes the encryption
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oracle’s answers from truly random answers given the output of the query generator.

The advantage of the adversary is defined as follows:
aDDﬂCf’g(n) :=l PPOb[CV(AEI:}(In)) = l] — Prob[C(AR(ln)) = [] }

Definition 50 A cipher is resilient against a generic chosen plaintert attack if for
any generic chosen plaintert attack adversary A.C it holds that adv’;**(n) is negligible

mn.

Another way of formulating the above definition is the following: a cipher is
resilient against a generic chosen plaintext attack if the functions A and AR are
indistinguishable where R is a random sampler of C. Intuitively this means that
whatever conclusion the adversary can make about the state of the system and/or
the shared randomness used it can also be drawn without access to the encryption
oracle: as a result any adversary that is allowed a polynomial number of queries to

the encryption device cannot deduce something non-trivial about the system.

Chosen Plaintext Semantic Security Attack. A generic chosen plaintext attack
attempts to extract information about the state of the system. Although keeping the
state of the system as well as the shared randomness secret is important. this is of no
use if an adversary can deduce something about the encrypted messages.

A chosen plaintext semantic security adversary A is a chosen plaintext adversary of
special form: A is allowed to query an encryption oracle like a generic chosen plaintext
adversary; then A submits to the encryption oracle two messages M, M,; the oracle
selects b € {1,2} and returns to A the encryption of M,; finally A proceeds as a
generic chosen plaintext adversary (making further queries to the encryption oracle)
and attempts to predict b. We refer to M,, M, as the challenge plaintexts.

The advantage of a chosen plaintext semantic security adversary is defined as

follows:
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a—

Selected by ™ _;,
the Adversar;‘ -~ -
initial
State
Ciphertexts are_

giventothe ( __
Adversary

The Adversary decides whether C is an encryption of M, or M,

Figure 4.5: A Chosen Plaintext Semantic Security Adversary

cpa I n 1
adv3* (n) :=| Prob.e,joupmer (12 A1) = 8] - 5 |

where the probability is also taken over all internal coin tosses of the encryption
oracle. and the coin tosses of A. Note that a cipher might be resilient against a

generic chosen-plaintext attack but not semantically secure under chosen plaintext

attack.

Definition 51 A cipher is said to be semantically secure under a chosen plaintert

attack if for any chosen plaintert semantic security adversary A it holds that adv*(n)

is negligible in n.

Chosen Ciphertext Semantic Security Attack. A chosen ciphertext semantic
security attack gives to the adversary greater intrusive power compared to a chosen
ciphertext semantic security attack. In this case the adversary is capable of querying
a decryption oracle a number of times before selecting the challenge plaintexts M, M,
and obtain the encryption of M, b €y {1,2}. Subsequently after querying a number
of times the decryption oracle again the adversary guesses b. Such an adversary is

illustrated in figure 4.6. Note that since we are interested in stateful ciphers it is not
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necessary to restrict the adversary’s queries to the decryption oracle after receiving

the encryption of one of the challenge plaintexts.

~=s - Selected by

- the Adversary

4
”

The Adversary decides whether C is an encryption of M, orM,

Figure 4.6: A Chosen Ciphertext Semantic Security Adversary

The advantage of a chosen ciphertext semantic security adversary is defined as

follows:
ca e n L
adu5*(n) :=| Prob.e, (o.1)msec 12 A7 (1) = 6] — 5 |

where the probability is also taken over all internal coin tosses of the encryption oracle

(the decryption oracle is thought to be deterministic). and the coin tosses of A.

Definition 52 A cipher is said to be semantically secure under a chosen cipher-

tert attack if for any chosen ciphertert semantic security adversary A it holds that

adv{*(n) is negligible in n.

Forward Secrecy. The notion of forward secrecy suggests that in the case of a
total security breach in some point of a cipher’s operation only the security of the
future messages is compromised and not the security of the messages exchanged be-

fore the breach. This is a very important security notion that significantly increases
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the usefulness of a cryptosystem. [t additionally allows the delegation of the encryp-
tion/decryption device to different parties without compromising the security of the
previous messages. Note that forward secrecy does not apply to ciphers that use
the history of previously transmitted plaintexts to determine the upcoming encryp-
tions/decrypticns. Such ciphers cannot support forward secrecy by definition.

A forward secrecy adversary A.(C operates as follows: The adversary A (query
generator) first selects some k. then adaptively selects k pairs of messages (m;. m!) and
receives the sequence of encryptions of either m,..... mgor my..... m}.. Subsequently
the PPT C is given the output of A and all information resulting from a total security
breach before the encryption/decryption of the (k£ + 1)-th message; this includes the
current next state of the cipher si4+; and perhaps additional information depending
on the definition of f.g such as the shared random key: we denote this information by
config,,,. C given config, ., and the output of A attempts to distinguish whether the
k given ciphertexts are encryptions of (m,..... myg) or encryptions of {m]..... mi).

The advantage of the forward secrecy adversary is denoted by abuf":

. o 1
aDDfQ‘C(n) =| PI‘ObreU{o.l}";beu{1.2}[C(A£°[ (1 ). config) = b] — 5 |

note that &[] (resp. &:[r]) denotes the encryption oracle with initial shared random-
ness r that given (m;.m!) returns the encryptior. of m; (resp. the encryption of m!).
C attempts to predict which one of the two encryption oracles is A communicating

with.

Definition 53 A cipher is said to have forward secrecy if for any forward secrecy

adversary A.C it holds that aDuﬁC(n) is negligible in n.

4.5.4 The Stochastic Refresh-key (SR) Cipher

Let n be a security parameter and P := {0,1}". C := {0,1}*", X := {0.1}". Also Let
G :{0.1}" — {0,1}* be a PRNG.
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Encryption. The encryption function is probabilistic and defined as follows:
f(s.m) = (s".G(s) = (s']Im))

where s’ € {0.1}" and is selected at random.

Decryption. The decryption function works as follows:

g(s.c) = (G(5) T e .G(s) = ¢)

[t is easy to verify the encryption/decrvption functions satisfv the two cipher

conditions:
Pig(s. P (f(s.m)))) =m
P f(s.m)) = Pig(s. P3(f(s.m))))
for alls € K.m € {0.1}".
The operation of the Stochastic Refresh-key Cipher (SR-Cipher) defined above is

illustrated in figure 4.7

. private current .
Encryption: - ndom bits message Decryption: Ciphertext
current i } current
state C I > . state — .
2 s
i -9 Lofe}-c 1
on ; 2n '
cececcesae < g .:
[ ' | i
Ciphertext next‘state me'ssage

Figure 4.7: The SR-Cipher

4.5.5 Security of the SR-Cipher

We summarize the results of this section in figure 4.8.
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Type of attack Dependency on Underlying PRNG
Generic Chosen Plaintext Attack ado(n) = k=tadu’ ¥ (n)
Chosen Plaintext Semantic Security adv$(n) = (k + 1) 'ado??(n)
Chosen Ciphertext Semantic Security advG(n) = (k + 1)~ 'ado5?(n)
Forward Secrecy Attack adv§(n) = k~'adol’.(n)

Figure 1.83: Presentation of the security properties of the SR-Cipher: the value k is
the number of queries posed by the adversary to the encryption/decryption oracle
prior to receiving/submitting the challenge.

An interesting fact revealed by our results is that the number of queries posed
to the oracle after the submission of the challenge plaintexts in a chosen plain-
text/ciphertext semantic security adversary is not significant in the determination
of the distinguishing advantage for the underlying PRNG.

The following theorem suggests that the SR-Cipher is resilient against generic

chosen plaintext attack. provided that G is a PRNG.

Theorem 54 Let A.C be a generic chosen plaintert attack adversary for the cipher.
Then there erists a distinguisher D for the PRNG G. with advantage advo$(n) =

k='adu575(n). where k is the number of queries used by A.

Proof. Assume A : {0.1}*™ — {0,1}") and C : {0.1}"'™ — {0.1} is a generic
chosen plaintext adversary for the cipher.

Let k£ be the number of queries performed by A. Givenai € {l..... k} we define
the following hybrid encryption oracle RE; that operates as follows: the first { queries
of the adversary are answered by random elements of {0.1}?" (ignoring the queries);
from the (i + 1)-th query m;4+; and on the queries are answered as regular encryptions
using a random initial state s; € {0,1}". It is easy to verify that the RE; oracle
behaves exactly as the encryption oracle £, whereas the RE,, oracle behaves like the

random sampler.
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Now consider the following PPT D: given T € {0.1}*" the circuit chooses i €
{L..... k} uniformly at random and simulates the adversary A with the following
oracle: the first { — | queries are answered by random elements of {0.1}?". The i-th
query of the adversary is answered by T + (s||m;) where s is randomly chosen over
{0.1}". The remaining queries of the adversary are answered as standard encryptions
with initial state s. Finally D outputs the result of C' over the output of the adversary
A.

Let Probr[D(T) = 1|j] where j € {l..... k} denote the probability D returns
1. given the fact that the random choice of { made by D equals j. Using standard
probability rules it holds that Probr[D(T) = 1] = £ T°5_ Probr[D(T) = 1}j]. Also
depending on how the choice of T is made D behaves differently in this manner:
Probre, (0.1)»[D(T) = 1|j] = Prob[C(AR%:(1")) = 1] and Prob,c, (0.1}»[D(G(s)) =
1lj] = Prob[C(AR%-1(1*)) = 1]. By combining the above facts we easily deduce

that:
1 k
Pl‘ObTeU{O'”zn[D(T) = l] = EZ PPOb[C(ARE’(ln)) = []]
=1

k-1
1
Prob,c, (0.)»[D(G(s)) = 1] = ¢ > Prob[C(A%%(1%)) = 1]]
1=0
As a result

| Probre, (o.4y2:[D(T) = 1} — Prob,e, o1)[D(G(s)) = 1] |= k~'ad0’®2(n)

this completes the proof. ]

The following theorem suggests that the SR-Cipher is semantically secure under

chosen plaintext attack, provided that G is a PRNG.

Theorem 55 Let A be a chosen plaintext semantic security adversary for the cipher.

Then there erists a probﬁbilistic distinguisher algorithm D for the pseudorandom num-
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ber generator G, with advantage ado$(n) = (k+1)"'advT*(n). where k is the number

of queries used by A prior to submitting the challenge plainterts.

Proof. Consider the following “partially randomized™ encryption oracle RE, for j €
{L..... k + 1}: queries m;, € {0,1}". with i < j are answered by R where R &
{0.1}**: The remaining queries m;. i > j are answered as regular encryptions: G(s; )
(sis1|jm;) where 5,4, € {0.L}" (note that s, is selected at random from {0,1}").
The challenge query M. M, is treated as above with RE, selecting b €+ {1.2} at
random and returning the encryption of M, in the current state. unless j = k + 1
where in this case the encryption of VM, is merely R % M, with R €1 {0.1}?*. The
queries m; with : > k + | are answered as proper encryption in the current state. i.e.
G(si) F (sigr]|mi) with 5,4, € {0.1}" (the new random state).

Consider now the following procedure D operating on input T € {0.1}*": first
a random j € {l..... k + 1} is selected. Subsequently the adversary A is simulated
using the following partially randomized encryption oracle: the RE, is used with the
change that the j-th query m, is answered by T % (s;4+.1]|m,), where 5,4, €¢ {0.1}" —
note that if j = k+1 the answer is set to T -5 (s;+1|| M) where b €, {1.2}. Finally D
outputs 1 if the adversary is successful in guessing b, otherwise it returns 0. Using sim-
ilar arguments as in the proof of theorem 54. we deduce that: Probr¢, (0.1} [D(T) =
1] = &5 252 Probse, (1.2[AR9BI(1")) = b] and Probe,0.1[D(G(s)) = 1] =
£ Th o Probue, (1 [ARSBI(17)) = 8],

Moreover it is easy to see that when j = 0 the behavior or the RE, oracle is
identical to normal operation of the encryption oracle in the chosen plaintext semantic

security attack:
Probye,, (1.2)[A%°l(1")) = b] = Prob.e,o.1)msep (1.2 [ATEA(1") = b]
For the case j = k + 1 we argue that:

Probye, (1.2)[ AR+ B(1")) = b] =

[N R

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 32

this is so, because for a fixed b = 1, for every sequence of coin-tosses of A and of the
oracle RE;,; that the adversary is successful (i.e. outputs 1) the same sequence of
coin tosses will be unsuccessful for the choice of b = 2.

[t follows that

| Probre, o.)+[D(T) = 1] — Prob,e, o.+(D(G(s)) = 1] |= (k + 1)"'ad0T*(n)
this completes the proof. B

The following theorem suggests that the SR-Cipher is semantically secure under

a chosen ciphertext attack. provided that GG is a PRNG.

Theorem 56 Let A be a chosen ciphertert semantic security adversary for the ci-
pher. Then there erists a probabilistic distinguisher algorithm D for the pseudorandom
number generator G. with advantage adv$(n) = (k + 1)~'ados{®(n). where k is the

number of decryption queries used by A prior to submitting the challenge plainterts.

Proof. Consider the following “partially randomized” decryption/encryption oracle
RDE; for j € {l.....k + 1}: queries ¢; € {0,1}", with { < j are answered by R
where R €y {0,1}"*. Suppose that j < k + 1; the j-th query ¢, is answered by
selecting a random s; €y {0.1}" and replying by G(s;) ® ¢; . The next state s;4; :=
m@—q . Subsequent decryption queries ¢; with j < ¢ < k + | are answered as
regular decryptions: m and setting the next state to s;4, := G(s,)—éc, . The
(k+1)-th query is an encryption query in the current state that involves the challenge
plaintexts. The oracle returns G(sk41) @ (Sk+2||Ms) With sgy2 €v {0,1}". Subsequent
decryption queries ¢; are answered as regular decryptions in the current state: the
oracle’s answer is m and setting the next state to s;4; := G(s:) & ¢ . In the
case j = k + 1 the j-th query is the challenge plaintexts encryption query. A random
Sk+1 € {0,1}" is selected and the oracle returns G(si4+1) @ (sk+2||Ms) for b €y {1, 2}.

Subsequent queries are answered as decryption queries in the current state.
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Consider now the following probabilistic algorithm D operating on input T €
{0.1}?": first a random j € {l..... k + 1} is selected. Subsequently the adversary
A is simulated using the -partially randomized™ encryption oracle RDE; with the

following modification:

o If j < k + 1. the j-th decryption query is answered by T +¢; and the next

state 5,4, isset to s;41 :=T F¢, .

e If j = k + L. the challenge plaintexts encryption query is answered by T +

(sk+2]| M) with b ey {1,2}.

Finally D outputs | if the adversary is successful in guessing b. otherwise it returns

0. Using a similar argument as in the proof of theorem 54 we deduce that:

k+1
1 o
Probre 0.1y [D(T) = 1] = —— Probse,, (1.2)[ARPL(17)) = b]
k+1 P

k
v 1 E n
PrObsev(oJ}n[D(G(s)) = 1] = k—ﬁz PPObbeu{[,Z}[ARDbl[b](l )) = b]

=0

Moreover it is easy to see that when j = 0 the behavior or the RDE oracle
is identical to normal operation of the decryption/encryption oracle in the chosen

ciphertext semantic security attack:
Probie, (1.2[A"7l(17)) = 8] = Prob. ¢, (0.1}nses (1.2} [APFH(17) = ]
For the case j = k + 1 we argue that:

Pl‘ObbeU{['z}[ARng'H[bl(ln)) = b] =

5

[

this is so. because for a fixed b = 1, for every sequence of coin-tosses of A and of the
oracle RDE ¢, that the adversary is successful (i.e. outputs 1) the same sequence of

coin tosses will be unsuccessful for the choice of b = 2.
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It follows that
l PrObTGU{O-lP"[D(T) =1]- PrObJGU{O.l}"[D(G(S)) =1]|=(k+ 1)_lGDU,CAcn(n)

this completes the proof. ]

Remark. It is possible to show semantic security in a hybrid adversarial model that
employs an arbitrary interleaving of chosen plaintext and chosen ciphertext queries:
in this setting the adversary is capable of posing queries to both an encryption and
a decryption oracle prior and after selecting the challenge plaintexts. The proof
combines the proofs of theorems 55 and 36.

Next we deal with forward secrecy. Note that for our SR-Cipher a configuration
consists only of the current state of the system. The theorem below suggests that the

SR-Cipher is forward secure provided that G is a PRNG.

Theorem 57 Let A.C be a forward secrecy adversary for the SR-Cipher. Then there
erists a distinguisher D for the PRNG G. with advantage adog(n) = k“abnf"‘c(n).

where k is the number of queries used by A.

Proof. Let A: {0,1}* = {0.1}9™) and C : {0.1}*™ x {0,1}" — {0, 1}

Let k be the queries performed by A. We define the following hybrid encryption
oracle RE; that operates as follows: first a random b €y {1,2} is selected: the first
J queries of the adversary are answered by random elements of {0, 1}?" (ignoring the
queries); the remaining queries (m;, m!), ¢ > j, are answered as standard encryptions
of m;, if b = 1, or encryptions of m! if b = 2: i.e. in the case b = 1. G(s;) D (si41]|lm:i)
with s;y; €v {0,1}" (note that s; is selected at random from {0,1}" in the j-th
query) — similarly using m}, if b = 2.

Consider the following PPT D: given T € {0,1}*" the circuit chooses j €
{1.....k} uniformly at random and simulates the adversary A using RE; as the

oracle with the modification that the j-th query is answered T & (s;4+1]|m;) where
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sj+1 €v {0.1}". Finally D outputs 1 if C given the output of the adversary A and

sk4+1 correctly predicts b. [t follows that:

k
1 e
Probre, (0. [D(T) = 1] = EZ Probye,, (1.2j[C(ARSPI(17), 5041) = 8]

=1

and
k—1

1 <
Prob.c, (0.)2[D(G(s) = 1] = ¢ > " Prob[C(ARSPI(17), 5cpy) = b]
1=0
Now observe that REy[b] behaves exactly as the encryption oracle £{b] used in the

definition of the forward security adversary. This suggests that
Pl'Obbeu{x'z}[C(AR&[b](1")~3k+1) = b] = PPObze{o.l}":beu{l.z}[C(AE"[I]( 1*), sk41) = b]

On the other hand it is easy to see that Probye, (1,2}[C(ARSBI(17). 5041) = 8] = :
(as in this case all the oracle answers are random therefore guessing b can only be

done with probability 1/2). It follows that
I PrObTeU{o'l}Zn[D(T) = l] - PPOb,EU{Q'l}n[D(G(S)) = ].] |= k-laauf‘c(n)
this completes the proof. ]

The Mixed Mode. The key refresh operation of the SR-Cipher is expensive in terms
of bandwidth overhead if the stretch of the PRNG G is small. In our exposition we
considered a stretch factor of 2, i.e. G : {0,1}* — {0,1}?". This is not a restriction
though, as our construction can be readily employed over a PRNG with greater stretch
factor G : {0,1}* — {0.1}"*?(") where p is some polynomial in n. In this case the
plaintext space of the SR-Cipher is P := {0, 1}?(®) and the cipher behaves more like
a mode of operation: each plaintext transmission becomes a “session” that allows
the secure transmission of p(r) bits and a new random key of n bits to be used for
the next session. Qur security analysis can be immediately applied to this extended
setting retaining semantic security while at the same time yielding forward secrecy

between sessions.
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4.5.6 Dealing with Resynchronization

All stateful-ciphers (e.g.. stream ciphers) have to deal with desynchronization prob-
lems since the two parties. sender and receiver. need to be in a lock step in order to
enable communication (in other words the sequence of blocks should be decrypted in
exactly the same order as encrypted). Any change in block-sequence (error or swap of
ciphertexts) will introduce errors in upcoming decryptions (error propagation). This
is a well known problem that any stream (stateful) cipher has to deal with. Typically
the problem is dealt by emploving error-correcting codes that can withstand a number
of errors that occur in the communication channel either at random or introduced by
an adversary.

Since we are interested in forward secrecy it is not possible for the state-sequence
to be entirely public. As a result the typical resynchronizing technique of sending the
current state in the clear and thus resynchronizing the sender and receiver does not
apply in the forward secrecy setting.

An easy to implement and effective solution we propose here is the exchange of a
random key in the beginning of a communication “thread” between the sender and
the receiver. This random key will be used to introduce a new communication thread
in case the current one gets irreparably desynchronized. Of course this will sacrifice
n bits of transmitted data but it will allow the restart of a new thread in case of a
catastrophic error (when the employed error-correcting code is unable to correct the
introduced errors).

Resynchronizing. When the receiver detects an unrecoverable error in a certain
ciphertext it sends a “restart” message to the sender starting from the block that
was transmitted with errors (we assume all cipher blocks are serial-numbered). Both
sender and receiver use the previously stored n bits as the new shared random key (we

will refer to them as the “back-up” state) to start a new thread of cipher operation.
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This operation is illustrated in figure 4.9. We note here that it is not secure to resend
the corrupted message encrypted again without starting a new thread since this will
result in a total security breach if the adversary is capable of corrupting messages

transmitted in the channel.

n random bits
constitute the first =~ =1
message of a thread

desynchronization:
restart is mandatory

ceeccsccceces

Figure 4.9: Resynchronizing a Stateful Cipher

The security definitions given in section 4.5.3 can be extended to allow the query
generator A apart from querying the encryption oracle to also force an arbitrary
number of “restarts” of the cipher.

We now consider the case of a generic chosen plaintext adversary capable of forcing
restarts of the cipher. This is a pair of PPTs A, C so that A submits adaptively two
types of queries to the oracle: (i) plaintexts, where it receives the encryption of the
plaintext under the current state of the system. (ii) restart-requests in which case
the state of the system is set to a previously stored back-up state and the adversary
receives the encryption of a random string that is going to be used as the initial state
of the next communication thread (the new back-up state). We assume that the

first query of the adversary is always a restart-request (to start a new communication
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thread): note that the initial “back-up” state is selected at random (coincides with the
shared randomness between sender and receiver during normal protocol operation).
Finally C given the output of A. it attempts to distinguish whether the output of
the encryption oracle to the adversary agrees with the legitimate operation of the
system or is just random samples of the ciphertext space {0. 1}?*. The advantage of

the adversary adv’, 2%° is defined as in section 4.5.3.

Theorem 58 Let A, C be a generic chosen plaintert adversary with restart capability.
Then there erists a distinguisher D for the PRNG G, with advantage ado$(n) =
k='adv’ 279 (n). where k is the number of queries used by A (including the restart

requests).

Proof. Let k be the number of queries made by A (including the restart requests).
Givena je {l..... k}, we define the following partially randomized encryption oracle
RE;: Given the i-th query with i < j. RE; returns a random element R €y {0.1}*".
For the i-th query with : > j there are two possibilities: (i) given a message m; the
oracle responds with the encryption of m; in the current state: G(s;) % (sis1]|ms)
(and sets the next state to s;4; €y {0,1}") — note that if j = i + 1 the current state
s; is selected at random from {0.1}". (ii) given a restart-request the oracle responds
with the encryption of the next back-up state z’ encrypted under the current back-up
state G(z) % (si+1]]z’) and sets the next state to s;+; €y {0,1}". Note that if this is
the first restart-request the oracle chooses the current back-up state at random from
{0,1}".

Now consider the following distinguisher PPT D: given T € {0.1}**. D selects
a j €y {l,....,k} and then simulates A using the RE; oracle with the following
modification: the j-the query is answered using T in the following sense: (i) if the j-
th query is a message to be encrypted the oracle’s reply is T (s;41}|m;) with s;4, €v

{0,1}" (the next state of the system); (ii) if the j-th query is a restart request the
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oracle returns T & (s;41]|c’) where ' €¢ {0, 1}" and £’ is the new back-up state. and
s;+1 €v {0,1}" is the new state. Using a similar argument as in the proof of theorem
54 we deduce that: Probre,o1)[D(T) = 1] = %Zj;l Prob[C(ARS(1M) = 1]]
Prob,c, (0.1}[D(G(s)) = 1] = } 52 Prob[C(ARS(1%)) = L]]. As a result

=0
| Probre,(o.1):2[D(T) = 1] = Probsey(o.a)n[D(G(s)) = 1] |= k7 adu (27 (n)
this completes the proof. B

The other attacks described in section 4.5.3 can be extended to the restart scenario

similarly as above. We summarize these results in the theorem below:

Theorem 59 The results below refer to a (generic chosen plaintext attack, chosen
plaintext semantic. chosen ciphertert semantic, forward secrecy) adversary that is

capable of forcing a number of restarts in the cipher operation.
1. Generic Chosen Plaintext Attack adof(n) = k~'ado’ 27%(n)

2. Chosen Plaintert Semantic Security  adv$(n) = (k + 1)"'ado’y ®*(n)
3. Chosen Ciphertert Semantic Security advg(n) = (k + 1)~'adv**(n)
4. Forward Secrecy Attack adol(n) = k"aboxé’(n)
note that k is the number of encryption/decryption queries plus the number of restart-

requests posed by the adversary.
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Chapter 5

Secure Games with Polynomial
Expressions

5.1 Chapter Preface

One of the most important results on the foundations of Cryptography (suggested
by Yao [Yao86|, generalized to multi-party by Goldreich. Micali and Wigderson
[GMWS87], and characterized based on the Oblivious Transfer primitive by Kilian
[Kil90]) is that given any polynomially computable function f(z,y), it is possible for
two parties, Alice (A for short) and Bob (B for short). to jointly compute f(a,3),
with A contributing a and B contributing 3. in such a way so that no party learns
anything more than what can be deduced by the final output. The resulting pro-
tocols are relative to the size of the circuit that computes f that. even for simple
functions, are considerably expensive to implement. Consequently, nowadays where
distributed applications over the Internet are about to become a reality, it is worth-
while to seek special cases of useful function families that can accept more efficient
protocol techniques (as advocated in [Gol97}).

In that spirit, Naor and Pinkas [NP99] introduced an efficient protocol for oblivi-
ously computing the value of a polynomial (Oblivious Polynomial Evaluation. OPE).

In their setting, B possesses a polynomial P, A has a value a and wishes to obliv-

90

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 91

iously compute P(a). The security of their protocol was based on a variant of the
Polynomial Reconstruction Problem.

In this chapter. we further investigate possibilities for efficient solutions of new
useful problems in the general area of secure function evaluation by introducing a
family of protocols called Secure Games with Polynomial Erpressions (SGPEs). The
general idea of our approach is to consider the joint computation of a polynomial
expression that is made up of secret polynomials owned by the two players (as well as
non-secret components). Player A selects an input for the expression. and wishes to
obtain the value of the expression on this input. Depending on the contribution of A to
the expression we can categorize SGPEs to those that A contributes only field elements
to the expression (type 1), and to those that A contributes also polynomials (type
2). An example of a type-1 SGPE is the Secure Multivariate Polynomial Evaluation
(SMPE): B holds a secret multivariate polynomial P, and A wishes to obtain a point
in the graph of P of her choice. A Secure Nested Polynomial Game (SNPG for
short) is an example of SGPE of type-2: A holds a constant number of ¢ secret
polynomials @,,....Q. and wants to compute P.(Q.(...(P:(Q2(Pi(a))))...)) for an
a of her choice, where the polynomials Py, P,, ..., P. are contributed by B.

The security conditions that we consider, are the following: A does not want to
reveal anything about the data she contributes to the game, and B does not want to
disclose his data beyond what is trivially inferred from A’s output. In addition to
the above (traditional) conditions, both players wish that if the secrecy of some of
their private data is compromised, the secrecy of the remaining secrets will remain
unaffected (we call this property secret independence), or more generally that their
data are secure even if they are not uniformly distributed over all possible inputs.

We present an efficient construction for SGPEs of type-1 and an efficient trans-
formation of a type-2 game to a type-1 game. We get a protocol of two flows of

communication, one of which is employing an implementation of a single t-out-of-n
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Oblivious Transfer over values of the proper field, where ¢ and n are small polynomial
functions (in the size of the polynomial expression used in the game). The security
assumption we employ is an extension of the Decision Polynomial Reconstruction
assumption (from section 3.1.3).

We present two cryptographic applications of Secure Games with polynomial Ex-
pressions, namely Oblivious Negotiations, and Oblivious Affine Evaluations which can
be utilized to allow the construction of an efficient Oblivious Scoring protocol.

Given our setting and its applications, we note that the OPE problem. which was
our initial inspiration. can be solved as an instance of our setting. Reducing our
setting to OPE encounters a number of problems: (1) functionality: A’s contribution
to the expression should be randomized. and (2) security: secret-independence is not
enforced. These requirements. that fail in the reduction. are necessary for the new
applications. Finally. (3) complexity: naive reductions may blow up the computation,
exponentially. We note that starting from the OPE protocol two-flow structure for
two layer computation (polynomial over data), it is not at all obvious how to retain

this protocol structure for our multi-layer setting, but. interestingly, we show it to be

possible.

5.2 Preliminaries and Definitions

Let P := { P, P,....} be a set of predicates, and X := {z,,,,...} a set of variables.
An expression £ is a rooted-DAG (directed acyclic graph) with all arcs directed to-
wards the root specified as follows: each node is one of the following: P,, +., -, or a
natural number. If a node is + or - then it has two children, if a node is a number it
has a single child; if a node is P; then it has any non-zero number of children: each
arc entering P; is labeled by a non-zero natural number; The leaves of the DAG are

selected from X. The value of a path from a leaf to the root, is the product of all
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labels and number nodes that are in its course (and is set to 1. if there are no labels
or number nodes). The degree of a variable is defined as the maximum path value
taken over all paths from the variable node to the root. Let £ be an expression, and
let P,...., P, denote its predicate nodes: if we map each predicate P, to a polynomial
with the same number of variables as the children of P, and of the same degrees as
the labels of its incoming arcs. an in-order traversal of £ can be seen as a polynomial
(interpreting each number node as exponentiation): we denote this polynomial by
E(P.....P,). and say that the polynomials P,,.... P, ~fit into” €.

If P is a predicate node we denote by label(P. ) the label of the j-th incoming
arc. Let |E| denote the size of the DAG (number of arcs). We define size(€) :=
€1+ > p l—[j(la.bel(P.j) + 1) where the sum is over all predicate nodes of £. In order
to store £(P,,....P,) we need size(£) space. One of the reasons for introducing
expressions instead of talking simply about polynomials is space: if coef( P) denotes
the number of coefficients of a polynomial P, then it holds that coef(E(A;..... P,))
can be exponentially large compared to size(€) . In order to compute a value of
E(P,,...,P,) using the expression representation we need Of(size(€) ) field operations.
If £ is an expression, denote by d,..... d. the degrees of its variables. For a fixed
constant c, we say that an expression is c-bound if lem(d,,....d,.) = O([size(€) ).

For the following, fix a c-bound expression £ with v predicates and r variables. A
type-1 SGPE is as follows: player B has v secret polynomials P,, ..., P,, player A has
r secret values a,,...,a, € F and wants to obtain £(Py,..., P,){a,..., a.). Some of
the polynomials of player B may be publicly known. If v = 1 and E(P) := P, then the
game is called “Secure Multivariate Polynomial Evaluation”™ (SMPE). A type-2 SGPE
is defined similarly with the only difference that some of the P,..., P, polynomials
are contributed by A. When £ has the form P.(Q.(...(P(Q2(Pi(zx))))...)) with the
P; contributed by B. and the Q; contributed by A then we will call this game a

“Secure Nested Polynomial Game” (SNPG). Our game schema involves two flows of
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Figure 5.1: Example of an expression that defines the polynomial Q(r,.r; +
r3P(ry) + £5(P(r4))? + £e( P(z4))3), with degree(r;) = degree(rs) = degree(zs) =
degree(rg) = d. degree(z,) = d'. degree(zr;) = 3dd".

information, from A to B and from B to A (this latter flow employs a t-out-of-n OT).

Correctness and security requirements for both types of games are as follows:

Definition 60 Let £ be a c-bound expression with v predicates P,. .. .. P,. and r vari-
ables. Let H4,Hp denote the sequence of secrets contributed by the two players to
the erpression. There are two PPT algorithms A,B and a deterministic algorithm C
(parts of our protocol) so that: C(B(A(H.),Hp)) = E(A. .... P,)(ay,...,a,) (inde-
pendently of the coin tosses of A,B). Informally, A is used by A to hide her secrets
and give them to B; B uses B to hide his secrets and apply them over the secrets of
A; C is used by A lo reconstruct the output of the protocol from the reply of B (which
is obtained through a t-out-of-n OT)}. The computation cost is polynomial in size(f) .
Security of A. Informally, the security of A is established by showing that B cannot
deduce anything meaningful out of the protocol transcript he receives. More formally,
for all PPT B’ playing B’s part and all distributions D4 under which H, is distributed
there is a PPT B” such that the following is negligible:

| Prob{Z = H,: Z « B'(A(H.))]| —Prob[Z =H4 : Z « B"] |
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Security of B. Informally. security of B can be claimed by comparing with the ideal
implementation. Let Ay be the PPT used by player A to generate the query to player
B in the first communication flow. Let I(H 4, Hpg) is what player A obtains in the
ideal implementation of the protocol Also. let T(Hy.Hg) be the protocol transcript
obtained by player A at the end of the protocol. We show that for any PPT A’ and
any H 4 there is a PPT A” s.t.

| Prob[A(T(H.4.Hg)) = 1| — Prob[A"(Z(H..Hs)) = 1] |

is negligible (the probability is taken over the internal coin tosses of A'. A” and Hpg
is distributed according to Dg).

Note that we have restricted the applicability of our protocol to c-bound expres-
sions. Although we do not rule out the existence of a construction for unbounded
expressions, c-bound expressions are sufficient for all applications discussed here.

The security of the party A for the OPE protocol of [NP99] was based on the
polynomial reconstruction problem (see definition 10), which is also related to the

security of A in our construction. We recall the definition below:

Definition 61 Polynomial Reconstruction (PR). Given n, k. t and the distinct
points {(zi,y:)}~, of F?, output all (p,I) such that p € Flz], degree(p) < k, [ C
{L.....n}, [I| =t and Vi € I(p(=:) = y:).

Let us comment briefly on the relation of SGPEs and OPE. In particular if it
is possible to simulate a SGPE using OPE; there are two possibilities: (1) if only
univariate polynomials appear in the expression the two players can use many indi-
vidual OPEs to obtain intermediate results and finally player A will compose the final
output. Nevertheless to conform to the security requirements randomization of the

partial results is necessary something that appears to be hard unless the expression
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degenerates to an affine transformation. (2) in the case of multivariate polynomial
evaluation e.g. P(a, 3). it can be performed by OPE as follows: A sends to B, random
s(z).s'(z) € Flz] s.t. s(rg) = @ and s'(zy) = I (ro is kept secret by A): A and B
engage in OPE so that A obtains P(s(xg).s'(zo). This approach has the deficiency
that the values contributed by A are not “independently secure”. i.e. partial knowl-
edge of some of the values (or a small search-space for one of the values) can lead to

the recovery of all secret input of A with non-negligible probability.

5.3 SPGEs of type 1

In the following construction, a t-out-of n OT protocol is used as a primitive.

e Protocol parameter: a c-bound expression & of v predicates.

e I[nput of B: Polynomials A,..... P, that fit into &.
o Input of A: r elementsof F. a,,....a,.

o Output of A: E(Py.....P,)(ay..... a,).

e Security parameters: n.l.

o Let P(zy,...,z.) :=&(P,....P,)(xy,---,2,), and denote by d, the degree of
z¢in P. Set d := Irlem(d,,....d;), and k := min, ﬁ; +1.

Step 1. A generates r instances of the noisy PR, {(=;, yi.¢)}, with solution (p,, I),
such that p,(0) := a,, degree(p,) =k —1, z; # 0 and z; # z; for all ¢, j. j # i. Then,
A. forms the (r + 1)-tuples {(z;,yi.1.---.¥ir)}",, and she sends them to B.

Step 2. B hides P in a random polynomial Q: Let C,C’ € F[z] be random polynomi-
als of degree d such that C(r) = C’(z) = 0. Define a polynomial Q € Flzq, y.. ..., z,]

as follows: Q(zo,...,z,) = P(z1....,z,;) + C(z0) + .1:‘:‘ ...z%(C'(z0). The storage
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space needed for @ is size(€) + 2d. Computing a value of @ requires O(size(€) + d)
field operations. For each tuple (z;.yi1,....y:,) B computes the value Q(z,.y::.
... Yir)- Note that the polynomial R(r) := Q(x.p1(L)..... pr(zr)) on 0 gives R(0) =
P(a,..... a.). The degree of Ris dp = d + d\d,, + ... + d.d,, < 2d. Therefore. if A
learns ¢ := 2d + | values of R. she can interpolate it and compute R(0).

Step 3. A and B engage in a t-out-of n OT in which A chooses to learn the values
Q(zi.pr(=i)e- - p-(zi)). Now A knows 2d + 1 values of the polvnomial R and can
interpolate it to compute R(0) = P(a;..... a.).

Implementation and Complexity. Clearly. A can compute P(ay,....a,) for any
aj...., a, of her choice. The time-complexity of the protocol is O(rn+dlog dlog log d
+ fa(t.n)) for player A and O(nd + nsize(€) + fg(t,n)) for player B. where f.4(t.n).
fs(t.n) denotes the running time of the t-out-of n OT protocol for each player re-
spectively. The communication complexity is O(rn + c(t.n)) where c(t.n) is the
communication complexity of the t-out-of n OT. We point here that if the expres-
sion £ is 0-bound, then the complexity of player A does not depend on the size of the
expression. For a t-out-of-n OT protocol the reader is referred to e.g. [NP99] where

t-out-of n OT is efficiently and unconditionally reduced to 1-out-of 2 OT.

5.3.1 Comments on the Security of A

Player B, out of his participation in our protocol, receives an instance of the following

problem. which we call the Multisample Polynomial Reconstruction (or MPR).

Definition 62 MPR. Given n. k. t, r. and the distinct tuples {(zi, yi1,---- Yir)} ey

so that each {(z;,yic)}?, is a noisy PR instance with parameters n.k,t and solution

MPR appears to be hard on the average a fact that is justified as in the case of PR

vs. noisy PR: given an instance of MPR it is possible to randomize the polynomials,
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but (as in the case of PR) it is not apparent how to randomize the noise. We will

formulate this as a complexity assumption:

Complexity Assumption. For any r there are n. k.t polynomially related pa-
rameters so that any probabilistic algorithm solving the MPR has negligible success

probability in n.

Solving MPR either involves using techniques against a specific noisy PR instance
that is included in the MPR instance (since the recovery of some (p,. [) immediately
implies the recovery of (py,....pr.[)) or in a more direct fashion trying to take ad-
vantage of the relation between the noisy PR instances included in the MPR instance.
The best algorithm for solving PR is [GS98], which succeeds when ¢t > vkn.

Alternatively, it is possible to solve MPR in a more direct manner. This can
also be seen by our observation that the MPR problem corresponds to the decoding
problem of interleaved Reed-Solomon Codes (under a certain noise-assumption). This
relation is explained in depth in section 6.1. There, we detail an algorithm that solves

the MPR for choices of the parameters that satisfy r > 2. Some recent observations

T
indicate that this might be improved to choices r > log: . [Cop02]. For other choices
of the parameters it is not apparent that MPR is solvable.

The relation of MPR to the security of A is detailed in section 3.5.

5.3.2 Comments on the Security of B

The security of player B is established by showing that the output of player A out of
a protocol execution (the protocol transcript obtained by A) is essentially identical
to what she gets in an ideal implementation. This holds true independently of A’s
behavior. In an ideal implementation, A gives to a trusted third party C all infor-
mation send to B in step 1 of the protocol together with the randomness she used

— note that this reveals her secret values a,,...,qa,. Player B gives to C its secret
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input P,....,P,. In turn, C returns to A. either a value of £(Py,.... P,)(ry.....2;)
or a linear combination of some values of £(P,..... P,)(x,,....r.). In section 5.6, we

will show the following regarding the security of player B:

Lemma 63 There is a PPT G that given the output of the ideal implementation of the
protocol for player A, and all information available to player A. generates a protocol
transcript that is statistically indistinguishable from legitimate protocol transcripts
generated during normal operation. under the assumption that t-out-of-n OT can be

implemented ideally.

Theorem 64 Qur construction satisfies definition 60 for the security of B, under the

assumption that the underlying t-out-of-n OT is secure.

5.4 SGPEs of type 2

[n this section we present a transformation of type-2 games to type-1 games. First
we deal with SNPGs: we will consider only the two round case and it will become
clear how to generalize to any constant number of rounds. Suppose B possesses the
secret polynomials P;, P, € Flz] and A the secret polynomial Q; € F{z] of degree é
(known to B). A wants to compute Pz(Q2(P;i(a))) for an a of her choice. B defines
the expression E( Py, P2)(zo. . ...z5,&) = Py(ro + £1Pi(z) + ... 25(Pi(T))°).

If Qz(x) = ag + ayr + ...asx° then A, using the type-1 protocol. can compute
the value &(P;, P,)(aq,....as.a) for an a of her choice. Now by the definition:
E(Pz. Py)(ao, ... ,as.a) = Py(ao + a1 Pr(a) + ...as(Pi(a))’) = P2(Q2( Pi(a))).

The case for any type-2 game can be sketched as follows: player A should ob-
tain E(P,...,P,, Q1,...,Quv)(a1,...,a,) where the polynomials P,,.... P, are con-
tributed by B, and the values a,,..., a,, and polynomials @, ..., Q. are contributed

by A. For simplicity we assume that the polynomials Q; are univariate. Let the de-

gree of Q; be é;. B substitutes in the expression £ each occurrence of Q;(V) with
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o+ o V+...r5V foralli=1..... v’; the resulting expression is £’. Note that
&' is independent of the sequence of the substitutions (each substitution works on
a disjoint portion of the DAG). [t is not hard to show that |£'| = O(size(€) ). and
consequently size(£') = O(size(£) ): note also that if £ is c-bound then £’ is also
c-bound. By engaging in type-1 game with £’. player A can ~plug-in” all coefficients
of her polvnomials (along with a;..... a,) and therefore the type-2 game transforms

to a type-1 game.

Theorem 65 The correctness and security of our construction for type-1 games.
implies the correctness and security of the type-2 protocol described above according

to definition 60.

We note that in general SNPGs are not produced by c-bound expressions: an
expression for an SNPG is c-bound only if the number of polynomials contributed by

both players is constant (constant nesting).

5.5 Security of Player A

In this section we will consider the security of player A in more detail. Our working
assumption is that the Oblivious Transfer that is implemented in the second commu-
nication flow of the protocol is implemented in an ideal manner.

We denote by S7 ., the set of MPR instances with parameters r,n.k.t. For some
I C {l.....n} with |I| = t we denote by S, ,(I) the subset of S}, such that any
X € 8} ;.(I) has a solution of the form (p,...., p., I'), for some polynomials py.....p,.
Obviously, S}, , = Ujnj=eSy, ¢ .(I). With similar arguments as in section 3.1.1 we can
show that any instance of S, , has a unique solution with very high probability.

Let D be a probability distribution over F*. We expand the scope of D over S, ,

so that the values (p;(0),...,p-(0)) are chosen according to D — and the remaining
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elements of the instance at random (in a similar manner we can expand the scope of
D over S} . ,(I) for some [). Given an instance X' € S}, , denote by s(.t') the tuple
(p(0)..... p-(0)) where {p;..... p-. I) is the solution of .Y. Using a similar argument

as in the proof of lemma 18. we can show the following:

Lemma 66 Let D be a probability distribution over F". Let A: S, , — V" be some
PPT. Then it holds that there erists a PPT A’ s.t. for all v € V' and [ C{l..... n}
with |I| =¢.

I Pl'Ob.t'eDS;.,‘., [.A(-Y) = U] - PPObxevs:;’k“([)[.A’(.Y) = L'] |
is negligible in n.

Proof. Similar to the proof of lemma 18. [ ]

Following the arguments for the PR-problem. the lemma above shows that the
particular choice of the index-solution-set for a MPR instance does not affect the
solvability of MPR.

The intractability assumption that we use is a direct generalization of the DPR

(see also definition 19). First we define the notion of gap-predicates for the case of

MPR:

Definition 67 A pair of PPT predicates A,, A; is called a gap-predicate-pair for the

parameters n. k. t.r if for all [ C {1..... n} with |I| =t it holds that:
negligible Vigl
| Prob[A,(i. X) = 1] — Prob[Ay(i. X) = ] |= { non—negligible for some i € I.
t<n-k

where the probabilities are taken over all choices of X € S, ,(I) and internal coin-

tosses of the predicates A,. A,.
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Decisional-MPR-Assumption. (DMPR[n. k. t.r])

For any sound parameters [n.A.t.r] there does not exist a gap-predicate-pair.

Soundness of parameters depends on the current state of the art algorithms against
MPR as discussed in section 5.3.1.

The security of player A. depends on the hardness of partial information extraction
of a MPR-instance (see definition 23). Following similar arguments as in section 3.2,
we can show that MPR leaks no partial information based on the DMPR. The heart

of the proof is the following lemma:

Lemma 68 Suppose that there is a poly-time computable g : ¥ — R and a probability
distribution D for which PR with parameters n.k.t.r leaks partial information.
Then there exists a PPT B such that for all I C {1..... n} with |I| = t. if 3(n) :=
Prob,e,.».vecsy, , (0 [Bli.p.X) = 1] with i € {0..... n} it holds that

L. Foralli g [ |3;-1(n) — 3i(n)| is negligible.

2. There erists an 19 € [ such that |3i,—(n) — 3;,(n)| is non-negligible and iy <
n—k+1.

Proof. Similar to the proof of lemma 24. ]

As a result. it is possible to transform any adversary playing the role of player
B. that extracts some partial information of A's secrets from the protocol transcript,
into a gap-predicate-pair for the MPR problem, something that violates the DMPR

assumption with parameters [n.k — 1,¢.r].

Corollary 69 If B breaks the security of A in our protocol then. assuming that
the underlying t-out-of-n OT is secure., DMPR is violated for parameters n.k :=

min, %.t =2d +1,r.
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5.6 Security of Player B

Ideal Implementation. Description of the operation of the trusted third party
C in the ideal implementation: C receives from player A {{(zi.y:)..-.. Yir)}r, and
rC{t..... n} that corresponds to the choice of A in the oblivious transfer operation
— note that for simplicity throughout the proof we assume that [ = {l..... t}. C

receives also Py, .... P. from plaver B. For simplicity denote by P(z,..... r.) the

C interpolates the polynomials b,..... b. that correspond to the positions of [
in the given input by player A. i.e. b/(z) = yiefori = IL..... tl =1..... r. let
3¢ = degree(b,) . Define S(z) := P(by(r),....b.(r)) and B(r) = b¥'(z)...b%(z). It
holds that m := degree(B) = Jid, + ... + 3.d, > degree(S) . In the case m < d. C
returns to A the value R(0). If m > d. consider the following array:

|22 |2 Blz)a | B(=n)z

: NEH
v 2|23 . 23| B(z2)z | B(= )% oo | B(22)28

2|22 ]... |2 B(z)= B(:,)zf oo | B(z)=2

The dimensions of M are (2d + 1) x (2d) (note that ¢ = 2d + 1). Because of the
fact that m = 3id; + ... + 3.d, > d it follows easily that M is of full rank: 2d. As
a result it is possible to eliminate the first row in the matrix by multiplying by some
A2,....A; the remaining rows, and adding all of them to the first row. C returns to
A the value g := S(z1) + A25(z2) + ... + AeS(=e)-
Algorithm G. Goal: given the output of the ideal implementation and the values
selected by plaver A (together with A’'s randomness) generate a protocol transcript.
First we compute the polynomials &,...,b, and the value m as before.
Case 1. m = d. We are given a value V' (:= S(0) = P(6,(0),...,b.(0)) and the input
{(zi-Yins. - yir)}o, with I C {L..... n}. || =t.
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We select 2d random values ga..... q: and we solve the following system for the
unknowns a;..... di_y. I
1 = =f S 1 r
I = =3 24t a, g2
2 =1
l oz =z ... =z a,_ q:

or equivalently:

)] - -

-1 =z = =t r -\
- =1 .
0 =2 ..-§ e S ay G2 — }
~ <2 L1 -
0 St S -.ee 5 [/ YN} qt — V

The transcript in this case will be the (2d + 1)-vector containing q; = r.qa.....q..

Case 2. m < d. We are given a value V'(:= S(0) = P(6,(0)..... b.(0)) and the
input {(zi.yiny---.Yirr e, with [ C {l.....n}. {{| = t. We select d + m random
values g4—m42. .- .. q. and we solve the following systems of equations for the unknowns
aj.....@y o r, j=1o... d—m+1:
- .2 =1 -
I S g i
- - -~ m
L ~d=-m+2 ~dem42 *°° ~d-m+2 @) _ qd-m+2
L. 2 _d+ ' '
T T o g
or equivalently:
- .2 d+ , .
-1 ~1 ~J I i I -1
- .2 - J -
0 ~d—m+2 ~d—m42 - ~din":+2 . ay _ Qd-m+2 — "
-~ .2 ~d+ J U P
0 <t <t T Citm q -V

The transcript in this case will be the (2d + 1)-vector containing

Qi = Lis---eQdempt = Td—m+tsQd-m+2+---+qt
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Case 3. m > d. In this case we are given the value g(:= S(z;) + A25(=2) +

..+ A S(z). We select random ¢.. ... q.. We compute the A,.. ... A, values from the

matrix M (as in the ideal implementation). We compute an r such that r + Xag +
oot A =g

The transcript will be the (2d + 1)-vector containing q; = r.¢q..... qr.

Claim. The transcripts generated as above are indistinguishable from legitimate

protocol transcripts.

Regular protocol transcripts are generated as follows: choose a random (2d)-
vector v := (a;..... aq.by..... bs). Define M as in the ideal implementation. Let f
be the vector (S(z;).....5(=:)). Then the transcript generated by the protocol is the
(2d + 1)-vector g7 := f7 + M - vT. Alternatively we may view the transcript as the
vector (R(zy)..... R(z:)) where R(r) := Q(r.bi(r)..... b.(r)) = S(r) + Zil a;r' +
B(r) L, birt.

Claim A. Any protocol transcript can be generated by G.
Proof. Let ¢’ := (q}..... q:) be a protocol transcript for the polynomials P.b,..... b,
and values zj.....z. We will prove that G can generate this transcript.

First assume that m = d. We have to show that there is a choice of randomness
for G so that the generated transcript is equal to ¢/. We select randomness such that
g2 = q3.....q = q;. Subsequently for this randomness we have to show that the value
r computed by G is exactly q]. The value z is computed by the following system:

l - ~2 Lt-1 "/'

~1 -; v -: | I
I 22 23 ... = a; q2
.~ 2 =1
| - S I Ae—y q:

so we want to show that if r is substituted by g the equality remains solvable.
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-~ ~2 =1 ’
L oo o5 <1 \ @
) -
I = =3 S a 4
- .2 =1
I = = Ae—y q,
or equivalently that
- 2 -1 -
L s = ~1 R(0) R(zy)
I = =3 4t a, R(z2)
. 22 ~t=1 .
I o= 3 ...z Q- R(z)

which is of course solvable. since R(r) is a polynomial of degree 2d.

Now consider the case m < d. The randomness used by G now is only d + m

elements. We select the randomness ga-m42 = q_nppe---- g = q,- We want to
verify that the values r,..... Z4-m+1 defined by G are exactly equal to the values
qye---- qy_m+1- In other words we want to show that for any j = 1..... d-—m+1if

we substitute the value r, by ¢ in the following system. it remains solvable.

- 2 =1 -
L ~J ~j s ~J v s
| = ) 2 d+m a’ ’
Sd-m+2 Si-m42 - Tgems2 1 _ | %-m+2
- 22 ~d+m J /
l ~t ~t .. ~t ad+m qt

if we substitute r; by ¢} and V' by Q(0,5,(0).....5.(0)) then we have:

-1
1 z; 2:;" d:; R(0) R(=;)
1 Sd—-m+2 :d—m+'2 s :dj:yn‘+2 a{ _ R( :d-m+2)
1 Zt :tz ces :;i-fm a-t]i-i-m R(:g)

which is of course solvable for all j = 1.....d — m + 1 since R(z) is a polynomial
of degree d + m.
Finally consider the case m > d. The randomness used by G is 2d elements: we

select them ¢; = ¢}.....q = qi. We want to show now that the value r as defined by
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G is equal to q;. G defines r as follows: r := g — A¢q2 — ... — A,q,, where \,.
are define using matrix M. So we want to show that r = ¢] or equivalently that
=9 =G — ... — Mg, 1e. g =q] + gy + ... Mq; (since ¢ = qa.....q = qu).
Recall that q] is defined as (fT), + (M -eT); ie.

4

¢, = S(z 4-2?;‘~ + B(z)) Zb 2

=1

where a;..... ag.by..... b; is the randomness selected for the generation of the pro-

tocol transcript (by playver B).

By the definition of A,..... A, we have that
Azh4 ... hzi=—z1. i=1..... d

and
AB(z2)z 4+ ...+ A B(ze)z, = —B(=1) 3
As a result

G tA2@t.Aq =
d

d
S(=)+ Zai:i + B(:l)zbi::

1=1

#ha(S(=2) + S ot + B(-z)Zb,-z)

=1

+...

d d

+A, (S(:,) + Za.:i + B(z) beti)
=1 =1

=S(z1) +A2S(z2) + ...+ S(z) =g

Claim B. Any “transcript” generated by G can be generated as a protocol transcript.
Let g be the output of G for some polynomials P.b,.... b, and values z).....z,.

We will specify the randomness (a,...., .aq.by.....bs) that has to be selected in the
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transcript generation so that the generated transcript ¢' = (q..... q)) is exactly equal
tog={q..... g-)- This means that the randomness v = (a;..... aq.by,....by) used
by plaver B in the generation of the transcript should be such that fT + M -7 = ¢7.
or equivalently that M - T = g7 — f7T (a system of 2d + | equations).

Consider the case m = d. In this case M is a matrix of full rank 2d. and in
particular if we denote by M? the square matrix that results from the exclusion of
the first row of M: it is easy to see that M2 is of full rank. As a result we can define
v = {a..... aq.by. .. bs) to be the solution of the system: M2 -7 = [¢7]T - [f3T.
where [g?] and [f?] refer to the vectors v and f with their first value excluded.

To complete this step we have to show that with the given randomness as defined
by the system the value ¢] defined as S(z}) +3¢ a;z1+ B(=) ZL‘ b;=} will be equal

——tT

to q, as defined by the algorithm G. G defines ¢, = r as follows:

e - ::"l -1 5 ... :{'l
@-V = ... =57t 0 = ... 7!
r:= . . . A . .
-V =z ... ! 0 = ... =
where V' := S(0) = P(6,(0)..... b.(0)). This is equivalent to
r—V = :{':
qz — V 2 .‘:.;—
. . . =0

-V z ... 1t

Consequently we want to verify that for q; = S(z) + Z'le a;zi + B(21) T8, bz,
it holds that:
aq-V =z ... 3

(h—"’ J2 ... I,

~t~=1

,
qt-‘/ Stoeee I3

U

The choiceof a,,....aq4,b1,...,bs was madeso that g; = ¢}, ...,q = q}; as a result

the equation above can be written as follows
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msie s f
: .. ’ =0
R(z)— R(O) = ... =
where R(r) = Q(zr.by(z).....b.(r)). recall that Q(ro.ry.....r,) = P(ry.....1.) +

Z:-;l a,r +r'f‘ ..o Z:‘zl b,r) (note that R(0) = S(0) = V). It is easy to see that
the degree of R is at most 2d = £ — 1. As a result the determinant above is equal to
0.

Consider the case m < d. In this case M is not of full rank, and in particular it is
of rank d + m. Denote by V* where u := d — m + 2 a square matrix belonging in the
lower d + m rows of M of rank d + m (it is easy to see that such a matrix exists). Let
v’ be a d + m subvector of v that corresponds to the columns of M and denote by
v” the remaining elements of v. Also denote by M, the remaining d — m columns of
length d + m that correspond to whatever is left in the lower d + m rows of M after
the removal of M. We select v" at random: given v” we define v’ from the system:
M- [T = (g7 = [f¥]T = M, [v"]T. the notation q* (resp. f*) means the rightmost
d + m values of the vector v (resp. f).

We want to show that for the computation of v = (a;..... ag. by..... by) as de-
scribed in the previous paragraph it holds that the values ¢} = R(z;) = S(z;) +
>, a;zh + B(z)) PN bizi, for j=1..... d — m + | are equal to the values ¢; = r;
defined by G as follows:

-V o5 o e -1 =z ... ::f"""
-V =z zd+m 0 =z, ... zHm
q; = . . /
-V z ... Hm 0 =z ... zbm
where V'(:= S(0) = P(5:(0)....,b.(0))). This is equivalent to
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G-V =z ... :Z"'"‘
=V oz satm
q2 . =0
q@-V =z ... zbm
If R(x) := Q(z.by(L).....b.(r)) = S(r)+ %, air' + B(r) S, bir'. R is of
degree at most d + m. By the choice of v = (a;..... aqg.by..... bs). 1t holds that
R(z,)=¢q, fort =u..... L.
As a result we want to show that. forall j = 1..... d—m+ 1.
R(z,) - R(0) = ... :;“""
R(z,)— R(O) =z, ... zd+m
. . =0
R(z) — R(0) = st

e - St

which is true since R is of degree at most d + m.

Finally consider the case m > d. In this case M is a matrix of full rank 2d. and
in particular if we denote by M? the square matrix that results from the exclusion of
the first row of M it is easy to see that M? is of full rank. As a result we can define
v = {a..... aq.by..... bs) to be the solutions of the system: M? - vT = [¢F]T - [f3".
where [¢7] and [f?] refer to the vectors v and f with their first value excluded.

To complete this step we have to show that with the given randomness as defined
by the system the value ¢| defined as S(z;)) + Z?zl a;z; + B(=) ZLI b;=t will be
equal to ¢, as defined by the algorithm G. G defines q; = r as follows:

r=5(21)+ M(S(z2) —g2) + ... + A(S(=) — q)

Since we want to show that ¢ = ¢;, we have to show that for the choice of

aj,....aq.by,....b4 we made it holds that

d d
qy = S(z1) + Zagz; + B(z) Zb;:{

=1 =1
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= S(z1) + X(S(22) = @) + .+ M(S(z) — @)

but the choice of a;.....aq.by..... by we have made implies that ¢ = S(z;) +

Zd=1 a;z; + B(z) Z‘,‘:l bizj for I =2,....t. As a result we have to show that:

d d
- Z a,zy + B(=1) Z bz
=1 1=1

1 d d 4
= 0D wsy + B(22) Y bizh) + o+ M@+ Blz) ) biz))
=1 =1 =1 =1
something that follows immediately by the definition of A,..... Ae.

To complete the section we overview our proof technique in figure 5.2.

5.7 Oblivious Bargaining and Oblivious-Strategy
Negotiations

In this section. we present two examples of an interaction that can be modeled by
type-2 SPGEs. In Oblivious Bargaining, A is the prospective buyer of a product
or services and B is the seller. A wants to make a monetary offer to B without
revealing the exact amount initially. B has a polynomial f that given an amount,
returns the acceptance rate for the transaction (in some predetermined range). A
has also a polynomial g that given an acceptance rate makes a counter offer. Players
do not want to reveal much information about their bargaining strategies. therefore
a round by round polynomial evaluation leaks too much information. A and B can
decide on a number of bargaining rounds. and using the SNPG protocol A obtains
flg(f(...(f(a))...))), where a is the initial offer by A. Based on the result. A can
either proceed to buying the product (the polynomials will be revealed) or abort the
transaction. The security of our protocol implies that in the case the transaction is

aborted, the bargaining strategies and the initial offer will remain secret. [t should
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be noted that players may choose different bargaining strategies for each round (e.g.
compromise in the last rounds) or even bargain simultaneously for many different
things (multivariate SNPGs).

In an Oblivious-Strategy Negotiation player A has a proposal a and wants to
obtain the evaluation of her proposal without revealing much information about the
proposal or her tactics. Consider the following setting: A is a representative of a
company that makes a proposal a on a specific project. B as the representative of the
funding company has two polynomial functions: f that gives the approximate level of
funding for a given proposal. and f; that gives the approval percentage based on how
much of the project will be completed in a given time period. A. has also a polynomial
function g, that given the funds, approximates the percentage of the project that will
be completed in a given time period. Engaging in a SNPG. A obliviously obtains the
value fi(g1(fo(a))) that is the approval percentage for the proposal a. Note that our
security specifications ensure that B is not revealing the funding level assigned to A’s
proposal, but merely the final acceptance rate based on the percentage of the project
completed in the given time. The same offer can be used by A to obtain approval
rates by other prospective funders in the place of B. After the end of all games. A

will proceed to make an open offer to the funder that gave the highest approval rate.

5.8 Oblivious Affine Evaluations

Consider an expression £(f.p;..... p-) where f is restricted to be a publicly known
affine transformation. f(z;..... z.}) = ayxry + ...a,r. + a, with ay,....a,.a € F.
and £(f.p1,....p) := f(p(x1),....p(x.)). This family of SGPEs, which we call

Oblivious Affine Evaluations. has a variety of applications of which we will discuss
two. We note that it is possible to efficiently reduce an Oblivious Affine Evaluation

to the OPE problem achieving secret-independence at the same time. Consequently
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Oblivious Affine Evaluations is a family of SGPEs that can be solved successfully by
both our construction and the OPE construction in [NP99]. In the applications that '
we will present below ay =...=a, =1 and a =0.

In ~Oblivious Scoring™. Alice has answered in r “sensitive” questions. Each ques-
tion accepts as an answer a numerical value o, in F. Bob is the evaluator that assigns
a score to each of the answers of Alice. Bob evaluates the answer to the /-th question
with a polvnomial p,. So p((a() is the score assigned by Bob to the answer a, for
question . In order to avoid wrap-around the boundaries of the field when adding
scores, we require that Ya € A(—||Fl/r] < pe(a) < [|F]/r]) where A, is the set
of possible answers for question / — alternatively we can make the addition of the
scores in a sufficiently large extension of the field F. Alice wants to obtain Bob's
overall evaluation of her answers (probably pays for that) but she does not want to
reveal them as she considers them private. On the other hand. Bob agrees to evaluate
Alice’s answers. but he does not want to reveal the evaluation functions. By engag-

ing in a Oblivious Affine Evaluation, Alice can obliviously obtain her overall score:

D r=1 Pelae).

5.9 Relations Between Basic Primitives

In this section. for completeness. we compare l-out-of |S| OT, OPE and SMPE as
abstract problems and we investigate relations among them. Note that in our imple-
mentation - as well as in the implementation of OPE in [NP99], OT was actually used
as a subroutine. This however does not rule out a construction for SMPE (or OPE)
without using OT. The following reductions are also of practical interest: especially
case (i1) of the theorem clarifies that there are applications for OPE and SMPE that
are not worth actualizing using these protocols but rather rely to a standard OT

taking advantage of our reduction.
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Theorem 70 (i) OT reduces to OPE and OPE reduces to SMPE. Consequently OPE
and SMPE are complete for secure function evaluation. (ii) [f the set S of the possible
choices of A is “small” and is knoun to B. then [-out-of |S| OT. OPE and SMPE

are equivalent.

Proof. (i) The fact that OPE reduces to SMPE is immediate since for r = 1. SMPE
is exactly OPE.

OT reduces to OPE: The elements of S accept some ordering known to both
parties. B computes a “selector™ polynomial p with the following property: p(i) = a
iff ¢ is the index of a in the (ordered) set S. The degree of p is at most |S| — 1.
Suppose A wants to get the i-th element of § with a l-out-of |S| OT: she can use

OPE instead and obliviously compute p(:).

(it). Reducing OPE to OT:

e Each element « in S is assigned a number in {I...., |S|} denoted by a. This

ordering is input to both A and B.

e B computes p(a) for all @ € 5. and orders these values with the following

criterion: p(a;) < p(az) iff ay < @z. Denote this set by 5.

e Suppose A’s input for OPE is a: using l-out-of |S| OT. A obliviously obtains

the element of S, with index @: clearly A gets the value p(a).

Reducing SMPE to OT is done in a similar manner. and using part (i) we deduce

that they are all equivalent. a

Note that *small” means that the reduction involves a O(|S|) computation (|S| is

exponentially large in the general case).

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 115

For a given random choice of P (according to any distribution) and b,.....b,

as defined by the private input of player A the following are true:

e For any legitimate protocol transcript it is possible to define the ran-
domness used by algorithm G so that G outputs exactly this legitimate

protocol transcript.

e For any “transcript™ generated by G. it is possible to define the random-
ness used by player B so that the resulting protocol transcript is equal
to the “transcript” generated by G (provided that the t-out-of-n OT is
ideal).

Let any PPT A’ that takes as input a protocol transcript and any other infor-
mation available to player A (how the query to player B was generated etc.).
Then there exists a PPT A” that takes as input only the value given to player
A in the ideal implementation and the information available to player A so
that the output of A” is indistinguishable from that of A’. The description of
A" is simple: first it uses G to generate a “transcript” with the information it
has from the ideal implementation and then it simulates A’. The output of A"
is indistinguishable from that of A’ since the “transcripts™ generated by G are
indistinguishable from protocol transcripts provided that the t-out-of-n OT is

ideal.

Figure 5.2: Qutline for the proof of the security of player B.
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Chapter 6

Relations to Coding

6.1 Randomized Decoding of Interleaved Reed So-
lomon Codes

Random noise assumptions have been considered extensively in the coding theory
literature with substantial results. One prominent example is Forney Codes [For66|
that were designed over the binary symmetric channel (BSC). The BSC suggests that
when transmitting binary digits. errors are independent and every bit transmitted has
a fixed probability of error. The BSC provides a form of a random noise assumption.
which allowed probabilistic decoding for message rates that approach the capacity of
the channel.

Worst-case non-ambiguous decoding (i.e.. when only a bound on the number of
faults is assumed and a unique solution is required) has a natural limitation of cor-
recting a number of errors that is up to half the distance of the code. Going beyond
this natural bound, either requires re-stating the decoding problem (e.g. consider list-
decoding: output all possible decodings for a corrupted codeword). or assuming some
“noise assumption” that will restrict probabilistically the combinatorial possibilities
for a multitude of possible solutions. Typically, such assumptions are associated with

physical properties of given channels (e.g., bursty noise. etc.). Recent breakthrough

116
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results by Guruswami and Sudan in list-decoding ([Sud97. GS98]) showed that de-
coding beyvond the natural error-correction bound is possible in the worst-case. by
outputting all possible decodings. Naturally. there are still limitations in the case of
worst-case decoding that prohibit the decoding of very high error-rates.

In this section. motivated by the above., we consider a channel model that is
native to the non-binary setting. In particular we employ a “Non-Binary Symmetric

Channel” (NBSC). presented in figure 6.1.

a,.

a,®

Figure 6.1: A non-binary symmetric channel over an alphabet of n symbols. The

probability of successful transmission is | — p + p/n. We will refer to p as the error-
rate of the NBSC.

As a channel model for bit-level transmission the Non-Binary Symmetric Channel
model applies to settings where aggregates of bits are sent and errors are assumed
to be bursty. Thus, in contrast with the Binary Symmetric Channel, errors in con-
secutive bits are assumed to be correlated. There are additional settings where the
NBSC describes the transmission model. For example consider the case of Informa-
tion Dispersal Algorithms introduced by Rabin in [Rab89} for omission errors. and
extended by Krawczyk [Kra93] to deal with general errors. In this setting, a word is
encoded into a codeword and various portions of the codeword are sent over different
channels, some of which may introduce errors. In the case where the channels are

radio channels (i.e.. operating in different frequencies). errors may be introduced by
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jammed channels which emit white noise. Namely, they randomize the transmitted
symbol. As a result the communication model in this case approximates the NBSC.
Another setting which approximates the NBSC is the transmission of encrypted data
where each sub codeword is sent encrypted with what is called “error propagation
encryption mode.” These popular modes (e.g. the CBC mode). over noisy channels.
will produce a transmission that also approximates the NBSC model ([MVV97], page
230). Finally. the NBSC model is essential for the security of player A in our protocol
for secure games with polynomial expressions described in chapter 3.

In this work. we concentrate on the ~code interleaving” encoding schema. see e.g.
section 7.3. [VV89]. which is a technique to increase the robustness of a code in the
setting of burst errors. Here we take advantage of code-interleaving in the NBSC
model to allow decoding with increased error-correction potential. In particular. we
consider the case of interleaved Reed-Solomon Codes and we propose a new proba-
bilistic decoding algorithm that takes advantage of interleaving in the NBSC model.
While typically error-correction in interleaved codes treats each interleaved codeword
independently. our algorithm attempts to correct all codewords simultaneously. We
show that our algorithm achieves a high error-correction rate (namely. any rate which
is bounded away from the error-rate that totally randomizes the transmitted word)
in the NBSC model. Our decoding algorithm can be seen as a probabilistic “multi-
dimensional™ extension of the Berlekamp-Welch RS-decoding algorithm [BW86]. The
analysis of the success probability of our algorithm introduces a “minor matrix de-
composition” technique that. together with Schwartz’s Lemma [Sch80] for bounding
the number of roots of multivariate polynomials. provides an effective way to show
the uniqueness and efficiency of the reconstruction procedure.

For the generic coding theoretic problem, our decoding method for interleaved
Reed-Solomon codes provides an improved coding solution for the case of Non-Binary

Symmetric Channel model. In figure 6.2, we compare our result with known worst-
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case decoding algorithms.

Berlekamp-Welch Guruswami-Sudan Our Decoding
[BW36] [GS93] Algorithm
Max. error-rate allowed I=n [ l -k -0

Figure 6.2: Comparison of the maximum error-rate allowed in the case of interleaved
RS-Codes: ~ is the message-rate and a € Q¥ is an arbitrary constant. We emphasize
that our results hold in the Non-Binary Symmetric Channel model (whereas the other
two algorithms are in the worst-case model. thus more general) and that we assume
“large enough™ finite field size.

We note that employing our methodology, setting and analysis techniques in other
cases (i.e. simultaneous decoding of all interleaved codewords for other families of

interleaved codes in the NBSC model) is an interesting research direction.

6.1.1 The Basic Problem

Below we state informally the basic coding theory problem which we deal with in this
work (with emphasis on the large alphabet):
Basic Problem. Transmit k-length words from large alphabet T, with message-rate
~ and maximize the error-correction capability. We will work on this problem. not in
the worst-case. but rather in the Non-Binary Symmetric Channel as it was described
in the introduction. Specifically,
The NBSC Model. The probability of correct transmission of a symbol from an
alphabet of n symbols is 1 — p + p/n. and the probability of receiving some of the
remaining symbols from the alphabet is p/n. We will refer to p as the “error-rate” of
the channel.

More formally, we state the general coding theoretic problem. for a certain alpha-
bet . For a given message rate x := k/n we need to provide efficient encoding and

decoding algorithms enc. dec so that the following are satisfied:
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e The encoding function enc : ©¥ — " is I-1 and maps strings of length k to

strings of length n.

e Thereis some 0 < € < | so that the decoding success probability Prob[dec(r) =
m] is “substantial”. where r € B(enc(m).€) with e/n < e¢. The notation B(y. e))
denotes the Hamming ball of radius e around y.i.e. B(y.€)):= {=|d(z.y) < e}.
where d(=.y) denotes the Hamming distance of the two strings -.y (i.e. the

number of positions they differ).

The natural bound on the worst-case decoding capability of any code is 15%. This
is due to the fact that any code with message rate x := k£/n has minimum distance
at most n — k + | (i.e. two different codewords differ in at least n — k + | positions).

As we assume that the alphabet is large. Reed-Solomon (RS) Codes can be em-
ployed. RS-Codes are defined as follows: find an embedding of ¥ into a finite field
F. Without loss of generality we will assume that the embedding is onto. Then a
k-length word of £ can be thought of as the coefficients of a polynomial p € F{z]
of degree less than k. The encoding of a k-length word equals to the set of pairs
{(z:.p(z))}7; where zy,....z, € F are some fixed distinct values.

Decoding can be achieved by the algorithm of Berlekamp and Welch [BW86], and it
will allow error-correction provided that the number of intact symbols is ¢ > “—}" (this
corresponds to the maximum number of errors that can be corrected unambiguously
in the worst-case). If x := k/n (the message rate) and € := (n — t)/n (the error rate)
it follows that we can correct error-rates of up to: ¢ < "T‘ The above is optimal (at
least in terms of unique decoding). in the sense that it allows the maximum number
that can be corrected without any further assumptions on the noise (Reed-Solomon
codes are Maximum Distance Separable (MDS) Codes).

In the NBSC model one can in fact see that unambiguous decoding can theoreti-

cally be extended much further than the worst-case error-rate 13=. Intuitively this is
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because of the size of the alphabet over which the NBSC is emploved. The random-
ization of symbols that is performed by the NBSC suggests that the event that many

different solutions fit the data is a rare probability event.

Proposition 71 Let {(zi.yi)}, be a RS-Code codeword of a random message p €
Flzr] with degree(p) < k that has e errors under the noise assumption suggested by the
NBSC. s.t. e < n— k. Then the probability that it accepts another decoding p' € Flx|
with p # p’ is at most (7)/(|F|*~* — (’:)’,) (the probability is taken over all possible

messages and noise corruptions)

Proof. For some n. k and t := n—e we denote by A, the number of strings from " that
are partially corrupted RS-codewords with at most e errors. Furthermore we denote
by A, the number of strings from £" that are partially corrupted RS-codewords with
at most e errors and accept more than one decoding.

First observe that A, < (7)|F|"~***. Equality does not hold since (})|F|*~***
will count v times partially corrupted codewords that accept v solutions. Since the
number of solutions of a partially corrupted codeword cannot exceed (7}) we conclude
that A, > (})[F*~**% - (3) A,

In order to approximate A; observe the following: let p.p’ € F{z] be the different
ways to decode a partially corrupted RS-codeword with e errors. Suppose that they
overlap in m points; clearly m € {0.....k — 1}. It follows that the total number of
ways to select p, p’ is |[F|?**=™. For the remaining points the total number of ways to se-
lect them is |F|*~2+™_ It follows easily that 4; < (':)ZIF[""z””""z"‘"‘ = (':)2|F|“‘2“’2"

It is clear from the statement of the proposition that the probability that we would

like to approximate equals A,/4,. Now observe that,

A_z < (':)2||F|n-2t+2k (n)

_ t
A - (7)|F|n=t+k — (':)3|Fln-2!+2k |Fjt—* — (?)2
this completes the proof. [ ]
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Now observe that if the message rate is x := k/n and the error-rate is ¢ := e/n.
with x.e € Q% then it follows that the probability in proposition 71 is less than
W_—é’-_':,m As a result. provided that F satisfies |F|'!™*~* > 1 it follows that the
probability of proposition 71 is ~negligible.”

So. the NBSC model will ensure unique solution with high probability. and there-
fore Reed-Solomon ~List-Decoding” algorithms can also be employed for unambiguous

decoding. By using the Guruswami-Sudan list-decoding algorithm of [GS93]. we can

obtain error-correction for error-rates:

e<1l—+vk

[t is easy to verify that as long as € does not exceed | — k a solution is preserved
within the corrupted codeword. Due to proposition 71 it will be with high probabil-
ity unique (provided that the underlying finite field is large enough) so the crucial
question for NBSC decoding is whether we can devise efficient decoding algorithms
for RS-Codes that can actually correct up to any error-rate strictly less than | — x.

We deal with this issue in the sequel.

6.1.2 Interleaved codes

Interleaved codes are not an explicit family of codes, but rather an encoding mode
that can be instantiated over any concrete family of codes. In this work we deal with
Reed-Solomon Codes. The mode can be applied to any family of codes: in this section
we shall give a code independent description.
Let £’ be an alphabet with |¥'| = \'/I—S_| Let 6: ¥ — (¥') be a I-1 mapping.
We denote o(z) = £®[1]z®[2] ... r°[r], with z°[f] € /. for ¢ = 1..... r, for any r € T.
Now let enc: (¥')* — (X')" be an encoding function. An interleaved code w.r.t. o

of encis a function enc, : (£)¥ — (X)" that is defined as follows: Let mgm, ... mg_; €
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(S)*. First the following strings of (£’)" are computed:

CLa---Cay = enc(mgll]. .. mi_xlll)

Clr..-Cnr = enc(milr]...my_[r])

An interleaved code is defined as follows:
-1 -1
enc,,(muml...mk_;) =0 (Cl‘[...Cl.r)”.O (Cn.l---cn,r)

A graphical representation of code interleaving is presented in figure 6.3.

LARREN ) . ’ .
.............. ’ . ’ A

-%b-m JCy 1‘\ l'cz,l" . 1Cna

------ ' M ) ' '

""""""""""" enc_ . e Vet '

------- ——— : Cyz'l'l Co2 .+ s cng s

....... ' :: ; : :

' ¢ " s e ’

----- enc, * €134 C3 ;.4 Cna !

ee=® v s N

encoding 3 s \ s ! L. !

over ¥ Ve e NS
J KLEowomm=="" Sl g Dk

.......... e cenccnmnccacnenns - ‘(o 1 ’9-7 " -1
Ct Cz Cn

Figure 6.3: Encoding schema for an interleaved code. Single subscript symbols (m;. ¢;)
belong to the “outer™ alphabet ¥: double subscript symbols (m;,;.c;,) belong to the
“inner” alphabet ¥'.

The common way to use an interleaved code, is simply decode each of the code
words (cy,;...cn,) separately. Such a decoding does not increase the error correction
rate. Rather burst errors are distributed over several code words.

The approach we take uses code interleaving as the basic encoding mode. In con-
trast to the standard approach of decoding each one of the codewords individually.
we will present a decoding technique that attempts to correct all codewords simul-

taneously so that in combination with the NBSC model our decoding algorithm can
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withstand higher error-rates. We concentrate on Reed-Solomon Codes as described
in section 6.1.3.

An extended version of the above schema. known as cross-interleaving is to replace
the 1-1 mapping o~! with a second error correcting code. Cross-interleaving increases
the code size. but allows to correct a larger class of errors. By testing the second
(outer) code potential error locations can be found. Then decoding the inner code
can be done by treating those potential error locations as erasures. This increases
the error correcting capabilities of the scheme. because generally a code allows more
erasures than errors. The present work focuses on simple interleaving (without an

outer code).

6.1.3 Interleaved Reed-Solomon Codes

Let £ = G F(28) be the alphabet for the encoding function (without loss of generality
we will focus only on binary extension fields — all our results hold also for general
finite fields). The parameters are n.k € IN where x := k/n is the message rate.
We assume additionally a parameter r € IN with the property br = B (we remark
here that a similar scheme is also possible when B is prime. however, for notational
simplicity we do not deal with this case in this abstract). Let zy.....z, € GF(2%) be
fixed distinct constants.

We now describe our approach for the case of interleaved Reed-Solomon Codes.
First. observe that there exists a straightforward bijection mapping o : GF(28) —
(GF(2%). Given mg...my_, € GF(28) we define the following polynomials over
GF(2%).for ¢ =1.....r:

pe(x) := m3[l] + m{[€]lz + ... + m®[(p_ £~

The encoding of mg...my_; is set to be the string

o (pr(=1) - pe(21)) - @7 (Pr(En) - - - Pr(20)
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The common way to decode RS-interleaved-codes is to concentrate to each of the
r coordinates individually and employ the decoding algorithm of the underlying RS-
Code over ¥'. This can be done as follows: given a (partially corrupted) codeword
Ci...cn € {E)" we treat the string cj[l]...c?[l] € (¥')" as a partially corrupted RS-
codeword over ¥’ and we employ the RS-Decoding of Berlekamp-Welch to recover
p1- Observe that the recovery of p; will imply the recovery of p,..... p- immediately.
provided that the error-rate is at most 5% (due to the employment of the NBSC
model in the transmission of the G F(28) strings it is easy to verify that all codewords
cilf]...cq[fl. 6 =1..... r have identical error-pattern).

Moreover. due to the properties of the NBSC model one can further employ the
Guruswami-Sudan list-decoding algorithm that will produce a unique solution with
high probability for error-rates up to 1 — \/x. The main focus of the next section is

to go bevond this bound. in the NBSC model.

6.1.4 Our decoding algorithm

Suppose we want to correct an error-rate € for a message-rate x with € < 1 — x over

the finite field GF(28). We select r = [

1=1], (where 7 € Q% is a parameter that

belongs in (k.1 —¢)) and we perform interleaved encoding over the finite field G F(2°)
with br = B.

In this section we present a generalization of the Berlekamp-Welch algorithm for
polynomial reconstruction [BW86] for interleaved Reed-Solomon codes. Let ¢ ...c, €
(GF(28))" be the received codeword. Let y;, ...y, = o(c;). with y;, € GF(2°) for
alli=1..... n.f =1,...,r. With this interpretation. and in the NBSC model. we
can reformulate the decoding problem as follows:

The Decoding Problem. The problem we are dealing with in this section is the
following: given {(zi,yi1. -...yi, )}, s.t. there exists a set [ C {1,...,n} (the set

of indices that were received intact) with |/} := T := n — E where E is the random
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variable that corresponds to the number of errors (£ follows a binomial probability
distribution with ¢ probability of success over n trials). Additionally for all : € [.
Yie = pe(zi) for some polynomials p;..... pr of degree less than k. According to
the NBSC model. it holds that all y;, with : € [ are chosen uniformly at random

from GF(2%). Under these conditions the goal is to “reconstruct™ the polvnomials

Our Decoding Algorithm. We set t = rn. Let E(x) = [],;,(r — =:): E is monic
with degree n — T. If M(r) := po(r)E(r) it holds that M(z) = pe(=)E(z) =
yieE(z). foralli=1..... n. The degree of M, is less than n — T + k.

Condition. The constant 7 is selected so that T > ¢ = rn (this will be ensured using
the Chernoff bound — see below). It follows that the degree of E is at most n — ¢
and that the degree of each M, is less than n —t + k. Since T is a binomial random

variable with success probability | — € over n experiments. it holds that (using the

Chernoff bound):

(1=r—e)?

Prob(T < rn] = Prob[T < (1 —a)n(l —¢)] < e~ (l=einf2 _ =g

this assumes that 7 < | —¢, and that a = | — ;=. It follows that we can assume
J=r=—tc 2

that T > t is true with probability 1 — e~ z1=a" ",

Consider the following system of rn equations:
[Mi(zi) = yia E(z)izy - - [Me(=0) = i E(2)] 72y (*)

where the unknowns are the coefficients of the polynomials M;,.... M,. E (a total
number of r(n — ¢t + k) + n — ¢t unknowns).

First observe that due to the choice of r = [1‘,:—:] the system (%) is not un-
derspecified: the number of equations rn is larger than the number of unknowns:

rin —t+k)+n —t (recall that t = rn).
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The system () has at least one solution since we know that M,...... V.. E (con-
structed above) satisfv the equations. Next we will show that with high probability
the system accepts only a unique solution. that can be recovered by solving an ap-

propriate sub-system of (*).

Theorem 72 The system of equations (*) defined above has a unique solution with

probability at least | — n'e_,_,,l. and an algorithm for recovering this solution.

Proof. Consider the following matrices. for £ = 1..... r:
1 = 2 n=t+k-1
o ST =1
1 2 =2 n—t+k=-1
=2 =2 =2
M= , ,
1 = 2 ~n—t+k-1
~n  ~n ~n
-~ .2 a=-t—1
Nie YNesr YNesy -2 e
- 22 n—-t-1
\ Y20 Y262 Y2433 --- Y263,
Mg = . . . .
- ~2 n—-t—1
Ynt Ynitin YntSn --- Ynitcn

The matrix of the system (*) is the following (where O stands for a n x (n —t + k)-

matrix with 0's everywhere):

M 0 ... 0 =M
0O M ... 0 =M,
A= .. . .
0 0 ... M =M,
We index each row of A by the pair (i.¢) withi € {1,....n} and ¢ € {1,...,r}.
The ¢-th block row of A contains the rows (1,¢).....(n.f).
We need to show how to select a minor M of size n — ¢ from the n — ¢ rightmost
columns of A. so that the probability that it is singular is small, with the property

that it contains up to ¢ — k rows from each block-row of A4 (this is possible since

r(t — k) > n — t). Once we have such minor we will form a matrix A that contains
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n — t + k rows from each block-row of A and the rows contained in M. Clearly A will
be a square matrix with r(n —t + k) + n — ¢ rows and it will be non-singular. We will
use 1 to solve the linear system (*).

To complete the proof we show how to select the minor M. We refer to this method
of constructing M as “minor matrix decomposition.” We form M by selecting the
rows indexed from | through ¢ — & from the first block-row of A. the rows indexed
from t — k + | through 2(¢t — k) from the second block-row of .1. and so on until we

select n — ¢ rows. As a result M will be of the form:

~ ~2 n—t—1
( Yia Nia< Yia=y Yia=, \
~ -2 n=t—1
2.1 Ya.u22 Y2132 v Y2125
~ .2 wn—t—1
Y-k Ye—ka<t—k Ytk 3 cee Ytekl =i
~ - n=—t—1
- Ye-k41.2 Ytek+1.250—k+1 Ye—kt115 gy v Ytmk+1.2<0 ey
M= - 22 n—t—1
Ye—k+2,2 Ye—k42231—k+2 Yeak+2150_ky2 ce Ye—k+220_ k42
- ~2 n—t—=1
Ye—kte—k2 Ye—k+t—-k25t—k+t—k Yt—bktt=k2%_kpek -+ Ye—ktt—k25_kye—k
- .2 n—-t—1
\ Yn—t.t Yn—tt<n—t Yn—tl~n—¢ .o Yn-tt<n-:¢ )
Let J := {l..... n—t}n[. It follows that for all i ¢ J. y;, will be randomly

distributed over G F(22). Additionally if |./| > k the variables y;, for i € J are k-wise
independent. For a fixed J, det(M) can be seen as a multi-variate polynomial with
yi.¢ as variables. The total degree of det(M) is at most n — ¢. Additionally det( M ) is
not the 0-polynomial since the assignment of all y; , to 1 (which is consistent with the
k-wise independency), makes det(M) a Vandermonde determinant that is non-zero.
It follows by Schwartz's lemma. [Sch80], that det(M) cannot have more than =

roots and as a result det(:M) will be 0 with probability at most 23. This fact is

2b
independent from the overlap of [ to {1,....n — t} (i.e. for all possible overlaps of
the two sets. the probability will be bounded as above — the result follows). [ |

The above theorem ensures the uniqueness of the linear system’s (*) solution
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(My(r). ....M*(xr),E*(z)). Whereas in the case of the Berlekamp and Welch algo-

rithm it can be shown using the condition ¢ > %= in our case such relation does

not hold necessarily (and in fact we are interested precisely in the cases where it does
not hold. since otherwise one can apply the Berlekamp-Welch algorithm to perform
interleaved RS decoding directly). In our case uniqueness is shown in the probabilistic
sense.

As a result let M;..... M- E* be a solution of the system (*) computable by
standard linear algebra using the sub-system of (*) suggested in the proof of theorem

72. The output of the algorithm is the tuple of polynomials

(M;(2)/E™(2)..... M*(x)] E*(z))
The following theorem is an immediate result of the above exposition:

Theorem 73 Suppose that k is the message rate and ¢ is the error-rate, with x.¢ €
Q*. Then. our decoding algorithm succeeds with probability at least (1 — n';—,’)(l -
e'%{'::—;z"). where T is a constant of Q% that satisfies x < T <1 — €.

Examples. As an example consider a message-rate of 1/4. and an error-rate of 5/8
(which is non-correctable by the known decoding algorithms. e.g. the [GS98}-method
would work for error-rates of up to 1/2 — given that the message-rate is 1/4). Now
if we set 7 = 5/16 and we use the interleaved schema for r = 11 with alphabets
L = GF(28) = GF(2"% and ¥’ = GF(2%) = GF(29), it follows that the probability
of success is (1 — 12%?-)(1 —e~17) (in the NBSC model). For block-length of n = 4992.
it follows that the success probability equals approximately (1 — 2738)2.

Practical Example: We remark that when the NBSC channel model is extended
to assure an upper bound on the number of errors, we can eliminate the need of the

Chernoff bound analysis part. This implies a simplified probabilistic analysis and

assures that the method applies to smaller codewords (note that such bounds on the
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number of errors are typical in the analysis of many decoding algorithms). Then,
using the same message-rate and error-rate as above. we can apply a block-length of
n = 64 with a bound on number of errors which equals to 40 (that is non-correctable
by the known decoding algorithms. e.g. the [GS98}-method works up to 32 errors).
The decoding algorithm for interleaved RS-codes with alphabet © = G F(2*°) and

¥ = GF(2%) will be successful with probability at least 1 — 2=+,

6.2 Hardness vs. Self-Reducibility in Decoding
Problems

Random self-reducible problems have important applications in Computational Com-
plexity. Cryptography and Program Testing and Checking. For example. an early ap-
plication was by Blum and Micali {BM84] who employed it in their work on pseudoran-
dom generation. while further applications include program self-correcting [BLR90].
Random self-reducibility of concrete problems. e.g. the Permanent. [Lip91]. or of lat-
tice related problems. [Ajt96]. has led to significant advances in computational com-
plexity. Many structural properties of randomly self-reducible problems have been
investigated as well, for example lower bounds on such problems were investigated in
[FKN90]. Continuing this line of research and considering extended formulations such
as multiple query self-reducibility and adaptive and non-adaptive queries. Feigenbaum
and Fortnow [FF93] showed that complete problems in the polynomial hierarchy are
most likely non-randomly self-reducible. Later, [FFLS94], Feigenbaum et al. showed
that adaptiveness of the queries yields, a strictly more powerful formulation of random
self-reducibility.

Many of the natural computational problems (e.g., the discrete logarithm function
and the modular square-root relation) exhibit a property called “partial random self-

reducibility” a notion which was formally introduced and investigated in [FKN90].
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Partial random self-reducibility (which is a generalization of random self-reducibility)
is more often exhibited by natural computational problems. It is defined over what is
called ~orbits™ which are sub-domains obtained by an “orbit-division™ of the problem’s
instance space (e.g. when fixing the prime and the generator in the discrete logarithm
problem or when fixing a modulus in the modular square-root problem).

In this section. we will investigate tradeoffs between partial random self-redu-
cibility and computational hardness of a set of problems in the area of decoding linear
error-correcting codes. Establishing mutual exclusive conditions within the realm of
these problems is important. The fact that random-self reducibility and hardness can
be mutually exclusive may be an interesting direction in understanding the power of
randomization. the limitation on sampling or as a way to look for avenues by which
to establish efficient (randomized) algorithms for these problems or problems of a
similar structure.

We shall start with a general treatment of orbit divisions in order to obtain prelimi-
nary insight. We note. in fact. that (supposedly) intractable problems (e.g. problems
related to satisfiability) possess orbit-divisions for which they cannot be randomly
self-reducible unless some complexity assumptions is violated. On the other hand.
it is easy to see that any polynomial-time computable function is trivially random
self-reducible for any orbit-division. We note that orbit-divisions for a function f can
either be “input-defined” (i.e. the orbit into which an element r belongs to depends
on some easily computable property of r) or “output-defined” (i.e. the orbit into
which an element r belongs to depends also on some easily computable property of
f(x)).

Since our goal is to deal with problems that are assumed to be hard and trade
hardness against random self-reduction we introduce the notion of a hardcore orbit-
division (where given r. if the orbit that r belongs to can be identified. then f(r)

is easily computable). Hardcore orbit-divisions possess a natural associated measure
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which we call the saturation factor: the number of random samples from an orbit
that we need in order to determine the orbit index (name) efficiently. and thus solve
the problem.

Functions that are partially random self-reducible over a hardcore orbit-division
have been widely used in Cryptography where we observe that (under the underlying
complexity assumption) it should hold that the saturation factor is in fact at least
super-polynomial in the input size. (As an example consider trying to solve the
quadratic residuosity problem: Indeed. given an input we can sample polynomially
many random elements with the same residuosity in polynomial time. vet under the
quadratic residuosity assumption, solving it should be hard). Complementing the
above. we show that a polynomial saturation factor for a hardcore orbit-division of a
presumably hard function implies lack of partial random-self-reducibility.

With the above relations established. we proceed with our central investiga-
tion. that of “Linear Codes Decoding” problem and specific instantiations thereof
(namely. Reed-Solomon decoding). Problems of random linear code decoding and
Reed-Solomon decoding have been suggested for usage as a hard cryptographic prob-
lem [McE78. NP99. KYOlc, KY02]. The problem of General Linear Codes decoding
has been studied extensively and has been shown to be NP-Hard for various chal-
lenges. see e.g. [Bar98]. The Decoding Problem of Reed-Solomon Codes (aka Poly-
nomial Reconstruction — PR) has also been studied extensively, and the problem
is not known to be solvable in better than exponential time if the error-rate ¢ be-
comes larger than 1 — \/k where & is the message-rate. [Sud97, GS98]. Previous work
considered the problem in the worst-case. Some challenges related to a Polynomial
Reconstruction instance have been shown NP-Hard. [GRS93].

Our investigation shows that these problems possess hardcore orbit-divisions for
which the following properties are mutually exclusive: Either the problems are NOT

partially random-self reducible or they are polynomial-time solvable with very high
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probability. (Note that our challenges are over a large finite field. and have instance
parameters for which currently there do not exist efficient decoding algorithms). Our
arguments follow a probabilistic algorithm over the sample. which our analysis shows
to solve most instances in the space of challenges.

Regarding the saturation factor (number of needed samples), we show that in the
case of RS-codes the saturation factor of the hardcore orbit-division we consider is
constant, whereas in the case of general (e.g. Random) Linear Codes the upper bound
on the saturation factor is linear.

Notation. Denote by (n), := n(n —1)...(n — k + 1). and if A is a set denote by
(1)« the set of all A-tuples over A without repetitions. Let Pow,(.1) denote the set

of all subsets of A of size ¢.
Partial Random Self-Reductions

The notion we use, partial random self-reducibility with orbits. was first introduced
by Feigenbaum, Kannan. and Nisan [FKN90|.

Let D.R be sets of strings. Denote by [D], the subset of D that contains all
strings of size n. Given two sets with A C B we say that [A], is negligible w.r.t.
[Bln, if #[A]./#([B]. is a negligible function in n. A function f : D — R is called
length-preserving if Ip € Z[z]s.t. £ € [D], implies that f(z) € [R]. where n’ < p(n).

Definition 74 Let f : D — R be a length preserving function. An orbit-division of
the instance space D is a collection of sets {[D*|n}icanmen so that: (i) Uiea [D']n =
[Dln for all n: (ii) the set [D'),N[D?], fori # j is negligible (w.r.t. [D],). (iii) given
i € A and 1™ the set [D'], is polynomial-time samplable. (iv) given r. f(r) then an

inder i € A, s.t. z € [D"),, can be computed in polynomial-time.

Given a z € [D], suppose that i € 4, is such that r € [D'],. We define O(z) =

[D*]a to be the orbit of r. Note that for some elements no unique orbit is defined (but
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due to property (ii) above the number of these elements of is very small).

Definition 75 4 length preserving function f : D — R is partial random self-
reducible (p-rsr) w.r.t. the orbit-division {[D']|.}ica.men if there erist two poly-time

computable functions o.o. so that
i. flxy=o(z.r.f(a(r.z))) forallre D.re {0,1}4+0,

ii. if r is uniformly distributed over {0.1}9=) then o(r.r) is statistically indistin-

guishable from the uniform distribution over O(.r).

Note that we make no assumptions on how o operates if the given instance r
belongs to the intersection of two or more orbits. Since the intersection of two orbits

is a negligible set w.r.t. the instance space for a certain length n. such an event is

rare.

aaaan
aEE=®
OO0

Figure 6.4: Orbit Division of the instance space, and the randomization of an instance
to its orbit, in a partial random self-reduction.

Examples. (i) Consider the discrete-logarithm function f(¢g* mod p. g, p) = z. where
P =29+ 1. g is an element of Z; of degree q. It follows easily that f is p-rsr
w.r.t. the orbit-division {{(¢* mod p,g.p) | g, r}}pe4 where A is the set of all n-bit
primes with the property p = 2q + 1 for some other prime ¢: indeed it is easy to
verify that if o(r|r’, (¢° mod p, g,p)) := (¢°* mod p,g"".p) and o({v.g,p).r|r'.r') :=
(£'r")r~'(modgq). then ¢.c show that f is p-rsr.
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(i1) Consider the square root function f over the set of residues modulo a composite
V. with f(a mod .V..V) equal to the set of all square roots of a mod .V in Z%;. The
function is a p-rsr with each orbit having a fixed .V: the randomization for ¢ mod .V
is by selecting a random r € Z3; and computing r? - a(mod.V). If ¢ is a square root
of r’a mod .V then it holds that r~!t is a square root of the given input a mod .V.
The following proposition asserts that polynomial-time computable functions ac-
cept partial random self-reductions in a trivial manner (this is merely due to the

power of the reduction).

Proposition 76 Any polynomial time computable function f is p-rsr w.r.t. any

orbit-division.
P-RSRs and Satisfiability

To illustrate further the perspective of the present work we present some results on
hardness — self-reducibility tradeoffs in satisfiability related problems. These results
extend the work of [FKN90] who presented some similar results (but for the stronger
notion of ~l-sided” partial random self-reductions. where the randomizer function ¢
is assumed to be “membership preserving”).

For a certain set S5 denote by \gs its characteristic function. In this section we
denote by y 37 the function that given an unsatisfiable formula returns *17, otherwise
(if the input formula is satisfiable) it returns “0”. Similarly we denote yqpr the

function that given a quantified boolean formula it returns *1” if and only if it is

true.
Theorem 77 There erist orbit-divisions for which if xgzr is p-rsr then NP = coNP.

Proof. Suppose that the orbit-division of the instance space is such that if X € [D'],
then X is of length n and i is the first half of X. Suppose that g5 is p-rsr w.r.t.

this orbit division. Consider the following NP-machine:
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Given X:

1. Construct} = .\’% AuAuA (padding), where u is a literal that does not appear
in the first half of X" and padding denotes a formula of appropriate length (so that ¥
is of length n).

2. Guess r.

3. Compute o(r. X).

1. If o(r. \') = Y then output o(X.r.l) else output 0.

Claim. The NP-machine above will accept (i.e. output 1) if and only if X € SAT.

First. suppose that X € SAT. It holds that Y as constructed in the NP-machine
it belongs in the same orbit as X. By the definition of the p-rsr o.c there exists at
least one r s.t. g(r. X) =Y. Such an r will be guessed in step 2 of the NP-machine.
We know by the construction of ¥ that ys37(Y) = 1. Second. since by the definition
of ¢ it holds that o(X.r.1) = 1. As a result the NP-machine above will output 1. for
at least one of its guesses for r.

Now suppose that X & SAT. Then the NP-machine above should output =0"
independently of guessed r. If r is such that o(r. X) # Y then this is immediate
from step 4 of the NP-machine. On the other hand. if o(r. X) = Y. we know by
the construction of Y that ygzr(}Y) = 1 and by the properties of o it holds that
o(X,r.1) = 0. As a result the NP-machine will output 0. also for any guesses r for

which it holds that o(r, X) =Y. [

It is possible to extend the techniques employed in the above theorem to quantified

boolean formulas to obtain the following result:

Theorem 78 There exists orbit-divisions for which if xqer is p-rsr it holds that
NP = PSPACE.
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6.2.1 Hardcore Orbit Divisions and Saturation

[n this section we introduce a central concept in our methodology. the notion of
a hardcore orbit-division: informally. in a hardcore orbit-division. if we know the
orbit into which a certain instance r belongs to. then we can compute efficiently the

evaluation of the function f over r.

Definition 79 An orbit-division {[D'|.}ica.men of D is hardcore for the function
f : D — R if there is a computable function v so that f(r) = w(i.x) for all | €
A.n € N and r € [D],.

Hardcore orbit-divisions arise naturally in many settings.

A “direct” hardcore orbit-division for a function f: D — R can be immediately
obtained by grouping instances according to their evaluation f(r): {r € D | f(r) =
y}ser- As an example consider the quadratic residuosity predicate function ygr :
Jv — {-1.1} where Jy denotes the set of Jacobi symbol +1 elements of Z%: the
function is defined as follows: yggr(zr) = 1l iff  is a quadratic-residue modulo .V.
Consider the orbit-division A_;, A, of Jx where 4, contains exactly those elements of
J v that are quadratic-residues modulo V. It is easy to see that {4;};c(-1.1} constitutes
an orbit-division. Additionally, it is immediate that the orbit-division {4;}ie(~1.1} is
hardcore for ygr.

Dresumably hard functions that are partially random-self reducible w.r.t. a hard-
core orbit-division (such as the yggr function) have many applications in Cryptogra-
phy.

An important measure for a (hardcore) orbit-division is the saturation factor that

we introduce next:

Definition 80 The saturation factor p(n) of a (hardcore) orbit-division {[D'].}ic

is an upper bound (quantified over all orbits) of the number of random samples that
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we need from some orbit [D'], in order to compute i efficiently. Formally, p(n) has
the property that there erists a PPT A that runs in time polynomial in n.p(n) s.t.
for any i € A, the probability Prob{A(z;..... Iyn)) =i =1—¢€(n.p(n)) where e is a

negligible function and r,..... Iyn) are uniformly distributed over [D'],.

Next we reveal the connection between the saturation factor of a hardcore orbit-

division and partial random self-reducibility of a function.

Theorem 81 [f for a certain function f and an orbit-division that is hardcore for f
it holds that the saturation factor is polynomial in the input size n. then. eractly one
of the following is true:

(i) either f is computable in probabilistic polynomial time in n (for most instances in
its domain), or

(it) f is NOT partially random self-reducible w.r.t. the orbit-division.

Proof. Suppose that f : D — R is partially random self-reducible w.r.t. the hardcore
orbit division {[D'].}icamen. Let 0.0 the two computable functions for the partial
random self-reduction of f and p(n) be the saturation factor of the orbit-division
which is polynomial in n. Given r € [D], with very high probability it belongs to a
unique orbit O(z) (property (ii) of definition 74). For ry..... ro(n) random bitstrings
we compute the instances r;, = o(r.z)..... Z,n) = O(Tyn).I). By the properties
of o it holds that zy,....z,s) are uniformly distributed in O(z). Since p(n) is the
saturation factor of the orbit-division. it holds that given p(n) samples from O(z) we
can compute ¢ € A, s.t. O(r) = [D'].. It follows that because the orbit-division is

hardcore. given ¢, r we compute in probabilistic polynomial-time f(z). [

Note that if the saturation factor for a hardcore orbit-division of a function is 1

then it is immediate that the function is computable in polynomial-time. On the other
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hand for presumably hard functions (such as yggr above) that are partially random-
self reducible w.r.t. a hardcore orbit-division, it holds that the saturation factor
should be superpolynomial in n (otherwise using the partial random self-reducibility
over the hardcore orbit-division one would be capable of computing the function in
polynomial time):
Fact 1. Under the Quadratic Residuosity Assumption [GMS84]. the direct hardcore
orbit-division for yggr defined above has superpolynomial saturation factor.

The above remarks suggest a natural connection between the size of the saturation
factor for hardcore orbit-divisions and the hardness and self-reducibility of a certain

function.

6.2.2 Hardness vs. Self-reducibility in Decoding Linear
Codes

A linear code is defined by a generator matrix A € F***, with n > k. The codeword
of a message m € F* is defined as ¢ = A-m. In our setting, we consider the decoding
problem over a large finite field where log |F| is proportional to n. The decoding

problem we consider is defined as follows:

Definition 82 (LC-DECODING) For a fized linear code A. given a ¢ € F* so that
there erists a m € F* so that A - m agrees with c in at least t positions. recover all

(m.[).s.t. (A-m);=(c); foralli el and || >t.

We denote the set of all instances ¢ with parameters n. k.t by G, , (where it
assumed that n > ¢ > k). The function that corresponds to LC-DECODING is defined
as follows: Fj.. : g;;{,c', — F* maps instances c to one of their possible solutions (m, ).
Note that Fy. is well defined only if there is a unique solution.

We note that the above definition of Decoding is essentially a “promise™ version of

the typical list-decoding problem where we are given the assurance that the number
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of errors is bounded above by n —t. Typically. we will consider constant “message-
rate” and ~error-rate . i.e. k:= xn and t := tn for some x.T € QF where x denotes

the message-rate and 1 — 7 denotes the error-rate (note: x < 7).
Structure of the Instance Space

Let G, () denote the subset of G}, , so that every instance ¢ has a solution of the
form (m. /). It is clear that G}, = Ujn=.G:..(]).

We consider linear codes that satisfy the following property: any k-minor of the
matrix A is non-singular. This property is typically satisfied in many concrete ex-
amples of linear codes (e.g. Reed-Solomon codes) and moreover it is satisfied by a
random linear code with very high probability when the underlying finite field is large
(in particular for a certain random linear code A it is satisfied with probability at

least 1 — r;.—‘).

Lemma 83 Suppose that log|F| > 2n. Then it holds.

(i) The number of elements of G}, , can be approrimated (within negligible error) by
(?)IF‘n-k“-

(ii) The ratio of the number of instances in G2, , with more than one solution. over

#G1. . is less than 27",

Proof. (i) For any I C {l.....n} with [I| = t it holds that #G2, ,(I) = |F|*~**k.
This is straightforward since n — t + k are exactly the degrees of freedom that each
element of G:', ,(I) has.

Clearly if an instance ¢ € G2, , has two distinct solutions (m;./;) and (m,, [,).
it holds that ¢ € G2, () N G2, ,([;). To determine the likelihood that a given
PR-instance has a single solution or more, the following observation is helpful:

(a) Forall I, I, C {l1.....n}, with [[}| = |[3] = t. [ # [, it holds that #(G:, (/)N
Giri(f2)) < |FPte-t,
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(b) The total number of instances in G}, , that have more than one solution is less
than (‘)'|lF|"“+k“.
Proof of (a). Let |[[,N[,| = m: note that m € {0..... t—1}. Clearly the ~free” (noise)
points contribute |F|*~2**™ choices. [t remains to find the number of choices due to
the coordinates of c that correspond to the positions indexed by I, U [,. The first
solution contributes |F|* choices. whereas the second solution. if m < k. it contributes
|F*=™. If m > k no second solution is feasible. So we have two cases: m < k. where
#(G3e 1) N G (1) = [F"2+2% and m > k. where #(G3, (1) N G3, (1)) =
[Fin—2¢+m+k with m € {k..... t — 1}. As a result. independently of the choice of
Lol #(G (L) NG (1) < [FIP=t*5-! (recall that ¢ > k).
Proof of (b). it follows easily from the fact that the set of all instances of G;}, , that
have more than one solution is a subset of Uy, 1,G3, (1) NG, (I2).

The following observation compares the number of elements of G2, , and G}, ,(I)
and in combination with the previous observation. it provides an estimate to the
number of elements of G}, :

Suppose log |F| > 3n. For any I C {l,.... n}. |I] = t. it holds that (7) — 27" <

t
#07k n
#or.n = ()
(proof) By definition it holds that G, , = Uj=G2, .(I). It follows from lemma that
#G () = #G2, (') for all [.I'. Now fix some [ C {l..... n}. || = ¢t. It follows

that,
(7) #6200 = X #6200 NG < #6240, < (| )#620tD)
L#L

Next using the upper bound on Zh;élz #(G1e () N Sake(l2)) that follows from
lemma, it follows that (using the facts log |F| > 3n. (}) < 27)

(1) #GeD) < #G k()
|F] o

3 #GALAMNGE, (R) <

h#h
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It follows that

((’;) - %)#gik,,m S #Gh. < (,) #G k)

which completes the proof of item (1).
(ii) Now. it holds that ((}) — 27")(|F)a|F|*~*** < #Snke < (3)(|F])a|F|—t*5.

The number of PR-instances of S, x. with more than one solution is less than

(7) cmpnpEp=eest

(from observation (b) above). It follows that the ratic is less than
n\? /n
—H-ny—-1 -1 H=n

[t is an immediate corollary from the above lemma that any PPT which samples

the uniform distribution over G}, , will select an instance c that has a unique solution
with overwhelming probability 1 —2~". Consequently any instance ¢ € G;}, , uniquely
defines a solution m € F* (with overwhelming probability). As a result Fj,. is well-

defined for most of the instances of G, s (i.e. Fy has a unique output).

Proposition 84 The collection {G}, (1)} i1=: is @ hardcore orbit-division of the in-

stance space g,-:,,,t of the function Fy...
Hardness vs. Self-Reducibility in LC-DECODING

In this section we establish the fact that LC-DECODING is either solvable in prob-
abilistic polynomial-time with very high probability or it is NOT partially random
self-reducible w.r.t. the orbit-division {g;;“k',([ Yhn=e- This result is based on the
following main theorem that states that the saturation factor of the hardcore orbit-

division {g;}.,,.,(l )hi=t for Fy. is linear in the instance size n.
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Theorem 85 The saturation factor of the orbit-division {G}, (I)}in= is at most

[(%£ + a)n]. where a € R*.

The proof of the theorem is described in the remaining of this section. Let
Cle---- c, be uniformly distributed elements of the orbit G, (/) (p is to be deter-
mined later). Notice that each ¢;,....c, is an instance of LC-DECODING with the

same error-pattern. Consider the following (n x p)-matrix

(G
C={c e ... ¢
bl

Here. we introduce the following probabilistic procedure that given the elements

C1,....C,, recovers k indices of the index-solution-set (the recovery of all ¢t indices of

[ follows immediately).
Find(C)
Choose p rows of C at random to form square matrix M;
define row(l},.... row(p] to be the indices of the selected rows.
if det(M) = 0 call Solve(M ):halt: else return(fail);
Solve( M)
for i=1 to k do
Perform Gaussian Elimination in M;
If the j-th row of M gets nullified set sol[i] = row(j];
Swap the j-th row with the i-th row of M; swap(row(i], row(j});
output (sol[l}],..., sol[k])

First we compute the probability that the sub-procedure Find will actually find
a minor M of C that contains at least £ + 1 rows whose index belongs to I. This
is possible because the number of “good” rows of M (those with row(i] € I) when
selecting rows at random from C to form the minor M follows the hypergeometric
distribution (this is because selection is done “without replacement™); if p is large
enough the probability that less than k+1 good rows will be selected can be expressed

using the Chvatal tail bounds for the hypergeometric distribution [Chv79).
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Lemma 86 Given thatp > % the procedure Find will form a minor M that contains

at least k + 1 of the good rows with probability 1 — e =50,

Proof. Denote by A the number of rows of the selected minor M that belong in
I. The random variable A follows a hypergeometric distribution with initial success
probability ¢/n. We apply the Chvatal bound for the right tail of the hypergeometric
distribution: for any € > 0, Prob[\ < (t/n — €)p] < 2™, Let € := z— f: note
that € > 0 by the condition on p. Then it holds that Prob[\ < k] < e72'%. Asa
result we deduce that the probability that Find will call Solve is Prob[A > k + 1] =

l —Prob{A < k] =1 —e"2%m, [

One can show that a minor M that contains & + | good rows is singular. This
is because at least one of these rows can be written as a linear combination of the
remaining k. Next. we need to show that any row in .M that is not among the good
rows (i.e. with row(i] € I') can be expressed as a linear combination of the remaining
rows with very small probability. This ensures that the procedure Solve will discover

all good rows, provided that the given minor M contains k + 1 of the good rows.

Lemma 87 Assume that p > k. The probability that a row i of the minor M with

row(t] € I can be erpressed as a linear combination of the remaining rows of M is at

most 1/|F|.

Proof. The probability is taken over all possible choices of the instances c,....,c,
from G}, ,(I). Suppose we select a minor M of the matrix C defined by the rows
row(l],...,row[p] and there is an i € {1,...,p} with row[i] € I s.t. the i-th row of
M can be written as a linear combination of the remaining rows. This can happen

with probability at most 1/|F]| since the i-th row is uniformly distributed over F*. B

As a consequence of the above lemma a row i of M is nullified only if it is among

those with row(i] € I (with overwhelming probability). As a result the sub-procedure
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Solve will recover I with overwhelming probability (provided that M contains k + 1
good rows).

Now observe that if & := sn and t := rn and p = [(£ + a)n] it follows that
2(% - %)zp = O(n) and as a result the probability stated in lemma 86 is negligible
in n. This completes the proof of theorem 83, since we have shown that / can be
recovered in probabilistic polynomial-time provided that p = [(£ + a)n]. |

Because of theorem 35 we can show:

Theorem 88 The function Fy.. that corresponds to the LC-DECODING problem with
parameters [n.k := kn.t := Tn|. is either
(i) polynomial-time solvable (for most instances of G}, ,), or.

(tt) NOT p-rsr with respect to the orbit-division {Gn x.([)}11=:.

6.2.3 Saturation in the Polynomial Reconstruction Problem

In this section we concentrate on the decoding problem of Reed-Solomon codes. Al-
though our generic results we presented in the previous section apply to the specific
case of RS-decoding, here we demonstrate that in RS-Codes decoding the saturation
factor of the hardcore orbit-division defined in section 6.2.2 is in fact constant. Recall

the definition of the PR problem:

Definition 89 Polynomial Reconstruction (PR). Given n,k,t and {{z;, y:)}%,
with z;, # z; for i # j, output all (p(z),I) such that p € Flz], degree(p) < k.
[ C{l,....n}, |I| >t and Vi € [(p(z:) = y;) (note that we assume that at least one

solution erists, i.e. there is a promise that the number of “errors” is less than n —t).

The instance space is denoted by S,i: and contains sets of pairs {(z;, y:i)}x,

as defined above. The decoding function is denoted by FRS and maps instances

X € Snk: to a polynomial solution p. Again, F, RS is well defined only in the case

dec

there exists a unique solution.
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PR, interpreted as a coding theoretic problem asks for all messages that agree with
at least ¢ positions of the received corrupted codeword. When ¢ > 22£ then PR[n.k. ¢|
has at most one solution and it can be found with the algorithm of Berlekamp and
Welch [BW386] (% is the error-correction bound of the Reed-Solomon codes). When
t is beyond the error-correction bound then having more than one solution is possible.
Sudan proposed an algorithm that solves the PR beyond the error-correction bound
when ¢ > 2kn in [Sud97] and later in [GS98]. Guruswami and Sudan presented
an algorithm that solves the PR for ¢t > Vkn. In [GRS95] it was shown that when

t > Vkn the number of solutions is bounded by a polynomial.
Structure of the Instance Space

Let I C {l..... n} with || = t. For some fixed. pairwise different z;.....z,, we
denote by S,(/) the subset of S .. so that for any X € S,4.(/) it holds that
X := {{zi,4:)}", has a solution of the form (p, I).

Proposition 90 (i} The collection {Snr.(I)}1j=: is a hardcore orbit-division of the

instance space Sn ;.

(it} A random instance over S, . has a unique solution with probability at least 1 —

2-", provided that log |F|] > 2n.

Item (ii) suggests that ijf is well defined for most instances of S, .

An immediate corollary of theorem 88 is the following:

Corollary 91 The function FER which corresponds to the PR problem, with param-
eters [n,k := Kn.t := Tn|, is either
(i) polynomial-time solvable (for most instances S, x:), or.

(it) NOT p-rsr with respect to the orbit-division {Spk.:([)}i1=e-
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Hardcore Orbit Divisions in PR with Constant Saturation

RS-codes. we can show a much stronger result with respect to the saturation factor

of the hardcore orbit-division:

Theorem 92 The saturation factor of the orbit-division {Snr.([)}=: is at most

[a=Z].
Proof. Let X;...... X, be randomly distributed over Sp . (). Set X, = {(zi, yie) }7e,
for £ =1..... p. We will determine a value for p that allows us to recover [. Define

the following matrix £. whered =t —k —~l,and m=p(t —k - 1)+ ¢ —1:

yir 2w oo Sy |- ne e oo sl | Lo o0 T
e | vt o Hyaa |- | Y2r T2Y2e oo Y2l ono.. M
Ynd Za¥nd - ZAYni | oo | Yne Za¥nr cor Z3Ynr |1 za ... ZETIH
&Xx,..... X, ] is of dimensions n x m. Consider the following algorithm:
Find(&)
Choose m rows of the matrix to form square matrix M:
define row(l]..... row[m] to be the indices of the selected rows.
if Det(M) = 0 call Solve(M);halt; else return(fail)
Solve( M)

for i=1 to t do

Perform Gaussian Elimination in M

If the j-th row of M gets nullified set sol[i] = row(j];

Swap the j-th row with the i-th row of M; swap(row(i], row(j});
output (sol[l}],...,sol[t])

With similar arguments as in lemma 86. we show

74 the procedure Find

Lemma 93 Given thatn >t > k+ 1 and p > (} — 1)

¢
t—
will form a minor M that contains at least t of the good rows with probability 1 —

e—2(§—%)2m .
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Proof. Denote by A the number of rows selected by Find that belong in /. The random
variable A follows a hypergeometric distribution with initial success probability ¢/n.
We apply the Chvatal bound for the right tail of the hypergeometric distribution:
for any € > 0, Prob[) < (t/n — ¢)m] < e72™. Let ¢ := L — =1 then it holds that
Prob[) <t — 1] < e '™, As a result we deduce that the probability that Find will
call Solveis Prob[A > ¢ =1 — Prob[A <t —1] =1 — e~2m, |

One can show that a minor M of £ that contains ¢ of the good rows will be
singular. This is because each one of the good rows in the matrix £ is of the form
(Pi(zi)s. ... Pn(z)) where Py, .... P,, are polynomials of degree at most ¢t — 2.

Next with similar arguments as in lemma 87 one can show that in such a minor M,
the probability that a certain row. that is not among the good ones, can be written

as a linear combination of the remaining rows is less than 1/|F]|.

Now if k := kn. t := tn and p = [al=Z] for some a > 1. Then, it follows that the

probability in lemma 93 is of the form | — Be™" for some constants B.c € R. The

proof of theorem 92 follows. a
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Chapter 7

Future Work and Directions

Polynomial reconstruction based Cryptography constitutes a novel paradigm for the
exploitation of Decoding Problems of families of Codes in the cryptographic setting.
The results of this thesis suggest that the problem of Polynomial Reconstruction, the
Decoding Problem of Reed-Solomon codes, is robust in the cryptographic sense under
the related decisional Assumption.

We provided various different venues over which this novel intractability assump-
tion yielded primitives and protocols with unique properties and applications. includ-
ing a probabilistic one-way function with strong concealment properties, commitment
schemes with sublinear decommitment witness. stateful cryptosystems, and secure
games with polynomial expressions. Also we have investigated the solvability of the
Multisample Polynomial Reconstruction, and pointed to its equivalence to the Decod-
ing Problem of Interleaved Reed-Solomon Codes. Finally we discovered interesting
hardness/self-reducibility tradeoffs in Decoding Problems and we introduced various
new notions for characterizing such tradeoffs in computational complexity problems,
such as the notion of hardcore orbit-divisions and the notion of the saturation factor.

There are several directions for future research that are spawned from this thesis.

Below we summarize the most important ones:

149
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e Investigation of Polynomial Reconstruction Based Cryptography from a practi-

cal viewpoint: concrete implementation and experimentation with parameters.

e Polynomial Reconstruction as an intractability assumption has many natural
applications in cases where cryptographic-kevs are ~fuzzy™ (i.e. the same key
should be allowed to be slightly different from time to time). This in turn,
has a major application in the biometric extraction of cryptographic keys. Qur
results can provide a formal security foundation for such constructions. and it

is an interesting research direction to investigate these interrelations further.

e Considering other codes instead of Reed-Solomon from a cryptographic hardness
perspective; examples of codes that can be considered next include Chinese

Remaindering Codes and Algebraic Geometric Codes. such as Goppa codes.

e Novel protocol constructions based on Polynomial Reconstruction. To this effect
we present in the next section an outline for building a key-exchange protocol

based solely on Polynomial Reconstruction.

7.1 A model for Key-Exchange Using PR

Modern Cryptography started with Diffie and Hellman’'s fundamental concept of
~Asymmetric Cryptography” (aka Public-Key Cryptography) [DH76]. It enables two
entities that have never met before to start secure communication. In particular,
Asymmetric Cryptography enables the entities to establish a common secure key
(which the eavesdroppers cannot get in spite of the fact that the transcript of the
entire interaction is public). The key exchange can be done via a specialized protocol
(at the end of which the parties agree on a secret value) or via a public-key scheme
where one of the parties publishes a public-key cryptosystem that the other party

uses to encrypt the common key with. Another introduction of this basic notion was
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Merkle's puzzles [Mer78] (that achieved only a polvnomial work differential between
the two entities and the eavesdroppers). As was noted in these seminal papers. the
security of Asvmmetric Cryptography. being based on publicly available transcripts.
relies on computational complexity and the inability of the eavesdroppers to solve a
hard problem (thus, in some sense this field can be viewed as “the applied side of
computational complexity™).

Following the above seminal works. the last 25 years led to only a handful of ba-
sic mathematical techniques which led themselves to the construction of asymmetric
cryptographic methods. Methods based on the index calculus method (discrete log-
arithm) over a finite group [DH76] (later generalized to other groups such as groups
over elliptic curves and recently over non-abelian groups) were introduced. Other
methods based on the intractability of factoring have been designed starting from
the works of [ARS78. Rab79, GM84] (while another early family of knapsack-based
solutions. was later found to be tractable). Other schemes are based on the hardness
of decoding random linear codes [McE78], polynomial equations [IM85] and on lattice
problems [AD97}.

Given this limited choice of mathematical infrastructure to base Asymmetric
Cryptography upon, finding novel mathematical techniques and assumptions that
can support it, is perhaps the central issue in modern Cryptography research.

Here we propose a variant of the polynomial reconstruction (PR) problem as a sole
base for key exchange. Variants of this problem has aiready been employed within
cryptographic protocols in other works beyond this thesis, (e.g. [NP99], however, not
by themselves, but rather on top of Oblivious Transfer channels).

Key exchange protocols have been using one of the following paradigms:

1. The generic Merkle puzzle paradigm based on a set of moderately hard prob-

lems; however this “generic” method exhibits only a polynomial difference be-
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tween the attacker and the legal parties.

2. Public-Key Cryptosystem based. where a problem has a secret “trapdoor™ in-

formation, however note that for the PR problem no trapdoor is known.

3. The Diffie-Hellman key exchange paradigm. where one employs the commuta-
tivity of multiplication of preimages of a one-way function, however no commu-

tativity is present in the PR problem as is.

Our goal is to present a protocol for key exchange where the eavesdropper has
to work exponentially (or at least super polynomially) in the work of the users. thus
paradigm | does not apply. Now, since our underlying problem does not have a
structure which allows one of paradigms 2 or 3 to work. we needed a new paradigm.

Our paradigm includes the following steps:

e Each party commits to a random set encoded within a public structure which

hides “exponentially many subsets.”

e Each party generates a “surface” based on its own subset. Each party. then,
projects its surface on the structure (all potential subsets) of the other party.

Subsequently it partially randomizes this projection.

e The parties exchange these partially randomized projections. Based on the re-
ceived projection and the actual random set each party employs error-correcting

techniques to recover the common key.

While computing on the two projections is, in fact, not commutative, their eval-
uations along a specific curve generates a computation which is commutative with
respect to a common point on the curve. The limited commutativity is generated
by the algebraic structure of the set encoding in a PR instance will potentially allow

overcoming the obstacle that the PR problem itself (as posed) has no commutative
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structure in it. This lack of commutativity in PR is in contrast with the Diffie Hellman

problem where exponentiation with two different values is commutative.

7.1.1 Preliminaries and Definitions

We recall some definitions that are useful in this section. An ensemble parameterized

by n € N is a collection of sets {A,}nen-

Definition 94 Two ensembles D and R parameterized by n € IN are called polynomial
time indistinguishable. if for any probabilistic polynomial-time predicate A it holds
that,

| Probxe,o[A(X) = 1] — Probx¢ r[A(X) =1] |

is a negligible function in n.

7.1.2 The Intractability Assumption

To simplify our exposition we will use pseudorandomness of PR-instances as our
intractability assumption in this section (see section 3.3). Let us start by recalling

the definition of the problem.

Definition 95 Polynomial Reconstruction (PR). Given n,k.t € IN and the

pairs {(z1.y1)s.--+(Zn, Yn)} . output all P(z) € F[z] such that degree(p) < k. and
P(z;) = y; for at least t distinct indices i € {1,...,n}.

Our first intractability assumption suggests that it is impossible to distinguish
between random sets of points and PR-instances for error-rates beyond what can be
decoded with the current knowledge for PR-solvability. We formalize our intractabil-
ity assumption below. Recall that the parameters [n. k, t] will be called sound for the
PR-problem if they satisfy ¢ < m , and the brute-force algorithm against PR

requires exponential time in n (see section 3.1.2)
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Assumption #1 with parameters [n, k. t]. Consider the following two ensembles:
Ry := { {{z0 )}y | 50 € F)

D, := {{(:,-.y,-)}:;l | eF. A |l|=t IPecFz).Yiel: P(=)= y,}

where the polynomial P in the ensemble D, is of the form P(z) = Zf__'_'; c,r’. We

assume that whenever the parameters [n, k. t] are sound, the two ensembles R;, D, are
indistinguishable for any probabilistic polynomial-time predicate.

Note that assumption #1 can be derived from the DPR assumption, see section
3.3.

Our second intractability assumption is defined in similar terms. but for bi-variate

polynomials. We start with the definition of the Polynomial Reconstruction problem

for bi-variate polynomials.

Definition 96 Bi-variate Polynomial Reconstruction (BPR). Given param-

eters n. d..dy € N and v € Q% with v < 1. and {{(z1.y1.q1)..... (zn+Yn.qn)} .
output all Q(r.y) € Flz,y] such that degree(Q.z) < d.,degree(Q.y) < d,, and
Q(zi,yi) = q; for at least yn distinct indicesi € {1.....n}.

The BPR problem is an extension of the univariate case and typically many decod-
ing approaches for PR can be extended to the bi-variate case. see e.g.[Sud97]. On the
other hand, there is not an explicitly stated bound for the solvability of the BPR with
the above formulation. so we will sketch briefly the main technique of [Sud97],[GS98]
(which is the strongest known decoding technique with respect to the error-rate it can
correct) and we will extend it to the case of BPR, to obtain a bound on the solvability
of BPR. Given a set of points {(zi,yi,¢)}~, and parameters d;,d,,vy we interpolate
a non-zero tri-variate polynomial Q’(z,y,s) of degrees d,,d,.d3 so that for any bi-

variate polynomial Q of degrees d;,d, that fits yn of the given points, it holds that
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Q'(r.y.Q(r.y)) is identically the 0-polynomial; this method will allow us to use poly-
nomial factorization to recover all possible solutions Q. Observe such a polynomial
@’ can be found by standard linear algebra, provided that (i) Q'(z:.yi.q;) = 0. for all
t=1..... n. (ii) (d) + dxd3)(d2 + dyd3) < 9n, and (iii) d,d2d3 > n. The condition (ii)
suggests that d,d; and (d3)*d.d, can be at most vn and since dyd,ds > n it should
hold that v > \’/Zt—l;dy—/r_z- where £ is some real constant greater equal to 1l (note
that we purposely adopt a worst-case approach for this analysis, since we are not
interested to solve BPR. but rather find an asymptotic lower bound in the solvability
of BPR. using the central ideas of [GS98]). We will call the parameters [n,d;.d,,7]
sound for the BPR problem if v < {/m and the brute-force approach against
BPR requires exponential time in n. Next we formalize our second intractability as-
sumption. that is an extension of assumption #1 for the case of bi-variate Polynomial

Reconstruction.

Assumption #2 with parameters [n,v,d,,d,]. Consider the following two ensem-

bles:
Ry := {{(:x’vyi,Qi)}?zl | zivyi.qi € ]F}
D, := {{(Z,‘,y,‘,q,‘)}:;l | zioyi €F. 3. |[|=9n, IQ € Flz.y], Vie [ : Q(zi.y:) = qi}

where the polynomial @ in the ensemble D; is of the form

ds “v

Qlz,y) =YD cipr'y’

=0 j'=0
We assume that whenever the parameters [n,v,d., d,] are sound, the two ensem-

bles Rz, D, are indistinguishable for any probabilistic polynomial-time predicate.

7.1.3 Owur Model: Two-Phase Key-Exchange

A two-phase key-exchange is defined by three probabilistic algorithms GEN, ACT,
GET.
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We give an informal description first. The public-key generation algorithm GEN.
on input 1* (where n is the security parameter) it outputs a tuple (X./.V"). The
public-portion is X where the parts [,V are kept secret (i.e. the constitute the
private-key). The space of public-keys for the security parameter n is subsumed in a
space .X,. Similarly the set of private-keys V' is contained in a space V,. We assume
that V, is a (say) multiplicative group w.r.t. some operation =.

The action algorithm ACT operates on a public-key X of some player and combines
it with the private information 7,V of the acting player. The output ¥ of the ACT
procedure is transmitted in the open from the acting player to the receiving player.
The set of actions is subsumed in a space V,. Finally the receiving player uses GET on
the action of another player together with his private-key and obtains the exchanged
key.

Let us now describe in more detail how the key exchanged is performed between
two players A, B. in two phases.
Phase I. Both A, B use the key-generation algorithm GEN to obtain their public and
private keys. In particular, player A obtains (X4, /4, V4) < GEN(1") and publishes
Xa. Player B, similarly, obtains (Xg, g, Vg) « GEN(1") and publishes Xg.
Phase II. Player A obtains the value Y; « ACT(Xg, V4) and transmits Y to player
B. Similarly, player B obtains the value Yg « ACT(X,,Vs) and transmits it to
player A.

Finally, each player uses GET to compute the common key V4 © V. In particular,

player A computes GET(Y5, /1) and player B computes GET(Y}, Ig).

Definition 97 (Correctness) The error probability of a two-phase key-exchange pro-
tocol GEN,ACT,GET, is defined as

Prob[GET(ACT (X4, Va), [4) # V4 @ Va]
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The probability is taken over the internal coin-tosses of ACT and GET, and all choices
(Xa.l4.V4) « GEN(1™) and (Xg.Ig.Vg) < GEN(1"). A key-exchange protocol is

correct if its error-probability is negligible in n.

Definition 98 (Security) A key-erchange protocol GEN.ACT,GET. is secure if the

following two ensembles are polynomial-time indistinguishable:
R={(X. XYY V)| XX eX, V.Y eV Ve Va}

D = {{ X4 X5.ACT(X5. Vi) ACT( Xy, V), Vs 2 Va) |
(X4, [4.V4) « GEN(1™). (X5. [5. V) « GEN(I")}

The abové definition suggests that protocol transcripts together with the shared
key they define, to be indistinguishable from truly random tuples. The modeling of
the definition follows the security formalization of the Diffie-Hellman Key-exchange
protocol that requires protocol transcripts and the shared key they define (g, g°. g**).
to be indistinguishable from truly random tuples of the form (g®. g%, g°) (which is the

Decisional Diffie Hellman Assumption).

7.1.4 Key-Exchange Protocol based on Polynomial Recon-
struction

In this section we define the key-exchange protocol based on Polynomial Reconstruc-
tion following the model of a two-phase key-exchange. In what follows we describe
the three probabilistic algorithms GEN, ACT and GET.

The security parameter of the protocol is n, and also we employ the parameters
k.t.d:, d,.y thought of as functions in n. Note that k,t.d;,d, € IN and y € Q*. F

denotes a large finite field. s.t. log|F| is polynomial related in n.

o The GEN,, function. Given 1™, GEN;, selects random z; e Ffori =1,...,n

and arandom [ C {1,...,n} with |I| = t. Then, it selects P € F[z] with degree
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less than k. and sets y; = P(z;) foralli € I. for all i ¢ [ a random y; € F is
selected. The output of GENg, is the tuple ({(z;.yi)}~,,[. P(0)). The general

space into which the public-keys are contained is

X, = {{(:i.yi}f‘=l | zi.y: € IF}

the space for the shared key is V,, := F. and obviously it is a group with respect

to multiplication (with 0 excluded).

o The ACT, 4,4, function. On input X := {(z.4:)}%, and a € F it operates as
follows: first it selects random J C {1,....n} of size |J| = yn. Then. it samples
a random polynomial Q € F{z. y] so that Q(z.y) = ey + Zj;l f.”;ol cj oy’
and sets q; = Q(z,.y;) for all ; € J. Then it selects all g; for j € J at random
from F. Finally it outputs ¢q..... gn. It follows that the general space of the

actions is

Yoi={{a-.an} | & € F}
Note that for convenience we will assume that the output of

ACT 4, a, ({(zi ¥i) }ict s V)
is the set of tuples {(z;, yi, q:) } ;-

e The GET function. Given Y = {(zi,yi,¢:)}%,, and [ the function GET parses
Y to collect the tuples {(zi,¢:)}icr- Subsequently it feeds these tuples to the
Guruswami-Sudan polynomial reconstruction algorithm ([GS98]) and collects all
polynomials returned by the algorithm of degree at most é := d.+(k—1)(d, —1)
that cover more than V8 points. If there is a single polynomial R as output,
GET returns R(0), otherwise GET returns fail.
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7.1.5 Complexity of the Key-Exchange Protocol

We assume generic implementations of the basic finite field operations: addition is
of complexity O(log |F|). and multiplication of complexity O((log |F|)?). We remark
that in many settings multiplication can be optimized further.
Phase I. An execution of the GEN,, function requires: (i) generation of 2n — ¢t + k
random elements of F: (ii) polvnomial evaluation of ¢ values of a polynomial of degree
less than k£ over F: each evaluation requires & multiplications (and additions) as
a result O(tk(log|F|)?). (iii) The size of each public-key is 2n elements of F, i.e.
O(n(log |FI)).
Phase II. An execution of the ACTy, 4, function requires: (i) The generation of
(d: — 1)(dy, — 1) random elements of F and the evaluation of the polynomial Q on n
points: each evaluation requires O(d.d,|(log |F|)?) time. In total the time required is
O(nd.dy(log |F|)?). The communication complexity of this phase [I is O(n log |F]).
Complexity of the GET function. It requires parsing the n elements to collect those
in the secret index-set. and the invocation of the GS-algorithm on a set of ¢ points
to recover all polynomials of degree at most § := d; + (k — 1)(d, — 1) that cover at
least V/t6 of the points. The time complexity of the GS-algorithm is deterministic
polynomial-time, for more details we refer to {Gur01].

We note that the overall time complexity of the exchange for each player is
O(t?logt + d.dyn) field operations and the overall communication is O(n) field ele-
ments. The size of the finite field log |F| does not interfere with the security of the

key-exchange and can be selected independently of the security parameter n.

7.1.6 Correctness of the Key-Exchange

In this section, we will argue that there exist specific choices of the parameters

k.t.dz,dy,v. so that the key-exchange protocol defined by GENg.,ACTq, 4, ~,GET
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in section 7.1.4 is correct according to definition 97.

Lemma 99 Assume that d. + (k — 1)(d, — 1) < ¥*t. Let (X.I.V) « GEN.(1"),
and Y = {(zi.yi. q)}y  ACT 4, 4, (X V7). where V' € F.

1. The set of points {(z;.q:)}.er contain a number of points of a polynomial R of
degree at most 6 = d, + (k — 1)(d, — 1) such that R(0) =V - V",

2. The probability that R is among the solutions reported by the Guruswami-Sudan

. - . (=R ey
algorithm when it is erecuted on {(=;,q;)}ier is at least | — ¢ AF a7 (1=~

3. The probability that the Guruswami-Sudan algorithm on input {(=.q;) }.er re-
ports a solution other than R is (JE)/IIFI‘/E“’

Proof. (1). Observe that the polynomial Q selected by ACT, 4,  is of degree d on the
first variable and of degree d, — 1 on the second variable. It follows immediately that
the points {(z,q:)}ier contain points of the polynomial R(r) = Q(z. P(z)). where
P(r) € Flz] is the polynomial of degree less than k that was selected by GEN,. The
polynomial R is of degree § = d. + (k — 1)(d, — 1) and it is easy to verify that since
Q(0,y) = V'y, it follows that R(0) = (Q(0), P(0)) = V - V' (since P(0) = V).

(2). Let h denote the number of points (z;, y;) of X for which it holds i € [ but i ¢ J
where J is the subset of size yn selected by ACT 4, 4, -(X. V).

Let B be some value s.t. 1 < B < 4t. First we show that,

[ 4

t—8 L
Problh > t — B] < e Xm=ma—a)(1=7)n

To see this observe that h is a random variable that follows the hypergeometric
distribution with initial probability of success ¢{/n. The number of trials is (1 — )n.
Using the Chvatal bound {] for the hypergeometric distribution we obtain that for
any € > 0,

Prob(h > (e + ;tl.)(l —9)n] < e~2¢(1=)n
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(—E-f—),; — £. The given condition on B suggests that ¢ > 0, and it follows

We select € =
that

e—8

Prob[h > t — B)] < e~a=m =l i-n

In order for the Guruswami-Sudan to output R, it should hold that the number of
points of {(zi,q:) }ier that are covered by elements of R should be greater than V8.
This number is ¢ — h, therefore we want to evaluate the probability Probft — h <
Vt§] = Prob[h > t — \/16]. By setting B = /1§ above we obtain the result (and we
can do that since B = V1§ < vt according the assumption on d:-,d,.7.t given in the
statement of the lemma).

(3). In order for the described event to happen, it should hold that some polynomial
R’ of degree at most é agrees with at least Vté points of {(zi @) }ier-

Consider the following experiment: given ¢ points {(z;,r;)}., in the graph of a
polynomial R(z) that has degree at most 8, we randomize e of them. We want to
compute the probability that the GS-algorithm outputs a list of polynomials that
contains a polynomial other than R.

Denote by A, the total number of different outcomes of the experiment and by
A; the total number of outcomes for which the GS-algorithm reports a solution other
than R. It is easy to see that A, = |F|°. In order to approximate A,, observe that at
least V/t8 points should belong to the graph of some polynomial R’. Let the overlap
of " and Rbem € {0,...,6 —1}. Then in the experiment one should select Vits—m
points from the graph of R’ as part of the randomization. There is a total of |F|°~™+!
choices for R', and a total of |F I"m"’"' choices for the remaining randomizations. It
follows that 4, < () |F|5+<-V#%+1_ The probability of getting a different polynomial

solution is:

A4 (B
.41 IFI‘/E"S-[
This completes the proof. a
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Theorem 100 The key-exchange protocol of section 7.1.4 with parameters k.t.d.,
dy.v.log |F| that satisfy d. + (k — 1)(d, — 1) < ¥t has error-probability at most

t
i -sra-n . _(/w)
|]F|\/t—e'-a‘—l

Proof. The proof is immediate based on lemma 99 (2 and 3). .

7.1.7 Security of the Key-Exchange

Lemma 101 For parameters n.+.d..d,, consider the following two ensembles:
Rs := {<{(:e~y;-q.-)}?=l- {(zi,ui. q.'-)}.‘;pp) | =i yiqi. 5l yi gl p € 'F}

Ds := { {{(z0- i @ Vi U= e ) Yoo’} | 3L 1.QLQ 1] = || = .
Vielig=Quy)Viel g =Q iy
where the polynomials Q.Q' in the ensemble D3 are of the form

dg dy—1

Q(z,y) = ay + Z Z CJ.J’-’:JHJI

=1 ;=0

and
ds dy-1

Qry)=ay+> > &,y

=1 jy’=0
Under assumption #2 with parameters [n.vy,d; — 1.d, — 1], it holds that Rz and D;

are indistinguishable.

Proof. Let A be a distinguisher for the ensembles D; and R;. We will describe how
to use A to construct a distinguisher A’ for the ensembles D; and R,.

Let X := {(zi.yi.-q:)}, be a challenge for assumption #2 with parameters
[n,y,dr — 1,d, — 1]. First A’ computes q0 = zq; + ay; for i = 1,....n. where a

is randomly chosen from F. Then, A’ selects a random M € {1,2}.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Aggelos Kiayias Polynomial Reconstruction Based Cryptography 163

1. If M =1, A’ selects random z/,y! € F, and a [ C {l.....n} with |I| = yn.
Then. it selects a random o’ € F and random ¢;;; € F for j = 1..... d. and
J  =0.....dy_y. and sets ¢ = ay; + Z;‘;l 3‘,";01 cjj(=i) (y:) for all i € I.

Then. it selects ¢! for : ¢ [ at random from F. Finally it outputs the tuple
Vo= ({40 a0 Ho- {51 4l )i 00

2. If M = 2. A selects random zI.y!,q/ € F and random p € F and outputs the

tuple
(R} IR (EN YIS
Finally A’ simulates A on Y. Now observe the following:

o If X € D, and M =1 it holds that the tuple Y is uniformly distributed over
Ds.

o If X € R, and M = 2 it holds that the tuple Y is uniformly distributed over
Ra.

These two facts, together with the fact that A is a distinguisher of D3 and Rj, suggest

that
| Probxe,o0,[A(X) =1| M =1] — Probxe,r,[A(X)=1| M =2] |

is non-negligible in n. On the other hand observe that in the two cases: (i) X € R;
and M = 1. and (ii) X € D2 and M = 2 the tuple Y generated by A’ is identically
distributed. This suggests that

Probyxe,p,[A(X)=1| M =2] = Probxe,r,[A(X) =1 | M = 1]

Now observe that

N —

Probxe,0,[A(X) = 1] = 5 Y Probxe,0,[A(X)=1| M =]
v=1,2
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Proby¢ g, [A'(X) =1] =

5

| —

Pl’Ob‘\'eURz [A’(.\’) =1 I M= U]

v=1.2
(actually. to see this better - and to be more formal — the behavior of A’ should
be normalized so that it makes the same coin tosses no matter what is the random

choice of M). [t follows that

| Probxe,p,[A(X) = 1] — Probyxe,r,[A(X) = 1] |

is non-negligible in n. This completes the proof. |

Lemma 102 Fir parameters k.t.v,d.,d, (functions of n). Consider the two ensem-

bles

Ry :=

ECIENDY I (A7) R (ER 0 I (ER )3 |
| 50050 p € F
D, :=
N AN (ER7)
ACT ({451 5 et @), ACT s, ({550 4) Yy @), 00 )
|31, 1P, P |I|=|I'|=t,s.t. P0O)=a,P'(0)=a,Viel:
P(z) = g Vi € I', P'(<)) = o}

where the polynomials P, P’ in the ensemble Dy are of the form P(z) = Zf;; c;z’
and P'(z) = Zf;; c;z’. Then, under assumption #1 with parameters [n,k — 1.t]
and assumption #2 with parameters [n,d. — 1,d, — 1,7] the ensembles Dy and Ry are

indistinguishable.
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Proof. Let A be a distinguisher for the ensembles Dy and R;. We will assume that
assumption #2 holds for parameters [n.d; — 1.d, — |.7]. and we will describe how to
use A to construct a distinguisher A’ for the ensembles D; and R, of assumption #1I
for parameters [n.k — 1.¢].

Let X := {(z,y:)}=, be a challenge for assumption #! with parameters [n.k —
1.t]. First A’ computes y7 = zyy; +a fori=1,.... n where a is randomly selected

from F. Then A’ selects at random M € {1.2}.

L. If M = 1. then A’ selects =/ at random from Ffori =1,.... n: then it selects
a random [’ C {l..... n} with |I'| =t and a random polynomial P’ € Flz] of
degree less than k. Then. it sets y! = P(z;) for all 1 € [ and selects y! for i € I'
at random from F. Denote P’(0) by a’. Finally, A’ outputs the tuple

L <{(:.~~y€) e {0 ) Him s ACT S, ({51 i) i @)

ACT.a,a,({(zi y) }:‘=l.a').aa'>

[
.

If M =2, then A’ selects =/.y’ at random from F. for ¢t = 1,....n. [t outputs
13 1 p

the tuple
Y. = <{(‘::Y y:)}:;l J {(:i9 yi.)}?=l’ACT‘V-d:ody({<:l'? y:)}?=l'p)’

ACT 4, 4, ({(=h ¥) s @), pr)

where p are selected at random from F.
Now observe the following:

o If X € D, and M =1, it follows that ¥ is uniformly distributed over D,.

o If X € Ry and M = 2, it follows that Y is uniformly distributed over (essentially)

D3. Under assumption #2 for parameters [n,d. — 1,d, — 1,4] it holds that D,
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is indistinguishable from R; (it follows from lemma 101). It follows finally that

Y is indistinguishably from uniform distributed over Rj.

These two facts. together with the fact that A is a distinguisher of Dy and R,.

suggest that
| Probxe,p,[A(X)=1| M = 1] — Probyxe, s, [A(X)=1]| M =2]|

is non-negligible in n. On the other hand consider the following two cases: (i) X € R,
and M = 1. and (ii) X € D, and M = 2. In both of these cases it is easy to see that
Y is identically distributed in both cases. With a similar argument as in the proof of

lemma 101, we conclude that

| Probyxe,o,[A(X) = 1] — Probyxe g, [A(X) = 1] |
is non-negligible. [
Theorem 103 For parametersn,k,t,d.,d,,~ the key-exzchange protocol is secure un-

der: (a) assumption #1 for parameters [n,k—1.t] (b) assumption #2 for parameters

[n.d: — 1.d, — 1,4]

Proof. Just observe that protocol transcripts are distributed according to the ensem-

ble Ds. From lemma 102 the proof follows immediately. [ ]

7.1.8 Feasibility of the Parameters

The parameters v, n, k. t,d.,dy, log |F| used in the protocol should satisfy various con-

straints for correctness and security to be satisfied. We recall them below:
l. 8:=d; +(k—-1)(d, — 1) < ¥y%

2. ({242 - (1 - 7)n = w(logn)
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3. I-y-l(yfz)—_— should be negligible in n.

4. t< J(k=1)n
5. 1 < /Ed:d,/n

If we assign

t:=én. k:=ayt+1.d,:= 3+*. d, :=2

where a. 3.~.4 are constants less than 1, then we can to satisfy conditions 1.2.4.5
by setting e.g. a = 0.4. 3 = 0.5, v = 0.96 provided that £ is greater equal to 5.3
(condition 3. can be satisfied easily by selecting an appropriately large finite field
F). Nevertheless this assignment is conditioned on the choice of parameter £ and
it could be well the case that BPR is solvable for such high choices of £&. A very
interesting research direction is to investigate the solvability of BPR and related
problems so that the feasibility question regarding Polynomial Reconstruction based

Key-exchange protocol is settled.
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