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Abstract

Preferential Treatment of SCTP Streams in a Differentiated
Services Environment

by
Jianping Zou

Advisor: Prof. M. Umit Uyar

With its new features such as multi-homing, multi-streaming, and enhanced securities,
the Stream Control Transmission Protocol (SCTP) has became a promising candidate to
join UDP and TCP as a general-purpose transport layer protocol. Multiple streams in
an SCTP association provide an aggregation mechanism to accommodate heterogeneous
objects, which belong to the same application but may require different types of QoS
from the network. However, the current SCTP specification lacks an internal mechanism
to support the preferential treatment among its streams, hindered by the fact that all

streams share the flow and congestion control at the association level.

In this thesis, we introduce the concept of subflow and propose to modify the current
SCTP such that the streams are grouped into several subflows according to their required
QoS. Each subflow in the modified SCTP (SF-SCTP) implements its own flow and con-
gestion control in order to avoid false sharing. With those modifications, the SF-SCTP
behaves similarly as an aggregation of SCTP associations, which is too aggressive and

can steal bandwidth from the competing network traffics. To make the SF-SCTP more

v



TCP-friendly and to reduce its aggressiveness, we further integrate the mechanism called

Fractional Congestion Control (FCC) into the design of SF-SCTP.

Analytical models for the original SCTP, SF-SCTP without FCC and SF-SCTP with FCC
are derived based on existing TCP throughput models. Our models improve the existing
TCP models and are suitable for both Drop-Tail and RED queues, and for different
packet sizes. In addition, our models can be used to predict the performance of a network

designed to support differentiated services.

Performance evaluation and comparison of original SCTP, SF-SCTP without FCC and
SE-SCTP with FCC are studied through a set of extensive simulation experiments. The
results show that the proposed SF-SCTP design is able to support QoS among the SCTP
streams and that false sharing is avoided. The results indicate SF-SCTP’s significant
benefits in improving the utilization of a bottleneck network. The results also reveal that,
with FCC integrated, SF-SCTP is capable of taking advantages of differentiated services

offered by a network, while maintaining fairness to other TCP-friendly traffics.
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Chapter 1

Introduction

The Stream Control Transmission Protocol (SCTP)(RFC 2960) [69, 68, 64, 65, 23] is a
reliable, message-oriented transport protocol operating on top of potentially unreliable
connectionless networks such as IP. Designed to overcome the shortcomings and limita-
tions of TCP, SCTP is more suitable for applications requiring additional performance
and reliability due to its new services such as multi-homing, multi-streaming, message

boundary preservation, alleviated head-of-line blocking, and enhanced security features.

Originally, SCTP includes the multi-streaming feature to decouple the reliable transfer of
user data from the strict ordered delivery. SCTP’s support for multiple, logically indepen-
dent message streams is an example of partial ordered delivery [26, 17], which is extremely
useful for application with strict timing requirement [10, 50] by alleviating the head-of-

line blocking problem. This feature reduces buffer requirements at the receiver, making



SCTP an attractive transport protocol for resource limited wireless handhold devices [7].
Multi-streaming enables SCTP to multiplex related, yet independent data streams over
a single end-to-end association [63]. With multi-streaming, SCTP is equipped with an
internal mechanism to support concurrent transmission of multiple objects [46]. For ex-
ample, HT'TP using SCTP can load a web page with multiple objects by a single SCTP

association instead of several TCP connections.

Although multi-streaming lets SCTP accommodate heterogenous objects with different
Quality of Service (QoS), the current SCTP does not take advantage of this feature. It
is unaware of QoS and lacks an internal mechanism to support preferential treatment of
SCTP streams. First, the SCTP association may find it hard to mark an outgoing packet’s
QoS byte since it could encapsulate messages from streams with different QoS require-
ments. Second, the current SCTP employs a TCP-like congestion control mechanism at
the association level, which means that the streams carrying different objects are treated
according to the same congestion state information. This shared congestion information
could help improve the overall SCTP performance if the SCTP packets are treated the
same by the network [9]. However, when packets with different QoS markings are pro-
cessed differently by the network (in terms of packet loss rate, delay, etc.), the shared
congestion information could result in the so-called false sharing [3]. This phenomenon
occurs when flows sharing the congestion information do not actually share the same net-

work bottleneck. The occurrence of false sharing could worsen the overall performance



of SCTP association. In the case where streams have different packet drop rates, the
transport layer tries to moderate the performance for all streams; hence, the performance
of the higher priority streams will be penalized due to the shared information from the
lower priority streams. When streams experience different round trip times (RTTs), which
may lead to unnecessary Fast Retransmits and time-outs, false sharing severely affects

the SCTP performance in that all streams are penalized, regardless of their priorities.

In this thesis, we define the concept of subflow [59, 73, 74, 80, 77] and present the neces-
sary modifications to the SCTP specification to support preferential treatment of SCTP
streams. In this modified SCTP (called SF-SCTP), each subflow has its own flow and
congestion control and consists of SCTP streams that require the same type of QoS from
the network. Depending on the QoS required, an SCTP association may have one or
more subflows, which serve as the independent transmission channels between an SCTP
communication peer. Since the congestion state information is only shared by the SCTP
streams requesting the same QoS, our design inherently avoids false sharing. With mul-
tiple subflows encapsulated, the SF-SCTP designed in this thesis is targeted to serve
applications with different QoS requirements for its data. Different SCTP applications
will each use a single association, which may be either original SCTP or SF-SCTP. The
inclusion of multiple subflows in one SCTP association effectively eliminates the need for
an SCTP application to open and maintain multiple connections when it needs to transmit

several objects concurrently. In addition, using SF-SCTP, the application can now give



different priorities to the objects in the same communication session according to their
relative importance. Since the design of SF-SCTP takes advantage of the multi-streaming
feature of SCTP, it only adds a thin layer into the existing SCTP implementation and is

backward compatible.

Due to multiple subflows, the introduced SF-SCTP behavior is similar to the aggregation
of multiple parallel original SCTP associations. This behavior has certain advantages
and disadvantages. In one aspect, like parallel TCP flows but without the overhead of
maintaining multiple connections, SF-SCTP can be used to improve the utilization of
a network with high bandwidth and delay product [60] or non-ignorable non-congestion
loss [31, 32]. Single SCTP association, like single TCP flow, has its ineffectiveness in
utilizing the available bandwidth of a high speed network [60, 47]. The Additive In-
crease (AIMD) congestion control principle of TCP/SCTP [44] prevent them to access the
full bandwidth of a physical network. During the congestion avoidance phase, TCP/SCTP
increases the congestion window cwnd linearly by approximately one MTU (Maximum
Transmit Unit, 1500bytes for ethernet) per Round Trip Time (RTT), while decrease the
cwnd dramatically to half after a Fast Retransmit event. In the case of a network with
10Gbps bandwidth, a single packet loss could take TCP/SCTP hours to recover to the
available network throughput. Empirically, the grid and high performance computing
communities have been using parallel TCP flows to improve the end-to-end network per-

formance for applications requiring substantial amounts of network bandwidth [47, 4].



The SF-SCTP in this thesis presents an ideal candidate to be used in situations like this.
For a network with plenty available bandwidth, the using of SF-SCTP with multiple sub-
flows can greatly improve the utilization of such a network. Also SF-SCTP can be used
by applications required to support parallel flows, such as bbep [34] and GridFTP [5],

resulting in significant throughput improvement.

In another aspect, the aggregate behavior of SF-SCTP with multiple subflows are not
TCP-friendly. For a network which is undergoing heavy load and already in congestion,
SF-SCTP boosts the throughput of its endpoint applications by unfairly stealing band-
width from other competing network traffic. This practice, if adopted by most network
users, may cause possible spiral of increasingly-aggressive congestion control behavior,
leading to increasing network packet drop rate, which in turn will have a negative impact

on the network performance [28], and may even lead to network-wide congestion collapse.

SEF-SCTP’s effectiveness in utilizing network bandwidth and aggressiveness towards other
TCP-friendly lies in its aggregated congestion control behavior. Consider a SF-SCTP
with N concurrent subflows, which will open its overall cwnd N times faster than a single
SCTP. In SCTP, a single packet loss results only one subflow to cut its cwnd to half, thus,
the overall cwnd of SF-SCTP is only dropped to (2N — 1)/(2N) of its previous value.
The same packet loss will result an original SCTP association to reduce its cwnd by half.
Compared with the original SCTP, SF-SCTP with multiple subflows has a much faster

growing congestion window and is more resistant to packet losses. And as the number of



subflows increases, the SF-SCTP behavior gets more aggressive. Our SF-SCTP may thus
perform better in terms of its throughput by unfairly harming other TCP-friendly traffic

on the network.

To preserve SF-SCTP’s effectiveness in utilizing network bandwidth while alleviating
its over-aggressiveness, we introduce a mechanism called Fractional Congestion Con-
trol (FCC). The concept of FCC has been introduced in [32, 33] to preserve the effec-
tiveness of aggregate TCP in an under-utilization network, while improving the fairness
of aggregate TCP towards a single competing TCP flow in a network of over-utilization.
Under the premise of FCC, during the congestion avoidance phase, the cwnd of each sub-
flow increases at most one MTU per & RTTs, where ® is the subflow’s window growth
parameter directly related to N and adjustable to make aggregate TCP fair to the original
SCTP. The larger the ® is, the slower a subflow’s window growth rate becomes. To ensure
fairness, ® must be greater than N so that the overall cund of aggregate TCP increases
less than 1/cwnd per RTT to offset aggregate TCP’s greater resistance to packet losses.
FCC reduces the aggressiveness of SF-SCTP by increasing the subflow congestion window

slower than the original SCTP in congestion avoidance phase.

Starting from the existing TCP throughput models [55, 54, 71], we derive throughput
models for the original SCTP and several different implementations of SF-SCTP. Our
stochastic models effectively capture the congestion control behavior of SCTP and have

been verified by simulations that, given the packet drop rate and RTT of a network, can



accurately predict the throughput of SCTP implementations. Our models improve the
existing TCP models and are suitable for both Drop-Tail and RED queues, for different
packet sizes, and also for various networks, such as wide area network, single bottleneck
network, and Diff-Serv network [13, 52, 12, 8, 24]|. In addition to the stochastic models
which take packet drop rate and RT'T as input parameters, for a single bottleneck network
with Drop-Tail queue where queue delay plays a large factor, we also derive deterministic
models which define the lower and upper boundaries for SCTP’s throughput and packet

drop rate.

Extensive simulation experiments have been performed to study the SF-SCTP’s capabil-
ity to support QoS in Diff-Serv network, the behavior of SF-SCTP under various network
conditions, and the effect of fractional congestion control had on SF-SCTP. Our simu-
lations confirm the capability of SF-SCTP to support preferential treatment among its
subflows by avoiding the problem of false sharing and by dynamically adjusting its subflow
throughput to network packet drop rate and Round Trip Time fluctuation. We especially
studied in detail the behavior of SF-SCTP in single bottleneck networks. Those simula-
tions reveal SF-SCTP aggressive nature in exploring network bandwidth. Compared to
original SCTP, a SF-SCTP with n subflows and without FCC opens its congestion window
n times faster, while reducing its congestion window by 1/n times slower. The simula-
tions which compare SF-SCTP with various network background traffic further illustrate

SE-SCTP’s capability to seize the network bandwidth. Our simulations for SF-SCTP



with FCC show that, for a network under congestion, FCC effectively reduces SF-SCTP’s
aggressiveness, making it much more fair to other TCP-friendly traffics compared with
SE-SCTP without FCC. Our simulation results even show that original SCTP, in a sin-
gle bottleneck network with Drop-Tail queues, benefits from the presence of SF-SCTP
with FCC because FCC alleviates the problem of Global Synchronization, reduces the
network packet drop rate and improves the overall network usage. Finally, the conducted

simulations verified the accuracy of our analytic models.

This work contributes to existing research in several ways:

e We present a novel design that combines the concept of subflows and fractional con-
gestion control [59, 73, 74, 80, 77]. To the best of our knowledge, our work is the
first to introduce subflow-capable SCTP and the first to introduce FCC into SCTP.
In addition, we implemented SF-SCTP with FCC in ns-2 [70] platform and performed
extensive simulation experiments to provide insights into performance gains for appli-
cations with diverse QoS requirements.

e Given the packet drop rate and RTT of a network, the stochastic models we derived
in this thesis can accurately predict the throughput of different cases of SCTP imple-
mentations, including original SCTP and SF-SCTP with FCC integrated. Our models
improve the existing TCP models [55, 54, 71] and are suitable for both Drop-Tail and
RED queues, and for different packet sizes. Our models can be used to predict the

performance of a Diff-Serv network designed to support differentiated services.



e Given the link delay, queue size and bandwidth of a bottleneck network, we have the
deterministic analytic models to capture SF-SCTP’s packet drop rate, throughput and
cwnd behavior. Those models take queue delay into consideration and are suitable
for both Local Area Network (LAN) and Wide Area Network (WAN) with a single
bottleneck.

e This work extends the existing research on FCC [32, 33] and studies the effect of FCC
on the throughput of SF-SCTP with different congestion window growth rates. We
find that FCC, while effective in reducing SF-SCTP’s aggressiveness, can also reduce
its packet drop rate, a phenomenon not observed in previous research. For different
cwnd increase rates, we study the effects of FCC on SF-SCTP with multiple subflows
under various network configurations. We find that, similarly as observed in [32, 33],
FCC can improve the fairness of parallel flows toward other network traffics. We
also discover that FCC can alleviate the global synchronization problem of Drop-Tail
queue [29]. Both the analytic models and simulation results point out FCC can improve
the network utilization of a bottleneck network while keeping a relatively small packet
drop rate.

e Our proposed SF-SCTP presents the grid and high speed computing community with
a new transport layer protocol which is able to support parallel flows within one asso-

ciation and has FCC integrated if network bandwidth limit is reached.

The rest of this thesis is organized as follows. Chapter 2 summarizes the literature review,



giving an overview of necessary background material and some of the related work. The
motivation and the design of SF-SCTP are presented in Chapter 3. In Chapter 4, we
derive the stochastic models for four cases of SCTP and deterministic models for SF-SCTP
behavior in a single bottleneck network. The results of various simulation experiments

are discussed in Chapter 5. Chapter 6 concludes this thesis.

10



Chapter 2

Literature Review

2.1 Overview of SCTP

SCTP is a reliable, message-oriented transport protocol operating on top of potentially
unreliable connectionless networks such as IP. Designed to overcome the shortcomings
and limitations of TCP, SCTP is more suitable for applications that require additional
performance and reliability due to its new services such as multi-homing, multi-streaming,
message boundary preservation, alleviated head-of-line blocking, and enhanced security

features.

SCTP’s support of multi-homed devices, which can be accessed under several IP addresses,
was motivated by the rigid timing and reliability requirement to transport telephony

signaling messages over IP networks. SCTP has a built-in path failure detection and

11



recovery mechanism, which is essential for critical applications to provide uninterrupted
service during hardware failures. An SCTP instance monitors all the possible transmission
paths between an communication peer. If one path currently providing data transmission
is found broken, the SCTP instance can safely switch the transmission to an alternative
path within a short period of time without the loss of connectivity. Unlike TCP which
requires additional add-on to support fault-tolerance [48], SCTP’s multi-homing feature
provides transparently support for fail-over and fault-tolerance in the event of network

failure [22, 18, 45, 16, 58, 19].

Currently, SCTP uses multi-homing for redundancy purposes only. A primary path is
selected as the default transmission path for SCTP packets. The secondary paths between
the peer are used only to retransmit lost packets. To achieve a better utilization of the
available network resources, it has been proposed in [22, 38, 43, 39, 1, 2] to extend the
multi-homing capability of SCTP for concurrent data transmission over several network

paths.

Using independent streams in an SCTP association, SCTP decouples the reliable data
transfer from the strict order-of-transmission data delivery. The messages from the ap-
plication layer will be assigned to different streams according to the requirements of an
SCTP user. Since ordered delivery is only needed within each stream, if required, SCTP is
able to reduce the unnecessary head-of-line blocking between different streams. Also with

multi-streaming, SCTP is equipped with an internal mechanism to support transmission
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of several objects concurrently. SCTP streams are independent parallel communication
channels between SCTP hosts, providing logical data demarcation within an SCTP associ-
ation [63]. SCTP, with its multi-streaming feature, presents applications a new transport
layer protocol to choose when transmitting multiple types of data, avoiding the disadvan-
tages of opening multiple connections, and the need to ensure reliable data transmission
at the application layer. Several studies show that the use of SCTP benefits HTTP and

multimedia applications [10, 50, 57, 51].

In order to avoid some security issues that TCP faces, such as SYN flooding and mas-
querade attacks, SCTP uses a enhanced four-way handshake procedure to setup a logical
association between two communication endpoints. SCTP endpoints will not allocate
resources until the identify of the other party is verified. SCTP also includes a Verifica-
tion Tag in each of its packets, which effectively prevents SCTP from the ”in the middle

attacks”.

2.2 Research on SCTP

Ref. [14] used simulation studies to explore the behavior of SCTP congestion control.
The authors compared several possible variants of SCTP congestion control with that of
TCP Reno. The authors identified three flaws in the current SCTP congestion control
mechanism: efficient recovery relying on optional Gap Ack reported in SACK messages,

vulnerable fast retransmit procedure, and inefficient fast retransmit procedure, and ac-
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cordingly, provided suggested remedies for these flaws.

Refs. [40, 41, 42] studied the changeover issue of SCTP switching from a primary path
to a secondly path. The authors found that, if following the current SCTP specifica-
tion (RFC 2960), a path changeover will result in unnecessary retransmissions and ag-
gressive growth (TCP-unfriendly) of the sender’s congestion window, primary due to
congestion control algorithm of the SCTP sender unaware of a changeover. An algorithm
named the Split Fast Retransmit Changeover Aware Congestion Control (SFR-CACC)
was introduced as the solution. Under SFR-CACC algorithm, the SCTP sender is able
to maintain states on a per-destination basis when changeover happens. This avoids
the unnecessary fast retransmissions, and therefore, curb the TCP-unfriendly congestion

window growth at the sender.

In Ref. [21], the authors proposed a two-level threshold recovery mechanism to improve
the throughput of a SCTP association. Their proposal, taking advantages of the fault tol-
erance capability of a SCTP association, decouples the failure detection and the recovery
processes. They defined a parameter a to control when a SCTP transmission should be
moved temporary to an alternate destination path. If the primary path does not recovery,
by responding to the heartbeat signal, in a period defined by the second parameter 3, the
association will be moved permanent to the alternate path, otherwise, it will changeover
back to the primary path. using this scheme, the authors found that SCTP achieved

higher throughput for both short-term and long-term failures.
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The research work in Refs. [38, 43, 39, 37] investigated the usage of SCTP multi-homing
for Concurrent Multipath Transfer (CMT). To solve the reordering problem of multi-path
transmission, the authors proposed three modifications to the current SCTP specification.
The first algorithm, named Split Fast Retransmit algorithm, addresses the problem of
unnecessary fast retransmission by introducing a virtual queue per destination within
the sender’s transmission queue. In this way, the sender can match the received SACKs
with the corresponding virtual queue. Only the receipts of four SACKs reporting a TSN
gap belonging to the same virtual queue will result in a fast retransmission. The second
algorithm tracks the earliest outstanding TSN per destination to update the cwnd in
order to prevent the sudden increase of cwnd. The last modification deals with the
delayed SACK. The reordering problem causes SCTP receiver frequently not to delay
SACKs. The modified delayed-SACK algorithm specifies a receiver’s behavior on receipt
of data, and also a sender’s behavior when the missing report count for a TSN needs to be
incremented. With those improvements, the modified SCTP solves the problem of false
sharing and is able to take advantages of Concurrent Multipath Transfer to improve its

throughput.

Refs. [1, 2] present LS-SCTP: an SCTP modified for performing transport-layer bandwidth
aggregation. LS-SCTP separates the flow control from the congestion control, which are
performed on an association and on a path basis, respectively. LS-SCTP lets packets that

travel through diverse paths share flow control, although they may arrive out of order

15



at the receiver. Those unordered packets must be retained in the receiver buffer until
all the intermediate packets arrive. When there are big RTT differences between paths,
the unordered packets may consume a large percentage of the receiver buffer, thereby
negatively affecting the throughput. The SF-SCTP presented here avoids this problem

by migrating both the flow and congestion control into the subflow level.

The congestion control parameters in LS-SCTP are defined per transport-layer path for a
multi-homed host, with each path corresponding to a sender-receiver interface pair. For
example, if a sender node has interfaces A; and A,, and receiver node interfaces By, Bo,
and Bs, all five bound to a single SCTP association, then there are six possible transport-
layer paths. LS-SCTP ignores the fact the multiple paths, despite their different interface
addresses, may share the same physical link and thus have the same characteristic. In
this case, keeping separate sets of congestion control parameters is wasteful and makes
LS-SCTP aggressive. SF-SCTP, on the other hand, does not separate congestion control
parameters based on multi-homing in the transport layer—the separation is performed
solely due to the expected preferential treatment of streams in the network layer. There-
fore, SF-SCTP does not maintain unnecessary congestion control state as long as the
network is capable of preferential treatment of flows. Also, SF-SCTP reduces its aggres-
siveness through the fractional congestion control, whereas LS-SCTP has no mechanism
to ensure fairness. For these reasons, SF-SCTP is more reliable and more fair to other

network traffic.
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2.3 Congestion Control

Several techniques to improve the performance of transport layer have been pro-
posed [3, 9, 28]. In Ref. [9], the authors present an end-system architecture centered
around a Congestion Manager (CM) that ensures proper congestion behavior and allows
applications to easily adapt to network congestion. The CM is a middle layer responsible
for congestion control of all TCP connections between TCP and IP layers. Independent
multiple TCP connections cooperate rather than compete with each other. This frame-
work integrates congestion management across all applications and transport protocols.
The CM maintains congestion parameters and exposes an API to enable applications to
learn about network characteristics, pass information to the CM, and schedule data trans-
missions. This special centralized congestion control scheme allows for multiple streams

to share a network path while avoiding the false sharing problem.

False sharing can severely impair an end-to-end system congestion control which share
congestion information across concurrent flows. Ref. [3] has investigated the origin and
impact of false sharing on TCP performance. False sharing occurs in networks with QoS
enhancements where a flow classifier segregates flows into different queues, or in networks
with path diversity where different flows to the same destination are routed differently [3].
Their simulation results show that faster applications are heavily penalized as a result
of false sharing. Without a separate congestion control for each subflow in SF-SCTP,

the benefits of a network supporting QoS might be forfeited due to transport layer’s
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unawareness of QoS and inability to avoiding false sharing.

In Ref. [31] aggregate TCP flows are used to improve network utilization. To address the
unfairness of competing aggregate TCP flows towards a single TCP flow, the concept of
fractional congestion control is introduced in Refs. [32, 33]. In TCP, the aggressiveness of
parallel flows is due to a fast congestion window growth rate and a larger resistance to loss.
Towards a single flow, parallel flows compete unfairly because they open their congestion
windows 7 (the number of flows) times faster. When there are packet losses, parallel flows
absorb the loss over the affected flows, while allowing the rest of the flows to continue
normal operation. For high speed networks where packet losses result exclusively in Fast
Retransmits, parallel flows could achieve a fair throughput towards a single flow given
that each one of the parallel flows increase its congestion window = time slower [32, 33].
Since our SF-SCTP design behaves similar to an aggregated group of original SCTP flows,

we could also apply the fractional congestion control mechanism to SF-SCTP to improve

its fairness towards the original SCTP.

In [31], aggregate TCP flows are used to improve network utilization. To address the
unfairness of competing aggregate TCP flows towards a single TCP flow, the concept
of fractional congestion control is introduced in Refs. [32, 33]. Compared to a single
TCP flow, the aggressiveness of multiple parallel TCP flows is due to a faster congestion
window growth rate and a larger resistance to loss. Parallel TCP flows compete unfairly

towards a single flow in that they open their congestion windows n (the number of flows)
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times faster. And when there are packet losses, parallel flows absorb the losses over the
affected flows, while allowing the rest of the flows to continue normal operation. For
high speed networks where packet losses are exclusively responded by Fast Retransmits,
parallel TCP flows could achieve a fair throughput towards a single flow given that each
one of the parallel flows increase its congestion window # times slower [32, 33|. Since the
behavior of our SF-SCTP design is similar to an aggregated group of original SCTP flows,
we could also apply the fractional congestion control mechanism to SF-SCTP to improve

its fairness towards the original SCTP. The analytic models and simulation results of

SF-SCTP with fractional congestion control have been studied in Refs. [80, 75, 76].

2.4 Analytic Models

The accuracy of the analytic model depends on how well the models capture SCTP’s
congestion control mechanism. SCTP’s congestion control is inherited from TCP [61, 62]
with a few differences [72, 14]. First, when updating its cwnd, SCTP depends on the
amount of data acknowledged rather than the number of acknowledgements received.
This mechanism ensures that SCTP increases its cwnd one MTU (Maximum Transmit
Unit, 1500bytes for ethernet) per RTT, regardless of whether or not the acknowledge is
delayed or not. Second, SCTP allows the number of bytes outstanding to be less than
one MTU greater than the current cwnd value, while in TCP, the outstanding bytes are

strictly constrained by the cwnd size. Thus, compared to TCP, SCTP is allowed to send
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one more packet each RTT. Third, when cwnd equals ssthresh, SCTP regards itself still
at the slow start phase, allowing SCTP to recover the cwnd faster than TCP after a
Time-out. Finally, SCTP use Selective Acknowledgement (SACK) mechanism, similar
to SACK TCP [30, 27], to report missing data chunks, however, four rather than three
SACKs reporting the same date chunks missing are required in SCTP to trigger a Fast

Retransmit, which gives SCTP more tolerance to unordered packet delivery.

The SF-SCTP analytic models presented in this thesis benefit from the works of through-
put analytic models of TCP [49, 53, 55, 54, 71] and SCTP [72, 73, 74, 80]. Refs. [49, 53]
model only the behavior of TCP’s Fast Retransmit mechanism. The model of Ref. [55, 54]
captures not only the effect of TCP’s Fast Retransmit but also the time-out mechanism.
Refs. [55, 54] models the congestion behavior of the TCP-Reno sender under the follow-
ing assumptions: the RTT is independent of the window size, which implies that the
necessary time to send a window of packets to the network is negligible compared to the
RTT; and packet losses within a round are correlated while the losses are independent
among rounds. That model is shown to be accurate over a range of packet drop rates
by the experiments carried on the Internet. The work of Ref. [71] extends Refs. [55, 54]
to Diff-Serv environment, which could be a two-drop precedence network [25, 35], or a
network with three-drop precedences [36]. Considering the minor differences betweens
SCTP and TCP congestion control, Refs. [72, 73, 74, 80] obtain the analytic models for

various SCTP implementations by extending TCP’s model [55, 54].
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Chapter 3

SF-SCTP Design

3.1 Design Motivation and Alternatives

HTTP and Multimedia applications are in great need of the concurrent transmission of
several types of data, which may have different QoS requirements. Traditionally, HT'TP
applications could open multiple TCP connections to provide logical demarcation of data
by separating them into different connections according to their types; however, this ap-
proach is very inefficient. It is a waste of application resources to start up, maintain and
tear down those TCP connections, considering some of them may have very short life
periods. Multimedia applications, on the other hand, typically build their own transport
layers on top of UDP because UDP minimizes the delay for real-time traffic. However,

UDP requires multimedia applications to encapsulate different types of data into pack-

21



ets, and add flow and congestion control for reliability. These additional requirements

significantly increase the complexity of multimedia applications.

SCTP, with its multi-streaming feature, presents applications a new transport layer pro-
tocol to choose when transmitting multiple types of data, avoiding the disadvantages
of opening multiple connections, and the need to ensure reliable data transmission at
the application layer. SCTP streams are independent parallel communication chan-
nels between SCTP hosts, providing logical data demarcation within an SCTP associ-
ation [63]. Several studies show that the use of SCTP benefits HTTP and multimedia
applications [10, 50, 57]. Multi-streaming is also useful for applications that multiplex
related, yet independent data streams (e.g., voice, text, video) subject to different QoS

requirements [23].

Despite the advantages of SCTP to accommodate heterogenous data streams, it is not
designed to handle different QoS and is unable to support preferential treatment among
its streams. Under the current specification of RFC 2960 for SCTP [69], data chunks
from various streams requesting different QoS could be bundled together to form an
SCTP packet, which complicates SCTP application’s decision to mark an outgoing packet
with a particular DSCP value. Also currently in SCTP, all streams share one flow and
congestion control at the association level, which may result in false sharing assuming
packets marked with different DSCPs experience different drop rates and RTTs from

the network. With the congestion information falsely shared, the overall performance
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of SCTP will be penalized and the streams with higher priorities are unable to perform

better than the other streams.

The original SCTP design also falls short of satisfying the highly dynamic nature of
military and disaster recovery networks. For example, in an application transmitting
MPEG-4 video streaming over SCTP, the stream carrying intra-coded frames may require
a higher level of QoS than the ones carrying predicted frames. Similarly, if one stream
carries a voice conversation, while another stream transfers on-going location and situation
awareness information, applications would benefit from SCTP placing higher priority on
the conversation and from the network offering preferential treatment to this higher-

priority stream.

Without necessary modification, SCTP cannot naturally support applications that uses a
single SCTP association to carry content differentiated by QoS, e.g., reliable data with no
timeliness requirements such as text pages, billing and accounting information, or setup
signaling, as well as unreliable data with stringent timeliness constraints, e.g., voice or

video [67].

In a Diff-Serv network, flows with different QoS requirements are marked with different
Differentiated Services Codepoints (DSCPs). When a flow has a DSCP with high priority,
the application requires that this flow be treated in a special way both at the send /receive
endpoints and in the network. In this thesis, we consider only the network effect. Each

DSCP value represents an underlying service definition and has significant effects on the
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transmission of IP datagram [6]:

e Because both hosts and routers can consider the value of the DSCP field of an IP
datagram when choosing an appropriate path to get the datagram to its destination,
the datagrams with different DSCPs may travel through separate paths with different
characteristics.

e Even when the hosts and routers choose the same path for all datagrams, DSCPs
can cause datagrams to be handled differently. For example, a host or router might
choose to give preferential queuing on network output queues to datagrams that have
requested that delay be minimized. Similarly, an overloaded router that is forced to

discard packets might still forward packets that have requested high reliability.

Considering the effects of the DSCP marking, the current SCTP is unable to support QoS
because user messages with various QoS requirements from different streams could be
bundled together and streams are falsely sharing a congestion control at the association
level. Different approaches, which could make SCTP capable of supporting QoS, are

discussed and compared in this section.

In our design, we group the streams with the same QoS requirements into one subflow,
where each subflow inside an SCTP association has its own set of congestion parameters:
cwnd (congestion window), ssthresh (slow start threshold), SRTT (Smoothed Round
Trip Time), RTO (Retransmission time-out), TSN (Transmission Sequence Number),
etc. Normally, the subflows may have different congestion state at a given time because
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the subflows will be handled differently due to either diverse routing or QoS queueing.

Our design avoids false sharing and is able to support QoS inside an SCTP association.

Similar to the CM approach [9], one may propose to build a middle layer between SCTP
and IP to provide preferential treatment among SCTP streams, without changing the
SCTP on-the-wire bits or opening new SCTP associations. This approach, however,
is plagued by the problem of false sharing since it is unable to solve the problem of

unnecessary Fast Retransmits, nor can it provide an accurate RTT estimate.

To avoid the false sharing among streams of an association, one may consider designing
a mechanism to establish multiple associations to accommodate streams with different
DSCPs. To support different DSCPs in a communication between two endpoints, the
user application will establish and maintain multiple associations. The upper layer could
either add a new association only when it is necessary, or set up all associations if the
application has the knowledge of what service classes the association will support. The
user layer also has the choice as to when to close a useless association in order to save

sender and receiver resources.

The benefit of the multi-association scheme is that it does not require the change of the
SCTP on-the-wire bits. However, this scheme is unable to adapt to the dynamic require-
ments of the SCTP applications, which could change the DSCP of a stream in the middle
of a connection. Also, breaking a single SCTP association into multiple associations may

cause possible spiral of increasingly-aggressive congestion control behavior that leads to
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increasing packet drop rates, which in turn will have a negative impact on the network
performance. Compared with the multiple-association scheme, our proposed SF-SCTP
has the following benefits: (1) it can avoid the resource-wasting setup and teardown pro-
cedures for multiple associations; (2) it can provide load balancing between paths and
subflows with further extension; (3) it includes fractional congestion control that allevi-
ates the over-aggressiveness of SF-SCTP when there is limited bandwidth available; (4) it
facilitates the management of a single association for scheduling transmissions or load

balancing among streams from the application layer’s point of view.

3.2 Modification of SCTP for Multiple Subflows

Samtani et al. [59] initially proposed that, to overcome the problem of false sharing, only
the streams requesting the same QoS could share the congestion state. Using this proposal
as a starting point, we split the streams inside an association into multiple subflows and
each subflow is consisted of streams with the same QoS requirement. To make it easy for
an SCTP application to determine an outgoing packet’s QoS byte, only messages from
the streams belonging to the same subflow could be bundled to form an SCTP packet.
Each subflow is independent and has its own transmission and receiving queue to avoid

possible interactions with other subflows.

To avoid false sharing, modifications of the flow and congestion control parts of the current

SCTP specifications are necessary. When packets from separate subflows were marked
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with different DSCPs, they may use different paths or QoS queues and arrive out of order
at the receiver endpoint since different paths or separate processing queues are associated
with different RTTs and packet loss rates. Out of order arrival of packets will cause the
SCTP receiver to initiate immediate Selective Acknowledgement (SACK) transmission to
report the TSN gaps to the sender. Even though the packets may not be lost, when four
SACKSs reporting the same TSN gap are received, the SCTP sender has to respond with
an unnecessary Fast Retransmit. If the retransmitted packet was not received in time or
lost again, the sender will have no choice except to initiate a time-out recovery. Those
unnecessary Fast Retransmits and time-outs will significantly reduce SCTP’s performance

if the flow and congestion control of current SCTP is not modified.

To overcome these problems, starting from the approach of Ref. [59] , we modify SCTP
in the way that each subflow implements its own flow and congestion control [73, 74, 80,
75, 79, 78, 76]. A separate set of congestion parameters are defined for each subflow:
cwnd;, ssthresh;, SRTT;, RTO;, FSN; (subflow Transmission Sequence Number), etc.,
where 7 means that this parameter belongs to the i subflow. FSN has replaced the TSN,
which is originally designed for the whole association, to ensure per-subflow transmission

reliability.

The introduction of subflow and individual flow and congestion control modifications
require us to change the formats of INIT, INIT_ACK, ECHO, ECHO_ACK, SACK control

chunks and the SCTP data chunk. A new SCTP data chunk (Fig. 3.1) is created by
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adding two new parameters to the standard SCTP data chunk. The first parameter is
a one-byte subflow identifier (FID), which identifies the subflow that this data chunk
belongs to. The second parameter is a 3-byte subflow Sequence Number (FSN), which is
a monotonically increasing sequence number for the data chunks sent within an subflow.
Since the reliability of flow control will be achieved by using the FSN, the function of
the TSN is to correlate between data chunks received from different subflows. Thus we
choose to change its name from Transmission Sequence Number to Association Sequence
Number (ASN). ASN is reserved for the purpose of backward compatibility and possible

future extensions to support cooperation among subflows.

Similar to the data chunk, the new SACK format (Fig. 3.2) also includes the FID and FSN
parameters. The modification of the SACK format is necessary since, if not modified, it
could lead to inaccurate calculation of RTT for subflows, which will consequently lead
to unnecessary time-outs. After the modification, the receiver generates SACKs in per
subflow basis and includes only the state information belonging to the subflow specified
by FID. The state information that SACK conveys to the sender contains 1) the advance
of ASN and FSN which acknowledges the arrivals of new packets, 2) the FSN gaps or
duplicate FSNs which may indicate the loss of packets, and 3) the available Advertised

Flow Receiver Window Size (a_fwnd) when this SACK was generated.

For the sake of backward compatibility, a new optional parameter can be added to the

INIT and INIT-ACK chunk, namely, the preferential subflow-capable parameter shown
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Type =0  |Chunk Flags: UBE Length = Variable

ASN

FID FSN

Stream Identifier S Stream Sequence Number n

Payload Protocol Identifier

User Data (seq n of Stream S)

Figure 3.1: Modified SCTP Data Chunk.

Type = 0x03 Chunk Flags=0 Length = Variable
Cumulative ASN Acknowledgment
FID Cumulative FSN Acknowledgement

Advertised Flow Receiver Window (a_fwnd)

Number of Gap Blocks Number of Duplicate FSNs

Gap Ack Block #1: FSN Offset Start

Gap Ack Block #1: FSN Offset End

Gap Ack block #N: FSN Offset Start

Gap Ack block #N: FSN Offset End

Duplicate FSN 1

Duplicate FSN X

Figure 3.2: Modifications to the

data and acknowledgment chunks.

29




Parameter Type=0x8002 Parameter Length=0x0006

Outbound Maximum Inbound

Flows (OF) Flows (MIS) Pad=0x0000

Figure 3.3: Subflow capable parameter.
in Fig. 3.3. The new parameter contains only one byte of data, which notifies the com-
munication peer that this maximum number of subflows can be supported. During the
association setup phase, the subflow-capable parameter is exchanged between the com-
munication peer. If one of the peer cannot support even one subflow, or the INIT-ACK
chunk does not return subflow-capable parameter (which indicate that the receiver is un-
able to support SF-SCTP), the sender will start the communication as an original SCTP

association.

During the association setup, another two new optional parameters are defined to be
exchanged in Cookie Echo and Cookie ACK. The first one identifies the initial Flow
Receiver Window Size to be allocated for each subflow. The second one indicates the
initial FSN to be used by the sender for each subflow. Figs. 3.4 and 3.5 show the initial
Advertised Flow Window Size and the initial FSN for each subflow, respectively. The
order of these two parameters in the Cookie Echo and Cookie ACK should be from the

lowest to the highest FID, i.e., FID_0 to FID_NSF-1.

In addition, the following modifications to the current SCTP are included in our design:
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Parameter Type Parameter Length=0x0008

FID Advertised Flow Windows Size (a_fwnd)

Figure 3.4: Initial advertised flow receiver window size.

Parameter Type Parameter Length=0x0008

FID Initial Flow Sequence Number (FSN)

Figure 3.5: Initial flow sequence number.

e To satisfy applications that dynamically change a stream’s QoS, our SF-SCTP can
migrate a stream to a different subflow if the DSCP marking of the stream is changed.
SF-SCTP is also able to add/delete a subflow in the case where a new type of service
arises or an existing one disappears.

e To save control information, SF-SCTP combines subflows with the similar congestion
state parameters.

e Because the Cookie Echo/ACK chunks are exchanged before subflows are established,
the modified SCTP will not allow any data chunks to be transmitted inside the Cookie
Echo/ACK chunks. The only exception may be the data chunks with the same DSCP

as the Cookie Echo/ACK chunks.
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3.3 Design Architectural of SF-SCTP
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Figure 3.6: Architectural of SF-SCTP Design (SF = subflow).

Fig. 3.6 is an instance of the SF-SCTP implementation and provides the architectural
overview for our design. The SF-SCTP association in Fig. 3.6 has four streams of mes-
sages. Streams 1 and 2 require the same QoS with a DSCP value of 20H, while streams
3 and 4 require the service DSCP of 40H. Based the DSCP markings, the flow mapping
module of SF-SCTP assigns streams 1 and 2 into subflow 1 and streams 3 and 4 into

subflow 2. The separate flow and congestion control parameters for both subflows are

stored in the Subflow Management Module (SMM).

SMM is the central collector and processor of subflows” newest flow and congestion con-
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trol state information. The independent flow and congestion control for each subflow in
SF-SCTP are supported by the separated state information in SMM. In SMM’s internal
table, a separate set of flow and congestion parameters are maintained and updated timely
for each subflow, such as Congestion Window (cwnd;), Advertised Receiver Window
Size (a_rwnd;), Slow Start Threshold (ssthresh;), Smoothed Round Trip Time (SRT'T;),
Retransmission time-out (RT'0;), Subflow Identifier (FID;), Subflow Transmission Se-
quence Number (F'SN;), etc., where i means that this parameter belongs to the i** sub-

flow.

Packets from all subflows are regulated by a scheduler before injecting into the network.
We implement the First-Come First-Served (FCFS) scheduling algorithm for our SF-
SCTP. In our study, the SCTP communication peers are assumed to have enough re-
sources, such as a large enough buffer and a fast working network interface card to prevent
any packet withholding in the scheduler’s queue. We also assume that the only constrain
for data transmission are resulted from the limited resource of the network. Therefore, it
is safe to claim that, in our study, the FCFS scheduler should not have any effect on the

throughput of subflows.

The elegance of our SF-SCTP design lies in the inclusion of SMM and scheduler for
regulating data transmission. This design provides ample flexibilities to extend the SF-
SCTP to support additional functionalities. For example, by using Priority Scheduling

or Multilevel Queue Scheduling instead of FCFS in the scheduler and modifying SMM
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appropriately, SF-SCTP can provide internal QoS for subflows. Also proper cooperation
among subflows can be realized by enhancing the SMM and scheduler implementation,

which will not be discussed in detail here but could be the possible areas of future research.

3.4 Fractional Congestion Control in SF-SCTP

Initially [73, 74], we design SF-SCTP in such a way that each subflow implements the
same congestion control as in the original SCTP (RFC 2960). As a result, compared to
the original SCTP, which logically has only one flow, SF-SCTP with multiple subflows
combined as a whole has a much faster growing congestion window and is more resistant

to packet losses.

Compared to the original SCTP, SF-SCTP has a much faster Congestion Window (cwnd)
growth rate and a greater resistance to packet losses [32, 33]. During the congestion
avoidance period, the cwnd of each subflow increases by 1« MTU per RTT if there is
no packet loss, which implies that the overall cwnd of the whole association will increase
by n* MTU per RTT (n refers to the number of subflows). When there is a packet loss
detected by an SCTP association, the cwnd of the original SCTP is reduced to half after a
Fast Retransmit. However, for SF-SCTP, its overall cwnd will only reduce to (2n—1)/2n
of its previous value since only one subflow is affected by this packet loss. SF-SCTP
benefits from the fact that it can absorb packet losses to partial subflows, while allowing

the unaffected subflows to continue normal operation. However, in a Drop-Tail network,
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this benefit of SF-SCTP’s greater resistance to packet losses is largely forfeited due to the

global synchronization problem of Drop-Tail queue [29].

We introduce fractional congestion control [32, 33] to our SF-SCTP design to reduce its
aggressiveness during congestion avoidance period. Under the rule of fractional congestion
control, the congestion window of each subflow increases only 1x MT'U per ® RTTs, where
® is the subflow’s window growth parameter directly related to n and adjustable to make
SE-SCTP fair to the original SCTP. The larger ® is, the slower a subflow’s window
growth rate becomes. To ensure fairness, ® must be greater than n so that the overall
congestion window of SF-SCTP increases by less than 1 % MTU per RTT to offset SF-
SCTP’s greater resistance to packet losses. Similar to the work in Ref. [32, 33|, fractional
congestion control in our work affects only the congestion avoidance period of a subflow
and does not apply to a subflow’s slow start. An analytic model for SF-SCTP with

fractional congestion control which can determine the value of ® is discussed in chapter 4.

3.5 Endpoint Behavior for SF-SCTP

Fig. 3.7 illustrates the outbound message passage in the SF-SCTP. Messages from the
user application are first checked with the PMTU (i.e, Path MTU) and are segmented if
they are larger than PMTU. Then, the message data chunks with Stream ID (SID) and
Stream Sequence Number (SSN) are placed into the flow decision queue (appeared as Flow

Mapping Module in Fig. 3.7), whose function is to separate user messages (streams) into
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different subflows according to their QoS requirements. After a data chunk is mapped into
an subflow, the data chunk header fields of FID, FSN and ASN are added. Data chunks in
the same subflow transmission queue can be bundled together to form an SCTP packet.
Without losing generality, in this study, control chunks can be bundled with data chunks

to form an SCTP packet.

Packets from all subflows are regulated by a scheduler before getting injected into the
network. We implement a First-Come First-Served (FCFS) Scheduling algorithm. It is
assumed in this work that the only constraint for data transmission result from the limited
resource of the network. The SCTP end hosts are expected to have enough resources such
as a large buffer and a fast working network interface card to prevent any packet from
being held up in the scheduler’s queue. Following those assumptions, it is safe to claim that

this FCFS scheduler should not have any noticeable effect on the SF-SCTP’s throughput.

At the receiver endpoint, the inbound message passage is shown in Fig. 3.8. The received
SCTP packets are first unbundled to separate SCTP control chunks from data chunks.
Next, the data chunks are placed into different subflow-receiving buffers according to the
FID in the data chunk header. If data chunks are found segmented, they will stay at the
subflow receiving buffer until reassembled. After that, if there are no missing data chunks
or gaps detected among the received data chunks, they will be moved to user application
layer. Otherwise, the affected data chunks from the streams which have gaps in the SSN

are buffered until the missing data are delivered, while data chunks from other streams
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can still be delivered to the upper layer applications.

Application Layer
User Message | | User Message M User Message | | User Message
SF-SCTP layer
11
Flow Mapping

ASN FID FSN SID SSN ASN FID FSN SID SSN

311221 |data 41212141 |daa
ASN FID FSN SID SSN ASN FID FSN SID SSN

1 data data

SCTP Controller

Bundlmg Bundlmg

ASN FID FSN SID SSN ASN FID FSN SID SSN

IP Network Layer 2 20131 ldaa] 1]1]1]1]1 |daca

Figure 3.7: Message outbound procedure at the sender.
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Figure 3.8: Message inbound procedure at the receiver.
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Chapter 4

Analytic Model for SF-SCTP

In this chapter, we derive SCTP’s analytic models in a simplified Diff-Serv network where
each DSCP is mapped to a unique packet drop rate. In this Diff-Serv network, the flows
with different DSCPs shall experience different packet drop rates after reaching steady
state since the network treats each flow with different priorities. It is also assumed in this
simplified Diff-Serv network that all the flows between a sender and receiver shall travel
through the same physical path so that they will have the same RTT. The analytic models
described in this section benefit but differ from the existing TCP models in Refs. [55, 71].
Our models (1) reflect the improvements that SCTP brings to the congestion control
mechanism of TCP-Reno; (2) can account for FCC because they are more generic than
the TCP models; (3) can model the SF-SCTP with all subflows sharing congestion control.

The last feature is significant in that it demonstrates the need for a designated congestion
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control mechanism for each subflow.

Specifically, we present the analytic models for the following cases of SCTP:

Original SCTP (Case 1): The current SCTP specified in RFC 2960 which has no subflow
modification and is unaware of QoS such that the outgoing traffic is of type BE.

SF-SCTP-shared (Case 2): SCTP with subflow modification but all subflows share one
congestion control at the association level; a Weighted Round-Robin (WRR) scheduler
is used to apportion the available bandwidth among the subflows.

SE-SCTP-noFCC (Case 8): SF-SCTP where each subflow implements its own congestion
control of the original SCTP style; fractional congestion control is not implemented.

SF-SCTP-FCC (Case 4): SF-SCTP where each subflow implements its own fractional

congestion control.

When SF-SCTP has only one subflow with outgoing traffic of type BE, it is equivalent
to the original SCTP (Case 1) in terms of throughput. Also when the subflows from
SCTP of Case 3 and 4 have the same cwnd growth rate of one MTU per RTT (& =1 for
Case 4 SCTP), Case 3 SCTP becomes a special instance of Case 4 SCTP. Therefore, the
throughput model for SF-SCTP-FCC should be derived first since, from which, Case 1
and Case 3 SCTP’s throughput expressions can be obtained. The analytic model for

SF-SCTP-shared are derived in the separate Section 4.2.

We use another section to study the performance of SF-SCTP under a single bottleneck
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network as depicted in Fig. 4.3. For this single bottleneck network where the queue delay
may not negligible, we derived a deterministic lower and upper model for the throughput

of SF-SCTP.

The accuracy of an SCTP throughput analytic model depends on how well it captures the
congestion control behavior of SCTP. For example, in the original SCTP, an association
increases its congestion window exponentially during the slow start period, or linearly (one
MTU per RTT) during the congestion avoidance period. On the detection of packet loss,
the congestion window of original SCTP is reduced to half for a Fast Retransmit event,
or to one MTU for a time-out event. When the packet losses are exclusively responded
by Fast Retransmits, the congestion behavior of original SCTP can be simplified in a way
as shown in Fig. 4.1(a), which captures only the congestion avoidance periods and Fast
Retransmit events of original SCTP. The time-out events, which bring the original SCTP
back to slow start phase from congestion avoidance phase, are negligible since they are
assumed to be rare. After the simplification, the lifetime of an original SCTP association
can be considered as series of Fast Retransmit Periods, each of which is period between the
time when the last Fast Retransmit ended and the time when the next Fast Retransmit

starts.

Fig. 4.1(a) shows the j* Fast Retransmit Period of the original SCTP. The cwnd value of

ijl

this particular period starts with a value of , which is half of the cwnd value at the

end of the (j — 1)th Fast Retransmit Period, and then increases step by step to W; after
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X; number of RTTs. A packet loss in the X; RT'T marks the coming end of the j Fast
Retransmit Period, which will last for another RTT, the X; +1 RTT, since it takes the
sender one more RTT to detect the packet loss. A Fast Retransmit event is triggered to
recover the lost packet and the congestion window is reduced to half of W;. The variable,

B;, is used to represent the number of bytes sent out in the last RTT of X; + 1.

Similar to Fig. 4.1(a), the simplified congestion control behavior of the i subflow (SF;)
in SF-SCTP-FCC has been shown in Fig. 4.1(b). Because of fractional congestion control,
the cwnd growth rate of SF; is slower than the original SCTP and only increases by one
MTU per ® RTTs. In Fig. 4.1(b), ® = 2 is chosen and hence cwnd; of SF; is shown to
increase by one MTU in two RTTs. When a packet belonging to SF; is lost and then
recovered by Fast Retransmit, cuwnd; of SF; will reduce to half as the original SCTP does.
A superscript ¢ has been added to the variables, W;_y, W;, X; and ; in Fig. 4.1(b) to

convey that these variables belong to SF;.

As presented in Refs. [55, 71], after a flow reaches steady state, for a given p (probability
that an outgoing packet being dropped), the flow throughput B(p) (bytes/sec) can be

expressed as

S|

B(p) _ E[N]
+ = T4 (4.1)

where K is the packet size, E[A] is the mean time duration for a Fast Retransmit Period,
E[N] is the mean for the number of packets sent during E[A]. Here a flow refers to either

an original SCTP association, or a subflow in SF-SCTP.
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Figure 4.1: Congestion window behavior of the original SCTP and one subflow in SF-

SCTP-FCC
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Eq. (4.1) captures the behavior of congestion avoidance and Fast Retransmit events only.
A more general throughput equation, which takes time-out events into consideration, has

been given in Refs. [55, 71] as

B) = EIN|+ @« EIF] for general case
K E[A]+ Q x E[TT9]
B}g’) ~ f;z[jz ]E[TTO] for E[N]> B[R], Q < 1 (4.2)

where () is the probability that a packet loss is responded by a time-out rather than a
Fast Retransmit, F[R] is the number of packets resent during time-out, and E[TT?] is

the mean for the time-out duration.

In this work, we consider only the effect of Fast Retransmits. Therefore, instead of
Eq. (4.2), Eq. (4.1) has been used to derive the throughput expressions for the four cases

of SCTP in Section 4.1 and 4.2.

4.1 Analytic Models for SF-SCTP and Original SCTP

In this section, we will first obtained the throughput expression for one subflow in SF-
SCTP-FCC according to the simplified congestion window behavior shown in Fig. 4.1(b).
Using the subflow throughput expression as basis, the throughput models for SF-SCTP-

FCC, SF-SCTP-noFCC and the original SCTP are derived.

From the fractional congestion window behavior in Fig. 4.1(b), for SF;, we have

i W?—l M,
Wi=——+3% (4.3)
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where M is MTU, @ is the variable that controls subflow’s cwnd growth rate, I/V]z is the
cwnd size in bytes at the end of j** Fast Retransmit Period, which is the period between
two adjacent Fast Retransmit events, and X]’: is the RTT where the first packet drop

happens in the j** Fast Retransmit Period.

After SF; reaches steady condition, from Eq. (4.3), the steady state mean of cwnd; is

E[WY] = %E[Xi] (4.4)

Unlike TCP, which strictly requires that the number of outstanding data bytes, repre-
sented by D,, be less than or equal to the current cwnd value, SCTP allows D, to be
at most one packet size greater than the value of cwnd. In TCP, the transmission of a
packet is prohibited if such a transmission would make D, greater than the current cwnd
value. However, in SCTP, a packet can be transmitted as long as D, does not exceed
cwnd. When applied in our SF-SCTP design, in each RTT, SF; can send out a total of
(L% ] +1) x K; bytes, which could be approximately averaged as w + B:i where w is the

current value of cwnd; and K; is the packet size of SF;.

As illustrated in Fig. 4.1(b) for & = 2, the cwnd increases by one MTU (M) per &
RTTs. After (h x ®) RTTs, the cwnd in the j Fast Retransmit Period is incremented to
% + hM, and will stay at this level for ® RTTs. During the segment of those ® RTTs,
a total of approximately (% +hM + %) x ® bytes are sent. Excluding the (XJ’ + 1)-th

RTT, there are a total of X} /® of such transmission segments. Therefore, the number of
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packets sent out in the j*" Fast Retransmit Period, N;, can be expressed as

Xi/o-1 W e
Ni= ( % (= +hM + Z) x @} +ﬁ;‘.)/m (4.5)

where (3} is the number of bytes transmitted in the (X} + 1)-th RTT. Depending on the

position of the lost packet, from Fig. 4.1(b) we can tell that ﬁ; has a random value between

MQ/J. By assuming that {WW'}

0 and W/. On the average, E[3!] is approximately equal to

and {X"} are independent Markov processes, we have E[W! | x X?] = E[W;_,

I x EIX]] =

EWxE[X"] = PEWV gince EW?] = 2L E[X] according to Eq. (4.4). Taking the mean

2M

of Eq. (4.5) and substituting E[W;_, x X7] with %W, we have the mean for N as

E[N] = (;%EQ[WZ'] +

K®+2M — M®
AM

EW') /K, (4.6)

Let Ozj- represent a random process, which is the number of packets sent in the j** Fast
Retransmit Period up to and including the first packet that is lost. The probability that
aj- = m is equal to the probability that exactly m — 1 packets are successfully transmitted

before a loss occurs. Therefore, we have

P[a;- =m]=(1-p)" 'p; (4.7)

Thus, the mean of af is
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Ehﬂ:z)nxﬂ—mwlm:% (4.8)

To find the solution for Eq. (4.6), we must establish the relationship between the packet
drop rate p; and the mean number of transmitted packets in the a Fast Retransmit
Period E[N']. E[N] consists of two components: (1) packets sent out up to and including
the first lost packet, which is represented by af, (2) packets transmitted after the first
lost packet and before the sender is informed the packet loss(es). After a packet drop,
it takes the sender another RTT to detect the loss. During this period, approximately
E[W]/K; more packets are sent out, including packets in the same window as the dropped

packet (the X? RTT in Fig. 4.1(b)). Therefore we have

Ewﬂ:ﬂM+EMW&:$+EMW& (4.9)

From Egs. (4.6) and (4.9), we have the solution for E [W'] of SF; as

24Dn;
B 2T @t /(24 @ - p@) 4 2o o
M 30 ‘
80
~ 3<I;7p4 for small p; (4.11)

where n; = %, K is the packet size for SF; and M is the MTU size.

Given Egs. (4.9), (4.10) and E[A’] = RTT; x (E[X?] + 1), Eq. (4.1), which is now the
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throughput for SF; in SF-SCTP-FCC (Case 4), can be solved as

B.(n. 6+ 2pi (24 ® — 5@+ [(2 4+ @ — )2 4 20m)
py) & (4.12)
M pi<8+q>—mq>+\/(2+<1>—m<1>)2+%)3m;
1 31
~ f 1 pi 4.13
RTT\ 29y, or small p (4.13)

When ® = 1, Eq. (4.13) is the same as the throughput rate found for TCP model derived

in Refs. [28, 55] when no delay-ACK is implemented.

The Case 4 SCTP’s throughput Begses for the entire SF-SCTP association is the sum of

all subflows’ throughput:

BCase4(q)> o & Bz(pz) 1 3771
M =2 M N;RTTi 2Dp; (4.14)

=1

For ® =1, Eq. (4.14) gives the throughput for Case 3 SCTP:

n

BCase3 BC’ase4((I) - 1) Z 1 3772
_ ~ (4.15)
“—~ RTT; \ 2p;

M M

When all subflows has the same packet size 1; = 7, the same packet drop rate p;, = p, and

the same Round Trip Time RTT; = RTT, Eqgs. (4.14) and (4.15) become

BCase4 n 37)
R~ A/ 4.16
M RTT YV 2dp ( )

BCaseB n 377
~ — 4.17
M RTT\ 2 (4.17)

When there is only one subflow and ® = 1, from Eq. (4.14), we get the throughput

expression for the original SCTP as:
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BCasel ~ 1 37]0
M 7 RTT,\ 2p,

(4.18)

where 7,, RTT, and p, are the packet size over MTU, RTT and packet drop rate for the

original SCTP, respectively.

Before we verify our analytic models for SCTP of Cases 1, 3 and 4, let us briefly review

some of assumptions that we make in our models:

Assumption 1 Packet losses are recovered exclusively by Fast Retransmits.

Assumption 2 Before a Fast Retransmit, cwnd; shall not be smaller than 4 x MTU
so that the new cwnd; after a Fast Retransmit would be always half the old cwnd;, i.e.,

cwnd; := max(2* MTU,0.5 * cwnd;) (Fig. 4).

This assumption has also been implicitly made in Refs. [28, 55, 71, 72]. Since the cwnd
growth parameter @ is positively related to the number of subflows in order for SF-SCTP-
FCC to be fair towards the original SCTP, when the number of subflows in SF-SCTP-FCC
increases, from Eq (4.10), the mean of cwnd; becomes smaller. Therefore, this assumption
may no longer hold and the analytic models may underestimate the throughput since cwnd

size is underestimated.

Assumption 3 For simplicity, we ignore the fact that SF; employs a slow start after a
Fast Retransmit since cwnd; is set to ssthresh; (Fig. 4).
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When the occurrence of time-outs become noticeable, our analytic model overestimates
the throughput. A better estimate of the throughput can be obtained by Eq. (4.2) since
it takes time-outs into consideration!. However, we would like to point out that, when
packet drop rate is high and time-outs happen frequently, even Eq. (4.2) overestimates

the actual throughput.

Compared with congestion avoidance period, this slow start period, which lasts about one
RTT, appears to be short and thus negligible. However, because the cwnd size increases
exponentially in slow start phase, the slow start after each Fast Retransmit event actually
serves as a boost and give SCTP (or SF; in SF-SCTP) an important lift to recover its
cwnd (or cwnd;). When there are large number of subflows in SF-SCTP, the aggregate
effect of slow start phenomenon can no longer be ignored in calculating the throughput.
Since our analytic models do not capture slow start period, they may underestimate the

actual throughput.

In general, the ns-2 simulation experiments verify that when packet drop rate is high,
analytic models overestimate the throughput, as expected by Assumption 1. As implied
by Assumption 2 above, we observe that, as the number of subflows increase, underesti-
mating the throughput by our models increases. Also, ns-2 experiments show that when

packet drop rate is low and packet losses are recovered exclusively by Fast Retransmit, our

!Given the throughput model that covers Fast Retransmits, Ref. [55] has a detailed derivation of

Eq. (4.2).
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analytic models underestimate the actual throughput, as discussed in Assumption 3. De-
tailed interpretation of ns-2 experiments are presented in Chapter 5. Chapter 6 concludes

the thesis and provides future research directions for this work.

4.2 Analytic Model for SF-SCTP-shared

To illustrate the deteriorating effect of false sharing on SCTP throughput, SF-SCTP-
shared (Case 2) where all subflows share one congestion control is included in this study. In
this section, we derive the throughput upper limit model for SF-SCTP-shared based on the
assumption that the Diff-Serv network treats the packets coming from SF-SCTP-shared
only with different drop rates according to their marked DSCPs, and that the packets
shall not arrive at the receiver out of order. This assumption excludes the negative effects
on SF-SCTP-shared’s throughput due to the unnecessary Fast Retransmits or time-outs

resulting from the out of order arrivals of packets at the receiver.

To clarify the comparison between SF-SCTP-shared and SF-SCTP (Case 3 and 4), we
consider an SF-SCTP-shared association, which has the same number of subflows as the
SE-SCTP in Section 4.1. Also, we use the same packet drop rate p; for SF; in SF-SCTP-
shared as in SF-SCTP. Besides, all subflows in SF-SCTP-shared have the same packet
size (Kg, = nsp * M). In SF-SCTP-shared, a WRR scheduler is employed to apportion
the throughput among subflows, where \; represents the percentage of the bandwidth

assigned to SF;. Assuming that \; and p; are known, the average packet drop rate of
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SE-SCTP-shared can be expressed as

Dsh = Z AiDi (4.19)
i1

To derive the throughput expression for SF-SCTP-shared, let us start with the following

expression which is similar to Eq. (4.9)? in Section 4.1:

E[Ng] = Elosn] + E[Wan]/ Kan (4.20)

where ayy, is the random process representing the number of packets sent in a Fast Re-
transmit Period of SF-SCTP-shared up to and including the first packet lost. The variable

W, represents the cwnd size of SF-SCTP-shared in bytes.

In the following steps, we start to derive the expression for mean of agy, Eagy], from the
simplest situation where all the subflows share the bandwidth equally, that is \; = % for

SF;. In this situation, using a round robin scheduler, the probability that (m — 1) packets

h

are successfully transmitted while the m!" one is dropped is

(m—1) mod n

n 1 n (mfl)
=1 s=1 r=1
where i corresponds to the SF; that drops the m'* packet, and z is defined as
(n+i—r)modn if z#0

n otherwise

2This is the SCTP version of Eq. (2) in Ref. [55]
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The mean of oy, is

oo oo n n (m—1) mod n
Elag] = Zmp[%h =m| = Zmz %(H 1 —Ps)LwQ( H (1 —px)>Pz‘
m=1 m=1 =1 s=1 r=1

0o n n (m—1) mod n

- ZmH(l_ps)“m"%(Z% 11 (1—px)pi> (4.22)

To simplify Eq. (4.22), let us define m =nl+ h for [ =0,...,00, and h = 1,...,n, and

Y (m) as a periodic function with the period of n:

n (m—1) mod n n h—1
1 1 _
Y(m) = Z E( H (1—pw)>pi = Z - ( H(l—px))pi =Y (h) ~ pg, for small p;
i=1 r=1 =1 =1
(4.23)
Given Eq. (4.23), Eq. (4.22) can be simplified as
Elag) = Y. (il +n) [t -p) Y(h) =YY v(h) (nzH(1 —p) + ][0 -p) )
=0 h=1 s=1 h=1 1=0 s=1 s=1
= nC h
= Y(h 4.24
(25 1_c> azn
where C is defined as
C = H 1—ps)~1-— ZPS =1—npy, for small p, (4.25)
s=1 s=1
From Egs. (4.23), (4.24), and (4.25), we obtain
- 1 — npsn h u 1 1
Elag| = Y(h - + — ~ Y(h)— ~ — 4.26
[ h] Z ( )< NPsh npsh> Z ( )npsh Psh ( )

Comparing Eq. (4.26) with Eq. (4.8), for small packet drop rates, we can use the equivalent
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packet drop rate py, to compute the throughput for SF-SCTP-shared as:

B ase B ase s 1 3 s D
3‘\4 2 _ be ]\14(77 h) ~ T /2282 for small value of pg, (4.27)

Eq. (4.27) is derived based on the condition of \; = % It can be easily proved that, as
long as the RTTs for all subflows in Case 2 SCTP are the same, the same expression as
shown in Eq. (4.27) can be obtained even when the subflows do not get equal share of the
throughput. Therefore, Eq. (4.27) presents the throughput model for Case 2 SCTP where
all subflows has the same RTTs. If the RTTs for the subflows in Case 2 SCTP are not the
same, unnecessary Fast Retransmits and time-outs, due to unordered packet arrivals at
the receiver, may cause the actual throughput to be much lower than the analytic result

given by Eq. (4.27).

4.3 Comparison of the Four Cases of SCTP

Comparing Eq. (4.16) with Eq. (4.17), we find that, for the same packet drop rate p;,
packet size K; and Round Trip Time RT'T;, we have the throughput relationship between

SF-SCTP-noFCC (Case 3) and SF-SCTP-FCC (Case 4) as

BCaseS = \/EBCG,S% (428)

If ® =1, SF-SCTP-FCC has the same throughput as SF-SCTP-noFCC.
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If SE-SCTP (Case 3 and 4) has only one subflow and its packet drop rate, packet size, and
RTT are the same as those for the original SCTP (Case 1), SF-SCTP and the original

SCTP has the same throughput.

Comparing the original SCTP with SF-SCTP-FCC using Eqgs. (4.14) and (4.18), we find
that, when ® = n?, SF-SCTP-FCC achieves roughly the same throughput as the original
SCTP, for equal n, RT'T and p values. This result implies that, when SF-SCTP increases
its combined congestion window by 1/n « MTU per RTT, it reduces its aggressiveness
and becomes fair to the original SCTP. The comparison between the original SCTP and
SF-SCTP-FCC are made under two assumptions. We first assume that packet losses are
exclusively recovered by Fast Retransmit. When packet drop rate becomes high enough,
time-outs are no longer rare events. After a time-out, a subflow in SF-SCTP begins slow
start without affecting other subflows’ congestion state, while for the original SCTP, the
whole association must begin with slow start. The SF-SCTP’s ability to absorb packet
losses in a subset of subflows makes it more tolerable to losses and more aggressive than
the original SCTP. We also assume that subflow’s cwnd shall not be less than 4 « MTU
before a Fast Retransmit. When there are a lot of subflows in SF-SCTP-FCC, its cwnd
must increase very slowly in order to be fair with the original SCTP. However, the slower
growth rate a subflow has, the more likely its congestion window may be less than 4x MTU
before a Fast Retransmit. High packet drop rates may also increase the possibility that a

subflow’s cwnd is less than 4 * MTU before a Fast Retransmit.
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From the discussion of these assumptions, we can point out that SF-SCTP-FCC has
a better chance to achieve fairness towards the original SCTP in a network with low
packet drop rates (normally high speed network) than a network with high packet drop
rates. However, even if the assumptions above do not hold, we can still safely claim
that fractional congestion control alleviates the aggressiveness of SF-SCTP. The fairness

between SF-SCTP-FCC and the original SCTP are further discussed in Section 5.4.
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Figure 4.2: Comparison of Case 4 SCTP with Case 2 SCTP.

Fig. 4.2 is the throughput comparison of SF-SCTP-FCC with SF-SCTP-shared (Case 2)
using Eqgs. (4.14) and (4.27). We define two subflows, SF; and SF;, in both cases of

SCTP, where p; = 1073, p, varies from 107° to 1072, RTT, = RTT, = 1sec, ® = 4 and
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Figure 4.3: The topology of a network with a single bottleneck link

m = ne = 1. Fig. 4.2 shows that, when all subflows have the same RTTs and packet drop
rates (p; = pp = 1073), false sharing is no longer a problem and therefore, SF-SCTP-
FCC achieves the same throughput as SF-SCTP-shared. However, when p; = 1073 and
po = 1075, SF-SCTP-FCC obtains almost 3 times more throughput than SF-SCTP-shared
because the SFy (higher priority) in Case 2 SCTP was penalized due to the falsely shared

information with SF; (lower priority).

4.4 Single Bottleneck Network

In this section, we will study the performance of SF-SCTP under a single bottleneck
network as depicted in Fig. 4.3 using analytic models. The bottleneck network consists
of two SCTP hosts (A and B), one router (R), and two links. The link between host A
and router R has a link delay of D; and has almost an infinite bandwidth when compared
with the bottleneck link. The bottleneck link exists between router R and host B with
a bandwidth of C' and a delay of D,. The router implements the Drop-Tail buffering
mechanism with a queue size of (). Between host A and B, there are multiple SCTP flows

running concurrently, competing with each other for the limited bottleneck bandwidth.

o7



For derivation purpose, we define a number of variables. We define the round trip link
delay as the basic RTT, represented by Ry and Ry = 2(D; + Ds). The maximum queue
delay caused by the fulled occupied queue can be calculated as Do = Q + K/C, where @ is
the queue size in packets, K is the packet size in bytes, and C' is the bottleneck bandwidth
in number of bytes. The maximum RTT when queue reaches full capacity is represented by
Rg and Ry = Ry +Dg. We define W, as the product of propagation delay and bottleneck
bandwidth (W, = C'x Rp). Wy, represents the maximum number of bytes which could be
hold by the links between host A and B. We define Wg as Wy = C* Rg = W + @ * K,
which is the maximum number of bytes both the link and the buffer can hold. The overall
cwnd of the SF-SCTP flows, which control the total number of bytes outstanding in the
communication channel, cannot exceed Wg. Otherwise, the bottleneck queue will start

dropping packets and a subset subflows of the SF-SCTP will be affected.

For a single bottleneck network where the queue delay may not negligible, a deterministic
lower and upper model for the throughput and packet loss rate of SF-SCTP are derived.
The differences between the deterministic models in this section and the stochastic model

in previous sections lie in the following aspects:

e Applicability: The deterministic models can only be applied in a single bottleneck
network where drop-tail buffering mechanism is used and all packet losses are due
to congestion. The basic RT'T, bottleneck link bandwidth and queue size have to be

known in order to use the deterministic models. Unlike the deterministic models, the

o8



4.4.1

stochastic model can be used in any type of network where queue delay is ignorable.
Also, the packet losses in the stochastic model can either due to congestion or non-
congestion. However, the RTTs and packet loss rates of all subflows in SF-SCTP

must be known prior before applying the stochastic model.

Accuracy: The stochastic models are confirmed to be accurate when packet loss
rate is smaller than 1072 [55]. The deterministic models, however, only give the
throughput and packet loss rate boundaries for SF-SCTP with multiple subflows.
When the SF-SCTP has only one subflow, the lower and upper deterministic models

converge and accurate predictions can be obtained.

Functionality: With deterministic models, one can get the throughput and packet
loss rate boundaries for the SF-SCTP. For the stochastic model, one can only obtain
the throughput since packet loss rate is the precondition. For SF-SCTP with only
one subflow, the deterministic models can accurately capture the instantaneous
behavior of the cwnd, while the stochastic model can only get the average cwnd

size.

Queue Occupancy and cwnd Behavior

According the transmission rate of SF-SCTP, at any time, the bottleneck queue is in one

of the following three states: Queue Buildup (QBU), Queue Draining (QDN), or Queue

Steady (QSD) [56]. A summary of those three states and the state transition are presented
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Figure 4.4: Based on transmission rate, the bottleneck queue can be currently fill-

ing (QBU), draining (QDN) or being steady (QSD).

in the following?:

.  Queue Buildup (QBU) state: In this period, the transmission rate of SF-SCTP remains
almost constant at a rate slightly above the bottleneck bandwidth. Since the packet arrival
rate at the bottleneck queue, which equals the SF-SCTP’s transmission rate, is higher
than the packet departure rate, which equals the bottleneck bandwidth, packets waiting at
the queue for departure are accumulating. As the bottleneck queue occupancy increases,
the RTT for the SF-SCTP also increases. At the same time, the cund of SF-SCTP keeps
increasing before packet drops happen. The synchronous increasing of the cwnd and RTT
explains why the transmission rate remains roughly constant in this period because the
effect of increasing cwnd is equally offset by the increasing of RT'T. The queue remains

in the QBU state and will not make its transition to the QDN state until it is full and

3The detail discussions of the QBU, QDN, and QSD states together with the state transitions can be

found in [77]
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starts to drop packets and until SF-SCTP responds by cutting its transmission rate to a

level lower than the bottleneck bandwidth.

n  Queue Draining (QDN) state: The transmission rate of SF-SCTP is less than the
bottleneck bandwidth such that the queue is in the process of being depleted. The re-
duction of the bottleneck queue occupancy has the effect of decreasing the RTT. Since
transmission rate is directly proportional to the cwnd over RTT, the abrupt decrease of
RTT explains the sharp increase of the transmission rate in the QDN period. Both the
cwnd and the transmission rate of SF-SCTP begin their recovery during the QDN state.
When the queue becomes completely depleted, if the transmission rate is still less than
the bottleneck bandwidth, the queue will transit from the QDN to the QSD state. If the
transmission rate is recovered to a level equal to or greater than the bottleneck bandwidth

before the queue is empty, the queue will move from the QDN back to the QBU state.

m  Queue Steady (QSD) state: The queue occupancy in this period remains as almost
empty since the packet arrival rate is less than the departure rate at the bottleneck
queue. When the cwnd is recovered to a certain value such that the transmission rate of

SF-SCTP is equal to the bottleneck bandwidth, the queue will transit to the QBU state.

The duration of the QDN period is positively related to the value of @), C, Ry and P,
while negatively related to n, the number of subflows in SF-SCTP. The duration of the
QDN period is positively related to @), while negatively related to the C' and n because of

the alleviated global synchronization problem. The length of the QSD period is positively
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related to C' and Ry, while negatively related to @ and n.

The state diagram of Fig. 4.4 shows the transitions of those three states. A queue cycle
is defined such that it starts from the beginning of the QBU state and ends the next
time when the state is back into the QBU state again. Depending on the queue size
and the number of subflows in SF-SCTP, a queue cycle can either be QBU+QDN or
QBU+QDN+QSD. If the queue cycle does not include the QSD state, it means the

queue will not be completely emptied when SF-SCTP is affected by packet losses.

4.4.2 Deterministic Models

In this section, we derive the analytic model for SF-SCTP with n subflows. In SF-SCTP,
each subflow its cuwnd by one MTU per ® RTTs and decrease its cwnd to half after a Fast
Retransmit. For the SF-SCTP, in average, its overall cwnd increases at a rate of nM/®
bytes per RT'T. When the overall cwnd increases to a level above Wy, the drop-tail queue
starts to drop some packet(s) because of queue overflow. Given that k subflows in the SF-
SCTP are affected, the SF-SCTP reduces its cwnd to (2n—k)/(2n) of its previous highest
value Wy, assuming that each subflow has equal share in the overall cwnd. For simplicity,
we approximately Wo ~ Wy. The models presented in this section are deterministic
because we assume that all queue cycles, also named the Fast Retransmission Periods
in the stochastic model, are identical during the lifetime of the SF-SCTP. Also different

than the previous stochastic model, the models are fluid models since we assume the cuwnd
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value of SF-SCTP is continuous, while in reality, it is discrete.

When packet losses happen, the worst situation for SF-SCTP is that all subflows inside
are affected, while the best situation is that only one subflow is affected. When FCC is
not implemented, all subflows in the SF-SCTP are likely to be affected by packet losses
due to the global synchronization propriety of drop-tail queue. With FCC, the global
synchronization problem are alleviated and packet losses may only affected a subset of
the SF-SCTP. Based on the worst and best situation, the throughput lower and upper
limit model can be derived, respectively, while in the throughput upper limit model, the

overall cwnd is between (2n — 1)Wq/(2n) to Wy,.

4.4.3 Throughput Lower Limit for SF-SCTP

In the throughput lower limit model, the overall cwnd of the SF-SCTP ranges from W, /2
to Wg. If the minimum overall cwnd value W /2 is greater than the product of bottleneck
bandwidth and link delay W, the queue cycle only includes the QBU and QDN states and
the bottleneck queue will always have packets waiting inside for departure. Otherwise, if
Wq/2 < Wi, the queue cycle will include the QSD state and the queue will be depleted

after Fast Retransmit events.

When a queue cycle consists of only the QBU and QDN states, the instantaneous value

of the RTT, represented by r(t), is the sum of the link delay and queue delay:

r(t) :RL+M:%+UJ@)C_ M wg)’ (4.29)
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where w(t) is the instantaneous cwnd value, and w(t) — Wy, is the number of bytes waiting

in the queue.

Because of the packets accumulating at the bottleneck queue, the increase of cwnd will
result in the increase of RT'T. With the increasing of RT'T, the growth rate of overall cwnd
becomes slower in the congestion avoidance period. Assume at time ¢, w(t;) = w; and
r(t;) = r1. After a RTT, which is approximately 7, the cwnd will increased by nM /P to

w(ty) = we = wy +nM/P. Thus, the derivative of the cwnd can be expressed as

dv  wy—w; nM/® naMC

= = = : 4.30
dt tg — tl ’f’(t) (IDw(t) ( )
Given w(0) = Wy /2, the above equation can be solved as
W2
w(t) = TQ +2nMCt/®. (4.31)

Also as we know, at the end of the queue cycle, w(Tjp1) = We, where T, represent the

length of a queue cycle. Thus, we can solve the the during of the queue cycle as

3PW?2
T‘lowl = Q
8nMC

. (4.32)

As we know, the instantaneous transmission rate of SF-SCTP is w(t)/r(t). Hence, the

integration fOTl"“’l %dt represents the total number of bytes transmitted out during a

queue cycle. Therefore, the throughput of the SCTP can be calculated as

Tow w(t) To'w

Bl _fol 1T(t)dt—f01 1Cdt_

owl — - —
ﬂowl 7"lowl
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At the end of the queue cycle, since all subflows are affected by packet losses, there are a
total of n Fast Retransmits in the SF-SCTP. Therefore, the SF-SCTP’s Fast Retransmit

rate, which is an effective indication of the packet loss rate, can be obtained as

n/Tiowr Sn?KM
Biow1 /K~ 30W3 "

Pow1 = (4.34)

The above Egs. (4.29), (4.30), (4.31), (4.32), (4.33) and (4.34) are derived under the

circumstance that a queue cycle consists of only QBU and QDN states.

When a queue cycle includes the QSD state, % is smaller than W;. While w(t) €

[%, W], the queue is empty and the RTT is fixed at Ry. Therefore, the instantaneous

value of the RTT for the small queue case can be expressed as

R; when %SwSWL
r(t) = (4.35)

% when W, <w < Wy

The overall cuwnd of SF-SCTP will increase linearly during the QSD period. During the
QBU period, the cwnd increases similarly as in the large queue delay case. Therefore, the

instantaneous cwnd value for the small queue case is

Wo nMC
-2 4+ B2y when 0<t<r7t
wity=4 * " (4.36)

\/Wf +2nMC(t —7)/® when 7 <t < Tjoun

where Tj,.2 is the length of the queue cycle for the small queue case, 7 is the duration

PRWE-WoWr)

that the queue stay at the QSD period and 7 = PYYTE

and w(7r) = Wy.

65



Similarly as in the large queue case, we get the queue cycle length, throughput, and Fast

Retransmit rate of SF-SCTP in the small queue case as:

Wé — WQWL + Wg

Tiowz = @ 4.37

fow? 2nMC (4.37)

. Jo o eBar ey g [Tien Cqy 3W3C (438
T Tows Tiows AW — AW, + 47 ‘

The packet loss rate of the SCTP, which is also the network drop rate, can be calculated

as

n/Tows Sn?KM

- 4.39
Biows/ K~ 30W}3 (4.59)

Bow2 -

Compare Eq. (4.34) with Eq. (4.39), we find both equations have the same form. Thus,

for the throughput lower model, we have an uniform Fast Retransmit rate as

(4.40)

4.4.4 Throughput Upper Limit for SF-SCTP

In the upper limit model, we assume that, after a Fast Retransmit, the cwnd of the SF-

SCTP flows reduce to 2’;;1 of its previous value. Only one flows is affected each time the

Drop-Tail queue drops packet(s). Similar as in the lower limit model, we separate the

QEZIWQ > Wy, and small queue

derivation in this section to the large queue case where

case where 2”2—7:1WQ < Wr.
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For large queue case where queue cycle consists of only QBU and QDN states, the
instantaneous RTT and cwnd formula are the same as Eqs. (4.29) and (4.31). However,

the boundary condition for w(t = 0) are different than the lower limit model and now

w(0) = %. Given this condition, the Eq. (4.31) can be solved for the upper limit
model as:
o(t) = \/w o 1 2nzgct _ \/ (2n4;21)2W5 . ZMgC’t. (41
Since w(Typ ) = We, we have
Top1 = % (4.42)
The SF-SCTP throughput is
Bup = Jo = Jo " Gt =C. (4.43)

Tupl Tupl

When the drop-tail queue drop packet(s), only one subflow in the SF-SCTP is affected
and needs to response with a Fast Retransmit. Thus, the Fast Retransmit rate of the

SF-SCTP, which is an effective indicator of the network drop rate, is obtained as

/Ty 8n°KM
By /K (4n—1)OW3’

P = (4.44)

For the small queue case where %WQ < Wy, the instantaneous value of the RTT for

the small queue case can be expressed as

R, when &=We <y,
r(t) = . (4.45)
w(t)

ol when W, <w < Wy
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The instantaneous cwnd value for the small queue case is

(2n—1)W, nMC
%Q—l—(bWLt when 0<t<r7

w(t) = : (4.46)
VWE+2nMCO(t —7)/® when 7 <t < Ty

2_ _
where 7 is the duration that the queue stay at the QSD period and 7 = 2@nW,—@n—1)WoWr)

2n2MC
and w(r) = Wi.
Substitute the boundary condition w(T") = Wy into Eq. (4.46), we have
nWg +nWi — (2n — 1)WoW,
Topr = D—2 . 4.4
upa 2n2MC (447)
The SF-SCTP throughput is
Tup w(t) T w(t Tup2
o bt R [ Cdt (4n — HWEC
ur Top2 Top2 A2 W3 + An2 W7 — dn(2n — D)WW,
(4.48)

The Fast Retransmit rate of the SF-SCTP, which indicates the network drop rate, can be

calculated as

/T,  8n*KM
Bupn/K — (40— 1)oW2’

Pupe = (4.49)

Similar as in the throughput lower model, we find Eq. (4.44) has the same form as
Eq. (4.49). Therefore, for the throughput upper model, we also have an uniform Fast

Retransmit rate expressed as

8n3 K M

Pup:PuplzpupQZW-

(4.50)
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We want to point out here that the name of lower and upper model is with regarded to

the throughput. For Fast Retransmit rate, we always have P, > P,y.

4.4.5 Deterministic Model for Single SCTP

When number of subflows in SF-SCTP equals one, the throughput lower and upper limit

models converges and we get the exact analytic expressions for single SCTP association

as:
W2
w(t) =1/ TQ +2MCt  large queue case where Wy > 2W. (4.51)
5+ it if w(t) < Wi
w(t) = : small queue case where Wg < 2W7,.
VWEH2MC(t — 1) if Wi <w(t)
(4.52)
:XZ% large queue case where Wg > 21,
Tsetp = . (4.53)
2 2
%CYVQWL small queue case where Wg < 2},
C large queue case where Wy > 2Wp,
Bsctp - . . (454)
4W5+4W5Q_4WQWL small queue case where Wg < 2Wp,
SKM
Pty = o5 4.55
tp 3WC22 ( )
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Chapter 5

Simulation Experiments

In this Chapter, we report the results of the simulation experiments conducted using
ns-2 [70] with the integrated SCTP extensions from University of Delaware [20, 15] and
Diff-Serv Model from Nortel Networks [11]. We implement our SF-SCTP by extending

the ns-2 SCTP module defined by RFC 2960.

Extensive simulations have been performed to study the behavior of SF-SCTP in a Single

Bottleneck Network, a simplified Diff-Serv network and a Wide Area Network!.

Through simulation experiment, we first investigate the capability of SF-SCTP to support
QoS provided by the underlying networks. Two set of experiments are being conducted

in Section 5.1. Give a single bottleneck who support QoS through virtual queues, we

!Throughout this thesis, we assume the SCTP receiving buffer is large enough and should not place

any constrains on the performance of SCTP.
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compare the packet drop rate of Original SCTP, SF-SCTP-shared and SF-SCTP-noFCC.
Given a simplified Diff-Server network which can provide different packet drop rates or
RTTs, experiments have been conducted to verify SF-SCTP’s superior capability for sup-
porting QoS. In Section 5.2, ten different experiments have been carried out to study
SF-SCTP’s behavior in a network with a single bottleneck link. By varying the bot-
tleneck queueing mechanism, queue size, link bandwidth and link delay, we gain better
understanding how SF-SCTP exploits the limited bandwidth. Experiments VIII to XI
have been performed to investigate how SF-SCTP adapts itself when the bottleneck net-
work has different types of background traffic. In Section 5.3, we performed experiments
to investigate how SF-SCTP adapts itself when the bottleneck network has different types
of background traffic. Finally, in Section 5.4, we study the effect of Fractional Congestion

Control on the congestion control behavior of SF-SCTP.

The obtained results from various simulation experiments have also been used to validate
the accuracy of analytic models of the original SCTP, SF-SCTP, and SF-SCTP-shared.
Since the SCTP used in our simulation experiments do not include a Fast Recovery mech-
anism algorithm such as New-Reno SCTP [66], multiple losses in a window of data may
result in several Fast Retransmits. As a result, in rare cases, we observed the occur-
rence of consecutive Fast Retransmits followed by a time-out, which severely reduced
the SCTP’s throughput and caused it to deviate from the analytic models’ expected

throughput. When the packet drop rate becomes higher, we find that the analytic models
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overestimate the throughput [55].

When deriving the analytic models, we assumed that only one loss indication (Fast Re-
transmit or time-out) should be counted even if there may be multiple packet losses in

one round. In the experiments, we approximate the loss indication rate as

o sum of the number of Fast Retransmits and time-outs
loss indication rate = _ (5.1)
total number of packets transmitted

The loss indication rate from Eq. (5.1) should used instead of the packet drop rate in the

analytic models from Section 4.1.

To obtain an accurate value for the throughput from the analytic models, a good ap-
proximation for the RTT is required. However, this approximation is difficult since it
is hard to calculate the average queue delay (queue length changes dynamically during
an experiment). This difficulty is also reported in other simulation experiments [55]. To
minimize the effect of this inaccuracy, we either use a relatively small queue size routers
and monitor the average queue size to take the average queue delay into account, or use

a wide area network where queue delay can be ignored.
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Figure 5.1: Single bottleneck network used to investigate SF-SCTP’s ability to support

QoS.

5.1 Capability of SF-SCTP to Support QoS

5.1.1 Single Bottleneck Network

5.1.1.1 FExperiment Setup

To interpret the results intuitively, we use a simple network topology shown in Fig. 5.1,

which has one bottleneck link between the core router and edge router 2.

Table 5.1: Traffic source for nodes S1 through S4.

traffic type DSCP flow(s)

S1 | Original SCTP (Case 1) 0 1 BE
S2 | SF-SCTP-shared (Case 2) 0Oor1l 1/2BE + 1/2 non-BE
S3 | SF-SCTP-noFCC (Case 3) 0Oor1 1 BE + 1 non-BE

S4 background traffic Oorl 24 BE + 4 non-BE
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Table 5.2: RED queue parameters.

min thresh max thresh max drop rate
Virtual Queue 0 (BE) 02x@Qx(1—a) 08xQx(l—a) 0.05
Virtual Queue 1 (non-BE) 02xQ xa 0.8xQ xa 0.05

The traffic types generated by the source nodes S1 through S4 are given in Table 5.1:
(1) BE traffic (packets marked with DSCP code 0); and (2) non-BE traffic (packets
marked DSCP code 1). Our simplified Diff-Serv network in the experiment provides
different packet drop rates for the BE and non-BE packets. The concept of flow in our
experiments means a group of outgoing packets sharing one set of congestion control
parameters. According to this definition, the SF-SCTP-shared with two subflows can
only be considered as one flow because the subflows are sharing one congestion control
at the association level. And since these two subflows, one marked with DSCP code 0
and the other with DSCP code 1, are regulated by a round-robin scheduler inside SF-
SCTP-shared, we could consider the SF-SCTP-shared association as the composition of
1/2 BE flow and 1/2 non-BE flow. For Case 3 SCTP, since the two subflows implement
their own congestion control, the SF-SCTP-noFCC association could be treated as one
BE flow and one non-BE flow. Delayed-SACK is not employed for all SCTP associations
because during the simulation we found in that the analytic models for SCTP are more

accurate when the SCTP receiver immediately acknowledges each arriving packet.
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In the core router, only one physical queue is maintained. However, this physical queue
is divided into two virtual queues (numbered as 0 and 1). All the BE packets will go
through virtual queue 0 while the non-BE packets will use virtual queue 1. The reason
we implement two virtual queues instead of two physical queues at the core router is that
we would like to maintain a First-In First-Out (FIFO) principle for packets passing the
core router. In this implementation, the packets coming from the two subflows of Case 2

SCTP will be delivered in order at the receiver to avoid unnecessary Fast Retransmits.

Both virtual queues at the core router are RED queues whose parameters are given in
Table 5.2, where @ is the physical queue size (40 packets), and a is the fraction of the
physical queue slots allocated to the virtual queue 1. In the experiments, when the virtual
queue size changes as a is varied from 10% to 90%, the packet drop rates for BE and non-

BE flows will be increasing and decreasing, respectively.

5.1.1.2  Discussion of Simulation Results

The following observations are based on the data from Figs. 5.2, 5.3(a) and 5.3(b):

s The simulation results confirm the accuracy of the throughput formulas derived in
Section 4.1. The high accuracy is achieved when the loss indication rate from Eq. (5.1)

is used instead of the packet drop rate.

n  Although SF-SCTP-shared has 1/2 non-BE subflow, which is treated with higher pri-

ority by the Diff-Serv network, it achieves roughly the same throughput as the original
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Figure 5.2: Experiment I: Throughput achieved by BE and non-BE flows for different
setups.
SCTP that opens only a BE flow. The false sharing degrades the throughput of non-BE

subflows in SF-SCTP-shared so severely that the benefits of DSCP marking are negligible.

s The non-BE subflow performs much better in SF-SCTP-noFCC than in SF-SCTP-
shared because the performance of non-BE subflow in SF-SCTP-shared is dragged down
by BE subflows due to falsely shared congestion information. When the queue size for
non-BE flows is approaching 90%, we observe that the throughput of SF-SCTP-noFCC
is almost 8 times higher than for SF-SCTP-shared. This is because the SF-SCTP-noFCC
is able to take full advantage of the Diff-Serv network by avoiding the problem of false

sharing.
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Figure 5.3: Experiment I: Throughput comparison for different SCTP implementations.
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Diff-Serv Path 1

Figure 5.4: Simulation topology to investigate SF-SCTP’s ability to support QoS
When the bandwidth share of the non-BE flows is 50%, false sharing is no longer a problem
and the SF-SCTP-noFCC still achieves almost twice as much throughput as the original
SCTP or SF-SCTP-shared because SF-SCTP-noFCC implements two sets of congestion
control parameters while for the original SCTP and SF-SCTP-shared there is only one
set. This makes the SF-SCTP-noFCC more aggressive in taking more bandwidth than

the original SCTP and SF-SCTP-shared.

5.1.2 Simplified Diff-Serve Network

5.1.2.1  Simulation Setup

With the differentiated services provided by the Diff-Serv network shown in Fig. 5.25, two
simulation experiments have been performed to study SF-SCTP’s capability to support
QoS among its streams. The simulation topology in Fig. 5.25 consists of Host A (sender),
Host B (receiver), and a simplified Diff-Serv network between them. There may be one or

multiple SCTP association(s) running concurrently between Hosts A and B. For simplicity,

no delayed-SACK is used for all SCTP associations. The ER1 (Edge Router 1) in the Diff-
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Serv network is able to map traffic coming from Host A to two different paths according
to the marked DSCPs. Packets traveling through the two paths will experience different
packet drop rates (namely, p; for path 1, py for path 2), and RTTs (RTT) for path 1,
RTT, for path 2). In our simulation setting, path 2 in Fig. 5.25 always has a higher

priority than path 1 with regards to packet drop rate or RTT.

The Diff-Serv network is configured as a high speed network and has almost infinite
resources available such that adding or removing an SCTP association shall not affect
the two paths’ packet drop rates and RTTs. It has been observed in our simulations
that all packet losses in this network result in Fast Retransmits. Since every lost packet
is recovered by a Fast Retransmit, we define the notion of Fast Retransmit rate that,
from the SCTP sender’s point of view, is an effective indication of the packet drop rate
it experienced. Fast Retransmit rate is obtained as

Number of Fast Retranmits during the simulation

Fast Retransmit rate = (5.2)

Throughput x Simulation duration

The Diff-Serv network configurations for the two simulation experiments are as follows:

n  Fxperiment II (effect of different packet drop rates): The two paths between Hosts A
and B have the same RTTs (RTTy; = RTT; = 0.5sec), but different packet drop rates. For
each simulation, path 1 has a fixed packet drop rate p; = 1073, while p, of path 2 varies
from 107 to 1073. Three instances of SCTP associations, original SCTP, SF-SCTP and
SE-SCTP-shared, are established between Hosts A and B. The original SCTP, unaware

of QoS, is been mapped to path 1, which has a higher packet drop rate of p;. Both
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the SF-SCTP and SF-SCTP-shared associations contain two subflows, SF} is assigned
to path 1 and SF; to path 2. For SF-SCTP-shared, where the subflows share flow and
congestion control, the WRR. scheduler apportions each subflow with 50% of the achieved
throughput. Since both paths have the same RTTs, packets coming from the two subflows
of SF-SCTP-shared are delivered in order at the SCTP receiver (Host B) even though
they travel through different paths. This ordered delivery effectively avoids unnecessary

Fast Retransmits.

n  Experiment 111 (effect of different RTTs): The packet drop rates for both paths are
fixed at p; = po = 107, The differentiated services of paths 1 and 2 are provided by the
different RTTs, RTT5 is fixed at 0.5sec, while RTT is varying between 0.5sec to 1sec.

The other network settings are the same as Experiment II.

5.1.2.2  Discussion of Simulation Results

Experiments 1T and III are designed to study the throughput differences of original SCTP,
SF-SCTP and SF-SCTP-shared under different packet drop rates or RT'Ts. The simula-
tion results and the corresponding analytic expectations for those results are presented
in Figs. 5.5, 5.6 and 5.7. Fig. 5.5 illustrates the flow throughput differences of SF-SCTP-
shared with SF} and SF, of SF-SCTP. Fig. 5.6 compares the association throughput,
while Fig. 5.7 compares the Fast Retransmit rates of the original SCTP, SF-SCTP and

SF-SCTP-shared.
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Figure 5.5: Flow throughput for SF-SCTP-shared and SF;, SF, of SF-SCTP.
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Figure 5.6: Association throughput for the original SCTP, SF-SCTP and SF-SCTP-

shared.
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The results in Fig. 5.5 confirm the capability of SF-SCTP to support preferential treat-
ment among its subflows. Since all subflows in SF-SCTP have their own flow and con-
gestion control, each subflow can adapt to the dynamic change of network characteristics
without affecting the others. When the two paths have the same drop rates and RTTs,
we observe from Figs. 5.5(a) and 5.27(a) that SF; and SF, of SF-SCTP achieve approx-
imately the same throughput. As the Diff-Serv network starts to provide differentiated
services among the two paths by either reducing the packet drop rate of path 2 or in-
creasing the RTT of path 1, SFy begins to outperform SF;. From Fig. 5.5(a), we can
tell that the throughput of SF, increases while the throughput of SF; remains rela-
tively constant when the drop rate of path 2 reduces. SF, gets roughly 10 times the
throughput as SF; when py, = 1072 % p; = 1075, From Fig. 5.27(a), we observe that, as
the RTT of path 1 increases, the throughput of SF; decreases while the throughput of
SF, remains almost unchanged. SF, obtains about twice the throughput of SF; when

RTT, = 2% RTT, = 1sec.

The comparison of SF-SCTP with SF-SCTP-shared in Figs. 5.5, 5.6 and 5.7 tells us SF-
SCTP’s ability to support QoS partially lies in the fact that it avoids false sharing by
implementing separate flow and congestion control for each subflow. From Fig. 5.7(a) of
Experiment II, where both paths have the same RTTs, we see that SF-SCTP-shared’s Fast
Retransmit Rate is close to the average packet drop rates of SF; and SFy of SF-SCTP.

This observation confirms our analytic models, which imply that, for SF-SCTP-shared,
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we could use the subflows’ weighted average packet drop rate as the equivalent packet
drop rate when all subflows in SF-SCTP-shared have the same RTTs. In Experiment 111
where the two paths have different RTTs, we see that SF-SCTP-shared’s Fast Retransmit
Rate is much higher than the subflows’ weighted average packet drop rate (Fig. 5.7(b)).
The unequal RTTs and the falsely shared congestion control in SF-SCTP-shared lead to
the unnecessary occurrences of Fast Retransmits. This severe degree of false sharing could
cause SF-SCTP-shared’s throughput to be much lower than the analytic expectation, as

shown in Figs. 5.27(a) and 5.27(b).

Except for SF-SCTP-shared, of which we can only predict the throughput upper limit, we
observe in Figs. 5.5, 5.6, and 5.7 that our analytic models accurately reflect the congestion
behavior of the original SCTP and SF-SCTP. We derive the analytic models based on a
few idealized assumptions [73, 74, 80]. Also our models do not capture SCTP’s time-outs
or consecutive Fast Retransmits events. The experiments conducted under the simplified
Diff-Serv network, where no occurrences of time-out or consecutive Fast Retransmits have
been observed, confirm the accuracy of our analytic models and justify the assumptions

made during the derivation procedure.
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Figure 5.8: Simulation topology to investigate SF-SCTP behavior in a single bottleneck

network.

5.2 SF-SCTP Behavior in Single Bottleneck Network

5.2.1 Simulation Setup and Results

All the experiments reported in this section involve the network with a single bottleneck
link as depicted in Fig. 5.8. This bottleneck network consists of two SCTP hosts (A and
B), three routers (R1, R2 and R3), and a number of links. Except for the bottleneck link,
the bandwidth and delay of the other links are shown in Fig. 5.8. The bottleneck link
between R2 and R3 is used to constrain the network capacity and is the place where all
packet drops occur. The simulation network does not provide any type of differentiated
services. Packets from any subflow of SF-SCTP, all marked with a DSCP value of zero,
are being treated equally in competing for the limited bandwidth of the bottleneck link.
In this and the next sections, we conduct nine experiments to examine how SF-SCTP
exploits available resources under various network conditions. All simulation experiments
were run for 1200 seconds; we collected statistics after 400 seconds in order to avoid data

from the transient state.

In this section, we will discuss five simulation experiments with slightly different network
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Table 5.3: Network configurations for Experiment IV to VIII (Exp. = Experiment, pkts

= packets).
# of SFs  QueueType QueueSize(pkts) LinkBW(Mbps) LinkDelay(ms)
Exp. IV |1,23..12 Drop-Tail 100 10 20
Exp. V lor4 Drop-Tail 10,20,30...150 10 20
Exp. VI | lor4  Drop-Tail 100 1,2,3...30 20
Exp. VII lor4 Drop-Tail 100 10 10,15,20...70
Exp. VIII | 1,2,3..12  RED 100 10 20

settings. The configurations for the bottleneck link bandwidth, link delay, queue mech-
anism and queue size are illustrated in Table 5.3. For each experiment, the number of
subflows of the SF-SCTP association, running between Hosts A and B, are also given in
Table 5.3. In Experiment IV, RED queue management rather than Drop-Tail is imple-
mented between R2 and R3. The minimum threshold of the RED queue is 25 packets,

the maximum threshold is 75 packets, while the maximum drop rate is set as 5%.

To examine the behavior of SF-SCTP under different network configurations, a special
instance has been chosen in each simulation experiment. For each chosen instance, we
sample SF-SCTP’s cwnd size, transmission rate, and the bottleneck link queue occupancy

at an interval of 0.1 sec. To study how the behavior of SF-SCTP with multiple subflows
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is different from the SF-SCTP with only one subflow, we let the number of subflows in
SEF-SCTP to be 1 or 4 in each instance, respectively. The results between 1170 sec and

1200 sec for the chosen instances are depicted in Figs. 5.9, 5.10, 5.11, 5.12, and 5.13.

The network utilization and packet drop rates for Experiments IV to VIII are summarized

in Figs. 5.14, 5.15, 5.16, 5.17 and 5.18.

5.2.2 Periodicity of SF-SCTP

From the simulation results for Experiments IV to VIII (Figs. 5.9, 5.10, 5.11, and 5.12),
we observe that SF-SCTP’s cwnd, transmission rate, and the bottleneck queue occupancy
demonstrate a strong trend of periodicity. Fig. 5.13 shows the results of Experiment IV,
which has the Drop-Tail buffering strategy replaced by the RED mechanism. Since RED
queue can randomly drop packets before the queue is full, this introduces a certain amount
of randomness into the simulation results. However, as shown in Fig. 5.13, this additional

randomness is not strong enough to significantly alter the periodic fluctuations of SF-

SCTP.

At any time during an SF-SCTP association, the bottleneck queue is in one of the following
states: Queue Buildup (QBU), Queue Draining (QDN), or Queue Steady (QSD) [56].
The state diagram of Fig. 4.4 shows the transitions of those three states. A queue cycle
is defined such that it starts from the beginning of a QSD state and ends the next time

when the state is back into the QSD state again.
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97



0.92
0.91 -
0.9 1
0.89 -
0.88 -
0.87 -
§o0.86 |
E 0.85 |
Z084 |
% 0.83 |
f;: 0.82 |
2081 {
0.8 1

0.79 1
0.78 -
0.77
0.76

0.75 T T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 1 12

Number of subflows

(a) Network utilization.

0.14%

0.12% 4

0.10% +

0.08% -

0.06% -

Network Drop Rate

0.04% -

0.02% -

0.00% T T T T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12

Number of subflows

(b) Network drop rate.
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From Figs. 5.9, 5.10, 5.11, 5.12, and 5.13(a), we do not observe the occurrences of queue
state transition from the QDN to the QBU state. In those simulation scenarios, SF-
SCTP’s transmission rate is always reduced to half or even less upon the detection of
packet loss(es). Before the transmission rate recovers to a value above the bottleneck
bandwidth, the bottleneck queue has enough time to deplete the remaining packets. The
global synchronization [29] problem of Drop-Tail queue largely offsets SF-SCTP’s benefit
of greater resistance to packet losses when it has multiple subflows. When the Drop-Tail
queue starts to drop packets, we observe all subflows of SF-SCTP are affected at about
the same time such that the overall transmission rate of SF-SCTP is reduced to half or
even less. In Fig. 5.13(b), where RED queue is used and SF-SCTP has four subflows, we
observe the transition from the QDN to the QBU state. RED queue can drop a packet
earlier before the queue is full. Since those earlier packet drops may only affect a subset
of subflows in SF-SCTP, the transmission rate of SF-SCTP may reduce less than half.
Thus, the queue may not have enough time to empty its contents before the transmission

rate is recovered.

Comparing Figs. 5.9 and 5.10, we find that Fig. 5.10 has a shorter QBU period while a
longer QSD period, and altogether a shorter queue cycle. It is reasonable that a shorter
bottleneck queue size results in a shortened QBU period because it takes less time to fill
up the queue. On the other hand, the reason that Experiment V has a longer QSD period

is not so obvious and can only be explained by the queue delay introduced.
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As what can be seen from the simulation results for Drop-Tail queue (Figs. 5.9, 5.10, 5.11
and 5.12), the cwnd reaches its highest value when the queue is full. Considering that
transmission rate is almost fixed at a rate slightly above the bottleneck bandwidth during
the QBU period, a longer queue, which can cause more delay (and thus prolong RTT),
will have a larger cwnd value at the end of the QBU period. From Fig. 5.9 we can see the
highest cwnd value is 150, while in Fig. 5.10 it is less than 120. After a transitory QDN
period that empties the queue, the RTT will roll back to 0.1sec for both Experiments IV
and V. Therefore, a higher cwnd value at the end of the QBU state definitely means
a greater transmission rate at the beginning of the QSD state. The normal starting
transmission rate at the beginning of the QSD period in Fig. 5.9 is approximately 9Mpbs,
while in Fig. 5.10 it is 7Mbps. In short, a queue of larger size can better preserve SF-
SCTP’s transmission rate after a Fast Retransmit. This explains that Experiment V has
longer QSD period than Experiment IV because it takes more time for the transmission

rate in Fig. 5.10 to recover.

The network utilization and drop rate for Experiment V shown in Fig. 5.15 further support
our comparison analysis between Figs. 5.9 and 5.10. To improve network utilization, one
wants to prolong the QBU period, while shortening the QSD period because SF-SCTP
wastes bandwidth in the QSD state. To reduce the packet drop rate, one wants to prolong
the average queue cycle. Since each queue cycle is associated with one or more packet

drops, the smaller number of queue cycles within a unit time necessarily means a lower
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packet drop rate. From Fig. 5.15, we see the clear trend that, as the queue size increases,

the network utilization improves; at the same time, packet drop rate is reduced.

Figs. 5.9 and 5.11 show that Experiment VI, which has higher bottleneck bandwidth than
Experiment IV, achieves longer QSD periods and queue cycles. Although Experiments IV
and VI have the same queue size, the queue in Experiment VI causes less maximum delay
since Experiment VI has the higher bandwidth. A smaller queue delay before a Fast
Retransmit means a more dramatic change in the transmission rate of SF-SCTP, which
prolongs the QSD period. Fig. 5.16 shows that, as the bottleneck bandwidth increases in

Experiment VI, both the network utilization and drop rate are reduced.

We find out from Figs. 5.9 and 5.12 that a larger bottleneck link delay, which leads to
a higher RTT, can prolong both the QBU and QSD periods. Compared with Fig. 5.9,
the cwnd in Fig. 5.12 has the smaller growth rate, but the larger peak value. Thus, it
takes longer for the cwnd in Experiment VII to recover after a Fast Retransmit. Also,
after the RT'T increases, the queue delay has a smaller percentage share in the RTT. In
Experiment VII, when the queue is full, it occupies only 28.6% of the total RTT, while
the corresponding number in Experiment IV is 44.4%. If the queue delay has the smaller
percentage share in the RTT, it has less capability to preserve the transmission rate.
Therefore, it takes longer for the transmission rate in Experiment VII to recover. From
Fig. 5.17, we observe that both network utilization and packet drop rate are reduced as

the link delay increases because of the less effectiveness of queue delay and the prolonged
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queue cycles.

We observe from Figs. 5.9 and 5.13 that RED buffering mechanism reduces the queue
utilization when configured as in our simulation; consequently, it reduces the network
utilization as shown in Fig. 5.18(a). Due to earlier packet drops, the queue has never had
the chance to reach its full utilization of 100pkts (Fig. 5.13). On the other side, RED
queue does demonstrate its advantage in reducing network drop rate. While comparing
Figs. 5.18(b) and 5.14(b), it can been seen that, for SF-SCTP with 12 subflows, the RED

queue drop rate is 10 times lower than that of the Drop-Tail queue.

5.2.3 Effect of Number of Subflows

By comparing Figs. 5.9(a), 5.10(a), 5.11(a), 5.12(a), and 5.13(a), where the SF-SCTP has
only one subflow, with Figs. 5.9(b), 5.10(b), 5.11(b), 5.12(b), and 5.13(b), where SF-SCTP
has four subflows, we observe the QBU and QSD periods of the former are approximately
four times longer than the latter. SF-SCTP with more subflows has a faster overall cuwnd
growth rate such that it takes less time to recover the cwnd and transmission rate, and

to fully fill up the bottleneck queue.

From Figs. 5.14, 5.15, 5.16, 5.17, and 5.18, we observe that SF-SCTP with multiple
subflows increases the network utilization at the cost of a high packet drop rate. Following
the discussion of SF-SCTP’s periodicity property in Section 5.2.2, we know that, by

shortening the QSD period while prolonging the QBU period, the network utilization
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could be improved. Unfortunately, when increasing the number of subflows, we find out
that both the QSD and QBU periods are shortened in approximately the same scale.
This observation informs us that the higher network utilization of SF-SCTP with four
subflows does not directly result from the greater cwnd growth rate. On the other hand,
the shortened QSD and QBU periods mean that, within a certain amount of time, SF-
SCTP with four subflows will have more queue cycles, indicating a higher packet drop
rate. Therefore, the greater cuwnd growth rate of SF-SCTP with multiple subflows does
not necessarily improve the network utilization but surely brings the negative effect of a

high packet drop rate.

A careful comparison of Figs. 5.9(b), 5.10(b), 5.11(b), 5.12(b), 5.13(b) with Figs. 5.9(a),
5.10(a), 5.11(a), 5.12(a), 5.13(a) shows that SF-SCTP with four subflows has a smoother
queue occupancy curve than SF-SCTP with one subflow. This is due to the asynchronous
congestion behavior of the subflows in SF-SCTP. Since the congestion control of subflows
in SF-SCTP is independent, different subflows may undergo different congestion states
(i.e., slow start, congestion avoidance) at the same time. However, when subflows travel
through the same Drop-Tail queue that becomes full, packets from all subflows are typ-
ically dropped, with all subflows responding with Fast Retransmit(s). In this way, the
well-known global synchronization effect of the Drop-Tail queue tends to make all subflows
synchronized. For example, in Fig. 5.19(a) of Experiment IV, SFy and SF; of SF-SCTP

with four subflows are nearly, but not perfectly, synchronized. This imperfection smooths
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the overall cwnd behavior of SF-SCTP; it results from the fact that packets are dropped
in order and subflows may not respond to the packet drops at exactly the same time.
The smoother overall cund behavior of SF-SCTP with four subflows leads to a smoother

queue occupancy curve, which helps improve network utilization.

In Experiment IV, we observe in Fig. 5.13(b) that sometimes the cwnd of SF-SCTP
with four subflows only reduces to 3/4 of its peak value, which significantly shortens the
QSD period and helps improve the network utilization. Since the RED queue mechanism
partially alleviates the global synchronization problem, subflows may have a higher degree
of asynchronism than under the Drop-Tail queue (Fig. 5.19). We conclude that SF-SCTP
with multiple subflows is more effective in improving utilization of a network implementing
RED queue rather than Drop-Tail queue. The comparison of Fig. 5.14 with Fig. 5.18
confirms this observation. In Experiment IV with Drop-Tail queue, the network utilization
is improved 3.4% from 92.0% to 95.4% when the number of subflows changes from 1 to
12; in Experiment VIII, the network utilization is improved 21.8% from 73.3% to 95.1%.
With the number of subflows in SF-SCTP increasing, RED queue can achieve roughly
the same network utilization as Drop-Tail queue, while keeping a relatively smaller packet

drop rate.
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5.3 SF-SCTP Behavior Under Various Background Traffic

5.3.1 Simulation Setup and Results

The same network topology as shown in Fig. 5.8 is used to investigate SF-SCTP’s behavior
under various types of background traffic. The bottleneck queue employs the Drop-
Tail buffering mechanism with a queue size of 100 packets. The bottleneck bandwidth
is 10Mbps and the link delay is 20ms. We run one SF-SCTP association with 1 or 4
subflow(s) between Hosts A and B (Fig. 5.8), against four different types of background
traffic. For both SF-SCTP and the background traffic, we use a packet size of 1000 bytes.

The four types of background traffic are described as follows:

n  Ezperiment IX—Constant Bit Rate (CBR): The CBR traffic source is always on and
generates packets according to a deterministic rate of 5Mbps. The shape of the CBR

traffic, which is a straight line, is given in Fig. 5.20.

m  Faperiment X-Square- Wave: The Square-Wave traffic has 5sec deterministic “on” and
“oftf” recurrent periods. The transmission rate is 8Mbps during the “on” period and zero

during the “oft” period. The shape of the Square-Wave traffic is in Fig. 5.21.

n  Ezxperiment XI-FExponential On/Off: The duration of the “on” and “off” periods sat-
isfies an exponential distribution. The mean duration of “on” and “oft” periods is set as
bsec and the transmission rate as 8Mbps during the “on” period. Two instances of the

Exponential On/Off traffic are shown in Figs. 5.22(a) and 5.22(b).
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n  FExperiment XII-Pareto On/Off: The Pareto On/Off traffic generates packets according
to Pareto On/Off distribution. Packets are sent at a fixed rate of 8Mbps during “on”
periods, and no packets are sent during “off” periods. Assuming Web object sizes form
a Pareto distribution, the Pareto traffic generator can be used to simulate Web traffic.
The average “on/off” periods and the transmission rate of the Pareto traffic are set as the
same as the Exponential traffic. In the experiment, we set the Pareto shape parameter as
1.5, which is the ns-2 default value. We are uncertain whether an actual Web object size

distribution may fall in our simulation setting or not. Two instances of the Pareto traffic

are shown in Figs. 5.23(a) and 5.23(b).

5.3.2 Discussion of Simulation Results

The simulation results for Experiments IX—XII are summarized in Figs. 5.20, 5.21, 5.22,
5.23 and 5.24. Figs. 5.20, 5.21, 5.22 and 5.23 show the cwnd behavior of SF-SCTP,
the queue occupancy, and the transmission rates for both SF-SCTP and the background
traffic. Fig. 5.24 shows the bandwidth share and packet drop rate of SF-SCTP from

Experiments IX to XII.

As shown in Fig. 5.20, the CBR traffic, which has an invariable transmission rate of
5Mpbs, does not alter the periodic property of SF-SCTP. When the transmission rate of
SF-SCTP is up to a level above 5Mbps, the bottleneck link is under full utilization and

SE-SCTP is in direct competition with the CBR traffic. Although the bottleneck queue
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Figure 5.20: Experiment [X: SF-SCTP’s performance under the CBR traffic.
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Figure 5.21: Experiment X: SF-SCTP’s performance under the Square-Wave traffic.
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starts to build up, the SF-SCTP keeps increasing its cwnd, probing for more bandwidth
share. This aggressive behavior of SF-SCTP will finally result in the bottleneck queue

overflow, which in turn will cause SF-SCTP to reduce its transmission rate.

From Figs. 5.21, 5.22, and 5.23, we observe that SF-SCTP’s periodicity is suppressed under
the background traffic with variable transmission rates. When a “on” period begins and
the background traffic suddenly starts to transmit at the fixed rate of 8Mbps, and if SF-
SCTP is transmitting at a rate greater than 2Mbps, the bottleneck queue immediately
builds up and becomes overwhelmed. Thereafter, SF-SCTP detects some packet drops
and reduces its transmission rate. The abrupt pop-up nature of the background traffic
may cause SF-SCTP to take several consecutive Fast Retransmits and finally a time-out
event in order to reduce its transmission rate below 2Mbps. The sudden appearance of
the background traffic normally indicates the earlier termination of the queue’s QSD or

QBU state, whichever the phase it belongs to at that time.

When a “on” period ends and the background traffic suddenly stops to transmit any
packets, the competing SF-SCTP immediately detects the bandwidth gap and starts to
fill that gap by increasing its cwnd and transmission rate. During this procedure, the
queue may first undergo a short QDN period, then a QSD period, and finally a QBU
period, assuming this procedure is not interrupted by another pop-up of the background

traffic.

The background traffic in Experiment IX is configured to take 50% of the available band-
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width, while in Experiments X, XI and XII, it takes 40%. Due to the packet drops
introduced by the competing SF-SCTP association, the background traffic actually con-

sumes less bandwidth than expected. This competition from SF-SCTP becomes tougher

when SF-SCTP has more subflows as shown in Figs. 5.20, 5.21, 5.22, and 5.23.

For SF-SCTP of one subflow, we see from Fig. 5.24(a) that it performs best for the CBR
traffic and obtains 48.1% of the total bandwidth. The performance of SF-SCTP with one
subflow degrades when competing against a background traffic with variable transmission
rates. When it comes to the Pareto traffic that exhibits the most dynamic transmission
rate change by having the highest density of “on” and “off” period distribution, SF-SCTP

with one subflow only seizes 25.4% share of the total bandwidth.

From Figs. 5.21(b), 5.22(b), 5.23(b) with Figs. 5.21(a), 5.22(a), 5.23(a), we observe that
SF-SCTP with four subflows can reach a higher peak transmission rate, and that the
queue stays much shorter in the QSD state. Both factors contribute to the higher band-
width share of SF-SCTP with four subflows. When competing against background traffic
with dynamic transmission rates, SF-SCTP with more subflows yields greater benefits,
being able to adjust itself faster to network changes and even taking advantages of those
changes. As shown in Fig. 5.24(a), the SF-SCTP with four subflows captures 55.9% share
of bandwidth under the Pareto traffic, even higher than the 50.3% share it captures under

the CBR traffic.

Also as shown in Fig. 5.24(b), SF-SCTP with more subflows brings a higher packet drop
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Figure 5.25: The topology of a Wide Area Network.

rate in the network while improving its own bandwidth share. The bandwidth improve-
ment of SF-SCTP partially comes from the sacrifice of the background traffic. SF-SCTP
with multiple subflows is more aggressive than the original SCTP or SF-SCTP with one
subflow. It also has the negative effect of harming other network traffic. Fractional conges-
tion control can be imported into SF-SCTP to alleviate its over-aggressiveness problem.
The applicability of fractional congestion control to the SF-SCTP, which is published in

Ref. [80], will be discussed in the next section.

5.4 Effects of Fractional Congestion Control

In this section, we report the simulations results from ns-2 experiments which have been
conducted to investigate the effects of FCC on the throughput of SF-SCTP in various

network environments. We also study the fairness of SF-SCTP with FCC towards original

SCTP.
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5.4.1 Wide Area Network

In a Wide Area Network, the effect of query delay, an parameter which is not included
in our analytic model, can be ignored. Therefore, the result will move accurately match
our analytic model. Fig. 5.25 is the topology used for Experiments XIII, XIV and XV.
In our simulation settings, the number of routers (z) in Fig. 5.25 is set as three and the
RTT between Hosts A and B is set as 0.5sec. A link error rate of p; exists between the
routers R2 and R3. The SCTP packet size all simulation experiments reported in this
section is set as 1500bytes, which equals the Maximum Transmission Unit (MTU) in our

simulation network.

In Experiment XIIT and XIV, all the links in Fig. 5.25 are configured to have almost
infinite bandwidth such that all packet losses in the network are due to the link errors
between R2 and R3. Experiment XIII is designed to study the effects of FCC on SF-
SCTP with small number of subflows under various packet loss rates environments. In
Experiment XIII, we run one single SCTP flow and one SF-SCTP with two subflows
between Hosts A and B. For each simulation running, the link error rate p; varies from
1073 to 107°. Also for each py, value, we set the @ value to be 1, 1/2, 1/4 and 1/8 to find
out the effects of different cwnd growth rate on the throughput of SF-SCTP. Experiment
X1V is used to study the effects of FCC on SF-SCTP with various number of subflows
from 1 to 27. The link error rate py, is set as 10~* in Experiment XIV. The ® parameter

takes the value of 1, n, n?, or 2n? for each simulation running, where n is the number of
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subflows in SF-SCTP. The SF-SCTP and single SCTP experience the same packet drop

rate and RTT under the simulation settings of Experiment XIIT and XV.

The simulation setting of Experiment XV is similar to Experiment XIV except that the
bottleneck link in Experiment XV is set to have a limited bandwidth of 20Mbps. The
bottleneck queue in Experiment XV may be overwhelmed and drop packets due to con-

gestion. Due to the effects of FCC, in Experiment XV, the SF-SCTP with FCC will

experience a lower packet drop rate than single SCTP.

The throughput results from simulations and the corresponding analytic expectations for
Experiments XIII to XV are presented in Figs. 5.26, 5.27 and 5.28. Fig. 5.26 plots
the throughput of SF-SCTP and single SCTP as a function of link error rate. There
are eight curves in Fig. 5.26, presenting the analytic and simulation throughput of SF-
SCTP under different ® and link error rate values. Figs. 5.27 and 5.28(a) illustrate the
relationship between the throughput and number of subflow in SF-SCTP. Fig. 5.27(a)
shows the throughput of SF-SCTP when ® equals 1 and n, while in Fig. 5.27(b), ® equals
n? and 2n%. Fig. 5.28(b) of Experiment XV shows the SF-SCTP’s Fast Retransmit rate,
which is an accurate indication of the packet loss rate from both link errors and queue

overflow.
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Figure 5.26: Experiment XIII: Throughput of SF-SCTP and single SCTP.

5.4.2 Discussions of FCC in WAN

The simulation scenarios of Experiment XIIT and XIV apply to the following situations:
(1). A saturated WAN with almost fix packet drop rate. Adding or removing an SCTP
flow in this network will not affect the packet drop rate. (2). A wireless network where
link errors dominate. The simulation scenarios of Experiment XV apply to the following
situations: a wireless network where packet may drop due to either congestion or link

error.

The results from Experiment XIII in Fig. 5.26 prove the accuracy of the throughput
relationship equation By, = %BSQ. When & = 1, SF-SCTP with two subflows achieves
roughly twice throughput as single SCTP. When & = n = 2, SF-SCTP achieve roughly

V2 times throughput as single SCTP. When ® = n? = 4, SF-SCTP achieve almost the
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Figure 5.27: Experiment XIV: Throughput of SF-SCTP.
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same throughput as single SCTP. When ® = 2n2 SF-SCTP achieves less throughput

than single SCTP and B,, = \/75359.

From Fig. 5.27 of Experiment XIV, we observe that when ® = 1 or n, the throughput of
SF-SCTP increases as the number of subflows increases, while when ® = n? or 2n?, we do
not observe this clear trend. According to the analytic models, when ® = n? or 2n?, the
throughput of SF-SCTP should not change. However, as mentioned before, our models
do not capture all the congestion control behavior of SF-SCTP. On one hand, as the n
increases, SF-SCTP is allowed to send more extra packets out each Round Trip Time.
On the other hand, the Congestion Window Grow Rate (WGR) of each subflow becomes

slower as n increases and subflows may resort to time-outs more often.

From Fig. 5.28(a) for Experiment XV, for a bottleneck network with both congestion and
non-congestion losses, when ® = 1, SF-SCTP needs only 7 subflows in order to reach 90%
of network utilization. When ® = n, SF-SCTP needs 27 subflows to reach 90% of network
utilization. When ® = n? or 2n?, the throughput of SF-SCTP is totally constrained by

the link errors and slow cwnd grow rate.

From Fig. 5.28(b) for Experiment XV, for & = 1, congestion losses begin to occur when
n > 5 and increases very fast with the increasing of n. An interesting discover from
Fig. 5.28(b) is that the increasing of n do not necessary help to increase the network uti-
lization. For n € [1,9], the increase of n help to overcome the constrain of link errors and
thus improve the throughput of SF-SCTP. When n > 9, the increasing of n accompanies
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the decreasing of throughput and at the same time, the dramatic increasing of packet

drop rate.

Conclusions (for a saturated network with almost fixed packet drop rate or a wireless
network with : (1) In order to make SF-SCTP fair to single SCTP, we would like to make
® = n2. However, by doing this, the effectiveness of opening multiple subflows is lost.
(2) For a network with non-congestion losses, we would suggest ® to take the value of
n. In this way, the overall cwnd of SF-SCTP increase by one MTU per RTT and the
advantages of SF-SCTP over single SCTP is mainly due to its greater resistance to packet
losses. Also in this way, the network maybe able to achieve a high utilization at the cost

the of low packet drop rate.

5.4.3 Single Bottleneck Network.

In this section, we present the simulation results of two experiments performed under the
single bottleneck network topology as shown in Fig. 5.8. Experiment XVI is configured as
the large queue where the maximum queue delay exceeds the basic RT'T. Since Dg > Ry,
the queue will never be empty after the SF-SCTP reaches steady state. Experiment XVII
is configured as the small queue case where the maximum queue delay is less than the
basic RTT. The network configurations for Experiments XVI and XVII are shown in

Table 5.4.

Experiments XVI and XVII have been run for different instances of SF-SCTP with number
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Table 5.4: Network configurations for Experiments XVI and XVII (Exp. = Experiment,

pkts = packets).

Bottleneck Bandwidth Queue Size Basic RT'T Max. Queue Delay

Exp. XVI 10Mbps 100pkts 100ms 120ms

Exp. XVII 20Mbps 20pkts 100ms 12ms

of subflows varying from 1 to 25. For each simulation running, we obtain the average

goodput, Fast Retransmit rate and capture the cwnd, queue occupancy, transmission rate

of SF-SCTP.

Fig. 5.29 provides a comparison of the cwnd behavior from ns-2 simulation results and
analytic model for SF-SCTP with one subflow. When plotting Fig. 5.29, we choose the
time ¢ = 0 as the beginning of a Fast Retransmit period. The real line in Fig. 5.29
is plotted according to the tracing data from ns-2 simulations, while the dotted line is
calculated by corresponding analytic equations, specifically, Eq. (4.51) for Experiment
XVI and Eq. (4.52) for Experiment XVII. Fig. 5.29 shows that the cwnd predicted by the
deterministic model almost perfectly matches the real ns-2 simulation results. As shown
in Fig. 5.29, the only discrepancy is that the analytic model underestimate the highest
value of cwnd. Our models approximate the highest cwnd value as Wy (Winaz ~ W),
while in reality, it can reach a value slightly above W(. This discrepancy makes the Fast

Retransmit period in analytic model appears shorter than in reality, which further lead
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to a slight overestimation of the packet drop rate.

Fig. 5.30 shows the strong periodicity property of cwnd, queue occupancy, and transmis-
sion rate of SF-SCTP with only one subflow. The comparison of Experiments XVI and
XVII in Fig. 5.30 illustrates the advantages of a large bottleneck link queue size, which
effectively shortens or even eliminates the QSD period and help to improve network uti-

lization.

Figs. 5.31 and 5.32 show the cwnd behavior, while Figs. 5.33 and 5.34 show the queue
occupancy of SF-SCTP with four and twelve subflows, respectively. Each of the above
four figures has four subfigures, corresponding to different WGR values of 1, 1/n, 1/n?
and 1/(2n?). In Figs. 5.31 and 5.32, when WGR = 1, which is the case FCC is not
applied, we always observe the overall cuwnd of SF-SCTP reduces to half in responding
to packet losses due to the global synchronization problem of Drop-Tail queue. For the
case FCC is applied (WGR = 1, 1/n? or 1/(2n?)), when queue is full and drop packets
(as shown in Figs. 5.33 and 5.34), most of the time, only a subset flows of the SF-SCTP
are affected. FCC alleviate the global synchronization problem of Drop-Tail router and
help to provide SF-SCTP a greater resistant to packet losses in Drop-Tail Environments.
Also as shown in Figs. 5.31 and 5.32, a small WGR value necessarily means a smoother

cwnd behavior.

Figs. 5.35 and 5.36 plots the goodput and Fast Retransmit rate of SF-SCTP as the number

of subflows increasing from 1 to 25. As the number of subflows increases, we observe
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the goodput of SF-SCTP decreasing in Experiment XVI, while in Experiment XVII,
the goodput is increasing. In Experiment XVI, the queue is always busy transmitting
packets, thus, under full utilization. When WGR = 1 or 1/n, as the number of subflows
increasing, SF-SCTP becomes more aggressive and incur more packet losses since the
network is already under full utilization. Those excessive packet losses harm the goodput
of aggregate in Experiment XVI. When WGR = 1/n? or 1/(2n?), although the increasing
of number of subflows does not increase Fast Retransmit rate, it does increase the time-out
events of SF-SCTP, which hurts SF-SCTP’s goodput in Experiment XVI. In Experiment
XVII, since the network still has bandwidth available, the increasing of number of subflows

in SF-SCTP helps to consume those unused bandwidth.

5.4.4 Fairness Study in Single Bottleneck Network

The simulation topology shown in Fig. 5.8 has been used in Experiments XVIII to XXI to
investigate the fairness between SF-SCTP and single SCTP under various network envi-
ronments. Fach of the Experiments from XVIII to XXI has two scenarios. In scenario (a),
we have SF-SCTP competing with a single SCTP flow, while in scenario (b), SF-SCTP
is competing against the same number of single SCTP flows. The network settings for

Experiments XVIII to XXI are described as follows:

m  Faperiment XVIII: The bottleneck link bandwidth is 10Mbps. The basic RTT without

considering of the queue delay is 100ms. The queue size at the bottleneck router is 100
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Figure 5.29: Comparison of the cwnd behavior from analytic model and ns-2 simulation
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Figure 5.30: Queue occupancy, transmission rate and cwnd of SF-SCTP with one subflow.
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Figure 5.31: The cwnd behavior of SF-SCTP with four subflows.
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Figure 5.32: The cwnd behavior of SF-SCTP with twelve subflows.

129



WGR =1 WGR = 1/4

100 100
90
80
80
60 70
40 60
50
20
40
0 30
1950 1960 1970 1980 1990 2000 1900 1920 1940 1960 1980 2000
Simulation Time (sec) Simulation Time (sec)
WGR = 1/16 WGR = 1/32
100 100
90
80
80
60
70
40 60 Ff-"
20 - - - - 50 - - - -
1900 1920 1940 1960 1980 2000 1900 1920 1940 1960 1980 2000
Simulation Time (sec) Simulation Time (sec)

(a) Experiment XVI.

WGR =1 WGR = 1/4
20 20
15 15
10 10
5 5
I fJfJ fl il [P Ll o 1 | ﬁ i

0
1950 1960 1970 1980 1990 2000

1900 1920 1940 1960 1980 2000
Simulation Time (sec) Simulation Time (sec)
WGR = 1/16 WGR = 1/32
20 20
15 15
10 10
5 5
0 IL L 1T 0 Il h
1900 1920 1940 1960 1980 2000 1900 1920 1940 1960 1980 2000
Simulation Time (sec) Simulation Time (sec)

(b) Experiment XVII.

Figure 5.33: The queue occupancy of behavior of SF-SCTP with four subflows.
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Figure 5.34: The queue occupancy behavior of SF-SCTP with twelve subflows.
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Figure 5.35: The throughput of SF-SCTP when number of subflows varies from 1 to 25.
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packets. The packet size of SF-SCTP and single SCTP is 1000 bytes. All packet drops in
this experiment are due to congestion and there are no link errors. Except the SF-SCTP
and single SCTP, there are no other traffics in the network. In scenario (a), we vary
the number of subflows in SF-SCTP from 1 to 15 to collect simulation results, while in
scenario (b), the number of subflows in SF-SCTP and the number of single SCTP flows

are varying together from 1 to 15.

m  Faperiment IXX: With the other network settings same as Experiment XVIII, we

introduce a link error rate of 1072 between the Router and Host B in Fig. 5.8.

m  FEzperiment XX: With the network settings similar as Experiment IXX, we fix the
number of subflows in SF-SCTP as four and vary the link error rate from 10~ to 1072 to

collect simulation results.

m  Faperiment XXI: With the other network settings same as Experiment XVIII, we
introduce a background traffic between Hosts A and B. The background traffic is of
squarewave whose shape has 4sec deterministic “on” and “off” recurrent periods. The

transmission rate is 8Mbps during the “on” period and zero during the “off” period.

Two important indexes of the simulation results for Experiments XVIII-XXI, the goodput
and Fast Retransmit rate of SF-SCTP and single SCTP, are summarized in Figs. 5.37,

5.38, 5.39, 5.40, 5.41, 5.42, 5.43, and 5.44.
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There are two special cases where SF-SCTP is totally fair towards single SCTP flow(s).
When the number of subflows in SF-SCTP equals one, SF-SCTP becomes single SCTP
and it must be towards one single SCTP flow. As shown in Figs. 5.37(a), 5.38(a), 5.39(a),
5.40(a), 5.43(a), and 5.44(a), the goodput of SF-SCTP equals that of single SCTP when
number of subflows in SF-SCTP is one. The other case is, when SF-SCTP is competing
against the same number of single SCTP flows and FCC is not applied for SF-SCTP. As
shown in Figs. 5.38(a), 5.40(a), 5.42(a), and 5.44(a), when WGR = 1, the solid line for

SF-SCTP and the dash line for single SCTP overlap with each other.

Examining Figs. 5.37(a) and 5.38(a) for Experiment XVIII, we observe that 1) for a
network where packet drops are due to queue overflow, FCC alleviates the aggressiveness
of SF-SCTP and makes it more, but not 100%, fair towards single SCTP; 2) with SF-
SCTP implementing FCC, single SCTP’s performance benefits from both the reduced
throughput of SF-SCTP; 3) FCC reduces the packet drop rates for both SF-SCTP and
single SCTP and SF-SCTP has a smaller packet drop rate than single SCTP after FCC

is implemented.

Also from Experiment XVIII, we find that, when @ is already large enough and in the
rank of n?, adjusting the ® parameter does not necessarily help SF-SCTP become more
fair towards the single SCTP when packet losses are primary due to network congestion.
When & becomes larger, the overall cwnd of SF-SCTP increase slower, which harms the

goodput of SF-SCTP. On the other side, a large ® value reduces the packet drop rate
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of SF-SCTP, which benefits the goodput of SF-SCTP. The effects of smaller packet drop
rate of SF-SCTP may partially offsets the effects of slower cwnd increase rate. Therefore,

it is hard to compare the goodput of SF-SCTP with ® = n? or 2n?.

The only difference between Experiments XVIII and IXX is that Experiment XVIII intro-
duce a link error rate of 1072, Comparing the goodput results of those two experiments,
we observe that SF-SCTP with a larger ® value is more likely to be affected by the link
error rate. This result is intuitive and can be explained by the packet drop rate of SF-
SCTP. As Experiment XVIII points out, SF-SCTP with a larger ® has a smaller packet
drop rate, which means smaller number of packets dropped due to congestion. After a
fixed link error rate is introduced, SF-SCTP with small packet drop rate are more likely to
be overwhelmed. Take SF-SCTP with ® = n? and 2n? as example, in Experiment XVIII,
the packet drop rates of both SF-SCTP are much smaller than 1073, while in Experiment
IXX, we found both SF-SCTP have the packet drop rates of roughly 1073, which means

almost all packet drops are due to link losses.

From the goodput results of Experiment XX, we observe that, compared to single SCTP,
SF-SCTP with FCC is more likely to be affected by the link error rate. Take the SF-
SCTP with ® = n? as the example, in Fig. 5.41(a) when the link error rate increases, the
goodput of SF-SCTP decreases continuously, while the goodput of SF-SCTP increases
before link error rate reaches 10734, seizing the released bandwidth from SF-SCTP. After

the link error rate reaches above 10734, when ® = n?, both the goodput of SF-SCTP
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and single SCTP decreases since the link errors begin to take domination to control the

goodput.

Comparing the simulation result of Experiment XXI with Experiment XVIII, we observe
that SF-SCTP with larger ® value is more likely to be affected by background traffic.
As we know, the parameter ® control the cwnd growth rate of SF-SCTP. When the
background squareware traffic suddenly appear, consuming almost 80% of the bandwidth,
all SCTP flows in the network are likely to be affected and have to reduce their cwnd.
Since SCTP reduces its cwnd aggressively, one half for each Fast Retransmit event, after
almost all SCTP flows in the network reduces their cwnd, there maybe some available
bandwidth in the network. Also when the background traffic suddenly disappear, 80% of
the network bandwidth will immediately become available, letting SF-SCTP and single
SCTP to consume. When SF-SCTP has a larger ® parameter, its cwnd will recover slower,

making it harder to seize the available bandwidth compared to single SCTP flow(s).
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Figure 5.37: Experiment XVIII(a): SF-SCTP competing with one single SCTP flow.
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SCTP flows.
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Figure 5.39: Experiment IXX(a): SF-SCTP competing with the same number of single

SCTP flows.
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SCTP flows.
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Figure 5.41: Experiment XX(a): SF-SCTP competing with the same number of single

SCTP flows.
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Figure 5.42: Experiment XX(b): SF-SCTP competing with the same number of single

SCTP flows.
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Figure 5.43: Experiment XXI(a): SF-SCTP competing with the same number of single

SCTP flows.
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Figure 5.44: Experiment XXI(b): SF-SCTP competing with the same number of single

SCTP flows.
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Chapter 6

Conclusions and Future Work

With multi-streaming, SCTP is equipped with the capability to support concurrent trans-
mission of messages with different QoS requirements. However, when SCTP was originally
introduced, supporting QoS inside an SCTP association was not a concern. In this the-

sis, we proposed Subflow-Capable SCTP (SF-SCTP), which modified the current SCTP

specification to support preferential treatment of SCTP streams.

In our modified SF-SCTP, streams are grouped into subflows based on their QoS require-
ments, and only messages coming from the same subflow could be bundled together. In
SF-SCTP, flow and congestion control have been migrated from the association level to
subflow level to avoid false sharing or any other possible interactions between subflows.
With these modifications, a subflow can be regarded as the carrier of user messages which

require orderly transmission and the same type of QoS from the network. The number of
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subflows an SCTP association can open depends on the many types of QoS requested by
an SCTP application. With respect to data transmission regulation, subflows are inde-
pendent since each one of them implements its own flow and congestion control. Subflows
also have their own transmitting and receiving buffers from an SCTP communication
peer. Some common functionalities, such as association startup, maintenance, teardown

and path monitoring are shared by all subflows and provided at the association level.

By splitting an SCTP association into several subflows, we initially make SF-SCTP’s con-
gestion window behavior much more aggressive than the original SCTP. To alleviate SF-
SCTP’s over-aggressiveness, we further incorporate fractional congestion control (FCC).
FCC reduces SF-SCTP’s aggressiveness by restraining a subflow’s congestion window
growth rate, while preserving SF-SCTP’s effectiveness in utilizing network bandwidth by

reducing network packet drop rate.

Compared to the Original SCTP, our SF-SCTP has the several advantages. (1) With
the subflow level design of flow and congestion control, SF-SCTP is able to provide pref-
erential treatment among its streams and take advantage of the Diff-Serv network by
avoiding the problem of false sharing; (2) Having multiple subflow inside, SF-SCTP is
similar to the aggregation of SCTP associations and is very effective in utilizing network
bandwidth, which presents SF-SCTP as an ideal transport layer candidate for grid and
high speed computing community; (3) With FCC integrated, SF-SCTP can alleviate the

global synchronization problem of Drop-Tail queue, reduce the network drop rate, while
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being fair to other TCP-friendly network traffic.

We derive analytic stochastic models for four cases of SCTP implementations. Our
stochastic models effectively capture the congestion control behavior of SCTP and have
been verified by simulations that, given the packet drop rate and RTT of a network, can
accurately predict the throughput of SCTP implementations. Our models improve the
existing TCP models and are suitable for both Drop-Tail and RED queues, for different
packet sizes, and also for different networks such as wide area networks, single bottleneck
networks and Diff-Serv networks. In addition to the stochastic models which take packet
drop rate and RTT as a input parameters, for a single bottleneck network with Drop-Tail
queue where query delay plays a large factor, we also derive deterministic models which

define the lower and upper boundaries for the throughput and packet drop rates.

Extensive simulation experiments have been performed to study SF-SCTP’s capability
to support QoS in a Diff-Serv network, the behavior of SF-SCTP under various network
conditions, and the effect of fractional congestion control had on SF-SCTP. Our simu-
lations confirm the capability of SF-SCTP to support preferential treatment among its
subflows by avoiding the problem of false sharing and by dynamically adjusting its subflow
throughput to network packet drop rate and Round Trip Time fluctuation. We especially
studied in detail the behavior of SF-SCTP in single bottleneck network. Those simula-
tions reveal SF-SCTP’s aggressive nature in exploring network bandwidth. Compared to

the original SCTP, a SF-SCTP with n subflows and without FCC opens its congestion
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window n times faster, while reducing its congestion window by 1/n times slower. The
simulations which compare SF-SCTP with various network background traffic further il-
lustrate SF-SCTP’s capability to seize the available network bandwidth. Our simulations
for SF-SCTP with FCC show that, for a network under congestion, FCC effectively re-
duces SF-SCTP aggressiveness, making it much more fair to other TCP-friendly traffics.
Our simulation results even show that original SCTP, in a single bottleneck network with
Drop-Tail queue, benefits from the presence of SF-SCTP with FCC because FCC allevi-
ates the problem of Global Synchronization, reduces the network packet drop rate and
improves the overall network usage. The results from the simulations also verified the

accuracy of our analytic models.

The work presented in this thesis opens many opportunities for future research. The
SF-SCTP with FCC can be applied to wireless networks where link errors may dominate.
We expect that SF-SCTP shall greatly improve a wireless network’s utilization by having
multiple subflows and smooth congestion window. Given the multi-homing feature of
SCTP, SF-SCTP design can be extended so that it can support QoS and load balancing.
Although currently SF-SCTP provides no cooperation among the subflows it manages,
it makes sense to investigate possible cooperation mechanisms among subflows that may
help further improve SF-SCTP throughput. The analytic models presented in this thesis
mainly captured the Fast Retransmission period of SF-SCTP congestion control behavior;

more complex analytic models can be derived to capture the Slow Start and Time-Out
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periods. FCC has many advantages, however, it retrains SF-SCTP for better throughput
in a network with plenty of bandwidth. Improvements can be made to FCC mechanism

to make it more intelligent to limit SF-SCTP throughput only in a congested network.
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