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ABSTRACT

REAL TIME, ON-LINE 
SELF-TESTING DIGITAL SYSTEM DESIGN

by
Chin Sheng Chuang 

Adviser: Professor Se Jeung Oh

Rapid real time fault detection is essential in some 
digital application enviroments. Several approaches to en­
hance the testability of digital system by means of redundant 
hardware have been proposed recently.

In this dissertation, a new concept of systematic uti­
lization of redundant hardware is introduced to reduce the 
number of test required for the fault detection of either a 
combinational or a synchronous sequential network, and to 
simplify the test generation procedure. Model for PLM(pro­
grammable logic module) and CMM(controllable memory module) 
are depicted to enhance the testability of a given network. 
The network topology which will enhance its testability is 
first explored. Systematic design algorithms to implement 
either a combinational or a synchronous sequential network 
which will satisfy the specified topology are then developed, 

and the corresponding fault detection procedure is i n v e s t i ­
gated. Finally, a real time, on-line, self-testing digital 
system is proposed and the performance of the system is ex­
amined.
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Some favorable results, obtained by paying the add­
itional cost of the redundant hardwares required in the pro­
posed modules in this research, can be summarized as follows:

1. A combinational network can be designed such that its 
stuck-at-faults can be detected by two test input patterns 
generated by the developed design algorithm.

2. A synchronous sequential network can be designed such 
that its stuck-at-faults and malfunctions can be detected 
by four test input patterns generated by the design al­
gorithm.

3. A real time, on-line, self-testing digital system can
be implemented by extending the developed design algorithms 
and with the utilization of a hard core read only memory 
and hard core comparator so that the stuck-at-faults and 
malfunctions of the system can be detected by 4M tests 
(M is the number of functional blocks contained in the 
system).
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CHAPTER 1

INTRODUCTION

Many digital system applications, such as in space 
missions, defense systems, medical instrumentations or com­
munication systems, demand high accuracy in system perfor­

mance to insure correct operation of the system. To meet 
such a requirement, rapid real time fault detection will be 
necessary. One approach to satisfy this requirement is to 
include efficient fault detection feature in the system from 
the initial design stage.

The objective of this dissertation is to develop 
systematic techniques to design a digital system incorpora­
ting the capability to perform self-testing for fault free 
operation, on-line and in real time.

To achieve this goal, the system designed according 
to the specified method must be capable of self-testing 
its operation with least interruption to the on-going 
process. This requires the test operation to be simple and 
the time required for testing to be short. Consequently, 
the test generation and the testability of the system 
must be incorporated into the design requirements.

In this dissertation research, the problem was 
investigated in the following sequence:

1. Explore the network topology which will enhance
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the testability of a network.
2. Develop systematic design algorithms to imple­

ment a network which will satisfy the specified 
topology.

3. Design a real time, on-line, self-testing digital 
system.

4. Examine the performance of the designed system.

The results are contained in Chapter 2 through 5, and 
summarized briefly at the end of this chapter.

In recent years, systematic approaches to derive 
test sets to detect or diagnose faults in digital systems 
have received a great deal of attention, and various tech­
niques have been developed [7], [14]. The existing methods
can be broadly classified into the following categories:

A. Tree-Partioning Approach
Brule and others [6] proposed a systematic method 

to generate sequential tree-diagram describing every possible 
response to certain stimulants and good functional elements 
(gates, flip-folps, modules) by designating a binary code 
for all possible cases. The number of essentially differ­
ent tests for a circuit containing N elements is determined 
to be (2^ ^-1)/ while only one faulty element is assumed. 
Seshu and Freeman [43], [44] apply this technique and Moore's 
[31] earlier work on multiple experiments to detect the 
faults in asynchronous sequential network and generate a
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tree graph in which each node represents a set of equi­
valent machines (different faults will make the normal ma­
chine function differently) and each branch, a possible 
output response. The test patterns are chosen by an 
algorithm to minimize both the number of machines in the 
equivalent set containing the good machine, and the average 
number of tests required to identify each possible failure.
The algorithm usually requires long computation to find tests 
for the last few faults. Furthermore, the algorithm requires 
the machines under test to be reset to some past state so 
that a different sequence of tests can be performed. However, 
in practice, it is not always possible to return the machines 
to a specified past state.

B . Fault Matrix
For a single output combinational network, Chang 

[8] introduced D-matrix in which the entry d ^  of the matrix
is 1 if a test t. detect a fault f.. Otherwise d . . = 0.3 i x:
Kautz [23] proposed an F-matrix in which rows represent all 
possible input patterns (there are 2n possible rows for n 
input variables), and columns represent the fault-free out­
put and the faulty outputs corresponding to all possible 
faults. A G-matrix is generated by performing exclusive- 
or operation between the fault-free column and each faulty 
column. The reduced G-matrix in which column j is deleted 
if column j covers column i and the row j is deleted if row
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j is covered by row i will produce an optimal or a minimal 
set of tests. Kautz also extended this technique to build 
a fault-matrix for multiple output combinational networks.
It is readily observed that the matrix becomes too large to 
handle when the number of input variables or the number of 
possible faults is large. Powell [33] suggested a proba­
bility weighting procedure to find a nearly best test set 
that diagnoses single fault to IC package level. This 
approach is more practical than the Kautz1s because it does 
not examine exhaustively all possible combinations of tests. 
Russel and Kime [39], [40] extended the concept of fault
matrix to define a diagnostic model of a system containing 
at most t-faulty components to determine the detectability 
and the diagnosability of the given system.

C . Path Sensitizing Approach
Armstrong [1] suggested reducing a combinational 

network to its equivalent normal form by expanding the 
Boolean expressions to the standard sum of products form in 
which each literal consists of an input variable subscripted 
by a sequence of gate number. A path to detect a faulty 
literal is identified by its subscript sequence. An algo­
rithm for selecting near minimal tests is presented in the 
paper. However, this method is not guaranteed to detect all 
the stuck-at-failures if the network contains reconvergent 
fan-out. This problem was solved by the D algorithm deve­
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loped by Roth [36], [37]. Roth introduced a mathematical 
model (D-cube) to represent the propagation of information 
along a set of gates in a combinational network. The D- 
algorithm gives us a systematic routine to compute tests 
to detect failure by D-intersecting the failure D-cubes 
and the normal D-cubes recursively until a connected D- 
chain to some primary observable output is formed, and 
utilizing the consistency (trace back) operation to determine 
the primary input in order to realize the sensitized paths. 
Similar concepts have been applied to develop a systematic 
method [30], [5], [19], [17], [35] for deriving test sets 
of a given combinational network. With increasing utili­
zation of large scale integrated circuits (LSI) , these 
methods become impractical since the complexity of the 
circuit will require extremely large number of operations.
Su and Cho [47] used Roth's D-algorithm to generate a 
complete set of tests for diagnosing all the possible single 
failures in a combinational logic network up to a fatal 
family level, and in addition, introduced the decision 
making algorithm to select the essential test based on 
previous test results and the structure of the network. The 
total number of tests required to diagnose a fault is reduced 
by this decision making process. McCluskey and Clegg [30] 
introduced the fault equivalent class to simplify the test 
derivation process. It is extended later by To [48], Roy
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[38] and Dias [13] to reduce the time required to generate 
a complete test set of a combinational network.

D . State Table Checking Experiment
Henni [21] proposed the transition checking method 

for a sequential machine. If the state table has distin­
guishing sequence, it serves as a locating sequence for 
each state. Therefore, the length of diagnosing sequence 
will be no more than 2n(m+l)(L+n). If not, the various cha­
racterizing sequence are used to serve as a locating sequen­
ce for each state, and the length of diagnosing sequence

4increases rapidly and is bounded by mn (n+1), where m = the 
number of input variables, n = the number of states and L = 
the length of distinguishing sequence. Consequently, the 
utility of this mehhod becomes rather limited when n or m 
is large. Kime [24] modified Hennie's procedure to reduce 
the upper bounds on the length of the experiment by selecting 
a set of tests in the tree state diagram describing the 
system under test. Kohavi and Lavalle [25], [26] extended
Hennie's idea to construct shorter fault detection experiments 
for any arbitrary sequential machine by adding additional 
output logic to make the machine have some special distin­
guishing sequences. The resulting upper bounds on the leng-

2th of checking experiment are nm + n(m-l)L + L + (m-1)(n-1)
3and (m-l)n respectively for the two cases. The checking 

experiment approach has been further developed by several
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other researchers [32], [18], [22], [15], [12]. All
efforts to reduce the upper bound on the length of checking 
experiment by modifying a given sequential network through 
adding extra outputs or inputs. The resulting upper bound 
(W) is proportional to the number of inputs and some power 
of the number of states (i.e. W - mn where k > 1) of a 
sequential network. For a complex system, these techniques 
will generate a long test sequence and require a complex 
algorithm to generate this sequence.

E . Mathematical Approach
Sellers et al [35] used Boolean difference to 

analyze the effect of errors on the output of logic circuit 
by exclusive-or operation between two Boolean expressions 
(one for normal circuit, the other for faulty circuit).
The diagnostic test sequence can be properly derived by fin­
ding the Boolean difference for each fault. Several re­
searchers [46], [2], [50] extended this idea to develop algo­
rithms for deriving the test sets for a combinational net­
work under a single fault assumption. Ku and Masson [27] 
expanded the concept of Boolean difference to derive test 
sets for multiple fault detection in a combinational net­
work. The disadvantage of these techniques is that it is 
essential to exercise a Boolean difference for every possi­

ble combination of faults when the network has multiple 
faults. In addition, the derivation of each Boolean differ­

ence is a time consuming process.
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Ramamoorthy [34], [29] applied the graph theoretic
ideas since any discrete sequential system is isomorphic to 
a directed graph in which each node represents a functional 
element (gate, flip-flop or module) and each directed branch, 
a signal propagating line. He converted a given machine into 
a graph and partitioned it into its link subgraph and maximal 
strongly connected subgraph to form a reduced graph. The 
test points are then added to provide additional segmenta­
tion of a large subsystem and to monitor the resulting outputs.

F . Network Modification Approach
Williams and Angell [49] made use of additional 

logic gates in conjunction with test points to provide an 
easy means to set or check each state, in which one test 
point is used to switch the network to a test mode by re­
configuring all the flip-flops to form a shift register. 
Therefore the proper function of each flip-flop can be easily 
monitored and the testability of the network is thus en­
hanced. Sakauchi and Inose [41] introduced a function con­
version method to modify a network structure and noted that 
certain fault detection testing can be achieved rapidly if 
the structural configuration of a network satisfies specific 
topological constraints. Hayes [20] inserted a redundant 
exclusive-or gate into each input of NAND gate as a control 

logic to simply the test generation and reduce the number 
of tests required to detect the stuck-at-fault of a com-
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binational network to five tests. This technique, on the 
other hand, restricts the network to be implemented by NAND 
gates. Chuang and Oh [9], [10] proposed programmable logic
modules and controllable memory modules as new building ele­
ments to design a network whose topology will satisfy cer­
tain topological constraint for enhancing the testability 
of the network.

From the above survey, we note that most of the exis­
ting techniques, except the network modification approaches, 
are devoted to the derivation of test sets for stuck-at-fault 
detection of a given network. For a complex network, the 
derivation process based on complicated algorithms which 
will demand a great deal of computer time and memory to 
generate the test sets (or sequence). Consequently, these 
methods are not suitable for real time application.

In this dissertation, Chapter 2 defines the concept 
of the most sensitive input pattern of an ordinary logic gate 
and the concept of a programmable logic module. These new 
ideas were utilized to develop an approach to enhance to 
testability of a network with special topology. Some theo­
rems are derived to establish that a combinational network 
can be implemented so that the single stuck-at-fault in the 
logic module and multiple stuck-at-fault in the network 
can be detected by two test input patterns. Finally, 
a systematic design algorithm and a fault detection proce­
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dure are developed to design a modified combinational net­
work having two test input patterns which detect all the po­
ssible stuck-at-faults in the network regardless of the com­
plexity of the network.

Fault detection in a synchronous sequential network 
is treated in Chapter 3. A new concept of the fault model 
of the four basic flip-flops is proposed in which a single 
stuck-at-fault is assumed. Certain structures of a syn­
chronous sequential network are investigated which impose 
some topological constraints for designing a real time 
fault detectable synchronous sequential network through 
the use of the proposed modules. A systematic design algo­
rithm and a fault detection procedure are then developed 
to implement a synchronous sequential network which is 
capable of being tested by four test input patterns for 
detecting the presence of stuck-at-faults and malfunctions 
in the network.

In Chapter 4 we extend the developed design tech­
niques to the system level design. A simplified stored 
program digital processor is considered. A real time self­
testing digital system is then established which will require 
at most 4M tests (M = the number of functional blocks con­
tained in the system) for detecting the stuck-at-faults 
and the malfunctions of the entire system, and the upper 
bound, 4M, is independent of the complexity of the individual

10



functional block.
The performance of a system designed by the conver- 

tional techniques and the proposed techniques are analyzed 
and compared in Chapter 5. It is shown that a highly re­
liable digital system can be implemented by the techniques 
developed in this dissertation.

Finally, the concluding remarks are summarized and 
future topics are suggested in Chapter 6.
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CHAPTER 2

TESTABILITY AND DESIGN FOR COMBINATIONAL NETWORK

2.1 Introduction
Some basic notations and definitions for combinational 

networks are first introduced to define and describe the net­
work both functionally and structurally. Then the basic fault 
model, in a general sense, is discussed by the use of the fault 
monitor E ^ .  The input sensetivity is introduced and the pro­
grammable logic module is proposed in order to enhance the 
testability of a network.

A network with special topology is introduced and its 
characteristics are investigated based on their topological 
relationships. These properties enable us to design an easily 

testable network to detect any single or multiple stuck-at- 
faults of the network by two test input patterns. Undetectable 
or masked faults present in some redundant networks containing 
fan-out nodes and/or reconvergent fan-out nodes will invalid­
ate the test set generated for certain fault models. This 
problem can be solved by the design technique developed later 
in this chapter (section 2.5).

Finally, a systematic design algorithm and a fault 
detection procedure are presented which enables us to design 
any combinational network such that two test input patterns 
suffice to detect all the possible stuck-at-faults in the net­
work regardless of the size of the network.

12



2.2 Circuit Notation and Definitions
Let B=(0,1) be a binary set. A general Boolean switch­

ing function F of n-inputs and m-outputs can be defined by 
the mapping

_ _n F : B - *  B
F is called a multi-output switching function whose domain is 
the binary valued n-tuple vectors and codomain is the binary 
valued m-tuple vectors.

If we let x^ , /..., xn be the n input variables
where x^eB for all l^i^n, then the single-output Boolean swi­
tching function f (f : Bn -» B) can be defined as f= f(x^, x2 , • .. , 
xn ) . Consequently F can be considered as an ordered m-tuple 

vector of single-output Boolean functions, i.e., F= (f-̂ / ^2 '
f ), where f.= f . (x., x „ ,..., x ) for all l^i^m. in x x* x  ̂ xx

For n = 2 , m = l , the elementary 2-input, single-output
2nlogic gate can be defined and classified into 16 (i.e., 2 )

different switching functions based on the binary operator 
A N D (.), 0 R (+), and complement('). Figure 2.1 shows the logic 
symbol and its corresponding function of the- most commonly used 
logic gates, and the symbols will be used throughout the thesis.

A combinational network is a physical realization of 
a Boolean logic gate without feedback between them.

Let C be an n-input and m-output combinational network, 
and x= (x^, x ^ ,..•, xn ) be the input vector and F= (f^, f2 ,..., 
fm ) be the output vector of C. We call the input variables

13



X

y > f AND f=x • y

x
y

f OR f=x+y

x
y f NAND f=(x-y) 1= x 1+ y 1

x
y

f NOR f=(x+y)'= x '*y1

x
■f Exclusive-OR f=x'y+xy1

•f Equivalence f=xy+x'y'

x > f NOT f=x'

Figure 2.1
Logic Symbols and Definitions of Fundamental Logic Gate
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x^, x 2 ,..., xn the primary inputs (PI) which are always 
observable. Therefore the network C has 2n possible primary 
input vectors and 2m possible primary output vectors.

Let Xk= (x^,x2 ,..., xn )j<; where k is the equivalent 
binary integer defined by the input vector . L e t ^ =  (Xg ,

X ^ ,. . . , X 2n-i^ ke aH  the 2n possible PI vectors. If we 
substitute X=X^in f(X), then f(X^)eB will be the value of f 
defined by PI vector X^. Similarly, the output vector F can 
be defined as

F(Xk )= [f1 (Xk ), f2 (Xk ),..., fm (Xk ) 1

From the graphic point of view, every combinational network 
has its equivalent directed graph. The direction of the edge 
indicates the signal flow between the nodes. Some definitions 
which relate the graphic property of a combinational network 
are listed as follows:

1. Each gate in the network defines a signal node and 
set of all signal nodes is denoted as SN.

2. Each primary input variable in the network defines 
a primary input node and the set of primary input 
nodes is denoted as PIN.

3. Each primary output variable in the network defines 
a primary output nodes and the set of all primary 
output nodes is denoted as PON.

4. Any interconnection between two nodes (either signal 
node, primary output node or primary output node) is

15



called a signal line and the set of all signal lines 
is denoted as S L .

5. The number of nodes to which a node g fans out is 
called as the fanout of node g and is denoted as

'V
6 . A node g is called a fanout node if A  -2, and the-------------  g

set of all fanout nodes is denoted as FN.
7. A node having some pair of inputs which have at

least one common preceeding fanout node is said to 
be a reconvergent node and the set of all recon- 
vergent node is denoted as RN.

8 . A network which has no RN in it is called non- 
reconvergent fanout (NRF) network.

9. A network whose FN is a empty set is said to be
a fanout free (FF) network.

10. A network in which the only fanout nodes are PIN's
is said to be a limited fanout free (LFF) network.

11. The signal line of a sequence of nodes from PIN
to PON forms a signal path and the set of all
signal paths is denoted as SP.

12. Let |a | denote the number of elements in the set A.

Consider the networks shown in Figure 2.2. Network
is properly labeled in order to show the properties of based
on the above definitions:

PIN = [x1# x2 , x3 , x4]
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X 3
/£>

X 4
(a) Network C

(b) Network C

(c) Network

Figure 2.2
Network with Different Structural Characteristic
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PON = [fj
SN = [gl' g 2' g 3 ' g 4' g 5 ' g 6]
SL = [1, 2, 3, 4, 5, 6 , 7, 8 , 9, 10, 11,
FN = [xl' x2 ' g 2]
RN = [g6]
SP = [xlg lg 4g6fl'x lg3g 5g6fl'- ., et c . ]

It is obvious that is neither a F F , LFF nor a NRF network. 
Network C  ̂ illustrates an example of LFF network and network 
C^, an example of FF network. Notice that if a network 
has RN, then its FN contains at least one element.

A signal line in a network is said to be redundant if
and only if by removing the line and connecting it to a
fixed binary values, the output function remains normal 
under all the possible input patterns. Otherwise, the signal 
line is said to be irredundant. The set of all the irre- 
dundant signal lines is defined as an irredundant set.

A network is said to be irredundant if and only if no 
set of SL can be removed and connected to a fixed binary 
values (0 or 1) without changing the output function of the 
network under all the possible input patterns.

Theorem 2.1: The S L , set of signal lines of a network is an 
irredundant set, if and only if the network is irredundant. 
Proof: <= If a network is irredundant, then the removing of
any line of SL will cause the output to change, so no line
of SL can be removed. This indicates that the set SL is
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irredundant.

=> If the set SL is irredundant, it means that any 
disconnection of signal line will cause the output to change, 

so that the network is irredundant.

2.3 Fault Analysis and Fault Model
The faults of a combinational network can be classi­

fied into two classes:
1. A permanent fault is a physical defect in the 

device which will cause the device to function incorrectly. 
These faults are usually associated with diode, transistor, 
connectors, etc. It generally causes a signal line to assume 
the constant logic value of 0 or 1 and is refered to as a 
stuck-at-0 or stuck-at-1 fault respectively.

2. An intermittent fault will also cause a device to 
function improperly, but it can not always be duplicated 
under the similar conditions which caused the previous in­
termittent fault. Intermittent faults may be caused by the 
use of device's marginal conditions and some environmental 
failures. Since it is almost impossible to duplicate the 
intermittent fault, therefore, very difficult to detect 

them.
The most important fault class of combinational 

network in the currently used technologies is the permanent 
fault. The fault model of a network is restricted to be 
the single stuck-at-fault in the following discussions.
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1 2Consider an arbitrary network C, Let H = [h , h ,
. . . , h^] be the set of all possible single stuck faults in 
C. Each fault h^ defines a mapping

h 3 : C C 3

Let denote the fault free network of C, and be
the faulty network of C due to the existence of fault h-*.
Let the output vector of and C be (X) = [f^(X), f®(X),
. . . , f ° (X) ] and F j (X) = [f3 (X) , f3 (X) ,. . . , f ̂ (X) ] , for all m 1 2 m
1 - j - q, respectively. Then for any arbitrary input pattern 
X ^ , there exists two possible conditions:

1. F j (xk) = F°(Xk )
2. F j (Xk ) ft F°(Xk )

Condition 1 implies that the fault h-* is being masked under 
the input pattern Xk « In another word, input vector Xk can 
not detect the fault h ^ . On the other hand, Condition 2 
shows that the input pattern Xk will detect the fault h-* in 
C.

Hence, we define a fault monitor E?. as follows:lk

E ik = 4 < v  ® f? (xk> e B
where l ^ i ^ m ,  l ^ j ^ q ,  and 0 - k - 2n -l.

If E^k = 1, then we say that a fault occurs at theJ =
'ik

output line i due to a fault h -1 under the input pattern Xk<
Otherwise, there is no error on the output line i and the
fault h -1 in C is masked under X, .k

From the network functional point of v i e w , the above
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discussions show that all faults in C can be partitioned into 
the following two categories:

1. A fault h^ is said to be a detectable fault if 
there exists an input pattern set ^ , where X ’*’ is a nonempty 
subset of ̂  such that

= 1 for some pî

2. A fault h-' is said to be an undetectable fault for
all the input pattern X̂ . in X , none of the output line will
be faulty due to h-̂  , i.e.,

E?. = 0 for all 0 ^ k ^ 2n-lxk
Let H denotes the set of all possible single stuck-at- 
faults of a combinational network C, then |h | = 2 • ( |s n | +

|p i n | + ̂  A gi for all gi €FN).
The proof is obvious from the fact that each primary input, 
signal node output and signal node input has two possible 
stuck-at-faults.

Theorem 2 . 2 : A combinational network C is irredundant if
and only if each fault in H, the set of all possible stuck- 
at-faults in C , is a detectable fault.
Proof i<f If each fault in H of C is a detectable fault, 
there always exists at least one input pattern X^ such that 
E-?, = 1 for some 1 - j - q, then it implies that every fault

I K

in H will be detected. By definition, C is an irredundant 
network.

^  If C is an irredundant network, then any removal of 
signal line will change the output of the network. Therefore
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every fault in C must be detectable, i.e., there exists 
at least one input pattern such that E;?^ = 1 for all j.
This in turn implies that every fault in C is a detectable 
fault.

On the contrary, a network is redundant if and only 
if there exist at least one undetectable fault in the network.

In a single output network, the fault h 1 and h “* are
said to be equivalent under the input pattern , if
E 1. = E?. = 1.ik ik

Let a signal line q stuck-at-1 be denoted as q / 1 , 
and q stuck-at-0 be denoted as q/0 .

Consider a simple 2-input gate shown in Figure 2.3, 
the total set of single stuck-at-fault H = [x^/1, x^/0 , 
x^/l, x^/O, f / I , f/0 ] = [h^, h ^ , h ^ , h 4 , h ^ , h^] respectively, 
and p( = [00, 01, 10, 11] = [X , X± , X2 , X 3]. We find that

'5 = 1 13E?3 - F413 = E

E 12 = E 6 12 = 1

e L - F6 E11 = 1
So faults h , h , h are equivalent, so are the faults h , 
h^ and the faults h 1 , h 6 . Notice that the faults h"*", h^ are 
not equivalent since there exists no input pattern which 
will detect them simultaneously.

The network in Figure 2.4 shows an example of the exis­

tence of undetectable fault X 3/I in the redundant network, 
since

E^k = 0 for all 0 - k — 7, j = ^ 3/l
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Figure 2.3 
An 2-Input NAND Gate

x 4

Figure 2.4 
A Network with an Undetectable Fault
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2.4 Input Sensitivity and Programmable Logic Module
The conventional techniques for detecting the stuck- 

at-fault in a combinational network C require the genera­
tion of the complete test set for detecting the fault set H 
in C. As the complexity of C increases, the complete test 
set increases. Thanks to the recent advances in semicon­
ductor technology, the complexity of circuits fabricated on 
a single LSI chips tends to increase rapidly. The fault 
detection of a network utilizing MSI or LSI components 
poses an extremely difficult problem because of the struc­
tural complexity of components and their limited accessi­

bility. Therefore, the conventional test generation scheme 
becomes impractical.

The question of how to enhance the testability of a 
network during the initial phase of the network design 
becomes an important problem. Several approaches to enhance 
the testability of a network by means of redundant hardware 
have been proposed recently [49], [41], [20].

This section introduces a new method of employing 
hardware redundancy to reduce the number of tests for fault 
detection of a combinational network.

Let A C. H where H is the set of all possible single 
stuck-at-fault in a network. Let |a| be the number of 
element in set A. If for each fault a £ A, there exist an 
input pattern such that Eik = 1 for all a in A, then all 
the faults in A are equivalent under X^., and = | A | is
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defined as the sensitivity of the input pattern X .
From the above example, A = [x^/0 , x^/0, f/1] ,

B = [x.j/1, f/0] , C = [x /l, f/0] where A U B U C = H, and

E 13 = 3 ' E 11 = E 12 = 2 ' E 10 = 1
The input pattern x^ is said to be the most sensitive

input pattern (MSIP) of a network if
E.. - E where i ^ p , k i- q andik pq ^ i

1 - i, p - m, and 0 - k, q - 2n-l
By this definition, we see that the MSIP for a two input 
NAND gate is X^ = 11. It is also true for two input AND 
gate.

Consider a two-input OR gate, we find that

E 10 = 3 ' E 11 = E 12 = 2 ' E 13 = 1 
by the similar analysis. Therefore X^ = 00 is the MSIP for
a two-input OR gate. It is also true for a two input NOR 
gate. The MSIP for a N-input ordinary gate is found by 
extending the same argument and is listed in Table 2.1.

Table 2.1 shows that the MSIP is unique for OR and NOR 
gates and for AND and NAND gates. The unique input pattern 
is independent of the number of inputs to the gate, and will 
detect half of the total 2 (N + 1) faults. This characteris­
tic provides us some means of optimum fault detection.

Notice that the equivalence ( © ) and exclusive-or 
( © ) gates do not have this property in which each input 
pattern in pi = (00, 0 1 , 1 0 , 11) has equal sensitivity (i.e. 

E ^  = 3 for all 0 ^ k ^ 3) . Each input pattern in^dis a MSIP
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N-Input Gate The Most Sensitive Input Pattern
OR 00...0 (N 0's)
AND 11...1 (N l ’s)
NOR 00...0 (NO's)
NAND 11...1 (N 1 1s)

Table 2.1 The most sensitive input pattern 
of N-input elementary gates.
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and will detect half of the total possible faults.
A signal path is defined as a sensitizing path if the 

fault information can propagate along the path to the ob­
servable primary output under the test input pattern X^.

Network A and network B are said to be topologically 
equivalent if their sets of signal nodes , fan-out nodes , re- 
convergent nodes, primary input nodes, primary output nodes 
and signal paths are the same.

Consider networks A and B shown in Figure 2.5. A is 
topologically equivalent to B by definition. Both networks 
have the following property

There exists an input pattern = 1101001 in network A will 
detect 13 out of 26 faults, i.e., half of the total possible 
stuck-at-faults can be detected. All the signal paths in 
SP are sensitizing paths under X .Cl

If we convert each gate in the network A to its logical 
dual gate (i.e., OR A N D , NOR <-» NAND) , it is transformed

PIN = [xx , x 2 
PON = [ f± ]

SN = [gx , g 2 , 
FN = 0

f • • • t

t • • • r

RN = 0
SP = [x q q q q q q , x_gn g_g_g g g ,ly ly2y 3y 4y5y6 2yly 2 3 4y 5 6

x,g,g,g.g1.g#., x.g-g.g.g3y2y 3y 4y 5y6' 4 3y4 5 6
X 5g4g 5g 6' x 6g5g6' X 7g6]

| H | = 2 x ( |SN | + (PIN| ) = 26
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(a) Network A

> 1

= E h

(b) Network B

Figure 2.5 
A Network with Special Topology



into a topologically equivalent network B. Network B po­
ssesses the interesting property that the complement of input 
pattern X (X = 0010110) will detect the other half of the

cl cl

faults in H, and all the signal path in SP are sensitizing 
paths under X .

The set of signal paths SP is said to be a sensitizing 
set under input pattern X^ if each element in SP is a sensi­
tizing path under X^.

Theorem 2.3: The set of signal paths SP of a network C is
a sensitizing set under X^ if and only if the logic value
at all the signal lines to each gate in C are the MSIP to
each gate under X ^ .
Proof: ■<= If the inputs to each gate are MSIP under X ^ , then
at least half of the faults in each gate will be detected and 
error information is propagated into the PON. So each 

signal path of the network C is a sensitizing path. Hence 
SP is a sensitizing set under X^.

If SP is a sensitizing set of C under X^, then 
each signal path is a sensitizing path under X ^ . Therefore 
each input of a gate is sensitive to a fault under X^. We
conclude that the input to each gate in C is the MSIP under

In other word, Theorem 2.3 tells us that a network 
whose sensitizing path set SP is a sensitizing set under an 
input pattern X ^ , if and only if half of the H in the net­
work will be detected under X, .k
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An elementary network EN is a network which is imple­
mented with the ordinary logic NOT, OR, NOR, AND and NAND 
gates.

A dual network DN is defined as an EN which has two to­
pologically equivalent modes A and B which are controlled 
by an external command and each node of SN in mode A is 
logical dual to corresponding node in mode B.

A new building block is proposed in order to implement 
a dual network.

A programmable logic module PLM is defined as a multi­
ple input-single output combinational network in which each 
logic function performed by the module can be uniquely speci­
fied by a set of control signals.

The specific logic function of PLM for AND, OR, NAND 
and NOR gates are defined in Table 2.2 where C is the external 
command to control the mode of PLM. Each PLM has two modes 
of logic functions. Notice that the control signal, C, is 
assumed to be fault free in the subsequent discussion.

There are numerous ways to implement the desired PLMs. 
Figure 2.6 shows one of the implementation of P L M 's for two 
input-one output gates. The general representations of PLM's 
are shown in Figure 2.7.

2.5 Design with Testability Enhancement
The use of PLMs as a building block provides us with 

the ability to implement a dual network having the following 
properties:
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Module Desired Logic Function When : 
C=0 c=l

PLMl AND OR
PLM2 OR AND
PLM3 NAND NOR
PLM4 NOR NAND

Table 2.2 Four basic programmable logic modules.
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iH 
CN

Implementation Function

PLMl

C

z z=C(x +x.

x PLM2

C

z z=Cx-^x2+C

PLM3

C

z z=C(x1+x2

PLM4

C

z z=C(x1x 2)

)+C'Xlx 2

'(x1+x2)

) '+C1(x1x 2)

'+C' (x1+x2)

Figure 2.6
An Implementation of Four Basic 2-Input PLM's



PLM2PLMl

PLM 3 PLM 4

Cj is the control signal of PLM's

Figure 2.7
A General Representation of Programmable Logic Modules (PLM)
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Theorem 2.4; S P , the set of signal paths in a dual network 

DN is a sensitizing set under in mode A if and only if the 
SP is also a sensitizing set under X̂ . in mode B.
Proof: If the SP is a sensitizing set under in mode
A, then, by Theorem 2.3, all the signal lines in SL of DN 
can provide the MSIP to each signal node in mode A. By
the dual nature of D N , the input pattern X^ will also provide 
the MSIP to each signal node in mode B. Again, by theorem
2.3, we conclude that SP is a sensitizing set under X in modeK
B.

4= It is obvious by the similar argument.
A pair of input pattern (X_, X, ) is called a complement

cl JD “

pair input pattern CPIP if X^ = X^.

Theorem 2 . 5 ; All the faults in H of a dual network DN can 
be detected by a CPIP(X , X, ) of DN if and only if the setcl JD

of signal path SP in DN is a sensitizing set under the CPIP. 
Proof: 4= If SP of DN is a sensitizing set under the CPIP
(X , X, ), then X will provide the MSIP to each signal node

ci D  cL

in mode A which will detect half of the faults in H by Theorem
2.3. The other half of the faults in H will be detected by 
the input pattern X^ in mode B similarly. Hence the CPIP 
can detect all the faults in H of DN.

=» If all the faults in H of DN can be detected by the 
(X , X, ) , then, from the dual nature of DN and the complemen-cl O

tary relationship of X^ and X ^ , each input pattern in CPIP
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will detect half of the faults in H. So each input pattern 
in CPIP will provide the MSIP to each signal node in the 
corresponding mode of DN. Therefore, the SP of DN must be 
a sensitizing set under CPIP.

A dual network which satisfies the conditions of Theo­
rem 2.5 is said to be restricted dual network(RDN)

From Theorem 2.5, we know that the set of faults H 
of an RDN can be partitioned into two distinct subsets H cl

and H, (H fl H, = 0) , such that H can be detected by X in
JD 3  D  cl cl

mode A of RDN and H. can be detected by X, in mode B of RDNb b
and H U H = H . a b

Example 1
Consider the RDN shown in Figure 2.8 which is the

same circuit used in the previous example, except that we
use PLM's for each signal node. H = [a/0, b / 0 , c/1, d/0,a
e/1 , f/1 , g/0 , h/1 , i/0 , j/1 , k/1 , 1/0 , z/0 ] and Hb = [a/1 ,
b/1 , c/0 , d/1 , e/0 , f/0 , g/1 , h/0 , i/1 , j/0 , k/0 , 1/ 1 , z/1]
and H = H U H, . The RDN is in its mode A when C =0, and a d

RDN is in its mode B when C=l. Then X = 1101001 and X, =a b
0010110 form the CPIP of RDN such that X^ detects H incl a.

mode A and X, detects H, in mode B. So that(X , X,) forms b b a b
the complete test pattern for the RDN.

Theorem 2.6: In a restricted dual network RDN, all the
multiple faults in the signal lines of RDN will be detected 

by the C P I P (xa , X ) .
3. ID
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Figure 2.8 
A Restricted Dual Network
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Proof: Each signal path in SP of an RDN is a sensitizing
path under the test input pattern X^ in mode A and in
mode B. In either case, any combination of faults in H will
not make the path insensitive. Consequently, their existence
will not mask any other fault and will not invalidate the
test set(Xa , X ^ ) . Therefore, they will be detected by
either X or X, .a b

It is well known that the existence of multiple faults 
will, in some cases, invalidate the complete test set of a 
given network generated by the conventional technique[14] 
under the single fault assumption. But in an RDN, this 
problem will not exist by its special property described in 
Theorem 2.6.

If we allow for each control signal of the P L M 1s in 
a dual network DN acting independently, then the number of 
modes of DN will be proportional to the distinct combinations 
of the control signal settings for the P L M 1s. In this case, 
the design will become excessively complex. To alleviate 
this difficulty, we assume that the DN has only two control 
commands and C i . e . ,  each control signal of PLM's has
one of the two choices. Therefore, the DN has four modes 
of operations defined as follows:

1. The DN is in its normal mode if C ± C 2 =
2. The DN is in its Test A mode if =• 01
3. The DN is in its Test B mode if C^C 2 ~ 10

37



4. The fourth mode of DN is never being used since
we don't use the control command C,C = 11.1 2

Let H and H, be the subset of the fault set H in DN a b
such that H can be detected by the test A mode and H, can a b
be detected by the test B mode. Notice that U may not
equal to H for an arbitrary D N .

In general, any combinational network can be converted 
to its DN by substituting the corresponding PLM's for each
signal node. But not every dual network is RDN. This means
that Theorem 2.5 will not be satisfied and the improtant cha­
racteristic of CPIP will not exist.

For some class of D N , the test A mode and B mode of 
DN will convert DN to a RDN. The following example illus­
trates the existance of this class of network.
Example 2 Consider the combinational network for Z = (x^x^)' 
(x2x^) ' + (x^x^) ' ' as shown in Figure 2.9(a) . We

convert it to a DN by using the PLM3 to replace each NAND 
gate and connect the control signals as shown in Figure 2.9 
(b), in which

H = (a/0, b / 0 , c/0, d/0, e/0, f / 0 , g / 1 , h / 1 , h./l,
cl X

h 2/l, j/l, k/0, 1/0, Z/l]
Hb = [a/1 , b/1 , c/1 , d/1 , e/1 , f/1 , g/0 , h/0 , h.j/0 ■

h 2/0, j / 0 , k/1, 1/1, Z/OJ 
For normal operation, we set = 00, all the PLM3 function
as NAND gates, and the network performs the normal operation.
For testing, we set C^C2 = 0 1 (test A m o d e ) , consequently, all
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(a)

level-3 level-2 level-1

(b)

Figure 2.9
A Network Satisfies the Topological Requirement of Theorem 2.4
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the gates in odd level become NAND and all the gates in even
level becomes NOR and X = 1111 will detect H . Then, wea a
set = 1 0 (test B mode), now, all the gates in odd levels
become NOR and all the gate in even level become N A N D , and
X, = 0000 will detect H, . By observation we find H U H, = b b a b
H and H fl H, = 0. So the test A and B modes convert the a b
DN to an RDN, and the CPIP is easy to produce.

For this class of networks, we can convert them to a 
specified structure which will satisfy the requirement of 
Theorem 2.5 during the testing modes by properly setting the 
control signals of PLM's. The choice of control signal 
settings for this task is therefore important. The relation 
of control signals between the consecutive signal nodes are 
established in Table 2.3.

For a restricted class of networks which contain fanout 
nodes and/or reconvergent nodes, it will, in some cases, be 
impossible to convert them to satisfy the topological cons­
traint posed by Theorem 2.5 just by adjusting the settings 
of control signals for PLM's. These difficulties can be 
classified into two cases as illustrated by the following 
examples:

Example 3 Consider the Boolean expression Z = x ' y 1 + xy 
as shown in Figure 2.10(a). It is converted to Figure 2.10
(b) by replacing each gate with the proper PLM's. It is im­
possible to construct the circuit to satisfy the connection
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Module Its Successor The Relation of Their Control signal

PLMl PLM2/PLM4 Different
PLM1/PLM3 Same

PLM2 PLM2/PLM4 Same
PLM1/PLM3 Different

PLM3 PLM2/PLM4 Same
PLM1/PLM3 Different

PLM4 PLM2/PLM4 Different
PLM1/PLM3 Same

Table 2.3 The general rule of determining the control 
signal of the PLM's.
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Figure 2.10 
A Typical Case-1 Network
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requirement of Theorem 2.5 by the technique of setting 
control signals. The only solution to this problem is to 
insert a controlled signal inverter(CSI) at the trouble­
some signal lines as shown in Figure 2.10(c) in order to 
make the network satisfy the conditions of Theorem 2.5.
The CSI is actually an exclusive-or gate in which one of 
the input is used as level control signal C^. Then the 
control commands C-^C^C^ = Oil and 101 will convert the DN
to RDN such that X = 0 0  will detect H in H and X, = 11a a b
will detect H in H and H U H, = H . The control command b a b
C'lC'2C 3 = 000 will bring the network back to its normal func­
tion.

Example 4 Consider the networks shown in Figure 2.11, N^
is a dual 2-line to 1-line data selector and multiplexer.
N 2 is the dual network by substituting the gates in with
the proper PLM's. The control signal setting is established
based on Table 2.3 as shown. It is clear that the NOT gate
disables the DN to satisfy the requirement of Theorem 2.5.
If we replace this NOT gate with CSI in which the additional
input is used as level control signal C^ , then the control
setting C ^C2C^ = 010 and 100 will make N^ to have the property
of RDN such that X = 111111 and X, = 000000 with detect thea b
set of faults H in N ^ . For normal network operation, we set 

C 1C 2C 4 = 00 1 ’
These two examples show that the problem in case 1 can be
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Figure 2.11 
A Typical Case-2 Network
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solved by the insertion of CSI in the signal line and the 
use of control signal C^. And the problem in case 2 can be 
solved by the use of CSI instead of NOT gate and control 
signal C W e  then conclude the following theorem.

Theorem 2.7 The fault set H of any dual network DN can be 
detected with two test input patterns if the CSI and two 
additional control signals C^ and C^ are used.
Proof: Although the DN now has four control signals C ^ ^ C  C^,
it still operate in three operational modes. i.e.,

(1 ) c iC 2C 3C 4 = 0°°^- f°r normal mode
(2) = Oil0 for test A mode

(3) <“i<-:2<'3('4 = ■'■OlO for test B mode
Using the CSI's, two causes of difficulties can be removed
as illustrated in the above example. It means that the

control commands <-'̂ C 2C 3<“4 ~ ® H 0  an<^ 1010 will make the DN
to preserve the property of RDN. Then there exists a CPIP
which will detect the fault set H of DN.

A dual network implemented with PLM's and CSI which 
satisfying the conditions of Theorem 2.5 is called a modified 
restricted dual network MRDN. Notice that a MRDN has a 
maximum of four control signals C ^ , , C^ and/or C^. It
follows then the fault set H in any elementary network can 
be detected by two test input patterns since we can always 
convert it to its MRDN.

A systematic design algorithm is presented in the
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following section based on the application of the theorems 
derived in this section. It allows us to design any EN to 
have its own CPIP in its MRDN.

2 .6 Systematic Design Algorithm for Combinational Networks 
We treat a combinational network as a directed graph 

in which each node is belong to the set [OR, NOR, AND, NAND 
NOT, PI, PO] and each directed edge is the signal line be­
tween the node. Some definitions are introduced to faci­
litate the discussion of the systematic design algorithm.

A node G^ is said to be a predecessor node of a node
G. if there exists a signal line from node G. to node G..

3 1 3
Conversely, G. is the successor node of G..

3 i
A fan out node(FN) has more than two successor nodes, 

all signal node other than FN have only one successor node. 
The PI node has no predecessor and PO node has no successor 

Let the level of a node G be denoted as L(G). Then 
L(G) = 1 if PO is its only successor node. Otherwise, L(G) 
1 + the maximum level of the successors of node G.

Consider the circuit shown in Figure 2.12, where Z^Z2 

are PO. Then M G 2) = L Ĝ 4  ̂ = ^ because their node outputs 
are POs. L (G ) = L(G4) + 1  = 2 and L(G1) = 1 + max [L(G2), 

L (G^)] = 3 according to the definition.
Let the set of all OR, NOR, AND, NAND gates in the 

level i be denoted as A^ and all the signals lines incident 
into A^ is denoted as the set SA ^ . Let the set of all NOT 
gates in the level i be denoted as and all the signal
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Figure 2.12 
A Network Illustrates the Definition of L(G)
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lines incident into B. as the set S B . .i x
Let each node in SN U PIN of a network have a control 

signal(CS). The CS of NOT gate serves the dummy reference 
and the CS of PI will set the logic value of PI and define 
the CPIP of the modified dual network.

Then, an algorithm for the systematic design pro­
cedure of the combinational network is generated from the 
property of the proposed P L M ’s and the introduced definitions. 

The flow chart is shown in Figure 2.13 and the details are 
described below.

Systematic Design Algorithm
Step 1 . Determine the level of each signal node of 

a given combinational network and reconstruct the network 
to a controllable dual network by using P L M l , PLM2, PLM3 
and PLM4 to replace the AND, OR, NAND and NOR gate respec­
tively. Denote the control signal of the predecessor node 
as CP and the reference control signal as R S .

Step 2 . Let I = 1, K = 0 and J = the maximum level 
of the network and CS of PLM1/PLM3 in level-1 be C^ and CS 
of PLM2/PLM4/NOT in level-1 be C 2 where C ^ is the complement 
of C ^ .

Step 3 . Let SL = S A ^ , then check if SL = 0. If it is, 
then go to step 1 0 ; otherwise, go to next step.

Step 4. Pick one signal line of SL and trace back to 
its predecessors node and delete the line from SL. If the
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I>J ?
j. no

yes 
yes

STOP

1= 1 + 1

K=0

Figure 2 .13
Flow Chart of The System atic Design A lgorithm  for Combinational Network
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node from which the signal line is picked is PLM1/PLM3, go 
to step 5; otherwise, go to step 12.

Step 5. Let RS be equal to the control signal of this
PLM1/PLM3 node. Then check to see whether the control signal
of its predecessor node is defined or not. If yes, go to
step 6 ; otherwise, go to step 8 .

Step 6 . If the predecessor node is :
(1) PLM2/PLM3/PI, check if CP = R S . If it is, go to step 
7; otherwise, go to step 9.
(2) PLM1/PLM4/N0T, check if CP = R S . If it is, go to 
step 9; otherwise, go to step 7.

Step 7 . Insert a CSI in series with this input line.
Then go to step 9.

Step 8 . If the predecessor node i s :
(1) PLM2/PLM3/PI, set CP to be the complement of R S .
(2) PLM1/PLM4/N0T, set CP to be equal to R S , then go to 
to step 9.

Step 9 . Check to see whether the set SL is an empty
set. If yes, go to step 10; otherwise, go back to step 4.

Step 10. Test for K = 1. If yes, go to step 11;
otherwise, let SL = SB^ and check for SL = 0. If it is, go
to step 11; otherwise, set K = 1, then go back to step 4.

Step 11. Examine if I is larger than J. If yes, the
procedure is completed; otherwise, let 1 = 1 + 1 , and then 
go back to step 3.
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node from which the signal line is picked is PLM1/PLM3, go 
to step 5; otherwise, go to step 12.
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Step 7 . Insert a CSI in series with this input line.

Then go to step 9.
Step 8 . If the predecessor node i s :

(1) PLM2/PLM3/PI, set CP to be the complement of R S .
(2) PLM1/PLM4/NOT, set CP to be equal to R S , then go to 
to step 9.

Step 9 . Check to see whether the set SL is an empty

set. If yes, go to step 10; otherwise, go back to step 4.
Step 10. Test for K = 1. If yes, go to step 11;

otherwise, let SL = SB^ and check for SL = 0. If it is, go
to step 11; otherwise, set K = 1, then go back to step 4.

Step 11. Examine if I is larger than J. If yes, the
procedure is completed; otherwise, let 1 = 1 + 1 , and then 

go back to step 3.

50



Step 12. Let RS be equal to the control signal of this 
PLM2/PLM4/NOT. Then check to see whether the control signal 
of its predecessor node is defined or not. If yes, go to 
step 13; otherwise, go to step 14.

Step 1 3 . If the predecessor node i s :
(1) PLM2/PLM3/PI, check if CP = R S . If it is, go to
step 9; otherwise go to step 7.
(2) PLM1/PLM4/N0T, check if CP =RS. If it is, go to
step 7; otherwise go to step 9.

Step 1 4 . If the predecessor node is
(1) PLM2/PLM3/PI, set CP to be equal to R S .
(2) PLM1/PLM4/N0T, set CP to be the complement of R S .

Notice that the CS of all the inserted CSI is C^.
After the process is completed, it is possible that a 
portion of a signal path in the modified dual network has 
the CSI adjacent to a NOT gate as shown in Figure 2.14(a) 
which is actually equivalent to the CSI with C^ as the control 
signal where C^ = C^ as shown in Figure 2.14(b). If this 
is the case, then use the later structure to replace the 
former one. Now the procedure is actually completed. Then 

the fault set H of the network with control signals C ^C 2C 3C 4

can be detected with the most sensitive input pattern which 
is generated by the design algorithm and its complement.

Fault Detection Procedure
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Figure 2.14 
The Relation between the Control Signals and
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The fault detection procedure for the translated circuit 
is easy to follow since the MSIP is already generated by the 
systematic algorithm. Two tests can detect all the stuck 
faults in H of the given network.
Test 1 Set C nC„C_C. = 0110 and apply the MSIP X . If the -------  1 2  3 4 rr j a
observable primary output of PLM1/PLM2 is 1 and that of PLM3/ 
PLM4 is 0, then the network does not have any fault in of 
the network. Otherwise, it has at least one stuck-at-fault 
in H .ci

Test 2 Set ChC^C-C. = 1010 and apply the MSIP X, (X, = X ). ------- 1 2 3 4  trr j. b b a
If the observable primary output of PLM1/PLM2 is 0 and that
of PLM3/PLM4 is 1, then the network does not have any fault
in of the network. Otherwise, it has at least one stuck-
at fault in H, .b

Since H U H, = H which is the set of all possible fault a b c

in the network, once the network passes these two tests, it 
will be guaranteed to be free of stuck faults. Then set 

C1('2<“3C 4 = to Perf°rm the network's normal function.
In the subsequent discussion, some examples are shown 

to demonstrate the proposed systematic design and detection 
algorithm.
Example 5 Consider the network Nl shown in Figure 2.15(a), 
whose FN = [x3 , g 3 , g 2] , RN = [g^, g g] and H = [a/0,1, b/0,1, 
c/0 ,1 , d/0 ,1 , e/0 ,1 , f/0 ,1 , g/0 ,1 , g 1/0 ,l, g 2/0 ,l, h/0 ,1 ,

ltj/0 ,1 , h 2/0 ,l, j/0 ,1 , k/0 ,1 , 1/0 ,1 , m/0 ,1 , n/0 ,1 , p/0 ,1 ].
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Notice that the existence of PN(fanout node) and/or RN
(reconvergent node) will possibly cause some stuck-at-
fault undetectable, e.g., g/1 is undetectable in Nl. This
problem can be solved by using the proposed design technique.
We first define the level of each gate according to definition
and determine the sets SA. and SB. for all 1 - i - 3, then1 i
convert Nl to an easily detectable network MRDNl as shown in 
Figure 1.15(b) by applying the systematic procedure. We 
observe that the signal line indicated by the dotted box 
can be replaced by the corresponding box in Figure 1.15(c).
The test input pattern X = x ^ x ^ ^ ^ , .  = is gene­
rated. Two tests are applied as follows:

Test 1 Set C ]_C 2C 4 = and aPPly the test pattern Xa =
10000. If the P O , Z^Z2 = 10, then the network does not have
any fault in H , where H = [a/0, b/1, c/1, d/1, e/1, f/1 ,

cl 3.

<3/0, 9 i/0 , g 2/0 , h/1 , h1/l, h 2/l, j/0 , k/0 , 1/0 , m / 0 , n/0 , 
p/1]. Otherwise, it has at least one fault in H and fault 
is detected.

Test 2 Set £ ^ 2 ^ 4  =100, anc  ̂ aPPly the test pattern X^ = 01111.
If the PO, = then the network does not have any fault
in H, , where H, = H - H . Otherwise, it has at least one b b a
fault in H, and fault is detected, b
If the network passes these two tests , then it is guaranteed 

to be free of stuck fault in H. We set £ ^ 2 ^ 4  =00-*-' Pu ^ 
network back to its normal function.
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(a) Nl
level-3 level-2 level-1

xi=c2-

x 2=c i-

x 3=er

X 4~C1"

x 5~cr

X 1 = C 2"

x 2=cr

X 3~C1'

x 4=cr

x5~cr

z z T = T ) >

ID

.Si. . 
■ { >

ID zi

z2

(b) MRDN1
SA3=[g, ,ga ] SAa=[g3 ,gs ] S A = [ g _ , g g ]
SB3 = 0 SB2=[g+ ,gs ] SB = 0

Di O Z1

'1 /   z2

(c) MRDN1

Figure 2.15 
Network of Example 5
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Notice that the undetectable g/1 fault in the conven­
tional design network can now be detected by the proposed de­
sign technique.
Example 6 Consider the network N2 shown in Figure 2.16(a).
We first define the level of each gate and the set S A ^ , SB^ 
for all 1 ~ i - 4. Then an easily detectable network MRDN2 
is generated as shown in Figure 2.16(b) by following the 
systematic design procedure. The generated test input pat­

tern X = abcdefg = C 2C iciC 2C 2C 2 can ^eteGt the fault set 
H of N2 as follows:

Test 1 Set C-,C„C,, = Oil and apply the test input pattern = _L z o a
1100111, If the P O , Z-^Z2 = 11/ then the network does not 
have any fault in H where H = [a/0, b/0, c/1, d/1, e/0,

3. 3

f/ 0 r g/0 , h/0 , h 1/0 , h 2/0 , h 3/0 , i/0 , j/0 , jx/0 , j2/0 , k/1 ,
1/1, m/0, n/ 0 , Z^/0, Z2/0]. Otherwise, there exists at least
one fault in H and fault is detected, a
Test 2 Set C^C2C 3 = 101 and apply the test input pattern
X^ = 0011000. If the PO, Z^Z2 = 00, then the network does
not have any fault in H, where H, = H and H u H, = H .J b b a a b
Otherwise, there exists at least one fault in and fault 
is detected.

Once the network passes the two tests, it is guaranteed 
that there is no stuck-at-fault in H, and the network can 

back to its normal operation mode by setting C ^C 2C3 = ®0 0 .
The above discussions show that the proposed systematic 

design technique is easy to follow and is useful for designing
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Figure 2.16 
Network of Example 6
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an easily detectable combinational network for multiple 

fault detection.
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CHAPTER 3

SYNCHRONOUS SEQUENTIAL NETWORK AND T E S T A B IL IT Y  ENHANCEMENT

3.1 Introduction
The derivation of fault detection test for sequential 

networks, in general, is a complex process due to the fact 
that the signals of the internal memory feedback lines are 
usually neither observable nor accessible. Therefore, the 
test for a sequential network, if it can be derived, turns 
out to be a long sequence of input patterns.

Methods for deriving the test input sequence for 
detecting faults in a sequential network have been exten­
sively investigated [6], [31], [43], [44], [28], [21], [24],
[25] , [26] , [32] , [18] , [22] , [15] , [12] . The existing tech­
niques are designed to generate the test sequence, after the 
network is designed. During the functional design stage, 

however, the testability is, in general, not considered. As 
a result, the conventional techniques involve complex algo­
rithms requiring, in general, a large amount of computer time 
and memory which makes them impractical for real time appli­
cations .

In this chapter, a new approach to the design of 
synchronous sequential networks is developed, which in­
cludes the test generation as a design requirement in add­
ition to the functional specifications for the network. The 
network designed according to this new approach can be
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tested with four test input patterns which will make the 
real time testing of the network realistic.

For the sake of completeness, some basic defini­
tions on sequential networks are first reviewed in section 

3.1.
In section 3.2, some conventional techniques for 

test generation are surveyed and the fault model of the 
four basic flip-flops are introduced to facilitate subsequent 
discussions.

Some specific structural aspects of a synchronous 
sequential network are investigated. In section 3.4, 
certain topological constraints are imposed on networks 
to allow us to develop a real time fault detectable syn­

chronous sequential network design, in a sense that the 
faults in the network can be detected within few clock 
pulse periods.

A controllable memory module (CMM) is proposed 
which enables us to modify a given synchronous sequential 
network to satisfy the topological constraints developed 
in section 3.4. The testability of the modified network 
is shown to be greatly enhanced.

Finally, a systematic design algorithm and fault 
detection procedure are developed. The algorithm will 
convert any synchronous sequential network (implemented 

with the ordinary logic gates and the four basic master- 
slave flip flops) to a specific structure which will
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satisfy the topological requirements for real time fault 

detection during the test modes.
The modified synchronous sequential network (MSSN) 

will require at most, six external control signals, and 

four tests are sufficient to detect the stuck-at-faults 
and malfunctions in the MSSN, independent of the complex­
ity of the combinational block and the number of flip- 
flops in the network.

3.2 Notation and Definitions

A sequential network is defined to be a logical 

network with memory in which the present outputs depend on 
the previous states of the memory and/or the present primary 
inputs, and the memory state transitions depend on the pre­
vious states and present primary inputs of the network.

Any sequential network structure can be partitioned 
into two parts, namely, a combinational network and a 
block of memory elements. The canonical representation of 
sequential network is shown in Figure 3.1. The network 
has a finite number of accessible input variables 

(x^, x 2 > — 'x n  ̂' a number of observable output
terminals (zi , zo , — ,z ) , and a set of state variables-L r m

( y ^  y — ;yq) representing the logical states of memory 
elements. A sequential network can be characterized mathe­
matically be a quintuple [EE ,PO,S,S,A.] as follows:
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Figure 3.1 
Canonical Model of Sequential Network

PO(t)

62



1. PI(t) is a set of primary (accessible) input patterns

at time t such that PI(t) = [XQ (t) , X ^ t )  ,. . . , Xfc(t) ,. . . ,
X„n , (t) ] where X. (t) = [xn (t) , . . . ,x (t) ]. and k is the 2 -l k ± n k
equivalent binary integer defined by the input vector

xk (t) .
2. PO(t) is a set of primary (observable) output patterns 

at time t such that PO(t) = [Zq(t) , Z^(t),...,Z^(t) ,... ,

Z2m -1 where Zk (t) = [z^(t) ,. . . , an<  ̂ k i-s the
equivalent binary integer defined by the output vector

zk (t) .
3. S(t) is a set of state patterns at time t such that 

S(t) = [SQ (t), Sx (t) , . . . , Sk (t) , . . . , S 2q_1 (t)] where sk (t)
= [ŷ _ (t) / • • • # Yg(t)] and k is the equivalent binary 
integer defined by the state vector sk (t).

4. S is the state transition function which maps an element 
in PIxS into an element in S, i.e., S(t+1)= S[S(t), PI(t)].

5. A  is the output function which maps an element in PIxS 
into an element in S . If Z(t)=X[S(t), PI(t)], the network 
is called Mealy network. On the other hand, If Z(t)=
X[S(t) ] , the network is referred to as a Moore Network.

The tramsition functions and output functions can be 
described either by a state table, or by a state diagram.

A state table consists of 2n input columns, one for
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each present input pattern, and 2^ state rows, one for each 

present state. For each combination of present input 
X^(t) and present state Sj(t) (for all 0-i^2n - l ,0- j^2^-l), 
the corresponding entry [Sk(t + 1), (t)] specifies the
next state which the network will assume and the present 
output to be generated as shown in Fig. 3.2(a).

In a state diagram, each node corresponds to a state 
of the network, and each directed edge, to a state transi­
tion and output function. Each directed edge is labeled 
by the input which causes the transition, and by the output 
to be generated as shown in Fig. 3.2(b).

The state table and state diagram are, therefore, 
equivalent since both of them characterize the same infor­
mation on network behavior.

A sequential network can be categorized as syn­
chronous or asynchronous depending on whether the state 
transitions of memory elements are synchronized to a single 
clock source or not.

For a synchronous sequential network, the next state 
S(tfl) and output PO(t) are determined from the input 
values PI(t) that are present when a clock pulse appears.

In asynchronous sequential network, the inputs are 
allowed to change only when the network has reached a 

stable state and the state transitions are initiated by 
changes in the input. Since the asynchronous network is not 
controlled by a clock, the transient conditions are generally
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present following the change of inputs or state variables.
In this process, a race is occured if two or more state 
variables need to change simultaneously. A race is said to 
be a critical race if the final stable state reached depends 
on the order in which the state variables change. Since this 
may lead a network to an undesired state, a critical race 
condition should be eliminated during the design stage.

In the subsequent discussion, we will limit our 
investigation to synchronous sequential networks since 
most digital systems of practical importance are operated 
in synchronous mode.

The memory element used in the synchronous sequen­
tial network is a bistable logic device called a flip-flop.

A master-slave flip-flop is a flip-flop whose state 
transitions occur in synchronism with the completion of the 
applied clock pulse. It is sometimes called a dual-rank 
flip-flop.

There are four types of master-slave flip-flops.
Their logic function are defined as follows :
1. Set-Reset flip-flop, S R F F , is a flip-flop with two data 

inputs, R and S, and a clock input such that its state 
transitions satisfy the excitation requirement defined 
in Table 3.1(a).

2. Delay flip-flop, DFF, is a flip-flop with only one data 
input, D, and a clock input such that its state trans-
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State change 
from to 
Q(t) -» Q (t+1)

Required 
inputs 

S R
0 0 0 -
0 1 1 0
1 1 - 0
1 0 0 1

State change Required
from to input
Q(t) -+ Q (t+1) D

0 0
1 1

(a) S-R flip-flop

State change 
from to 
Q(t) — > Q(t+1 )

Required 
inputs 

J K
0 0 0 -
0 1 1 -
1 1 - 0
1 0 - 1

(c) J-K flip-flop

Table 3.1 Excitation requirement

(b) D flip-flop

State change 
from to 
Q(t) -> Q (t+1)

Required
input

T
0 0 0
0 1 1
1 1 0
1 0 1

(d) T flip-flop

of the four basic flip-flops.



itions satisfy the excitation requirement defined in 
Table 3 .1 (b) .

3. J-K flip-flop, JKFF, is a flip-flop with two data inputs,
J and K, and a clock input such that its state transitions 
satisfy the excitation requirement defined in Table 3.1(c).

4. Trigger flip-flop, T F F , is a flip-flop with one data input, 
T, and a clock input such that its state transition sat­
isfy the excitation requirement defined in Table 3.1(d).

From the definition, only the SRFF has the possibility 
to get into ambiguous state when SR=11 due to certain fault.
It is, therefore, impossible to detect this kind of fault. 
Fortunately, the operation of SRFF is actually a special case 
of the operation of JKFF. We can always use JKFF to substi­
tute SRFF to alliviate this difficulty. Therefore only three 
types of flip-flops will be considered in the subsequent 
discussion.

Often a master-slave type flip-flop has one additional 
input, namely, direct reset Rd. It is an asynchronous input. 
It can override the control of clock pulse and data input(s). 
Namely, when this input is present, the normal operation of 
the device is inhibited and the output goes to 0 state. The 
symbols of these three types of master-slave flip-flops are 
shown in Fig. 3.3. They will be used throughout the thesis.
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Sj (t)

X i (t)

|3j(t)
x± (t) ,Zj(t)

[sk (t+i) ,Z1 (t) ]
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S i j [Sj (t) ,xi (t) ]=sk (t+i) 
[Sj (t) /x i (t)
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0-i-2 -1 
- j,k-2^-lV 0

Figure 3.2
A General Representation of State Table and State Diagram

■JT

TFFDFF

Rd Clock

JKFF
Figure 3.3

Logic Symbols of the Four Basic Master-Slave Flip-Flops
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3.3 Fault Dectection Analysis and Fault Model

In a synchronous sequential network, the derivation 
of fault detection tests is extremely complex since the sig­
nal lines for the state variables are usually neither observ­
able nor directly controllable. The fault present at time 
t may not affect the output at time t, hence we cannot in 

general, detect a permament fault by a single test pattern.
It requires a sequence of test patterns to detect the fault 
in a sequential network, and the length of the test sequence 
is proportional to the number of memory elements in the net- 
wo rk.

Methods for deriving test sequences for detecting 
stuck-at-fauit in sequential networks, have been extensively 
investigated and developed in the past.

Galey [16] proposed to break all the feedback paths 
in order to make the network purely combinational so that the 

fault detection procedures for the combinational network 
can be applied. But it is impossible to break the feed­
back paths which are connected inside a flip-flop, which 
makes this approach inapplicable in most networks.

Williams and Angell [49 ] extended the idea of 
breaking the feedback paths, and, in addition, reconstructing 
the flip-flops to form a shift register so that the state can 

be easily set or checked by the use of a test point. The 
cost analysis [49] indicates that there may be some appli­
cation of this approach in the future, when the yields
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obtainable for LSI chips have improved.

Another method is to bring all the feedback path 
out of the terminals so that the state of the network can 
be monitored at any time, however, it will cause a severe 
reduction in circuit-to-pin ratio and require excess test 
points.

Hennie [21] proposed an automated method which has 
the advantage in that the method does not require the 
faulty state table generated by a given fault. This method 
was later used by Kime [24]. In this approach, each 
transition of the state table is attempted, and its 
correctness is checked by a distinguishing sequence (also 
called diagnosing sequence). A distinguishing sequence 
is an input sequence which, when applied to a network, 
results in a different output sequence for each distinct 
initial state of the network. The determination of such 
a distinguishing sequence is a well-known process.
However, for networks having many states, this determination 
process will require both a complex program and large amounts 
of computer time and memory. Furthermore, Hennie states that 
in general, a test sequence (checking experiment) having 
mn x (2L + 2n -1) + n(n-l) + (n+l)L tests will be required 
for a network in which m is the number of inputs, n, the 
number of states, and L, the length of the distinguishing 
sequence. However, the test sequence will be reduced to mn x 
(2L+n) + (n+l)L under the optimum condition.
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Poage and McCluskey [32] proposed a procedure for 
deriving minimal-length test sequence which requires all the 
faulty state tables. A combined state table consisting of 
the state tables of all the faulty networks with that of 
fault-free network need be generated and this combined state 
table will identify the states for which a given fault will 

produce different output patterns. This procedure also 
requires a large amount of computer time and memory to 
generate and compare these state tables.

Seshu [43], [44] developed another automated proce­
dure which generates a testing sequence by simulation and 
local optimization. The good network and all the faulty 
networks are simulated. At each step of the testing sequence, 
all possible changes of inputs are tried and the one which 
detects the most faults is selected as the next test com­
bination. The process is then repeated to find the next 
combination. However, this method may not generate tests 
for some detectable faults in the network.

An application of this procedure has been described 
by Manning [28]. Manning's procedure does not require 
the knowledge of the network's state table. The procedure 
initially finds, a large number of faults per test.
However, after a majority of the faults have been detected, 
the procedure loses the direction.

Hsieh [22] introduced the input/output sequence 
by using different literals for each transition output to
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derive a shorter checking experiment.
Kohavi [25], [26] modified Henni's procedure by using

different distinguishing sequence for different states (called 
variable length distinguishing sequence) to reduce the length 
of checking experiment.

The techniques described above, in general, require 
a complex algorithm to generate the nearly complete test set 
for detecting the faults in a sequential network, and require 

a hard core computer to perform the test sequence.
The technique developed in the preceding chapter can 

be extended to design an easily detectable synchronous se­
quential network with the use of specialized hardware and 
topological constraints of the network. The method of genera­

ting the fault detection test sequence applicable in the 
real time enviroment will be developed based on the fault 
model defined in the subsequent discussions.

Each flip-flop has its own distinct excitation re­
quirements as described earlier. To determine the accuracy 
of a flip-flop operation, it is not necessary to identify 
or locate what is wrong inside the flip-flop. The impor­
tant aspect is to know whether or not the flip-flop does 
function properly according to its desired excitation re­
quirement shown in Table 3.1. If the flip-flop can not func­
tion correctly for a certain excitation, then we say that the 
flip-flop has malfunction. The malfunction of the flip-flop 
can be classified, in general, into one of the six categories :
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1. Type A Malfunction is defined to be the flip-flop
fails to remain at its previous 0 state.

2. Type B Malfunction is defined to be the flip-flop

fails to remain at its previous 1 state.

3. Type C Malfunction is defined to be the flip-flop

fails to change to 0 state.
4 . Type D Malfunction is defined to be the flip-flop

fails to change to 1 state.
5. Type E Malfunction is defined to be the flip-flop

fails to copy its 0 input.

6. Type F Malfunction is defined to be the flip-flop

fails to copy its 1 input.

Based on these definitions, JKFF,TFF will have 
four types of malfunctions, (i.e., type A,B,C and D) and 
DFF will have only two types of malfunctions (i.e., type E 
and F ) . If the flip-flop does not have the malfunctions de­
scribed above, then it is ensured to function properly under 

all the possible inputs unless there exists an intermittent 
(transient) fault inside the flip-flop.

In the following discussion, let FFi/A(B,C,D,E,or 
F) denote the flip-flop i has type A(B,C,D,E or F) mal­
function respectively, and the fault in a flip-flop is re­
stricted to the single permanent fault. Fault fl and f2 in the 
flip-flop are said to be equivalent if their existence will cause 
the same type of malfunction.
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Theorem 3.1 The function of a Delay flip-flop, DFF, can be 
detected by two tests (D=0 and D=l) if the flip-flop has a 

direct reset input and state output q is observable.
Proof: Consider the excitation table shown in Table 3.1(b).
The state of the DFF can be direct reset to the 0 state (q=0) 
by applying an Rd=l pulse. Then the test D=1 should force the 
state change to the 1 state (q=l) , if there is no DFF/F. Other­
wise the state output is still 0 (q=0) and the DFF/F is de­
tected. If the DFF passes the first test, then the second 
test D=0 should force the state change back to the 0 state if 
there is no DFF/E. Otherwise, the state output is still 1 
(q=l) and the DFF/E is detected. If the DFF passes the second 
test, then it is guaranteed to function properly since the 
excitation table is validated by the two tests.

Notice that the fault Rd/1 will force the state q=0 
regardless of the logic value of input D. However, test D=1 
will detect it since the state output must be 1 (q=l) for 
normal function. So the fault Rd/1 is actually equivalent 
to DFF/F. On the other hand, the fault Rd/0 will not reset 
the DFF to 0 state, but it has no actual effect on the DFF 
under single fault assumption.

Theorem 3.2 The function of a JK flip-flop, JKFF, can be 
checked by the four tests (JK=0-, 1-, -0, -1), if the JKFF 
has a direct reset input Rd and the state output q is observable.
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Proof; The state of a JKFF can be directly reset to the 0 
state (q=0) by applying an Rd=l pulse. Then from the excit­
ation table shown in Table 3.1 (c), the first test JK=0- 
should force the FF to remain at q=0 state, if there is no 
JKFF/A. Otherwise, the state output q=l will indicate the 
existence of JKFF/A. if the FF passes the first test, then 
the second test JK=1- should force FF to change to q=l state, 
if there is no JKFF/D. Otherewise, the state output q=0 will 
indicate the existence of JKFF/D. If the FF passes the sec­
ond test, then the third test JK=-0 should force FF to remain 
at q=l state, if there is no JKFF/B. Otherwise, the state 
output q=0 will indicate the existence of JKFF/B. Finally, 
if the FF passes the third test, then the fourth test JK=-1 
should force the FF to change to q=0 state, if there is no 
JKFF/C. Otherwise, the state output q=l wTill indicate the 
existence of JKFF/C. Once the JKFF passes the proposed four 
tests, then the proper function of JKFF is guaranteed since 
the excitation table is now validated.

Notice that the fault Rd/1 will force the FF to q=0 
state regardless of the input pattern JK. However, it will 
be detected by the test JK=10. So that the fault Rd/1 is 
equivalent to JKFF/D. The fault Rd/0 has no effect on the 
proposed test sequence under the single fault assumption.

Similar analysis can be applied for the T F F . The 
following corollaries are concluded :
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Corollary 3.2.1 The proper function of a Trigger flip-flop, 
T F F , can be checked by the four tests (T=0, 1, 0, 1), if the 
TFF has a direct reset input Rd and the state output is obser­
vable .

As a result, we have the following test sequences for 
detecting the malfunction of the three types of flip-flops 
when an Rd=l pulse is applied to reset each flip-flop to the 
0 state :

1. Test sequence for D flip-flop is : D = 1 , 0 (or 0, 1).
2. Test sequence for JK flip-flop is : JK=01, 10, 10, 01.
3. Test sequence for T flip-flop is : T=0 , 1, 0, 1.

If we can provide the corresponding test sequence
to each flip-flop of the network simultaneously, then the 
malfunction of the network will be detected by at most four 
tests as concluded later. Therefore, it can be considered 
real time fault detection. But the requirement of these 
test sequences inject certain topological constraints on 
the network which will be discussed in the next section.
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3.4 Network Topology and Controllable Memory Modules

In this section a synchronous sequential network is 
analyzed structurally. Some definitions are introduced in 
order to facilitate the discussion.

1. Each gate in the combinational block defines a 
signal node and the set of all signal nodes is 
denoted as S N .

2. Each input variable defines a primary input node 
and the set of all primary input nodes is denoted 
as P I N .

3. Each observable output terminal defines a primary 
output node and the set of all primary output nodes 
is denoted as P O N .

4. Each memory element (flip-flop) defines a memory 
node and the set of all memory nodes is denoted as 
M N .

5. The signal line between two signal nodes is simply 
called the signal line and the set of all signal 
lines is denoted as S L .

6. The signal line from a primary input node to a signal 
node or a memory node is called the primary input 

line and the set of all primary input lines is denoted 
as PIL.

7. The signal line from a signal node or a memory node
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to a primary output node is called the primary
output line and the set of all primary output lines
is denoted as P O L .

8. The signal line from a memory node to a signal 
node is called the memory state line and the set 
of all primary state lines is denoted as M S L .

9. The signal line from a memory node to a memory node
is called the memory memory line and the set of all 
memory lines denoted as M M L .

10. The signal line from a signal node to a memory node
is called the memory input line and the set of all
memory input lines is denoted as M I L .
Based on the definitions, any synchronous sequential 

network can be represented by a directed graph which consists 
of a set of nodes N and a set of directed edges E, such that
N= PIN U PON U SN U MN and E= SL U PIL U POL U MSL U MIL U MML.

For the synchronous sequential network shown in
Fig. 3.4 its corresponding directed graph is shown in Fig. 3.5,
in which,

PIN = [xlf x 2 , x 3 ]

PON = [qlf q 2]

SN = ^2 ' * * * ' -̂ 8* 1
MN = [DFF # D F F 2 ]

SL = [4, 6, 10, 11,12,13,14,15]
PIL = [1,2,3,5,9]
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POL = [ 18,19]
MSL = [7,8 ]

MIL = [ 16 ,17]
MML = 0

The characteristic of certain topological structure 
of a synchronous sequential network is analyzed in the follow­

ing discussions.
Consider the specific topological structure of a 

synchronous network shown in Fig. 3.6. Its characteristic 
can be described by the following theorem.

Theorem 3.3 The stuck-at-fault of the combinational block 
and the malfunctions of the memory elements of a synchronous 
sequential network without memory state line (MSL = 0 ) and 
memory memory line (MML = 0 ), and with completely observable 

state outputs can be detected by the test sequence developed 
in section 3.3» if its combinational block is implemented 

with the programmable logic module (PLM's) and the necessary 

controlled signal invertors (CSI's).
Proof: If MSL = 0 , then the accessible primary inputs will
be the only inputs to the combinational block. Therefore, 
from the theorem 2.7, this combinational block can be con­
structed by the proposed PLM's and CSI's such that the output 
of the combinational block always carry the error information 

during the two test modes by two test input patterns. In 
addition, the outputs of the combinational block can be con­
trolled to have any desired logic value by the systematic
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design algorithm. Consequently, it is always possible to 

supply the desired test sequence for each flip-flop since 
MML =0 . The error information on a signal path which leads 
to the flip-flop's input and the function of the corresponding 

flip-flop can be detected by the test sequence and the error 
information can be observed at the memory output lines.

This property is illustrated by the following example.

Example 1
Consider the sequential network shown in Fig. 3.7(a)

where
PIN=[A,B,C ,D]
P O N = [Z ]

SN=[g1,g2/g3]
MN=[DFF]
SL=[e,f]
PIL=[a,b,c,d]
POL=[h]
MSL=0 
MML=0 
MIL=[g]

The combinational block indicated by the box in Fig. 3.7(a) 
can be converted to the modified combinational block as 
shown in Fig. 3.7(b) according to the systematic design 

algorithm developed in Chapter 2. If we apply the Rd=l 
pulse to rest the DFF to 0 state (Q=0), then the stuck-at- 
faults in the combinational block and the malfunctions of
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A Synchronous Sequential Network Illustrates Theorem 3.3
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DFF will be detected by the test sequence abcd=llll,0000 

as follows:
Test 1 Set C]_ C2=01 and apply test abcd=llll. Then the 

error information in Ha where Ha=[a/o,b/o,c/o,d/o,e/o, 

f/o,g/o] will propagate to memory input line g. If there 
exists no fault in Ha then g will provide the test D=1 to 
detect the type F malfunction in the DFF(DFF/F) by observing 
the memory output line h, (h=o indicates an error)• If 

there exists faults in Ha, then g=o. This will provide the 
test D=o. In this case the DFF will remain at o state, so 
the memory output line h=o. Therefore, an error is indi­
cated. Ha and DFF/F gives the same indication on the 
observable output h. They are actually equivalent.

If there exists no stuck-at-faults in the Ha and no 
DFF/F, then the DFF will be in the 1 state (i.e., h=l).
Then go to the next test.
Test 2 Set C^C2=10 an^ apply test abcd=0000. Then the 
error information caused by the stuck-at-fault in Hb where 
Hb=[a/1,b/l,c/1,d/1,e / 1 ,f/1,g/1] will propagate to the 
memory input line g. If there exists no fault in Hb, then 
g will provide the test D=0 to detect the type E malfunction 
in the DFF (DFF/E) by observing the memory output line 
h, h=l indicates the existence of DFF/E. If there exists 

faults in Hb, then g=l. In this case, the DFF will still 
stay at 1 state, i.e. h=l. So the memory output line h 
still indicates the error information. Therefore, Hb and DFF/E
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can be detected by this test mode.
Once the network passes these two tests, it is 

guaranteed to be free of stuck-at-fault and malfunctions, 
and the network is supposed to function correctly unless 
there exists certain intermittent faults.

Theorem 3.4 Given a synchronous sequential network whose 
structure (as shown in Figure 3.8) satisfies the following 

conditions:
Its combinational block can be partitioned into two 

distinct blocks —  block A and block B such that:
1. All the inputs to block A are primary input line (PILa),
2. All the outputs of block A are memory input lines (MIL),
3. All the inputs to block B are primary input lines (PILb)

and memory state lines (MSL), and
4. All the outputs of block B are primary output lines 

(POL) where PILan P I L b = 0  and PILa U PILb=PIL.
Then the stuck-at-faults of the combinational block and mal­
functions of the memory elements of the network can be detec­
ted by the test sequence developed in section 3.3, provided 
that the combinational block are converted to their corres­
ponding modified combinational block with the proposed pro­
grammable logic module (PLM's) and Controlled Signal Inverter 
(CSI's)
Proof: From theorem 3.3, it is verified that the error infor­

mation of the stuck-at-faults and malfunction of the
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sub-network indicated by the dotted box in Fig.3.8 can al­

ways propagate to the MSL by the proposed test sequence.
In addition, the logic value of each line in MSL can be con­
trolled by the logic value specified by the test input 

pattern for each line in PILa. Therefore, we can specify 
the proper logic value of each line in PILb so as to make 
the input pattern formed by the logic value of each line in 
PILb and MSL the most sensitive input pattern to sense the 
error information on the MSL and PILb, and also detect the 
stuck-at-faults of block B by observing the logic value at 
each line in POL. The proof is then completed.
Example 2

Consider the sequential network shown in Figure 
3.9(a) where

PIN=[A,B,C,D,E]

P O N = [Z]

SN={g1 ,g2 »g3 /g4 ] Where SNa= [gx , g2 , g3 ] , SNb=

tg4]
MN=[DFF]

SL=[e,f]

PIL= [a ,b , c ,d ,h] where PILa= [a,b , c,d] , PILb=
[h]

POL= [j]
MSL= [i]
MIL=[g]
MML= 0
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The combinational block A and B can be converted to the 
modified combinational block A and B as shown in the figure 
3.9(b) by the systematic design alogrithm. If we apply the 

Rd=l pulse to reset the DFF to 0 state (Q=0), then the 
stuck-at-faults in the combinational block A and B and the 
malfunction of the DFF will be detected by the test sequence 
abcdh=lllll,00000 described as follows:

Test 1 Set C^C and apply test abcdh=lllll, then the
fault information produced by the stuck-at-fault in Ha where 
Ha=[a/o,b/o, c/o,d/o,e / o ,f/o,g/o,h/ o ,i/o,j/o] and the type 
F malfunction in DFF can be detected by observing the out­
put Z. If Z=o, then the existence of stuck-at-faults in 
Ha and/or DFF/F is indicated. Otherwise, the network passes 
this test and go to the next test.
Test 2 Set C-jC2=10 and apply test abcdh=00000. Similarly, 
the fault information produced by the stuck-at-faults in 
Hb where Hb=[a/1,b/l,c/1,d/1,e/l,f/1,g / 1 ,h / 1 ,i/1,j/1] and the 
type E malfunction in DFF can be detected by observing the 
output Z. If Z-l, then it indicates the existence of some 
stuck-at-faults and/or DFF/E malfunction. Otherwise, the net­
work passes this test and is ensured to function properly.

Unfortunately, not every synchronous sequential 

network whose structure will satisfy the conditions posed 

by the Theorems 3.3 or 3.4.
To alleviate this difficulty, a new type of memory 

element is proposed and defined as follows:

88



A controllable memory module CMM is defined as a 

memory element with direct reset capability whose state 
outputs are convertible by two external control signals.

A general model of CMM is shown in Figure 3.10. If 
the flip-flop used in the module is DFF (or T F F , JKFF), then 
the input to the module is D (or T, JK ) , and the module is 
denoted as DCMM (or TCMM, JKCMM) respectively. The logic 
symbols of the three basic CMMs are shown in Figure 3.11.
The outputs of CMM are y^ and y^ where y^=q^© Cq^ and y^=

© Cq ^ . Cq^ and Cq^ are the two external control signals.
The CMM will operate like the pure flip-flop unit in the mod­
ule when the two control signals are set to 0.

In the following discussion, we treat the faults in
CMM based on its functional point of view.

Consider the DCMM as shown in Figure 3.11(a). The 
type F malfunction (DCMM/F) can be caused by D/0, q / 0 , Cq/1 
(Cq/0) and y/0 (y/1) and the internal equivalent faults.
DCMM/F can be detected by first applying the direct reset to 
the module and then applying the test D=1 and Cq=0 (Cq=l).
The type E malfunction (DCMM/E) can be caused by D/1, q / 1 , Cq/1 
(Cq/0) and y/1 (y/0) and the internal equivalent faults. DCMM/E
can be detected by first applying the direct reset to the mod­
ule and then applying the test D=0 and Cq=0 (Cq=l). So the 
malfunction of DCMM can be detected by the test sequence DCa=
10 (or 11) and 00 (or 01).
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Consider the JKCMM as shown in Figure 3.11(c). The 
type A malfunction (JKCMM/A) can be caused by J/l, q/1,Cq/l 
(Cq/0) and y/1 (y/0) and the equivalent internal faults. The 
type B malfunction can be caused by K / l , q / 0 , Cq/1 (Cq/0) and 
y/0 (y/1) and the equivalent internal faults. The type C mal­
function can be caused by K/0, q/1, Cq/1 (Cq/0) and y/1 (y/0) 
and the equivalent internal fualts. The type D malfunction can 
be caused by J / 0 , q/0, Cq/1 (Cq/0) and y/0 (y/1) and the equi­
valent internal faults. It is found that the type A, D, B, C 
malfunctions of JKCMM can be detected sequentially by first 
directly resetting the module and then applying the test se­
quence JKCq= 0-0(0-1), 1-0(1-1), -00(-01) and -10(-11) in
which - means don't care (i.e., either 0 or 1).

By the similar analysis, it is concluded that the 
type A, D, B and C malfuntions of TCMM can be detected sequent­
ially by first directly resetting the module and applying the 
test sequence TCq= 00(01), 10(11), 00(01) and 10(11).

Notice that the control signal Cq can be selected in­
dependently. However, the desired observable output states 
depend on the selected logic value of Cq.

The utilization of proposed CMM's to enhance the 
testability of a synchronous sequential network will be 
discussed in the following section.
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3.5 Design with Testability Enhancement

Real time fault detection of a synchronous sequent­
ial network can be achieved if it is possible to provide 
the proposed test sequence to each flip-flop of the network 

simultaneously.
A signal path is said to be a state monitor signal 

path (smsp). If the path starts from a memory node, then 

passes through a set of signal nodes and ends with a primary 
output node. The set of all possible smsp of a given net­
work is denoted as SMSP.

A signal path is said to be a memory to memory 
signal path (mmsp), if the path starts from a memory node 
itk , then passes through a set of none fanout nodes and ends 
with a memory node iik for some nu ,iiKeM-N (the set of all 
memory node) in which i may or may not equal to j. The set 
of all the possible mmsp of a given sequential network is 

denoted as MMSP. Two basic structures of mmsp are shown in 
Figure 3.12(a) and (b), where 0 - n - N and N is any posi­
tive integer.

If a synchronous sequential network contains a mmsp, 
then the network will not satisfy the conditions of theorem 
3.3 or 3.4. Therefore, it will be impossible to supply the 
proposed test sequence to each flip-flop simultaneously.

The proposed CMM's provide a method of supplying the 
proper input pattern to the cominational network so as to 
produce the desired test sequence to each flip-flop simul-

taenously for a given synchronous sequential network.
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Two Basic Structures of the Memory to Memory Signal Path (mmsp)
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A synchronous sequential network is called the 

modified synchronous sequential network (MSSN) if a proper 
CMM is used to substitute for each flip-flop in the memory 
block and the PLM"s and CSI's are utilized to implement 

the combinational block.

Theorem 3.5 Any synchronous sequential network with no memory to 

memory signal path (mmsp) and contains a state monitor 
signal path (smsp) for each memory state line of MSL. Then 
the network can be converted to MSSN so that the stuck-at- 
faults and malfunctions can be detected by the test sequences 
for the three types of flip-flops developed in section 3.3.
Proof: In MSSN, two control signals of CMM provide the
facility to supply portion of the MSIP for the combinational 

block in conjunction with the proper primary input pattern. 
Therefore, the logic value of each memory input line of MIL 
can be controlled so as to provide the proposed test sequence 
for each CMM simultaneously. In addition, the fault infor­
mation on each memory state line of MSL will not be delayed 
by the clock, since M M S P = 0 . Hence the fault information 
will be sensed by the combinational block immediately. Be­
cause there exists a smsp for each memory state line of MSL, 
the fault information of all the memory state line will 
propagate to the primary observable outputs. Therefore, any 
stuck-at-fault and malfunction will be indicated when test 

sequence is applied.

94



The important property of the above theorem will 

be demonstrated by the following example.

Example 3
Consider a synchronous sequential network shown in 

Figure 3.13(a) where
PIN=[A,B]
PON= [ Z]

s n =[gi,g2l
MN= [ JKFF]
SL= [d]
POL=[g]
PIL=[a,f]
MSL=[b,c]
MIL= [e]

MML=0
MMSP=0
SMSP= [bdg,cg]

It is converted to the MSSN as shown in Figure 3.13(b). The 
control signals for PLM's and JKCMM are also indicated in the 

figure. If we apply the Rd=l pulse to reset the JKCMM,(q=0) 
then the stuck-at-faults in the combinational block and mal­
function of the JKCMM will be detected by the test sequence 
ab=01,10,10 and 01 described as follows:

Test 1 Set C2C2CqCq=0101 and apply test ab=01, then the 
stuck-at-faults in Ha where Ha=[a/1,b/l,c/1,d/l,e/1,g/0] can 
be detected by observing the primary output Z (Z=o indicates

95



A
91> d

eq J

f■ q K —
Rd

-B

Clock

(a)

A=C- >

■?

■ t

q J

H KviRd
C<3 Clock-^

B=C-

(b)

Figure 3.13 
A Synchronous Sequential Network with No mmsp
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an error). If Z=l, then apply the clock pulse to detect the 
type A malfunction of JKCMM (JKCMM/A). If there exists 
JKCMM/A, thenq=l. This fault information will propagate 
to Z and force Z=0 to indicate an error. Otherwise, q = 0 , 
proceed to next test.

Test 2 Set CgC2CqCq=1010 and apply test ab=10, then the 

stuck-at-faults in Hb where Hb=[a/o,b / o ,c/o,d / o ,e / o ,g/1] can 
be detected by observing the output Z (Z-l indicates an 
error). If Z=0, then apply the clock pulse to detect the 
JKCMM/D malfunction. If there exists JKCMM/D, then q=0.

This fault information will propogate to Z and keep Z=0 to 
indicate an error. Otherwise, q=l (notice that this will force 
Z— 1), proceed to next test.

Test 3 Set CgC2CqCq=1001 and apply test ab=10, then the 
stuck-at-faults in Hb will be indicated by Z=l. If Z=0, then 
apply the clock pulse to detect the JKCMM/B malfunction. If 
there exists JKCMM/B, then q=0. This fault information will 
propogate to Z and force Z=1 to indicate an error. Otherwise, 
3-1, proceed to next test.
Test 4 Set CiC2CqCq=0110 and apply test ab=01, then the 

stuck-at-faults in Ha will be indicated by Z=0. If Z=l, then 
apply the clock pulse to detect the JKCMM/C malfunction. If 
there exists JKCMM/C, then q = l . This fault information will 

propagate to Z and keep Z=1 to indicate an error. Otherwise, 
q=0, and the test sequence is completed.
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Once the MSSN passes the above four tests, it is 
ensured to be free of stuch-at-faults and malfunctions. The 

MSSN will perform the normal (original) function by setting 
control signals CiC2CqCjg=0000.

In general, most of the synchronous sequential net­

works will satisfy the topological requirements of theorem 3.5. 
Consequently, a wide class of synchronous sequential network 
can be designed by the proposed technique to enhance the 
testability of the network in real time applications. Another 
important aspect of this theorem is that the test sequence is 
independent of the number of flip-flop used and the type of 
flip-flop used in the network.

A restricted class of synchronous sequential network 
which contains some memory to memory signal path (mmsp) 
will not satisfy the topology of theorem 3.5. The existence of 
an mmsp will cause the fault information of its memory state 
line to be delayed. It will provide the incorrect test 

sequence for the next test. Therefore, the fault indication 
in the next test will lead to a wrong conclusion. This 

effect will be demonstrated by the following example:
Example 4

Consider the modified synchronous sequential network 
shown in Figure 3.14(b). Where 

MSL=[b]
MMSP=[bd]
SMSP=In]
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Figure 3.14 
A  Synchronous Sequential Network with mmsp
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Assume the Rd=l pulse is applied to reset the JKCMM and JKFF. 
Then set C^C2Cq^=010 ana aPPly the test ABCDEFG= 0001111. If 
there exists JKCMM/A, then q]_=l. This fault information will 

not be detected. For the next test, set C-^C2Cq^=101 anc  ̂

aPPly ABCDEFG=1110000. If there exists no JKFF/D, but the 

fault JKCMM/A will make J2= 0 (J2=1 is ttie desired test now) .
As a result, it causes the output Z to indicate an error for 
JKFF/D malfunction which is erroneous.

This difficulty can be avoided by adding an additional 
monitor output Zm as shown in Fig. 3.14(b). Then the JKCMM/A 
will be indicated by Zm=l right after the clock pulse is 
applied.

The above discussion demonstrates that the problem 
posed by the existence of mmsp can be solved by inserting 
the monitor output Zm at the troublesome memory state lines. 
Hence, the following theorem can be concluded.

Theorem 3.6 Any synchronous sequential network can be con­

verted to the modified synchronous sequential network MSSN 
so that the stuck-at-faults and malfunctions of the network 
can be detected by the test sequences of the four flip-flops 
in section 3.3 if a monitor output is inserted at each memory 
state line (msl) which has memory to memory signal path (mmsp). 
Proof; if a monitor output is added at each msl which has 

mmsp then the fault information carried on this msl can be 
observed at the monitor output immediately (i.e., there is no
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information delayed by the clock). If the msl which has no 
mmsp, then it must have a state monitor signal path (smsp), 
so the fault information on this msl can be observed at the 
corresponding primary output by Theorem 3.5. Therefore, 
the statement of the theorem is valid.

There are many ways to set the control signals so 
that they will convert the modified network to satisfy the 
topological constraints of Theorem 2.5 and the test sequence 
requirements developed in section 3.3. Figure 3.15 shows 
another control signal setting of the same MSSN of the above 
example. It is obvious that the latter control signal setting 
will cost more hardware.

An inherent property of the MSSN is that the control 

signals of CMM's can be determined at the final stage of 
design since it will neither increase the cost nor save any 
hardware. This property will be used to develop the syste­
matic design procedure in the next section.
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Figure 3.15
Another Control Signal Setting of Network Shown in Figure 3.13
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3.6 Systematic Design Algorithm for Synchronous Sequential Network

The structure of a general synchronous sequential net­
work can be represented as shown in Figure 3.16. The 

combinational block can be partitioned into two blocks —  

combinational blocks A(CBA ) and combinational block B (CBg) 
such that the input of CBA consists of PILa and MSL and the 
output of CB is MIL, and the input of CB consists of PILb

A  B

and MIL and MSL and the output of CBB is POL (where PILa UPILb 
=PIL). The inputs to the memory block are MIL and the out­
puts of the memory block are MSL.

Let the set of all the signal nodes in CB be denotedA
as SN a and that in CB as SN .

A  B  B

A signal node in SNA is called the axis signal node
r\. '

(asn) if there exists a signal line from this node to a memory 
node. The set of all the asn in SNA is denoted as ASN.

In the algorithm, the level of each signal node in
SN_. is determined according to the level of node G,L(G),B

defined in section 2.6. The level of each sicrnal node in SNA
is determined in the same manner by treating each asn as the 

primary output node (i.e., L(g)=l for all the g in ASN).
Let the set of all OR, NOR, AND, NAND gates in the 

level i of CB > CBg be denoted as A A i , BAi respectively, and all 

the signal lines incident into AAi, BAi is denoted as the set 

SAAi, SBAi respectively.
Let the set of all NOT gates in level i of CB ,

A

CBg be denoted as AB^,BB^ respectively, and all the signal
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Figure 3.16
The Topology of a General Synchronous Sequential Network
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lines incident into A B ., B B . is denoted as SAB., S B B .1 1  1 1
respectively.

An algorithm of the systematic design procedure for 

synchronous sequential network is developed based on the 
results of the previous section. It will make the network 

satisfy the topological constraints posed by theorem 3.5 and 
theorem 3.6 so that four tests will detect the stuck-at- 
faults and malfunctions of the network. Since four test 

require four clock pulses, therefore, the network can be con­
sidered as a real-time-fault detectable network. The flow 
chart is shown in Figure 3.17 and the details of the procedure 
are described below.

Systematic Design of Algorithm
Step 1. Determine the level of each signal node in 

CB^ and CB^ separately and the set of MIL of all the memory 

input lines of network. Then substitute each signal node with 
a proper PLM and each memory node with a proper CMM (i.e.,
AND — * PLM1, O R  »PLM2, NAND — -> PLM3 , NOR --> PLM4 , D F F  >

DCMM, TFF — > TCMM, and JKFF — > JKCMM ) . Denote 
the control signal of the predecessor node or the logic value 
of a memory state line (msl) as CP and the reference control 
signal as R S .

Step 2. Let 1=1, N=0, M=0, and JA=the maximum level 
of the sub network . CB^. Let the logic value of the memory 

input line (mil) to J=C^(K=C2 / T=C^, D=C-^) .
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Step 3. Pick one mil from MIL, then trace back to its 
predecessor and delete the line from MIL. Let RS = the logic 
value of this mil. Then check its predecessor.

Step 4. If the predecessor is
(1) PLM2/PLM3/PI, set its control signal CS=RS,
(2) PLM1/PLM4/N0T, set its control signal CS=RS,
(3) memory state line (msl), let the logic value of this
msl=RS.

Then check if MIL=0. If it is, go to next step. Otherwise 
go back to step 3.

Step 5. Let SL=SSA-j., then check if SL=0. If it is, 
go to step 12. Otherwise go to next step.

Step 6. Pick one signal line of SL and trace back to 
its predecessor and delete this line from SL. if the node 
from which the signal line is picked is PLM1/PLM3 node, go to 
step 7. Otherwise, go to step 16.

Step 7. Let RS be equal to the control signal of 
this PLM1/PLM3 node. Then check to see whether the control 
signal of its predecessor node is defined or not. If yes, 
go to step 8. Otherwise go to step 9.

Step 8. If the predecessor is

(1) PLM2/PLM3/Pl/msl, check if CP=RS. If it i s , go to step
10. Otherwise go to step 11.

(2) PLM1/PLM4/NOT, check if CP=RS. If it i s , go to step
11. Otherwise go to step 10.
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Step 9. If the predecessor is
(1) PLM2/PLM3/PI/msl, set CP to be the complement of R S ,

(2) PLM1/PLM4/N0T, set CP to be equal to R S . Then go 
to step 11.

Step 10. Insert a CSI in series with this signal 

line. Then go to step 11.
Step 11. Check to see whether the set SL is empty.

If yes, go to next step. Otherwise, go back to step 6.
Step 12. Test for N=l. If yes, go to step 13. Other­

wise, let SL=SABI and check for SL=0. If it is, go to step 

13. Otherwise, set N = 1 , then go back to step 6.
Step 13. Examine if I is larger than JA. If yes, 

go to the next step. Otherwise, let 1=1+1, and then go back 
to step 5.

Step 14. Test for M = 1 . If yes, the procedure is com­
pleted. Otherwise, let M = 1 , and then proceed to next step.

Step 15. Let 1=1, N = 0 , and JA= the highest level of 
the subnetwork CB_ and let CS of PLM1/PLM3 equal to C (or C 0) 
and CS of PLM2/PLM4/NOT equal to C 2 (or C ^ ) . Then let SAAj= 
SBA , SAB =SBB for all 1-J-JA. Then go back to step 5.

J u u

Step 16. Let RS be equal to the control signal of 
this PLM2/PLM4/NOT. Then check to see whether the control 
signal of its predecessor is defined or not. If yes, go to 

next step. Otherwise, go to step 18.
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Step 17. If the predecessor is
(1) PLM2/PLM3/PI/msl, check if CP=RS. If yes, go to step

11. Otherwise, go to step 10.
(2) PLM1/PLM4/NOT, check if CP=RS. If yes, go to step

10. Otherwise, go to step 11.
Step 18. If the predecessor is

(1) PLM2/PLM3/PI/msl, set CP to be equal to R S .
(2) PLM1/PLM4/NOT, set CP to be the complement of RS.
Then go back to step 11.

After the process is completed, the desired logic 
value of each msl in MSL is defined. The corresponding con­
trol signal Cq(Cq) can be determined by the following rela­
tions :

Cq = q ® the logic value of its msl
Cq = q © the logic value of its msl.

Since there are only two possible logic values (C^ or C^) on 
each msl, therefore the control signal setting for any type 
of controllable memory module (CMM) will have four possible
cases: Ĉ ffi q, © q, C^ © q, C2 © q. Notice that C.̂  © q =

C^ © q and C2 © 1 = QL © 1 since C^=C2 , so we let control 
signal Ca denote C^ © q or C 2© q and let control signal Cb 

denote C^ © q or C2 © q. Then the resulted network will have 
at most six control signals (C^, , C^, C^,Ca and C b ) , inde­
pendent of the size of the combinational block and the num­

ber of the flip-flops in the network. Besides, the resulting
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test input pattern and control signal settings will provide 
the required test sequence (developed in section 3.3) to each 

flip-flop simultaneously when the algorithm is finished. If 
the monitor output is inserted into each memory state line 
(msl) which has memory to memory signal path (mmsp). The resul­
ting modified synchronous sequential network (MSSN) can 
be detected by the four tests required by the test sequence 
developed in section 3.3, based on Theorem 3.6. The real 
time fault detectable synchronous sequential network is 
therefore achieved by the proposed systematic design tech­

nique .

Systematic Fault Detection Procedure
Fault detection for the modified synchronous sequen­

tial network (MSSN) implemented by the design algorithm is 
easy to apply due to the fact that the test input pattern 
and all the control signals generated by the algorithm will 

provide the desired test sequence for detecting the stuck-at- 
faults and malfunctions of the MSSN by four tests when the 
Rd=l pulse is applied to reset all the controllable memory 
module (CMM) to 0 state. Let the test input pattern (X) 
correspond to <^C2=0l, C^C2=10 be equal to Xa, Xb respec­
tively. Also, let the stuck-at-faults that can be detected 

by Xa, Xb be denoted as Ha, Hb respectively. Then the four 
tests can be performed systematically as described below.
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Test 1. Set C^C^C^C^CaCb^l 10 01 and apply the test input
pattern X=Xa. If the observed output pattern does not 

match with the desired one after the clock pulse, then 
the unmatched output(s) indicate(s) that there exists 
at least one stuck-at-fault in Ha and/or type A (and/ 
or E) malfunction in the corresponding signal path. 
Otherwise, the MSSN passes this test, and then go to 

next test.
Test 2. Set C1C2C 3C4CaCb=10 10 10 and apply the test input

pattern X=Xb. After the clock pulse, set C^C2=01 and 
X=Xa, then observe the output pattern. If it does 
not match with the desired output pattern, then the 
unmatched output(s) indicate(s) that there exists at 
least one type D (and/or F) malfunction and/or stuck- 
at-faults in Hb in the corresponding signal path. 
Otherwise, the MSSN passes this test, and then go to the 

next test.
Test 3. Set C^C2C 2C 4CaCb= 10 10 01 and apply the test input 

pattern X=Xb. If the observed output pattern does 
not match with the desired one after the clock pulse, 
then the unmatched output(s) indicate(s) that there 
exists at least one stuck-at-fault in Hb and/or type 

B malfunction in the corresponding signal path. 

Otherwise, the MSSN passes this test, and then go to 
next test.
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Test 4. Set C^C2C^C4CaCb=01 10 10 and apply the test input 

pattern X=Xa. After the clock pulse, set (3^2=10 
and X=Xb, then observe the output pattern. If it 
does not match with the desired output pattern, then 
the unmatched output(s) indicate(s) that there exist 
at least one type C malfunction and/or stuck-at-fault 
in Ha in the corresponding signal path. Otherwise, 

the MSSN passes this test and the test sequence is 
completed.

Once the MSSN passes the described four tests, then it 
is ensured to function correctly since H(H=HaUHb) and all 
possible malfunctions of the CMM are checked. We then set 
the control signals C^C2C2C^CaCb=00 01 00 to put the MSSN 
back to its normal operation (function).

In the following discussion, some examples are shown 
to demonstrate the proposed systematic design algorithm and 
the fault detection procedure.

Example 5
Consider a two bits shift-right/shift-left register 

as shown in Figure 3.4. It is converted to the MSSN as 
shown in Figure 3.18 according to the design algorithm. The 

structural characteristics of this network are
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Figure 3.18
Modified Two Bit Shift Right/Shift Left Register
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SNA =SN=[g1 , g 2 , gg , g g]

SNb=0
ASN=[g8 , g g] L(g8 )=L(gg)=l 

MIL=[p, q]
MSL=[g, h]
MMSP=0

We first determine the level of each gate in SN and then, the
sets SAAi and SABi for all l^i^3 The level and control sig­
nal setting is determined and indicated as shown in the figure 

by following the design algorithm. If we apply the Rd-1 
pulse to reset each DCMM, then the generated test input pat­
tern X=x^X2X 8= C c a n  provide the desired test sequence to

detect the faults in the network. It is explained as follows:

Test 1. Set C^C2C^Ca=0100 and apply X=001. This will provide 
the test D^D2=00 simultaneously. The information of 
stuck-at-faults in Ha where Ha=[a/1, b/0, c/1, d/0, 

e/0, f/0, g/0, h/ 0 , i/0, j/0, k/0,1/0, m/0, n/0, n/0,
o/0, p/1, q/1] will propagate to D-̂  and D 2 and force

D 1D 2= '^' T^e DCMMl/Ean<^ DCMM2/Ewill also be indicated
by y 1y2=ll. If y^y2= 00» then there is no faults in
Ha and DCMM^/E and DCMiy^/E. The network passes this 
test mode and proceed to next test.

Test 2. Set C^C2C^Ca=1001 and apply test X=110. This will
provide the test D^D2=11 simultaneously. The informa­
tion of stuck-at-faults in Hb where Hb=[a/0, b/1, c/0,
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d/1, e/1, f/1, g/1, h/1, i/1, j/1, k/1, 1/1, m/1, 
n/1, o / l , p/0, q/0] will propagate to and and 
will be sensed by DCMM]_,and DCMM2 . The state outputs 
y^y2=00 indicates the existence of faults in Hb and 
DCMM^/f and DCMM2/F. If y^y2=ll, then there is no 

faults in Hb and DCMMj/F and DCMM2/ F .

Once the network passes these two tests, then it is 

guaranteed to function propertly. The network is then put 
back to its normal operational mode by setting C^C2C^Ca=0010.

Example 6
Consider a 00-01-10-00 sequence detector which is im­

plemented with JKFFs as shown in Fig. 3.19(a). The structured 

characteristics of this network are
SNA=[g1 , g 2 , g 3 , g4 , g5 , gfi, g Q , g g]
SNB=[g71
ASN=[g3 . g4 , g5 , g g]
MIL= [a,b,c,d]
MSL=[e,f,g]
MMSP= 0

The network is converted to MSSN as shown in Fig. 3.19(b).
The level of each signal node is first determined. Then we 
can determine the sets SAAi, SABi, SBAi, SBBi as follows: 

sAAi=[g3 , g4 , g5, g6]

SAB1= 0 
SAA2=[g1 , g 2]
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Figure 3.19
An 00-01-10-00 Sequence Detector and Its Modified Version
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SAB2=[g9l
SAA3=0
SAB3=[gg]

SBA1=[g7]
SBB1=0

The control signal settings are determined according to the 

design algorithm and the results are shown in the figure. If 
we apply the Rd=l pulse to reset each JKCMM, then the genera­
ted test input pattern X=x^x2=C^C^ can provide the proposed 
test sequence to each JKCMM simultaneously to detect the 
stuck-at-faults and malfunction of the given network as des­
cribed below.

Test 1. Set C^C2C 3CaCb=01101 and apply test X=00. This will
supply tests J^K^=01, J 2 K2=01 simultaneously. Then the 

existence of stuck at faults in Ha and JKCMM-^/A, 
JKCMM2/A will be indicated by the outnut Z=0 . If Z=1 • 

the network passes this test mode and proceed to next 
test.

Test 2. Set C^C2C 3CaCb=10110 and apply test X=ll. This will 
supply tests J ^ K ^ I O ,  J 2K2=10 simultaneously. Then 
the existence of stuck-at-faults in Hb and JKCMM^/D, 
JKCMM2/D will be indicated by the output Z=0 (when 
is set to 0). If Z=l, the network passes this test 

mode and proceed to next test.
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Test 3. Set C ^ C ^ ^ C a C b ^ O l O l  and apply test X=ll. This will 

provide the tests J^K^=10, J 2K2=10 simultaneously.
The existence of stuck-at-faults in Hb and JKCMM^/B, 

JKCMM2/B will be detected by the indication of Z=l.
If Z=0, the network passes this test mode and proceed 
to next test.

Test 4. Set C^C^C^CaCb^lllO and apply test X=00. This will 
provide the tests J^K^=01, J2K 2=01 simultaneously.
The existence of stuck-at-faults in Ha and JKCMM^/C, 
JKCMM2/C will be detected by the indication of Z=1 
(when is set to 1). If Z=0 then the network 

passes this test mode.

Once the network passes the above four tests, the 
function of each JKCMM is validated since the proposed test 
sequence is applied. Therefore the network is guaranteed to 

function correctly. We then set the network back to its nor­

mal function mode by setting CjC.2 ^ 2  CaCb=00000.
The examples demonstrate that the design algorithm is 

easy to apply and can lead to the implementation of a real 
time fault detection synchronous sequential network.
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CHAPTER 4

APPLICATIONS OF TESTABILITY ENCHANCEMENT IN SYSTEM DESIGN

4.1 Introduction
Although extensive research investigations have produced 

various fault detection techniques for digital networks in 
recent years [21], [24], [25], [26], [32], [18], [22], [15]
and [12]. The problem of system level fault detection has 
not been considered widely and remain unsolved.

A general approach to the system level design has been 
the utilization of the triple modular redundancy (TMR) tech­
nique which eliminates the need for fault detection. How­
ever, the problem inherent in a TMR system is that once two of 
the three system components fail to function correctly, the 
system will produce incorrect data which will be interpreted 
as correct data in the absence of fault information for the 
components. In some systems, this type of failure may lead to 
catastrophic system failure. In such application enviroments, 
it is essential to monitor continously the accuracy of system 
operation through real time generation and detection of fault 
information.

In this chapter, the design techniques developed in 
earlier sections will be extended to the system level design 
such that the resulting system can be tested in real time 
for functional failures and insure functional accuracy in
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system performance.

In this chapter, a simplified but typical stored program 
digital processor is introduced. Each functional block in 
the system is designed by the techniques developed in the 
preceding chapters. The fault detection of each block is 
discussed in detail. Finally, a self-contained fault detect­
able system is organized and fault detection procedure for 
the system is developed. The example demonstrates that the 
design algorithm developed in the previous chapters can 

easily be extended to design a real time fault detectable 
digital system which will require at most 4M tests for de­
tecting the stuck-at-faults and the malfunctions of the 
entire system where M is the number of functional blocks 
contained in the system, and this upper bound is independent 
of the complexity of the individual functional block.

4.2 System Structure Modeling and Analysis
The structure of any digital system can be partitioned 

into several blocks according to its specific function. In 
this section, a specific structure of a stored program digital 
processor is introduced as an example. The system consists 
of seven major functional blocks, namely, the accumulator re­
gister, the program counter, the instruction register, the 
control sequence generator, the memory register and the mem­
ory data register.
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4.2.1 Description of Functional Blocks
1) An n-bit accumulator register, denoted as AR(n), is 

a synchronous sequential network which comprises a 
parallel register and a combinational network.
The AR(n) is to serve as a central processing regis­
ter that performs an elementary operation of the in­
coming data from other register blocks and the data 

previously stored in its internal register.

2) An m-bit program counter register, denoted as PC(m),
is a set of m flip-flops used to indicate the
address of the next instruction to be fectched.

3) An n-bit instruction register, denoted as IR(n), is
a set of n flip-flops containing the information
on current instruction. Its most significant q-bits 
carry the operation code of the current instruction 
which is to be decoded by the operation decoder.
Its remaining bits specify the address part of the 
current instruction and is used to fetch the corres­
ponding operand from the memory block if the speci­
fied operation is a memory reference type instruction.

4) A control sequence generator/ denoted as CSG, con­
sists of a state generator and a combinational 
network. The outputs of CSG is controlled by the 

output of the operation decoder and the ouput of 
the state generator. The CSG provides all the
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control gating signals in proper time duration 
and sequence in the system to perform the necessary 
register transfer and data modification operations.

5) A k words of n-bit memory block, denoted as 
M(k,n), consists of k memory registers (each con­
sists of n flip-flops), a memory address decoding 
network and an output gating network. The M(k,n) 
operates in random access mode and is used to store 
the program and data.

6) An m-bit memory address register, denoted as MAR(m), 
is a set of n flip-flops to retain the address of
a memory register whose content is to be fetched or 
modified.

7) An n-bit memory data register, denoted as MDR(n), is 
a set of n flip-flops used to maintain the contents 
fetched fromor written into the memory block.

4.2.2. System Organization and Operation
Based on the defined functional blocks, the system can 

be organized by the use of data bus and control bus. The 
architectual configuration of the system is shown in Figure 
4.1.

The data bus is a bidirectional bus which is a set of 

wires that connect each register block of the system and pro- 
voide the signal path for transfering the binary data
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between the blocks.
The control bus is a set of wires that provide the signal 

path to send the corresponding control gating signals from 
the control sequence generator to each functional block of 
the system.

The use of a data bus restricts us to connect only one 
register block's output to the bus at any given time. How­
ever , the information on the data bus can be storbed into one 
or more registers as desired at any given time.

Therefore, the tristate gating network will be used in 
this example to control the connection between the output of 
register block and the data b u s , and the ordinary gating net­
work is used to pass the data on the data bus to the input 
of each register block under the control of gating signal 
from the control sequence generator. A typical configuration 
of the input and output gating is shown in Figure 4.2(a) and 
the timing relation between the control commands are shown 
in Figure 4.2(b).

The following notations are defined to facilitate the 
latter discussion.

1) M < A >  denotes the memory location specificed by 
contents of the register A;

2) (M < A > ) denotes the contents of the memory location 
specified by the register A;

3) (A)—> B denotes the operation of transfering the
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Figure 4.2
A Typical Configuration of Bus Structure 
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contents of register A into register B;

4) op(IR) denotes the contents of the operation part 
of IR (instruction register).

Then the time sequence of the system operation can be 
specified by the state diagram shown in Fig. 4.3. The system 
has five machine states which form a complete machine cycle. 
The details of the system operation during each machine state 

are described below:
1) During state Si (g^=l), the system transfers the 

contents of program counter (PC) into memory 
address register (MAR).

2) During state S2 (g2 ~l)/ the system fetches the 
contents of memory location specified by MAR into 
memory data register (MDR) and increments the con­

tents of PC by 1.

3) During state S3 (g3= l ) , the system transfers the 
contents of MDR into instruction register (IR) and 
also transfers the address portion of MDR into MAR.

4) During state S4 (g4= l ) , the system performs a 
transfer or an unary operation, depending upon the 
operation code part of the instruction register.

(a) If op(IR)=0(or 1,2,3), transfer the contents 
of the memory location specified by MAR into 
MDR.
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(PC) -> MAR

(M<MAR>) — > MDR 
(PC) +1 -t PC

(MDR) — > IR 
Ad (MDR) — »• MAR

see text

see text

Figure 4.3
State Diagram Illustrates the Sequential 

Operations of the System
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(b) If op(IR)=4, transfer the contents of 
accumulator register (AR) into MDR.

(c) If op(IR)=5, transfer the address part of 
MDR into PC. (This is called an unconditional 
jump).

(d) If op(IR)=6 and (AR)=0, transfer the address
part of MDR into PC. (This is called a conditional
jump).

(e) If op(IR)=7 and (AR)=0, increment the content
of PC by 1. (It is called the conditional skip).

(f) If op(IR)=8 , clear the AR.
(g) If op(IR)=9, complement the AR.

(h) If op(IR)=10, increment the AR.
(i) If op(IR)=ll, shift the contents of AR to the 

right by one bit.
(j) op(IR)=12, shift the contents of AR to the 

left by one bit.

5) During state S 5 (g5=l)» the system executes the follow­
ing binary operation:

(a) If op(IR)=0, add the contents of MDR and AR, 
then transfer the result into AR.

(b) If op(IR)=l, logically AND the contents of 
MDR and AR, then transfer the results into AR.

(c) If op(IR)=2, logically OR the contents of MDR 
and AR, then transfer the result into AR.
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(d) If op(IR)=3, logically exclusive-OR the con­
tents of MDR, and AR, then transfer the 
result into AR.

(c) If op(IR)=4, write the contents of MDR into 

M<MAR> .

After state S5 , the system goes back to state and 
starts the new machine cycle. The description of the above 
system operations actually defines the design specification 
of the control gating network to provide the proper command 
signals in proper time duration for each system operation. 
Figure 4.4 shows the implementation of the control gating 
network of the proposed system in which the subscript t means 
the control signal for transmitting data and the subscript r 
means the control signal for receiving data.

Since each functional block in the proposed system is 
a synchronous sequential network, the design techniques 
developed in the previous chapters can be applied to imple­
ment each block so that its stuck-at-faults and malfunctions 

can be detected in real time.

4.3 Design of Real Time Fault Detection Functional Block
In this section, the structure of each block is ana­

lyzed in detail and the design algorithms are applied to 
implement the real time fault detection functional block 

and the systematic fault detection procedures are described.
In the following discussion, the Bin (Bin ) is used to
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denote the logic value of the bus line which connects the 

q(q) output and J(K) input of JK flip-flop i respectively.

4.3.1 Accumulator Register
An accumulator register AR(n) can be represented by 

the block diagram shown in Figure 4.5. It consists of a 
combinational network and a parallel register A. The inputs 
of AR(n) comprises the data output from register B and a set 
of control commands from the control sequence generator. The 

outputs of AR(n) is simply the state ouputs of the internal 
register A. Figure 4.6 shows the logic diagram of a typical 
stage (i) of AR(n) which will perform a list of elementary 
operation defined in Table 4.1 upon the control commands 
from the control sequence generator. The A R (n) is formed by 

n such cascaded stages. Each stage is a synchronous sequen­
tial network consisting of one JK flip-flop and a combina­
tional network where the input pattern Xi=Bi zj_ c-̂  pi P 2 

P 3 P 4 P 5 Pg P 7 Pg Ei ^i+i' an<  ̂ t*ie outPut pattern Zi=
Ai zi+ic i+l E i+l. Therfore, we can apply the design 
algorithm to convert this stage to a real-time detectable 
network. First, the level of each gate is determined, then 
the control signal of each gate is decided. Then the test

input pattern 1^ l^l^l^l^l^l^l^l^l an<^
desired output pattern Zx=C-^C.2 <̂ ip\ are generated. Finally,
the control signals of JKCMM are determined. The resulting
modified network is shown in Fig. 4.7.
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Control Signal Operat ion Symbolic Designation

P 1 Arithmetic
Addition

(A) + (B) — » A

P 2 Clear 0 --> A

P 3 Complement (A) — *A

P4 Logical AND (A) A (B) —

P 5 Logical OR (A) V (B) — >A

P6 Exclusive-
OR

(A) © (B) — » A

P 7 Shift-Right (Ai+i)— »A i i=l, 2 , . . , n-1 .

P8 Shift-Left (A i_i)— ^A i i=2, 3 , . . , n .

E1 Increment (A) +1 — *A

Z1 Check if Zero if (A) =0, then zn+]_=^-

Table 4.1
The Elementary Operations of Accumulator Register
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Figure 4.7
A Modified Version of Network Shown in Figure 4.6
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Assume that the input pattern Xi is directly accessible 

and the output pattern Zi is directly observable. The stuck- 
at-fault and malfunctions of the modified network can now be 
detected by following the systematic fault detection pro­
cedure when the Rd=l pulse is applied to reset the JKCMM to 
0 state:
Test 1 Set C^C2C^C^Ca= 01100and apply test input pattern Xi= 

Xa=010 0 000 0000 000. Therefore the test JK=01 and the most 
sensitive input pattern (MSIP) for each gate are provided. 
After the system clock pulse, the stuck-at-fault in Ha and 
type A malfunction can be indicated by observing the output 
pattern Zi. If Zi /0100, then there exists at least one 
stuck-at-fault in Ha and/or type A malfunction in the corres­
ponding signal path. Otherwise, the modified network passes 
this test and goes to next test.

Test 2 Set C-j^C^C^C^lOlOl and apply test input pattern Xi= 
Xb=101 1111 1111 111. Therefore the test JK=10 and the most 
sensitive input pattern (MSIP) for each gate are provided. 
After the system clock pulse, set C^C2=01 and Xi=Xa, and then 
observe the output pattern Zi. If Zi/0100, then there exists 
at least one stuck-at-fault in Hb and/or type D malfunction in 

the corresponding signal path. Otherwise, this test is 
passed and then proceeds to next test.

Test 3 Set C-j^C^C^C^lOlOO and apply test input pattern 

Xi=Xb. Therefore the test JK=10 and the MSIP for each gate
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are provided. After the system clock pulse is applied, the 
stuck-at-faults in Hb and type B malfunctions can be de­
tected by observing the output pattern Zi. If Zi/1011, 
then there exists at least one stuck-at-fault in Hb and/or 
type B malfunction in the corresponding signal path. Other­
wise, the modified network passes this test and forwards to 
the last test.

Test 4 Set C-j^C^C^C^OllOl and apply test input pattern

Xi=Xa. Therefore the test JK=01 and the MSIP for each gate
are provided. After the system clock pulse is applied, set
C^C2=10 and Xi=Xb, and then observe the output pattern Zi.
If Zi/1011, then there exists at least one stuck-at-fault in
Ha and type C malfunction in the corresponding signal path.
Otherwise, the modified network passes this last test and
the required test sequence is completed.

Consequently, the modified network is guaranteed to be
free of stuck-at-faults and malfunctions, and should perform
its normal function properly when the control signals
C..C_C_C.C is set to 00010 unless one or more intermittent 1 2 3 4 a
faults are present.

The logic diagram of Figure 4.6 can be represented by 
a simplified block diagrm as shown in Figure 4.8(a). Then 
the complete AR(n) can be constructed by connecting n 

identical stage in cascade as shown in Figure 4.8(b). The 
input pattern X of AR(n) is B 1B 2 ...Bn ,z1c1 ,p1p 2p 3p4p5p 6p 7p 8E 1 and
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the ouput pattern Z of AR(n) is A^ A 2 ..An, zn+^ cn +i*
If we assume that the input pattern X is directly 

accessible and the output pattern Z is directly observable, 
then the test input pattern X=C^C^ . . . /C2C-L/C-^C^C^C-^C^C^C^CjC 
and the desired output pattern Z=C^C^..C^ , c a n  be genera­
ted by the proposed design technique. Then, the modified 
AR(n) can be detected by four tests if the Rd=l pulse is 
first applied to reset each JKCMM to 0 state. The four tests 
are performed as follows:

Test 1 Set C^C2C 2C^Ca=01100 and apply the test input pattern 
X=Xa=00 ..0,10, 0000 00000. This will provide the MSIP for 
each gate and the tests Ji Ki=01 (for all i) simultaneously 
After the system clock pulse is applied, if the observed 
output pattern / 00»0 ,1 0 , then the existence of at least one 
stuck-at-fault in Ha and/or type A malfunction in the signal 
path which corresponds to the error output bit(s) is indicated 
Otherwise, the modified AR(n) passes this test and goes to 
next test.

Test 2 Se C^C2C 2C^Ca=10101 and apply the test input pattern

X=Xb=ll • • • 1,01,1111,11111. This will provide the MSIP for 
each gate and the tests JiKi=10 (for all i) simultaneously. 
After the system clock pulse is applied, set C^C2=01 and X=Xa, 

then observe the output pattern Z. If Z/ 00...0,10, then it 
indicates the existence of at least one stuck-at-fault in Hb 
and/or type D malfunction in the signal path which corresponds 
to the error output bit (s.). Otherwise, the modified AR (n)



pass this test and goes to next test.

Test 3 Set C,C,,C.,C.C =10100 and apply the test input pattern
1 ■ x  A  .3 4  ci

X=Xb. This will provide the MSIP for each gate and the 
tests JiKi=01 (for all i) simultaneously. After the system 
clock pulse is applied, if the observed output pattern Z/ 11.. 
1 , 0 1, then the existence of at least one stuck-at-fault in 

and/or type B malfunction in the signal path which 
corresponds to the error output bit(s) is indicated. Other­
wise, the modified AR(n) passes this test and goes to next 

tes t .

Test 4 Set C,C-C.C .c =01101 and apply the test input pattern - I 2 J 4 u
X=Xa. This will provide the MSIP for each gate and the test 
JiKi=10 (for all i) simultaneously. After the system clock 
pulse is applied, set C^C2=10 and X=Xb, then observe the 
output pattern Z. If Z /ll...1,01, then there exists at 
least one stuck-at-fault in Ha and/or type C malfunction in 
the signal path which corresponds to the error output bit(s). 
Otherwise, the modified AR(n) passes this final test and the 
required test sequence for detecting the stuck-at-faults 
and malfunctions of the modified AR(n) is completed.

Consequently, the proper function of the modified 
AR(n) is verified. We then set the control signals 
C 1C2C 3C4CI^^3'<̂ to make the modified AR(n) perform its 
normal function.

Notice that the portion of the required test input 
patterns, B2 ..Bn , is readily available at the data bus
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from the output of the modified AR(n) as shown in Figure 
4.9. Therfore, this portion of test input pattern does not 
need be supplied externally. In addition, the portion of 

the output pattern, A 2 ■-An, is connected to the data bus 
during the testing of the modified AR(n). Hence the data 
bus can serve as the monitor for the output A-^A^ • .An. But 

the data of outputzn=l cn=l will need two additional 
monitor lines to monitor the outputs of Zn+1 and Cn+1. The 
testing procedure is similar to the one just described 
except that the test input pattern X is modified to X'

(where x= zx cx Px P2 P3 P4 %  Pg P7 P8EIC2C1C1C1C 1C1 C1C1C1C1C 1 ' Xa" 
10,0 000,00000 and X £=01,1111,11111) and the control command 
AR AR^. is set to 10,11; 11 and 10 during test 1, 2, 3 and 

4 respectively.

4.3.2 Program Counter
The network configuration which satisfies the design 

specification of the system operation on the program 
counter PC(m) discussed in section 4.2 is shown in Figure 

4.10(a). The PC(m) will hold the address of the next 
instruction to be fetched and will increment by one when the 
control command PCin(jl. The PC (m) is a synchronous sequen­
tial network, the design algorithm is therefore applied and 
the resulting modified PC(m) is shown in Figure 4.10(b) in 
which the proper control signal settings are determined and
the test pattern for PC PC . =C„C., is generated. Assume that ^ r m e  2 1 ^
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the status on the data bus is directly observable. If we 
apply the Rd=l pulse to reset all JKCMM in PC(m) to 0 state, 
then the stuck-at-faults and malfunctions in PC(m) can be 
detected by following the systematic fault detection pro­

cedure as follows:

Test 1 Set C ^ C ^ O l l O  and apply PCtPCrP C in=110. This will 
provide the tests JiKi=01 for all i and the most sensitive 
input pattern (MSIP) for each gate in this test mode simul­
taneously. After the system clock pulse is applied, the 
stuck-at-fault in Ha and type A malfunctions in the modi­
fied PC(m) can be detected by observing the status of the 
data bus. If the observed output pattern on data bus does 
not match with the desired output pattern, Bi^BiQ=01 for 
all i, then there exists at least one stuck-at-fault in Ha 
and/or type A malfunction in the signal path which corres­
ponds to the unmatched bit. If the observed pattern matches 
with the desired one, the modified PC(m) passes this test 
and proceeds to next test.

Test 2 Set C^C2C 2Ca=1011 and apply PC^PCrPC^nc =101. Then 
the tests JiKi=10 for all i and the MSIP for each gate in 
this test mode can be provided simultaneously. After the 
system clock pulse is applied, the stuck-at-faults in H^ 

and type D malfunctions in the modified PC(m) can be detec­

ted by observing the status of the data bus. If the 
observed output pattern on data bus does not match with the
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desired output pattern, B i ^ B i ^ O l  for all i, then there 
exists at least one stuck-at-fault in Hb and/or type D mal­
function in the signal path which corresponds to the un­
matched bit. If the observed pattern matches with the 
desired one, the modified PC(m) passes this test and then, 
proceed to next.

Test 3 Set C.jC2C3C =1010 and apply PCtPCrP q n=101. This 
will provide the test JiKi=10 for all i and the MSIP for 
each gate in this test mode simultaneously. After the 
system clock pulse is applied, the stuck-at-faults in Hb 
and type B malfunctions in the modified PC(m) can be detec­
ted by observing the status of the data bus. If the observed 
output pattern on data bus does not match with the desired 
output pattern, Bi-̂  Boq =10 for all i, then there exists at 

least one stuck-at-fault in Hb and/or type D malfunction in 
the signal path which corresponds to the unmatched bit. If 
the observed pattern matches with the desired one, the modi­
fied PC(m) passes this test and proceeds to next test.

Test 4 Set C.C0C,C =0111 and apply PC PC .PC. =110. Then ------- 1 2 3 a  irirj r t  m e
the tests JiKi=01 for all i and the MSIP for each gate in 
this test mode are provided simultaneously. After the 
system clock pulse is applied, the stuck-at-fault in Ha and 
type C malfunctions in JKCMM of the modified PC(m) can be 
detected by observing the status of the data bus. If the 
observed output pattern on data bus does not match with the
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desired output pattern, B i ^ B i ^ l O  for all i, then there 

exists at least one stuck-at-fault in Ha and/or type C mal­
function in the signal path which corressponds to the un­
matched bit. If the observed pattern matches with the 
desired one, then the modified PC(m) passes this test and 
the required test sequence is completed.

Once the modified PC(m) passes the required four tests, 
the proper function of the modified PC(m) is then verified 
and the modified PC(m) is ensured to perform its normal
function correctly when we set C,C„C~C =0000.1 2  3 a

4.3.3 Instruction Register
A typical structure of the instruction register IR(n) 

is shown in Figure 4.11(a) in which the outputs of IR(n) 
are connected to the data bus by a set of tristate gates 
controlled by the command signal IRt, and also directly 
gated into the operation decoder. The data on the bus is 
gated into the input of IR(n) by a set of ordinary gates 
controlled by the command signal IRr. The IR(n) is also 
a synchronous sequential network. Assume that the status of 

the data bus and the output of the operation decoder (OD) 
are directly observable, and the control command IR̂ _ 
and IR^ are directly accessible. Then the IR(n) can be 
translated to a modified network which is capable of real 

time fault detection.by utilizing the systematic design 
algorithm. The resulting modified IR(n) and its corres­

ponding control signal settings are shown in Figure 4.11(b).
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The test input IRr=C2 and the desired output pattern 0D= 
C^C-p.C-^ are generated as shown. After the Rd=l pulse is 
applied to reset each JKCMM in the modified IR(n) to 0 
state, then the stuck-at-faults and malfunctions of the 
modified IR(n) can be detected by the following four 

tests:

Test 1 Set Cg C2 C3 C ^ O l l O  and apply IRt IRr=ll. This will 
provide the tests JiKi=01 for all i and the most sensitive 
input pattern (MSIP) for each gate in this test mode simul­
taneously. After the system clock pulse is applied, the

stuck-at-faults in Ha and type A malfunctions in JKCMM of 
the modified IR(n) can be detected by observing the status 
of the data bus and the output pattern OD. If the observed 
output pattern OD/00...0,and/or the status of data bus 
Bi^ Big / 01 for some i, then the presence of at least one 
stuck-at-fault in Ha and/or type A malfunction in JKCMM 

along the signal path which corresponds to the error output 
bit(s) is indicated. Otherwise, the modified IR(n) passes 
this test and proceeds to next test.

Test 2 Set C., C oC oC_=1011 and apply IR^ IR„=10. This will
--------------------  ± Z 3 B. t  3T

provide the tests JiKi=10 for all i and the most sensitive
input pattern (MSIP) for each gate in this test mode simul­

taneously. After the system clock pulse is applied, set
0^02= 01, then observe the status of the data bus and the
output pattern (OD) . If the observed output pattern OD / OCL..0,
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and/or the status of data bus Bi^ ^  ^or some ' then
the presence of at least one stuck-at-fault in Hb and/or 
type D malfunction in JKCMM along the signal path which 
corresponds to the error output bit(s) is indicated. Other­
wise, the modified IR(n) passes this test and proceeds to 
next test.

Test 3 Set C.C~C_C =1010 and apply IR. IR =10. This will ------- 1 2 3 a  t r
provide the tests JiKi=10 for all i and the most sensitive 
input pattern (MSIP) for each gate in this test mode simul­
taneously. After the system clock pulse is applied, the 
stuck-at-fault in Hb and type B malfunctions in JKCMM of the 
modified IR(n) can be detected by observing the status of 
the data bus and the output pattern (OD). If the observed 
output pattern OD/ll-.l and/or the status of the data bus 
Bi^ Big/lO for some i, then the presence of at least one 
stuck-at-fault in Hb and/or type B malfunction in JKCMM along 
the signal path which corresponds to the error output bit(s) 
is indicated. Otherwise, the modified IR(n) passes this 
test and proceeds to next test.

Test 4 Set C.C„C_C =0111 and apply IR.IR =11. This will -------  1 2 3 a  t r
provide the tests JiKi=0l for all i and the MSIP for each 
gate in this test mode simultaneously. After the system 

clock pulse is applied, set C^C2=1 0 , then observe the 
status of the data bus and the output pattern OD. If the 
observed output pattern 0D/1 1 ..1 , and/or the status of the



data bus Bi^ Bi^/lO for some i, then the presence of at 

least one stuck-at-fault in Ha and/or type C malfunction 
in JKCMM along the signal path which corresponds to the 
error output bit(s) is indicated. Otherwise, the modified 
IR(n) passes this test and the required test sequence for 
detecting the stuck-at-faults and malfunctions of the modi­

fied IR(n) is completed.
Once the modified IR(n) passes the above four tests, 

it is guaranteed to perform its normal function correctly
when the control signals C.C„C,C is set to 0000 since its1 2 3 a
proper function is validated by the required test sequence.

4.3.4 Control Sequence Generator
The block diagram of the control sequence generator 

(CSG) is shown in Figure 4.12 which consists of a state 
generator and a combinational gating network. The state 

generator is actually a ring counter generating the desired 
machine states. For the proposed system, a five stage ring 
counter is required to generate the five machine states.
The combinational network is used to gate the output of 
operation decoder and state output of the ring counter to 
form a set of control command signals to control the speci­
fied system operation.

A five stage ring counter is shown in Fig. 4.13(a). The 

design algorithm is then applied to convert it to a modified 
network as shown in Fig. 4.13(b). Assume all the state out­
puts ( Y =y ̂ y 2̂  g  5) are directly observable, then the proper
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Figure 4.13
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operation of the modified counter can be verified by first 
applying the Rd=l pulse to reset all the JKCMM to 0 state, 
then, performing the following four tests:

Test 1 Set Ca=0. It will provide the tests JiKi=01 for all 
l-i-5 simultaneously. After the system clock pulse is 
applied, the type A malfunction can be detected by observing 
the output pattern Y. if the observed output pattern Y ^ 

00000, then there exists the type A malfunction in the JKCMM 
which corresponds to the error output bit. Otherwise, the 
modified counter passes this test and forwards to next test.

Test 2 Set Ca=l. It will provide the tests JiKi=10 for all 
l-i-5 simultaneously. After the system clock pulse is 
applied, the type D malfunction can be detected by observing 

the output pattern Y. If the observed output pattern y ^ 
00000, then there exists the type D malfunction in the JKCMM 
which corresponds to the error output bit. Otherwise, the 
modified counter passes this test and forwards to next test.

Test 3 Set Ca=0. It will provide the test JiKi=10 for all 
l^i^5 simultaneously. After the system clock pulse is 

applied, the type B malfunction can be detected by observing 
the output pattern Y. If the observed output pattern Y ^ 
11111, then there exists the type B malfunction in the JKCMM 
which corresponds to the error output bit. Otherwise, the 

modified counter passes this test and forwards to next test.
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Test 4 Set Ca=l. It will provide the tests JiKi=01 for all 
l-i-5 simultaneously. After the system clock pulse is 
applied, the type C malfunction can be detected by observing 
the output pattern Y. If the observed output pattern Y ^
11111, then there exists the type C malfunction in the JKCMM 

which corresponds to the error output bit. Otherwise, the 
modified counter passes this test.

Once the modified counter passes the required four tests 
for detecting the malfunctions, it is ensured to perform its 
normal function properly when Ca is set to 0.

The combinational gating network of the CSG is mentioned 
in section 4.2.2. Its implementation is shown in Fig. 4.4 in 
which a set of AND gates is used to gate the output of the 
operation decoder and the state output of the ring counter.
If we substitute each gate in the combinational network with 
proper PLM's according to the design algorithm and set the 

control signal of PLM1 as C^- Then it is found that the 
input pattern OD and Y of the combinational gating network 

will provide the most sensitive input pattern for each gate 
in the modified gating network during each test mode of the 
fault detection on the modified IR(n) and the modified 
counter. Hence the modified gating network will sense the 

fault information carried on the OD and Y and propogate these 
fault information to the output (OC) of the modified gating 
network. Consequently, we conclude that the stuck-at-fault and 
malfunction of the modified IR(n) and the modified CSG can be
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detected simultaneously provided that the status of the data 
bus and the output (OC) of the modified CSG are directly 
observale.

4.3.5 Memory Block

The structure of a k words of n-bit memory unit M(k,n) 
is shown in Figure 4.14(a). It consists of a block of memory 
elements, a memory address decoder and an output gating net­
work. The block of memory elements contains k memory regis­
ters, each consists of n JK flip-flops. The memory address 
decoder is used to decode the contents of memory address 
register. The M(k,n) is a synchronous sequential network. 
Assume that the data input pattern D (D=d^d^...dnd ) and the 

address input pattern A (A=a^ ̂ 2 ... am ) and the control command 
Mw (for writing the data into the memory register) are 
directly accessible, and the memory output pattern Q (Q=
C>1 C^.-.Qn) is directly observable. Then the systematic 
design algorithm can be applied to design a real time detect­
able M(k,n). The resulting modified M(k,n) is shown in 
Figure 4.14(b) in which the generated test input pattern D= 

C-^C2 ... C^C2 , A=C2C2 ... C2 , and Mw=C2 the desired output pattern 
Q=Ci C^...C^, and the proper control signals are indicated. 
After the Rd=l pulse is applied to reset all the JK flip- 
flops to 0 state, the stuck-at-faults and malfunctions of 

the modified M(k,n) can be detected by the test sequence 
described below:
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Test 1 Set C1C2C 3C4=0110 and apply the test input pattern 
D=01... 01, A=ll... 1, and Mw=l. This will provide the tests 
JK=01 for all the JK flip-flop (JKFFs) and the most sensi­
tive input pattern (MSIP) for each gate in this test mode 
simultaneously. After the system clock pulse is applied, 
the stuck-at-faults in Ha and type A malfunctions in JKFFs 
of the modified M(k,n) can be detected by observing the out­
put pattern Q. If the observed pattern Q /00... 0, then there
exists at least one stuck-at-fault in Ha and/or type A mal­
function in JKFF along the signal path which corresponds to 
the error output bit(s). Otherwise, the modified M(k,n) 
passes this test and proceeds to next test.

Test 2 Set C^C2C 2C4=:1010 and apply the test input pattern D=

10 ... 10, A=00 ... 0 and Mw= 0. This will provide the tests JK=10
for all JKFFs and the MSIP for each gate in this test mode 
simultaneously. After the system clock pulse is applied, 
the stuck-at-faults in Hb and type D malfunctions in JKFFs 
of the modified M(k,n) can be detected by observing the out­
put pattern Q. If the observed pattern Q /11-..1, then there
exists at least one stuck-at-fault in Hb and/or type D mal­
function in JKFF along the signal path which corresponds to 
the error output bit(s). Otherwise, the modified M(k,n) 
passes this test and proceeds to next test.

Test 3 Set 0 ^020^0^=1010 and apply the test input pattern

D=10... 10, A=00...0 and Mw=0. This will provide the tests JK=10
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for all JKFFs and the MSIP for each gate in the test mode 
simultaneously. After the system clock pulse is applied, 
the stuck-at-fault in Hb and type B malfunction in JKFFs 
of the modified M(k,n) can be detected by observing the 
output pattern Q. If the observed pattern Q /ll...1, then 
there exists at least one stuck-at-fault Hb and/or type B 
malfunction in JKFF along the signal path which corresponds 
to the error output bit(s). Otherwise, the modified 
M(k,n) passes this test and proceeds to next test.

Test 4 Set C^C2C 3C^=0110 and apply the test input pattern 
D=01...01, A=ll...l and M w = l . This will provide the tests 
JK=01 for all JKFFs and the MSIP for each gate in this test 
mode simultaneously. After the system clock pulse is applied, 
the stuck-at-faults in Ha and type C malfunctions in JKFFs 
of the modified M(k,n) can be detected by observing the out­
put pattern Q. If the observed pattern Q/00...0, then there 
exists at least one stuck-at-fault in Ha and/or type C mal­
function in JKFF along the signal path which corresponds to 
the error output bit(s). Otherwise, the modified M(k,n) 
passes this test.

If the modified M(k,n) passes the required four tests, 
it is guaranteed to perform its normal function properly when
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the control siganls G]_<̂ 2(“3(“4 "*'s se*" ®001.

4.3.6 Memory Address Register

Figure 4.15(a) shows a typical configuration of a mem­
ory address register MAR(m). Its input is connected to the
address portion of the data bus (the least significant m bits). 
Its output is connected to the input of memory address decoder 
in M(k,n) . The MAR(m) is used to hold the address df a mem­
ory register whose contents is to be fetched. The structure 
of MAR(m) indicates that the test input pattern for detecting 
the MAR(m) has to be provided externally. This problem
can be avoided by connecting the output of MAR(m) to the
data bus through tristate gates. Assume that the status of 
the data bus is directly observable and the control command 
MARt and MARr are directly accessible. Then the MAR(m) can be 
converted to a real time fault detectable network by employing 
the proposed design techniques. The resulting modified MAR(m) 
is shown in Figure 4.15(b) in which the proper control signals 
and the generated test input MARr=C2 are indicated. The stuck-
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at-faults and malfunctions of the modified MAR(m) can be 
detected by first, applying the Rd=l pulse to reset each 
JKCMM to 0 state, then, carrying out the following test 

sequence:

Test 1 Set C nC 0C 0C^= 0110 and apply MAR^ MAR_ =11. This will
’ A. Z 3 3  "C IT

provide the tests JiKi=01 for all i and the MSIP for each gate
in this test mode simultaneously. After the system clock
pulse is applied, observing the status of the data bus. If 
the observed status Bi^ B i g / d  for some i, then the presence 
of at least one stuck-at-fault in Ha and/or type A malfunction
in JKCMM along the signal path which corresponds to the
error ouput bit(s) is indicated. Otherwise, the modified
MAR(m) passes this test and goes to next test.

Test 2 Set C., CoC.,C_ = 1011 and apply MAR^ MAR„=10. This will
T J- Z 3 3  "C 3T

provide the tests JiKi=10 for all i and the MSIP for each gate
in this test mode simultaneously. After the system clock
pulse is applied, observing the status of the data bus. If 

the observed status Bi^ 01 ^or some ^ • then the presence
of at least one stuck-at-fault in Hb and/or type D malfunc­
tion in JKCMM along the signal path which corresponds to the 
error output bit(s) is indicated. Otherwise, the modified 
MAR(m) passes this test and goes to next test.

Test 3 Set C.C„C-C =1010 and apply MAR. MAR =10. This will -----------  1 2 3 a  J t r
provide the tests JiKi=10 for all i and the MSIP for each
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gate in this test mode simultaneously. After the system 
clock pulse is applied, observing the status of the data 
bus. If the observed status Bi^ BiQ/10 for some i, then the 
presence of at least one stuck-at-fault in Hb and/or type B

malfunction in JKCMM along the signal path which corresponds
to the error output bit(s) is indicated. Otherwise, the 
modified MAR(m) passes this test and goes to the next test.

Test 4 Set C, C 0C-.C =0111 and apply MAR, MAR =11. This
  X  A  3  cl l. 1 0

will provide the tests JiKi=10 for all i and the MSIP for 
each gate in this test mode simultaneously. After the 
system clock pulse is applied, observing the status of 
the data bus. If the observed status Bi^ BiQ/10 for some i, 
then the presence of at least one stuck-at-fault in Ha and/or 
type C malfunction in JKCMM along the signal path which 
corresponds to the error output bit(s) is indicated. Other­

wise, the modified MAR(m) passes this last test and complete 
the test sequence.

Once the modified MAR(m) passes the required four 

tests, it is assured to operate its normal function correctly
if the control signals C nC„C_C is set to 0000. ̂ 1 2  3 a

4.3.7 Memory Data Register
A typcial stage of a memory data register MDR(n) is 

shown in Fig. 4.16(a). The input of MDR(n) comes from two 
sources: (1) the data bus, (2) the output Q of memory block.
The output of MDR(n) goes into two areas: (1) the data bus,
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(2) the data input D of the memory block. The control 
command M is used to strobe the data from memory register 
in the memory block to the MDR(n), and MDR^ is used to strobe 
the data from the data bus to the MDR(n). Assume that the 
status of the data bus is directly observable and the input 
pattern Q and control commands MDR^_ MDR^ are directly 

accessible. There the MDR(n) can be converted to a real 
time detectable network by applying the design algorithm.
The resulting modified MDR(n) is shown in Fig. 4.16(b) in 
which the proper control siganls and the generated test input 
pattern Q=C^C^...C^ and MDR^ M^ = presented. The
stuck-at-faults and malfunctions of the modified MDR(n) can 
be detected by first, applying the Rd=l pulse to reset all 
the JKCMM to 0 state, then performing the four tests described 
below:

Test 1 Let C nC^CoC_=0110 and apply MDR^ MDR„ M_ =111 and
"—* x Z 3 3. u  2T IT

test input pattern Q=00... 0. This will provide the tests 
JiKi=01 for all i and the MSIP for each gate in this test 
mode simultaneously. After the system clock pulse is 
applied, observing the status of the data bus. If the 
observed status Bi^ Bi^ / 01 for some i, then the presence 
of at least one stuck-at-fault in Ha and/or type A malfunction 
in JKCMM along the signal path which corresponds to the 

error output bit(s) is indicated. Otherwise, the modified 
MDR(n) passes this test and proceeds to next test.
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Test 2 Set C,C0C.,C =1011 and apply MDR MDR M =100 and test—— —— —  X £  ci u 2T J_

input pattern Q=ll...l. This will provide the tests JiKi=10 
for all i and the MSIP for each gate in this test mode 
simultaneously. After the system clock pulse is applied, 
observing the status of the data bus. If the observed status 
Bi^ BiQ/01 for some i, then the presence of at least one 
stuck-at-fault in Hb and/or type D malfunction in JKCMM along 
the signal path which corresponds to the error output bit(s) 

is indicated. Otherwise, the modified MDR(n) passes this 
test and proceeds to next test.

Test 3 Set C,CoC.,C_=1010 and apply MDR^ MDR„ M_=100 and— — —— —  X ^  cl "t X* 2T

test input pattern Q=ll... 1. This will provide the tests 
JiKi=10 for all i and the MSIP for each gate in this test 
mode simultaneously. After the system clock pulse is 
applied, observing the status of the data bus. If the 
observed status Bi^ Bi^/lO for some i, then the presence of 
at least one stuck-at-fault in Hb and/or type B malfunction 
in JKCMM along the signal path which corresponds to the 
error output bit(s) is indicated. Otherwise, the modified 
MDR(n) passes this test and proceeds to next test.

Test 4 Set C-, C nC-,C_=0111 and apply MDR^ MDR„ M„=lll and
--------------------  X  ^  J  c l t  2Z 1C

test input pattern Q=OO..jO. This will provide the tests 
JiKi=01 for all i and the MSIP for each gate in this test 

mode simultaneously. After the system clock pulse is 
applied, observing the status of the data bus. If the
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observed status Bi^ BiQ/10 for some i, then the presence 
of at least one stuck-at-fault in Ha and/or type C mal­
function in JKCMM along the signal path which corresponds 
to the error output bit(s) is indicated. Otherwise, the 

modified MDR(n) passes this test.
Once the modified MDR(n) passes the required four 

tests. The proper function of the network is verified. 
Therefore, it is guaranteed to operate its normal function 
properly when C^C2C^Ca=:0000.

From the design of modified M(k,n) and modified 
MDR(n), it is noted that the generated desired output pattern 
Q of the modified M(k,n) equals to the generated test input 
pattern Q of the modified MDR(n), and the generated desired 
output pattern of the modified MDR(n) equals to the generated 
test input pattern D of the modified M(k,n). Therefore, we 
can combine these two functional blocks and perform the re­
quired test sequence simultaneously. The resulting network 
configuration is shown in Fig. 4.17. Assume that the 
status of the data bus is directly observable and the input 
pattern A and control commands MDR^, MDRr , Mw, Mr are directly 
accessible. Then the new network can be detected by the same 
test sequence by the systematic fault detection procuedure 
described in section 4.3.5 and 4.3.7 and the additional 
test which is identical to test 1 for detecting the stuck-at- 

fault in Ha and the type C malfunctions in JKCMM of the 
modified memory block.
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Notice that the test input pattern A can be provided by the 
modified MAR(m) if all its JKCMM is reset to 0 state simul­
taneously with the new network and its control signals Ca is 
set as Ca=l,0,0 and 1 during test 1, 2, 3 and 4 respectively.

In summary, we note that each functional block can 
be implemented by the design algorithms developed earlier 
which, in turn, will enable the block to perform real time 
fault detection according to the systematic fault detection 
procedure. Table 4-2 tabulates the resulting test input 
pattern, the control signal and desired output patterns for 
each test of the block.

4.4 System Fault Detection
Based on the fault detection tests derived in the 

preceding section for each functional block in the system, 
one can utilize a hard core ROM (read only memory) to store 
the control signal pattern, test input pattern and the desired 

output pattern for each test presented in Table 4.2 in sequen­
tial order, and organize a system as shown in Fig. 4.18. In 
this system, the outputs of the control sequence generator 
are disconnected from the control bus by the control signal 
Cp=l during the system testing. On the other hand, the out­
puts of the ROM are connected to the control bus by the control 
Cp=l during the testing of the system and disconnected from 

the control bus by the control signal Cp=0 during the normal 
operation of the system. All the test input pattern and
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Functional Test Control Signal Pattern Test Input Pattern D esired Output Pattern
Block No.

1 C 1C2C3C4Ca=01100 ZlCi,PiP2P3P4.P!ppP7PiE l = 10. 0000,00000 B ijB i0 =01 V i
A R tA R r = 11 z c =10 

n n+1 012 10101 01,1111,11111 V i
AR(n) 10 10 (when C[C2=01)

3 10100 01,1111,11111  
10

10
01

V i

4 01101 10,0000,00000
11

10
01

V i
(when C jC ^ lO )

1 C 1C2C 3Ca=0110 PCt PC rPCinc= 110 B itB i0 =01 V i
PC(m) 2 1011 101 01 V i

3 1010 101 10 V i
4 0111 110 10 Vi
1 C l C 2C.i C a = 0 1 1 0 IR t IR r = ll B ijB i0 =01 

OC = 0 0 . . .  0
Vi

IR(n) 2 1011 10 01 V i
and 1 1 . . .  1 (when C 4C2=01)

CSG 3 1010 10 10 
11. . .  1

Vi
4 0111 11 10 

0 0 . . .  1
Vi
(when C[C2=10)

1 C 1C 2C 3Ca=0110 M A R tM A R r-11 B i,B i0 =01 V i

MAR(m) 2
3

1011
1010

10
10

01
10

V i
V i

4 0111 11 10 V i

1 C[C2C 3C4CaCa'=011001 MD Rt MD R r Mw Mr==1111 Bi,Bio=01 V  i
M (k,n)
and

2
3

101010
101000

1000
1000

01
10

V i
V i

MDR(n) 4
5

011011
01100-

1111
1111

10
01

V i
V i

Table 4 .2  . , ,
f» m  i. _ m  .̂4. T 'k 4-4-/-\ •**»-* o  r\f TT1 o  r>Vi T T lin  f t  i  o n  r\ 1 B l o c k



control pattern to each functional block will be supplied by 
the test stored in the ROM. The tested output pattern is then 
compared with the desired output pattern for the corresponding 
test stored in the ROM through a hard core comparator as 
shown in the Figure. The fault information will be indicated 

by the outputs of the comparators.
The operation of the system can be designed such that 

the initiation of a new task is to activate a control command 

to set the hard core Cp flip-flop to enable the output of 
ROM to the control bus and the comparator. Therefore, each 
test stored in the ROM is performed under the control of 
system clock. If there is any fault indication from the 
comparator for the corresponding test, then this fault 
indication will be used to call the repair service or to 

activate a switching network to switch a good spare block to 
replace the corresponding faulty module. Otherwise, the 
testing process continues until all the tests stored in the 
ROM are exercised. At the completion of the last test, 
a control command from ROM can reset the Cp flip-flop to dis­
connect the output of ROM and to connect the output of 
control sequence generator to the control b u s , to resume the 
normal operation of the system.

Once the system passes all the tests stored in the 
ROM, then the proper function of each block is validated as 
described in the section 4.3. The system is guaranteed to 
operate its normal operation correctly when the control
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signal C,C„C_C.C is set to 00010.J 1 2 3 4 a
The system implemented in such a manner can be detected 

within 21 clock periods which is less than five machine cycles 
(each machine cycle equals to five clock periods as mentioned 
in section 4.2) since we combine the testing of the instruct­
ion register and the control sequence generator, and that of 
the memory register and the memory data register. This pro­
posed system provide the software engineer the feature to 
check the correct operation of the system at the desired fre­
quency for a specified real time application. It should be 
mentioned that all the data in each register will be altered 
after the testing of the system. Therefore the software en­
gineer is responsible for storing all the necessary datas be­
fore the activation of the test operation.

The upperbound of fault detection tests of a system will 
be, in general, 4M tests from the observation of the results 
derived in section 4.3, where M is the number of functional 
blocks contained in a system. 4M tests will require no more 
than M machine cycles if the machine cycle of a system equals 
to 4 or more clock periods. Therefore, we conclude that the 
fault detection process of a system implemented according to 
the described manner requires, in general, at most 4M clock 
periods which is usually no more than M machine cycles of 
the system, and the testing is self-contained.
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4.5 Summary
It is demonstrated that the proposed systematic design 

algorithms enable us to design a real time fault detectable 
digital system. The test is generated automatically at the 
completion of the design. Hence, there is no need to gener­
ate the test sequence by a complex algorithm requiring a 
large amount of computer time and memory as developed by the 
conventional techniques. The test sets derived can be stored 
in a hard core ROM. The fault detection capability of the 
proposed system is self-contained by the utilization of a 
hard core ROM and a hard core comparator.

By comparison, the conventional techniques require a 
hard core computer to perform the generated test sequence 
and the testing is not self-contained. The proposed tech­
niques, on the other hand, requires only a set of hard core 
control signals, a hard core ROM to store the generated tests 
and a hard core comparator to compare the tested output and 
the desired output to indicate the fault information.

The major difference between the conventional tech­
niques and the proposed technique is the length of the test 
sequence for detecting the fault of a system. The former 
requires an extremely long test sequence and the length of 
the test sequence is proportional to the complexity of the 
system, which makes it impossible to use in the real time 
application environments. The proposed technique requires,
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at most, 4M tests. The upperbound is proportional to 
the number of blocks (M) contained in the system, but is 
independent of the complexity of each individual block.
The test sequence will require, in general, no more than M 
cycles of a system, which makes the technique applicable in 

real time.
It should be emphasized that the advantages are 

obtained through the systematic use of redundnat hardware 
in the logic modules and the controlled signal invertors.
The cost of the real time fault detectable system will be 
higher than the ordinary system. In applications demanding 
the assurance of the system operation in real time, however, 
the proposed technique provides a systematic method to 
design a system which fulfills this requirement at the 

expense of redundant hardware.
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CHAPTER 5

ANALYSIS OF SYSTEM PERFORMANCE

In earlier chapters, it was shown that a real time 
fault detectable digital system can be designed by the pro­
posed algorithm through the use of redundant hardware 
embedded in the logic modules. The utilization of redundant 
hardware will decrease the reliability of a system. In this 
chapter, the reliability of the ordinary system and real time 
fault detectable system are compared.

The failure rate of a device d, /\d, is defined as the 
probability of failure of device d within T uint of time 
under certain environmental conditions. The /Id can be deter­
mined by testing N identical devices for T units of time. If 
Nf out of N have failed during this time period, then /\d=Nf/T 
and the unit of /Id is failures per unit time.

The reliability of a device d, Rd, is defined as the 
probability that the device will perform normally for a 
specified time under certain environmental conditions. The 
Rd can be determined by testing N identical devices for certain 
amount of time. If Ns out of N still survive, then Rd=Ns/N 
at that time.

In reality, the failure rate and reliability of a de­
vice are functions of time, therefore we denote them as Xd(t)

181



and Rd(t) respectively- The relationship between Ad(t) and

R d (t) can be derived as follows:
Assume that we put N same device on test under certain

environmental conditions, starting at time t=0. If at time
t only Ns out of N devices still survive, then Nf=N-Ns must
be failed. Hence the failure rate of each of the Nf failed
device is dNf/dt. Consequently, each of the remaining Ns
devices will fail at the rate ^.d(t) , where

*d(t)= —  —  (1)
Ns dt

By definition, the reliability of the device at time t, Rd(t),
equals Ns/N. Therefore,

NfRd(t)= 1  ---  (2)
N

Taking the derivative on Rd(t):
dRd( t) _ _ 1 dNf / o\
dt N dt

From equation (1) and (3), we conclude,
Ad(t)= - —  dRd(t) (4)

Rd(t) dt

o r ' , tRd(t)= exp(- f Ad(t)dt) (5)
J 0

Equations (4) and (5) define the relationship between /I d (t) and 
Rd(t). Physically, ld(t) is a positive number at any time.
Thus equation (5) implies that the value of Rd(t) is mono- 
tonically decreasing with time.

Let Fd(t) be the failure distribution of device d.

Then,
Fd (t) + Rd (t) =1
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due to the fact that the success and failure of a device 
are mutually exclusive. Therefore the failure density of 

device d, fd(t), is
dFd(t) dRd(t)

f d (t) = dt = 1 - dt ( ’

Then the mean time to failure of devide d, MTTFd, can be
determined mathematically by finding the mean of fd(t), i.e.,

r00MTTFd t • fd(t)dt (7)Jo
From equation (6 ) and (7), we find

MTTFd = \ Rd(t) dt (8)Jo
In the following discussion, the equation (5) and (8) 

are applied to compare the reliability and mean time to fail­
ure between the ordinary gates and the proposed modules.
Assume that the failure rate of each gate, Ag, in the proposed 
PLM's is the same. In the worst case, each gate in the module 
will fail independently. Then, the failure rate of each PLM, 
Am, will be four times of Ag (i.e., Am=4Ag). We also let the 
MTTFg and MTTFm denote the mean time to failure of a gate, 
and that of a module respectively. At the current state of
semiconductor technology, the failure rate of integrated

- -7 -8circuit (IC) is greatly reduced to the range of A=io —  10 
failures/hour [4].

Three models of failure rate are considered to compare 
the reliability and mean time to failure of a gate and a 

module as follows:
(1) Constant Model In this model, the failure rate
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Ag is independent of time and equals to a constant value,
i.e., Ag=A. Therefore, from equation (5) and (8), we ob­

tain
Rg1 (t) = exp ( -At), MTTFg1 = 1/x 
Rm^(t) = exp ( -4At) , MTTFm^l/4-A

(2) Linearly Increasing Model In this model, the 
failure rate Ag is linearly increasing with time, i.e. Ag=At. 

Substitute this into equations (5) and (8), we obtain

Rg2 (t)=exp (—Xt /2) > MTTFg2=
O -Rm2 (t)=exp (-2 x.t ), MTTFm2= - i - X )

(3) Nonlinearly Increasing Model In this model, the
failure rate Ag is nonlinearly increasing with time. There
are various models in this class [45] . We choose the Weibull

2Modle for m= 2, i.e.,Ag = xt as a sample example of this class. 
Then, from equation (5) and (8) we derive

Rg3 (t)=exp(-Xt3/ 3) , MTFFg3= P (4/3) / [A/3] 1/3 
Rm3 (t) =exp (-4xt3/ 3), MTFFm3= P (4/3) / [4A/3] V 3

The values of Rg^(t) and Rm^(t) for i=l,2,3 are calcu- 
— 7 — 8lated (based on A1=10 and 2.2=10 failures/hour) and shown

in Figure 5.1, 5.2 and 5.3 respectively. The MTTFgi and MTTFmi
for i=l,2,3 are also computed as shown in Table 5.1.

Figure 5.1 indicates that the Rm^(t) is degraded by 
5 6less than 10% for 2.10 and 2.10 hours (respectively for A-̂  and 

A 2) of usage, but is rapidly degraded thereafter. Figure 5.2 
shows that the reliability of module in model two Rm2 (t) is
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' ; Figure 5.1
I Reliability Comparison between Gate and Module 
with Constant Failure Rate Model
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Figure 5.2

Reliability Comparison between Gate and Module 
with Linearly Increasing Failure Rate Model
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Figure 5.3
Reliability Comparison between Gate and Module 
with Non-Linearly Increasing Failure Rate Model
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2 3degraded by less than 10% for 7.10 and 2.10 hours (respec­
tively for and 7\_2) of usage but is greatly degraded there­
after. Figure 5.3 shows that the reliability of module in 
model three Rm^ft) is only degraded by less than 10% for 90 
and 190 hours (respectively for 711 and 9l2) of usage, but is 
greatly degraded thereafter. Table 5.1 shows that the MTTF 
of the module is reduced to 25%, 50% and 63% for the failure 
rate model 1, 2 and 3 respectively.

In combinational network design, the modified dual 
network (MDN) uses PLM's instead of ordinary gate. Therefore, 
the reliability of the modified network will be degraded 
accordingly. If a MDN contains CSI's, there will be additon­
al decrease in the network reliability. But, in general, 
the number of CSI used in the MDN is far less than that of 
PLM's used, hence the effect introduced by the CSI can be 
neglected.

In the controllable memory module (CMM), the redun­
dant components are the two additional exclusive-or gates. 
Comparing with the master-slave flip-flop, the redundancy 
introduced by the CMM is increased only by two-fold since 
the exclusive-or gate can be implemented by no more than 

four gates and the master-slave flip-flop can be implemented 
by eight gates. Consequently, we note that the reliability 
of the modified synchronous sequential network (MSSN) will 
be degraded by the amount no more than that described above, 
since the failure rate of PLM's is increased by four times
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Mode1 1 Mode1 2 Mode1 3

A^io"7 II i-1 o i CO
*1 ^2 *1 A2

MTTFg 107 hr 108 hr 3963 hr 12533 hr 278 hr 598 hr

MTTFm 2.5 106 hr 2.5 107 hr 1982 hr 6267 hr 175 hr 377 hr

MTTF
gMTTFm

25% 25% 50% 50% 63% 63%

Table 5.1
Mean Time to Failure of Gate and Module in Three Models



than that of the ordinary gates and the failure rate of CMM's 
is increased by two times than that of the ordinary flip- 
flops, therefore the failure rate of the MSSN will be 
increased by no more than four times of that of the ordinary 

system.
A system with high reliability implies that it will 

have high probability of good performance under the speci­
fied operating ambiance. In a complex system, however, 
component failures are impossible to avoid, and the presence 
of a failure will sometimes cause serious effects on the 
overall system performance regardless of the system reli­

ability. In some applications, therefore, it is required 
that a system must be frequently tested for its normal 
function in order to insure that no fault is present in the 
system. This performance criteria will be referred to as 
the accuracy.

The accuracy of a system is defined as the amount of 
time required to verify the functional correctness of a system 
and to indicate the fault information if one or more faults 
is present in the system. The shorter the amount of time 
needed, the higher the accuracy of a system.

The conventional techniques generate the test 
sequence for a system from its original design. Thus the 

reliability will not be degraded. But the length of the 
generated test sequence is, in general, too long to test the 

normal operation of the system frequently. Therefore, the
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accuracy of the system is low.
On the other hand, the design algorithm, developed 

in jChapters 2 and 3 allow us to design a modified system 
such that the fault in a modified system containing M 
functional blocks can be detected by only 4M tests through 

the utilization of the logic moduels. The 4M tests will 
usually require no more than M machine cycle times as demon­
strated in Chapter 4. Therefore, it is feasible to verify 
the proper operation of the modified system with adequate 
frequency to achieve high accuracy for the system. The 
reliability of the modified system is degraded as discussed 

earlier. This tradeoff can be solved by using lower failure 
rate component as illustrated below.

Consider a system implemented with ordinary compo-
2nents whose failure rate equals to A^(or  ̂ where

/V-L=10  ̂ failures/hour and the same system implemented with
the logic modules whose failure rate equals to 4 2 (or 4 7i2t,

2 —  84A2t ) where P\.2=10 failures/hour. Then Figures 5.1, 5.2 and
5.3 show that the reliability of the later system is higher
than that of the former system. This demonstrates that the
reliability of a system can be enhanced through the use of

_ 7components with improved failure rate, namely, from A 1=10
_  g

to /l2=10 . However, a highly accurate system can only be

achieved through real time testing.
As a summary, a highly reliable and highly accurate 

system can be designed by the systematic design algorithms
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developed in this study and the use of lower failure rate 
components. The cost of this system will be higher. However, 
in application environments requiring high accuracy in system 
performance as a major concern, the developed techniques 
provide a systematic approach to the design satisfying this 

criteria.
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CHAPTER 6

CONCLUSIONS

Recent advances in intergrated circuit (IC) technology 

development have resulted in an increasing emphasis on fault 
detection, since the detection of functional failure is 
sufficient to identify the IC package for replacement. In 
some real time applications, the presence of a fault has to 
be detected promptly in order to insure the recovery of a 
system before the normal operations are affected. Therefore, 
a highly accurate, real time fault detectable system is 
required for this purpose.

The design algorithms developed in this dessertation 
provide a designer with systematic means for designing:

(1) A combinational network whose stuck-at-faults 
can be detected by two tests and the test input 
pattern is generated by the design algorithm devel­
oped in Chapter 2.

(2) A synchronous sequential network whose stuck-at- 
faults and malfunctions can be detected by four 
tests and the test pattern is generated by the de­
sign algorithm developed in Chapter 3.

(3) A real time, on-line, self-testing digital system 
whose stuck-at-faults and malfunctions can be 
detected by 4M tests (M is the number of functional
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blocks contained in the system) by extending the 
developed design algorithms and with the utilization 
of a hard core read only memory and a hard core 
comparator.

The established systematic fault detection procedures 
for combinational network and synchronous sequential network 

demonstrate that the test procedure is easier to apply com­
pared with other techniques [20], [49].

It is concluded that a highly accurate and reliable, 
real time fault detectable digital system can be implemented 
by the developed design technique and through the use of lower 
failure rate components.

The required redundant hardware in the proposed modules 
will increase the component cost, and the reliability of the 
module compared with functionally equivalent single gate is 
degraded. However, it was shown in Chapter 5 that a highly 
reliable module can be fabricated with lower failure rate 
components. The fabrication of lower failure rate components 
will, on the other hand, increase the cost. Consequently, 
an analysis of cost-benefit trade-off for the feature must 
be made for the overall system in specific application envi­
ronments. The trend of fabrication technology allows us to 
expect that the component failure rate will continue to im­
prove, which, in turn, will make the design algorithms devel­
oped in this dissertation more attractive. At present, the
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design techniques are most suitable for applications which 
require high accuracy as the major design criterion rather 
than the cost.

It should be mentioned that the problem on the fault 
detection of an asynchronous sequential network is not treated 
in this dissertation. Recently, Chuang [11] proposed to design 
an asynchronous sequential network by utilizing the self- 

synchronization principle, in which the state variables are 
realized by flip-flops triggered by an internally generated 
clock signal. The clock is generated only when an internal 
state change is required. An extension of this concept and 
application of developed design techniques in this disserta­
tion to a real time fault detectable asynchronous sequential 
network remain as a major problem of practical importance.
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