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Abstract

Cryptographic Systems Using Linear Groups

by

Xiaowei Xu

Advisor: Professor Gilbert Baumslag

The objective of this thesis is to propose and discuss some new public-key en-

coding and zero-knowledge protocols based on matrix groups over polynomial rings.

One of the key aspects of these protocols is the use of a rewriting system, known as

the method of Reidemeister and Schreier, which is common in group theory but not

used until now in cryptography. In this thesis, we will explore how to use groups of

matrices over polynomial rings in cryptography. This will involve solving various

group-theoretic problems and the difficulty of solving various polynomial equations.

This will allow us to propose various new public-key encoding and zero-knowledge

protocols.

Instead of using protocols based on number theory, we will devise protocols based

on groups of matrices, whose entries consist of polynomials in a number of variables.

The groups involved will be free groups and we use the free generators as letters in

an alphabet which permit the encoding of messages in terms of matrices. We then

transform these matrices into ����� integral matrices of determinant 1. The Euclidean

algorithm and the method of Reidemeister-Schreier alluded to above, then enable us

to decode the given messages.

We describe two cryptography schemes based on combinatorial group theory. We

will discuss the underlying theory and provide some explicit examples. We suggest

that combinatorial group theory could be the next generation platform in the develop-
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ment of cryptography because it is more general and more flexible to take advantage

of dynamic algebraic structures instead of static arithmetic. Our various schemes are

based on more than one secret element and breaking one doesn’t break the whole

scheme.
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Chapter 1

Introduction

The objective of this thesis is to propose and discuss some new public-key encoding

and zero-knowledge protocols based on matrix groups over polynomial rings. One

of the key aspects of these protocols is the use of a rewriting system, known as the

method of Reidemeister and Schreier, which is common in group theory but not used

until now in cryptography.

1.1 General remarks

Public-key cryptography and zero-knowledge cryptography are two important fields

within cryptography. Public-key cryptography is widely applied in key management

and other fields because it allows involved parties to communicate secretly in non-

secure channels. Zero-knowledge cryptography is frequently used in identification

applications and in distributed computation. It differs from other cryptographic pro-

tocols in that it is provably secure.

Most public key cryptography systems presently in use are based on number the-

1
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ory and they often depend on unraveling the structure of finite abelian groups. Re-

cently, there has been a flurry of activity in the use of non-abelian groups in cryptog-

raphy. Most of these proposals depend on the complexity of the conjugacy problem

in the braid group. We believe that there exist a lot of variations of this idea by re-

placing the braid group with a variety of infinite, non-abelian groups. In this thesis,

we will explore how to use groups of matrices over polynomial rings in cryptography.

This will involve solving various group-theoretic problems and various polynomial

equations. This will allow us to propose various new public-key encoding and zero-

knowledge protocols.

1.2 Basic objective

Instead of using protocols based on number theory, we will devise protocols based on

groups of matrices, whose entries consist of polynomials in a number of variables.

The groups involved will be free groups and we use the free generators of matrix

groups as letters to encode messages. The Euclidean algorithm and the method of

Reidemeister-Schreier alluded to above, then enable us to decode the given messages.

For the public-key encoding protocol, we use multi-variable polynomials to gen-

erate the entries of the matrices that we will use to encode messages. These polyno-

mials have the property that substituting values for the variables give rise to matrices,

which can be uniquely re-expressed so that the resultant expressions turn into the

original messages. The variable substitution will be the secret key of the protocol

and is used to decode messages. Further, we will replace the underlying groups in-

volved with some of their isomorphic copies and also use the addition of “noise” to
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strengthen the protocol. Our scheme has flexibility that the choice of the underlying

group can be kept secret during the communication.

For the zero-knowledge protocols, our protocols will make use of the conjugacy

problem. We will discuss how to build the use of matrices over polynomial rings and

to replace groups with their isomorphic copies in our zero-knowledge protocols.

1.3 Results

We describe two cryptography schemes based on combinatorial group theory. We

will discuss their underlying theory and provide some explicit examples. We suggest

that combinatorial group theory could be the next generation platform in the develop-

ment of cryptography because it is more general and more flexible to take advantage

of dynamic algebraic structures instead of static arithmetic. Our various schemes are

based on more than one secret element and breaking one doesn’t break the whole

scheme. We have developed a polynomial matrix software package and utilize our

software to investigate our protocols.

1.4 Overview of thesis

In Chapter 2 we recall some basic terminology, review some fundamental combina-

torial group theory and introduce some general notions pertaining to cryptography

and zero-knowledge.

In Chapter 3 we propose a public key encoding system based on matrix groups

over polynomial rings. The general encoding scheme and some explicit examples

will be given. We discuss the fundamental difference between our proposed scheme
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and traditional schemes. At the same time, the weaknesses of our schemes and po-

tential attacks are briefly addressed. Further possible techniques for improving our

schemes are also discussed.

In Chapter 4 we introduce a zero knowledge scheme based on matrix groups. We

informally prove that the scheme is complete and sound. We construct a simulator for

the scheme to prove that the scheme is a zero knowledge scheme. At the same time,

the scheme weaknesses and potential attacks for our scheme are briefly addressed.

Further possible improvements are also discussed.

In Chapter 5 we take a close look at matrix groups. We investigate the group

����� �
����	 and some of its free subgroups. We are especially interested in the con-

struction of free subgroups with an arbitrarily large rank. We propose four methods

to construct isomorphic groups of ����� �
���
	 . This will lead to complicated represen-

tations of free groups which we will make use of.

In Chapter 6 we describe a procedure to decompose various matrices into prod-

ucts of given matrices. We review the Reidemeister-Schreier rewriting process and

use this method to decompose elements in various subgroups of ����� �
���
	 into canon-

ical forms.

In Chapter 7 we extend the methods in Chapter 6 and we show how to decompose

various matrices using some underlying isomorphism problems. These problems and

methods of decomposing the matrices are investigated according to three construction

methods introduced in Chapter 3.

In Chapter 8 we introduce a methods to randomly generate polynomial matrices.

Here we make use of the random coin flip-flop system. We also introduce constraints

on the polynomials that are involved and show how to use these constraints to make
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matrices more complex.

In Chapter 9 we discuss how to strengthen our public key-encoding scheme us-

ing noise. We propose changes to the subgroups that are involved and explain the

addition of our notion of noise here. We also discuss how to eliminate noise in the

communication channel while keeping it undetectable to attackers. We also discuss

the method of the elimination of noise for the parties who are communicating.

In Chapter 10 we informally review the complexity of the conjugacy problem

for matrix groups. We strengthen our zero knowledge protocols using isomorphisms

and polynomials. We also discuss zero knowledge protocols of a different kind and

describe how to construct other zero-knowledge schemes using matrix groups.

In Chapter 11 we compare our proposed scheme with other traditional schemes.

We analysis the properties of our scheme and examine the possible attacks. We also

briefly explain the testing environment we have implemented.



Chapter 2

Preliminary

2.1 Combinatorial group theory

Our universe is a very amazing system and we never stop trying to recognize and ex-

plore our universe. When we are exploring, one of our beliefs is that everything can

be made up out of a finite number of basic elements. We thought that everything was

made up of Water, Fire, Wood, Soil and Gold thousands of years ago. Between 1868

and 1870, in the process of writing his book, The Principles of Chemistry, Mendeleev

created The Periodic Table of Elements. People were beginning to believe that ev-

erything was made from those 113 basic elements, now 118. We called these basic

elements atoms and we found later that an atom is made out of three different types

of particles: protons, neutrons, and electrons. More research showed that protons

and neutrons are made of two types of quark. These quarks are said to have different

flavors: up and down. These up and down quarks are the only quarks that are found

in normal matter and they are known as first generation quarks.

6
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Another example of such an attempt to break a particular phenomenon up into

some basic more primitive ones arises in the study of an object’s movement. For

instance, if we want to study movement of the object in the solar system, we can

decompose it into two basic movements, movement of the earth and movement of

the object on the earth. The earth’s movement in the solar system consists of its

rotation around the sun and its self-rotation. The movement of object on the earth

consists of translational motion and rotation.

We call these basic elements or basic movements generators in combinatorial

group theory. As its name suggests, ”generators” indicate that everything connected

to them can be built up out of them.

On the other hand, there are a lot of relations between basic elements. A proton

is made from two up quarks and a down quark. A neutron is made from two down

quarks and an up quark. The basic movements have some intrinsic properties too.

When an object is rotated by ������� , the object will go back to its original place, while

the translation has another property, an object can go to infinity by translation. We

call these relations among basic elements or basic movements relators in combinato-

rial group theory.

2.2 Alice’s Bestbuy’s nightmare

Alice’s computer crashed because of a recent HDD virus. She decided to get a new

computer from Bestbuy. She picked up her favorite Sony Vaio because of its cute

design. She went to the checkout counter:

”How much is the notebook?”
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”You are the lucky one, it is on sale right now. It is just fifteen hundred.”

”Wow! That’s a good deal, I will take it. ”

”Cash or credit”

”Do you accept Visa?”

”Sure, but I have to make a copy of your ID and credit card since it is a big

transaction.”

Alice hesitated for a while and gave the salesman her License ID and credit card.

”Here are my license and credit card.”

”Thank you! You are all set. Enjoy your notebook!”

One month later, Alice received her credit card bill. To her surprise, she found a

lot of strange transactions that she had no idea about. She decided to call the credit

card customer service.

...

”My name is Mike, How can I help you today?”

”I have a lot of unknown transactions on my bill.”

”let me take a look at your bill. I am sorry, Alice! All those transactions were

accompanied with sufficient information, such as your credit card number and your

driver license number.”

”But I am pretty sure that I have never made those transactions.”

”I don’t know, there are a lot of identity problems these days. We can report this

to police if you like.”

”Can I cancel those transactions?”

”Sorry, they are made online for downloading software, so we can not trace the

transactions and the transactions can not be rolled back. So I am afraid that you have
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to pay your bill. And after that, I suggest you cancel your credit card.”

The problem here is when you try to prove you are who you are, other people can

steal your information. One way to avoid it is to use so called zero-knowledge. Zero-

knowledge proofs are proofs that yield nothing beyond the validity of the assertion.

A simple zero knowledge scheme, due to Fiat and Shamir, is introduced in Chapter

4.

2.3 Overview of this chapter

In the next section we establish some notation and formally define group, ring, free

group, group presentation, matrix group and related concepts. In section 5 we present

a preliminary overview of some cryptography definitions. In section 6 we discuss

zero knowledge interactive proof systems. Readers with a good background in group

theory and zero knowledge interactive proofs may choose to skip all these sections.

2.4 Group theory

We recall some basic definitions in group theory. If the reader is not familiar with

these concepts please refer to our references [9], [10], [39], [62], [63], [64], [85].

Definition 1 : A group is a pair (G,*) where G is a non-empty set and * is a binary

operation on G satisfying the following conditions.

1) For any � � � ����� � , ����� � 		�
���
��� � � �
� 	 .
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2) There is an element � � � such that ����� ���
��� ��� for every � � � .

3) For every � � � , there exists a unique element h such that � ��� ��� �	� ��� .
The element � is termed the inverse of � and is usually denoted by ��

���

Usually the symbol * is omitted and we write �
�

for ���
�
.

If for every pair � � � � � , ���
�
�
�
� � , we say that the group � is abelian.

Let (G,*) be a group and let H be a subset of G. If � is a group with respect to

the binary operation * restricted to � , then we say H is a subgroup of G, denoted as

��� � ,

Definition 2 Let G be a group, ��� � . Then for a fixed � � � , a right coset of H in

G is

��� ����������� �������

A left coset of H in G is

��� ������� ��� �������

The right cosets of a subgroup have the following properties:

1. �!� � �"����# if and only if �%$&� ��

� ��� ;

2. Either ��� � ���!�'# or else �!� �)( ����# ��* ;

3. Every element � � � is an element of some right coset.
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Definition 3 A subgroup H of a group G is called a normal subgroup of G if ��� �

� � for all � � � .

Definition 4 Let N be a normal subgroups of group G and consider the set of all left

cosets . This set will be denoted by G/N. If we define aN*bN=(aN)(bN)=(ab)N for

any � � � � � , we claim that this defines a binary operation on ����� and that this

turns ����� into a group, called the factor group of G with respect to N.

Definition 5 A ring is a set R with two binary operations + and * satisfying the

following axioms:

1. (a + b) + c = a + (b + c) for all a, b, c in R;

2. (ab)c = a(bc) for all a, b, c in R, where here we denote x*y simply by xy;

3. a + b = b + a for all a, b in R;

4. There exists an element 0 in R such that 0 + a = a for all a in R;

5. For every a in R, there corresponds an element -a in R, satisfying

��� ��� ��	 � �
	

6. a(b + c) = ab + ac and (a + b)c = ac + bc for all a, b, c in R.

The ring R is termed commutative if a b = b a for all a, b in R.

2.4.1 Free groups

If G is a group and X is a subset of G, we denote the smallest subgroup of G contain-

ing X by gp(X). It follows that
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��� ��� 	 � �����	�� � � �
� ���
 � ��� ��� ����� ��� $'���

If � �	�� � � ��� � �
 and ��� �� � � �
� � �
 are two products with ��� ����� ��� , ��� ��� $ , ��� ��� $ , then

they are said to be identical if  �"! , ��� �#��� and ��� �#��� for i=1, ..., m. Two products

are said to be different if they are not identical. It is easy to see that two different

products can give rise to the same element of G.

A product � � �� � � �
� �$�
 , where ��� ��� and ��� �%� $ , is said to be a reduced X-product

or a reduced product if ��� �&���(' � implies �)�+*���,�(' � �

Definition 6 A group G is said to be a free group freely generated by the set � � �
if

(1) gp(X)=G;

(2) two different reduced X-products define different non-unit elements of G.

2.4.2 Group presentations

A group G is said to be generated by the set � � � if gp(X)=G. The definition of

gp(X) is the same as in Section 2.4.1. All elements in this set are called generators of

G.

Given a group G and a set X= ��� � � ��# � � � � � � 
 � of generators, an unworked out

product of generators is called an X–word or simply a word of G. Usually we denote

it as - � � � � ��# � � � � � � 
 	 . Sometimes we just use W if it is clear what is meant from the

context.

Let ��� � � �'# � � � � � � 
 � generate the group � . A word . � � � � ��# � � � � � � 
 	 which defines
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the identity element 1 in group G is called a relator. The equation

. � � � � ��# � � � � � � 
 	 � �
� � � � ��# � � � � � � 
 	

is called a relation if the word . �	

� is a relator. A set of relators ��� � ��� # � � � � ��� 
 � is

a set of defining relators if all other relators are consequences of this set, i.e., follow

from them the group laws or, in other words, can be derived from them.

Describing a group in terms of a set of generators X and a set of defining relators

R is called presentation of a group. Suppose X= ��� � � ��# � � � � � and R= ��� � ���&# � � � � � , we

write � ��� � � �)� # � � � � 	�� � ���&# � � � ��� .

We say a presentation is finitely generated(related) if the number of genera-

tors(relators) in it is finite. If a presentation is both finitely generated and finitely

related, we say that the presentation is finite. The relation between groups and pre-

sentations is shown by the following theorem:

Theorem 1 Given a set of distinct symbols a, b, c, ... and a set(possibly empty) of

words P, Q, R ,... in a, b, c, ... there is a unique group with presentation [64]

� � � � ��� � � � � 	 ����� ��. � � � �	�

For example: � � � � � is a free group with two generators. The number of

elements in a free set of generators of a free group, is an invariant of the free group,

termed its rank. Thus � � � � � is a free group of rank 2. � � � � 	�� � � 

� � 

��� is an

abelian group with two generators.
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2.4.3 Matrix groups

Our schemes will involve free subgroups of various matrix groups. Recall that if R is

a ring with identity 1, then the set . 
 of all  �� matrices

�
� �

��������
�

� � � � � # � � � � � 

� # � � # # � � � � # 

� � �
� 
 � � 
 # � � � � 
 


���������
�
�

becomes a ring with identity under the usual matrix operations of addition and mul-

tiplication.

We denote the set of all invertible elements of . 
 by � ���  ��. 	 . It follows

that GL(n,R) is a group under matrix multiplication. The subset of all elements of

� ���  ��. 	 of determinant 1 is a subgroup of GL(n,R), which we denote by SL(n,R).

We shall be concerned with the special case that . � � and  � � , which we will

discuss more fully in Chapter 5.

2.5 Cryptographic background

2.5.1 Basic computational complexity theory

We will begin with the definition of a few complexity classes.

Definition 7 P: P is the set of decision problems solvable in polynomial time.

NP: NP is the set of decision problems whose YES answers are checkable in

polynomial time.
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BPP: We say that language L has an algorithm with error probability � if there is

a non–deterministic Turing machine M such that

1) For all � � � , � ��� ��� � � � � �)����� �	��
 $ � � , and

2) For all � � � , � ��� ��� � � � � �)����� �	���%� .

One way function

Definition 8 Informally, a function f(x) is a one-way function if

1). The description of f is publicly known and does not require any secret infor-

mation for its computation.

2). Given x, it is easy to compute f(x).

3). Given y, in the range of f, it is hard to find an x such that f(x)=y.

Somehow, the following are usually considered (have not been proven) to give

rise to one-way functions:

1). The factoring problem: f(p,q)=pq, for randomly chosen primes p, q.

2). The discrete logarithm problem: f(N,g,x)= ��
 (mod N), where N, g and x are

integers.

3). The RSA one way function.

4). The subset sum problem.

5). The quadratic residue problem.

Computational indistinguishability

A central notion in modern cryptography is that of ”effective similarity”. The un-

derlying theory is that we do not care whether or not objects are equal; all we care
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about is whether or not a difference between the objects can be observed by a feasible

computation. In case the answer is negative, the two objects are equivalent as far as

any practical application is concerned.

The asymptotic formulation of computational indistinguishability refers to (pairs

of) probability ensembles, which are infinite sequences of finite distributions, rather

than to (pairs of) finite distributions. Specifically, we consider sequences indexed

by strings (rather than by integers (in unary representation)). For � � � � � $'��� , we

consider the probability ensembles X = ������������� and Y = � 	 �������
� , where each ���
(respectively,

	 � ) is a distribution that ranges over strings of length polynomial in

 � �
��� . We say that X and Y are computationally indistinguishable if for every

feasible algorithm A the difference

��� �  	 �#! � � ���
����� ��� � � � �
��� � ����� � $ � � � � ��� � 	 ��� � $ � �

is a negligible function in �
� � . That is:

Definition 9 Computational indistinguishability [43] We say that � � �����������
�
and

	
� � 	 ��������� are computationally indistinguishable if for every family of

polynomial-size circuits � Dn � , every polynomial p, all sufficiently large n and ev-

ery � � � � � $'���������! 

" ( � ,

� � � ��#  � ��� � � $ � � � � ��#  � 	 ��� � $ � � � $
� �  	

where the probabilities are taken over the relevant distribution (i.e., either ��� or
	 � ).

That is, we think of D = � Dn � as of somebody who wishes to distinguish two distribu-
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tions (based on a sample given to it), and think of 1 as of D’s verdict that the sample

was drawn according to the first distribution. Saying that the two distributions are

computationally indistinguishable means that if D is an efficient procedure then its

verdict is not really meaningful (because the verdict is almost as often 1 when the

input is drawn from the first distribution as when the input is drawn from the second

distribution).

2.5.2 Public key system

Symmetric cryptography, or secret key cryptography has been in use for thousands of

years. It involves the use of a secret key known only to the participants of the secure

communication. If Bob wants to send the message M securely over a public channel

to Alice, he uses the key K and the encryption algorithm ��� � � 	 to send the cipher

text to Alice. Alice will decrypt the received ciphertext and use the decryption algo-

rithm
# � ����	 to gain access to the message. DES, 3DES and AES [23], [24], [40]

are examples of symmetric cryptography.

Asymmetric cryptography, also called public key cryptography, is a relatively

new field. It was invented by Diffie and Hellman in 1976 [29]. The essential differ-

ence to symmetric cryptography is that this kind of algorithm uses two different keys

for encryption and decryption.

Each participant in a secure communication owns a unique pair of keys, a public

key p and a secret key s. The keys p and s are mathematically dependent on each

other. A requirement of the asymmetric algorithm is that p can be computed easily

from s while obtaining s from p is computationally infeasible. This property allows
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Figure 2.1: Public Cryptography Example.

one to make p publicly known while s must be kept secret by its owner.

The following example illustrates the framework of a typical public-key crypto-

graphic system:

Suppose that Bob wants to send a message M to Alice over an insecure channel.

Bob knows Alice’s public key ��� in advance. Bob uses the encryption algorithm � � �

and Alice’s public key ��� to make the cipher text ��� � � � �
� 	 �

Alice uses the decryption algorithm
#�� � and her secret key ��� to compute Bob’s

message ! �
#�� � � � 	 . Because ��� is known only to Alice and cannot be obtained

from her public key ��� , this procedure is secure.

The RSA algorithm, the Diffie-Hellman algorithm and the method using elliptic

curves are typical public key cryptographic systems.
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2.6 Zero-knowledge proof systems

We recall some basic definitions in zero-knowledge. If the reader is not familiar with

these concepts, please refer to our references [43], [42], [44], [46].

A mathematical proof is a sequence consisting of statements that are either ax-

ioms or are derived from previous statements via accepted deduction rules. However,

in a zero knowledge scheme, the notion of a ”proof” is not a fixed object but rather a

process by which the validity of an assertion is established. For example, the cross-

examination of a witness in court is considered a proof in law, and failure to answer

a rival’s claim is considered a proof in philosophical, political and sometimes even

technical discussions. We will be examining zero-knowledge proof systems. In this

section we introduce the basic concepts of particular importance of the distinction

between a proof in the mathematical sense and a proof in a zero-knowledge scheme.

A proof system consists of a proof machine and a verification machine. We usu-

ally use P to stand for proof machine and V to stand for verification machine.

Two fundamental properties of a proof system are its soundness and complete-

ness. The soundness property asserts that the verification procedure cannot be

”tricked” into accepting false statements. On the other hand, completeness captures

the ability of some prover to convince the verifier of true statements.

Both properties are essential to the very notion of a proof system. We are now

ready to define the concept of perfect zero-knowledge.

Definition 10 Let (P, V) be an interactive proof system for some language L. We

say that (P, V) is perfect zero-knowledge if for every probabilistic polynomial time

interactive machine V* there exists an (ordinary) probabilistic polynomial time algo-
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rithm M* so that for every � � � the following two random variables are identically

distributed

a) � ��� � ��	 (x) (i.e., the output of the interactive machine V* after interacting with

the interactive machine P on common input x;

b)
� � (x) (i.e., the output of machine

� � on input x).

Related to perfect zero-knowledge is black-box simulation of perfect zero-

knowledge.

Definition 11 Denoting the running time of machine
� � when interacting with P on

input x as ��� ! � � � � � � 	 , an interactive proof system for a language L is black-box

simulation zero-knowledge if there exists a probabilistic polynomial-time algorithm

Mu such that for every polynomial Q the distribution ensembles � � � 	 � � � � � 	  
 � ��� " ���
and

�
	�� � ��� 	  
 � ��� " ��� are polynomially indistinguishable even when the distinguish-

ers are allowed black access to
� � , where

#
� �
� � � � � 	 � � � � �  � ��� ! � � � � ��� 	 
 � ��� 	 �

.
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Public-key encoding schemes based

on matrix groups

3.1 The history of cryptography

Private key cryptography, also called symmetric key cryptography, is perhaps the

most traditional method of cryptography. Two parties have a secret key that only

they know. They also have a function T used to encrypt messages. Perhaps the

earliest cryptographic system was developed by the Greek historian Polybios.

In 1977 the National Bureau of Standards created the Data Encryption Standard

(DES) which was quite revolutionary at the time. DES was the first attempt at cre-

ating a universal encryption standard. In the January 1997 edition of the Federal

Register, the U.S. National Institute of Standards and Technology (NIST) published

a request for information regarding the creation of a new Advanced Encryption Stan-

dard (AES) for non-classified government documents.

21
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The idea of public key cryptography, also referred to as asymmetric key cryptog-

raphy, was first presented by Martin Hellman, Ralph Merkle, and Whitfield Diffie at

Stanford University in 1976 [29]. The main idea behind public key cryptography is

that not only can one make his/her algorithm public, one can make his/her key pub-

lic as well. A person might publish their public key in a directory, and anyone who

wishes to send that person secure information can encrypt that information using the

public key and send it over insecure channels. Then when the cipher text gets to

the receiver, she/he can decrypt it using her/his private key. This way, anyone can

encrypt information, but only the person with the private key can decrypt it. Public

key cryptography is very much like looking up someone’s phone number in a large

telephone directory. If you know the person’s name, like having the private key, it is

easy to find out her/his information. If, however, you only have her/his phone num-

ber you would have to search each entry one by one to find her/his name. Thus, the

bigger the number of names, the harder and harder it would become to find a person.

Most public key cryptographic systems presently in use, such as the RSA algo-

rithm, the Diffie-Hellman algorithm and the method using elliptic curves are based

on number theory and hence depend a part on the structure of finite abelian groups.

One of the earliest descriptions of a free group cryptographic system as well as a

homomorphic version of it was in a paper by W. Magnus in the early 1970s [63].

In 1999, the Arithmetical key exchange [3] was introduced by Anshel, Anshel and

Goldfeld. By contrast with other public schemes, it made use of a family of infinite

non-abelian groups knows as braid groups and combinatorial group theory. A lot of

cryptographic systems based on braid groups have been proposed and investigated

since then [3], [28], [48], [59], [78].
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We propose the following public-key encoding cryptographic system using ma-

trix groups over polynomial rings. There are a number of aspects of this crypto-

graphic system, which we will describe in detail in the latter chapters. This chapter

is devoted to evolve basic steps of our public-key cryptographic system.

3.2 Cryptographic scheme based on matrix groups

We notice the following design properties of various encoding systems. The English

language is made up from various letters, quotation marks, commas, etc. The dec-

imal digit system uses digits 0,1,2,...9. The computer encoding system depends on

two bits: 0 and 1. The basic idea behind the encoding system is that they all have

some elementary symbols and a different arrangement of these symbols stands for a

different message. This allows us to use matrices to encode messages as we will see

below.

Recall that binary representation uses two bits: 0 and 1. 0 and 1 are just two

symbols here and we can replace them with any two arbitrary symbols. Let’s use��
� � $
$ $

���
� in place of 0 and use

��
� $ �

$ $

���
� in place of 1. Under the new encoding

system, we can use the sequence

��
� � $
$ $

���
�

��
� $ �

$ $

���
�

��
� � $
$ $

���
�

��
� $ �

$ $

���
�

��
� � $
$ $

���
�

to stand for the corresponding binary 01010.

It turns out that if we now multiply these matrices using matrix multiplication,
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the result is uniquely determined by the sequence we start out with. Moreover given

the matrix we have now obtained, we can decompose it uniquely as a product of the

matrices given at the outset. The decomposition details will be given in Chapter 6.

Based on this idea, we have the following public-key cryptographic system based

on matrix groups. Our scenario is that Bob wants to send Alice a message securely

over a non-secure public channel. We will describe our method in three sections: key

setup, encryption and decryption.

3.2.1 Key setup

Alice chooses an appropriate commutative ring S and a free subgroup G of GL(n,S).

G will be freely generated by a carefully chosen set � � � �
� # � � � � � ��� � of k matrices

where k is chosen in accordance with the scheme to be discussed. It follows that each� � will take the form

� � �

��������
�

� � � � � � � # � � � � � � 

� � # � � � # # � � � � � # 

� � �
� �
 � � �
 # � � � � �
 


���������
�
�

We emphasize that G is free and is freely generated by the matrices
�
� �
� # � � � � � ��� .

The public key then is taken to be the set � � � �
� # � � � � � ��� � . This set will be the “al-

phabet” used to encode messages.

3.2.2 Encryption

To encrypt a message M, Bob follows the following procedure:
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1. Bob composes his message using the above matrices.

2. Bob multiplies the matrices resulting in the matrix
���

.

3. Bob sends
� �

to Alice.

3.2.3 Decryption

1. Alice receives the matrix
���

.

2. Alice decomposes the matrix
���

resulting in a unique product of the given

matrices. Again, the decomposition algorithm will be discussed in Chapter 6.

Here we assume that the process involved, i.e. re–expressing
� �

as a product of

the given matrices
� � , is known to everyone. We need some secret key to complete

our cryptographic system. In our scheme, we choose R to be the ring of polynomials

in a specified number of variables over the original commutative ring S. So each entry

in the matrices is a multivariable polynomial with coefficients from � .

The basic idea is to replace each of the entries � �� � in the matrices
� � with a

multi-variable polynomial. One can substitute elements coming out of � for each of

the variables in these polynomials. This will transform a matrix over the polynomial

ring over � into a matrix over the ring S. We call this set of variable values a variable

substitution. The original matrices and the variable substitution are chosen in such

a way as to ensure that the end result of this process leads to a matrix that can be

uniquely rewritten in a manner which allows us to recapture the original message.

First we will introduce our general public-key cryptographic system over polynomial

rings, then we will use an example to illustrate our scheme.
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3.3 Cryptographic system based on matrix groups

over polynomial rings

We will describe our scheme in three sections: key setup, encryption and decryption.

3.3.1 Key setup

1. Alice chooses an appropriate commutative ring S and a free subgroup G of

GL(n,S). G will be generated by a carefully chosen set
�
� �
� # � � � � � ��� of k

matrices where k is chosen in accordance with the scheme to be discussed. It

follows that each
� � will take the form

� � �

��������
�

� � � � � � � # � � � � � � 

� � # � � � # # � � � � � # 

� � �
� �
 � � �
 # � � � � �
 


� �������
�

We emphasize that G will be free and freely generated by the set
�
� �
� # �&� � � � ��� .

We assume that given a matrix
�

� � , there exists an algorithm whereby
�

can be re–expressed as a product of the matrices
�
� �
� # �&� � � � ��� and their in-

verses.

2. Alice randomly generates a set of �  # polynomials � ���� � � � �)� # �&� � � ������	 in a

chosen set of variables � � �)� # � � � � �)��� over � . The generation of the polyno-

mials is not completely random but subject to the fact that there exist elements
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�

� �
� # � � � � � � � � � such that

�  � "� � � � � �
� # � � � � � � � 	 � �  � "� �

Exactly how this is accomplished will be discussed in Chapter 8.

3. The public key then is taken to be the set:

��� � � � � � � � �

��������
�

� �� � � �� # � � � � �� 

� �# � � �# # � � � � �# 

� � �
� �
 � � �
 # � � � � �
 


���������
�
�

��������
�

� #� � � #� # � � � � #� 

� ## � � ## # � � � � ## 

� � �
� #
 � � #
 # � � � � #
 


���������
�
� � � � �

��������
�

�
�

� � �
�

� # � � � �
�

� 

�
�

# � �
�

# # � � � �
�

# 

� � �
�
�


 � �
�


 # � � � �
�


 


���������
�
�

This set will be the “alphabet” used to encode messages. The substitution

�

� �
� # � � � � � � � will be the secret key.

3.3.2 Encryption

To encrypt a message M, Bob adopts the following procedure:

1. Bob composes a message using the matrices above whose entries are polyno-

mials over � .

2. Bob multiplies the polynomial matrices to get a matrix
� �

.

3. Bob sends
� �

to Alice.
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3.3.3 Decryption

1. Alice receives the matrix
� �

.

2. Alice replaces the variables � � �)� # �&� � � ����� with the elements � � �
� # � � � � � � � from

� , resulting in the matrix
��� �

.

3. Alice decomposes the matrix
��� �

uniquely as a product of the matrices
� � s

and their inverses. The decomposition algorithm will be discussed in Chapter

6.

4. Alice replaces each of the matrices
� � with the corresponding matrices whose

entries are polynomials over � . The result is the matrix
���

which means that

Alice can now determine the message being sent by Bob.

Notice that solving the following system of equations will steal the secret key of

the scheme.

�  � "� � � � � �)� # � � � � �)��� 	 � �  � "� � �

To achieve the complexity of equation solving, we need to make sure that the sets

of polynomials involved are sufficiently complicated. If we choose  polynomials at

the outset, we usually choose the number of variables ! �  . The reason for doing

this, is that the fewer the number of variables the more redundant is the information.

On the other hand, if there are more variables, it is, in general, easier to solve the

system of equations.

Another possible attack is to try to find a way of decomposing a matrix over a

polynomial ring directly. In this case, the potential security hole lies in the polyno-

mial coefficients and their variable indexes. We will introduce polynomials based on
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equation constraints in Chapter 8 to strengthen the above scheme.

3.4 A simple example of a cryptographic system based

on matrix groups over polynomial rings

In this section we choose G= ����� �
���
	 to demonstrate our protocol. All these steps

are generated by our testing software which will be introduced in Chapter 11.

3.4.1 Key Setup

Alice randomly generates the following three items:

1. A variable list X= ��� � �)� � � � � � �)���&� .

2. A variable substitution � 1889,5162,4551,3617,-5638,-5318,-3552,3743 � .

3. Eight polynomials

� �� � � � 	 � �
���
��� � � #�������� � $ $ ��� ���	� ��
 ��� 
�
�� � ��� ���
�

� �� # ��� 	 � ������
�� #)������
�������� � � � � � � � ��
�������� ��� � ��� ��� $ ����$ ��$ � � � 
 � � � $ ��
 �

� �# � � � 	 �
�
���
� � �)��� � � $�
���� �)� � ��
�������� �

�����
��� � � #������������ �

�
��
�� � � � ��
 � �������	� � � � � � 
�� �

� �# # � � 	 � ���
�
� � �)� #�������
���� � �

�
��
�� � ��
�������� �

�	� $ ����$ ��� � ��� ��$ ��� 
�� ����� ���

� #� � ��� 	 � $ � � ����� � ����� � ���)��
�������� ��
�$ � $ � $ � � ��
 �	� ��
�� �	���

� #� # � � 	 � � � ������� ��� #���� � �
�
�
�	�
�
�
� � �

�
�	����$ �
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� ## � ��� 	 � �
� ��� � � #�������
����)������� ��$ $ � � � � � �	� $�
 � � ��� ��
 ������� � ��� � $ $ ��$ �  �

� ## # � � 	 � � ����$ $ � � ������
�������� � ������
�$ ���	� $ � � � � � � � ����$ $ ��


Now Alice will publish � � � �

��
� � �� � � �� #
� �# � � �# �

� �
� � � # �

��
� � #� � � ## �
� ## � � ## #

� �
� � . These two

matrices will be the “alphabet” used to encode messages. Notice that
�
� and

� #
freely generate a free group. To see this, first observe that

�
� and

� # are invertible.

Second that the variable substitution induces a homomorphism of � ��� �
��� � � � 	 into

� ��� �
���
	 . Since

��
� $ $
� $

���
� and

��
� � $
$ $

���
� freely generate a free group, so do

�
� and

� # .

3.4.2 Encryption

To encrypt a message M, Bob adopts the following procedure:

1. Bob composes the message using
�
� and

� # .

2. Bob multiplies the matrices resulting in
���

.

3. Bob sends
���

to Alice.

3.4.3 Decryption

1. Alice receives the matrix
� �

.

2. Alice replaces the variables substitution. The result is the matrix
� � �

.
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3. Using the procedure described in Chapter 6, Alice decomposes
� � �

into a

unique reduced product of the matrices

��
� $ $
� $

���
� and

��
� � $
$ $

���
� .

4. Alice then replaces

��
� $ $
� $

� �
� �

��
� � $
$ $

� �
� with

��
� � �� � � �� #
� �# � � �# �

� �
� �

��
� � #� � � #� #
� ## � � ## �

� �
� re-

spectively, thereby deciphering the message being sent by Bob.

3.5 Conclusion

The chapter introduced our public-key encoding protocol based on matrix groups

over polynomial rings. Compared with other cryptographic systems based on poly-

nomials [5], [50], [82], [70], we propose to use matrices as an alternative encoding

tool. The benefit from this matrix encoding scheme is that some traditional attacks

are very hard to launch. The weakness and advantage of the scheme will be discussed

in Chapter 11.

This chapter proposes our public-key encoding scheme in the following steps:

1. The chapter starts with using matrices to represent messages. We use a set of

matrix generators which form a free group. A few methods to construct free

groups of matrices will be presented in Chapter 5.

2. Use matrix composition to encrypt messages and the decomposition of the

resultant matrices to decrypt messages. The matrix decomposition algorithm

will be discussed in Chapter 6.

3. Use polynomial variable substitution to provide secret keys. The random gen-
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eration of polynomials and the scheme variants will be investigated in Chapter

8.

4. We claim that our scheme hides the underlying matrix group. This is accom-

plished by replacing each matrix entry with a polynomial. Further group hiding

techniques using various isomorphism methods will be presented in Chapter 7.



Chapter 4

Zero knowledge scheme based on

matrix groups

4.1 Introduction

Zero-knowledge proofs are proofs that yield nothing beyond the validity of the as-

sertion. We start with Alice’s Bestbuy nightmare and use the Fiat-Shamir zero-

knowledge scheme to help her.

Let’s restate Alice’s situation:

Alice has a secret confirmation number S of her credit card. She tries to prove that

she knows her magic number S. At the same time, she does not want to tell Bestbuy

her number S. Now suppose that Bestbuy has the number � # , which is called public

key and is published by the credit card company. We assume that both Alice and

Bestbuy have a calculator. This calculator can randomly generate a number and do

multiplication. It cannot compute square roots. In another words, it is impossible to

33
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Figure 4.1: Simple Zero-knowledge Scheme

compute the value of X from � # while it is possible to compute � # from X.

Now Alice and Bestbuy follow the following protocol:

Step 1: Alice comes up with a random number X and tells Bestbuy the number

� # . All these can be done using her calculator.

Step 2: Bestbuy can ask Alice one and only one of the following two questions:

i What is the value of X?

ii What is the value of X*S?

Step 3: Alice tells Bestbuy the value of X if question i) is asked;
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Alice tells Bestbuy the value of X*S if question ii) is asked.

Step 4: After repeating step 1-3 a few times, Bestbuy accepts her credit card if

Alice can always answer the chosen questions.

Otherwise, Bestbuy will reject Alice’s use of her credit card. Notice that Best-

buy can verify Alice’s answer using its calculator.

There are three aspects of this protocol: soundness, completeness and zero knowl-

edge. We have defined these three aspects in Chapter 2 and we just want to point out

three things for this protocol:

1. Alice can answer both questions if and only if she knows the value of X and

X*S. It follows that she knows the value of S because she can compute the

value S as � ��� � �
�

.

2. Every time Alice tells Bestbuy the value of X, Bestbuy does not get any in-

formation about the value of S. The informal argument is that Bestbuy can

randomly generate X, compute � # , ask the value of X and answer the question

all by itself. And this X is nothing to do with S.

3. Every time Alice tells Bestbuy the value of X*S, Bestbuy does not get any

information of the value of S either. The informal argument is that Bestbuy

can randomly generate a value Y and assume � # � ���
� � . Then as the above

simulation, Bestbuy can follow the protocol with question ii) by itself.

In this chapter we are going to introduce a zero-knowledge scheme based on

matrix groups and a zero-knowledge scheme based on matrix groups over polynomial

rings. We use the conjugacy searching problem to construct our schemes.
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Definition 12 Given a group G and two elements � �)� � � , the conjugacy searching

problem is the problem of finding an � � � such that � � ��

� � � .

In our scheme, Alice is a prover and Bob is a verifier. We will describe our

scheme in general followed by an example. We are going to introduce our zero-

knowledge scheme in two parts: key setup and zero-knowledge proof. We will also

give an informal argument about completeness, soundness and zero-knowledge of

our proposed scheme.

4.2 Zero-knowledge scheme based on matrix groups

4.2.1 Key setup

Alice will set up her secret key and her public key in this stage.

1. Alice chooses an appropriate commutative ring R and a subgroup G of

GL(n,R). G will be generated by a carefully chosen set
�
� �
� # � � � � � ��� of k

matrices where k is chosen in accordance with the scheme to be discussed.

Each
� � takes the form

� � �

��������
�

� � � � � � � # � � � � � � 

� � # � � � # # � � � � � # 

� � �
� �
 � � �
 # � � � � �
 


� �������
�
�

We emphasize that G is not necessary free for our zero-knowledge scheme,

compared to our public-key encoding scheme.
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2. Alice randomly generates two elements � � � and � � � .

3. Alice calculates � � � 

� � � .

4. Alice publishes � and � as her public keys. At the same time, she will keep �
as her secret key.

4.2.2 Zero-knowledge proof

In this stage, Alice’s objective is to convince Bob that she knows � � � without re-

vealing any information about � . The protocol is obtained by repeating the following

basic steps n times.

1. Alice randomly generates
�
� � , calculates � � � 

� � � and send z to Bob.

2. Bob randomly chooses one of two questions:

i What is the value of
�

?

ii What is the value of � � ?

3. Alice sends the answer � as follows:

� � � if the question i) is chosen in step 2;

� � � � if the question ii) is chosen in step 2.

4. Bob verifies Alice’s answer:

� ��� 

� ��� if the question i) is chosen in step 2;

� ��� 

� ��� if the question ii) is chosen in step 2.
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We argue informally that this protocol is a complete, sound and perfect zero knowl-

edge proof.

1. We first show completeness:

if the question i) is chosen in step 2, Alice can cause Bob to accept the proof

by sending ��� � .

if the question ii) is chosen in step 2, Alice can cause Bob to accept the proof

by sending � � � � . Thus a faithful prover, who knows � , can always follow

this protocol.

2. We next show soundness:

If Alice is always able to answer both questions i) and ii) in step 2, she has to

know the value of
�

and � � . This means that she can calculate � � � � � 

� . In

another word, if Alice can follow the protocol, she must know the value of � .

3. Finally we show that it is zero-knowledge:

We construct a simulator M which simulates the whole protocol without knowl-

edge of � . The complete simulation is constructed by performing the following

simulation for basic steps.

The simulator M guesses the question i) or ii) and chooses a random matrix
� �
� � . The simulator also generates a value r according to the guessed ques-

tion:

��� � � 

� � � � if the question i) is guessed.

��� � � 

� � � � if the question ii) is guessed.
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If V’s challenge at step 2 is the guessed question, M sends the value of � � � .

If the guess is not correct, then M restarts the simulation with a freshly guessed

question.

To prove that our scheme is zero knowledge, � ’s in the above simulation pro-

gram and � ’s in the above zero-knowledge proof should have the same distri-

bution. In another word, the following two pairs should have the same distri-

bution.

(a)
� 

� � � and

� � 

� � � � .

(b)
� 

� � � and

� � 

� � � � .
�

and
� �

are chosen randomly, so obviously the first pair have the same distri-

bution. The same distribution for the second pair can be shown as follows:

(a)
� 

� � � =

� 

� � 

� � � � .

(b) � � and
� �

have the same uniform distribution over G because that G is a

group.

We further use the following example to demonstrate the above zero-knowledge

scheme. The purpose of this example is to show the main idea and the conjugacy

problem used in the following example can be trivially solved.
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4.3 An example of zero-knowledge based on matrices

Our simple example uses the conjugacy searching problem of a free group G freely

generated by �

��
� � $
$ $

���
� �

��
� $ �

$ $

���
� � . We describe our scheme in two phases: key

setup phase and proof phase.

4.3.1 Key setup procedure

Alice chooses a secret key � � � , a public key � � � and computes � � � 

� � � in

this stage. For example:

� �

��
� � $
$ $

���
�

��
� $ �

$ $

���
�

��
� � $
$ $

���
�

��
� $ �

$ $

���
�

��
� � $
$ $

���
� �

��
� ��� $ �
$�
 $ $

���
� �

� �

��
� � $
$ $

���
�

��
� � $
$ $

���
�

��
� $ �

$ $

���
� �

��
� � �

� �

���
� �

� � � 

� � � �

��
� $ �

� $ $

���
�

��
� $ � $
� $ �

���
�

��
� $ � $
� $ �

���
�

��
� � � $��
$ 
 $'$

���
�

��
� � �

� �

���
� �

��
� � ��� � � $
�
� $ 
 �

���
� �

Alice publishes x and y as her public keys which will be used in the coming proof

stage. Now the scenario is that Alice tries to prove to Bob that she knows � without

giving out the value of � .
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4.3.2 The zero-knowledge proof

Step 1: Alice randomly generates

�
�

��
� � $
$ $

���
�

��
� $ �

$ $

���
� �

��
� � $
� $

���
� �

calculates

� � � 

� � � �

��
� $ �

� $ $

���
�

��
� $ � $
� $ �

���
�

��
� � ��� � ��$
�
� $ 
 �

���
�

��
� � $
� $

���
� �

��
� � $'$ $ � � � ��


��$ �	� $ $ ��$

���
�

and send z to Bob.

Step 2: Bob randomly chooses one of two questions:

i What is the value of
�

?

ii What is the value of � � ?

Step 3: Alice sends the answer � :

� � � �

��
� � $
� $

� �
� if the question i) is chosen in step 2.

� � � � �

��
� � �

� �

���
�

��
� � $
� $

���
� �

��
� ��� $ $
$�
 �

���
� if the question ii) is chosen in step

2.

Step 4: Bob verifies Alice’s answer:

� ��� 

� ��� if the question i) is chosen in step 2.
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� ��� 

� ��� if the question ii) is chosen in step 2.

Same as our public-key cryptographic scheme, we are going to introduce a zero-

knowledge scheme based on matrix groups over polynomial rings. In another words,

we choose R to be the ring of polynomials in a specified number of variables over a

second commutative ring S. So each of the entries in the matrices is a multivariable

polynomial.

4.4 Zero-knowledge based on matrix groups over poly-

nomial rings

4.4.1 Key setup

1. Alice chooses an appropriate commutative ring S and a free subgroup G of

GL(n,S). G will be generated by carefully chosen set
�
� �
� # � � � � � ��� of k ma-

trices where k is chosen in accordance with the scheme to be discussed. Each� � takes the form

� � �

��������
�

� � � � � � � # � � � � � � 

� � # � � � # # � � � � � # 

� � �
� �
 � � �
 # � � � � �
 


���������
�
�

We emphasize that G is not necessary free for our zero-knowledge scheme,

compared to our public-key encoding scheme.
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2. Alice randomly generates a set of �  # polynomials � ���� ��� � �)� # � � � � �)��� 	 in a cho-

sen set of variables � � �)� # � � � � �)��� . The generation of polynomials is not com-

pletely random but subject to the fact that there exists elements � � �
� # �&� � � � � � �

. such that

�  � "� � � � � �
� # � � � � � � � 	 � �  � "� �

Exactly how this is accomplished will be discussed in Chapter 8.

3. Notice that the set of matrices over polynomial rings:

�

��������
�

� $ � � � $ � # � � � � $ � 

� $ # � � $ # # � � � � $&# 

� � �

� $ 
 � � $ 
 # � � � � $ 
 


���������
�
�

��������
�

� � � � � � � # � � � � � � 

� ��# � � � # # � � � � ��# 

� � �

� � 
 � � � 
 # � � � � � 
 


���������
�
� � � � �

��������
�

� � � � � � � # � � � � � � 

� � # � � � # # � � � � � # 

� � �

� � 
 � � � 
 # � � � � � 
 


���������
�
�

generates a group, we denote it as GM, this group is isomorphic to the original

group G.

Alice randomly generates two elements � � � �
and � � � �

.

4. Alice calculates � � � 

� � � .

5. Alice publishes � and � as her public keys.

4.4.2 Zero-knowledge proof

In this stage, Alice tries to convince Bob that she knows � � � �
without revealing

any information about � .
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The protocol is obtained by repeating the following basic steps n times.

1. Alice randomly generates
�
� � �

, calculates � � � 

� � � and send z to Bob.

2. Bob randomly chooses one of two questions:

i What is the value of
�

?

ii What is the value of � � ?

3. Alice sends the answer � :

� � � if the question i) is chosen in step 2;

� � � � if the question ii) is chosen in step 2.

4. Bob verifies Alice’s answer:

� ��� 

� ��� if the question i) is chosen in step 2;

� ��� 

� ��� if the question ii) is chosen in step 2.

This protocol is still a complete, sound and perfect zero knowledge proof because the

informal argument for our previous zero-knowledge scheme still holds. In fact, our

previous argument is true for any arbitrary group.

4.5 Conclusion

Besides the review of Fiat-Shamir zero-knowledge scheme, this chapter also intro-

duces our two zero-knowledge schemes. Our first scheme is based on matrix groups.

The second one is based on matrix groups over polynomial rings. We use the matrix
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decomposition and conjugacy problems as our one way functions in both schemes.

The soundness, completeness and zero-knowledge of our schemes are informally

proven. Compared to traditional zero-knowledge schemes, our scheme is based on

infinite non-abelian groups and depends on a totally different arithmetic structure.

Some variants of zero knowledge schemes will be proposed in Chapter 10.



Chapter 5

Matrix groups

5.1 Introduction

In previous chapters we use matrix groups to construct our public-key protocols and

zero-knowledge protocols. In this chapter we are going to introduce a few methods

to construct matrix groups. Then we will talk about how to decompose matrices in

the next chapter.

Definition 13 Given a matrix M in a matrix group G, M is called as a scalar matrix

if and only if

1. M’s diagonal entries all contain the non-zero same element.

2. M’s other entries are all 0’s.

In fact, all scalar matrices in a matrix group G form a normal subgroup of G.

Considering SL(n,R) group, we have the following definition of PSL(n,R):

46
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Definition 14 The projective special linear group PSL(n,R) is the factor group
���  
 � � "���  
 � � " , where DL(n,R) is the scalar matrix group of SL(n,R).

At first, the chapter investigates the matrix group � ��� �
���
	 . We discuss relations

among � ��� �
���
	 , ����� �
���
	 and ������� �
���
	 . Secondly, the chapter introduces two

free subgroups of ������� �
���
	 and two free subgroups of ����� �
����	 . We claim that

these subgroups can be used in our public-key encoding scheme. We also propose

four methods to construct matrix groups based on the isomorphism problem. In

another words, given a matrix group G, we use our methods to construct another

matrix group and the new matrix group is isomorphic to the original group G. Finally,

we take a quick review of a few methods to construct new groups from existing ones.

We claim that these methods can be used to implement our zero-knowledge protocols.

5.2
�����
	���
��

and � ���
	���
��

Recall that ����� �
����	 consists of all � � � matrices on � whose determinant is 1. By

definition, group ����� �����
	 consists of all invertible � � � matrices on � . In fact,

� ��� �
���
	 consists of all � � � matrices over � whose determinant is 1 or -1.

Besides the above observation, we also observe the following relation between

����� �
����	 and ������� �
���
	 :

5.2.1 ������������� and  !�"���#�$�����
There exists only two scalar matrices in ����� �����
	 , the identity matrix and

��
� � $ �

� � $

���
� .

Notice that
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��
� � $ �

� � $

���
�

��
� � �

�
�

���
� �

��
� � �

�
�

���
�

��
� � $ �

� � $

���
� �

��
� � � � �

� � � �

���
� � �

��
� � �

�
�

���
� �

By the definition of ������� �
����	 , two matrices M and -M are treated as different

elements in ����� �����
	 while they are treated as the same element in ������� �
���
	 . Based

on the above observation, two matrices
�
� �
� #�� ����� �
���
	 are the same element in

������� �
���
	 if and only if
�
� �

� # or
�
� � � � # in ����� �
����	 .

The following sections describe a presentation for ������� �
���
	 and use this pre-

sentation to construct free subgroups of ������� �
���
	 .

5.2.2 Presentation for matrix group  !�"���#�$�����
Based on the decomposition algorithm we are going to describe in Chapter 6, any

matrix in ������� �
����	 can be decomposed into a product of �

��
� � $
� $ �

���
� , �

��
� $ $
� $

���
�

and their inverses, i.e. ������� �
����	 is generated by �

��
� � $
� $ �

� �
� and �

��
� $ $
� $

� �
� .

Further, ������� �
���
	 can be defined by two relators: � �

��
� � $
� $ �

� �
� 	 # , � �

��
� � $
� $ �

� �
� �

��
� $ $
� $

���
� 	 � [4], [60].

In another words, ������� �
���
	 has the following presentation:

������� �����
	 � � � � � 	 � # � � � � 	 � � . In more detail, if F is the free group on s, t and
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�
is the homomorphism of F onto ������� �
����	 defined by

��� �

��
� � � $
� $ � �

���
� �

��� �

��
� $ � $
� � $

� �
� �

Then the kernel of
�

is the smallest normal subgroup of F containing � # and � � � 	 � .
We often abuse notation by setting

�����

��
� � $
� $ �

� �
� 	

� ���

��
� $ $
� $

���
� �

The following section describes two free subgroups of ������� �
���
	 from the point

of combinatorial group theory view.

5.2.3 Free subgroups of  �������������
Considering a group G presented as follows: � ��� � � � 	 � # � � � � 	 � � . Then � �

��� � � � � � � ��� 	 is free on t and a. It follows that � ����� � � ���


� � � ����
 # � � # ����
 � � � � ����
 
 � � 
 � � � � ����
 
 � � 
 	
is also free on the group generators(see the appendix). Actually any torsion-free sub-

group is free. Hence randomly generating matrices will almost always produce free

subgroups [38].
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In view of the matrix representation given for ������� �
����	 , let � ���

��
� $ $
� $

���
� ��� �

�

��
� � $
$ $

���
� . ThenT is a subgroup of ������� �
���
	 and it is free on t and a.

Similarly we can identify H with ��� �	�

��
� $ $
� $

���
� ���

��
� � $
� $ �

���
� � � � � 	

Because n is an arbitrary number, we can construct a free matrix group with any

number of group generators.

5.2.4 Free subgroups of ����������� �
In the above section, we introduced a method to construct free subgroups of

������� �
���
	 . If a set of matrices ��� �
� ���

� # �&� � � ��� � 
 ��� � � � ������� �����
	 � freely

generate a free group, then the corresponding set of matrices � � � �
� # � � � � � � 
 � � � �

����� �
����	 � also freely generate a free subgroup of ����� �
���
	 . This follows from the

fact that the canonical homomorphism from ����� �����
	 onto ������� �
���
	 will map a

reduced word in
�
� �
� # � � � � � � 
 to a reduced word in � �

� ���
� # �&� � � ��� � 
 . Since

such a reduced word in ������� �
����	 is not 1, the same is true of the original word in

����� �
����	 .
Recall that in our public-key cryptographic scheme, we use a free matrix group

with n generators. The above group construction provides a simple way to implement

our encoding scheme using an arbitrary number of generators. In the following sec-

tion, we describe three methods to construct new matrix groups from existing matrix

groups.
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5.3 Matrix group constructions using isomorphisms

In this section, our objective is to construct some new matrix groups from existing

ones. Our purpose is to make the new group more complicated. We will not formally

discuss the complexity of groups. Instead, we provide a lot of flexible constructions

of various groups. When this is applied to our protocol, attackers will not know

which groups are being used. The details of scheme will be discussed in Chapter 7.

5.3.1 Constructing new matrix groups by increasing their sizes

Our first method is to build new matrix groups by increasing their sizes. As we

noticed, there doesn’t exist any algorithm to decompose a matrix in ����� � ���
	 or

����� � ����	 into a product of its group generators. We believe that a higher dimension

matrix is more complex than a lower dimension one.

Given a free group � � freely generating by a set of ! � ! matrices over ring R

so that every element in the set takes the following form:

��������
�

� � � � � # � � � � � � �
��# � � # # � � � � ��# �
� � �
� � � � � # � � � � � � �

� �������
�

, we

can increase the matrix group dimension by mapping any element in the set to the
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following nXn matrix form:

�����������������������������������
�

$ � � � � � � � � � � ��� � � � �

� $ � � � � � � � � � ��� � � � �

� � �
� � � � � $ � � � � � ��� � � � �

� � � � � � � � � � � � � � � � ��� � � � �

� � � � � � ��# � � � � � � # � ��� � � � �

� � �
� � � � � � � � � � � � � � � � ��� � � � �

� � � � � � � � � � � $ � � � � �

� � �
� � � � � � � � � � � ��� � � $ �

� � � � � � � � � � � ��� � � � $

� ����������������������������������
�

In another words, we introduce one identity matrix in the left-top and right-

bottom respectively. It is obvious that the new matrix group is also a free group.

For example, suppose G is a free group freely generated by the following two

� � � matrices:

�
�

��
� �
$ � $
� $ � $

���
� and � �

��
� � � �

�

� �
�
�

���
� .

Replace A with C and replace B with D, where
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� �

��������
�

�
$ � $ � �

� $ � $ � �

� � $ �

� � � $

���������
�
	

#
�

��������
�

� �
�
� � �

� �
�
� � �

� � $ �

� � � $

� �������
�
�

Then C and D will also freely generate a free group isomorphic to G.

5.3.2 Construct a matrix group by matrix transformations

The second method is to construct new matrix groups from existing ones with the

same size. The construction is based on the following lemma:

Lemma 1 Given a group G, if a free subgroup � � � is freely generated by

��� � � ��# � � � � � � 
 � and y is chosen from G, then the set ��� 

� � � � ���


� ��#�� � � � � ��� 

� � 
 � �
freely generates a new free group � � and � � is isomorphic to H.

Apply this to the matrix representation, we have the following method to con-

struct a new matrix group.

Given any  �  free matrix group � � � � � � ��# � � � � � 
 � , we choose a
	
� �

and construct a new matrix group

� � ��� 	 

� � �
	 � 	 

� ��# 	 �&� � � � 	 

� � 
 	 ���
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By the above lemma, the new group � � is also a free group.

5.3.3 Construct matrix groups by free group isomorphisms

Our third method is based on the following definition and theorem:

Definition 15 Consider a free group F freely generated by a set of generators X,

1. For any x in X, let � 
 be the automorphism carrying x into ��

� and leaving X-x

fixed.

2. For any x, y in X, where � *�"� , let
�

 � be the automorphism carrying x into xy

and leaving X-x fixed.

Theorem 2 Let Aut(F) be the group of all automorphism of the free group F and let
� 	 ��� ����	 be the group generated by all of its automorphisms composed by � 
 and
�

 � . Then

� 	 ��� ����	 � � 	 � ����	 if F is finitely generated [62].

Now suppose that
�
� �
� # � � � � � � 
 freely generate a group G of matrices. We can

generate an automorphism � of the free group on
�
� �
� # � � � � � � 
 using the automor-

phism described in Definition 15. We will make use of Theorem 2 in Chapter 7 where

we will discuss a new version of our public key cryptography.

5.3.4 Further research on group constructions

As we mentioned, our zero-knowledge doesn’t require that its underlying group is

a free group. We also can use traditional group construction methods to form new

groups, such as direct products, semidirect products, free products, amalgamated

products, HNN extensions and factor groups.
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The following issues but not limited to these issues still need further research:

1) What is the complexity relation between new groups and existing ones? The

reference [66] gives some surveys about this issue.

2) As for group constructions, some programming algorithms are needed for our

research purposes. Specifically, how can we use a few parameters to flexibly provide

a large variety of groups?

3) The specific protocol related problem should be addressed. In our case, the

decomposition algorithm should be addressed for newly constructed groups.

5.4 Conclusion

This chapter examines relations among group ����� �����
	 , ����� �
���
	 and ������� �����
	 .
We introduce presentation for ������� �
���
	 , matrix representation for ������� �
���
	 and

its free subgroups. We also informally discuss presentation, matrix generators and its

subgroups for ����� �
���
	 . We claim that these subgroups can be used to implement our

public-key encoding protocols. We describe three methods to construct new matrix

groups from existing ones.

We emphasize that most of our methods are based on non-abelian infinite groups

which are different from other traditional cryptography schemes. Our purpose is to

demonstrate that matrix groups can provide a good fundamental arithmetical struc-

ture to construct cryptography systems. Further research needs to be done about how

to apply group constructions to create new cryptography systems.



Chapter 6

Matrix decomposition

6.1 Introduction

Let G be a group of matrices generated by
�
� �
� # � � � � � � 
 and matrix

�
� � , it is

not easy to express M in terms of these generators. We refer to the process of writing

in terms of
�
� �
� # � � � � � � 
 as a decomposition algorithm if it exists. In general, such

algorithm doesn’t exist (e.g. see [66]).

At first, we introduce a decomposition algorithm for ������� �
���
	 . We will re-

fer to this algorithm as the ������� �����
	 decomposition algorithm. Then we use the

Reidemeister-Schreier Rewriting method to decompose subgroups of ������� �
���
	 .
We refer to this method as the Reidemeister-Schreier matrix decomposition algo-

rithm.

56
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6.2 Decomposition algorithms for the groups
� � ���
	 � 
 �

and � ���
	���
 �

In Chapter 5, we claim that the group ������� �
���
	 can be generated by the following

two matrices:

�����

��
� � $
� $ �

���
� �

� ���

��
� $ $
� $

���
� �

Given a matrix � � ������� �����
	 , our objective is to rewrite it in terms of the

generators: � � � . At first we will talk about a decomposition algorithm for ������� �
���
	
followed by a decomposition algorithm for ����� �����
	 .

6.2.1 Decomposition algorithm for the group  ����������� �
This can be described in the following manner. Let � and � be defined as above and

let

� ���

��
� � �

�
�

� �
�

be in ������� �
���
	 . Then
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� � �%�

��
� �

�

� � � �

���
� ���

��
� � � � �

�
�

���
� �

�
�

� �

��
� ��� � � � � � �

�
�

���
� �

Therefore by multiplying on its left by � and then by an appropriate �
�

we can

make the lower left entry of T positive and smaller. Continuing in this way we find

that

�
�

� � �
�

� � � � � �
�

� � ���

��
� � �

�
�

� �
� �

Since � � � $ this implies that the right hand side

�

��
� � �

�
�

���
� ���

��
� $ �

� $

���
� � ��� �

This then expresses the matrix � as a word - � � � � 	 .

This algorithm also proves that ������� �
���
	 can be generated by s and t.

6.2.2 Decompose ����������� � using the  ������������� decomposition al-

gorithm

Given a matrix
�

� ����� �
����	 , we view M as an element of ������� �
���
	 and work

now on ������� �����
	 . Notice that
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� ��
� � $ �

� � $

���
� �

��
� � $ �

� � $

���
� �

and

��
� � $ �

� � $

���
�
#

�

��
� $ �

� $

���
� �

Given a matrix � � in ����� �
���
	 , it can be decomposed into a product of ����� �
����	
generators as follows:

1. Transform the matrix � � into corresponding form T of ������� �
���
	 matrix.

2. Decompose T into a product of ������� �����
	 generators.

3. Transform the product of ������� �
���
	 generators into corresponding ����� �
����	
form.

4. If necessary, put

��
� � $ �

� � $

���
� in front of the product.

Given a subgroup of ������� �
���
	 , if each of its elements can be decomposed into

a product of a given set of generators of that subgroup. Then we can use the above

algorithm to decompose any element in the corresponding subgroup of ����� �
���
	 .
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6.3 Decomposition algorithm for the elements of sub-

groups of
� � ���
	 � 
 �

As discussed in Chapter 5, it is possible to construct a free group on any number

of free generators. This section uses the Reidemeister-Schreier Rewriting Process

to decompose an element in a given subgroup of ������� �����
	 as a product of its

given generators. At first, we describe the Reidemeister-Schreier theorem and the

Reidemeister-Schreier rewriting process. Then we will apply this method to decom-

pose subgroups of ������� �
���
	 .

6.3.1 Introduction to the Reidemeister-Schreier method

Definition 16 Let G be a group and � � � . Then a complete set of representatives

of the right cosets Hg of H in G is a set R consisting of one element from each coset.

The element in R coming from the coset Hg is termed the representative of Hg or

sometimes the representative of any element x in Hg. If $ � . , R is termed a right

transversal of H in G.

Given an element � � � and a right transversal, we denote the representative of

x by � .

Theorem 3 Let G be a group generated by a set X, � � � and let S be a right

transversal of H in G. Then

1. � ����� � � � � �)� 	 � � � � � 

� � ��� � �)� � � 	 �
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2. Given a set of R of defining relators for G, then H can be defined by the set of

relators of the form ��� � � � �'

� 	�� � � � ��� � . � where � � � ���'

��	 is a word in the

generators �
� � �)� 	 of H.

To prove the above theorem, the interested reader can refer to [10].

6.3.2 The Reidemeister-Schreier rewriting process

Let G be a group generated by X, � � � and let S be a right transversal of H in G.

We can find a presentation for the group H from the presentation for G according to

the above theorem.

Suppose � � � � ��#&� � � � � � � ( � � ��� # �&� � � � � � ��� � 

� ), we can also rewrite w

as a product � � � ��� 	 as follows:

1. Put � � =representative in S of � ��� � � � #�� � � � � and denoted by � � , so � � � �

��� � � ��� ����� .

2. Replace � � by � � 

� � � � � 

� � � 

� if � �	� � ;

3. Replace � � by � � � � 

�� � � � 

�� 

� 	�

� if � � ��� 

� .

The resultant expression rewrites w as a product of terms which take the form

� � � � 

� or � � � � � 

� 	 

� .
This process is referred as the rewriting method of Reidemeister-Schreier.

6.3.3 Decomposition of elements in given subgroups of  ����������� �
In the following section, we use the Reidemeister-Schreier rewriting process to de-

compose elements in given subgroups of ������� �
���
	 .
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Example 1:

let G be presentation � � ��� 	 � # � � � ��� 	 � � for ������� �
���
	 and � ��� � ��� �

� ��� � ( � ������� �
���
	 ).

� � � �������

��
� � $ �

$ � $

� �
� �

� ���

��
� $ $
� $

� �
� �

The right transversal S of � � ������� �
���
	 is ��$ � �'� . To see this,

1. s is not in H. So s is in a different coset than 1.

2. Any member of H will take form � ��� � � � � � � � � � � � � � � � .

(a) if � � � � , we transform � � � � as � � � � � � ��� � � � � 

� � � � ��� 	 � � � .

(b) if � � � � , we transform � � � � as � � � � � � � 

� � � � � � ' � � � � ��� 	 

� � � � � ' � �
� � ��� 	 � � � .

3. Repeat the above step for � # � � � � � � 
 .

Now given a matrix M in H, we can use the following procedure to decompose it

into a product of generators of H:

1. Decompose M as a product of ������� �
���
	 matrix generators.

2. Map ������� �
���
	 matrix generators to its combinatorial symbols.

3. Use the Reidemeister-Schreier rewriting process to rewrite a ������� �
���
	 gen-

erator product into a � generator product.
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4. Map � combinatorial symbols into matrix generators.

Example 2: The right transversal S of � � � � � � � � 

� � � � � � � 
 

� � � � 
 
 � � � � � in

� ��� � � � � is:

� � � � � � � � �����

In fact, H is the kernel subgroup of
�

where
��� � � � ��� � � by � � $ � � �

� .

Example 3: Given a word
�
�
�
�
� 
 # � � � � 

� � � , rewrite it as a product of H

generators:

1. Rewrite
�

as $ � $ � 

� � $ .

2. Rewrite
�
� as

�
�
�
� 

� � �

�
� 

� .

3. Rewrite
�
�
�

as
�
�
� 

� � � � # 

� � �

�
� 

� .

4. Rewrite
�
�
�
� as

�
�
� 

� � # � � # � 

� � �

�
� 

� � # � � 
 # .

5. Rewrite
�
�
�
�
� 

� as

�
�
� 

� � # � � 
 # � � � � � 

� 	 

� � �

�
� 

� � # � � 
 # .

6. Rewrite
�
�
�
�
� 
 # as

�
�
� 

� � # � � 
 # � � � � � 

� 	 

� � �

�
� 

� � # � � 
 # .

7. Rewrite
�
�
�
�
� 
 # � as

�
�
� 

� � # � � 
 # $ � $ � � �

�
� 

� � # � � 
 # � .

8. Rewrite
�
�
�
�
� 
 # � � as

�
�
� 

� � # � � 
 # $ � $ � � �

�
� 

� � # � � 
 # � .

9. Rewrite
�
�
�
�
� 
 # � � � as

�
�
� 

� � # � � 
 # � � � � 

� � �

�
� 

� � # � � 
 # � � � 

� .

10. Rewrite
�
�
�
�
� 
 # � � � � 

� as

�
�
� 

� � # � � 
 # � � � 

� � � � � � 
 $ 	�
 $ � �

�
� 

� � # � � 
 # � � � 

� .
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Given a matrix in H, we can decompose it as a product of G generators. Then use

the Reidemeister-Schreier rewriting process to transform the product into a product

of H generators.

6.4 Conclusion

This chapter describes two decomposition methods for matrix groups: the decom-

position algorithm for ������� �����
	 and the Reidemeister-Schereier rewriting method.

Combined with isomorphism construction methods that we introduced in Chapter 5,

we also can apply the ������� �����
	 decomposition algorithm to decompose high di-

mension matrix groups. The Reidemeister-Schereier method can be used to decom-

pose matrix subgroup H as long as the original group G’s decomposition algorithm

and the right transversal of H in G is known.

We emphasize that decomposition methods themselves cannot be used to con-

struct public-key cryptographic system. Some of decomposition problems can be

solved by Stallings folding method [54], [79], [80], [81]. Combined with random

polynomial matrix generations or isomorphism constructions, the decomposition can

provide a platform to build cryptographic systems. As far as we noticed, this is the

first time to apply these two decomposition algorithms in cryptography systems.



Chapter 7

Public-key cryptographic system

based on isomorphisms

7.1 Introduction

Two groups, � and � , are isomorphic if and only if there exists a mapping
� � � � � ,

which satisfies the following three properties:

1. If � � , � # � � and
� � � � 	 �

� � � # 	 , then � � � � # .

2. For any �
� � , these exists ��� � such that
� � � 	 � � .

3. If
� � � � 	 � � � and

� � � # 	 � � # , then
� � � � � # 	 � � � � # .

Given two groups � � and � # , the isomorphism problem is to find an algorithm to

tell whether � � and � # are isomorphic.

In combinatorial group theory, people are mostly interested in three problems first

raised by Dehn in 1911: the word problem, the conjugacy problem and the isomor-

65
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phism problem. The isomorphism problem is the hardest one. In particular, there is

no algorithm to decide whether or not any finitely presented group is free. This leads

us to investigate some cryptographic applications by using various isomorphisms of

certain free groups to other free groups.

Firstly, this chapter introduces a method to construct matrix groups isomorphic

to free groups and proposes a rewriting algorithm for the newly constructed groups.

After that, we use this decomposition algorithm to build a new version of our public-

key cryptographic system. Finally, we use matrix groups over polynomial rings to

strengthen our proposed scheme.

7.2 Isomorphic matrix group construction

In Chapter 5 we have introduced three methods to construct free matrix groups. In

this section we are going to combine these three methods together to construct new

matrix groups. The construction algorithm is as follows:

1. Take an initial matrix group � � ����� �
���
	 as in Chapter 5.

2. Randomly use one of three construction methods in section 5.3 to obtain a new

matrix group � � .

3. Repeat step 2) arbitrary number of times.

The final resulting matrix group is isomorphic to the original matrix group. This

is true because the isomorphic property is transitive. In another words, if � � is iso-

morphic to � # and � # is isomorphic to � � , then � � is isomorphic to � � .
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7.3 Decomposition for isomorphic groups

Suppose that we are given a pair of free groups F and G and an isomorphism
�

from

F to G. If X is a free set of generators of F and � � � , then
� � � 	 can be expressed

in terms of any free set Y of generators of G. If we take � � � � � 	 , then we get one

expression for
� � � 	 . But if we choose a different set of free generators for G, we get

a different expression for
� � � 	 . We shall take advantage of this idea and refer to the

various processes for decomposing
� � � 	 as the decomposition problem. In fact this

allows us to encrypt information in a complicated way, which we will discuss in due

course.

7.4 Public-key cryptographic system based on iso-

morphisms

Now we are ready to build our new version of a public-key cryptographic system. As

usual, we introduce our scheme in three parts: key setup, encryption and decryption.

7.4.1 Key setup

1. As we described in section 7.2, Alice constructs a free matrix group � 
 from

an existing free group � � whose rewriting algorithm is known. The new free

group will be represented by its matrix generators and every generator is pro-

duced by the construction algorithm.

2. Publish the matrix generators in the group � 
 , which is our ”alphabet”.
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7.4.2 Encryption

Multiply the letters(matrix generators) and send over the resulting matrix
� �

.

7.4.3 Decryption

1. Based on the isomorphism construction steps in section 7.2, Alice transforms� �
into a matrix M in � � . This can be done by carrying out every inverse

construction step in reversing order.

2. Use the rewriting algorithm introduced in Chapter 6 to rewrite M as a product

of � � generators.

3. Transform the product of � � generators to the product of � 
 generators by

following the construction steps for every � � generators.

The correctness of the whole system can be easily verified and the decoder Alice

has two secrets to distinguish herself from attackers. Firstly, only Alice can reverse

the construction steps because only she knows those chosen construction steps. Sec-

ondly, nobody but Alice knows the original group � � while everyone knows the

group � 
 . In this sense, we say that the whole scheme hides the underlying groups.

Specifically, we believe that it is hard to figure out the underlying group structure

giving a few complicated matrix generators. To demonstrate our scheme, we have

the following example:
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7.5 An example of public-key scheme based on the iso-

morphisms

7.5.1 Key setup

Alice chooses � � ���

��
� � $
$ $

� �
� �

��
� $ �

$ $

� �
� � . She uses the following methods to

construct the group � � and published generators of � � .

1. Extend the dimension of � � and obtain � � ���

�����
�
$ � �

� � $
� $ $

������
� �

�����
�
$ � �

� $ �

� $ $

������
� �"�

2. Conjugate each of the generators in � � by
�

�

�����
�
� $ �

$ $ �

� � $

������
� and obtain

� #
���

�����
�
� � $ � $
� � �

$ $ $

� ����
� �

�����
�
$ � �

� $ �

$ $ $

� ����
� ���

3. Use an automorphism construction � to obtain � � � �

�����
�
� $ � � � $
� � �

� � $

� ����
� �

�����
�
$ � �

� $ �

$ $ $

� ����
� �

� by replacing

�����
�
� � $ � $
� � �

$ $ $

� ����
� with

�����
�
� � $ � $
� � �

$ $ $

� ����
�

�����
�
$ � �

� $ �

$ $ $

� ����
� and keeping
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�����
�
$ � �

� $ �

$ $ $

������
� unchanged.

7.5.2 Encryption

Bob composes a message as

�����
�
� $ � � � $
� � �

� � $

������
�

�����
�
$ � �

� $ �

$ $ $

������
� �

�����
�
� � � � � $
�

�
�

� � $

������
� and

sends this matrix N to Alice.

7.5.3 Decryption

Alice decodes Bob’s message as follows:

1. At first, she carries out every inverse of the isomorphism construction steps in

a reversing order. She keeps N unchanged for the automorphism step because

that only changes the generator set. Then she applies conjugation by
� 

� to

N to obtain

�����
�
$ � �

�
� $

� � $

� ����
� . Finally she reduces the dimension by removing the

top row and the left-most column yielding

��
� � $
� $

� �
� .

2. She then decomposes the matrix

��
� � $
� $

���
� �

��
� � $
$ $

���
� �

��
� $ �

$ $

���
� �

��
� $ �

$ $

���
� .
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3. The she follows the construction step for each generator resulting in the mes-

sage Bob has. The concrete steps are as follows:

��
� � $
$ $

���
� �

��
� $ �

$ $

���
� �

��
� $ �

$ $

���
�

� � �����
�
$ � �

� � $
� $ $

������
� �

�����
�
$ � �

� $ �

� $ $

������
� �

�����
�
$ � �

� $ �

� $ $

������
�

� � �����
�
� � $ � $
� � �

$ $ $

� ����
� �

�����
�
$ � �

� $ �

$ $ $

� ����
� �

�����
�
$ � �

� $ �

$ $ $

� ����
�

� �

�����
�
� $ � � � $
� � �

� � $

������
� �

�����
�
$ � �

� $ �

� $ $

������
� �

The final result is the message Bob composed.

7.6 Conclusion

In a private-key cryptographic system, the relation between clear texts and cipher

texts is an isomorphism between two string structures [1], [23], [86]. This is also

true for some public-key cryptographic systems, such as RSA, Diffie-Hellman. The
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contribution of this thesis is to introduce a method to flexibly construct isomorphisms

and use these isomorphisms to construct cryptographic systems.

Specifically, this chapter describes an algorithm to flexibly construct new groups

and a method to rewrite any word in the new group into a product of generators. Then

we make use of the new matrix groups to construct public-key cryptographic systems.

We also propose two methods (details in the appendix) to enhance this system using

polynomial rings. Different from other traditional cryptographic systems, we argue

that our scheme hides the underlying groups.

In Chapter 10 we will discuss how to apply isomorphisms into zero-knowledge

schemes.



Chapter 8

Random polynomial generation

8.1 Introduction

In Chapter 3 we have proposed our public-key cryptographic system using matrix

groups over polynomial rings. In Chapter 4 we have described a zero-knowledge

scheme based on matrix groups. In Chapter 7 we used matrices over polynomial

rings to strengthen our public-key cryptographic scheme based on the use of various

isomorphisms. All of these protocols have a common underlying problem: How

to generate a system of multi-variable equations which has solutions of a particular

kind to be used later. The chapter is devoted to solve this problem. We will make two

assumptions:

1) Little is known in general about solutions of multi-variable equations. The

theoretical complexity involved is beyond the scope of this thesis and the interested

readers can refer to [22], [26], [53].

2) We can use an ideal coin-flip system to generate bits randomly [61], [68], [71].
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Hence, we can generate a random sequence of bits. It is obvious that we also can

generate a random integer under this assumption.

First of all, this chapter describes an algorithm to randomly generate a system

of equations. Secondly, an example is provided for our algorithm. The chapter also

proposes a method to strengthen our previous scheme based on matrix groups over

polynomial rings.

8.2 Random polynomial generation algorithm

In this chapter our goal is to randomly generate arbitrary number of equations. In

order to do so, we choose a finite set of variables and a finite set of monomials. The

left-hand side is a sum of monomials and we call the sum of its variable exponents

its index. The right-side of each equation is a constant. Besides these equations, we

need to ensure that we can generate specific solutions to these equations.

8.2.1 Description of the algorithm

At the outset we choose a finite set of variables, a set of possible monomials and

randomly generate a variable assignment.

Secondly, the algorithm is to repeat the following steps to generate the designed

number of equations.

1. Randomly generate coefficients for all the chosen monomials. Sometimes it is

necessary to control the computational complexity. One way to achieve this is

to manage the distribution of coefficients.
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2. Calculate the value of the polynomial by replacing the variables by their as-

signments.

3. Add a constant monomial as defined by the equation.

8.2.2 Example of the algorithm

Assume our aim is to randomly generate an equation with 4 variables where the right

side is 2. Suppose that the monomials involved are ��# �)��� �)� � � # �)� #���
 �)�
## �)� #� ��� #
 . We

now randomly generate four integers, say 45, -13, 29, 87. We put � � �
� � , � #
� � $ � ,

��� � ��
 , ��
�� �	�
. We also randomly generate coefficients for monomials as 12, -5,

24, -67, 3, -34, 31. Our random polynomial is then

$ ��� # � ����� � � � � � � # � �
� � #)��
 � ��� ## � �

� � #� � ��$ � #
 � � � � 
 �	� �

If we substitute variables with the given values, we get the value 267989 for the poly-

nomial. Then $ ���%# � ����� � � � � � � # � �
� � #���
 � ��� ## � �

� � #� � ��$ � #
 � ��� � 
 �	� will have

defined properties, i.e has value 2 on substituting variables with their assignments.

By modifying the above method, we introduce the following strengthening ver-

sion of our public-key cryptographic system.

8.3 Equivalence class of polynomials

Definition 17 An index of monomial is the sum of its variable exponents.

We also define the index of an equation as the maximum indices of the monomials

involved.
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Given n variables � � , � # , ..., � 
 , we can modify the algorithm in section 8.2 and

make the generated system of equations satisfy the following conditions:

1. The index of any equation is the same as the indices of the other ones.

2. Every equation has and only has one monomial whose index equals the index

of the equation. We call this monomial the leading monomial of the equation.

3. The leading monomial of the ith equation has form of � �� , where m is the index

of the equation.

The following system of three equations with three variables is an example of our

designed equations.

� � � � � ��� # �)��� 	 �#� 
 � � � #
 � # � � #���� � � �� � � � $

� # ��� � �)� # �)��� 	 �"� 
 # � � # � ��� � � � �
## � � #� � $ � � $

� � � � � ��� # �)��� 	 �#� 
 � � � � � � � ## ��� � � �# � ��� � � $

In all our proposed public-key schemes based on matrix groups over polynomial

rings, the encryption algorithm is always just to multiply the polynomial matrices. If

we generate a system of equations as above and take m to be the index of polynomi-

als. Then we can use the following encryption algorithm:

1. Use the published ”alphabet” to compose the message.

2. Multiply all matrix generators to obtain a matrix M.

3. For every entry of M, if that entry has a monomial in which a variable’s ex-

ponent is larger than m-1 and the variable involved is � � , then the equation
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satisfied by � �� allows us to replace � �� by a polynomial of smaller index. E.g.

In the case where j=2 and � 
 # � � # � ��� � � � �
## � � #� � $ � � $ , then we replace � 
 #

by � # � ��� � � � �
## � � #� � $ � ��$ . We call this whole step the reducing step.

4. We repeat the above reducing steps until no actions are possible.

The above encryption algorithm doesn’t require us to change its peer decrypting

algorithm because the procedure doesn’t change the value of polynomials with vari-

able assignments. In another words, if we substitute the variables in reduced and

unreduced polynomials with our generated variable assignments, they will result in

the same value and this is the critical point of decryption algorithm.

At the same time, the index of a polynomial will be decreased by at least 1 in

every reducing step. This guarantees that our algorithm will not continue for ever.

The advantage for these reduced forms is that we can control the complexity of poly-

nomials. Specifically, the index of polynomials will be no more than � ! � $ 	 �  
where n is the number of variables.

8.4 Conclusion

This chapter solves the previous pending question: How to randomly generate a sys-

tem of equations and a matrix over polynomial rings? This chapter describes an

algorithm to accomplish this and uses an example to demonstrate the procedure. The

second part of this chapter proposes a method to manage the complexity of polyno-

mials and uses this method to make our public-key cryptographic system stronger.

The further research can be done on the following issues:

1. How to evaluate the complexity of a randomly generated system of equations?
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2. How to factor a polynomial [41], [77] and how hard is it to factor a polynomial?

3. How to use unsolvable equations to construct cryptographic systems?



Chapter 9

Extensions of the encoding scheme

9.1 Introduction

It is believed that it is dangerous for a cryptographic system to depend on only one

scheme [11], [12], [37], [51], [52]. This chapter discusses some problems of com-

bining our scheme with others and proposes protocols by inserting useless messages

among original messages. Because our scheme is based on non-abelian groups which

are different from the fundamental mathematical structures of other schemes, we be-

lieve that the combination of our scheme and other cryptographic schemes will ben-

efit the whole system.

At first, this chapter reviews the RSA scheme which is widely studied by re-

searchers [15], [16], [27], [67]. Secondly, we introduce a protocol to embed the RSA

public-key cryptographic scheme into our public-key scheme. In the second part of

this chapter, we make use of noise to strengthen our scheme. At the end of this

chapter, we will talk about when noise is detectable and how to detect noise.
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9.2 A public-key system using RSA and matrix groups

over polynomial rings

9.2.1 An abstract of the RSA public-key scheme

RSA is a public-key cryptographic algorithm, which uses prime factorization as its

one-way function. Let p, q be large primes and

 � �(� � $ 		� ����� $ 	 �

Also define a private key d and a public key e such that d and e are relatively prime

and
� � � $ � ! � �  	 �

Let a message be converted to a number M which is less than ��� . The encryption

is done by using the public key e:

� �
��� � ! � � ��� 	 �

To decode, the receiver decrypts the cipher text E using the private key d:

�
�
� � ��� 	 � � ��� �

�
��� 
 ' � � � � ! � � ��� 	 � � �
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9.2.2 The RSA public-key scheme with matrix groups

Let’s say that we have two public-key cryptographic systems. The encryption al-

gorithms are � � and � # , respectively. The decryption algorithms are
#
� and

# # ,
respectively. Further we assume that both clear texts and cipher texts are numbers.

Given a message M, we can use � � and ��# in this order to encrypt M. The decoder

can use
# # and

#
� in this order to decrypt the message.

Following the above basic idea, we use the RSA public-key scheme to strengthen

our public-key scheme based on matrix groups over polynomial rings. The details of

the combined scheme is as follows:

1. Key setup

The public key: Polynomial matrix generators, the RSA public key e and pq.

The Private Key: The variable substitution and the RSA private key d.

2. Encryption

1) Encrypt a message M into a polynomial matrix
���

using our public-key

scheme.

2) Use the RSA public key and the RSA encryption algorithm to encrypt every

coefficient of any polynomial in
� �

.

3. Decryption

1) Receive the encrypted matrix and use the RSA decryption algorithm to de-

crypt every coefficient.

2) Use the variable substitution and our proposed decomposition algorithm to

decrypt the matrix.
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It is possible to make some variants of the above scheme. For example, we can

use different RSA keys for each entry of matrix
���

[83], [84].

9.3 Public-key cryptographic scheme with noise

If Alice and Bob can have some private talks before their public communication, they

can make an agreement on some encoding methods. For example: they can agree

that they will discard the first and the third message in the future communication.

In this example, we can regard these useless messages as noise. This will not affect

the communication between the parties while it will mislead attackers who cannot

distinguish noise from original messages.

Our scheme has a lot of flexibility in the choices of the groups and the polynomi-

als. It is very easy to add some noise agreements as described above. The following

is one such scheme with noise. Unlike the above discussion, our following scheme

doesn’t need private talks and so satisfies the requirement of a public-key crypto-

graphic system.

9.3.1 Description of the scheme

Assume that we have a matrix group G and � � � � # � � � � � � 
 are free subgroups of G

such that � � ( � � � $ for $ 
 � 
  . We describe our scheme in three parts: key

setup, encryption and decryption.

Key setup:

As in Chapter 3, at first we make a set of matrix generators over a carefully chosen

polynomial rings for each of the subgroups: � � � � # � � � � � � 
 . We call the generators
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of � � message generators and the generators of the other groups noise generators.

The public key will be the message generators and the noise generators. The

public will know exactly which are the message generators and which are the noise

generators.

The private key will be the variable substitution.

Encryption:

As in Chapter 3, the encoder will create his message as a sequence of the matrix

generators. Before he multiplies these matrices, the encoder will randomly insert

some noise generators among the message generators. The encrypted matrix M will

be the product of all these matrix generators.

Decryption

1. Transform the encrypted polynomial matrix M into a matrix
� �

using the vari-

able substitution.

2. Decompose the matrix
���

into a product of G generators.

3. Rewrite this product of G generators into a product of the generators of

� � � � � � � � 
 . Then the decoder can retrieve the message by eliminating the noise

generators. The following section discusses details about this step.

9.3.2 How to detect the noise?

One question arising from the above scheme is: Is there any way we can detect the

inserted noise generators effectively and efficiently? Basically, we have two prob-

lems:
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Firstly, there may exist more than one message that can be recovered from a given

encrypted noisy message. For example, suppose that � ��� � � � ��� � , � � ��� � ��� � ,

� # ��� � � , � � � � �
� � and � 
 ��� �

��

� � . For an encrypted message �
�
� ,

Alice can treat b as a noise generator, so the recovered message will be ac. Alice

can also think ab as noise, then she will recover the message as c. She can also think

abc= �
�
� 

� � � and take

�
� 

� as noise, she will get the recovered message as � � � . This

is a problem.

Another problem is whether the message is always recoverable. For example, if

� ��� � � � � , � � ��� � 

� � � � and � # � � � 

� � . For an encrypted message � 

� � � ,
the message is supposed to be noise-free. But if we treat the first part � 

� of � 

� � �
as noise, the message is not recovable any more because

�
� is not a message, nor is

it noise.

Fortunately, we can add some agreements into the above scheme to solve these

two problems. At first we introduce the following definition.

Definition 18 Given a group generated by a set of generators X. A group word w =

� � �'# � � �
� 
 ( ��� � ��� � 

� ) is reduced if and only if � � *��� 

��(' � for any $ 
 � 
" � $ .
It follows that any word in a free group has a unique reduced form.

Our agreements are as follows:

1. Each message generator, noise generator and message are all in reduced forms.

2. When inserting a noise generator g into a message
�
�
� # to form

�
� �

� # ,
both

�
�
� # and

�
� �

� # should be in reduced forms.

3. No generator of a subgroup begins with a generator in another subgroup.
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4. Any noise subgroup intersects the group � � in the identity as stated earlier.

Now given an encrypted message � � � #�� � � � 
 , we try to find the shortest subword

� � � # � � � � � such that it belongs to one of subgroups � � � � # � � � � � ��� 
 . This can be done

by applying the rewriting methods for the subgroups to � � , � � � # , � � ��# �	� , ... until one

such subword belongs to one of subgroups. After the first subword recovered, we

can continue the procedure to recover the rest. The following example shows this

procedure:

9.3.3 Example of noise detection

Let � ��� � � � � � � � ��� � 

� � � � � 
 # � � # � ��� # ��� � � . Given a word
�
�
�
�
� 
 # � � � � 

� , we can use the Reidemeiser-Schreier methods for � ��� � � � � � 

� � � � � � � 
 

� � � � 
 
 �&� � ���

as Example 3 in Chapter 6 to rewrite this word as product of generators of � � �  
� � # :

1. Replace
�

with $ � $ � 

� � 1. Because
� *� $ , � is not a member in � � or � # .

2. Replace
�
� with

�
�
�
� 

� � �

�
� 

� . Because

�
� *� �

�
� 

� , � � is not a member in

� � or � # .

3. Replace
�
�
�

with
�
�
� 

� � � � # 

� � �

�
� 

� and

�
�
�

is not a member in � � or � # .

4. Replace
�
�
�
� with

�
�
� 

� � # � � # � 

� � �

�
� 

� � # � � 
 # and

�
�
�
� is not a member in

� � or � # .

5. Replace
�
�
�
�
� 

� with

�
�
� 

� � # � � 
 # � � � � � 

� 	 

� � �

�
� 

� � # � � 
 # and

�
�
�
�
� 

� is

not a member in � � or � # .

6. Replace
�
�
�
�
� 
 # with

�
�
� 

� � # � � 
 # � � � � � 

� 	 

� � �

�
� 

� � # � � 
 # and

�
�
�
�
� 
 # is a

member of � � .
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7. Replace � with $ � $ � � � and � is a member of � # .

8. Replace
�

with $ � $ � � $ and
�

is not a member in � � or � # .

9. Replace
�
� with

�
�
�
� 

� � �

�
� 

� and

�
� is not a member in � � or � # .

10. Replace
�
�
� 

� with

�
�
� 

� � � � � � 
 $ 	 
 $�� �

�
� 

� and

�
�

� � $ is a member in � � .

This finishes the rewriting procedure.

9.4 Conclusion

The chapter introduces a method to strengthen our public-key cryptographic system

using the RSA public-key encoding scheme. It is easy to build other similar schemes

like the one in section 9.1. Because our scheme is based on a different arithmetical

structure from other schemes, we believe that the combination with other schemes

will make the whole system stronger.

We also propose a public-key scheme with noise. As we noticed, this is the first

time that noise is used in a public key scheme. The main challenge to use noise in a

public-key scheme is making noise detectable. This chapter uses examples to discuss

the problem and uses some predefined agreements to solve this challenge.



Chapter 10

Extension of zero-knowledge schemes

10.1 Introduction

So far, we have talked about a few variants of public-key cryptographic systems.

This chapter proposes various zero-knowledge protocols using the isomorphisms and

matrix groups over polynomial rings.

Since zero-knowledge was introduced by A.Shamir in 1986, a few other zero-

knowledge protocols have been defined and proposed. The composition of multi-

ple zero-knowledge schemes has been discussed in references [35], [36], [45]. The

concurrent zero-knowledge schemes with time constraint [33] or without time con-

straint [25], [33] have been proposed by a few authors. Both theoretical scheme com-

plexity and practical scheme complexity issues have been addressed literally [34],

[56], [72]. Non-interactive zero-knowledge [6], [13], [14], [55], non-malleable zero-

knowledge [7], [8], [17], [30] , [47], [74] and recently resettable zero-knowledge

[19], [20], [57], [65], [73] have been investigated.
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First this chapter discusses the complexity of the conjugacy problem. Then we

try to use two methods to solve the conjugacy problem of matrix groups. After the

investigation, we propose a few methods to improve our zero-knowledge protocols.

At the end of this chapter, we will propose a non-interactive zero-knowledge scheme

and a non-malleable zero-knowledge scheme using matrix groups.

10.2 A brief discussion about the complexity of conju-

gacy problem

In Chapter 4 we use the conjugacy problem of matrix groups to construct our zero-

knowledge scheme. We have proven that our scheme is sound, complete and zero-

knowledge. It is unknown how hard the conjugacy problem is for matrix groups?

In this section we use two methods to informally examine the complexity of this

problem.

10.2.1 Solve the conjugacy problem using the system of equations

Given a pair x,y of matrices which are known to be conjugate. The problem is to

find a � such that � � � 

� � � . A brute force approach is to choose � to be a matrix

where the entries are variables. Then in order to find � , we have to solve a system

of equations. We use the matrix group ����� �
���
	 as an example to demonstrate this

method.

The inverse of a square matrix A with a non-zero determinant is the adjoint matrix
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divided by its determinant, this can be written as

� 

� � $� � � � � 	 �
��� � � 	 �

As for the 2X2 matrix,

�
��� � � 	 �

��
� � � �

� � �

� �
� �

� � � � � 	 � �
� � � � �

So if
�
� ����� �
���
	 , then

� 

� �

��
� � � �

� � �

���
� �

Given x=

��
� � � � � � #
� # � � # #

���
� and � �

��
� � � � � � #
��# � ��# #

���
� , the conjugacy searching problem is

to find an � such that � � � 

� � � . Assuming that � �

��
� � �

�
�

� �
� , we have

� �

��
� � � ��� � � � ��� � � � � � � � � # � � � � � 
 �

� � � � �
� # � � � � �

# � � # � �
� � � 


� � � � $ $ � � # � � � � �
# � � # � �

� � � 
 �
� � � � �

��� � � � � � ��� � # �
�
��� � 


���
� �

��
� � � � � � #
�'# � �'# #

���
� �

So it is a system of four equations with four variables. The equations are so

complicated that the above method does not appear to be practical for general matrix

groups.
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10.2.2 Solve the conjugacy problem using group theory

Another method to solve the conjugacy problem for matrix groups is to use group

theory. In another words, given one matrix group G and two conjugate matrices

� ��� � � , we can rewrite x and y as a product of G generators. If we can solve

the conjugacy problem in the group G, then we can solve this conjugacy problem

for matrices x and y. For example, given a free group � ��� � �

��
� � $
$ $

���
� � � �

��
� $ �

$ $

� �
� � and two matrices � �

��
� � � $��
$ 
 $'$

� �
� , �
�

��
� � ��� � ��$
�
� $ 
 �

� �
� , we can use

the decomposition algorithm introduced in Chapter 6 to rewrite � � �
�
�
�
� and � �

� 

� � 

� � 

� � � � � � � � � . Then it is easy to figure out that x and y are conjugate by

� �
�
�

��
� � �

� �

���
� .

Based on the above discussion, we have two methods to improve the robustness

of our zero-knowledge scheme. We can make the decomposition problem for the

matrix group harder. Another choice is to make the conjugacy problem harder.

10.3 Extensions of zero-knowledge based on matrix

groups

The following sections discuss how to improve our zero-knowledge protocols using

isomorphisms and matrix groups over polynomial rings.
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10.3.1 Zero-knowledge based on isomorphisms

In Chapter 7, we have proposed a public-key scheme based on isomorphisms. We can

also use this method to construct zero-knowledge schemes. The key setup and zero-

knowledge proof procedure are the same as our zero-knowledge scheme in Chapter

4. The only change is the underlying matrix group. In the new scheme, we can use

any free subgroup of ����� �
����	 and the isomorphisms discussed in Chapter 7 to build

new matrix groups. We will propose a non-malleable zero-knowledge scheme based

on this idea later in this chapter.

10.3.2 Zero-knowledge based on matrix group over polynomial

rings

We can also use polynomial rings to make decomposing matrices harder. As our

public-key scheme, we can replace every matrix entry with a polynomial. The

key setup and zero-knowledge proof procedure are the same as our zero-knowledge

scheme as shown in Chapter 4. The only change is the underlying matrix group.

We can also use equation constraints to strengthen the scheme. The idea of equation

constraints is introduced in Chapter 9.

To further demonstrate the usage of polynomial rings, we will introduce a non-

interactive scheme based on matrix groups over polynomial rings later in this chapter.
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10.4 Other variants of zero-knowledge

Since the zero-knowledge cryptography was introduced by A.Shamir in 1986, a

few other zero-knowledge protocols have been defined and proposed. This section

uses a non-malleable zero-knowledge scheme and a non-interactive zero-knowledge

scheme to demonstrate how to use matrix groups.

10.4.1 Non-malleable zero-knowledge scheme

Suppose that researcher Alice has obtained a proof � *� � � and wishes to communi-

cate this fact to professor Bob. Clearly Alice will initially do this in a zero-knowledge

fashion, but professor Bob may try to steal credit for this result by calling eminent

professor E and acting as a transparent prover. Any question posted by professor E to

professor Bob is relayed by the latter to Alice, and Alice’s answers to professor Bob

are then relayed in turn to professor E.

One solution is to use the non-malleable zero-knowledge which can prevent the

exact-copy attack. In our proposed scheme, we assign every party a matrix for pur-

pose of identification. The procedure is as follows:

Private Keys:

1. Alice has a private identification key
���

;

2. Alice has a private key � for zero-knowledge proof;

3. Bob has a private identification key
�
� ;

Public Keys:

1. A matrix g is given out as public.
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2. A second public key is � � � 

� � � .

3. The public key for Alice is � � � � 

�� � � � .
4. The public key for Bob is � � � � 

�� � � � .

All these matrices are in the matrix group G constructed using the method in

Chapter 7.

Zero-knowledge Proof:

Alice wants to prove that she knows � .

The proof procedures:

1. Alice randomly generates a matrix
�

and sends Bob
� 

� � � � ;

2. Bob randomly choose one of the following two questions:

(a) What is the value of
�

?

(b) What is the value of � � � � ?

3. Alice answers the chosen question using the value of � � � � � � .
4. Bob verifies the answer.

if Bob wants to claim that he knows the value of � , the question 2.b posted by

other people will be “What is the value of � � �
�

”. Bob can not answer this question

until he knows the value of � � � .

10.4.2 Non-interactive zero-knowledge Scheme

Think of Alice and Bob as two mathematicians. After having played heads and tails

for a while, Alice leaves for a long trip around the world. Alice continues her math-
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ematical investigations during her trip. Whenever she wants to send Bob a message,

she writes a postcard to Bob proving the validity of her identity in zero-knowledge.

Notice that this is necessarily a non-interactive process. In fact, Bob couldn’t answer

Alice because she has no fixed address.

One of solutions is to use non-interactive zero-knowledge. We propose the fol-

lowing non-interactive zero-knowledge scheme based on matrix groups over polyno-

mial rings:

Public Key:

1. Matrix group generators over polynomial rings.

2. A sequence of random polynomial matrices ! � ��! # � � � � in the group.

Alice’s secret key:

Variable substitution to decompose the product of matrix generators.

Alice’s zero-knowledge proof that she knows the variable substitution.

1. Use the variable substitution to decompose the matrix.

2. Send out the result.

It is easy for Bob to verify Alice’s result, but that will not help him to figure out

the variable substitution. The key to this protocol is that Alice and Bob can agree on

some predetermined questions and only the secret-holder can answer these question.

We use an example to illustrate this protocol.
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10.4.3 Example of non-interactive zero-knowledge

Let us use the same key setup as section 3.4.1. That is to say, Alice has her pub-

lic keys � � � �

��
� � �� � � �� #
� �# � � �# �

���
� � � # �

��
� � #� � � ## �
� ## � � ## #

���
� � which generate a free group G.

She also has her secret key � 1889,5162,4551,3617,-5638,-5318,-3552,3743 � to de-

compose any matrix in the group G into a product of
�
� and

� # . Before Alice’s

departure, Bob and Alice will randomly generate a series of matrices in the group G

by multiplying products of
�
� and

� # . After that, whenever Alice wants to prove

herself in zero-knowledge style, she will decompose a few matrices using her secret

key and reveal the products to Bob.

10.5 Conclusion

This chapter uses the conjugacy in matrix groups from two aspects: Solve systems of

equations and solve the conjugacy problem. Unfortunately, the conjugacy problem

is solvable in some matrix groups. Hence we propose the following methods to

strengthen our zero-knowledge schemes:

1) Use the isomorphisms and hide the underlying group.

2) Use matrix groups over polynomial rings to improve the robustness.

3) Use more complicated groups instead of free groups to construct zero-

knowledge protocols.

This chapter also proposes a non-interactive zero-knowledge scheme and a non-

malleable zero-knowledge. We use examples to demonstrate that matrix groups can

be applied in advanced zero-knowledge systems.



Chapter 11

Scheme Robustness and Testing

Platform

11.1 Introduction

A cryptographic system is always a fight between protocol proposers and attack-

ers [15]. A cryptographic system is incomplete if no possible attacks have been con-

sidered. This has led us to modify our original scheme a lot of times and we have kept

doing so in this thesis. We believe that this is the first try to construct cryptographic

systems using matrix group over polynomial rings. It is hard to discuss all aspects of

our schemes. The objective of this chapter is to informally discuss robustness of our

proposed schemes and to compare our schemes with other traditional schemes.

At first this chapter examines our schemes using traditional encryption character-

istics. Then we discuss robustness of systems in the quantum computation scenario.

At the end of this chapter, we introduce our testing platform for our schemes.

96
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11.2 Robustness discussion for encoding schemes

Security, key length and speed are three most important characteristics for a crypto-

graphic system. Besides using diffusion and confusion to measure the security of our

schemes, we will also discuss the robustness of our schemes from a quantum com-

putation angle. We will use key space to estimate the key length for our schemes.

Finally, we give a brief discussion about implementation efficiency of our schemes.

11.2.1 Confusion and diffusion

Two important criteria to measure an encoding system are confusion and diffu-

sion [75]. Confusion obscures the relationship between plain texts and cipher texts.

A system with good confusion should only have few redundancies and statistical pat-

terns. For example, substitution is a way to introduce confusion. Our scheme has

good confusion because the result of multiplication of two matrices is very differ-

ent from the original ones. In the polynomial scenario, the encrypted matrix is very

different from the start-up matrices. If we use other methods in this thesis, a better

confusion result can be achieved.

Diffusion dissipates the redundancy of the plaintext by spreading it out all over

the ciphertext. In another words, changing one symbol in the clear text should change

its whole cipher text. The simplest way to cause diffusion is transposition. Our

scheme has good diffusion because changing one matrix generator in messages will

change every entry of its final encrypted matrix. When we make use of polynomial

rings, changing one item of one polynomial will change every item of each matrix

entry.
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11.2.2 Key space and code space

The second issue is the key length. Besides scheme security, computation efficiency,

the ideal size of the key depends on key space and code space. In cryptography,

a system’s key space refers to all possible keys that can be used to accomplish the

scheme. A well-designed cryptographic system should be highly computationally

expensive when trying to brute-force through all possible key values. A system’s

code space refers to all possible messages that can appear.

In our scheme using polynomials, the key space is all possible value substitutions.

Furthermore in our scheme using isomorphisms s, the key space is all possible iso-

morphic groups. Our code space in each case is the matrix group generated by matrix

generators. Given the good confusion and diffusion achieved by our cryptographic

system, the key length can be significantly shorter than other traditional systems. An-

other factor to reduce the key size is the computational complexity involved for each

possible key. This will be further illustrated in the next section.

11.2.3 Computational efficiency

Traditional encryption schemes use binary logic computation to improve their com-

putational efficiency. Due to the mathematical calculation in our scheme, it is hard to

use traditional techniques to improve the computational efficiency. The major obsta-

cles for a cryptographic system using polynomial matrices are inefficient utilization

of code space, matrix computation and polynomial computation. The details are as

follows:

a) Large portions of code space have not been used.
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In most our schemes, we use subgroup generators to make messages. This leads

to a waste of code space that is outside of the subgroup. For example: If we use

����� �
����	 , our scheme can not use any matrix whose determinant is not 1. If our

scheme is based on polynomials and various isomorphisms, this waste of code space

will be even more dramatic.

b) Computations with matrices over polynomial rings are very complicated [21],

[58].

With the best-known matrix multiplication algorithm, one � � � matrix multipli-

cation has to involve seven simple multiplications. Computation of inverse requires

determinant calculation, submatrix transposition and submatrix determinant calcula-

tion. Polynomial multiplication and reduction make computation even more expen-

sive. This computational complexity is a double-edge sword. On the one hand, this

complexity makes our scheme take a long time to encrypt and decrypt messages. On

the other hand, it makes attacking much harder, especially using brute force.

11.3 Robustness discussion in quantum computation

Quantum computers have gained widespread interest [18], [31] and a few physical

experiments have been explored [2], [32]. Some problems of practical interest are

known to be in BQP (the problem has polynomial complexity under quantum com-

putation), but is suspected to be outside P. Currently, the following three problems

are known yo be in BQP.

a) Integer factorization.

b) Discrete logarithm.
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c) Simulation of quantum systems.

Most cryptography systems rely on the first two problems [49]. There is one

common thing among these problems. The quantum algorithms developed for these

problems are examples of procedures designed to crack a specific hidden subgroup

problem [69]. Especially, we are interested in group problems which can not be

reduced to hidden subgroup problems and our underlying one-way functions are not

known to be solvable using quantum computation.

11.4 Testing and implementation

In order to examine our protocols from the implementation aspect, we have devel-

oped a testing environment for computing matrix over polynomial rings. The objec-

tive is to provide a platform to investigate some matrix properties and study some

examples. Our calculation is symbolic by using the NTL library [76]. This limits our

computational performance only to the computer hardware. The following is a brief

description of our system:

Like some other mathematic software, our software uses command line mode.

We have two categories of commands: configurational commands and computational

commands. The configurational commands set the value of particular parameters,

such as the number of variables, the maximum index of polynomials. Computational

commands can randomly generate matrices and do matrix computations. The follow-

ing are some examples of commands and their descriptions:

1. set variable-num 8

(Use variables � � �)� # � � � � �)� � to generate polynomials.)
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2. set maximum-index 2

(The maximum index of variables is 2.)

3. set max-random 10000

(The maximum random integer is 10000.)

4. set-matrix M1 integer � 1,1 � � 0,1 �

(Set M1 as

��
� $ $
� $

� �
� .)

5. set-matrix M2 integer � 2,1 � � 1,1 �

(Set M2 as

��
� � $
$ $

���
� .)

6. set-matrix M3 random M1

(Randomly generate a polynomial for each entry of M1 and assign the new

polynomial matrix to M3. The algorithm is given in Chapter 8.)

7. set-matrix M4 random M2

(Randomly generate a polynomial for each entry of M2 and assign the new

polynomial matrix to M4. The algorithm is given in Chapter 8.)

8. set-matrix M5 M3*M4

(Set M5=M3*M4.)
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11.5 Conclusion

This chapter examines a few characteristics of our proposed schemes based on ma-

trix groups. We realize that computation is more complicated than other traditional

schemes. On the other hand, our schemes have the following advantages:

1. Our schemes hide theirs underlying groups.

2. Our one-way functions are robust against both traditional attacks and quantum

attacks.

3. Our scheme achieves good confusion and diffusion.

This chapter also describes our polynomial matrix computation system. To

demonstrate the usage of our system, some simple examples have been given.



Appendix A

Cryptosystems Using Linear Groups

1. Introduction

Because of the increasing power of computing machinery, cryptosystems, both public

key and classical, are becoming less secure. At the same time there is an increasing

need for secure cryptosystems. This is clear from the increasing use of internet shop-

ping, electronic financial transfers and so on.

Most common public key cryptosystems presently in use, such as the RSA al-

gorithm, Diffie-Hellman, and elliptic curve methods are number theory based and

hence depend on the structure of abelian groups. In particular these depend for the

most part on solving equations and representing elements in abelian groups. In view

of the fact that computing machinery is getting stronger, abelian groups are too easy

to understand and hence not hard enough to use for encryption. Therefore from an

algebraic point of view cryptography must increasingly rely on noncommutative ob-

jects, especially nonabelian groups. The important sources of nonabelian groups that
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can be used in cryptosystems are combinatorial group theory and linear group theory.

In particular combinatorial group theory allows the description of group elements in

terms of words in a system of generators which can then be used for encryption. Lin-

ear groups allow for encryption methods using matrices over arbitary fields. There

are many public key cryptosystems based on combinatorial group theory, for example

braid group cryptography (see [2],[9]). The one way functions in these systems are

based on the difficulty of solving various group theoretic decision problems such as

the conjugacy problem. There have also been several (sometimes successful) attacks

on such systems (see [6]) so new methods must be developed. Further there have

been several cryptosystems devised using linear groups and homomorphisms into

linear groups (see [6],[17]). As with most cryptosystems attacks have been devised

against them.

In this paper we present various suggestions for developing cryptosystems, both

classical and public key, using a combination of methods from combinatorial group

theory and linear groups. As a type of one way function we use the relative difficulty

of the Reidemeister-Schreier rewriting process (see [13]). We first describe a gen-

eral schema for the types of cryptosystems that we are developing. We then show an

implementation of these basic ideas in the classical modular group
�

. This system

is quite secure for private communication and at present we are working on ways to

alter it to become a true public key system. A cryptosystem using the the extended

modular group ��� # � �
	 was developed by Yamamura ([17]) but was subsequently

shown to have loopholes based on hyperbolic geometry (see [6] and [14]). Several

potential attacks were described by Hall,Goldberg and Schneier [8] who pointed out

that any closest-point cryptosystem would be vulnerable to the same sorts of attacks.
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In the paper [1], Anderson and Needham pointed out that the same key and scheme

for two different messages should be avoided. Here we give an additional enhanced

modular group scheme, based on our general method, which addresses these prob-

lems and attempts to avoid these possible attacks. We subsequently present some

further suggestions on extended implementations of this method.

The suggestions given in this paper raise many additional questions concerning

both actual implementation and security. We present these questions in the present

paper. They are being addressed both experimentally and theoretically in the thesis

of the third author Xu [16].

2. Linear Free Group Cryptosystems

The basic idea in using combinatorial group theory for cryptography is that elements

of groups can be expressed as words in some alphabet. If there is an easy method to

rewrite group elements in terms of these words and further the technique used in this

rewriting process can be supplied by a secret key then a cryptosystem can be created.

The simplest example is perhaps a free group cryptosystem. This can be described

in the following manner. We will use the books by Magnus, Karrass and Solitar [13]

or Baumslag [3] as standard references for material on combinatorial group theory.

Consider a free group � on free generators � � �&� � � ����� . Then each element � in

� has a unique expression as a word - � � � � � � � ����� 	 . Let - � �&� � � ��-
�

with - � �
-�� � � � �&� � � ����� 	 be a set of words in the generators � � � � � � ����� of the free group � . At

the most basic level, to construct a cryptosystem, suppose that we have a plaintext

alphabet
�

. For example suppose
�
� ��� ��� � � � � � are the symbols needed to construct
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meaningful messages in English. To encrypt, use a substitution ciphertext

�
� ����� � � � � ����� ���

That is

� � - � �
�
� - # � � � � �

Then given an word - � � � � � � � � 	 in the plaintext alphabet form the free group word

- � - � � -�# � � � � � 	 . This represents an element � in � . Send out � as the secret message.

In order to implement this scheme we need a concrete representation of � and

then for decryption a way to rewrite � back in terms of - � � � � � � -
�

. This concrete

representation is the idea behind homomorphic cryptosystems (see the article of

Grigoriev and Ponomarenko [6]).

The decryption algorithm then depends on a very important idea that we will need

later known as the Reidemeister-Schreier rewriting process (see [13] for full de-

tails). Assume - � � � � � � -
�

are free generators for some subgroup � of � . A Schreier

transversal for � is a set ��� � � � � � � ��� � � � � � of (left) coset representatives for � in � of a

special form (again see [13] for particular details). Any subgroup of a free group has

a Schreier transversal. The Reidemeister-Schreier process allows one to construct

a set of generators - � � � � � � -
�

for � by using a Schreier transversal. Further given

the Schreier transversal from which the set of generators for � was constructed, the

Reidemeister-Schreier Rewriting Process allows us to algorithmically rewrite an

element of � . Given such an element expressed as a word - ��- ��� � � � � � �
��� 	 in the

generators of � this algorithm rewrites - as a word -
	 �	- � � � � � � -
� 	 in the genera-

tors of � . The actual algorithm is described in detail in [13] and [3]. What is impor-
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tant from the point of view of making codes secure is that given a set of generators it

is easy to multiply them as strings in the whole free group. On the other hand even

though the membership problem in a free group is solvable, that is it can determined

if an element is in a subgroup, it is relatively difficult to determine a Schreier transver-

sal. Although there are algorithms to accomplish this these are based for the most

part on the knowledge of a homomorphic image of the subgroup and make it harder

to determine a transversal given a set of generators than to rewrite using a known

transversal. Schreier transversals are usually computed algorithmically from homo-

morphisms onto either permutation groups or linear groups. Nothing is published

about the relative complexity of determining a Schreier transversal versus the com-

plexity of then rewriting words in the given subgroups. These questions, which are

important in determining the security of cryptosystems using Reidemeister-Schreier

rewriting, are being explored in the thesis of Xu [16] and in [4].

An important feature of the Reidmeister-Schreier rewriting process is that to

rewrite a word

- �#� ��� �� � �
��� �� � � �&��� ��� �� �

where ��� � � � � $ � $'� and � � � ��$ � �
� � � � ��� , the algorithm rewrites letter by letter

from left to right (see [13] for complete details). We will use this feature in the

implementation of our Modular Group scheme.

One of the earliest descriptions of a free group cryptosystem as well as a homo-

morphic version of it was in a paper by W. Magnus in the early 1970’s [12]. In this

paper Magnus was studying rational representations of Fuchsian Groups and non-

parabolic and Neumann subgroups of the classical modular group
�

. Recall that
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�
� ����� # � �
	 . That is

�
consists of the � � � projective integral matrices:

�
� ���

��
� � �

�
�

���
� � � � � � ��� $ ��� � � ��� � � � � ���

Equivalently
�

can be considered as the set of integral linear fractional transforma-

tions with determinant 1:

�
�

�
� � � �
� � � � ��� � � � ��� $ ��� � � ��� � � � � �

Magnus proved the following theorem.

Theorem 1 [12] The matrices

�

��
� $ $
$ �

���
� � �

��
� $ � � � # � �

��� $

���
� � � � $ � ��� � � � � � � �

freely generate a free subgroup � of infinite index in
�

. Further distinct elements of

� have distinct first columns.

Since the entries in the generating matrices are positive we can do the following.

Choose a set

� � � � � � � � 


of projective matrices from the set above with  large enough to encode a desired

plaintext alphabet
�

. Any message would be encoded by a word

- � � � �&� � � � � 
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with non-negative exponents. This represents an element � of � . The two elements

in the first column determine - and therefore � . Receiving - then determines the

message uniquely.

Pure free group cryptosystems are subject to various attacks and can be broken

easily (see [6] and [14]). Therefore we would like to develop other encryption meth-

ods which utilize the same ideas but not subject to the same attacks.

3. A General Scheme for Reidemeister-Schreier Based

Cryptosystems

Here we suggest a general approach using a combination of combinatorial group

theory coupled with group respresentations.The basic schema is as follows:

We start with a finitely presented group

� ��� � � . �

where � ����� � �&� � � ��� 
 � and a faithful representation

� � � � � �

� can be any one of several different kinds of objects - linear group,permutation

group, power series ring etc.

We assume that there is an algorithm to re-express an element of � � ��	 in � in

terms of the generators of � . That is is � � - � � � � � � � �
� 
 � � � 	 � � where - is a
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word in the these generators and we are given � � � 	�� � we can algorithmically find

� and its expression as the word - ��� � � � �
� 
 	 . We note that if this algorithm moving

between � and � is too simple then the representation � is unnecessary, When we

discuss the implementation of this schema using the Modular Group
�

as � these

comments will become clearer.

Once we have � we assume that we have two free subgroups
� � � with

� �
�

� � �

We assume that we have fixed Schreier transversals for
�

in � and for � in
�

both

of which are held in secret by the communicating parties Bob and Alice. Now based

on the fixed Shreier transversals we have sets of Schreier generators (again see [13]

for full details), constructed from the Reidemeister-Schreier process for
�

and for

� .

� � �&� � � � ��� � � � for
�

and

� � �&� � � � ��� � � � � for ���

Notice that the generators for
�

will be given as words in � � � � � � �
� 
 the generators

of � while the generators for � will be given as words in the generators � � ��� # �&� � � �
for

�
. We note further that � and

�
may coincide and that � and

�
need not in

general be free but only have a unique set of normal forms so that the representation

of an element in terms of the given Schreier generators is unique.

We will encode within � , or more precisely within � � � 	 . We assume that the

number of generators for � is is larger than the set of characters within our plaintext
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alphabet. Let
�
����� ��� ��� � � � � be our plaintext alphabet. At the simplest level we

choose a starting point � , within the generators of � , and enclode

� � � � � � � � �(' � �&� � � � etc.

Suppose that Bob wants to communicate the message - � � � � ��� � � � 	 to Alice where

- ia a word in the plaintext alphabet. Recall that both Bob and Alice know the

various Schreier transversals which are kept secret between them. Bob then encodes

- � � � � � � ' � � � � 	 and computes in � the element - � � � ��� 	 � � � � �(' � 	 � � � 	 which he sends

to Alice. This is sent as a matrix if � is a linear group or as a permutation if � is a

permutation group and so on.

Alice uses the algorithm for � relative to � to rewrite - � � � ��� 	 � � � � �(' � 	 �&� � 	 as

a word -�	 ��� � � � � ��� 
 	 in the generators of � . She then uses the Shreier transver-

sal for
�

in � to rewrite using the Reidemeister-Schreier process - 	 as a word

- 	 	 � � � �&� � � � �
� � � 	 in the generators of

�
. Since

�
is free or has unique normal forms

this expression for the element of
�

is unique. Once she has the word written in

the generators of
�

she uses the transversal for � in
�

to rewrite again, using the

Reidemeister-Schreier process, in terms of the generators for � . She then has a word

- 	 	 	 � � � � � � ' � � � � � 	 and using � � � � � � �(' � �
� �&� � � decodes the message.

In actual implementation an additional random noise factor is added. We will

make this explicit in the next section when we discuss the inplementation of this

process using for the base group � the classical modular group
�
� ������� �
���
	 .

Asa mentioned in the introduction no formal work has been done on the relative

complexity of rewriting using a known transversal versus that of finding a transversal
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say given solely some generators. This is important for determining the security of

this system. Work on this theoretical question as well as experimental work on the

security of these systems is being done in the thesis of Xu [16].

4. Modular Group Schemes

We now give an example of an implementation of the general schema of the previous

section using the Modular Group
�

. Yamamura devised a cryptosystem using the

extended modular group ��� # � �
	 . His method depended on the free product with

amalgamation structure of ��� # � �
	 (see [5]) and the geometric action of this group

on the upper half plane. Recall that
�

is a Fuchsian group and hence acts as a group

of hyperbolic isometries on the upper half-plane considered as a model of hyperbolic

geometry. The regularity of this action by subgroups was found to be a potential

loophole to the Yamamura scheme (see [14]). To construct our cryptosystem we

need some essential facts about
�

.�
has a group presentation

�
��� � ��� 	)� # �%� � � $ � ��� � ��� 	�� # � ��� � 	 � � $ �

where

� �%�

��
� � $
� $ �

���
� ��� ���

��
� � $
� $ $

���
� � � ���

��
� � $
� $ �

���
� ��� ���

��
� $ $
� $

���
� �

Further � ����� . Group theoretically
�

is a free product of a cyclic group of order
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2 and a cyclic group of order 3, that is
�

� � #���� � . In particular this implies that

� and � as defined above are an independent system of generators and hence any

element � � �
has an essentially unique expression as a word - �%- � � ��� 	 .

There is an algorithm based on the Euclidean algorithm which given a projective

integral matrix � can rewrite it in terms of the standard generators � ��� . This can be

described in the following manner. Let � and � be defined as above and let

� ���

��
� � �

� �

���
�

be a matrix in
�

. Then by computation we get that

� � �%�

��
� � �

� � � �

���
� �%�

��
� � � � �
� �

���
�

�
�

� ���

��
� � � � � � � � �

� �

���
� �

Therefore by multiplying on the left by � and then by an appropriate �
�

we can make

the lower left entry positive and smaller. Continuing we get eventually

�
�

� � �
�

� �
� � � �
�

� � � � �%�

��
� � �

� �

���
�



Chapter A: Cryptosystems Using Linear Groups 114

where � � $ or � . Since � � � $ this implies that the right hand side

�

��
� � �

� �

� �
� ���

��
� $ �
� $

� �
� � ��� �

This then expresses the matrix � as word - � � � � 	 . Then using that � ����� we get �
expressed as a word - � ��� ��� 	 in the standard generators � �)� .

The final necessary fact is that any torsion-free subgroup of
�

is actually a free

group. This is an easy consequence of the free product structure (see [5]) and has

been generalized. We say that
�

has the torsion-free subgroup property.

Based on these ideas and following the general outline we give a simple

encryption-decryption algorithm based on the Modular group. This is close to the

Yamamura method which as mentioned has been broken. We will then enhance it

and modify it to handle the various attacks.

The encryption algorithm is as follows. Start with a free subgroup � of
�

. Sup-

pose that � � � � � � � ��� is a Schreier transversal for � in
�

and that - � � � � � � -
�

is a set of

generators for � constructed by the Reidemeister-Schreier method from � � � � � � � ��� . It

could be that � and � are infinite. The Schreier transversal will be kept secret. Sup-

pose that
�
� ��� ��� �&� � � � is our plaintext alphabet. Suppose further than � � � where

�
is the size of the plaintext alphabet

�
. We then, as in the free group cryptosystem,

use the substitution ciphertext � � - � �
�
� - # �&� � � and so on. Given a plaintext

message - ��� � � � � � � 	 compute - � - � � - #�� � � 	 as an element of � and then express it
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as an integral matrix

- � - � � -�# � � � � 	 � � �

��
� � �

� �

� �
� �

The secret message sent out is � . Notice that knowledge of the Shreier transversal is

not necessary for encryption.

To decipher the message the decryption algorithm proceeds as in the general

schema. Suppose we obtain the coded message � given as an integral matrix. Use the

standard algorithm explained earlier to express � as a word in the standard generators

� ��� of
�

. We then have

� ��- ��� ��� 	 �

We now use the Shreier transversal and Reidemeister-Schreier rewriting to reexpress

� as a word in - � � - #&� � � . Applying the inverse substitution - � � � � -�# � � � � � now

decodes the message.

As for Yamamura’s method [17] there are various problems with this code (see [6]

and [14]). Since
�

acts discontinously on the upper half plane, subgroups of finite

index behave somewhat regularly relative to this geometric action. An examination

of the way the messages act can be used to uncover the subgroup � . Yamamura tried

to disguise � by conjugating the message with an arbitrary matrix but this could also

be broken. We now try a slightly different approach.

We propose the following potential cryptosystem. It is actually a type of polyal-

phabetic cipher like the Alberti code (see [7]). Suppose that we have a dictionary

� � � � � � � � � 
 of finite index subgroups of
�

. In a practical implementation we assume
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that  is large. For each � � we have a Schreier transversal

� � � � � � � � � ���  � " � �

and a corresponding ordered set of generators

- � � � � � � � � - �  � " � �

constructed from the Schreier transversal by the Reidemeister-Schreier process. The

Schreier transversal is kept secret between the communicating parties Bob and Alice.

Notice this is a cryptosystem and not a key protocol. It is further assumed that each

! � � 	 � � �
where

�
is the size of the plaintext alphabet, that is each subgroup has

many more generators than the size of the plaintext alphabet.

The subgroups in this dictionary and their corresponding Schreier transversals

can be chosen in a variety of ways. For example the commutator subgroup of the

Modular group is free of rank 2 and some of the subgroups � � can be determined

from homomorphisms of this subgroup onto a set of finite groups. Finding a free

subgroup and a representation was described in part in [6].

Suppose that Bob wants to send a message to Alice. Bob first chooses three

integers � ! � ��� � 	 where

! � choice of the subgroup � �

� � starting point among the generators of � �

for the substitution of the plaintext alphabet
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� � size of the message unit �

We clarify the meanings of � and � . Once Bob chooses ! , to further clarify the

meaning of � , he makes the substitution

� � - � � � � � � - � � � ' � � � � � � �

Again the assumption is that ! � � 	 � � �
so that starting almost anywhere in the

sequence of generators of � � will allow this substitution. The message unit size � is

the number of coded letters that Bob will place into each coded integral matrix.

Once Bob has made the choices � ! � �
� � 	 he takes his plaintext message - � � � � � � � � 	
and groups blocks of � letters. He then makes the given substitution above to form

integral matrices

� � � � � � � �
�

We now introduce a random noise factor. After forming � � � � � � � �
�

Bob then multi-

plies on the right each � � by a random determinant one integral matrix .��
�

( different

for each � � ). The only restriction on this random matrix .��
�

is that there is no free

product cancellation in forming the product � ��.��
�
. This can be easily checked and

ensures that the free product expression for � �$.��
�

in terms of the free product gener-

ators of the Modular group
�

is just the concatenation of the expressions for � � and

.��
�
. Next he sends Alice the integral key � ! � �
��� 	 by some public key method (RSA,

Anshel-Goldfeld etc.). He then sends the message as � integral matrices

� � .�� � � � # .�� � � � � � � �
� .���� �
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Hence what is actually being sent out are not elements of the chosen subgroup � �
but rather elements of random right cosets of � � in

�
. The purpose of sending

coset elements is two-fold. The first is to hinder any geometric attack by masking the

subgroup. The second is that it makes the resulting words in the the Modular Group

generators longer - effectively hindering a brute force attack.

To decode the message Alice first uses public key decryption to obtain the integral

keys � ! � ��� � 	 . She then knows the subgroup � � , the ciphertext substitution from the

generators of � � and how many letters � each matrix encodes. She next uses the

Modular group algorithm to express each � �$.��
�

in terms of the standard generators

� ��� of
�

say - �
�
� � ��� 	 . She has knowledge of the Schreier transversal, which is

held secretly by Bob and Alice, so now uses the Reidemeister-Schreier rewriting

process to start expressing - �
�
� � �)� 	 in terms of the generators of � � . Recall that

Reidemeister-Schreier rewriting is done letter by letter from left to right. Hence

when she reaches � of the free generators she stops. Notice that the string that she is

rewriting is longer than what she needs to rewrite in order to decode as a result of the

random matrix . �
�
. This is due to the fact that she is actually rewriting not an element

of the subgroup but an element in a right coset. This presents a further difficulty to an

attacker. Since these are random right cosets it makes it difficult to pick up statistical

patterns in the generators even if more than one message is intercepted. In practice

the subgroups should be changed with each message.

The initial key � ! � ��� � 	 is changed frequently. Hence as mentioned above this

method becomes a type of polyalphabetic cipher. Polyalphabetic ciphers have histor-

ically been very difficult to decode (see [7]).

We note that in the above Modular group scheme the use of the representation of
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�
in terms of integral matrices is in essence unnecessary since the algorithm to go

back and forth between group elements and matrices is relatively easy. However it is

the suggestion of the method that is important as it is part of the general idea of ho-

momorphic cryptosystems (see [6]). In addition sending matrices instead of symbols

is a convenient way of transmitting the code which presents a further difficulty to a

purely random attacker.

Initial small experiments show that this code is quite secure for private key com-

munications. The details and further experiments are being pursued in the thesis of

Xu [16] and in [4]. The problems in extending this to a pure public key system lie in

determining exactly what should be made public.

5. Some Algebraic Linear Group Extensions

As explained in the general outline in section 2, three things are necessary for the sug-

gested potential cryptosystems; an abundant supply of free subgroups; an algorithm

to go back and forth between group generators and matrices; finally Reidemeister-

Schreier rewriting. Hence besides the Modular group other linear groups of different

sizes over different ground rings can be used as a base group for a similar cryp-

tosystem - provided the three ideas just mentioned can be implemented. For linear

groups over fields of characteristic zero it is known that there is an abundant supply

of free subgroups. For example from the theorem of Tits [15] any finitely generated

linear group is either virtually solvable (has a solvable subgroup of finite index) or

contains free subgroups of arbitrary rank. Hence working with free subgroups in a

linear group does not pose a major restriction. What is difficult is moving between
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group elements and representing matrices. As explained in the last section the use

of matrices with the Modular group is unnecessary however this may not be the case

with other representations.

A similar approach to the Modular group cryptosystem can be used if we take

one of the Euclidean Bianchi groups
� � as the starting group. Recall (see [5]) that

the Bianchi groups
� � are the groups ����� # ����� 	 where ��� is the ring of integers

in the quadratic imaginary number field � ��� � � 	 . If
�
� $ � ��� � � � �&$ $ these rings

have a Euclidean algorithm and the corresponding groups are the Euclidean Bianchi

groups. In these groups there is an algorithm, similar to that in
�

to express a

projective matrix in terms of a standard set of generators. The subgroups, while not

necessarily free, have a large subset of free generators which can be used as in the

scheme of the last section. For concreteness we describe the process in the Picard

group
�
� � ����� # ��� � � � 	 . Hence this is the analog of the Modular group for the

Gaussian integers.

It is known ([5]) that
�
� can be generated by the projective matrices

� ���

��
� � $
� $ �

���
� ��� ���

��
� $ $
� $

���
� � 	 ���

��
� $ �
� $

���
� �

Further the same type of algorithm as in
�

allows us to rewrite a matrix � �
�
� in

terms of the generators � � � � 	 .
�
� has been proved ([5]) to have a nice group theoretical amalgam structure that,

while not as simple as
�

can be handled in the same manner as
�

. In particular

�
� � � � �
	 � #
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where

� � � � ������� � 
 � � # � � � ��� � # #��

Here � � is the symmetric group on 3 symbols,
�

 the alternating group on 4 symbols

and
�

is the Modular group.

What is important is that this amalgam decomposition gives a unique normal form

for each element of
�
� . While

�
� does not have the torsion-free subgroup property,

that is torsion-free subgroups need not be free, any subgroup must have an amalgam

structure and hence there is an independent amalgam basis that can be used as in
�

.

The group
�
� is not a Fuchsian group but rather acts on 3-dimensional hyperbolic

geometry. This would make a geometric attack on a Picard group code more difficult.

One can also use different representations of a free group in order to develop new

cryptosystems. For example let

�
� � � � � � � � � � �
� � � �

be the ring of integral power series in the non-commuting variables � � � � � � �
� � . Further

let � be a large positive integer. Suppose that we add the relations

��� � �"���# � � � � �"���� � �

to
�

giving us a new power series ring
�

. Then Magnus has proved that the elements

� � � $ � � � ��� # � $ � � # �&� � � � � � � $ � � �

freely generate a free group � � � � � � � � � ��� � 	 within
�

. The inverses of the ��� within
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�
are only known if one knows the value of � . This value of � will then become

part of the secret key. Then as before we can encode any message � in terms of the

generators of � . Alice will send out the message as

� �

�
	 � �

where
	

and � are finite sums of monomials in
�

chosen so that
	 

� and � 

� exist

and are again finite sums of monomials. These inverses will exists because of the

relations given in terms of the integer � . The integer � and the elements
	 � � are

known only to Bob and Alice. Upon receiving the message Bob can decode to get

� from �
�

. This method and its complexity and security will be explored further

in [4].

6. Some Further Ideas

There are various further extensions of the ideas of the previous sections. An idea

being developed is the following (in [4]). Consider a polynomial ring . � � � �&� � � ��� 
 �
over an arbitrary ring . in a large number of variables. Let

�
�

��
� $ �
� $

� �
� � � �

��
� $ �

� $

� �
�

with � � . . In most cases
� � � will be generators for a free group of rank 2. Take an

infinite index subgroup of � � � � � to obtain a free subgroup with infinitely many
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generators

- � �
� � � 	 ��- # � � � � 	 � � � � � - � � � � � 	 � � � � �

and make a plaintext alphabet substitution as in the Magnus scheme

� � - � �
�
� - # � � � �

Now choose polynomials � � ��� # ��� � ��� 
 � � � � �'# � ��� � ��
 � . � � � � � � ��� 
 � and set

� ��� � � � � �)� 
 	 �

��
� � � � #
� � � 


���
� � � � � � �&� � � ��� 
 	 �

��
� � � ��#
��� � 


���
� �

Suppose we have chosen the polynomials above so that there is a substitution

��� � � � � � � � � � 
 	

such that under this substitution

� � � � �&� � � � � 
 	 �
�

and � � � � �&� � � � � 
 	 � � �

Given a plaintext word - ��� � � � � � � 	 encode it with - � - � � -�# � � � 	 as before. How-

ever what is sent out is

- � - � � - #&� � � � 	

where if - � ��- � � � � � 	 then

-�� �%- � � � � � 	 �
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The receiver Alice has the secret substitution key � � � � � � � � � � � 
 	 which she uses to

rewrite

- � - � � - #&� � � � 	

as

- �	- � ��- # � � � � 	

to decode.

A variation of this idea is to use a variable version of Magnus’ original scheme.

Recall from Magnus’ result that the matrices

�

��
� $ $
$ �

���
� � �

��
� $ � � � # � �

��� $

���
� � � � $ � ��� � � � � � � �

freely generate a free subgroup � of infinite index in
�

. Let

� � � � � 	 �%�

��
� $ � � � # � �

��� $

���
� � � � � � � 	 ���

��
� $ � � � # ���

� � $

���
� �

These will then generate a free subgroup of rank 2 in the linear group ������# � � � � � � � 	 .
Now do the substitutions as described above to send out coded messages as matrices

in ����� # � � � � � � � 	 . The secret deciphering code would be an integral pair � � � � � � 	 .
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7. Public Key Protocols: Group Theoretic Diffie-

Hellman

Encrypting within a group can be also be used to develop a public key protocol. Braid

groups have been used for public key protocols (see [2] and [9]). The following is

a group theoretic version of the Diffie-Hellman public key scheme. Recall that the

Diffie-Hellman method uses the difficulty of the discrete log problem coupled with

the fact that exponents commute (see [10]). This can be translated into general group

theory as follows. Suppose Bob wants to communicate with Alice via an open airway.

They have decided to encrypt their messages within a group � and have decided on

an encryption method - perhaps one described in the previous sections. Further we

suppose that
�

is a large abelian subgroup of � which is held secret by Bob and

Alice.

Suppose now that Bob wants to send the message - � � to Alice. He chooses

two random elements � � � � #�� �
and sends Alice the message ( in encrypted form)

� � - � # . Alice now chooses two random elements
�
� �
� # also in

�
and sends Bob

back
�
� � � - � # � # . Since

�
is abelian

�
� � � - � # � # � � �

�
� -

� # � #��

Further since Bob knows his chosen elements � � and � # he can multiply by their

inverses to obtain
�
� -

� # which he then sends back to Alice. Since Alice knows

her chosen elements
�
� �
� # she can multiply by their inverses to get the message - .

It is assumed that for each message Bob and Alice would choose different pairs of
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random elements of
�

.
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Appendix B

A Proposed Public Key Cryptosystem

Using the Modular Group

1. Introduction

In [BFX] we described a general schema for developing encryption methods using

a combination of combinatorial group theory and linear groups. The decryption al-

gorithm was based on the Reidemeister-Schreier rewriting system. Experiments [X]

indicated that the system was indeed secure as a classical cryptosystem. In the present

paper we propose to make this system public key in the sense that we publish the en-

cryption method so that anyone can send an encrypted message. However only those

with knowledge of certain private keys can decrypt in a reasonable amount of time.

The general method outlined in [BFX] went as folows: We start with a given a

finitely presented group � ����� ��. � and a homomorphism � � � � � where �
is a linear group, together with an algorithm so that elements of � � ��	 can be writ-
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ten in terms of a generating system � � � � � � � 
 of � . We then take a subgroup
�

of

� and a free subgroup � of
�

together with Schreier transversals for
�

in � and

for � in
�

(see [BFX],[B] or [MKS]). Further we have sets of Schreier generators

based on these transversals for � which are expressed in terms of the generators of

� and Schreier generators for
�

expressed in terms of the generators of � . The

encryption is done in � via multiplication of matrices. The decryption is then a com-

bination of the algorithm to rewrite an element of � � � 	 in terms of the generators of

� followed by Reidemeister-Schreier rewriting. The details are in [BFX]. There, a

suggested platform group for � is the classical modular group
�

� ����� # � ��	 and

it is within this platform that we propose a public key system. A public key system

using the extended modular group ��� # � �
	 was proposed by Yamamura [Y] but this

was subsequently shown to be breakable ([GP],[S]). Yamamura used however only

one masked subgroup. We propose to use a collection of subgroups that are protected

from the type of attacks that break the Yamamura system.

Recall that a public key system has two components - an encryption system and

a public key exchange protocol describing which encryption ssytem to use. In the

proposed system in this paper there are three integral keys. Without knowledge of

these keys there are only brute force attacks on a given encrypted message, even

knowing the method. Therefore decrypting the message is computationally infeasible

(see section 4) and hence the security of the system lies in the security of the key

exchange protocol. Further, here , as we will show, knowledge of all three keys, is

essential.

In the next section we review the basic ideas of a public key system. In section

3 we describe the basic encryption method using the classical modular group as the
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platform group. We then propose a method to make this public key. As we will see

although decryption is done via Reidemesiter-Schreier rewriting this is not essential

if one knows the subgroup in terms of its generators. The Stallings Folding method

(see [KM]) can also be utilized to rewrite by an attacker. However, as we will show,

this is computationally infeasible. Further, work with Grobner bases shows that in

terms of complexity it is more difficult to find a Grobner basis than to solve the

explicit membership problem when a given Grobner basis is known. Translating this

to group theory indicates that it is harder in terms of complexity to find a Schreier

transversal for a subgroup than to rewrite using a known Schreier transversal for that

subgroup.

2. Public Key Cryptosystems

Recall that a public key cryptosystem has an open encryption system but a secret

decryption system. That is, anyone can send encrypted messages but the decryption

algorithm is known only to those who have the key. As is well-known, a secure

public key cryptosystem depends on a good one-way function or one-way process.

This one-way function is easy to apply but very difficult to invert.

A public key cryptosystem actualy has three parts: an encryption algorithm that

is made public, a key exchange protocol that goes with the encryption algorithm, that

is kept secret between the communicating parties and finally a decryption technique

that depends on the hidden key. The security of such a system depends on the diffi-

culty of decoding a given message knowing the encryption method but not the secret

key. Decoding deosn’t have to be impossible for an attacker just timewise infeasi-
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ble. For example in the standard RSA algorithm the difficulty of decoding depends

on the relative difficulty of factoring a large integer that is aproduct of two primes

versus the difficulty of determing large primes (see [K]). It is theoretically possible,

but computationally infeasible, to break RSA by a brute force attack, that is try all

possible factorizations.

As we will show, this is precisely the situation in our proposed cryptosystem.

We will make public generating systems for a large collection of subgroups of the

Modular Group
�

. The secret integral keys will describe which subgroup to use

and certain other parameters. Only a knowledge of each of these parameters allows

for decryption. A brute force attack going through each subgroup can determine the

subgroup and attack a given message. This is computationally infeasible, analogous

to the brute force factoring approach attack to RSA.

3. The Modular Group Public Key Cryptosystem

We first describe the basic encryption system and then show the public key version.

Our platform base group � as described in the general scheme will be the classical

modular group
�
� ����� # � �
	 . As we will see it has all the necessary ingredients to

fit the general schema:

1.
�

is finitely presented and there is a faithful representation in ����� # ��� 	 .

2. There is an algorithm to move back and forth between the presentation of
�

and the representing matrices

3. There is an abundant supply of free subgroups and it is easy to check on free
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cancellation

4. The explicit membership problem for subgroups is easily solvable if you know

the subgroup and/or know a Schreier transversal

We descibe each of these and then the encryption algorithm. Details on the

Modular Group can be found in the book [F]. Recall that the Modular Group�
� ����� # � �
	 . That is

�
consists of the � � � projective integral matrices:

�
� ���

��
� � �

�
�

���
� � � � � � ��� $ ��� � � ��� � � � � ���

Equivalently
�

can be considered as the set of integral linear fractional transforma-

tions with determinant 1:

�
�

�
� � � �
� � � � ��� � � � ��� $ ��� � � ��� � � � � �

�
has a group presentation

�
��� � ��� 	)� # �%� � � $ � ��� � ��� 	�� # � ��� � 	 � � $ �

where

� �%�

��
� � $
� $ �

���
� ��� ���

��
� � $
� $ $

���
� � � ���

��
� � $
� $ �

���
� ��� ���

��
� $ $
� $

���
� �

Further � ����� . Group theoretically
�

is a free product of a cyclic group of order

2 and a cyclic group of order 3, that is
�

� � #���� � . In particular this implies that



Chapter B: A Proposed Public Key Cryptosystem Using the Modular Group 133

� and � as defined above are an independent system of generators and hence any

element � � �
has an essentially unique expression as a word - �%- � � ��� 	 .

There is an algorithm based on the Euclidean algorithm which given a projective

integral matrix � can rewrite it in terms of the standard generators � ��� . This can be

described in the following manner. Let � and � be defined as above and let

� ���

��
� � �

� �

� �
�

be a matrix in
�

. Then by computation we get that

� � �%�

��
� � �

� � � �

���
� �%�

��
� � � � �
� �

���
�

�
�

� ���

��
� � � � � � � � �

� �

� �
� �

Therefore by multiplying on the left by � and then by an appropriate �
�

we can make

the lower left entry positive and smaller. Continuing we get eventually

�
�

� � �
�

� �
� � � �
�

� � � � �%�

��
� � �

� �

���
�

where � � $ or � . Since � � � $ this implies that the right hand side

�

��
� � �

� �

���
� ���

��
� $ �
� $

���
� � � � �
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This then expresses the matrix � as word - � � � � 	 . Then using that ��� ��� we get

� expressed as a word - � � � �)� 	 in the standard generators � ��� . Hence the Modular

Group
�

has the necessary faithful representation to be able to serve as our platform

group in the general outlined encryption scheme.

It is known,and an easy consequence of the free product structure (see [F]), that

any torsion-free subgroup of
�

is actually a free group. We say that
�

has the

torsion-free subgroup property.

Based on these ideas and following the general outline we give a simple

encryption-decryption algorithm based on the Modular group. This is close to the

Yamamura method which as mentioned has been broken. The public key version

enhances and modifies this basic scheme in order to handle the various attacks.

The encryption algorithm is as follows. Start with a free subgroup � of
�

. Sup-

pose that � � � � � � � ��� is a Schreier transversal for � in
�

and that - � � � � � � -
�

is a set of

generators for � constructed by the Reidemeister-Schreier method from � � � � � � � ��� . It

could be that � and � are infinite. The Schreier transversal will be kept secret. Sup-

pose that
�
� ��� ��� �&� � � � is our plaintext alphabet. Suppose further than � � � where

�
is the size of the plaintext alphabet

�
. We then, as in the free group cryptosystem,

use the substitution ciphertext � � - � �
�
� - # �&� � � and so on. Given a plaintext

message - ��� � � � � � � 	 compute - � - � � - #�� � � 	 as an element of � and then express it

as an integral matrix

- � - � � -�# � � � � 	 � � �

��
� � �

� �

���
� �
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The secret message sent out is � . Notice that knowledge of the Shreier transversal is

not necessary for encryption.

To decipher the message the decryption algorithm proceeds as in the general

schema. Suppose we obtain the coded message � given as an integral matrix. Use the

standard algorithm explained earlier to express � as a word in the standard generators

� ��� of
�

. We then have

� ��- ��� ��� 	 �

We now use the Shreier transversal and Reidemeister-Schreier rewriting to reexpress

� as a word in - � � - #&� � � . Applying the inverse substitution - � � � � -�# � � � � � now

decodes the message.

As for Yamamura’s method [Y] there are various problems with this code (see

[GP] and [S]). Since
�

acts discontinously on the upper half plane, subgroups of

finite index behave somewhat regularly relative to this geometric action. An exami-

nation of the way the messages act can be used to uncover the subgroup � . Yama-

mura tried to disguise � by conjugating the message with an arbitrary matrix but this

could also be broken. Yamamura used only a single masked subgroup. We now try a

slightly different approach.

To make this public key we make a polyalphabetic cipher based on a collection of

free subgroups of
�

. Suppose that we have a indexed collection � � � � � � � � � 
 of free

subgroups of
�

. In a practical implementation we assume that  is large. We make

no assumptions on the index of each � � but assume that each is finitely generated. Let

� � denote the number of generators of � � . Suppose that
�

is the plaintext alphabet

we wish to encode. We make the assumption that ��� is much greater that
�

where
�

is

the size
�

. This is to ensure that we can start almost anywhere within the system of
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generators of � � for a letter by letter encryption. In practice ��� could be a fixed large

integer � so that each � � is a free subgroup of rank � .

For each � � we have a Schreier transversal

� � � � � � � � � � �  � " � �

and a corresponding indexed set of generators

- � � � � � � � � - �  � " � �

constructed from the Schreier transversal by the Reidemeister-Schreier process. Each

of these Schreier generators corresponds uniquely to a � � � unimodular projective

integral matrix.

What is made public are these systems of generators, given in terms of integral

matrices. Each Schreier transversal is kept secret between the communicating parties

Bob and Alice. In the case where anyone can send an encoded message only the

universal receiver, say Alice, knows the Schreier transversals.

The subgroups in this collection and their corresponding Schreier transversals can

be chosen in a variety of ways. For example the commutator subgroup of the Mod-

ular group is free of rank 2 and some of the subgroups � � can be determined from

homomorphisms of this subgroup onto a set of finite groups. Practically however it

can be shown that if � is a large integer then the probability is $ that the subgroup

generated by � randomly chosen ��� � integral matrices is free with those as a basis.

Hence in practice we can fix � choose  randomly chosen sets of � integral matrices

each, and after checking that each is actually free (and discarding those that are not),
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use these as the generators for the � � . After these are chosen we determine determine

the Schreier transversals and Schreier generators. We assume that Alice will receive

messages from anyone.

Suppose that an arbitary person, Bob, wants to send a message to Alice. Bob first

chooses three integers � ! � ��� � 	 where

! � choice of the subgroup � �

� � starting point among the generators of � �

for the substitution of the plaintext alphabet

� � size of the message unit �

We clarify the meanings of the integral parameters � and � . Suppose that Bob has

chosen the index of the subgroup ! , and the second integral parameter � . He now

makes the ciphering substitution

� � - � � � � � � - � � � ' � � � � � � �

Again the assumption is that � � or in practice the fixed � is much larger than
�

so

that starting almost anywhere in the sequence of generators of � � will allow this

substitution. The message unit size � is the number of coded letters that Bob will

place into each coded integral matrix. Hence if � � � he will make the letter by letter

substitutions into integral matrices then multiply together groups successive groups

of three integral matrices.
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Once Bob has made the choices � ! � �
� � 	 he takes his plaintext message - � � � � � � � � 	
and groups blocks of � letters. He then makes the given substitution above to form

integral matrices

� � � � � � � �
� �

We now introduce a random noise factor. After forming � � �&� � � � �
�

Bob then multiplies

on the right each � � by a random determinant one integral matrix .��
�

( different for

each � � ). The only restriction on this random matrix .��
�

is that there is no free

product cancellation in forming the product � �$.��
�
. Within the Modular group this

can be easily checked and ensures that the free product expression for � � .��
�

in terms

of the free product generators of
�

is just the concatenation of the expressions for � �
and .��

�
. Next he sends Alice the integral key � ! � ��� � 	 by some public key method

(RSA, Anshel-Goldfeld etc.). He then sends the message as � integral matrices

� � .�� � � � # .�� � � � � � � �
� .���� �

Hence what is actually being sent out are not elements of the chosen subgroup � �
but rather elements of random right cosets of � � in

�
. The purpose of sending

coset elements is two-fold. The first is to hinder any geometric attack by masking the

subgroup. The second is that it makes the resulting words in the the Modular Group

generators longer - effectively hindering a brute force attack.

To decode the message Alice first uses public key decryption to obtain the integral

keys � ! � ��� � 	 . She then knows the subgroup � � , the ciphertext substitution from the

generators of � � and how many letters � each matrix encodes. She next uses the

Modular group algorithm to express each � �$.��
�

in terms of the standard generators
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� ��� of
�

say - �
�
��� ��� 	 . She has knowledge of the Schreier transversal, so now uses

the Reidemeister-Schreier rewriting process to start expressing - �
�
��� ��� 	 in terms of

the generators of � � . The Reidemeister-Schreier rewriting process is done letter by

letter from left to right. Hence when she reaches � of the free generators she stops.

Notice that the string that she is rewriting is longer than what she needs to rewrite in

order to decode, as a result of the random matrix .��
�
. This is due to the fact that she

is actually rewriting not an element of the subgroup but an element in a right coset.

An attacker, not knowing � will continue rewriting even if the attacker determined a

Schreier transversal. Further, since these are random right cosets it makes it difficult

to pick up statistical patterns in the generators even if more than one message is

intercepted. In practice the subgroups should be changed with each message.

The initial key � ! � ��� � 	 is changed frequently. Hence as mentioned above this

method becomes a type of polyalphabetic cipher. Polyalphabetic ciphers have histor-

ically been very difficult to decode (see [7]).

An attacker has access to a string of integral matrices and knows that these are

from random right cosets of one of the published subgroups. In the next section we

describe how an attacker might proceed and show that it is computationally infeasi-

ble. Frist we given a simple example.

EXAMPLE We want to encode the message

STOP THE WAR

We choose the integral keys � ����� � � � � 	 . That is we have chosen subgroup number

256 on our published list and we will start the enciphering at generator number 6, that

is

� � -�# � ��� � � � � -�# � ��� � � � �
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Finally we will group letters in sets of � .

In reality the full list of subgroups have not yet been constructed so these matrices

were chosen as a fixed subgroup of the free subgroup generated by

�
�

��
� $ �

� $

���
� and � �

��
� $ �

� $

���
�

.

Assume the subgroup � # � � ��� � 

� � � � � 
 # � � # � � 
 � � � � � � � � � we have the

encryption scheme

� � � 
 � � � � � � � � 
 � � � � � � � �

Therefore we form by multiplying the encrypting matrices

� � � � ��� �

��
� � ��
�
	� � ���

$ ����� ��� ���
� 


���
� � � # � � � � �

��
� � � 
�$�
 � ���

� � ����$ � ���
� 


���
� �

� �
� � - �
�

��
� � � ��� � � ���

$ � � � � � ���
� 


���
� � � 

�%. � � � ���

��
� � � ����$ � ���

�
�
��
���� ���

� 


���
�

Next we choose four random noise matrices

. � �
�

�
�
�

��
� � $ �
� �

� �
� ��. # � �

�
�

��
� $ �

� �

� �
� �

. � � �
�

��
� $ �

� $

���
� ��. 

� �

� �

��
� � �

� $

���
�
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For each � � $ � �
� � � � we check that there is no free product cancellation in

forming � ��. � . Essentially this means the following. Suppose � �)� are the generators

of the Modular Group of order 2 and order 3 respectively. If � � ends in � when written

as a word in � ��� then . � cannot begin with � . If � � ends with � then . � cannot begin

with � # and if � � ends in � # then . � cannot begin with � .

After doing this we form the four matrix products

� � . � �

��
� � $ ��$ � � � ������$ �
�
����� $ � $ � � � � � �

���
� � � #�. #
�

��
� � � ��� � � $ � ��� �

� ��
���$ � �
��$�
 � $

���
� �

� � . � �

��
� � � ��� � � ����� �
$ � � � � � �	� �	� $ �

� �
� � � 
 . 
 �

��
� � ��$ � ��� � $ ��� � �
$ � � $ $�
 � ����
�$ � 


� �
�

and transmit these to Alice along with with secret integral key � ����� � �
� � 	 .
Alice first expresses each of these four matrices as words in � ��� . From the se-

cret key she knows the appropriate subgroup and hence has a Schreier transversal.

She starts rewriting . � � � . After she obtains three generators from � # � � from this

rewriting she stops although the word for . � � � may be much longer. She then does

the same for each of the transmitted matrices. She now has each of the four matrices

written as a product of three generators from � # � � . Using the second key � she knows

the letter by letter substitution on these generators and can use this to decode.
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4. Security and Potential Attacks

Here we examine basic attacks on the proposed cryptosystem and show that the se-

curity is entirely in the key exchange. That is there is no feasible attack on the coded

message directly.

An attacker has access to the list of encoding subgroups. Hence the attacker has

the integral matrices and can easily turn them into words in the standard generators

of the modular group. However the attacker must determine all three integral keys

to actually decode. Since we are sending coset elements of different cosets there is

no geometric pattern in the action of transmitting matrices on the upper half-plane.

This handles a protion of the attacks on the Yamamura scheme. An attacker then has

no recourse but a brute force attack to determine the correct encoding subgroup. But

even here there is a problem.

The Schreier transversal is kept secret by Alice and allows her to easily decode

but this presents no problem to the attacker. A method known as Stallings Foldings

(the paper [KM] is now the standard reference on this technqiue) allows one, given a

known system of generators for a subgroup, to develop a subgroup graph, and then

utilize this graph to rewrite in terms of the given generators. There is nothing pub-

lished however on the relative complexity of rewriting using a Schreier transversal

versus rewriting using Stallings Foldings so more work is necessary. However the

difficulty of rewriting doesn’t play an essential role in the security of the scheme.

However we are sending out not subgroup elements but random right coset ele-

ment. In principle, the Stallings Folding method will also tell an attacker what coset

a given matrix is in relative to a given subgroup. Hwoever a given element of the

modular group will lie in a right coset of almost all (perhaps all) of the subgroups on
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our list. Hence unless an attacker exactly determines the subgroup this method gives

him no information. Further even if they determine the subgroup and the message

siye they must do a statistical analysis to obtian the letter by letter substituion. Here

finding a single letter suffices. However the messaeg siyes are assumed small. We

could even mask the encryption further by instead of using just � and then a sequen-

tial substitution used a permutation � on the generators of the subgroup

There seems to be no trapdoor given the encoded message without finding the

subgroup. Hence the security is based on the integral keys � ! � ��� � 	 . The brute force

method an attacker can uitliye is to find a set of Schreier transversals for each of

the subgroups on the published list and then rewrite each matrix in terms of each

subgroup. Then do a statistical analysis on the letters to find one that makes sense.

As pointed out though this is even more difficult since each matrix in a message will

be in right cosetss for arbitrarily large sets of subgroups. Hence finding the message

size � is necessary.
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