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A bstract

Quantum computational attack on two 
diophantine cryptosystems

by

Michael Salwen 

Advisor: Professor M ichael Anshel

A com puting paradigm  based on th e  principles of quantum  physics was 

first suggested in the  early  1980s by Benioff and Feynman and formalized 

thereafter by Deustch. Since th a t  tim e, Shor introduced specific polynom ial­

tim e quantum  algorithm s to  solve the factoring and  discrete logarithm  prob­

lems and Grover presented a  quan tum  d atab ase  search algorithm  w ith  quadratic 

improvement over classical search. Shor’s m ethod has been generalized to 

th e  problem of finding a  hidden subgroup w ithin an abelian group G  and 

is intim ately connected to  th e  Fourier transform  on G. Grover’s m ethod  is 

fundam entally different and  has a  decidedly geometric flavor.

Q uantum  algorithm s offer an inherently  parallel structure, which derives 

from the  quantum  physical notion of superposition, whereby particles are 

though t to exist sim ultaneously in various states, subject to  som e proba­

bility  am plitude d istribu tion . In term s of the  com puting paradigm , we can 

th in k  of an n-b it q u an tu m  register as sim ultaneously holding all possible 2n 

values, again subject to  som e probability  distribution on th e  values. The
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power of quantum  parallelism , in essence, is th a t  a  function can be evaluated 

sim ultaneously ra ther th an  sequentially on all points in a large space.

T he in terest in quan tum  com puting and algorithm s is stim ulated largely 

by th e  prom ise of trac tab le  solutions to  problem s believed to  be in tractab le  

w ithin  th e  classical com puting model. Among these are those problem s un­

derlying all modern encryption schemes, including the two exam ined here: 

the  NTRU  and Chor-R ivest cryptosystem s. T he m ost widely used classical 

technique to  attack these system s is la ttice  basis reduction. T he approach 

taken here is quite different. These problem s are trea ted  as inherently generic: 

find one of some special elements w ith in  an  unsorted database. G rover’s al­

gorithm  is then  applied in this context.

T he basic m athem atical notions for the  q u an tum  com puting paradigm  

are introduced, followed by a  detailed description of Grover’s algorithm . T he 

N TRU  and C hor-R ivest cryptosystem s are then  presented, w ith discussions 

of conventional attacks and how G rover’s algorithm  may be applied to  these 

problems.
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1 Introduction

A computing paradigm  based on the principles of quantum  physics was first 

broached in the early 1980s by Benioff [1] and Feynman [8 ] and formal­

ized thereafter by Deustch [5]. Since th a t time, Shor introduced specific 

polynomial-time quantum  algorithm s to  solve the  factoring and discrete log­

arithm  problems [19] and Grover presented a quantum  database search algo­

rithm  with quadratic im provem ent over classical search [10]. Shor’s m ethod 

has been generalized to th e  problem of finding a  hidden subgroup w ithin an 

abelian group G [1 2 , 14, 16] (e.g. the problem  of finding the subgroup gen­

erated by a specific elem ent of Z /n Z  and, hence, its order) and is intim ately 

connected to the Fourier transform  on G. Grover’s method is fundam entally 

different and, as we will see in detail, has a decidedly geometric flavor.

T he interest in quan tum  com puting and algorithm s is stim ulated largely 

by the promise of trac tab le  solutions to  problems believed to be in tractable 

w ithin the classical com puting model. W hile no one knows w hether prob­

lems such as factoring and th e  com putation of discrete logarithms are tru ly  

hard within classical constraints, there is probably no one alive who believes 

not. Q uantum  algorithm s offer an inherently parallel structure, which de­

rives from the quantum  physical notion of superposition, whereby particles 

are thought to exist sim ultaneously in various states, subject to some prob­

ability am plitude distribution. In term s of the com puting paradigm , we can 

th ink  of an n-bit quantum  register as sim ultaneously holding all possible 2n
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values, again sub ject to some probability  d istribution on the values. T he 

pow er of quan tum  parallelism, in  essence, is th a t a function can be evaluated 

sim ultaneously ra ther than  sequentially  on all points in a  large space.

O f  course, th ere  are constraints w ith in  th e  quantum  com putational model, 

not th e  least o f which is th a t once a  qu an tu m  register is examined, superposi­

tion  is lost and one and only one s ta te  (corresponding to  one of the 2n possible 

values) is recovered. The aim  of q u an tu m  algorithms is to  m anipulate quan­

tu m  registers w ithout “peeking,” w aiting  until the right moment to  destroy 

superposition and  recover one of th e  possible outcomes. T he right moment, 

of course, is w hen the  algorithm  has created an am plitude distribution which 

heavily favors a  desirable outcome.

A nother lim itation, which will n o t be trea ted  here, b u t which obviously 

bears  directly on the  feasibility of q u an tu m  computing, is th a t the hardw are 

for such  devices does not exist. M ore im portan t, it rem ains to be seen when 

and w hether such hardware will exist, though most observers are hopeful. 

T he  hardest problem  seems to be th e  ability to  m anipulate quantum  states 

w hile isolating them  from unw anted environm ental interference.

T h is  paper applies Grover’s a lgorithm  to  attacking th e  NTRU and C hor- 

R ivest cryptosystem s. Of the two, N TRU  remains th e  most resistant to  

conventional a ttacks, though the exam ple provided by Chor-R ivest remains 

theoretically  interesting. T he m ost widely used conventional technique to  

solve these problem s is lattice basis reduction. Initially, an attacker m ust 

c rea te  a la ttice  in which a short vector exists which will yield a solution to
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the  specific problem. If such a  lattice can be  constructed, the la ttice  basis 

reduction algorithm  due to  Lenstra, Lenstra and Lovasz [36] (the so-called 

LLL algorithm) and successive improvements thereupon [33, 34, 35, 37, 38] 

can be used to search for sh o rt vectors. T he original LLL algorithm  guaran­

tees finding within a  d-dim ensional lattice a  vector of length no g rea ter than  

2dt~ tim es the length of th e  shortest non-zero vector, though in practice the 

algorithm  often does m uch b e tte r. As part of th e  algorithm, the lengths of 

linear combinations of two basis vectors are minimized. Changes to th e  basic 

algorithm  include increasing th e  num ber of basis vectors in these linear com­

binations (block size) beyond two, which yields, a t  a  time cost exponential 

in th e  size of the block, sh o rte r vectors overall, and m ethods for optim iz­

ing th e  balance between th e  speed of the arithm etic  com putations required 

by the  algorithm  and excessive rounding errors which can lead to com plete 

instability  and failure to converge.

T he approach taken here is quite different. We view these problem s as 

th a t of finding one of some special elements w ithin  an  unsorted da tabase  and 

apply Grover’s algorithm  to  them . This m ethodology is inherently generic; 

the algebraic structures underly ing the system s exam ined here play very little 

role in the operation of th e  search algorithm . Indeed, the only interaction 

w ith the  search space required by the algorithm  is a  membership function 

th a t can faithfully determ ine which elements are in the special subset.

T he sequel is divided in to  five sections. In section 2 the basic m athe­

m atical notions for the q u an tu m  com puting paradigm  are introduced. Sec­
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tion 3 describes G rover’s algorithm  in detail. Sections 4 and 5 introduce 

the NTRU and C hor-R ivest cryptosystem s, respectively, w ith discussions of 

conventional a ttacks and  how Grover’s algorithm  m ay be applied to these 

problems. Finally, section 6 mentions directions for future work.
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2 Mathematical framework of 
quantum computation

2.1 Introductory q_uantum concepts

T he context for quantum  sy s te m s  is a  Hilbert space, 7t, equipped w ith  her- 

m itian inner product (•, -) sm ch th a t for any x , y, z  E 7i and a  G C  :

1. (2;, x) > 0 and (x , 2;) =  0 iff x  = 0,

2. (x,y) = (y,x),

3. (2;, ay + z) = a(x,  y) -H- (x, z).

is variously referred to  as the state space, quantum probability space (QPS) 

or, when there is no room  f o r  confusion, just space. For our purposes, H. will 

be finite dimensional. S ta te s  or state vectors will be  normalized elem ents of 

7i  and will be denoted |^), w h e re  t  is some label.

In quantum  systems, am  event is a set of in itia l and final states. By 

((f)| we mean the element ( |0 ),-) £  W ith  th is  convention, (4>\t) shall 

mean (|0 ), \l)) and will be ca lle d  the probability amplitude (or more sim ply 

amplitude) of an event w ith  initial s ta te  |i) and final s ta te  10). In the  context 

of quantum  mechanics, the  nom enclature suggests the  in terpretation of the 

am plitude; in fact, |(0 |t ) | 2 i s  the probability of occurrence of the  event w ith 

initial s ta te  |i) and final sta '.te  10 ).

T he am plitude has an a lo g o u s properties to  probability  measures. If an 

event can be split into two saequential events, then  th e  am plitude of the  event
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is equal to  th e  p roduct of the am plitudes of the constituent events. Therefore, 

if |x) is an  interm ediate s ta te  betw een sta tes  |t) and |0 ), then

(4>\l) =  {4>\x)(x\l).

If an event can occur in several independent ways, then the am plitude of 

the event is th e  sum  of the am plitudes of the  several alternative events. For 

example, if the  event can be represented as either of two independent events 

through th e  in term ediate states |x) and  |y), then

(cp\l) =  (0 |x) (x|a) +  (<f>\y){y\i).

R e m a r k .  An im portan t distinction not to  be lost between am plitudes and 

probabilities is th a t  since am plitudes carry  phase as well as m agnitude, linear 

operations on s ta tes  can create destructive as well as constructive interfer­

ence. G rover’s algorithm  exploits th is aspect to augm ent certain  desirable 

event probabilities while suppressing others.

By a  basis for 7i we shall m ean a  set of s ta te  labels B  such th a t for all 

b j  e  B,
( i | -) =  f l  i f f =  J
' *■ ' y 0  otherwise 

and for any  initial s ta te  |i) and final s ta te  \<p) ,

(0 k) =  S I W X 1'!6)-
ieB
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Any sta te  \ip) in a  QPS can be represented as a  linear com bination of 

basis states:

|cp) — ^2  atK)> where =  (i[tp) for all i  E B. 
ieB

If { |0} ies forms a basis for 7i th en  {(*|}t-6B forms a basis for 7im and any 

elem ent of H* can be represented as a linear com bination of elements from 

the  dual basis:

('(/’ | =  ^ a t (/|, where a t =  (0K) for all i E B. 
ieB

From  the definition of the inner product, it follows th a t if \<p) =  Y  a iK)> then  

(<£>| =  £a7(i'|-

For a  given basis B  of 7i (and, therefore, a given dual basis of H') ,  the  fore­

going implies th a t if \<p) =  5 Z a iIO and l^) =  then  (0 |ip) = Ojbj.
ieB ieB ieB

I t is also useful in this context to th ink  of elements of 7i* as vectors under the

m apping 7i —► : a  i—> a. The inner product then becomes the standard

dot product, with (a , /3) — a -  (3.

2.2 Qubits and quantum registers

T he fundam ental unit of d a ta  in th e  quantum  com putational model is the 

“qub it” (for quantum bit). Its m athem atical representation is a s ta te  in  a  

two-dimensional Hilbert space, Ho. T he canonical basis for Ho is suggestively 

denoted as {|0), |1)}. A qubit is, therefore, of the form | <p) = a|0)-f-6|l) w here 

a, b E C and |a |2 + |fr|2 =  1. If bo th  a  and b are nonzero, we say th a t 1^) is
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8

in a  superposition of |0 ) and |1), to be distinguished from either |0 ) or |1 ) as 

in a  classical com putational model.

Q uantum  qubit registers are superficially analogous to classical b it reg­

isters, although the  sam e distinction as in the single b it/q u b it case can be 

made: whereas an n -b it classical register can hold one of 2n values, an 71-qub it 

register can be realized as a normalized elem ent in the n-fold tensor p roduct 

of H2 . (The 2n-dim ensional Hilbert space ® n Ho will be denoted henceforth 

as Hjv, where N  =  2n.) Extending th e  notation introduced for the basis 

of H2 , a 2-qubit register is represented as a  sta te  in the  space spanned by 

{100), |01), 110), 111)}, where \ij) means Canonical basis states o f H/v

will be denoted |i), for i £  ( 0 , 1 , . . .  , .'V — 1}, where i is understood to  repre­

sent the n-bit b inary expansion of the  integer. In general, the tensor o f any 

|a:) £  H,v and |y) £  Hm may be w ritten  as any of |:r) <g> |y), \xy), |x)|i/) or 

\x, y), always in the hope of clarity. Note th a t, as in the case of a single qubit, 

an arbitrary n -qubit register \<p) can be represented as a  linear com bination 

of the basis sta tes of Hiv :

A '- l  i V - l

|tp) = ^ 2  a i'K)> where at- =  (i|<^) for all i and ^  |cq|2 =  1 .
i=0 t=0

2.3 Evolution of quantum systems; entanglement

A sta te  I95) £  Hat is called pure if there exist |y?i), l ^ ) , . . .  , |y?n) £  H 2 such 

th a t

|ip) =  I^l) ® |ipo) ® • • • ® |^n)-
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If no such rep resen ta tion  of |ip) is possible, then  |<̂ ) is said to  be entangled. 

As an exam ple, com pare the states

|ip )  =  -4(100) -  |10», and

\i,) =  -)=(|00> +  [11)).

Since |cp) — ^= (|0 ) — |1)) 0  |0), we see th a t it is a pure s ta te . No such 

decomposition is possible for |ip) and it is, therefore, entangled.

If O i : H \  —► Gi and Oo '■ Ho Go are operators, we define the ir tensor 

product by:

extend this definition linearly to define th e  operator {Oi 0  Oo) '■ H i -»  

Gi 0> Go. T he ten so r product has the following properties:

1- ( C h 0  Oo)* =  0 \  0  On, where O ' is the  adjoint of O;

2. (O x 0  Oo)~l =  O f 1 ® On1] and

3. If A  and B  are m atrices relative to  given bases of O i and Oo, respec­

tively, we have, from the definition of Oi  0 C 4 , th a t (A  0  B) (x  0  y) = 

A x  0  B y  for all x  E Hi  and y  €  Ho. If A  =  (ay) is r  x s, then the 

m atrix of O i 0  Oo is given by:

where e} and ej  are basis elements of H \  and Ho, respectively. We then

A  0  B  =

 ̂fluB  a 12B  ••• a^B'^ 
a21B  a22B  • • • a2sB

\ a r lB  a r2B  ••• a rsB /
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Q uantum  system s evolve through u n ita ry  transform ations of the  state  

space. A unitary o p era to r is one which m aps one orthonorm al basis on to 

another. Equivalently, if 14 is unitary, th en  I4~l — 14*, i.e., its inverse and 

adjoint are identical. If TAi and Uo are un ita ry  operators on H ilbert spaces 

Tii and Wo, respectively, then 14\ ®l4o is a  un ita ry  operato r on Wi ® Wo.

N ot all useful u n ita ry  operators on Hat can be represented as th e  tensor 

of operators on IHk; however, one th a t does come up frequently in the study 

of quan tum  algorithm s is S n — 0 n <S, where S  : Ho —■* Ho is the Walsh- 

Hadamard transform ation defined by:

S n has the useful p roperty  that for an a rb itra ry  basis element |x) E H/v'i

i.e., S n provides a ready tool for creating a  s ta te  th a t is in equiprobable 

superposition of the canonical basis s ta tes of Hyv-

T he m atrix  of S i relative to the canonical basis of Ho is

.S|0> =  -J=(|0> +  |1 »

5|1> =  - ^ ( | 0 ) - | 1 » .

where x  - i is the (m od 2) dot product of the  binary vectors. 

If we take x  = 0, then:
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and, for n  >  1, we have th e  nice recursive definition for the  m atrix  of S n 

relative to  the canonical basis of H,v:

o _ L  (  S "--i S« -t \  
n Sn_! S n_[ )  •

T he W alsh-Hadamard transform ation and other operators which are ten­

sors of operators on Ho are easy to  understand  and apply as th e  operation can 

be performed qubit by qubit. They also clearly carry pure s ta tes  into pure 

states. Operators which cannot be represented as the tensor of operators on 

Ho will entangle pure sta tes. For exam ple, if

A  -

/  1 - 1 0 0 ^
1 1 1 0 0

7 2 0 0 - 1 - 1
V 0 0 1 - i ;

and

( 1 \ 
1 

- 1  
V -1  )

—  2 ( |00 ) +  |0 1 ) — 110 ) — 111))

=  7 f  d°> -  ii>) ® d ° > +  n » '

then  A  cannot be represented as a  tensor of operators on Ho and \ip) is, as
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dem onstrated , a  pure state. Now,

A|<p)
1

7 2

/ 0 \
1
1

VO/

^ ( 1 0 1 ) +  110)),

which is an  entangled  state.
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3 Grover’s algorithm for database search

3.1 Description of the basic algorithm

G rover’s algorithm  is a  quantum  search technique designed to retrieve one of 

some elements satisfying a  given p roperty  from an unsorted database. The 

algorithm  assumes a database of size S  to  be represented by th e  canonical 

basis s ta tes |i), for i =  0 , 1 , . . .  , S  — 1, and  operates within th e  subspace 

H s C  H.v, where N  = 2n and n  =  [logo 5’]. We also assum e the  exis­

tence of a one-to-one correspondence identifying the problem-specific search 

space w ith the  set {0 , 1 , . . .  , 5 —1}; a problem-specific m embership function 

/  : ( 0 ,1 , . . .  , S  — 1} — t  {0,1}, where f ( i )  —  1 if and only if |z) satis­

fies the given property; and a un ita ry  transform ation Uf  th a t takes sta tes 

|z) |f/) to |t) | f ( i )  ® ■(/), where \i) is a canonical basis elem ent of H s,

|y) E H 2 and ® signifies addition m od 2.

T he s ta te  |z) is called marked if f ( i )  =  1. W e will denote by M  b o th  the 

set of basis labels corresponding to  th e  m arked states and the  subspace of 

H s  spanned by these states, w ith th e  expectation  th a t this mild abuse will 

not cause confusion. The num ber of elem ents in  M  will be denoted by the 

integer £, where we will assume th roughout th a t  t > 0 and, for now, th a t t is 

a known param eter.

The algorithm  consists of initialization, an  iterative loop, m easurem ent 

and verification.
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In itia liza tio n .  T he algorithm  is initialized by first preparing an equiprob- 

able sta te

7 3 % ™

where |t/) is set to (|0) — |1)) G Ho. This choice for |y) is amplified in the 

following section. In th e  event th a t S  is a  power of 2, we can employ the  

YValsh-Hadamard transform ation to prepare this sta te .

The ite ra tiv e  loop. T h e heart of the algorithm  is a  loop, which itera tes

J  — O ( y f j )  times. T h e  exact value of J  will be discussed in the  next

section. T he loop comprises two steps. The first step  applies the specific

transform ation LI j  to th e  input sta te . The second step  then applies w hat

Grover calls the diffusion transform ation, T>, which is defined by

s - 1 s - i  5-1
5Z “tl’O >-*• (2a -  °i) K)> where a =  — a{.
1=0 i=0 ^  i=0

M easu rem en t. T he s ta te  ou tp u t by the iterative loop is measured. This 

destroys superposition and returns one and only one basis s ta te  as a  candidate  

solution for the problem.

V erifica tion . This is a  classical check of whether the algorithm  has retu rned  

a correct answer. In th e  event th e  algorithm  fails, the  process repeats. In the 

discussion below, we show th a t the  probability of failure is no greater th an  

which is quite sm all for t <Si S .
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3.2 Analysis of the algorithm

T he key to Grover’s algorithm  is how the  iterative loop transform s an  equi- 

probable sta te  to one which, upon m easurem ent, returns some basis s ta te  

|i) E M  with near certainty. It is this loop which we examine in this section. 

Recall that for i E (0, 1 , . . .  , 5 — 1} and jy) e  H2,

Uf : 101'!/) | 0 1 /(0  0 y ) .

If we take |y) to be -j= (|0) — 11)), then

U ,  : I 0 ^ ( [ 0 )  -  |1)) ~ l i ) ^  (I/M ® 0) -  1/(0 ® 1»

= K)^j(l/M> -|/M®i))

= W(-i)/(i)^ ( |o ) - | i» -

If we suppress the no ta tion  of the final qubit, we have

i=o i=0

so th a t, with these m anipulations, lAf is shown to encode /  as a  conditional 

phase change of the m arked states.

We see here an explicit m anifestation of the  power of quantum  algorithm s. 

O ne application of U f  creates a s ta te  which encodes global properties of 

/ .  The key to exploiting this power hinges on m aintaining superposition, 

while employing those un ita ry  transform ations of the s ta te  space which will
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“prom ote” a  correct problem  solution into th e  overwhelmingly likely outcome 

of measurement.

T he other com ponent of th e  loop is th e  transform ation T>. Note th a t 

T> = —I  -t- 2V, where V  is defined by

5-1 s - i   ̂s - i
a i K) a l*)» where again a  =  — ^  ai-

i=0 i=0 ^  £=0

We observe th a t "P2 =  V , from  which it follows im m ediately th a t T>~ =  /  

and, hence, th a t T> is unitary.

Grover describes the action of T) as an  “inversion about average,” which 

is readily understood by m aking the triv ial observation th a t 2a — a.t- =  

a +  (a — a*). Coupled w ith  th e  conditional phase change applied by Uf {i.e., 

only to  marked states) im m ediately prior to  th is inversion, the loop am pli­

fies the am plitude of marked sta tes  and suppresses th a t  of the others. Let’s 

exam ine this process closely.

Suppose k, I £ R are such th a t  tkr + {S —  t)l2 —  1.  P u t

iSiW igM

T hen

W/|4'(*,Z))=-*£|i>+Z£|t>.
iSM i&M

N ote th a t the average of the coefficients of l A f \ ^ { k ,  I ) ) ,  a,  equals .

T he coefficient for each of th e  m arked basis s ta tes  in the state  £>£//-|VI; (A:, /))
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is, therefore, transformed as

k  -► —k  -> 2a -  (-fc) = ^ [ ( S  - t ) l  -  +  k

S - 2 t ,  2 ( 5 - 0 ,
— ~— A: +  - — -I.

Similarly, the coefficient for each of the  unm arked sta tes  is transform ed as

I 2 a - I  =  ^ { ( S - t ) l - t k \ - I

S  -  2 t , 2 1,
= -------------1 ----------- k.

S  S

T he itera tion  of the central loop of Grover’s algorithm  yields, therefore, 

th e  following recurrence among the coefficients of the m arked and unm arked 

states:

S - 2 t t 2 ( 5 - 0 ,  J , S  — 2t  2t
k S  S  — g  h  S  ^

w ith  initial conditions ko = lQ =  ^= . Significantly, th is recurrence conserves 

to ta l probability, since

tbj+i  +  ( S  — =  t k j  +  ( S  —

Let the angle 0 be such th a t s in# =  and 0 <  6 < Then the 

following closed form for the recurrence given above can be verified by a 

straightforw ard induction argum ent:

1 1 
kj  =  —F sin(2 j +  1)# and l j  =  . cos(2 j  -F 1)#.

V  t y / S  —  t
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T he am plitude formula clearly shows th a t we can allow the algorithm  to 

work too hard. Indeed, if (2j  +  1)0 exceeds f , the  m agnitude of kj  begins 

to  decline while th a t of lj increases. Optimally, we would iterate the loop J  

times, where (2 J  -F 1)0 =  f  or J  =  ^  — 4- Of course, we are constrained to 

itera te  an integer num ber of times. If we pu t J  =  then J  — J | <  £,

from which it follows th a t |(2J  + 1)0 — (2J  +  1)0j <  0. But J  was chosen 

expressly so th a t (2 J  -b 1)0 =  which implies th a t | f  — (2 J  -b 1)0| <  0 and, 

therefore, tha t |cos(2J -b 1)0| <  sin0.

Now, the probability of failure, i.e., th a t upon measurement we obtain  

one of the S  — t unm arked sta tes  is (S — t)l j  and, from the foregoing,

(S  — t) l j  =  cos2(2J  -b 1)0 <  sin2 0 =  -^.

In short, the iterative loop has transform ed an input s ta te  tha t had probabil­

ity  J: of returning a marked basis s ta te  upon m easurem ent to a  superposition 

which will return some m arked sta te  w ith probability no less than  Note 

th a t J  < jg < =  f  y / f  so th a t J  — O ( / ? ) ,  as promised.

3.3 Remarks on the geometry of the algorithm

Let W  C H s be a subspace w ith basis {tu}. P u t R\,y = I  — 2 Ylw \w )(w \- 

T hen Rw  is a reflection in th e  orthogonal complement, W L, of W.  Recall 

th a t for any s ta te  |x) =  J2i <R.\'i),

Uf  : ]T fli|i) i  ̂ ^ ( - l ) /w ai|i) =  ^10 “  Y
i= 0  i = 0 i g M  ie.M

where we assume th a t f ( i )  =  1 if and only if i €  M.  Now
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R m \x ) =  \x) -  2 (*fc) 10
ieM

S - l  / S - l
= 52 “ilO -  2 X. (* | 52 aili)

i=0 i€A/ \  7=0

=  Z )  ailO - 2 5Z a ‘IO
t=o ieM

= Z! ail O -  52 a*IO
igM i&M

= Uf\x),

so th a t  W/ =  /?M.

Induced by the notation introduced in the previous section, we denote 

by [Ty) for 0 < j  < J  the  superpositioned s ta te  under evolution by the 

algorithm . T hen  for [To) and |x) =  a*|z) we have

|x) =  2 (T 0 |o:) | T 0) -  \x)

= 2 { ^ J 2 ^ \  lvJro) - Z T ^ I O

=  ^ Z a) ^ Z l l) ~ Y . “ .K> 

= 2 ^ y i « > - y a i |i)
°  i i

=  H ( 2a
i

= V\x),
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where a =  ^  a-j/S, as before.

Suppose th a t  th e  (S  — l)-dim ensional orthogonal com plem ent to |^o), 

I'l'o)1-, has o rthonorm al basis {ItOI^Ti1- T hen  any s ta te  |a;) €  H 5 may be 

w ritten as aol'Fo) 4- for su itab le  coefficient choices. From this de­

composition we see th a t

s - i
tf|*0>!*> ^ol^o) y ] aiY'li) = f2") 1

1 = 1

which gives us th a t  —/?|i£0) =  /?|*0}x. We conclude th a t T>U/  =  R\^q)jlRm.

Let \jj) = YligM 10 and |m ) =  ^  ^ZieM 10 and let V  denote the real 

two-dimensional subspace of H s w ith  orthonorm al basis {|/0> lm )}- Given 

|x) =  a\fi:) +  b\m ) in V,

R m \x) = \x) - 2  Yl  (Ax ) 10
ieM

= a\n) +  b\m) -  (i I a |/0  +  b\m)) |i>
ieM

= 7 # T 7  £  w +  77  E  wv o L igM V L ieM

~2 E (* | 7^=7 E li> + 7? E w) W
ieM \  V O £ V £ jeM /

= -7#r7 E  l*> + 4  E  l<> -  E  10v £ i£M V £ t€M v £ ieM

a e k > - 4 ek>
 ̂i£M V t  ieM 

= a\fx) — b\m)
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R\m) 12-) >

so th a t, restricted  to  V , R m  =  /2|m), which is reflection in the line |/z). T he 

m atrix  of i?|m) relative to th e  basis {|/z), |m)} is

Let |^'o) be the unit vector perpendicular to  |To) in V ■ Since

l*o> = -7gE  10 = 75  E  10 + -75 E  10V o i=o V o igM  V o  i&M

= M  |m>,

IV’o) is given by

l^o) =  \ f * )  ~  lm ) ‘

These relationships pu t the  m atrix tak ing  |m )} into {|To), I'J/’o)} 35

y_|7¥
V ] /i  ~ V ^ J

Note th a t Y2 =  I .

T he definition of reflection implies th a t, for a rb itra ry  subspaces U, W  C  

H s, U -t-W  is invariant under both  Ru and R w . From  th is and the foregoing 

discussion we see th a t V  is invariant under th e  com position —R\yfi0)R\m) and 

can conclude th a t, restricted to V, T>Uf =  R\ip0) R\m) - In  particular, £  

V  for all j .  Grover’s algorithm  can, therefore, be  viewed as the product of

reflections in the  lines \/.i) and [To), operating in  th e  real two-dimensional

subspace V.
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The m atrix  X is also the m atrix of R\^0) relative to  the  basis ( |'I fo), \-ipo)}. 

Using th is  observation and the change of basis m atrix  Y. we can calculate the 

m atrix  Z of /2|^0) relative to the basis fra)}:

Z =  YXY

( 1 0 \(  [s=l  n  \V s  v s

i ( s -a >  yt(s - 1)

0 -1

i  \

\fi _\/V,

> - ± ( s ~ 2 t ) j

Finally, if G is the  m atrix of the Grover itera tion  operating on V  relative 

to the basis we can obtain G as th e  product

G =  ZX

A A ( S - 2 i )  y t ( S - t ) \  (  1 0 \

[ y t ( s - t )  - i ( s - 2 i ) y  

^ i ( S _ 2( )  - | y s - t )

0 - 1

\ y t ( s - t )  § ( s - 2 t )  j

cos 26 —sin 26 
sin 26 cos 26

where we recall th a t 6 is defined by sin 6 = \ j \ -

The closed-form am plitude formula and  foregoing analysis of the action 

on the subspace V  yield a  nice geometric in terp re ta tion  of the algorithm ’s
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central process. From

t§?M

=  kjyft  Im) + I jVS  — t |/z)

=  sin(2 j 4- 1)0 |m)  4- cos(2j  4- 1)0 |^z),

we obtain th a t

=  cos(2j 4- 1)0,

so th a t the angle betw een |vFj) and  \fi) is (2 j  4 - 1 )0 .

A t initialization, |'Ero) is ro ta ted  from |/j) by 0 radians and is, therefore, 

nearly orthogonal to |m ). (Recall that, for t <g: S, 9 ~  which is very 

sm all indeed.) Each ite ra tion  of the  central loop then  rotates |\F,-) a  fu rther 

20 radians away from |/r) until, after J  iterations, |'F j )  is as colinear w ith  

| m)  as an integer num ber of iterations will allow.

T he m atrix  G shows th a t, consistent w ith the algebraic analysis, th e  com­

position of reflections in  |/z) and |'Iro) produces a  ro ta tion  of V  th rough an 

angle of 20  for each application of Grover’s loop.

3.4 An example

In  this section a very sm all exam ple will be worked in two fashions. F irst, 

we will itera te  algorithmically, following the steps outlined in section 3.1. 

Following th a t, the equivalent m atrix  algebra will be exam ined to  highlight 

th e  geometric analysis given in section 3.3.
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Suppose we have a search space of size S  = 36 w ith t =  3 marked entries.

H 36 =  ( |0 ), | 1 ) , . . .  , |35)} and, w ithout loss of generality, assum e the m arked 

states to  be |0 ), [1) and |2 ).

We recall th a t  th e  loop first applies lAf, which flips the sign of the coeffi­

cients of marked sta tes , then applies Z?, which transform s each coefficient a t 

into 2 a — a*-.

In itia liza tio n .

Then sin#  — ^  and J  =  | ^ J  — 2. We identify the  search space w ith

^'0 — « — lo P: 6 success
=  3/c° =  h . ~  ° ' 083

I te ra tiv e  Loop.

Iteration I.

1 1 35 
«/l*o> = -g(|0>-HI) + |2» + g Eli)

|*i> =nw/|*0>
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4 1 35
= 9(|0) + |l)+|2)) + g E »

ki =  —, li =  — Psuccess =  3/c  ̂ — ~  0.593

Iteration 2.

U f \ * x)
4 1 35

- g ( | 0 ) + | l ) + | 2 » + - ^ | i )

a =
36

7
108 2a =  —  

54

|vjr2) =  V U / \ ^ i )  

7 4

31 1 35
=  S (|0> +  | 1 ) + | 2 »  +  - E I « )

ko =  — , Lo = —  
■ 54 ’ - 54 Psuccess — 3/u'o — ~ ~  0.989

2916

Recall th a t in the analysis of section 3.2 we found that the probability of 

success would equal at least In  this case th a t promise equals py ~  0.917 

and we see that the  algorithm  has done much b e tte r in this instance. The 

point was also made th a t if we allowed the  algorithm  to itera te  beyond the 

optim um  J, the probability of success would decline. To illustrate th is we 

will itera te  one more time.
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Iteration 3. 

U f \ \I'a)

a =
36 K - | ) +3 3 (hj)] 162

2a =
81

l* 3) = X>W/|®2)

( - £  + i D TO + |1> + |2> K - 4 - i s ) £ »

oq I q 35
(|0) +  |1) +  | 2 ) ) - — E W

--

162

83
162’

i=3

—

13
162

20667
3 26244

0.787

Matrix algebra on V

For th e  given param eters S  — 36 and t = 3, let the  basis ( |p ) , |m )} of V  

be defined by

1 35 1 

=  V M  §  ^  ^  =  ^ +  ^  +  '

T he m atrix  of th e  Grover iteration relative to this basis is given by

1 / 5  -vTT
e l v ^ u
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In itia liza tio n .

l*o> =  i  £  |i> =  i  (V33 |M> +  ^3 |m>) =  i  .

The probability  of successfully" retrieving a  m arked sta te  a t  th is stage is given 

by the square of th e  coefficient of |m ), which is ( ^ )  =  pj =  3^5 .

I te ra tiv e  Loop.

Iteration I.

1 f  5 - V u \  1 /V 3 3 \ 1 ( V 3 3 \  \ /3 3  , v 4 \/3  , T ^
e i y i l  5 J 6 y v"3 /  =  9 =  ~9"~ 9~  =

The probability  of success is ( ^ p )  =  I f  =  3fcp 

Iteration 2.

1 f  5 -V IT \ 1 f y /3 3 \  1 (  ^ 33^  V33 , , , 31y/3 , x , T x
e U r i  5 J  9  U v s J  =  5 4  U v ^ J  =  “S T  w  + ~ s T |m> =  l* 2)

The probability  of success reaches a  m axim um  a t =  §§f§ =  3k%.

Iteration 3.

1 /  5 -VTT\ 1 f  y/33  \  =  1 f - L 3 y /3 3 \
6 Vn/TT 5 y 54 ^ 3 1 ^ 7  ~  162  ̂ 83y/3 J

-1 3 V 3 3  . . , 83\/3 . . , T .
!^> +  - r ^ r  Im) = 1̂ 3)162 ,rv 162 

The probability  of success declines to  ( q ^ r )  =  § p f | =  3Arf.

The following figure provides a  visualization of the geom etry of this ex­

ample:
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20

3.5 Grover’s algorithm applied to an 
unknown number of marked states

In [4] th e  following quantum  algorithm  is given to solve th e  search problem 

when th e  database contains t marked sta tes, where t is unknow n and it is 

assumed th a t 1 <  t < ^S:

1. Initialize c =  1 and choose A such th a t  1 <  A <  | .  For concreteness we 

can  pu t A =

2. Choose an integer j  uniformly a t random  such th a t 0 < j  < c.

3. A pply j  iterations of Grover’s algorithm  starting  from  initial s ta te  l^o)-
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4. M easure the register and  let |i) be the outcome.

5. If f ( i )  =  1, the problem  is solved and the procedure halts.

6. O therw ise, set c to min{Ac, y/S}  and retu rn  to  step  2.

This algorithm  is shown in [4] to  find a marked s ta te  in O ( \ / f )  expected 

time. For t > | S,  conventional sampling can readily be used in expected 

constant tim e for any given probability  of success.
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4 The NTRU Cryptosystem

4.1 Description of the system

T he NTRU public-key cryptosystem  is specified by six integer param eters 

(n1j ) ,q ,d^dg,d<j)) and operates w ithin th e  ring R  = 2,[x\/(x71 — 1). The 

integers p and q are such th a t gcd(p, q) — 1 and q is much g rea te r than  

p. An element r  E R  may be specified by the  vector of its coordinates: 

r  =  (7-0, 7- ! , . . .  , r n_i).  R eduction of an elem ent of R  modulo i  will always 

m ean reduction of its coefficients into the interval ( —£, 5-] - 

Messages are draw n from th e  set Sm C R, where

Sm =  {771 G R  : 77i is reduced modulo p}.

Three additional subsets S t, Sg and of R  are required for th e  system. 

For positive integers di  and do let

S (d u do_) =  (a  E R  : a has d\ coefficients equal to  1, do coefficients equal

to  — 1 and  n  — di — do coefficients equal to  0 }.

T hen  we may specify the  o ther subsets by  S* =  S(d*,, dk — 1), 5 g — S(dg, dg) 

and =  S(d0 , d0).

To generate a key pair, a  user uniformly selects k E  Sfc and  g E Sg and 

com putes Kp, K q E  R  such th a t k K p =  1 (m od p) and kK q =  1 (m od q). The 

public key is h =  gK q (mod q) and  the private key are k  and g.

R em ark . T he inverses Kp and K q are shown in [22] to exist w ith  proba­

bility very near 1 for su itably  chosen system  param eters. T he param eters
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suggested in [20], where different sets axe given according to varying security 

requirem ents, allow for this probability to  be at least 1 — 10-25 and often 

much higher.

A n encrypted  message has the form e =  pcf>h m  (mod q), where 0  is 

chosen uniform ly from S^. To decrypt, a  leg itim ate recipient com putes

ke =  kp4>h -F km  (m od q)

=  kp&gKq +  km  (m od q)

= p4>g 4- km  (mod q)

D enote by b th e  non-modular expression pcpg -F km . Assume th a t the 

coefficients of b lie in £, g j. T hen reduction m odulo q during the decryption 

phase will recover these coefficients faithfully as integers. The message can 

then  be accurately  decrypted by com puting m  =  bKp (mod p).

For any a G R, define |a|oo to  be the  length  of th e  interval containing the 

coefficients of a. As the notation implies, th is  function is treated as a  norm 

in [20], where it is noted th a t for decryption to  occur correctly, j&loo <  q 

m ust hold. T he  event \b\aa > q is called a  gap failure and the event th a t the 

largest or sm allest coefficient of 6 falls outside of (—£,?] (in the absence of 

gap failure) is called a wrapping failure. Gap failure is unrecoverable, whereas 

w rapping failure m ay be corrected by successive com putations of

(6 (m od q) H- (i, i , . . .  , i)) (mod q) — (i, i , . . .  , i) for i =  ±1 , ± 2 , . . .  , 

where we assum e the existence of a verification scheme to determ ine the
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correct adjustm ent.

A second norm cen tral to  the design and analysis of NTRU is defined in 

[20, 24] as follows for any  a 6  R:

71 —  1
(a* -  aY

£=0

1
, where a = — V" a*.

n

N ote th a t | a j / y/n is th e  standard  deviation of th e  coefficients of a.

This norm  is used as an  approxim ation for th e  “infinity” norm defined 

above in order to derive param eters for the system  th a t will insure high 

reliability w ith regard to  gap and wrapping failure. The particular detail of 

in terest to  us is the following approxim ation given in [24]:

M 2 =  [ptg +  k m f  «  p2 I0f- \ g f  +  [fcj2 Jmf-.

We note th a t the quantities on the right-hand side of this approxim ation 

are alm ost all definitively com putable. Indeed,

[<pj2 =  2 d0>

M 2 =  2d9 > and 

[fcf = 2d* -  1 -
n

As for [m j2, we use an average value. Specifically, for p =  3, as it is for all 

param eter sets currently contem plated by the system ’s designers, we assume 

th a t  the average message wall have one-third of its coefficients equal to  each 

of 1, -1 and 0. This gives an average value for [m |2 of | n.

Heuristic argum ents given in [20] and experim ental results reported in [23] 

im ply th a t param eter sets derived from the approxim ation given above will
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produce NTRU system s protected against gap and w rapping failures w ith 

high probability. In th is  inquiry, these claims as well as th e  validity of the 

approxim ation w ill be assumed as given.

In [20, 24] th e  existence of spurious private keys is discussed. It is observed 

th a t  any k ' E  S* will serve as a  decoding key, as long as k ' satisfies

l&'lco -  \v 4>9 +  £ 'm |o o  <  q,

where g' =  k'h . For such k1, k'e  =  p4>g' +  k'm  (mod q). If p4>g' -F k'm  

has coefficients lying in  (—?,§], then , as above, reduction of k'e  modulo q 

allows us to recover faithfully k'm. (m od p). From knowledge of k', K'p can be 

calculated and th e  decryption com pleted by com puting m  =  K'pk 'm  (mod p ).

In [24] it is specifically noted th a t  for b' = p4>g' +  k 'm  such th a t [f/]2 

is comparable to  [6J2, the pair (k ',g ') m ay be used as a  decoding key as 

described above. From  the approxim ation given, we require th a t

v- m 2 m 2 + i&ia [mi2 < p- m2 \g\2 + m 2 imT-
Since both k  and k' are in Sfc, [A/J2 =  [ArJ2 so th a t the preceding inequality 

reduces to \g'J2 <  [p j2 =  2dg. It is this measure th a t will be of central 

im portance to  us.

R em a rk . In [24] it is observed th a t if [6']2 is even two or th ree  times larger 

th a n  [6|2, useful p a rtia l decoding keys can be obtained. T h is  is especially 

useful if several such keys can be found. We will ignore th is  possibility, 

however, in light of th is observation, merely note th a t the  search criterion
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used in G rover’s algorithm  could be loosened to  find such partial keys.

4.2 Conventional attack

A lattice based a ttack  on NTRU described in [20, 24] creates a  la ttice  basis 

(e0, el t . .. , eon.-1}, where e* is the  ith row of th e  following 2 n x 2n m atrix:

ood ho hi - • • h
0 a  • • • 0 hn—i ho ■ h

0 0 • • • a h i ho • ■ • hooo q 0 ••• 0
0 0 ••• 0

o 
.

Cr 
. 

O 
.

o 
•• 

o 
••

o 
••

o 
•• 

o 
••

The “balancing” param eter a  will be specified below.

Since h =  g K q{mo& q), the lattice contains th e  vector r  =  (a k , g)(mod q), 

by which is m ean t a  vector with its first n  coordinates equal to the coefficients 

of k  scaled by a  and its last n  coordinates equal to the  coefficients of g. 

(Note th a t r  =  ki&i +  where x  =  (rr0, x u . . .  , r n_ L) is an

arbitrary  in teger vector representing multiples of q.)

To derive a  value for ct which creates the  m ost favorable conditions for 

an attacker, th e  au thors of [20, 23] em ploy the  G aussian heuristic as a guide. 

This heuristic gives an  expected size o f the sm allest vector in a random  lattice 

of dimension d and determ inant D betw een

D l/d\
2ire

and
7re
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In this case d = 2n and D = a nqn, so the expected smallest length is not 

much larger than

Using s as a  guide, the balancing param eter is chosen to  ob ta in  a  min­

imum for the  ratio  | | t | | / s .  Squaring this ratio  and observing th a t | | t ||2 =  

ll^ll”d- [|<7||”j we must choose a  so as to find th e  m inim um  of a||Ar||2 +  ̂ | |^ | |2- 

This occurs when a  =  ||^||/||A:||. N ote that these quantities are public: in­

deed, ||A;|| =  y/2di; — 1 and ||<7|| =  yjldg for all k  E S*, and g €  Sa.

N TRU  allows for practical im plem entation of system  sizes which resist 

a ttack  while rem aining feasible. In [20], NTRU im plem entations are reported 

to  com pare favorably with com parable RSA instances w ith respect to  key 

generation, encryption and decryption speeds. Reports in [20] of extensive 

testing of the lattice attack described here, using various im provem ents of 

the LLL algorithm , suggest th a t  defeating the  NTRU system  as specified 

requires block sizes exponential in n. The experim ents were run  on three 

param eter sets ( “m oderate” , “high” and “highest” security), w ith  the size of 

n  varied.

T he following plots were constructed  from d a ta  presented in [20], where 

the block size is th a t required to  find the target vector successfully. In  each 

case, the  d a ta  appears to fit th e  superim posed exponential trend  fine fairly 

well.
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M oderate secu rity  param eters

30

25

20

70 95 105 11075 80 85 90 100

a

H igh security  param eters

30

25

20CA

95 100 105 11070 75 80 85 90

a

H ighest secu r ity  p aram eters

25

20
ca

15

105 1 1 070 75 90 95 10080 85

n

The au thors of [20] extrapolate from these trends and, based upon the 

actual tim e required to find the target vectors in their experiments, derive the 

following tim e estim ates for breaking various param eter settings of N TRU  

using a m odest desktop computer:
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Security level T im e
M oderate (n, p, q, dk, dg, d#) — (1 0 7 ,3 ,64 ,15 ,12 ,5 )
High (n, p, q, dk, dg, d0) =  (167, 3,128, 61, 20,18)
H ighest (n , p, q, dk, d^) =  (503, 3, 256, 216, 72, 55)

9 days
380 years
6.2 • 1027 years

If we accept these estim ates, the  so-called highest settings would certainly 

allow for improvements in com puting power of many orders of m agnitude 

while still m aintaining Cold W ar s tren g th  security. Of course, such compu­

ta tional improvements would facilitate scaling up the cryp tosystem  size as 

well.

T h e  experiments also reportedly  indicate th a t the algorithm s m ust work 

ju s t as hard to find vectors o f com parable length to the specific private key, 

vectors which could then  yield a spurious key. It is this experience which 

leads th e  creators of N TRU  to disregard th e  existence of spurious keys as 

problem atic for the system . We will see th a t  this assum ption m ay not hold 

under quantum  attack.

4.3 Attack on N TR U  with Grover’s algorithm

T he situation presented by NTRU is one where some unknow n t spurious 

points exist w ithin the  sam ple space S*.., any of which m ay function as a 

decoding key. T he central loop of the  algorithm  operates on basis sta tes of 

H s, where
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W e can apply the a lgorithm  of section 3.5 to  th is problem, under the  mild 

condition th a t 1 <  t <  IS 1. We assume a one-to-one correspondence

{ 0 , 1, . . .  , S - l } - > S k : i ^ k U

For each candidate k ^  we com pute = k ^ h  (mod q) and pu t f ( i )  = 

1 if and only if [<7(^ ]2 <  2dg.

T he expected run  tim e for the  algorithm  is O which, regardless of

th e  value of t, is no worse th an  O (ndk).

4.4 Discussion

As ju s t noted above, th e  a ttack  on NTRU using G rover’s algorithm has an 

expected run time polynom ial in the param eter n. T he experim ental evidence 

offered in [20] suggests th a t  this is an im provem ent over currently feasible 

im plem entations of la ttice  reduction technology. T he creators of NTRU have 

already proposed a non-com m utative version of th e  cryptosystem  [21], which 

th ey  feel should greatly  confound the efforts of la ttice  basis algorithms to 

converge to appropriate solutions. The system  is essentially that presented 

above, however, the p latform  changes from R  =  Z [x]/ (xn — 1) to some non- 

com m utative ring R  containing a  com m utative subring R q. The authors 

suggest as a  concrete exam ple the  ring R  =  Z [D 2n], the integral group ring 

of th e  dihedral group of order 2n. The system  is so structurally  sim ilar 

to  th e  original th a t it can  be attacked by G rover’s algorithm  exactly as 

contem plated here. T he  s treng th  of G rover’s algorithm  in this regard is 

th a t  it depends only on th e  simple mem bership evaluation assigned by Uf to
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basis elements of H$. T he underlying algebraic structure of th e  cryptosystem 

m atters  not as long as there is a com putable function which accurately marks 

appropriate basis s ta tes.

In addition, a weakness of both  versions of NTRU is the existence of 

spurious keys. W hile it may be true  th a t all lattice vectors useful to a 

potential attacker employing basis reduction lie below some size threshold, 

m aking finding one as difficult as finding any other, the  expected time of 

Grover’s algorithm  clearly indicates a  dependence on the num ber of solutions. 

O f particu lar interest is how the ratio  S / t  grows with S . This is not known, 

however, should it be true  th a t this ratio  grows much more slowly th an  S  or, 

worse yet for the security  of the cryptosystem , th a t it is bounded by some 

constant, this fact could thw art a ttem pts a t increasing security by scaling up 

the  system  size.
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5 The Chor—Rivest System

5.1 Subset Sum  Problems

In its most general form, th e  knapsack or subset sum  problem (SSP) can be 

s ta ted  as follows [28]: G iven sets of positive num bers A =  {a0) a i , . . .  , a n- i }  

and B  =  , &n-i}j and a nonnegative num ber s, find a vector of

nonnegative in tegers X  =  (x0, . . .  , xri_ 1) which

n— I
obtains a m axim um  for ^

t= 0  

71— L

subject to ^ 2  x i a i <  s .
i=0

In practice A = B  is often the  case, which is the  assum ption  made here.

T he general problem  poses no decision question; a  solution clearly exists 

and the problem  becom es one of finding it. Indeed, in m any applications 

it is sufficient to  find good approximations to  a  so lu tion  of the problem  as 

posed above. T h e  in te rest here, however, is in solutions to  th e  following exact 

version of th e  problem : G iven a  nonnegative in teger s and a set of positive 

integers A =  {ao, , an_i}, determine w hether some and which b inary

vectors (entries restric ted  to  0 or 1) X  — (xo, a q , . . .  , xn- i )  exist such th a t

71— 1

^  ' Xjfli s.
i=0
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T h e  term  knapsack derives from th e  association of the  integer s w ith the 

capacity  of a  knapsack and the integers a* w ith  the  sizes of various objects. 

T h e  question is th en  equivalent to  asking w hether some subset of th e  objects 

com pletely fills the knapsack.

If an efficient m ethod were available sim ply to  determ ine w hether such 

a solution existed, finding a solution would follow quite readily. To test 

w hether a  solution existed w ith rro =  1, for example, we could determ ine 

w hether a  solution existed to

71—  t

Xi<ii = s — aQ.
i= I

If no such solution existed, we could deduce th a t x0 = 0. A com plete so­

lution could then  be found by repeating  this process for x l , x 2, . . .  , x n-i-  

However, the  decision question associated w ith this problem is known to be 

N P-com plete [28].

5.2 Description of the system

T he C hor-R ivest knapsack system  [26] is designed to encrypt b inary  vectors 

of length  n  and fixed Hamming weight w, i.e., w ith exactly w  entries equal 

to  one and n  — w entries equal to zero. This condition poses no serious 

restriction, as an  efficient algorithm  is presented in [26] to  transform  arbi­

tra ry  binary stream s into strings of fixed length and weight. T he knapsack 

chosen for this system  is described in th e  following version of a  theorem  of
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Bose and Chowla [25]:

T h e o re m  (B o se—C h o w la ) : Let p be prime an d  w  >  2. T hen  there exists 

a  set of integers A  = (ao, aj., - - - > ap-i} such th a t:

1. 0 <  at < pw -  1 (i =  0 , 1, . . .  , p -  1).

2. If (rr0, x i , . . .  , Xp^i) and (yo ,y i,. . .  , yP- i)  a re  two d istinct vectors with 

nonnegative integer entries such th a t = v — YlVi, where v < w, 

then E  x La,i /  yiax.

The construction takes place in GF(p“’). E num erate  th e  image of GF(p) 

in GF(p’u) as or0, a n , . . .  , Qp_ i . If 2 is any elem ent of G F (pw) which is al­

gebraic of degree w  over GF(p) and g is a  generato r of G F(p“ )*, then 

ai =  loSg(z  +  a:*) (f =  0 , 1 , . . .  , p -  1).

Chor and R ivest’s system  can now be described.

System Generation:

1. Pick p and w < p.

2. Find a random  irreducible monic polynom ial f ( z )  of degree w in 

GF(p)[2 ]. A rithm etic  in G F(pto) is represented by operations in 

G F(p)[2]/(/(z)> .

3. Pick a random  generator g of G F (pw)*.

4. Com pute Ci =  logg(z  +  orj), Voj E GF(p).

5. Choose a random  p  E Sp. P u t 6,- =  cp(
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6. Pick d a t random  such th a t 0 <  d <  pw — 1. Set a* =  6* +  d.

Public Key: A  =  {ao, a l ; . . .  , ap_ i }, p and w.

Private Key: f ( z ), g, d and p~ l .

Encryption: To encrypt a  binary vector X  = (x0, x i , . . .  , xp_1) of weight 

w, com pute s = T^Xiai (mod pw — 1).

Decryption: A fter receiving s, th e  owner of the  private key com putes 

q(z) =  <7r (mod f ( z ) ) ,  where r  =  s — wd. I t  can be shown in a straightforward 

fashion th a t from these m anipulations the following equality  holds:
p - i

q(z) + f ( z )  =  { J O  +  a Pii))Xl
i=0

By factoring the left-hand side of th is  equation (requiring a t  most p substi­

tutions), we obtain  which of the Xi are  non-zero.

5.3 Conventional attack

The developm ent of knapsack cryptosystem s spawned much interest in ef­

ficient m ethods of finding solutions to  the  problem posed in the previous 

section. T he most well developed technique relies upon lattice basis reduc­

tion, the success of which hinges significantly on the s tru c tu re  of the set A. In 

particular, the cardinality of this set relative to the size of its largest m em ber 

[32, 29] bears directly  on the ease of obtaining solutions to an SSP draw n 

from it.

The density of a  set of positive integers A = {a0, a ! , . . .  , aTl_ l } shall mean 

iog(max a ) ’ where the  logarithm is to th e  base 2 [29]. W hile the  understanding
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of w hat constitutes a  critica l density as far as determ ining problem  difficulty 

has changed over tim e [29, 32, 34), it is generally accepted th a t  th e  greater the 

density of A, the m ore resistan t instances of the SSP are to  la ttice  reduction 

techniques.

Attacks on knapsack cryptosystem s based on lattice basis techniques were 

introduced by Lagarias and  Odlyzko [30] and are presented here in a  modified 

version of the  original [32]. W hen presented w ith  the set .4 an d  an  integer s, 

th e  attacker forms the la ttice  basis {eo, e i7. . .  , ep}, where e* is the  i th row of 

the m atrix
(  1 0 

0 1

0 0
\  -  1\  2 2

0 Pao 
0 Pai

\

1 P a p_i 
k P s

and P  > k\/P- If X  =  (xojX!, . . .  ,2rp- i )  is the encrypted vector to be 

determined, then  Y  =  (t/Oi i/i, - • • , yv- 1, 0), where ■</* =  f , is in the  lattice 

spanned by e0, e l t . . .  , ep (Y  — ]£f=o — ep). I t is shown in [32] th a t if A

has density less th an  0.9408 . . .  , then  w ith high probability Y  is the  shortest 

vector in this lattice. A call to the la ttice  oracle can then re tu rn  Y  w ith high 

probability and in polynom ial time, from which the attacker can  recover X . 

N ote th a t this m ethod of a ttack  does no t require th a t we recover the original 

set from which the  published set A  was derived.

In [34], Schnorr and H om er report an  improved algorithm  which appears 

to  render sets of density  greater th an  one vulnerable to la ttice  basis attack, 

including successful a ttacks on a  C hor-R ivest knapsack system  of modest
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size (p  — 103, w — 12) and  encouraging beginnings on an  a ttack  of a system  

of g reater size (p =  151, in =  16). Schnorr and H orner also report th a t  an 

alternative  algorithm  of R itte r  [33] has been used successfully to a ttack  a 

Chor—Rivest system  w ith  p =  103 and w = 12.

5.4 Attack on Chor—Rivest with Grover’s algorithm

T he knapsack problem posed by the Chor-R ivest cryptosystem  readily fits 

th e  algorithm  described in  section 3.1. Given system  param eters p and w, let 

H“  denote the set of b inary  strings of length p and weight w. The algorithm  

is run  on basis elements of H s, where S  = 

one-to-one correspondence

Hp ^ ]. We assum e a

{0 , 1___

If |i) is a  basis element o f H s  and s is the ta rge t sum , we set f ( i)  =  1 if and  

only if the  elements of A  corresponding to the positions of i' holding a 1 sum  

to  s. Note th a t in this s itua tion  there is a  unique i  for which f ( i)  = 1. T he  

run  tim e for the algorithm  is O (v ^ )>  which is no worse th an  O (p^)-

5.5 Discussion

T he dim ension of the derived lattice for knapsack problem s is n +  1, where 

n  is the  size of the set A. Lattice attacks on C hor-R ivest will, therefore, 

have running times polynom ial in p +  1. Note th a t  th is is comparable, a t 

least in term s of fundam ental complexity classes, to  th e  runtim e for G rover’s 

algorithm .
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The current s ta te  of knowledge and technology has favored lattice basis 

reduction attacks on C hor-R ivest. Unfortunately, th is cryptosystem  can­

not be easily scaled to  avoid la ttice  attacks since key generation depends 

upon solving th e  discrete logarithm  problem in G F(p“')*. Improvements to  

the basic LLL algorithm  [33, 34] have shown the C hor-R ivest system to be 

vulnerable for m ost practical param eter choices under current operating con­

ditions. However, th e  example serves an im portant purpose. I t is not a t all 

unreasonable to  im agine either a  system  similar to C hor-R ivest which can be 

sized beyond conventional techniques or, more intriguing yet, a  knapsack sys­

tem  based on a  non-com m utative platform  which, as in th e  case of the NTRU 

system, may create fatal convergence problems for conventional lattice-based 

attacks. Grover’s algorithm  would still provide a tool to  compromise such 

systems under these scenarios.
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6 Future directions

This paper has presented a  fram ework for the application of G rover’s quan­

tu m  search algorithm  to  d iophantine problems such as breaking crypto­

graphic system s based upon the  subset sum  problem of C hor-R ivest and 

the  m ixed-m odulus polynom ial a lgebra of NTRU. By the tim e quantum  m a­

chines become available to  run such algorithm s, many details m ust be filled 

in. Among these are specific im plem entations of (1) the  u n ita ry  analog, lAj, 

of the  mem bership function  / ,  (2) equiprobable superpositions of the canon­

ical basis s ta tes of a rb itra rily  sized subspaces of Hat and (3) correspondence 

betw een th e  actual search  spaces an d  th e  basis states |i) (i =  0 , 1 , . . .  , 5 —1).

In addition, the general expectation  for quantum  hardw are is th a t it will 

require d istributed  com puting  for th e  m anipulation of registers of any mean­

ingful size. W hile it is no t conceptually  difficult to imagine how the quan­

tum  search presented here could b e  broken into subproblems and  d istributed 

am ong different processors, a  careful working through of im plem entation de­

tails is required before such algorithm s go online.

Profitable inquiry of a  different focus could be in the  design of non- 

com m utative knapsack system s. T h e  key ingredient needed here is an analog 

to  the Bose-Chowla theorem  for a  non-com m utative struc tu re . In the con­

tex t of NTRU, fu rther investigation into the  ratio S /t  would have meaningful 

consequences for the security  of th is  cryptosystem  in a  quan tum  environm ent.
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Finally, turning the  problem  on its head, th e  construction of d iophatine sys­

tem s resistant to quan tum  a ttack  would be immensely im portan t.
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