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Abstract

Quantum computational attack on two
diophantine cryptosystems

by

Michael Salwen

Advisor: Professor Michael Anshel

A computing paradigm based on the principles of quantum physics was
first suggested in the early 1980s by Benioff and Feynman and formalized
thereafter by Deustch. Since that time, Shor introduced specific polynomial-
time quantum algorithms to solve the factoring and discrete logarithm prob-
lems and Grover presented a quantum database search algorithm with quadratic
improvement over classical search. Shor’s method has been generalized to
the problem of finding a hidden subgroup within an abelian group G and
is intimately connected to the Fourier transform on (. Grover’s method is
fundamentally different and has a decidedly geometric flavor.

Quantum algorithms offer an inherently parallel structure, which derives
from the quantum physical notion of superposition, whereby particles are
thought to exist simultaneously in various states, subject to some proba-
bility amplitude distribution. In terms of the computing paradigm, we can
think of an n-bit quantum register as simultaneously holding all possible 2™

values, again subject to some probability distribution on the values. The
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power of quantum parallelism, in essence, is that a function can be evaluated
simultaneously rather than sequentially on all points in a large space.

The interest in quantum computing and algorithms is stimulated largely
by the promise of tractable solutions to problems believed to be intractable
within the classical computing model. Among these are those problems un-
derlying all modern encryption schemes, including the two examined here:
the NTRU and Chor-Rivest cryptosystems. The most widely used classical
technique to attack these systems is lattice basis reduction. The approach
taken here is quite different. These problems are treated as inherently generic:
find one of some special elements within an unsorted database. Grover's al-
gorithm is then applied in this context.

The basic mathematical notions for the quantum computing paradigm
are introduced, followed by a detailed description of Grover's algorithm. The
NTRU and Chor-Rivest cryptosystems are then presented, with discussions
of conventional attacks and how Grover’s algorithm may be applied to these

problems.
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1 Introduction

A computing paradigm based on the principles of quantum physics was first
broached in the early 1980s by Benioff [1] and Feynman [8] and formal-
ized thereafter by Deustch [5]. Since that time, Shor introduced specific
polynomial-time quantum algorithms to solve the factoring and discrete log-
arithm problems [19] and Grover presented a quantum database search algo-
rithm with quadratic improvement over classical search {10]. Shor’s method
has been generalized to the problem of finding a hidden subgroup within an
abelian group G [12, 14, 16] (e.g. the problem of finding the subgroup gen-
erated by a specific element of Z/nZ and, hence, its order) and is intimately
connected to the Fourier transform on (7. Grover’s method is fundamentally
different and, as we will see in detail, has a decidedly geometric flavor.

The interest in quantum computing and algorithms is stimulated largely
by the promise of tractable solutions to problems believed to be intractable
within the classical computing model. While no one knows whether prob-
lems such as factoring and the computation of discrete logarithms are truly
hard within classical constraints, there is probably no one alive who believes
not. Quantum algorithms offer an inherently parallel structure, which de-
rives from the quantum physical notion of superposition, whereby particles
are thought to exist simultaneously in various states, subject to some prob-
ability amplitude distribution. In terms of the computing paradigm, we can

think of an n-bit quantum register as simultaneously holding all possible 2"
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values, again subject to some probability distribution on the values. The
power of quantum parallelism, in essence, is that a function can be evaluated
simultaneously rather than sequentially on all points in a large space.

Of course, there are constraints within the quantum computational model,
not the least of which is that once a quantum register is examined, superposi-
tion is lost and one and only one state (corresponding to one of the 2™ possible
values) is recovered. The aim of quantum algorithms is to manipulate quan-
tum registers without “peeking,” waiting until the right moment to destroy
superposition and recover one of the possible outcomes. The right moment,
of course, is when the algorithm has created an amplitude distribution which
heavily favors a desirable outcome.

Another limitation, which will not be treated here, but which obviously
bears directly on the feasibility of quantum computing, is that the hardware
for such devices does not exist. More important, it remains to be seen when
and whether such hardware will exist, though most observers are hopeful.
The hardest problem seems to be the ability to manipulate quantum states
while isolating them from unwanted environmental interference.

This paper applies Grover’s aigorithm to attacking the NTRU and Chor-
Rivest cryptosystems. Of the two, NTRU remains the most resistant to
conventional attacks, though the example provided by Chor-Rivest remains
theoretically interesting. The most widely used conventional technique to
solve these problems is lattice basis reduction. Initially, an attacker must

create a lattice in which a short vector exists which will yield a solution to
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the specific problem. If such a lattice can be constructed, the lattice basis
reduction algorithm due to Lenstra, Lenstra and Lovész [36] (the so-called
LLL algorithm) and successive improvements thereupon [33, 34, 35, 37, 3§]
can be used to search for short vectors. The original LLL algorithm guaran-
tees finding within a d-dimensional lattice a vector of length no greater than
2%/ times the length of the shortest non-zero vector, though in practice the
algorithm often does much better. As part of the algorithm, the lengths of
linear combinations of two basis vectors are minimized. Changes to the basic
algorithm include increasing the number of basis vectors in these linear com-
binations (block size) beyond two, which yields, at a time cost exponential
in the size of the block, shorter vectors overall, and methods for optimiz-
ing the balance between the speed of the arithmetic computations required
by the algorithm and excessive rounding errors which can lead to complete
instability and failure to converge.

The approach taken here is quite different. We view these problems as
that of finding one of some special elements within an unsorted database and
apply Grover’s algorithm to them. This methodology is inherently generic;
the algebraic structures underlying the systems examined here play very little
role in the operation of the search algorithm. Indeed, the only interaction
with the search space required by the algorithm is a membership function
that can faithfully determine which elements are in the special subset.

The sequel is divided into five sections. In section 2 the basic mathe-

matical notions for the quantum computing paradigm are introduced. Sec-
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tion 3 describes Grover’s algorithm in detail. Sections 4 and 5 introduce
the NTRU and Chor—-Rivest cryptosystems, respectively, with discussions of
conventional attacks and how Grover’s algorithm may be applied to these

problems. Finally, section 6 mentions directions for future work.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



2 Mathematical framework of
quantum comaputation

2.1 Introductory q uantum concepts

The context for quantum syystems is a Hilbert space, H, equipped with her-

mitian inner product (-, -) sruch that for any z,y,z € H and a € C :
1. (z,z) >0 and (z,z) =0 iff z =0,

2. (z,9) = (v, 2),
3. (z,ay + 2) = a(z,y) # (z, 2).

H is variously referred to as the state space, quantum probability space (QPS)
or, when there is no room for confusion, just space. For our purposes, H will
be finite dimensional. State-s or state vectors will be normalized elements of
H and will be denoted |¢), where ¢ is some label.

In quantum systems, am event is a set of initial and final states. By
(#| we mean the element ( |¢),-) € H*. With this convention, (¢|c) shall
mean (|¢), |¢)) and will be called the probability amplitude (or more simply
amplitude) of an event with initial state |¢) and final state |¢). In the context
of quantum mechanics, the nomenclature suggests the interpretation of the
amplitude; in fact, |[{@|c)|? i=s the probability of occurrence of the event with
initial state |¢) and final sta.te |¢).

The amplitude has analsogous properties to probability measures. If an

event can be split into two seequential events, then the amplitude of the event
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is equal to the product of the amplitudes of the constituent events. Therefore,

if |z) is an intermediate state between states |¢) and |¢), then

(¢le) = (olz)(z]).

If an event can occur in several independent ways, then the amplitude of
the event is the sum of the amplitudes of the several alternative events. For
example, if the event can be represented as either of two independent events

through the intermediate states [z) and |y), then

(Ble) = (@lz) (]t} + (Bly) (yle)-

Remark. An important distinction not to be lost between amplitudes and
probabilities is that since amplitudes carry phase as well as magnitude, linear
operations on states can create destructive as well as constructive interfer-
ence. Grover’s algorithm exploits this aspect to augment certain desirable

event probabilities while suppressing others.

By a basis for H we shall mean a set of state labels B such that for all
i,j € B,
SN B St ]
Gl = { 0 otherwise
and for any initial state |.) and final state |@),

(Ble) = D>_(8li)(ile).

ieB

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Any state |p) in a QPS can be represented as a linear combination of
basis states:
lo) = a;}i), where a; = (i|p) for all i € B.
ieB
If {|7) }icis forms a basis for H then {(i|}:;cs forms a basis for H* and any
element of H* can be represented as a linear combination of elements from
the dual basis:
(¥ =>_ a:(i|], where a; = (¢]i) for all i € B.
ieB
From the definition of the inner product, it follows that if |p) = 3 a;|7), then
(ol = Za(il.
For a given basis B of H (and, therefore, a given dual basis of H*), the fore-
going implies that if ) = > a;|d) and [¢) = > b;]i), then (Plp) = > ab;.
It is also useful in this contei)ftsto think of elemefrelfs of H™ as vectors uniggr the

mapping H — H* : @ — @. The inner product then becomes the standard

dot product, with (e, 8) =@ - 8.
2.2 Qubits and quantum registers

The fundamental unit of data in the quantum computational model is the
“qubit” (for quantum bit). Its mathematical representation is a state in a
two-dimensional Hilbert space, H,. The canonical basis for Hs is suggestively
denoted as {|0),]1)}. A qubit is, therefore, of the form |p) = a|0)+b|1) where

a,b € C and |a]> + |b]> = 1. If both a and b are nonzero, we say that |p) is
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in a superposition of |0) and |1}, to be distinguished from either [0) or |1) as
in a classical computational model.

Quantum qubit registers are superficially analogous to classical bit reg-
isters, although the same distinction as in the single bit/qubit case can be
made: whereas an n-bit classical register can hold one of 2" values, an n-qubit
register can be realized as a normalized element in the n-fold tensor product
of Hs. (The 2"-dimensional Hilbert space @,, H> will be denoted henceforth
as Hy, where N = 2") Extending the notation introduced for the basis
of H,, a 2-qubit register is represented as a state in the space spanned by
{]00), |01), |10}, |11) }, where |ij) means |i) ®|j). Canonical basis states of Hy
will be denoted i), for i € {0,1,..., N — 1}, where 7 is understood to repre-
sent the n-bit binary expansion of the integer. In general, the tensor of any
|z) € Hy and |y) € Hy, may be written as any of |z) ® |y), |zy), |z)|y) or
|z, y), always in the hope of clarity. Note that, as in the case of a single qubit,
an arbitrary n-qubit register |¢) can be represented as a linear combination

of the basis states of Hy :

N-1 N-—1
lo) = >~ a;|i), where a; = (i|p) foralliand > |a;* =1
i=0 =0
2.3 Evolution of quantum systems; entanglement

A state |¢) € Hy is called pure if there exist |¢1), |@2),-- . ,|gn) € Ha such
that

lo) = lp1) ® |pa) ® - @ ln)-
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If no such representation of |¢) is possible, then |p) is said to be entangled.

As an example, compare the states

) = 5(100) = [10)), and

9 = 25(100) +[11)).

Since |p) = :%(lO) — |1)) ® |0), we see that it is a pure state. No such
decomposition is possible for [¢) and it is, therefore, entangled.

If O, :H, — G and O> : Hy — G» are operators, we define their tensor
product by:

(O, ® 0,) (e} R e?) =0\e} ® Og@?,

where e! and e']z- are basis elements of H, and Hs, respectively. We then
extend this definition linearly to define the operator (O ® O5) : H; @ Hs —

G1 ® G5. The tensor product has the following properties:

1. (0, ® )" = O] ® O3, where O~ is the adjoint of O;
2. (0,0,) ' =07 ®O;!; and

3. If A and B are matrices relative to given bases of (3, and O,, respec-
tively, we have, from the definition of O; ® O, that (A ® B) (z®y) =
Az @By for all € H, and y € Ho. If A = (a;;) is T X s, then the

matrix of O, ® O, is given by:

ay B apB -+ a;sB

a1 B a»B --- aB
A®B= ) ) ) .

arlB ar?.B e arsB
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10

Quantum systems evolve through unitary transformations of the state
space. A unitary operator is one which maps one orthonormal basis on to
another. Equivalently, if / is unitary, then U~ = U*, i.e., its inverse and
adjoint are identical. If U, and Us are unitary operators on Hilbert spaces
H, and Hs, respectively, then U, @ U> is a unitary operator on H; & Ho.

Not all useful unitary operators on Hy can be represented as the tensor
of operators on H; however, one that does come up frequently in the study
of quantum algorithms is S, = ®, S, where S : Hy — H, is the Walsh-

Hadamard transformation defined by:
510) = == (10) + 1)
=75 0)

S| = \/—(IO) 1) -

S, has the useful property that for an arbitrary basis element |z) € Hy:
]. N—-1
Salz) = Z (=1)™"4),
=0
where z - 7 is the (mod 2) dot product of the binary vectors.
If we take z = 0, then:

N-1

Sal0) = = 2 1),

1—0

i.e., S, provides a ready tool for creating a state that is in equiprobable
superposition of the canonical basis states of Hy.

The matrix of S; relative to the canonical basis of H is

oo L1 1
l'—\/§ 1_13
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and, for n > 1, we have the nice recursive definition for the matrix of S,

relative to the canonical basis of Hp:

Sp = — ( Sn-t Sne ) :
V2 \ Sn-1 —Sn-i
The Walsh-Hadamard transformation and other operators which are ten-
sors of operators on H are easy to understand and apply as the operation can
be performed qubit by qubit. They also clearly carry pure states into pure
states. Operators which cannot be represented as the tensor of operators on

H, will entangle pure states. For example, if

1 -1 0 0
1 1 1 0 0
A—ﬁ 0 0 —1 -1 ,and
0 O 1 -1
1
1 1
-1

= é([om +(01) — |10) — |11))

1 1
= 7 (10 =)@ —=(10) + 1)),

then A cannot be represented as a tensor of operators on H» and ) is, as
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demonstrated, a pure state. Now,
0
1 11
Alp) = AR
0

- %um) +110))

which is an entangled state.
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3 Grover’s algorithm for database search
3.1 Description of the basic algorithm

Grover’s algorithm is a quantum search technique designed to retrieve one of
some elements satisfying a given property from an unsorted database. The
algorithm assumes a database of size S to be represented by the canonical
basis states [¢), for¢ = 0,1,...,5 — 1, and operates within the subspace
Hs C Hy, where N = 2" and n = [log,S]. We also assume the exis-
tence of a one-to-one correspondence identifying the problem-specific search
space with the set {0,1,...,S —1}; a problem-specific membership function
f:{0,1,...,5S -1} — {0,1}, where f(¢) = 1 if and only if |¢) satis-
fies the given property; and a unitary transformation I, that takes states
|2} ly) to |&) | f(Z) 9 y), where |i) is a canonical basis element of Hg,
ly) € Ha and b signifies addition mod 2.

The state [{) is called marked if f(i) = 1. We will denote by M both the
set of basis labels corresponding to the marked states and the subspace of
Hs spanned by these states, with the expectation that this mild abuse will
not cause confusion. The number of elements in M will be denoted by the
integer ¢, where we will assume throughout that ¢ > 0 and, for now, that ¢ is
a known parameter.

The algorithm consists of initialization, an iterative loop, measurement

and verification.
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Initialization. The algorithm is initialized by first preparing an equiprob-

able state
Ly
—= D Dy
e

where |y) is set to % (]0y —|1)) € Ha. This choice for |y) is amplified in the
following section. In the event that S is a power of 2, we can employ the

Walsh-Hadamard transformation to prepare this state.

The iterative loop. The heart of the algorithm is a loop, which iterates
J =0 (ﬁ) times. The exact value of J will be discussed in the next
section. The loop comprises two steps. The first step applies the specific
transformation Uy to the input state. The second step then applies what

Grover calls the diffusion transformation, D, which is defined by

5-1 S-1 1 S-1
D> ali) — > (2a—a;)|i), wherea = < Y a..
i=0 i=0 S =

Measurement. The state output by the iterative loop is measured. This
destroys superposition and returns one and only one basis state as a candidate

solution for the problem.

Verification. This is a classical check of whether the algorithm has returned
a correct answer. In the event the algorithm fails, the process repeats. In the
discussion below, we show that the probability of failure is no greater than

£, which is quite small for t < S.
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3.2 Analysis of the algorithm

The key to Grover’s algorithm is how the iterative loop transforms an equi-
probable state to one which, upon measurement, returns some basis state
|{) € M with near certainty. It is this loop which we examine in this section.

Recall that fori € {0,1,...,S — 1} and {y) € Hb,
Uy = [i)ly) — D) D y).
If we take |y) to be -5 (|0) — 1)), then
Uy + 1) = (10) = (1)) = 9= (LF() 9 0) = ) B 1)
~ li)—75 (7@ = 1) 1)
— 1)(=1O = (0) - ).
If we suppress the notation of the final qubit, we have

Us : Sz_:laili) — %(*U“’”afl‘i),
i=0 i=0
so that, with these manipulations, Uy is shown to encode f as a conditional
phase change of the marked states.
We see here an explicit manifestation of the power of quantum algorithms.
One application of Uy creates a state which encodes global properties of
f. The key to exploiting this power hinges on maintaining superposition,

while employing those unitary transformations of the state space which will
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“promote” a correct problem solution into the overwhelmingly likely outcome
of measurement.
The other component of the loop is the transformation D. Note that

D = —I + 2P, where P is defined by

5-1 S5—1 1 S-1
> ali) — ad_ |i), where againa = < ) _ a;.
=0 =0 S =0

We observe that P> = P, from which it follows immediately that D2 = I
and, hence, that D is unitary.

Grover describes the action of D as an “inversion about average,” which
is readily understood by making the trivial observation that 2a — aq; =
a + (a — a;). Coupled with the conditional phase change applied by Uy (i.e.,
only to marked states) immediately prior to this inversion, the loop ampli-
fies the amplitude of marked states and suppresses that of the others. Let’s
examine this process closely.

Suppose k,[ € R are such that ¢tk + (S — ¢){> = 1. Put

[k, ) =k Y L) +1> (D)
ieM igM
Then
Uk, 1)) = —k 3 1) +1 5 1),

ieM igM
. S—t)l—tk
Note that the average of the coefficients of Uf|W(k, 1)), a, equals us),—‘

The coefficient for each of the marked basis states in the state DU | T (%, [))
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is, therefore, transformed as

5
k—>—k—>2a—(—k)=—;,—[(S—t)l—tk]+k

_S-2,  2AS—1)

5 5 L.

Similarly, the coefficient for each of the unmarked states is transformed as

2
| = 2%a—1=2[(S—¢t)l—th] —1
a—1{ [(S—t)l —tk]

_S-2, 2
- s 5T

The iteration of the central loop of Grover’s algorithm yields, therefore,
the following recurrence among the coefficients of the marked and unmarked

states:

S—2t 2S—¢) S—2t 2
+

ki1 = —2—k; gk end L= —o—li— =k

1

with initial conditions kg = [ = 75 Significantly, this recurrence conserves

total probability, since
tk3 o+ (S — )2, = th2 + (S — 0)L2.

Let the angle # be such that sinf = \/—g and 0 < 8 < 7. Then the
following closed form for the recurrence given above can be verified by a

straightforward induction argument:

1
ki = —sin(2j + 1)0 and lj =

1
27 4+ 1)6.
7i =@+
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The amplitude formula clearly shows that we can allow the algorithm to
work too hard. Indeed, if (2j + 1)0 exceeds 7, the magnitude of k; begins
to decline while that of [; increases. Optimally, we would iterate the loop J
times, where (2J +1)0 = Zor J= I — %. Of course, we are constrained to

iterate an integer number of times. If we put J = |Z|, then |[J — J| < 1,
23 1% 16 3

from which it follows that ’(Q.f—%— 1)0 —(2J + 1)(), < 0. But J was chosen

expressly so that (2J +1)0 = 5, which implies that |5 — (2J + l)9| < 6 and,
therefore, that |cos(2J + 1)8] < siné.
Now, the probability of failure, i.e., that upon measurement we obtain

one of the S — ¢t unmarked states is (S — ¢)[2 and, from the foregoing,
9 . 9 t
(S —t)1% = cos*(2J + 1)0 < sin’f = 3

In short, the iterative loop has transformed an input state that had probabil-
ity —‘5: of returning a marked basis state upon measurement to a superposition

which will return some marked state with probability no less than 5—5“—‘ Note

that IS G < 5 = E\/tg so that J =0 (ﬁ), as promised.

4sin@ 4

3.3 Remarks on the geometry of the algorithm

Let W C Hg be a subspace with basis {w}. Put Ry =1 —-2%, |w)(w]|.
Then Ry is a reflection in the orthogonal complement, W+, of W. Recall
that for any state |z) = 3, a4|¢),

S5-1 S—1
Uy : Z a;|i) — Z(—l)f“"ail'i) = Z a;|z) — Z a;lt),

i=0 i=0 igM ieM

where we assume that f(i) = 1 if and only if i € M. Now
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Rurle) = |2 —2 3 (ilz) |4)

ieM
S—1 _ S—1
=S at-23 (i T ali) 19
i=0 ieM =0
S—1
= aifi) — 2> ali)
i=0 €M
= > ailt) = > ailf)
igM ieM
= Us|z),

so that L{f = Rar.
Induced by the notation introduced in the previous section, we denote
by |¥;) for 0 < j < J the superpositioned state under evolution by the

algorithm. Then for [¥y) and |z) = ¥; a;|t) we have

~Riuny|2) = 2(¥o) o) — |2)
=2( 75 01| S el ) 170 - Tald
_ %Za%i ) = 52 e
=2§§‘i§;u> -3 ai)
=S (2a — ki)

= Dlz),

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



20

where a = 3", a;/S, as before.

Suppose that the (S — 1)-dimensional orthogonal complement to |¥),
|Fo)L, has orthonormal basis {|v;)}i;'- Then any state |z) € Hg may be
written as ag|Wo) + ¥_;a:lv:) for suitable coefficient choices. From this de-
composition we see that

5-1
—Rjwo)lz) = ao|To) — D _ ail7i) = Ryuge|z),
=1
which gives us that —Rjyq) = Rjy,)+- We conclude that DU = Rjgg)+ Ras-

Let |u) = —\/‘% Sigm 12) and [m) = —\lf—t Y iear |2) and let V' denote the real
two-dimensional subspace of Hig with orthonormal basis {|u), |m)}. Given
|z) = a|p) +b|m) in V,

Rylz) = |z) —2 ) (iz)|3)

ieM

=ﬂm+wm»—2§%@um»+wm»m

‘/——ZIZ ZM

igM 161\/[

23 (i| L= 3 i)+ Zu»>

ieM ng Je M

\/——Zl’t)+ > 1) - Zl)

igM 161\/! ieM

\/——Z!) th)

igM zeM

= a|p) — bjm)
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= le)lI>,

so that, restricted to V', Rar = Rjm), which is reflection in the line |yu). The

matrix of Rjn, relative to the basis {|u), |m)} is

(1 2).

Let |¢o) be the unit vector perpendicular to |¥g) in V. Since

o) = —= ZH th>+ le)

1—0 z&M 16 M

=2t e[l m,
o) =5 1) — S b

These relationships put the matrix taking {|x), |m)} into {|¥o), [¢0)} as
s V/F

[wo) s given by

Note that Y2 = [.

The definition of reflection implies that, for arbitrary subspaces U, W C
Hg, U + W is invariant under both Ry and Ry,. From this and the foregoing
discussion we see that V/ is invariant under the composition —R|yy)Rjmy and
can conclude that, restricted to V, DUy = Rjy,) Rjm)- In particular, |¥;) €
V for all j. Grover’s algorithm can, therefore, be viewed as the product of
reflections in the lines |u) and |W¥q), operating in the real two-dimensional

subspace V.
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The matrix X is also the matrix of R}y, relative to the basis {|Wo), |v0)}-

Using this observation and the change of basis matrix Y, we can calculate the

matrix Z of Rjy,) relative to the basis {|u), [m)}:

Z =YXY

(Vg (1 o) ST
\VE /F =
Ls—2t) ZJt(S—v)

\FVHS -0 —§(5-2)

Finally, if G is the matrix of the Grover iteration operating on V relative

to the basis {|u),|m)}, we can obtain G as the product

G=2X
s(S—2t) 2/uS—1) 1 0

- 2JHS —t) —+(S—2t) (0 ~1)
£(S—-2t) —%/¢S—1)

IJUS—t) LS —2¢)

_ [ cos20 —sin26
~\ sin20 cos20 |’

where we recall that ¢ is defined by sinf = /5.

The closed-form amplitude formula and foregoing analysis of the action

on the subspace V yield a nice geometric interpretation of the algorithm’s

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



23

central process. From

[T5) =k; 3 1) +14; 3 1)

ieM igM

= kvt |im) + VS — € |u)
= sin(2j + 1)0 |m) + cos(25 + 1)0 |u),

we obtain that

(T;11) = cos(2] + 1)9,

so that the angle between |¥;) and |u) is (27 + 1)6.

At initialization, |W¢) is rotated from |u) by € radians and is, therefore,
nearly orthogonal to |m). (Recall that, for t « S, € = \/Z, which is very
small indeed.) Each iteration of the central loop then rotates |¥;) a further
20 radians away from |u) until, after J iterations, |¥,) is as colinear with
|m) as an integer number of iterations will allow.

The matrix G shows that, consistent with the algebraic analysis, the com-
position of reflections in |u¢) and |¥g) produces a rotation of V' through an

angle of 26 for each application of Grover’s loop.

3.4 An example

In this section a very small example will be worked in two fashions. First,
we will iterate algorithmically, following the steps outlined in section 3.1.
Following that, the equivalent matrix algebra will be examined to highlight

the geometric analysis given in section 3.3.
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Suppose we have a search space of size S = 36 with ¢ = 3 marked entries.
Thensind = /& = ? and J = [%J = 2. We identify the search space with
Hss = {|0), |1),--.,]35)} and, without loss of generality, assume the marked
states to be |0), |1) and |2).

We recall that the loop first applies U, which flips the sign of the coeffi-

cients of marked states, then applies D, which transforms each coefficient a;

into 2a — a;.

Imitialization.

135

[Wo) = gz |2)

=0

1 9 1
ko === =3k = — =0.
0 6 10 Psuccess 3 0 12 0.083

Iterative Loop.

Iteration 1.

Uslio) = —5(10) +11) +12) + 5319

1 1 1 5 5

[ — — — — _— — 9 — —

=35 [3< 6) 33 (6)] 3% . T3
[¥,) = DU |Wo)

-

~ (%%) (10) + 1) +12)) + (%—é)zlz?
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=500 +11) +12) + S 310

i=3
4 1 a2 _ 16 ~
A.l = §, ll = 5 Psuccess - 3‘1"1 - 2_7' ~ 0.593
Iteration 2.
4 135
Usl®y) = —5(10) + 1) +12) + 5 3 1)
=3
1 4 1 7 7
= — —_—— — = — 2 = —
“= 36 [3( 9) +33 (9)} 108 =~ T

|To) = DUs|T,)

G emme (G-HEn

1=3
31 1 3.
= 52(10 + 1D +12) + 2 > 1)

5 2883
ko =—, ly=— success = k5 = —— = 0.
- © 54 P ° 2016 0.989

Recall that in the analysis of section 3.2 we found that the probability of
success would equal at least 3—;—‘ In this case that promise equals 1 ~ 0.917
and we see that the algorithm has done much better in this instance. The
point was also made that if we allowed the algorithm to iterate beyond the
optimum J, the probability of success would decline. To illustrate this we

will iterate one more time.
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Ilteration 3.

Uplie) = ~21(30) + 1) +12) + 5 3
1 31 5 3
=l -m v g
[¥3) = DUs| V)

=(_%+3 ) 10) +11) +12) +(————>Zl>

13 &
= 162(IO)+ll)+I2) 16221

_ 83 13 b _ g2 _ 20667
162" T 162 success = 9N3 T 58944

Matrix algebra on V

For the given parameters S = 36 and ¢t = 3, let the basis {|u),|m)} of V
be defined by

gl and  |m)= f(

The matrix of the Grover iteration relative to this basis is given by

[0) +11) +12)) .

G_g 5 11
T 6 \V11 5
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Initialization.
1 35 1 33
'] = 1) = \/— m = —(
o) = 5 3_10) = 5 (V31w +vaIm) = 2 (VX

The probability of successfully retrieving a marked state at this stage is given

by the square of the coefficient of [m), which is (%—5)2 = & = 3k3.

Iterative Loop.

Iteration 1.

()5 () =5 () = K2 -

$f) =48 =kt

3 =

The probability of success is (

Iteration 2.

1(5 11 33 1 V33) _ V33 ) + 31vV3, o
6 \VIl 5 9 4/3) T 54 \31v3) © w o+ g Im = [T
The probability of success reaches a maximum at (3—154@) = 283 = 343

lteration 3.

1/ 5 i1\ 1 (v33) _ 1 [(-13V/33
6 \V11 5 /54\31v/3/ 162\ 83V3

_ —13v/33 83v3

35 1y + By 1)
The probability of success declines to ( e ) = 20857 — 3%3.

The following figure provides a visualization of the geometry of this ex-

ample:
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[T

| )

3.5 Grover’s algorithm applied to an
unknown number of marked states

In [4] the following quantum algorithm is given to solve the search problem
when the database contains ¢t marked states, where ¢ is unknown and it is

assumed that 1 <¢ < %S:

1. Initialize ¢ = 1 and choose A such that 1 < A < %. For concreteness we

can put A = £.
2. Choose an integer j uniformly at random such that 0 < j < c.

3. Apply j iterations of Grover’s algorithm starting from initial state |¥g).
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4. Measure the register and let i) be the outcome.
5. If f(¢) =1, the problem is solved and the procedure halts.
6. Otherwise, set ¢ to min{Ac, V'S} and return to step 2.

This algorithm is shown in [4] to find a marked state in O (\/—tﬁ_) expected

time. For ¢t > %S, conventional sampling can readily be used in expected

constant time for any given probability of success.
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4 The NTRU Cryptosystem
4.1 Description of the system

The NTRU public-key cryptosystem is specified by six integer parameters
(n,p,q,dk,d,,dy) and operates within the ring R = Z[z]/(z™ — 1). The
integers p and ¢ are such that ged(p,q) = 1 and g is much greater than
p. An element r € R may be specified by the vector of its coordinates:
r = (r,71,... ,Tn=1)- Reduction of an element of R modulo ¢ will always
mean reduction of its coefficients into the interval (—é, %] )

Messages are drawn from the set S,,, C R, where
S = {m € R :m is reduced modulo p}.

Three additional subsets Sg, S, and Sy of R are required for the system.
For positive integers d, and ds let
S(di,d>) = {a € R : a has d; coefficients equal to 1, d» coefficients equal
to — 1 and n — d; — ds coefficients equal to 0}.
Then we may specify the other subsets by Sx = S(dk, dx — 1), S, = S(d,, d,)
and S¢ = S(d¢, dd’)
To generate a key pair, a user uniformly selects k£ € S; and ¢ € S, and

computes K, K; € R such that kK, = 1(mod p) and kK, = 1(mod q). The

public key is h = gK, (mod ¢) and the private key are k and g.

Remark. The inverses K, and K, are shown in [22] to exist with proba-

bility very near 1 for suitably chosen system parameters. The parameters
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suggested in [20], where different sets are given according to varying security
requirements, allow for this probability to be at least 1 — 1072° and often

much higher.

An encrypted message has the form e = p¢h + m (mod q), where ¢ is

chosen uniformly from S,. To decrypt, a legitimate recipient computes

ke = kpoh + km (mod q)
= kpogK, + km (mod q)

= popg + km (mod q)

Denote by b the non-modular expression ppg + km. Assume that the
coefficients of b lie in (—%, g] . Then reduction modulo ¢ during the decryption
phase will recover these coefficients faithfully as integers. The message can
then be accurately decrypted by computing m = 0K, (mod p).

For any a € R, define |a|. to be the length of the interval containing the
coefficients of a. As the notation implies, this function is treated as a norm
in [20], where it is noted that for decryption to occur correctly, |6l < ¢
must hold. The event |bl, > g is called a gap failure and the event that the
largest or smallest coefficient of & falls outside of (—2, 2] (in the absence of
gap failure) is called a wrapping failure. Gap failure is unrecoverable, whereas

wrapping failure may be corrected by successive computations of
(b (mod q) + (4,4,...,7)) (mod q) — (4,4,... ,7) fori=+1,%2,...,

where we assume the existence of a verification scheme to determine the
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A second norm central to the design and analysis of NTRU is defined in
[20, 24] as follows for any a € R:

|[a]]=[n§_:(ai—a)2}2’ where a=%nz_:aq~.

i=0 i=0

Note that [a]/\/n is the standard deviation of the coefficients of a.
This norm is used as an approximation for the “infinity” norm defined
above in order to derive parameters for the system that will insure high
reliability with regard to gap and wrapping failure. The particular detail of

interest to us is the following approximation given in [24]:
1? = [psg + km]* = p* [¢]* [g]* + [A]® [m]*.

We note that the quantities on the right-hand side of this approximation

are almost all definitively computable. Indeed,

l[gD]]l = 2d¢1
[g]® = 2d,, and

9 1
k] =2dp —1— ~.
[~] k1l

As for [m]?, we use an average value. Specifically, for p = 3, as it is for all
parameter sets currently contemplated by the system’s designers, we assume
that the average message will have one-third of its coefficients equal to each
of 1, -1 and 0. This gives an average value for [m]? of 2n.

Heuristic arguments given in [20] and experimental results reported in [23]

imply that parameter sets derived from the approximation given above will
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produce NTRU systems protected against gap and wrapping failures with
high probability. In this inquiry, these claims as well as the validity of the
approximation will be assumed as given.

In [20, 24] the existence of spurious private keys is discussed. It is observed

that any &’ € S;. will serve as a decoding key, as long as &’ satisfies
6lo0 = |pdg" + k'm|s < g,

where ¢’ = K’h. For such k', k'e = ppg’ + E'm (mod q). If podg + kK'm
has coefficients lying in (—%, 2], then, as above, reduction of k’e modulo ¢
allows us to recover faithfully &’m (mod p). From knowledge of £/, K, can be
calculated and the decryption completed by computing m = Kp&'m (mod p).

In [24] it is specifically noted that for b’ = pgdg’ + k'm such that [¢]?
is comparable to [b]>, the pair (k’,g’) may be used as a decoding key as

described above. From the approximation given, we require that
P’ [ [91 + K1 [m]® < p* []° Lol + [K1° [m]*-

Since both k and k&’ are in Si, [k’]? = [£]® so that the preceding inequality
reduces to [¢’']> < [g]®> = 2d,. It is this measure that will be of central

importance to us.

Remark. In [24] it is observed that if [6’]? is even two or three times larger
than [b]°, useful partial decoding keys can be obtained. This is especially
useful if several such keys can be found. We will ignore this possibility,

however, in light of this observation, merely note that the search criterion
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used in Grover’s algorithm could be loosened to find such partial keys.

4.2 Conventional attack

A lattice based attack on NTRU described in [20, 24] creates a lattice basis

{eo,e1,-.. ,ean—1}, where e; is the i*" row of the following 2n x 2n matrix:
( a 0 -~ 0 ho h1 - hn_[
a --- 0 h-n_..1 ho e hn_g
0 O (04 h]_ hg ho
0 0 0lq 0 0
0 0 010 q 0
\0 6 --- 0]0 0 --- q¢ )

The “balancing” parameter a will be specified below.

Since h = g/ (mod g), the lattice contains the vector 7 = (ak, g)(mod q),
by which is meant a vector with its first n coordinates equal to the coefficients
of k scaled by @ and its last n coordinates equal to the coefficients of g.
(Note that 7 = S kie; + 7%~ z;_ne;, where £ = (zg,Zy,... ,ZTn_1) is an
arbitrary integer vector representing multiples of q.)

To derive a value for a which creates the most favorable conditions for
an attacker, the authors of [20, 23] employ the Gaussian heuristic as a guide.
This heuristic gives an expected size of the smallest vector in a random lattice

of dimension d and determinant D between

pvi | L ana pue L
2mre Te
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In this case d = 2n and D = a™q"”, so the expected smallest length is not
much larger than

naq

S = —

e

Using s as a guide, the balancing parameter is chosen to obtain a min-
imum for the ratio ||7||/s. Squaring this ratio and observing that ||7||*> =
o[ k||>+[lg]|*, we must choose c so as to find the minimum of «l|k[|>+X||g||>.
This occurs when o = ||g||/||k]|- Note that these quantities are public; in-
deed, ||| = V2d;. — 1 and ||g|| = \/‘2—dg for all £ € S¢ and g € S,.

NTRU allows for practical implementation of system sizes which resist
attack while remaining feasible. In [20], NTRU implementations are reported
to compare favorably with comparable RSA instances with respect to key
generation, encryption and decryption speeds. Reports in [20] of extensive
testing of the lattice attack described here, using various improvements of
the LLL algorithm, suggest that defeating the NTRU system as specified
requires block sizes exponential in n. The experiments were run on three
parameter sets (“moderate”, “high” and “highest” security), with the size of
n varied.

The following plots were constructed from data presented in [20], where
the block size is that required to find the target vector successfully. In each
case, the data appears to fit the superimposed exponential trend line fairly

well.
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Moderate security parameters
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The authors of [20] extrapolate from these trends and, based upon the

actual time required to find the target vectors in their experiments, derive the

following time estimates for breaking various parameter settings of NTRU

using a modest desktop computer:
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Security level | Time
Moderate (n,p,q,dk,dy,dy) = (107,3,64,15,12,5) 9 days
High (n,p, q,dk,dg,dy) = (167, 3,128, 61, 20,18) | 380 years

Highest (n, p, q, dr,dy, dg) = (503, 3,256,216, 72,55) | 6.2 - 10%7 years

If we accept these estimates, the so-called highest settings would certainly
allow for improvements in computing power of many orders of magnitude
while still maintaining Cold War strength security. Of course, such compu-
tational improvements would facilitate scaling up the cryptosystem size as
well.

The experiments also reportedly indicate that the algorithms must work
just as hard to find vectors of comparable length to the specific private key,
vectors which could then yield a spurious key. It is this experience which
leads the creators of NTRU to disregard the existence of spurious keys as
problematic for the system. We will see that this assumption may not hold

under quantum attack.

4.3 Attack on NTRU with Grover’s algorithm

The situation presented by NTRU is one where some unknown (¢ spurious
points exist within the sample space S, any of which may function as a

decoding key. The central loop of the algorithm operates on basis states of

n\/n—d
s=s=(5) (2 25)

Hs, where
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We can apply the algorithm of section 3.5 to this problem, under the mild

condition that 1 <t < %S . We assume a one-to-one correspondence
{0,1,...,8 —1} — Sp : i s kW

For each candidate k&%) we compute ¢ = k®h (mod q) and put f(i) =
1 if and only if [¢@]? < 2d,.
The expected run time for the algorithm is O ( \/tg), which, regardless of

the value of ¢, is no worse than O (n“").

4.4 Discussion

As just noted above, the attack on NTRU using Grover’s algorithm has an
expected run time polynomial in the parameter n. The experimental evidence
offered in [20] suggests that this is an improvement over currently feasible
implementations of lattice reduction technology. The creators of NTRU have
already proposed a non-commutative version of the cryptosystem [21], which
they feel should greatly confound the efforts of lattice basis algorithms to
converge to appropriate solutions. The system is essentially that presented
above, however, the platform changes from R = Z[z|/(z™ — 1) to some non-
commutative ring R containing a commutative subring R,. The authors
suggest as a concrete example the ring R = Z[Ds,|, the integral group ring
of the dihedral group of order 2n. The system is so structurally similar
to the original that it can be attacked by Grover’s algorithm exactly as
contemplated here. The strength of Grover’s algorithm in this regard is

that it depends only on the simple membership evaluation assigned by Uy to
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basis elements of Hg. The underlying algebraic structure of the cryptosystem
matters not as long as there is a computable function which accurately marks
appropriate basis states.

In addition, a weakness of both versions of NTRU is the existence of
spurious keys. While it may be true that all lattice vectors useful to a
potential attacker employing basis reduction lie below some size threshold,
making finding one as difficult as finding any other, the expected time of
Grover’s algorithm clearly indicates a dependence on the number of solutions.
Of particular interest is how the ratio S/t grows with S. This is not known,
however, should it be true that this ratio grows much more slowly than S or,
worse yet for the security of the cryptosystem, that it is bounded by some
constant, this fact could thwart attempts at increasing security by scaling up

the system size.
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5 The Chor—Rivest System
5.1 Subset Sum Problems

In its most general form, the knapsack or subset sum problem (SSP) can be

stated as follows [28]: Given sets of positive numbers A = {ag,a1,... ,an_1}
and B = {bg,b1,... ,bn—1}, and a nonnegative number s, find a vector of
nonnegative integers X = (xg, z1,... ,Zn—1) Which

n—l1
obtains a maximum for Z ;:b;,

=0

n—1
subject to Z T;0; < S.

1=0

In practice A = B is often the case, which is the assumption made here.
The general problem poses no decision question; a solution clearly exists
and the problem becomes one of finding it. Indeed, in many applications
it is sufficient to find good approximations to a solution of the problem as
posed above. The interest here, however, is in solutions to the following exact
version of the problem: Given a nonnegative integer s and a set of positive
integers A = {ag,ai,-.. ,an—}, determine whether some and which binary

vectors (entries restricted to 0 or 1) X = (g, z1,-- - , Tn—1) €xist such that

n—1
Z Tr;a; = 8.

i=0
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The term knapsack derives from the association of the integer s with the
capacity of a knapsack and the integers a; with the sizes of various objects.
The question is then equivalent to asking whether some subset of the objects
completely fills the knapsack.

If an efficient method were available simply to determine whether such
a solution existed, finding a solution would follow quite readily. To test
whether a solution existed with zy = 1, for example, we could determine

whether a solution existed to

n—1
Z ra; = S — Qp.
i=1

If no such solution existed, we could deduce that zo = 0. A complete so--
lution could then be found by repeating this process for z;,zs,... ,ZTn_1.
However, the decision question associated with this problem is known to be

NP-complete [28].
5.2 Description of the system

The Chor-Rivest knapsack system [26] is designed to encrypt binary vectors
of length n and fixed Hamming weight w, i.e., with exactly w entries equal
to one and n — w entries equal to zero. This condition poses no serious
restriction, as an efficient algorithm is presented in [26] to transform arbi-
trary binary streams into strings of fixed length and weight. The knapsack

chosen for this system is described in the following version of a theorem of
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Bose and Chowla [25]:

Theorem (Bose—Chowla): Let p be prime and w > 2. Then there exists

a set of integers A = {ag, ay,...,a,-1} such that:
.0<a;<p*—1(=0,1,...,p—1).

2. If (zo, 1, - .. ,Zp—1) and (Yo,¥1,--- ,Yp—1) are two distinct vectors with
nonnegative integer entries such that > z; = v = > v;, where v < w,

then 3~ zia; # 3~ yia:-

The construction takes place in GF(p”). Enumerate the image of GF(p)
in GF(p") as ag,ay,...,ap—;. If z is any element of GF(p®¥) which is al-
gebraic of degree w over GF(p) and g is a generator of GF(p“)*, then

a; =10gg(2+ai) (I'=07 1,... 1p-1)

Chor and Rivest’s system can now be described.

System Generation:

1. Pick p and w < p.

[N

. Find a random irreducible monic polynomial f(z) of degree w in

GF(p)[z]. Arithmetic in GF(p") is represented by operations in

GF(p)[2]/(f(2))-

3. Pick a random generator g of GF(p™)*.
4. Compute ¢; = log,(z + a;), Vo € GF(p).

5. Choose a random gp € S,. Put b; = cy)-
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6. Pick d at random such that 0 < d < p* — 1. Set a; = b; + d.

Public Key: A = {ag,ay,.-.,ap-1}, p and w.

Private Key: f(2), g, d and p™!.

Encryption: To encrypt a binary vector X = (zo, Z1,-.. ,Zp-1) of weight

w, compute s = ¥ z;a; (mod p* — 1).

Decryption: After receiving s, the owner of the private key computes
q(z) = g"(mod f(z)), where r = s—wd. It can be shown in a straightforward

fashion that from these manipulations the following equality holds:

p—1
q(2) + f(2) = [[ (= + ap@)™

i=0
By factoring the left-hand side of this equation (requiring at most p substi-

tutions), we obtain which of the z; are non-zero.

5.3 Conventional attack

The development of knapsack cryptosystems spawned much interest in ef-
ficient methods of finding solutions to the problem posed in the previous
section. The most well developed technique relies upon lattice basis reduc-
tion, the success of which hinges significantly on the structure of the set A. In
particular, the cardinality of this set relative to the size of its largest member
[32, 29| bears directly on the ease of obtaining solutions to an SSP drawn
from it.

The density of a set of positive integers A = {ag, ay, - .. ,an-1} shall mean

Teatmax Ay Where the logarithm is to the base 2 [29]. While the understanding
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of what constitutes a critical density as far as determining problem difficulty
has changed over time [29, 32, 34|, it is generally accepted that the greater the
density of A, the more resistant instances of the SSP are to lattice reduction
techniques.

Attacks on knapsack cryptosystems based on lattice basis techniques were
introduced by Lagarias and Odlyzko [30] and are presented here in a modified

version of the original [32]. When presented with the set 4 and an integer s,

the attacker forms the lattice basis {eg, ei,-- - ,€p}, Where e; is the *! row of
the matrix

1 0 --- 0 Pao

o1 ---0 PCL[

00 1 Pap_l

L4 1P
and P > %\/}3 If X = (zo,%1,...,Zp-1) is the encrypted vector to be
determined, then Y = (yo,%1,--- ,¥Yp-1,0), where y; = z; — %, is in the lattice
spanned by eg, ey, ... ,e, (Y = X2 Tie; — ep). It is shown in [32] that if A

has density less than 0.9408 ..., then with high probability Y is the shortest
vector in this lattice. A call to the lattice oracle can then return Y with high
probability and in polynomial time, from which the attacker can recover X.
Note that this method of attack does not require that we recover the original
set from which the published set A was derived.

In [34], Schnorr and Hérner report an improved algorithm which appears
to render sets of density greater than one vulnerable to lattice basis attack,

including successful attacks on a Chor—Rivest knapsack system of modest
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size (p = 103, w = 12) and encouraging beginnings on an attack of a system
of greater size (p = 151, w = 16). Schnorr and Horner also report that an
alternative algorithm of Ritter [33] has been used successfully to attack a

Chor—Rivest system with p = 103 and w = 12.

5.4 Attack on Chor—Rivest with Grover’s algorithm

The knapsack problem posed by the Chor-Rivest cryptosystem readily fits
the algorithm described in section 3.1. Given system parameters p and w, let
HY' denote the set of binary strings of length p and weight w. The algorithm
is run on basis elements of Hg, where S = IH;’l = (5)) We assume a

one-to-one correspondence
{0,1,...,S—1} = Hy :i+— 1

If |2) is a basis element of Hg and s is the target sum, we set f(i) =1 if and
only if the elements of A corresponding to the positions of ' holding a 1 sum
to s. Note that in this situation there is a unique ¢ for which f(i) = 1. The

run time for the algorithm is O (\/§), which is no worse than O (p%)

5.5 Discussion

The dimension of the derived lattice for knapsack problems is n + 1, where
n is the size of the set A. Lattice attacks on Chor—Rivest will, therefore,
have running times polynomial in p + 1. Note that this is comparable, at
least in terms of fundamental complexity classes, to the runtime for Grover’s

algorithm.
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The current state of knowledge and technology has favored lattice basis
reduction attacks on Chor-Rivest. Unfortunately, this cryptosystem can-
not be easily scaled to avoid lattice attacks since key generation depends
upon solving the discrete logarithm problem in GF(p*)*. Improvements to
the basic LLL algorithm [33, 34] have shown the Chor—Rivest system to be
vulnerable for most practical parameter choices under current operating con-
ditions. However, the example serves an important purpose. It is not at all
unreasonable to imagine either a system similar to Chor—Rivest which can be
sized beyond conventional techniques or, more intriguing yet, a knapsack sys-
tem based on a non-commutative platform which, as in the case of the NTRU
system, may create fatal convergence problems for conventional lattice-based
attacks. Grover’s algorithm would still provide a tool to compromise such

systems under these scenarios.
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6 Future directions

This paper has presented a framework for the application of Grover’s quan-
tum search algorithm to diophantine problems such as breaking crypto-
graphic systems based upon the subset sum problem of Chor-Rivest and
the mixed-modulus polynomial algebra of NTRU. By the time quantum ma-
chines become available to run such algorithms, many details must be filled
in. Among these are specific implementations of (1) the unitary analog, U,
of the membership function f, (2) equiprobable superpositions of the canon-
ical basis states of arbitrarily sized subspaces of Hy and (3) correspondence
between the actual search spaces and the basis states |7) ({ =0,1,... ,5—1).

In addition, the general expectation for quantum hardware is that it will
require distributed computing for the manipulation of registers of any mean-
ingful size. While it is not conceptually difficult to imagine how the quan-
tum search presented here could be broken into subproblems and distributed
among different processors, a careful working through of implementation de-
tails is required before such algorithms go online.

Profitable inquiry of a different focus could be in the design of non-
commutative knapsack systems. The key ingredient needed here is an analog
to the Bose-Chowla theorem for a non-commutative structure. In the con-
text of NTRU, further investigation into the ratio S/t would have meaningful

consequences for the security of this cryptosystem in a quantum environment.
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Finally, turning the problem on its head, the construction of diophatine sys-

tems resistant to quantum attack would be immensely important.
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