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Abstract
IEEE 802.11 Denial of Service Attack Detection and
Mitigation Techniques

Joseph Soryal
Advisor: Professor Tarek N. Saadawi

The dissertation presents comprehensive detection and mitigation techniques to combat
intelligent denial of service (DoS) attacks targeting the Media Access Control Layer operating on

IEEE 802.11, which is the most widely used standard in the wireless technology.

My research stems from the following: (1) the attack is fairly easy to implement but difficult to
detect by traditional methods, and (2) impact is severe to a point that it would completely disrupt
communication in the network. The goal of my research is to effectively detect the attacker
without having false positive results and to find a methodology to reduce the negative impact on

the network in different environments.

The negative impact of the DoS attack is investigated and analyzed using network simulators.
The designed algorithms are validated using mathematical modeling and network simulators to
prove the effectiveness and feasibility of the introduced solutions. The solution is successfully
applied on three different physical layer technologies; Direct-Sequence Spread Spectrum,

Frequency Hopping Spread Spectrum, and Orthogonal frequency-division multiplexing.

The detection technique applied the solution of the two-dimensional Markov Chain model to
determine the detection thresholds in fixed and mobile environments. Markov Chain model is
extended to cover multiple wireless domains to include the hidden nodes inside the extended

network.



Two mitigation techniques using channel hopping are developed to combat the DoS attack in
both fixed and mobile environments. The first mitigation technique is designed to operate in a
mixed trusted environment, where two groups exist and one group poses a higher trust level than
the other one. When a user of the less-trusted group implements the DoS attack, the algorithm
will isolate the attacker along with the less-trusted group. The concept of the “Victim” is
implemented, which gives the attacker the false feeling that the attack is successful and
continuing as opposed to the reality. The second mitigation technique is designed to operate in
environments where all users are authenticated and trusted, however one user turned rouge. The

algorithm will isolate the attacker via disseminating the new channel by using asymmetric

cryptography.
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Chapter 1 : Introduction

1.1 Challenge and Research Area

Denial of Service (DoS) attacks in wireless networks could be implemented by multiple ways
[8]. This research addresses a very specific and sophisticated type of DoS attack. The DoS
attacker here disguises itself as a legitimate user and pretends to be following the IEEE 802.11
standards and actually following the communication protocol to some extent. That generates
properly formatted control and data packets, which make all other innocent nodes in the network
consider him as a peer legitimate node. In addition, the attacker presents himself to the network
as having valid information to share with everyone. The goal of this research is to present a
complete algorithm to detect, identify, isolate, and react to the DoS attacker to mitigate negative
impact on the network. The DoS attacker in this research manipulates the back-off timer to
illegally maximize the successful chances of transmitting packets that appear to be legitimate
data packets but, in fact, do not contain any valid data. The MAC layer protocol used in this
research is IEEE 802.11 DCF (Distributed Coordination Function), which is based on CSMA/CA
(Carrier Sense Multiple Access/Collision Avoidance) that specifies two methods for packet
transmission. The basic method is a two-way handshaking called “Basic Access”, in which every
node attempts to send a data packet, and if the transmission is successful, the destination node
will send an ACK (Acknowledgement) packet to the source node; otherwise the source will keep
attempting to retransmit. The second method applies a four-way handshaking mechanism
“Request-to-Send/Clear-to-Send (RTS/CTS).” Each node has a packet to transmit will sense the

medium first to apply a collision avoidance mechanism. If the node senses the medium and it is



clear, the node will transmit a Request-To-Send (RTS) packet, and that will be followed by a
Clear-To-Send (CTS) packet originating from the destination node. A data packet will be sent to
the destination node and will send to the source an Acknowledgement (ACK) packet to complete
the four-way handshaking mechanism. If the medium was sensed “busy”, each node will back
off for a random period and will count down to zero. Once the counter reaches zero, the node

will attempt to retransmit the packet.

The focus of this research is the RTS/CTS mechanism. The proposed algorithm consists of a
detection module that applies two-dimensional Markov chain modeling to obtain the base
detection threshold for the number of successful packet transmissions. The second module of the
proposed algorithm, which consists of the DoS attack mitigation technique, applies a novel
method for dynamic channel allocation. It fools the attacker to make him believe that he is still
attacking the whole network, so the attacker does not get alerted and change his attacking
methodology. The presented algorithm would provide the capability to group of trusted nodes to
allow foreign nodes to join the group for valid data exchange and at the same time will enable

the trusted group to detect and combat the DoS attack if the allowed foreign node is an attacker.

The algorithms developed as part of this research can be easily integrated into commercial
wireless routers and all other wireless devices operating on IEEE 802.11 standards to provide an

extra security layer and resilience against DoS attacks.



1.2 Technical Background

1.2.1 IEEE 802.11 DCF

IEEE 802.11 DCF [1][2][3] employs Carrier Sense Multiple Access / Collision Avoidance
(CSMAJ/CA) methodology to reduce the probability of the collisions of packets in the wireless
network. Networks using CSMA/CA experience higher throughput because fewer packets
collide. Four-way handshake mechanisms are implemented using four different types of packets
(RTS — CTS — ACK — Data). Interframe space (IFS) intervals are the durations specified to be
between the packets transmissions. Distributed Interframe Space (DIFS) is the time a node has to
wait to attempt to transmit a packet after sensing a busy medium then it calculates a random
back-off time. The random back-off time is an integer value that corresponds to a number of time
slots (Sigma), which varies depending on the physical layer technology (PHY) used. A
Contention Window (CW) is the idle period that follows the DIFS. Since the time is slotted, each
station transmits at the beginning of each slot (Sigma). The slot time varies between PHY layer
technologies: the smaller the slot time, the higher the transmission rate. The basis of choosing a
slot time is the adequate time needed by any node in the network to detect any packet
transmission from any other node inside the wireless network. It accounts for the propagation
delay, to time the switching from the receiving to the transmitting states and the time needed to

signal to the MAC layer the state of the channel, which is Busy Detect Time (BDT).
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Figure 1-1: IEEE 802.11 DCF

The example in Figure (1-1) shows two nodes Node (a) and Node (c) are contending to reserve
the medium for a chance to send a data packet to Node (b). Node (a) waits for DIFS period and
senses the channel and finds it idle, and then sends RTS to Node (b). RTS is heard by all stations
and those stations that this RTS packet not destined to them would implement a Network Vector
Allocation (NAV) value to stay idle to prevent possible collisions. Node (b) waits for SIFS and
responds with CTS which is heard by all stations. It signals permission to the sender to send its
data packet after a SIFS period and updates the NAV to the other stations in the range. After
successful transmission Node (b) confirms receipt by sending ACK to Node (a) to complete the
four-way handshake. Node (a) and Node (c) wait for a DIFS period plus the back-off time, which
depends on a randomly generated value using the Contention Window doubling mechanism
Node (c)’s timer reaches zero first and it succeeds in transmitting RTS to Node (b) to start a data

packet transmission.



1.2.2 Binary Exponential Back off (BEB) algorithm

Binary Exponential Back off (BEB) algorithm [1][2][3] is used to regulate the back-off time for
each node before attempting to transmit packets to apply the collision avoidance mechanism.
Nodes that have packets to transmit would select a back-off value based on the CW: [Back off =

int (CW XrandXslot time)]. “Rand” is a randomly generated value uniformly distributed

between 0 and 1. Slot-time is “Sigma”, and CWmin< CW <CWmax, are the minimum and

maximum values for the contention window.

The node calculates a back-off time in the range [0, CWmin - 1]. When the medium becomes
idle, after an additional DIFS period, nodes decrement their back-off timers until the medium
becomes busy again or until the timer value reaches zero. If the timer has not reached zero and
the medium becomes busy, the node freezes its own timer. The process continues until the timer
is decremented to reach the value of zero so the node transmits the packet that is waiting in the
queue to be transmitted. In case of a successful transmission, the receiving node will
acknowledge the packet by sending the ACK packet to the sending node. The sending node will
set its CW to CWmin - 1, the initialization state. If two or more nodes decrement their timers and
reach zero at the same time, then a collision will take place in the medium, and each sender will
have to generate a new back-off time by doubling the CW value [2* CWmin]. During the kth
retransmission attempt, the Contention Window will have the form [2k * CWmin] and will be
doubled till it reaches CWmax. The MAC parameter values (Slot Time, SIFS, DIFS, ACK, CTS,

RTS and CW) are dependent on the physical layer being used by the MAC protocol.



1.2.3 PHY Layer Technologies

My research presents the Detection and Mitigation algorithm and applies it to three different PHY
technologies; FHSS, DSSS, and OFDM. Basic information [1][2][3] about the Channels and the Frequency
bands used will be briefly discussed to clarify our proposed algorithm. The PHY parameters for each type

will be presented in table (1-2) at the end of the section.

1. IEEE 802.11 — Frequency-Hopping Spread Spectrum (FHSS)
FHSS operates in the 2.4 GHz band with a range starting from 2.402 GHz to 2.480 GHz. Each channel has
awidth of 1MHz and supports 1Mbps and 2Mbps rates. There are 78 hopping sequences and each sequence
would use 79 hops. Fifteen systems could be collocated and work independently with minimal amount of

collisions [31].

2. |EEE 802.11b — Direct-Sequence Spread Spectrum (DSSS)
DSSS operates in the 2.4 GHz band. Each channel has a width of 22. The rates defined in IEEE 802.11 are

1 Mbps and 2 Mbps, and the rates in IEEE 802.11.b standard are 5.5 Mbps and 11 Mbps.

The channel to frequency mapping is shown in Figure (1-2). Only the first 11 channels are used in the

United States, and we assume this is true when running the simulation.

3. IEEE 802.11g - Orthogonal Frequency-Division Multiplexing (OFDM)
OFDM operates in the 2.4 GHz band. IEEE 802.11g supported rates are: 6, 9, 12, 18, 24, 36, 48, and 54
Mbps. The channel to frequency mapping is shown in Figure (1-2). Please note that Figure (1-2) is just a

schematic for visualizing the channels and it does not reflect the reality of the OFDM sides which are


http://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing

sharper than the DSSS sides to reduce the interference between the channels. Only the first 11 channels are

used in the United States, and we assume this to be true when running the simulation.
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Figure 1-2: IEEE 802.11b/g Channel Distribution [30]


http://upload.wikimedia.org/wikipedia/commons/9/93/2.4_GHz_Wi-Fi_channels_(802.11b,g_WLAN).png

Each IEEE 802.11 standard [1][2][3] has specific set of parameters in Table (1-3) that dictates the design of each

system.

Table 1-1: Frequency to Channel mapping for IEEE 802.11b/g

Channel | Center Frequency | Channel Width (GHz) | Overlaps Channels
1 2412 GHz 2.401 - 2.423 2,3,4,5

2 2417 GHz 2.406 - 2.428 1,3,4,5,6

3 2.422 GHz 2411 - 2.433 1,2,4,5,6,7

4 2.427 GHz 2.416 - 2.438 1,2,3,5,6,7,8

5 2.432 GHz 2421 - 2.443 1,2,3,4,6,7,8,9

6 2.437 GHz 2.426 - 2.448 2,3,4,5,7,8,9,10
7 2.442 GHz 2.431 - 2.453 3,4,5,6,8,9,10,11
8 2.447 GHz 2.436 - 2.458 4,5,6,7,9,10,11
9 2.452 GHz 2.441 - 2.463 5,6,7,8,10,11

10 2.457 GHz 2.446 - 2.468 6,7,8,9,11

11 2.462 GHz 2.451 - 2.473 7,8,9,10




Table 1-2: PHY Layer Parameters

Parameter FHSS DSSS OFDM

Slot Time | 50 us 20 us 9 us

“G”

SIFS 28 us 10 us 10 us

DIFS 128 us 50 us 28 us

PHY 128 bits | 192 & 96 | 60 us

Header (us)

MAC 272 bits | 28 bytes 246 bits

Header

ACK 112 bits | 14 bytes 134 bits

CTS 112 bits | 14 bytes 134 bits

RTS 160 bits | 20 bytes 182 bits

Channel 1 Mbps | 11 Mbps | 24 Mbps

Bit Rate

CWmin, 15,1023 | 31, 1023 15, 1023

CWmax

Packet Size | 8000 8000 bits | 10000 bhits
bits

Signal N/A N/A 6 us

Extension
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1.3 DoS Attack Impact

The DosS attacker in this research study is an intelligent attacker, who partially follows IEEE
802.11 standards to appear as a legitimate node that wants to join a group of nodes so it
could start a valid exchanging of data packets in a distributed network topology with no
centralized authority to validate and authenticate non-member nodes that want to join. The
attacker will follow control and data packet formats (RTS, CTS, ACK, and Data) and all the
PHY layer parameters (SIFS, DIFS, Slot Time, PHY and MAC headers) to further deceive
legitimate nodes inside the network. The attacker’s behavior is intelligent. It does not use a
simple signal jammer, in which a pulsing or continuous signal is transmitted with high
power to jam a frequency band. Instead the attacker follows the appropriate traffic exchange
four-way handshake model. The attacker will start communicating normally with the nodes
and shortly after will activate the DoS attack mechanism and pick a node and bombard it
with RTS and data packets to achieve channel capturing. As long as the attacker is getting
ACK messages from the victim, it will keep the attack going. The packets received by the
victim do not contain useful data but follows the format of a legitimate packet. The attacker
could implement his mechanism by modifying the Network Interface Card (NIC) on his
communication machine (i.e., laptop). The DoS attack will result in bandwidth starvation,
excessive power consumption, and exhaustive CPU processing. The worst impact is felt in
an ad-hoc wireless environment, where all the resources (i.e., BW, Power, and CPU
Processing) are scarce due to the nature of mobility and lack of infrastructure. The attacker
manipulates the Binary Exponential Back-off (BEB) algorithm and does not back off
according to the BEB algorithm, but instead it always backs off 1 slot and retries to

transmit.
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The impact was simulated in fixed and mobile environments. The simulated mobility
throughout this research consisted of nodes moving randomly with a constant speed of 60
Km/h with a “Default Random Waypoint” mobility profile. Each case was simulated with a
different number of nodes to show the impact in different topologies. All nodes, including
the attackers’, were configured to generate the same rate of data packets in the upper layer
(i.e., application), which is considered the load.

Figure (1-3) shows the difference between data sent by the attacker and a normal node.
Although the load is the same, the graph shows that that attacker is transmitting packets 500

times more than the normal node.

] MAC Attack-Thrput 5 nodes One Attacker-DES-1: W... (2 |[B][X]

W Ohject: wireless_lan_mac_»Attack of Campus Network Attacker
B Chiect: wireless_lan_mac_Attack of Campus Network Mormal_1

Wireless Lan Data Traffic Sent (packetsfzec)

___,_______,..--""

Figure 1-3: Fixed —5 nodes



] MAC Attack-Thrput 50 Two Attack node-DES-1: ave... [2 |[B]X]

B Chject: wirelesz_lan_mac_attack of Campus Metwark Attacker
W Ohject: wirelesz_lan_mac_attack of Campus Metwark Marmal_d

average (in Wireless Lan.Media Access Delay (sec])

Figure 1-4: Fixed — 50 nodes

Figure (1-4) shows the delay difference between the attacker (blue line) and the innocent node
(Red line) and how the delay for the innocent node is building up while the attacker’s delay is

steadily low.
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1.4 Related Work

Because of the randomness in choosing a back-off value for each node, detecting the back-off manipulation
is a very challenging task [9], [10], and [11]. The majority of the detection techniques discussed in the
literature assume that the network topology with an access point which are considered trusted nodes
[10][12] which are tasked to monitor all the nodes in the network to detect any misbehavior. Our approach
in this chapter assumes that the network is a distributed network with no centralized authority to monitor and
that each node functions as a police node without cooperation from any other nodes inside the network.
Other methods of detection mechanisms that were proposed in the literature assume that the attacker will
cooperate not that the attacker is trying to disrupt the network [8]. Many methods were proposed in the
literature to combat and prevent MAC layer misbehavior and back-off timer manipulation. In [13] the
authors proposed a method to force all the nodes to use known back-off timers by appending some values to
the existing data packet structure to combat this mishbehavior. But this method assumes that the misbehaving
node or the attacker will cooperate, not the case in a real organized attack. Channel-hopping techniques
[14][15][16] were described in the literature to avoid DoS targeting the physical layer, which constitutes
signal jamming. The presented techniques primarily targeted a jamming attack with no intelligence, in
which attackers transmit a continuous signal with a sensible power level on a certain frequency band as
opposed to our case in this chapter, where the attackers are intelligence and strive to appear as legitimate
nodes and to some extent follow IEEE 802.11 DCF protocol and comply with the control and data packets
construction and format. The authors in [17] presented a channel-hopping concept that takes place in the
MAC layer based on sending a beacon on a non-jammed channel when a node senses a jamming signal and
other nodes will follow to the other channel to detect the beacon and resume the communication. Again this
example describes simple jammers, not intelligent ones that can adapt and move to the new channel to jam

it if it senses that all nodes moved away from the jammed channel. In [18] the authors proposed a channel-
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hopping mechanism to countermeasure the DoS impact on the network, but they built their algorithm on a
multi-radio network and did not deal with a single-radio network. In [19] [20] [21] and [22] the concept of
frequent channel hopping was introduced so the active communication channel would change every fixed
interval that ranges from few milli-seconds to a few seconds.

In [23] the authors proposed a channel-hopping scheme based on trusted AP that would coordinate the
hopping inside the network whereas our proposed algorithm is completely distributed and does not require a

centralized authority like a trusted AP.
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1.5 Dissertation Motivation and Goal

Several factors motivated the research in this area;

1. The importance of wireless communication

Most people use cellular phones, wireless routers, and long backhaul wireless equipment either
in a direct way or in an indirect way.

The sensitivity of information and data being transferred using wireless communication.
People use wireless communication to see their bank accounts, medical and educational
records. Governments use wireless communication to exchange secrets and time-sensitive
materials. Financial institutions conduct massive transactions worth billions of dollars using
communication devices that include wireless equipment.

The implementation of a DoS attack is relatively easy and feasible.

This DoS attack can be implemented by literally changing a few lines in the code of the NIC
(Network Interface Card) on any laptop or a communication device that has a NIC.

The destructive impact of the DoS attack that will paralyze all the network communication
As seen in the previous section, the impact is disastrous. Once the attack is launched no

legitimate user will be able to communicate.

Several goals were set for the research that will be achieved by the final product:

1. The ultimate goal for this research is to find an effective method to detect the DoS attacker and

identify him by a commonly known and unique ID (MAC Address).
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2. Mitigate the negative impact on the network so legitimate users can continue communicating
in the presence of the attack with the least amount of losses.
3. The proposed algorithm should be easy to implement without the need of sophisticated

hardware modifications.

4. The proposed algorithm should be compatible with all MAC layer protocols that do not require

a total communication stack modification.

In the next sections, multiple detection and mitigation algorithms will be presented for single and multiple
wireless domains where there are hidden nodes. The algorithm will be examined in a mobile environment.

Also presented will be the concept of a network that operates with a single access point where typical WiFi

networks are utilized.
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Chapter 2 : Statistical Detection of DoS Attack in
IEEE 802.11 Wireless Networks

2.1 Abstract

This chapter presents a novel technique to detect the DoS behavior applied by malicious nodes in wireless
networks employing the widely used IEEE 802.11 DCF protocols. Malicious nodes manipulate the IEEE
802.11 DCF standards to illegally gain extra throughput and increase the probability of having a successful
packet transmission at the expense of the honest nodes that follow protocol standards. The theoretical
network throughput will be derived using two-dimensional Markov Chain to determine the network
capacity. Results obtained by theoretical computations will be validated by network simulation to determine
the baseline for the maximum achievable throughput in the network under fair conditions, where all nodes
follow the standards. An approach is proposed to equip all the nodes in a IEEE 802.11 network with a
mechanism to detect and identify the malicious nodes in a distributed environment. Results are presented to

prove the effectiveness and feasibility of the proposed algorithm in both fixed and mobile environments.

2.2. Introduction

IEEE 802.11 DCF specifies two mechanisms to perform packet transmission. The default mechanism is a
two-way handshaking method referred to as “Basic Access”. This mechanism employs immediate
transmission of an acknowledgement (ACK) packet by the destination node after a successful reception of a

packet transmitted by the sender. In this chapter the term “‘selfish node” implies a DoS attack.

The second mechanism employs a four-way handshaking procedure ‘“Request-to-Send/Clear-to-Send

(RTS/CTS).” Prior to transmitting a packet, a node set by using RTS/CTS mode “reserves” the channel by
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sending a special Request-To-Send short frame. The available destination node responds to an RTS frame
by sending back a Clear-To-Send frame, and then a data packet transmission and ACK response will
follow. The RTS/CTS mechanism increases the network throughput by reducing the duration of a collision
when long messages are transmitted. In this chapter, our focus is on misbehavior detection in the four-way
handshaking mechanism “RTS/CTS scheme”. Selfish nodes in wireless networks employ several
techniques to illegally increase their throughputs at the expense of other fair-behaving nodes [8]. In IEEE
802.11 based networks, selfish nodes will manipulate the back-off timer to increase the probabilities of
having successful transmissions. They decrease the back-off timer value instead of following the back-off
timer generation method that all other nodes in the network are using. A node is considered malicious or
misbehaving (attacking) when it does not follow the IEEE 802.11 MAC Standard [1]. These selfish nodes
will use smaller timeouts than these specified in the protocol standard. With IEEE 802.11, each node is
expected to choose a back-off interval prior to initiating a transmission. The back-off interval is to be
increased as per a specific set of rules prior to retransmission attempts that are invoked upon failed
transmission attempts. A malicious node may choose a small and/or a constant back-off interval prior to the
transmission of a data packet or follow a completely different retransmission strategy upon experiencing
failed transmissions that do not conform to the standard IEEE 802.11 protocol. Due to the randomness in
choosing a back-off value, detecting back-off manipulation is most challenging [27], [9], [10], and [11]. The
goal of this chapter is to detect malicious nodes. MAC layer vulnerabilities were discussed in the literature
over the years [52] [53] [54] [55] [56] [57] [58] [59] [60] [61].

Several researches were conducted regarding the detection of the manipulation of the back-off timer in
wireless networks where there are trusted access points (AP) [12][10], where a trusted AP will regulate the
senders back-off timer values and detect the misbehaving nodes. Due to the nature of ad-hoc wireless

networks, where there is no centralized authority that will assign and monitor each nodes’ back-off timer
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values, the task is very challenging. Our proposed algorithm is designed to work in a distributed
environment where there is no centralized authority or a supervisor node (i.e., Access Point) watching every

transaction in the network.

In [8] the authors assume that each node will cooperate and announce the state of its pseudo-random
sequence generator so other nodes monitor its behavior. This approach assumes much cooperation from
compromised nodes, which is not realistic in most situations. Our proposed algorithm does not expect any
cooperation from any node, hence eliminating the chance of receiving wrong information by a malicious
node. In [28] the authors introduced a new parameter to indicate the level of cooperation of each node. In
[29] a method was proposed to make the APs functions like a watchdog to monitor all nodes’ behaviors.
This method consumes the resources of the AP node and is not suitable to a total distributed system like
IEEE 802.11 wireless networks. Assigning one node or selected nodes to police the network is a very
dangerous concept and creates a single point of failure in case the police node is itself compromised. 1n[32]
the author is proposing to analyze the distribution of inter-delivery times between two consecutive
successful transmissions. This method is very challenging and requires measurements in microseconds to
accurately detect the selfish behavior. Our proposed algorithm does not require any hardware additions or
clocks measuring to microseconds. The words “attacker” and “selfish” will be used interchangeably in this

chapter.

2.3. Attacker Behavior

The selfish behavior could be implemented by different methods which will alter the standards to illegally
gain benefits which could be in the form of increasing data throughput, reducing delay, preserving power for
the attacker on the expense of the other honest nodes that follow the standards. Two ways to implement the

attack; the first is to modify the hardware design, and the second is to modify the protocol’s firmware. The
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second way is a lot easier to implement from the feasibility and cost point of view and is far more prevalent.
In our chapter, the presented solution is directed towards detecting the manipulation of the protocol’s
firmware and more specifically detecting the manipulation of the back off timer. A selfish or an attacker
node will not follow the Back off mechanism explained above but instead will minimize the back off time.
For example, an attacker could only back off one slot every single time it has a packet to transmit or when it
experiences a collision while the other nodes which are honest will follow the exponential back off
mechanism. We simulated a network with an attacker presence to show the effect on the other honest nodes.
The payload size used throughout this chapter is 8000 bits so it could be sent in one time slot without the
need of fragmentation. Maximum number of retransmission was configured to be 6 times before the packet
is discarded. We configured all the nodes with the same parameters (data rate generated by every node,
packet size and traffic generation interval). Different WLAN statistics were collected to show the effect of
the misbehavior in the network — Traffic Generation Scheme (Exponential — 1000 Packets/sec generated by

the upper layers) — 5 nodes network with two attackers present.

Figure 2-1: Typical Network Configuration

(Blue Nodes are the good ones and red node is an attacker)
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Figure (2-1) shows typical network with an attacker present. Figure (2-2) shows the throughput (successful
packets/second sent by each node - one attacker and one normal), the difference is very significant. The
attacker by simply modifying the MAC protocol effectively increased its throughput more than 20 folds in
this scenario. Figure (2-3) exhibits the difference in Media Access Delay in seconds between the attacker
and the honest node. So the effect on the honest node is not only the decreased throughput but also the
internal resources of the honest node are affected unnecessarily to the extent that it’s considered to be Denial
of Service (DoS) attack. For example, Figure (2-4 ) show very high memory and processor consumption;
because all these delayed packets will be consuming unnecessarily a significant space in the honest node’s
buffers and queues. Also, in case the honest node drops these packets because either these packets have
reached the maximum retransmission numbers (m = 6) in this case, or the buffer has overflowed, then the
honest node will have to regenerate these packets which consume the honest node’s power and processing

resources.

B Ohject: wireless_lan_mac_Attack of Campus Network Attacker
B Ohiect: wireless_lan_mac_Attack of Campus MNetwork Mormal _0
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Figure 2-2: Attacker Throughput
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Figure 2-4: Retransmission rate

2.4. Markov Chain

We are analyzing the Wireless Network’s throughput using two dimensional Markov Chain to obtain
theoretical numerical results that will be used by our algorithm to identify the malicious behavior in the
network. We apply and extend Bianchi’s Markov Chain model [4] to calculate the individual rate in “Packet
per second” values for each node in the network. The chapter will adopt Bianchi’s [4] assumption where the

calculations assume there are no hidden terminals to eliminate the chances for NAV collisions and no
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packets are lost due to poor wireless signal. The first step is to calculate the (Transmission Probability — Tp)
then derive the throughput for the whole network as a function of Tp, finally obtain the individual

throughput for each node.

Assume that each node has a packet to transmit at any given time (Saturation Condition) and the number of
nodes inside the network is constant. b(t): stochastic process representing the back off time counters for a
given node. (t and t+1) correspond to the beginning of two consecutive slot times. The back off time
counters of each node decrements at the beginning of each slot time. (L) is the maximum number of back
off stages. W = CWmin and CWmax = 2n CW. Wi= 2k W, where k € (0,L), which is a backed off stage.
S(t) is the stochastic process representing the back off stage (0,..,L) of the node at time t. At each
transmission attempt, and regardless of the number of retransmissions experienced, each packet collides
with constant and independent probability (1-S) = p, whereas S is the probability of transmission success by
the node itself and (1-S) is the conditional collision probability which is the collision experienced by a
packet being transmitted.. By solving b(t) and S(t) using the Markov chain in Figure (5), the only non

nullone-step transition probabilities are listed below in Eq (1 —a,b,c,d):

P {kd|k, d+1} =1 de O,Wxk-2) ke (OL)

(At the beginning of each time slot, the back off time is decreased. Eq (1-a)

P {0,d|k,0}=(1-p)WO de (O,WO-1) ke (OL)

(A new packet after a successful transmission will start with back off stage 0) Eq (1-b)

P{kd k-10}=pMWx de (0, Wc-1) ke (LL)

(When unsuccessful packet transmission occurs, the back off stage increases and the new back

off stage is uniformly chosen from the range of (Wy — 1. Eq (1-c)
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P {Ld|L,0} = p/W, de (0,W_—1)

(Indicates that when the number of back off stages reaches the maximum, it stops increasing).Eq

(1-d)

Let bxg = limt — o P{s(t) = k, b(t) =d}, k € (O,L), and d € (0, Wi — 1) is the stationary

distribution of the chain, then from Markov chain:

bk-10. P =bko— bko-= pkbo,o O<k<L

(1-S)/WL
Figure 2-5: Markov Chain

bL1o . p = (1-p) bLo—>bLo = (p"/(1-p)) boo...... Eq (2)



25

Due to the chain regularities, for each d € (1, Wy — 1), then:

(1-p) Z bgo k=0
k=0
brg =((Wi—d) Wy) . p. brio 0<k<L

p.(braog+brp) K=L

~ oo Eq (3)

L
Since, Y byo =boo/(1-p) then,

k=0

bk,d = ((Wk— k)/ Wk) . bk,O k e (O,L), de (0, Wk— 1)

Relating the previous equations, we find that all the values of by 4 can be expressed as a function of by o and
p. By imposing the normalization condition and simplifying the result, the equation will have the following

form: boo= (2(1-2p)(1-p))/((1-2p)(W+1) + pW(1-(2p"))

Since any successful transmission occurs when the back off timer = 0 regardless the number of the back off

stage, then the transmission probability:

Tp= by,0= bo,o / (1-p)

L
k=0

= (2(1-2p))/((1-2p)(W+1) + pW(1-(2p"))
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= 2/(1 +W + pwf 2p)¢ Eq (5)

k=0

To calculate the throughput in the RTS/CTS model, each node will either transmit successfully or hear one
other node (from total n nodes) is transmitting. The collision will only affect the RTS packets assuming

there are no hidden nodes as stated in the beginning of the chapter:

MAC

hdr PAYLOAD

PHY
‘ RTS ‘ SIFS‘ Crs ‘ SIFS ‘ hdr ‘ SIFS‘ ACK ‘ DIFS

Figure 2-6: Successful Transmission Time = Tsuccess

From Fig (2-6): Tsuccess = ( RTS + SIFS + Propagation Delay + CTS + SIFS + Propagation Delay +

Packet Header + Paylaoad +SIFS + Propagation Delay +ACK + DIFS + Propagation Delay

RTS

DIFS

Figure 2-7: Collison Time = Tcgjiision

From Fig (2-7): Tcollison = RTS + DIFS + Propagation Delay
Ptx is the probability that there is at least one transmission in the slot time.
Psc is the probability that there is at least one packet being successfully transmitted in a slot time
Ptx=1—(1-Tp)", Psc = (n.Tp. (1-Tp)™) / Ptx
Normalized Throughput =
E (payload transmitted)/E (length of slot time)

Throughput (Packets/Second) =
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(Psc.Ptx)/((1-ptx).Sigma + Psc.Ptx. Tsuccess + Ptx (1-Psc)Tsuccess  ............ Eq (6)

By applying Bianchi’s approximation [4] for maximum throughput under saturation condition, the

approximate transmission probability Tp = 1/(n * Sqrt (0.5 (Tc/Sigma)).

The interest of this chapter is the individual throughput in terms of transmitted packet rate by each node in
the network assuming the wireless channel is perfect and regardless of the individual raw data rate generated
by the upper layers of each node. The concept was presented in [6] which show that all nodes equally access
the channel. With n nodes each has its own data rate and number of events E at a period of observation
Time (Topserve). Number of empty slots = Empty_Slots. Number of successful transmissions = T_success.
Consumed during collisions = Tegisions: At any given observation period, Topsere =
> M)

[ (Empty_Slots * Sigma) + Teoisions + =° * T _success * R(j)] Eq (7), where M(j) is the number of
successful transmissions for node j which has data rate of R(j). When P(j) is the packet size for node j, then

the throughput for node j is: = M(j)*P(j))/ Toserve

Since the total throughput for the whole network is:

= (T_success/ Topsene ) * (Average bits per packet for the whole network).
All virtual slots are independent and Empty_Slots = E(1-Tp)".

The probability finding a slot occupied by a successful transmission by node j is Tp (1 - Tp)™* . The

following is concluded from the previous equations: M(j) = E Tp (1-Tp)™*

Since the number of nodes are n, then: T _success = EnTp(1-Tp)™, then it could be concluded that each
node equally accesses the channel [6]. The individual throughput for each node equals the total channel

throughput divided by the number of nodes in the network. To validate the theoretical results described
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above, we compared the numerical results obtained by solving the Markov Chain. The comparison graphs
in Figures (2-8, 2-9 & 2-10) show the differences between theoretical results of the throughputs (presented
by Blue lines) which were obtained by solving Markov chain and the simulation throughputs (presented by

Green lines) and were obtained by Network simulation using OPNET [5].

FHSS - Throughput versus number of Nodes present in the coverage area

Throughput
[x]

I i i
5 1o 15 20 25 30 ] 40 45 a0
Mumber of Modes

Figure 2-8: Comparison between the Throughputs (packets/Sec) obtained by solving Markov Chain and
OPNET simulator. (IEEE 802.11- FHSS)
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Figure 2-9: Comparison between the Throughputs (packets/Sec) obtained by solving Markov
Chain and OPNET simulator. (IEEE 802.11b- DSSS)
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Figure 2-10: Comparison between the Throughputs (packets/Sec) obtained by solving Markov
Chain and OPNET simulator. (IEEE 802.11g- OFDM)
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2.5 Detection Process

From the IEEE 802.11 DCF RTS/CTS operation, it is concluded that the number of successful data packets
sent by a given node, given that the wireless channel is perfect and there are no hidden nodes, are equal to
the CTS packets received by this specific node with the permission to send data packets. The CTS packets

are designed to be heard by every single node in the network.

All the nodes beside the one that the CTS packet is destined will have to update their NAV so they refrain
from transmitting any packets during the NAV to eliminate the chances of collisions. OPNET [5] code was
modified to hear all CTS packets individually and collect them in separate buckets depending on the
destination address. Below is the result from the simulation that the number of received CTS packets is
equal to the number of data packets sent. Figure (2-11) shows that the number of CTS received by node_1 is

the same number of packets sent by this node to other nodes in the network.



The Algorithm that will reside at each node:
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Countn /7’ Number of Nodes in the network™
Create n Counters
Calculate Maximum Individual Throughput /* obtained from Eq (6) above*/
When Receive CTS
If (Destination Address = My Address)
Do Nothing
Else
{ Update Counter (Destination Address)
Calculate Rate
/* number of CTS received per second for each Destination Address */
If
CTS_node_x rate < Maximum Individual Throughput
Do Nothing
Else

Announce “node_x is an Attacker” /* it is shown as print command in our OPNET simulation and used it as

an output
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Figure 2-11: Each node has the same average of successful Packets/second Sent to other nodes
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Based on that concept, our detection algorithm depends on modifying the IEEE 802.11 DCF code to enable
each node to police the network with very low cost (processing and memory consumption wise) solution.
Each node does not need any cooperation (information) or any new type of packets sent from any other

node to perform the detection process.

W Yireless Lan CTS Received For Each Mode (packetsrfzec) [1]
B Wireless Lan Data Traffic Sent (packets/zec)
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Figure 2-12: Comparison between number of CTS and Data packets for the same node

For our simulation, we used Matlab to resolve the Markov Chain mathematical model and fed the results to
OPNET simulator for the detection threshold. The numerical results obtained solving the Markov Chain
became the threshold specially that they are very close to the simulation results as shown in Figures (2-8, 2-
9 & 2-10). The numerical results are considered the maximum number of packets any node can send in the
presence of other number of nodes (as calculated in Eq (6)), so any other node that has more packets
successfully sent is not following the IEEE 802.11 DCF standard and manipulating the protocol to illegally

increase its throughput.
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2.6 Simulation Results

A. Fixed Environment:
To validate the algorithm, we performed a simulation under different network configurations. At each
configuration, we checked if the algorithm detected the Attacker/s and also check if there is False detection.
(False Detection: where the algorithm flags an honest node as an Attacker). All the simulation rounds were
performed using the parameters in Table (1-2) in Chapter 1 for IEEE 802.11 b. We applied our algorithm
into three different groups of networks depending on the traffic level generated by the upper layers by each

node. We arbitrarily chose three levels of generated traffic:

1. Saturations Level: where generated raw traffic rate is (1000 packets/second). In this group, each
node always has a packet to transmit in its queue.
2. Moderate Level: each node generated (100 packets/second)
3. Low Level: each node generated (10 packets/second) and at this level the queues are not always
full and do not necessarily have packets to transmit at any given time.
For each level we ran several rounds of simulation for the (5, 10, 20, 50) nodes. Also, with each scenario we
ran the simulation twice; first with only one Attacker in the network, and secondly with two Attackers in the

network. At each level we are going to show sample graphs only to show the concept.
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a. Saturation Level with One Attacker:
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Figure 2-13: 5 Nodes

At this level, the algorithm successfully detected the Attacker in every configuration (5, 10, 20, and 50)
nodes. Below in Figures (2-13 & 2-14), the results for 5 and 50 nodes configuration are clear that the
Attacker in each case was detected, since the upper portion of the graphs show that the CTS packets
destined to the Attacker node went well above the threshold. At this level, the algorithm successfully
detected the Attacker in every configuration (5, 10, 20, and 50 ) nodes. In Figures (2-14 & 2-15), the results
for 5 and 50 nodes configuration are clear that the Attacker in each case was detected, since the upper
portion of the graphs show that the CTS packets destined to the Attacker node went well above the
threshold determined by solving Markov chain. The thresholds for the configurations below were (113 & 11
received CTS packets/second) and the graphs show (500 & 200 received CTS packet/second for the

Attacker) which according to our algorithm will trigger the honest nodes to detect the Attacker
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b. Saturation Level with Two Attackers:
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The two graphs in Figures (2-15 & 2-16) are for the CTS packets destined to the Attackers compared to the

graphs at the bottom destined to a normal node
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c. Low level with One Attacker:
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d. Moderate Level with One Attacker:

The upper graphs in Figures (2-17 & 2-18) are for the CTS packets destined to the Attackers compared to

the graphs at the bottom destined to a normal node.
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e. Moderate Level with Two Attackers:

The upper two graphs in Figures (2-19 & 2-20) are for the CTS packets destined to the Attackers compared

to the graphs at the bottom destined to a normal node.
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Figure 2-20:20 Nodes

f.  Low level with One Attacker:
At this level where the raw traffic generated by each node is low, only the network configuration with 50
nodes achieved the detection (Figure 2-21), the Attacker CTS packet rate is represented by the upper graph

compared to an honest node at the bottom.

As expected, other network configurations (5, 10, and 20) nodes, the detection were not achieved (Figures
2-22 & 2-23) due to the availability of the channel bandwidth, the Attackers CTS packet rate are represented
by the upper graphs in the Figures (2-22 & 2-23). Figure (2-24) shows that the internal resources of the
honest nodes (20 nodes configuration) were not affected and is represented by the rate of the Data dropped

because of the buffer flow which is equal to zero. In this scenario, False detection = 0.

It is observed that when the nodes do not suffer from bandwidth shortage or starvation, meaning that each
node can send all the data packets without suffering packet drop or significant delay because the channel is

not available, the algorithm does not detect the attacker because implementing the attack process does not
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negatively affect the honest nodes, so the honest nodes do not care to detect the attacker. Once the honest

nodes start feeling the effect of the attacker, the algorithm effectively detects them.
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g. Low level with Two Attackers:
Similar to the previous scenario, level where the raw traffic generated by each node is low, only the network
configuration with 50 nodes achieved the detection (Figure 2-25), the two upper graphs are representing the

CTS packet rates for the two Attackers compared to an honest node at the bottom. Other network
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configurations (5, 10, and 20) nodes, the detection was not achieved (Figure 2-26) due to the availability of
the channel bandwidth. In each Figure, we observe that the CTS received rates are almost in the range of
each other (the two attackers are on the top and the honest node is on the bottom) Figure (2-27) shows that
the internal resources of the honest nodes (10 nodes configuration) were not affected and are represented by
the rate of the Data dropped because of the buffer flow which is equal to zero. In this scenario, False

detection = 0.
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B. Moabile Environment:

The simulation was performed in a heavy traffic environment which represents saturation condition where
every node always has a packet to transmit. All the nodes were moving randomly with a constant speed of

60 Km/h with a “Default Random Waypoint” mobility profile; figure (2-28).

The simulation environment resembles a battlefield where the personnel have their individual
communication equipment and constantly exchanging information while aboard a military vehicles with

average speed of 60Km/h [13].

The three different IEEE 802.11 protocols were simulated individually so all the nodes in the coverage area
operate on the same protocol and rate. The algorithm was tested using four configurations for each IEEE
802.11 protocol: (5, 10, 20, and 50 nodes). Each node becomes a policing node by itself and is capable of
making the decision independently. Detection results were chosen from random nodes in the configuration.
For the purpose of showing the concept, the simulator had a code added to print “Node XX is an Attacker”

whenever an attacker is detected, where XX is the MAC address of the attacker.



46

- - - - |
] Project: MANET Do5 Detection Scenario: OFDM Attack 50 NEW [Subnet: top.Campus Network]

File Edit Wiew Scenarios Topology Traffic Services Protocols MetDoctor  Flow Analysis DES  3DMY  Design  Windows

[ [51.80,127 yJ

Figure 2-28: 50 nodes configuration

Table 2-1: Detection Thresholds employed in the simulation

Number of | FHSS DSSS OFDM

Nodes
(CTS (CTS (CTS Rate)
Rate) Rate)

5 21 115 305

10 10 55 115

20 5 25 60

50 2 25 20

Results displayed below are taken from innocent nodes statistics and recordings to the network. In every

graph, the Blue line represents the number of CTS packets heard by this innocent node for a node that was
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identified as an attacker when compared the average value of received CTS coming from this suspicious
node to the theoretical value computed using Markov Chain model. Some graphs below display other sets
of received CTS packets from other innocent nodes (Green and Red lines if where applicable). The
difference is noticeable between CTS packets received from innocent nodes and the attacker. The algorithm
can display the MAC address of the attacker after identifying an average of received CTS packets that are
larger than the average of CTS packets computed theoretically. The simulation did not generate any false
positives in any configuration simulated and that goes back to the fact that the simulated results will never be

higher than the theoretical results which are being used as a base of detection.

1. Frequency Hopping Spread Spectrum (FHSS) — IEEE 802.11

| MANET DoS Detection-FHSS Attack 10 nodes-DES-1... [= (B[]

B 'Wireless Lan.CTS Received Faor Each Mode (packetsizec) [1]
B 'Wireless Lan.CTS Received For Each Mode (packetsfzec) [2]
O 'Wireless Lan .CTS Received Faor Each Mode (packetsizec) [4]

Figure 2-29: FHSS Attack — 10 Nodes
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Figure 2-30: FHSS Attack — 5 Nodes
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Figure 2-31: FHSS Attack — 20 Nodes



49

| MANET, DoS Detection-FHSS Attack 50 nodes-DES-1... [ (2]

W \Nireless Lan CTS Received For Each Node (packetsfsec) [1]
B Wireless Lan CTS Received For Each Node (packetsfzec) [2]
Oireless LanCTS Received For Each Node (packetsfsec) [3]
130

wll
54/ — AR

a0
70

B0
a0

40
30
20

Figure 2-32: FHSS Attack — 50 Nodes

Figures (2-29 to 2-32): FHSS Simulation (5, 10, 20, and 50 nodes)

In every case above a randomly chosen node could successfully sort and detect the DoS attacker while all

nodes are in motion.

2. Direct-Sequence Spread Spectrum (DSSS) — IEEE 802.11b

| MANET DoS Detection-DSSS Attack 5 nodes-DES-1: ... [ (B[]

Wireless Lan.CTS Received For Each Node (packetsizec) [1]

Figure 2-33: DSSS Attack — 5 Nodes
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Figure 2-34: DSSS Attack — 10 Nodes
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] MANET DoS Detection-DSSS Attack 50 nodes-DES-1:... [= |[B][X]

W Wireless Lan CTS Received For Each Node (packetsizec) [1]
W'Wireless Lan CTS Received For Each Node (packetsfsec [4]

Figure 2-36: DSSS Attack — 50 Nodes

Figures (2-33 to 2-36): DSSS Simulation (5, 10, 20, and 50 nodes)

In every case above a randomly chosen node could successfully sort and detect the DoS attacker while all

node s are in motion.

3. Orthogonal Frequency Division Multiplex (OFDM) — IEEE 802.11¢

In every case below a randomly chosen node could successfully sort and detect the DoS attacker while all

node s are in motion.
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Figure 2-37: OFDM Attack — 5 Nodes
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Figure 2-38: OFDM Attack — 10 Nodes
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Figure 2-39: OFDM Attack — 20 Nodes

<] MANET Do$ Detection-OFDM Attack 50 NEW-DES-1:... [= |[B]X]

WMireless Lan.CTS Received For Each MNode (packetsfzec) [1]
W'Mireless Lan.CTS Received For Each Mode (packetsisec) [2]
O'Wireless Lan.CTS Received For Each Mode (packetsisec) [3]

Figure 2-40: OFDM Attack — 20 Nodes

Figures (2-37 to 2-40): OFDM Simulation (5, 10, 20, and 50 nodes)

The algorithm detected all the attacking nodes in every scenario without reporting any positive
results.
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2.7 Conclusion

The chapter presented a novel approach [45] to detect a cheating node that is trying to illegally increase its
throughput on the expense of the honest nodes present in the network. The approach was based in utilizing
the numerical results obtained by solving the Markov Chain. Combining the numerical results with the
specifications of the IEEE 802.11 DCF RTS/CTS protocol, IEEE 802.11 code was modified to enable each
node to detect the attacker. The simulation results proved our concept with very high accuracy. The
algorithm was validated using fixed and mobile environments and three different modulation technologies

(DSSS — FHSS — OFDM).
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Chapter 3 : Wi-Fi Channel Attack Detection and
Avoidance with Single Access Point

3.1 Introduction

Wireless Fidelity (Wi-Fi) employing IEEE 802.11 DCF protocols are the most widely used wireless access
technique. The goal of this chapter is to introduce the problem of channel capturing by a hacker in a single
access point network. A detection technique and an avoidance strategy to reduce the impact of the hacker on
the network is presented. IEEE 802.11 DCF employs CSMA/CA mechanism to reduce the probability of
collisions inside the network. When a node desires to transmit a packet, it will send a broadcast RTS
(Request to Send) packet; if the destination is ready to receive, it will send a CTS (Clear to Send) packet. All
nodes inside the network will hear the RTS and CTS and will adjust their NAV (Network Allocation
Vector) accordingly so they refrain from transmitting during the NAV set period to avoid collision. If
collision happens during the RTS transmission, the node will back off a number of time slots and will try
again, the process will be repeated till the packet is transmitted successfully or the window reaches its
maximum value and the packet is discarded. Upon successful transmission, the receiver sends an ACK
packet to the sender to complete the four-way handshake. The time is divided into slots of equal time
duration. The duration of the slots depends on the hardware and IEEE 802.11- Frequency Hopping Spread
Spectrum (FHSS) standard used in the network and is set equal to the time needed at any node to detect the
transmission of a packet from any other node within the network. Slot time accounts for the propagation
delay, the time needed to switch from the receiving to the transmitting state and for the time to signal to the
MAC layer the state of the channel (Busy Detect Time). Slots define the interframe space (IFS) intervals,
which are the minimum duration between any two packets transmitted by the same node. When a node gets

a packet from the upper layers to transmit into the wireless medium, it first senses the channel and if the
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channel is busy, the node waits until the channel becomes idle for a distributed interframe space (DIFS)
period, and then computes a random back-off time. The random back-off time is specified by an integer
value that corresponds to a number of time slots. The idle period after a DIFS period is the contention
window (CW). Transmission only occurs at the beginning of each time slot. Nodes that have data packets
ready for transmission select a back off value based on the contention window as the following [Back off =
int (CWxrandxslot time)], where “rand” is a random number uniformly distributed between 0 and 1, and
CWmin < CW < CWmax, where CWmin is the minimum CW, and CWmax is the maximum CW and
their values depend on the hardware and IEEE standard used in the network. Initially, the node under
discussion computes a back-off time in the range [0, CWmin - 1], where CWmin is the minimum
contention window size. When the medium becomes idle, after an additional DIFS period, nodes decrement
their back-off timers until the medium becomes busy again or until the timer value reaches zero and
transmits the packet.

A network hacker will modify the Network Card Interface (NIC) firmware to deviate from the normal back-
off mechanism mandated by the IEEE standard. This substantially increases the successful probabilities of
its packet transmissions. The hacker node will only back off one slot every time it has a packet to transmit or
when it experiences a collision. As a result, the hacker will capture the channel (bandwidth) and prevent
others from sharing it. We simulated the hacker using OPNET and studied the effect. Figure (4-1) shows the
difference between the amount of traffic sent by the hacker (blue line) and any other node in the network
(red line). All the traffic loads used in this chapter are saturation loads meaning that every node, including
the hacker, always has a packet in its buffer ready to be transmitted into the channel. Figure (4-2) shows the
relationship between the load and the traffic dropped at the buffer of an innocent node of a network with 10
nodes using the channel. The graph shows that all innocent nodes will be prevented from communicating

with the WiFi Access Point (AP).
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Figure 3-2: Attack Impact on the WiFi Channel

3.2 Simulation

The presented solution [42] is to mathematically calculate the maximum achievable throughput using
Markov Chain modeling and monitor each node to detect if any node is capturing the channel and utilizing
all the bandwidth between that node and the AP (access point) with the presence of other innocent nodes.

Bianchis model is used to determine the maximum achievable throughput. The first step is to calculate the
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(Transmission Probability — Tp) then derive the throughput for the whole network as a function of Tp,
finally obtain the individual throughput for each node. the number of nodes inside the network is constant.
b(t): stochastic process representing the back off time counters for a given node. (t and t+1) correspond to
the beginning of two consecutive slot times. The back off time counters of each node decrements at the
beginning of each slot time. (L) is the maximum number of back off stages. W = CWmin and CWmax = 2"
CW. Wi= 2“W, where k € (0,L), which is a backed off stage. S(t) is the stochastic process representing the
back off stage (0....,L) of the node at time t. At each transmission attempt, and regardless of the number of
retransmissions experienced, each packet collides with constant and independent probability (1-S) = p,
whereas S is the probability of transmission success by the node itself and (1-S) is the conditional collision
probability which is the collision experienced by a packet being transmitted.. By solving b(t) and S(t) using

the Markov chain , we obtain the Throughput.

Ptx is the probability that there is at least one transmission in the slot time.
Psc is the probability that there is at least one packet being successfully transmitted in a slot time
Throughput (Packets/Second) = (Psc.Ptx)/((1-ptx).Sigma + Psc.Ptx. Tsuccess + Ptx (1-Psc)Tsuccess

Markov Chain results were modeled using MATLAB to determine the maximum theoretical throughput
achievable under saturation condition and compared with the results obtained via the network simulation as

shown in Figure (3-3).
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Figure 3-3: Comparison between the Throughputs (packets/Sec) obtained by solving Markov Chain and
OPNET simulator. (IEEE 802.11- FHSS)

The theoretical results will be used as the maximum number of packets sent by an innocent node to the AP.
Every node will monitor the network via listening to the CTS (Clear to Send) packets by the hacker and will
compare the rate of CTS packets sent per second to the theoretical rate and if the sent rate is larger than the
theoretical rate then this node that sends packets more than the theoretical rate will be marked as a Hacker

and will be identified via its MAC address. The CTS rate is a function of the number of nodes in the

channel.
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Table 3-1: FHSS Detection Baselines

Number of FHSS
Nodes

(CTS
Rate)

5 21

10 10

20 5

50 2

W 'Wireless Lan.CTS Received For Each Mode (packetsizec) [1]
W'Wireless Lan.CTS Received For Each Node (packetsizec) [2]
O'Wireless Lan.CTS Received For Each Node (packetsizec) [4]
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Figure 3-4: Traffic with 10 nodes

Figure (3-4) represents the number of CTS packets heard by an innocent node. For this instance the innocent
node heard three different nodes and one of them is the Hacker which is presented by the blue line in the
graph which passed the number of packets indicated in Table (3-1) along the other two innocent nodes (red

and green lines).
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Once a node detects the attacker Figure (3-5) , it will command the whole network to shift to another
communication channel based on a preshared sequence for channel hopping. The preshared sequence can
be disseminated only to the trusted nodes and allow other nodes to temporarily join the network. If one of

those that temporarily join the network is a hacker it will be isolated and marked via its MAC address.
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Figure 3-5: Attack Isolation
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Chapter 4 : IEEE 802.11 DoS Attack Detection
and Mitigation Utilizing Cross Layer Design

4.1 Abstract

Denial of Service (DoS) attack is a powerful attack that disrupts the network and deprives the legitimate
users from utilizing the network resources. DoS attacks could be implemented to target different OSI layers,
in this chapter we are focusing on DoS attacks that target the MAC layer in wireless networks. In this
chapter we present a complete solution using Cross Layer Design techniques to detect and identify the
attackers and to mitigate the attack by minimizing the negative impact on the network. DoS attacks
sophistication could range from plain attacks which does not require any adaptation or intelligence during
the attack like the signal jamming to a sophisticated attacks where the attacker is intelligent and aware of its
surroundings and constantly modifying its behavior during the attack to appear as a legitimate node to avoid
detection. In this chapter we are focusing on the sophisticated DoS attack in wireless networks using IEEE
802.11 DCF protocols [1][2][3], where the attacker is striving to appear as a legitimate member of the
network and fully joined the network group and posses for instance the spread sequence or the channel
coding scheme. The algorithm will be examined in a fixed and mobile environments with multiple PHY
layer techniques (DSSS, FHSS, and OFDM) using different MAC layer protocols (IEEE 802.11, IEEE
802.11b, and IEEE 802.11g). DoS attackers illegally modify the IEEE 802.11 DCF standards and modify
the MAC code on their communication equipment to capture the channel by maximizing the packet
transmission success to a degree where all other legitimate node will have zero percent success for their
packet transmissions. This type of DoS attack will generally result in bandwidth starvation and extreme
power and CPU processing consumption to the legitimate nodes in the network. Two dimensional Markov

Chain will be modeled to obtain the maximum throughput to identify the DoS attackers and the rest of the
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presented algorithm will mitigate the impact of the attackers while deceiving the attackers and make them
falsely believe that the attacks are still disrupting the network so they do not resort to modifying the
attacking techniques. The algorithm will be validated using network simulations under different condition

using different technologies.

4.2 Introduction

Denial of Service attack in wireless networks could be implemented by multiple ways [8]. This chapter
addresses a very specific and sophisticated DoS attack type. The DoS attacker here disguises himself to be a
legitimate user and pretends to be following the IEEE 802.11 standards and actually following the
communication protocol to some limit, so it generates properly formatted control and data packets which
make all other innocent nodes in the network consider him as a peer legitimate node. In addition, the
attacker presents himself to the network to be having valid information to share with everyone. The goal of
this chapter is to present a complete algorithm to detect, identify, isolate, and react to the DoS attacker to
mitigate its negative impact on the network. The DoS attacker in this chapter manipulates the back off timer
to illegally maximize the successful chances of transmitting packets which appear to be legitimate data
packets but in fact it does not contain any valid data. The MAC layer protocol used in this chapter is IEEE
802.11 DCF which is based on CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance) that
specifies two methods for packet transmission. The basic method is a two-way handshaking method called
“Basic Access ““ where every node attempts to send data packet and if the transmission is successful, the
destination node will send an ACK (Acknowledgement) packet to the source node, otherwise the source
will keep attempting to retransmit. The second method applies a four way handshaking mechanism

“Request-to-Send/Clear-to-Send (RTS/CTS).” Each node has a packet to transmit will sense the medium
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first to apply collision avoidance mechanism. If the node senses the medium and it is clear, the node will
transmit a RTS (Request-To-Send) packet, and then it will be followed by CTS (Clear-To-Send) packet
originating from the destination node. Data packet will be sent to the destination node and will send to the
source an ACK packet to complete the four way handshaking mechanism. If the medium was sensed busy,
each n ode will back off for a random period and will count down to zero, once the counter reach zero, the
node will attempt to retransmit the packet. The focus of this chapter is the RTS/CTS mechanism. The
presented algorithm consists of detection module which applies two dimensional Markov Chain modeling
to obtain the base detection threshold for the number of successful packet transmissions. The second module
of the presented algorithm which consists of the DoS attack mitigation technique applies a novel method for
dynamic channel allocation while fooling the attacker to make him believe that he is still attacking the whole
network, so the attacker does not get alerted and change the attacking methodology. The presented
algorithm would provide the capability to group of trusted nodes to allow foreign nodes to join the group for
valid data exchange and at the same time will enable the trusted group to detect and combat the DoS attack
in the event that the allowed foreign node is an attacker. Because of the randomness in choosing a back off
value for each node, detecting the back off manipulation is a very challenging task [9], [10], and [11]. The
majority of the detection techniques discussed in the literature assume that the network topology with an
access point which are considered trusted nodes [10][12] which are tasked to monitor all the nodes in the
network to detect any misbehavior. Markov chain modeling provides accurate theoretical measure of the
network throughput [4][6][8][34]. Our approach in this chapter assumes that network is distributed network
with no centralized authority to monitor and each node functions as a police node without the cooperation
from any other nodes inside the network. Other methods of detection mechanisms that were proposed in
the literature are assuming that the attacker will cooperate which is not coincide with the reality when the

attacker is trying to disrupt the network [8]. Many methods were proposed in the literature to combat and
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prevent the MAC layer misbehavior and back off timer manipulation. In [13] the authors proposed a
method to force all the nodes to use a known back off timers by appending some values to the existing data
packet structure to combat this misbehavior but this method assumes that the misbehaving node or the
attacker will cooperate which is not the case in a real organized attack. Channel hopping techniques
[14][15][16] were described in the literature to avoid DoS targeting the physical layer which constitutes
signal jamming but the presented techniques were primarily targeting a jamming attack with no intelligence
where the attackers just continuously transmitting a continuous signal with a sensible power level on a
certain frequency band as opposed to our case in this chapter where the attackers are intelligence and strive
to appear as legitimate node and to some extent follow the IEEE 802.11 DCF protocol and comply with the
control and data packets construction and format. The authors in [17] presented a channel hopping concept
that takes place in the MAC layer based on sending a beacon on a non-jammed channel when a node senses
a jamming signal and other nodes will follow to the other channel to detect the beacon and resume the
communication, but again this concept is dealing with simple jammers not intelligent ones that can adapt
and move to the new channel to jam it if it senses that all nodes moved away from the jammed channel. In
[18] the authors proposed a channel hopping mechanism to countermeasure the DoS impact on the network
but they built their algorithm on a multi-radio networks and did not deal with a single radio networks. In
[19] [20] [21] and [22] the concept of frequent channel hopping was introduced so the active
communication channel would change every fixed interval that ranges from few milli-seconds to few
seconds. In [23] the authors proposed a channel hopping scheme based on trusted AP that would coordinate
the frequency hopping sequence inside the network whereas our presented algorithm is completely

distributed and does not require a centralized authority like a trusted AP.
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4.3 PHY Layer Modulation Techniques

This chapter presents the Detection and Mitigation algorithm and applies it into three different PHY
technologies; FHSS, DSSS, and OFDM. Basic information [1][2][3] about the Channels and the Frequency

bands used will be briefly discussed to better help understanding our presented algorithm.

1. IEE 802.11 - Frequency Hopping Spread Spectrum (FHSS)
FHSS operates in the 2.4 GHz band with a range starting from 2.402 GHz to 2.480 GHz. Each channel has
a width of 1MHz. Support two rates of 1Mbps and 2Mbps. There are 78 hopping sequences and each
sequence would use 79 hops. 15 systems could be collocated and work independently with minimal amount

of collisions [29].

2. |EEE 802.11b - Direct Sequence Spread Spectrum (DSSS)
DSSS operates in the 2.4 GHz band. Each channel has a width of 22. The rates defined in IEEE 802.11 are

1 Mbps and 2 Mbps and the rates in IEEE 802.11.b standard are 5.5 Mbps and 11 Mbps.

The channel to frequency mapping is shown in Figure (4-1). Only the first 11 channels are used in the

United States and this is our assumption when running the simulation.

3. IEEE 802.11g - Orthogonal Frequency-Division Multiplexing (OFDM)
OFDM operates in the 2.4 GHz band. IEEE 802.11g supported rates are: 6, 9, 12, 18, 24, 36, 48, and 54
Mbps. The channel to frequency mapping is shown in Figure (4-1). Please note that Figure (5-2) is just a
schematic for visualizing the channels and it does not reflect the reality of the OFDM sides which are
sharper than the DSSS sides to reduce the interference between the channels. Only the first 11 channels are

used in the United States and this is our assumption when running the simulation.


http://en.wikipedia.org/wiki/Orthogonal_frequency-division_multiplexing
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Figure 4-1: IEEE 802.11g Channel Distribution [49]

Each IEEE 802.11 standard [1][2][3] has specific set of design parameters hat dictates the design of each

system.

The simulation disabled the “CTS-To-Self” option in simulating IEEE 802.11g since it is not accounted for
in modeling the Markov chain. It is worth noting that the difference between the theoretical and simulation
results in the OFDM technology is little higher than the difference in FHSS and DSSS cases, however the
values will be valid for the detection process because the DoS attacker will have much higher data packet

transmission rate as will be shown in the simulation results.

The following three figures (4-2, 4-3, and 4-4) will show the comparison between results obtained by
modeling Markov chain and results obtained by the simulation to validate our models and assumption.
These values in will be used as the detection threshold, if any node has data transmission rate that the values

shown in the graphs will be marked as an attacker.

The three PHY layer technologies that were modeled are:

a. Frequency Hopping Spread Spectrum (FHSS) — IEEE 802.11
b. Direct-Sequence Spread Spectrum (DSSS) — IEEE 802.11b

c. Orthogonal Frequency Division Multiplex (OFDM) — IEEE 802.11g


http://upload.wikimedia.org/wikipedia/commons/a/ac/2.4_GHz_Wi-Fi_channels_(802.11g_WLAN).svg
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OFDM - Throughput versus number of Nodes present in the coverage area
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Figure 4-4: IEEE 802.11g- OFDM

4.4 DoS Attack model and Impact

The DosS attacker in this chapter is an intelligent attacker who partially follows the IEEE 802.11 standards
has and presents the appearance of a legitimate node that wants to join a group of nodes so it can start a valid
exchanging of data packets in a distributed network topology with no centralized authority to validate and
authenticate non member nodes that want to join. The attacker will follow the control and data packet
formats (RTS, CTS, ACK, and Data) and all the PHY layer parameters (SIFS, DIFS, Slot Time, PHY and
MAC headers) to further deceive the legitimate nodes inside the network. The attacker’s behavior is
intelligent and is not a simple signal jammer where a pulsing or continuous signal is transmitted with high
power to jam a frequency band but the attacker follows the appropriate traffic exchange four-way
handshake model. The attacker will start communicating normally with the nodes and shortly after will

activate the DoS attack mechanism and targets a node and bombards it with RTS and Data packets to a
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achieve channel capturing. As long as the attacker is getting ACK messages from the victim, it will keep the
attack going. The packets received by the victim do not contain useful data but follows the format of a
legitimate packet. The attacker could implement his mechanism by modifying the (Network Interface Card)
NIC on his communication machine (i.e. Laptop). DoS attack will result in bandwidth starvation, excessive
power consumption, and exhaustive CPU processing. The worst impact is felt in an ad-hoc wireless
environment where all the resources (BW, Power, and CPU Processing) are scarce due to the nature of
mobility and the lack of infrastructure. The attacker manipulates the Binary Exponential Back off (BEB)
algorithm and does not backoff according to the BEB algorithm but instead it always backs off 1

slot and retries to transmit.

The impact was simulated in fixed and mobile environment with all three standards (IEEE 802.11, IEEE
802.11b, and IEEE 802.11g). The simulated mobility throughout this chapter consisted of nodes moving
randomly with a constant speed of 60 Km/h with a “Default Random Waypoint” mobility profile. Each case
was simulated with different number of nodes to show the impact in different topologies. All nodes
including the attackers were configured to generate the same rate of data packets in the upper layer

(Application) which is considered the Load.

Figure (4-5) shows the difference between data sent by the attacker and a normal node. Although the Load

is the same, the graph shows that the attacker is transmitting packets 500 times more than the normal node.
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Figure 4-6: IEEE 802.11b- Fixed — 50 nodes

In Figure (4-6), we find the Media Access Delay encountered by the normal node which is more than 70

times the delay encountered by the attacker.
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In Figures (4-7 and 4-8), the graphs show that 100% of the Load is dropped before it was sent because of

Buffer Overflow which means this node could not send out any data. Note that the two lines coincide.

From the above graphs, the impact of the DoS attack is very obvious and affected all three IEEE 802.11

protocols with different sizes of the network and the results were shown in fixed and mobile environments.

4.5 The Algorithm

The algorithm consists of two modules; first is the detection algorithm and the second is the mitigation
algorithm that utilizes Cross layer Design. The algorithm functions as one protocol that is added to the IEEE
802.11 MAC layer code and once it is activated will automatically detect the attackers and will react without
any manual assistance from the users. The algorithm will work over the span of the MAC and PHY layers
and will control some aspects in both layers but will primarily reside in the MAC layer. The presented code
will be only implemented on the trusted nodes’ MAC layers and will not be shared with others outside the
trusted group. The modified MAC layer code will still be 100% interoperable with any other IEEE 802.11
MAC that follow the regular standards. The trusted members of the group will have the option either to

enable or disable the algorithm.
1. The Detection module of the Algorithm:

The detection algorithm utilizes the IEEE 802.11 DCF standards [1][2][3] to perform the detection with
some modification to the IEEE 802.11 MAC layer code. The algorithm is totally designed for a distributed
architecture, so every node will act on its own to reach the same conclusion about the detection. The concept
depends on the fact that number of successful packets sent by a certain node is almost equivalent to the CTS
packets received by this particular node in a IEEE 802.11 DCF RTS/CTS operation — Figure (5-13). The
algorithm modifies the MAC layer firmware to enable each node to police the network within the receiving

range and enables each node to detect a DoS attacker by utilizing the baselines obtained by solving the
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Markov Chain which are shown in Chapter 2 Each node listens and sorts the received CTS packets by the
destination MAC address, then the moving average is constantly calculated and matched by the theoretical
results obtained by Markov chain modeling and once the moving average rises above the theoretical value,

then this node will declare the attacking node as an attacker and will be identified by its MAC address.
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Figure 4-9: Comparison between number of CTS and Data packets for the same node

2. The Mitigation module of the Algorithm:

Once the Detection module determines the presence of the attacker and identifies the attacking node based
on its MAC address, the second module kicks in and starting to change the communication channel based
on a Pre-Shared-Sequence (PSS). In this chapter we assume that the PSS will be disseminated manually by
the users. All trusted nodes in a group will possess a Pre-Shared-Sequence (PSS) and will not share the PSS

with other nodes that want to join the group to exchange valid data for a short period of time. The PSS is
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basically a variable function that will tell each node what is the next secure channel to go to resume the
communication away from the DoS attacker. Since our algorithm is dealing with intelligent attackers, which
will target a single node (victim node) in the network to establish communication with and will send
massive amount of RTS and Data packets to block the whole channel for all other nodes, the algorithm will
force all nodes in the network to change the communication’s channel to another secure except the victim
node. So after all innocent nodes will resume the communication on the new safe channel, the victim node
will still be on the old channel exchanging communication with the DoS attacker and sending CTS and
ACK packets so the attacker is deceived to think that the whole channel is captured and no other node can
send or receive any information. Since this is a distributed environment every innocent node will come to

the same conclusion applying our algorithm.

PSS Design: the PSS is a randomly generated function to determine the next safe channel when the PHY
layer is DSSS or OFDM or next hopping sequence when the PHY layer is FHSS that all nodes except for
the victim nodes would move to. The function design should take into consideration the interference factor.
For DSSS and OFDM, the next safe channel should be a non-overlapping channel with the previous
selected channel to avoid unnecessary interference. For FHSS, the next sequence should be a non-

interfering sequence.

Number of innocent Nodes that can survive DoS attack:

N: Total Number of Innocent Nodes

M: Number of DoS Attackers

V: Number of Victim Nodes

According to the algorithm: M <=V



At any given time, the number of communicating nodes that survived the DoS attack =N —V

The presented algorithm will only function when [(N — V)>= 2]

3. The Algorithm:
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The code will reside in the IEEE 802.11 MAC layer by the normal nodes in one group and will have the

same PSS and it is activated.

START
[* Start Detection Module*/
Countn /*” Number of Nodes in the network”*/

Create n Counters

When Receive CTS
If (Destination Address = My Address)
Do Nothing
Else
{
Update Counter (Destination Address)
Calculate Rate
/* number of CTS received per second for each Destination Address */
}
If
CTS_node_x rate < Maximum Individual Throuput
Do Nothing
Else

“node_x is an Attacker” /* Start DoS Mitigation Module*/

Calculate Maximum Individual Throuput /* obtained from Modeling Markov Chain*/
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{
If

Source Address (CTS_node_x) = My Address
Do Nothing

/*1 am a Victim and communicating with the DoS attacker, then do not change the
channel and keep talking to the Attacker to save the rest of the nodes */

Else
Invoke PSS function /* Run the PSS equation*/
Get PSS _result

/* Number of next safe channel for DSSS and OFDM, and number of the next Hopping
Sequence for FHSS */

Send PSS_result to PHY Layer

/* In the PHY layer*/

Change Rx and Tx Channel/Sequence to PSS_result

/* Resume communication on the new Channel/Sequence */

}
END

4.6 Simulation Results

The algorithm was simulated with multiple scenarios to cover the assumptions that were presented in this
chapter. All three PHY layer technologies were simulated separately under fixed and mobile conditions.
Also, the simulation will show the presence of one and two attackers where they are consecutive to each
other with few seconds between DoS activation in each node. The effects of the attacks without activating
the algorithmare shown in in the next sections. The presented graphs will be a sample representation of the

configurations and results and not presenting every configuration for the limited space in the chapter.
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Data Rates used for the simulation for 10 nodes:

- |EEE 802.11: 1 Mbps
- |IEEE 802.11b: 11 Mbps

- |EEE 802.11g: 24 Mbps

Figures (4-10, 4-11 and 4-12) show the traffic sent by the innocent nodes (Red) and the CTS packets heard
by the innocent nodes that were destined for the attackers (Blue). When the attackers activated their
attacking mode which is the rising of the Blue lines in the graphs (almost at the 5™ second), the innocent
nodes were deprived from using the bandwidths and the traffic sent was zero for IEEE 802.11 and IEEE
802.11b and the traffic dipped severely but did not reach zero for IEEE 802.11g. the graphs show that IEEE
802.11g handled the DoS attack with more resilience than IEEE 802.11/b. when the innocent nodes heard
the CTS packets which surpassed the thresholds destined to a node, they declared that hacking node as an

attacker and reacted and changed their channels to continue communicating.
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Figure 4-10: IEEE 802.11- Fixed —One Attacker
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Figure 4-12: IEEE 802.11g- Fixed —One Attacker

Figure (4-13) shows the victim node which is the node that was picked by the attacker to communicate with.
The victim node did not change the channel and kept the communication channel open with the attacker as a
sacrifice to allow its peers in the network to have proper communication and not to alert the attacker that all

nodes had left the channel to a safer channel picked by PSS. The graph shows that before the attacker was
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activated, it had some data to send but once the attacker activated the DoS attack around the 5" second of
the simulation, the victim’s output traffic reached zero and all the Load traffic has been discarded because of

buffer overflow.

Figure (4-14) shows the recovery time from the DoS attack, which is marked by the dip in the data sent for
each MAC protocol type. It is very apparent that IEEE 802.11g using OFDM performed the best with a
very short time to recover followed by IEEE 802.11b using DSSS and IEEE 802.11 using FHSS came last

with the longest time to recover from the DoS attack.
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Figure 4-14: Recovery Times
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Figure 4-15: Recovery among different nodes

Figure (4-15) shows three different innocent nodes in the network and how each node individually detected

and changed the communication channel without the coordination with other nodes. The graphs show that
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all three nodes recovered and changed the channel around the same time (around the 8" second) which

further proves our algorithm in a distributed environment.

Figure (4-16) shows the presence of two attackers that started attacking the network at two different times.
The blue and red graphs represent the attackers destined CTS packets, and the green graph shows the traffic
sent by the innocent node and how it was disrupted twice and reached zero when the attackers were present
on the channels before the algorithm residing in the innocent node reacted twice. It is apparent that the
second recovery took longer than the first one due the detection process which collects the average CTS
packets over time that are sent to the attacker before reacting to avoid falsely declaring an innocent node as

an attacker.
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Figure 4-16: Two Attackers

Figure (4-17) shows the mobile environment for all three IEEE 802.11/b/g protocols, each in a different
simulation scenario. The graphs show that the algorithm was successful in detecting the attackers and
changed from the attacked communication channel to a safe one so it detected the attack that started around

the 10" second and recovered for each scenario. The results in the mobile environments were similar to the
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fixed environment. IEEE 802.11 g was first to recover with a significant dip in the rate of the traffic sent but
did not reach zero, however if the attack continued without proper reaction, the rate of the sent traffic would
have reached zero Figure (4-8). IEEE 802.11b recovered faster than IEEE 802.11 and both had their traffic

dipped to zero for few seconds until the full recovery was achieved.
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Figure 4-17: Mobile Environment

4.7 Conclusion

The chapter presented an end-to-end Cross Layer Design protocol [44] in a totally distributed environment
to detect and react to DoS attacks targeting IEEE 802.11 MAC layers. The algorithm which utilizes Cross
Layer Design techniques was successfully applied to different PHY technologies and it was effective in
both fixed and mobile environment. The algorithm will enable any trusted group of wireless users to allow

stranger users to join their networks without the fear of them being DoS malicious attackers since our
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protocol will effectively detect and deal with them with minor communication interruption. The attackers
were modeled as intelligent attackers where they will pose as legitimate users that have valid data to share
with the group and will follow the packets formats to appear as complying node. The algorithm was
validated by network simulations and proved successful and effective. Results obtained show that our
algorithm had superior performance especially with IEEE 802.11g. Future research will be geared towards
developing more robust mechanisms on the PHY layer technologies for faster channel switching. New
methodologies for Cross Layer Design that will involve more layers will be investigated to increase the

resiliency of the network against DoS attacks.
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Chapter 5 : Byzantine Attack Isolation in IEEE
802.11 Wireless Networks

5.1 Abstract

This chapter introduces an effective solution against Denial of Service (DoS) implemented by byzantine
attack in a fully distributed wireless network employing IEEE 802.11. Byzantine attack is the attack
performed by a fully trusted node that’s turned rogue and already has passed all the authentication and
verification processes. When a trusted node is turned rogue, it can easily perform DoS attack on the media
access control (MAC) layer to prevent other nodes from communicating. DoS attack is an easy and
effective method to disrupt the communications. The byzantine attacker will alter the implementation of the
IEEE 802.11 DCF standards to illegally increase the probability of having a successful packet transmitted
into the channel on the expense of the other nodes that follow the protocol standards. The solution presented
in this chapter depends on three stages. First stage is to identify the attacker using mathematical modeling.
The second stage utilizes asymmetric cryptography to allow the good nodes communicate to agree on
communicating on another frequency and excluding the byzantine attacker, and finally the third stage where
the good nodes change the frequency via controlling their transmitters and receivers. The theoretical
throughput will be generated using two dimensional Markov Chain to determine the network capacity.
Results obtained by the theoretical computations will be used to constantly monitor the network and identify
an attacker if present. A cross layer technique will allow the MAC layer to control the Physical layer to
change the frequency of the communication session based on the MAC’s decision of identifying an

attacker.
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5.2 Introduction

Byzantine attacks in general are very serious attacks because all the efforts to secure communication
networks are directed towards outside threats. Nodes are authenticated as part of a group using (Wired
Equivalent Privacy) WEP or (WiFi Protected Access) WPA and are trusted by the rest of the group
members. When a trusted node is compromised and started to act maliciously to disrupt the communication
in the network, this is called Byzantine Attack. The effect of Byzantine Attack is fatal on the network since
the other nodes do not normally employ any further authentication techniques after joining the group.
Byzantine attacks could happen in multiple situations like a college campus when students collaborate via
peer to peer communication to transfer files and lectures. All students nodes in this case have already passed
the authentication process by providing multiple authentication tokens (i.e., college network password,
specific class password, and specific collaboration group password), yet one user turns rogue and start DoS
attack by simply sending packets continuously into the channel and these packets do not carry any useful
data. Another example is a hostile environment in the battlefield where a physical unit (vehicle) is captured
and the enemy uses the wireless communication equipment to perform DoS attack on other units. This
chapter deals with an intelligent and sophisticated DoS attack not simply jamming the signal on the physical
level. The DoS attacker described in this chapter pretends to have valid information to send and appears to

be following the IEEE standards (i.e., sending RTS, CTS, and ACK packets).

IEEE 802.11 DCF [1] specifies two mechanisms to perform packet transmission. The default mechanism is
a two-way handshaking method referred to as “Basic Access ““. This mechanism employs immediate
transmission of an acknowledgement (ACK) packet by the destination node after a successful reception of a

packet transmitted by the sender.
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The second mechanism employs a four way handshaking procedure ‘“Request-to-Send/Clear-to-Send
(RTS/CTS).” Prior to transmitting a packet, a node set by using RTS/CTS mode “reserves’ the channel by
sending a special Request-To-Send short frame. The available destination node responds to an RTS frame
by sending back a Clear-To-Send frame, and then a data packet transmission and ACK response will
follow. The RTS/CTS mechanism increases the network throughput by reducing the duration of a collision
when long messages are transmitted. In this chapter, our focus is on misbehavior detection in the four way
handshaking mechanism “RTS/CTS scheme”. Attackers employ several techniques to illegally increase
their throughputs on the expense of other fair behaving nodes [8]. A compromised Peer to peer node using
IEEE 802.11 will manipulate the Back-off timer to increase their probabilities in having successful
transmissions by decreasing the Back-off timer value instead of following the Back-off timer generation
method that all other nodes in the network are using. A node is considered malicious or misbehaving
(attacking) when it does not follow the IEEE 802.11 MAC Standard [1]. The back-off interval is to be
increased as per a specific set of rules prior to retransmission attempts that are invoked upon failed
transmission attempts. A malicious node may choose a small and/or a constant back-off interval prior to the
transmission of a data packet or follow a completely different retransmission strategy upon experiencing
failed transmissions that does not conform to the standard IEEE 802.11 protocol rules. Due to the
randomness in choosing a back off value, it is considered that detecting the back off manipulation to be one
of the most challenging topics [27], [9], [10], and [11]. The goal of this chapter is to detect and isolate any

compromised node.

Most researches that dealt with the Byzantine attack problem in Peer to peer networks focused on the
Network layer [35][36][37][62][63][64][65][66][67][68][69][70]. Many others dealt with the detection of
the back-off timer deviation in wireless networks where there are trusted Access Points [12][10], where a

trusted AP will regulate the senders back-off timer values and detect the misbehaving nodes. Due to the
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nature of peer to peer, where there is no centralized authority that will assign and monitor each node’s back-
off timer values, the task is very challenging. The presented algorithm is designed to work in a distributed
environment where there is no centralized authority or a supervisor node that is monitoring every

communication event in the network.

Figure 5-1: Byzantine Attack

In Figure (5-1), the compromised node (dark blue) picks one node randomly (red) to perform the attack and

capture the channel. The rest of the nodes (blue) won’t be able to communicate.

In [8] the authors assume that every node will cooperate and announce the state of its pseudo-random
seguence generator so other nodes would monitor its behavior. This approach assumes much cooperation
from compromised nodes which is not realistic in most situations. The presented algorithm does not expect
any cooperation from any node hence eliminating the chance of receiving wrong information by a malicious
node. In [28] the authors introduced a new parameter to indicate the level of cooperation of each node. In
[29] a method was proposed to make the Access Point functions as a watchdog to monitor all nodes’

behaviors. Assigning one node or selected nodes to police the network is a very dangerous concept and
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creates a single point of failure in case the police node is compromised itself. In [32] the author is proposing
to analyze the distribution of inter-delivery times between two consecutive successful transmissions. This
method is very challenging and requires very accurate measuring clocks in the order of micro seconds to

accurately detect the selfish behavior.
5.3 Byzantine DoS Attack

The DoS attacker will update the firmware on its Network Interface Card and the updated firmware contains
the malicious code that would deviate from the IEEE standard when it performs the back-off calculations.
At this point the attacker will appear to acting normally and follows the protocol since the attacker will still
use the same control messages (RTS, CTS, and ACK) but in reality the attacker is capturing the channel,
and is only backing off one slot every single time it has a packet to transmit or when it experiences a
collision while the other nodes which are honest will follow the exponential back off mechanism.. The rest
of the nodes in the network will be clueless about the attack since the current IEEE 802.11 standard does not
provide such detection method. The modulation technique used in this chapter is direct Sequence Spread
Spectrum (DSSS). The attack is simulated using OPNET [5] to show the effect on the rest of the nodes. The
payload size used throughout this chapter is 8000 bits so it could be sent in one time slot without the need of
fragmentation. Maximum number of retransmission was configured to be 6 times before the packet is
discarded. We configured all the nodes with the same parameters (data rate generated by every node, packet
size and traffic generation interval). Multiple WLAN statistics were collected to show the effect of the
misbehavior in the network — Traffic Generation Scheme (Exponential — 1000 Packets/sec generated by the
upper layers). Figure (5-2) shows the throughput (successful packets/second sent by each node — attacker
(blue line) and a normal node (red line), the difference is very significant. The attacker by simply modifying

the MAC protocol effectively increased its throughput more than 20 folds in this scenario. Figure (5-3)
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exhibits the difference in Media Access Delay in seconds between the attacker and the honest node. So the
effect on the honest node is not only the decreased throughput but also the internal resources of the honest

node are affected.
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5.4 Detection and Isolation Process

From the IEEE 802.11 DCF RTS/CTS operation, it is concluded that the number of successful data packets
sent by a given node, given that the wireless channel is perfect and there are no hidden nodes, are equal to
the CTS packets received by this specific node with the permission to send data packets. The CTS packets
are designed to be heard by every single node as presented in Chapter 2. The presented algorithm will utilize
the number of CTS packets to detect the attacker. If a certain node has a number of CTS packets more than
the threshold value determined by Markov Chain calculations destined to it that would mean that this packet
is an attacker. The CTS packets are chosen to be our monitoring packet because it is meant for every node to
receive it as per the standard and it is a small packet to process and contains the destination MAC address
which could be a potential attacker. The algorithm will reside in every node and only the nodes that have the
detection and isolation algorithm will be allowed into the communicating group. Asymmetric encryption
technique [38][39][71][72][73][74] will be used by every node. So every node will send out its public

encryption key as part of the modified RTS packets and will keep its private encryption key.

The RTS packet will be modified for the algorithm and it will contain two new fields. The first field will
contain the public encryption key of the sender. The second field will contain the new frequency encrypted
in case of an attacker present. Each node will construct a table (see an example in Table (5-1)) containing
the MAC addresses in the domain and the public key for each node and both pieces of information is
available by listening to the exchange of the RTS packets in the network. Once an attacker is detected, the
node with the highest MAC address will send an RTS packet directed to the node that has the second
highest MAC address. The RTS packet will include a new frequency channel that is randomly chosen by
the node with the highest MAC address and the channel number is encrypted using the public key of the

node with second highest MAC number. The node with second highest MAC number would read the value
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of the new channel and encrypt it using he public key of the following node and will send an RTS packet to
the following node and so on until a full circle is achieved. After sending out the new channel number, this
node will shift its own channel frequency. Once every node sends the RTS packet to the following node, it
shifts its transmitter and receiver to tune to the new frequency selected by the first node with the highest
MAC address. In DSSS, there are 12 different channel frequencies [40], so the algorithm will have 11
choices every time an attacker is detected. Every node gets the modified RTS packet that commands the

channel frequency shifting will verify the sender to make sure it is not the attacker sending false command.

OPNET [5] code was modified to hear all CTS packets individually and collect them in separate buckets

depending on the destination address.

Table 5-1: Example of the table constructed by every node

MAC Public

Addresses Encryption Key

MAC_1 Key 1

MAC_2 Key 2




The Algorithm:
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First Stage:

Begin
Hear RTS Packets

Construct Table (MAC Addresses, Public Encryption Key)

Countn /7 Number of Nodes in the network™
Create n Counters
Calculate Maximum Individual Throughput /* obtained from Eq (6) above*/
When Receive CTS
If (Destination Address = My Address)
Do Nothing
Else
{ Update Counter (Destination Address)
Calculate Rate
/* number of CTS received per second for each Destination Address */
If
CTS_node_x rate < Maximum Individual Throughput
Do Nothing
Else
“node_x is an Attacker (Then GOTO Second Stage)
Second Stage:
Look up the table
If “My Address is the highest MAC address”

False

{Wait for an RTS packet from a node with higher MAC address to shift the frequency}




If RTS packet received with encrypted frequency channel number
Then Decrypt using my private key & Encrypt and Send to the next node in a new RTS packet
GOTO Stage Three
Else
Randomly select a new frequency channel number
Encrypt the number using the public key of the next node
{If next node MAC = Attacker
Then Skip to the following node}
Send RTS packet to the following node (new frequency channel encrypted)
Third Stage:
Command my own physical layer to communicate on the new frequency channel.

End

94
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Based on that concept, our detection algorithm depends on modifying the IEEE 802.11 DCF code to enable
each node to police the network with very low cost (processing and memory consumption wise) solution.

Each node does not need any cooperation (information).

W Wireless Lan.CTS Received For Each Mode (packetsizec] [1]
Bl 'Wirelezs Lan.Data Traffic Sent (packetzizec]
150

140
130 l
120+

110 i
100 Hﬂ

a0 1 H |
a0 |
70 !
B0
50
40
30
20
10

I:I T T T T T T
Om Oz Om 20= Om 40= 1m 0= 1m 20z 1m 40z 2m 0z

Figure 5-4: Comparison between number of CTS and Data packets for the same node

For our simulation, we used Matlab to resolve the Markov Chain mathematical model and fed the results to
OPNET simulator for the detection threshold. The numerical results obtained solving the Markov Chain

became the threshold for attacker detection.

For the simulation, each node generated raw traffic rate is (1000 packets/second) which is the Traffic Load
In this group, each node always has a packet to transmit in its queue. Also, the assumption is the number of

nodes in the group is fixed and all nodes can hear each other.
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Figure 5-5: Attacker vs. innocent node sent traffic

In Figure (5-5) the red line is the traffic sent by an innocent node while the blue line is the attacker’s traffic.
This data is recorded at the innocent node’s network interface. After few seconds from the start of the
communication session the attacker started to capture the channel. Once the attacker is detected and the
algorithm is applied, the node changed the DSSS channel frequency and recovered. This simulated network
has ten good nodes and one compromised node. It took the network about three seconds to shift to the new

frequency leaving the attacker alone in the abandoned frequency.

5.5 Conclusion

The chapter presented a new technique [43] to deal with the Byzantine attack on the MAC layer. The

algorithm detects and isolates a compromised node that had passed all the initial authentication steps and is
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trying to perform DoS attack on the honest nodes present in the network. The approach is based on utilizing
the numerical results obtained by solving the Markov Chain to detect the attacker and the following step is a
mechanism to change the frequency to escape the attack by distributing the new frequency using
asymmetric encryption technique. The simulation results proved the concept with very high accuracy. This

solution is scalable and good for autonomous environment.
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Chapter 6 : DoS Detection in IEEE 802.11 with
the Presence of Hidden Nodes

6.1 Abstract

The chapter presents a novel technique to detect Denial of Service (DoS) attack applied by
malicious nodes in wireless networks with the presence of hidden nodes employing the widely
used IEEE 802.11 DCF protocols [1]. Attacker nodes alter the IEEE 802.11 DCF standards to
illicitly capture the channel and increase the probability of successful packet transmission on the
expense of innocent nodes that follow the protocol standards. Innocent nodes will be deprived
from using the channels bandwidth. The theoretical network throughput will be derived using
two dimensional Markov Chain [4][34]to determine the network capacity. Results obtained by
the theoretical computations will be validated by network simulation [5] to determine the
baseline for the maximum achievable throughput in the network under standard conditions where
all nodes follow the standards. The main goal of the DoS attacker is to prevent the innocent
nodes from accessing the channel and communicating by capturing the channel’s bandwidth. The
presented protocol will reside in every node to enable each node to police its immediate wireless
coverage area. All innocent nodes will be able to detect and identify the DoS attacker in its
wireless coverage area. The protocol will be applied to two Physical Layer technologies (DSSS

and FHSS) and the results will be presented.
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6.2 Introduction

IEEE 802.11 DCF standard specifies two mechanisms to transmit a packet. The basic mechanism
IS a two-way handshaking method “Basic Access” which employs immediate transmission of a
positive acknowledgement (ACK) by the destination node after a successful reception of a
packet. ACK packets are required since the sender is unable to determine if each packet was
successfully transmitted by listening to its own transmission. The second mechanism uses a four
way handshaking scheme “Request-to-Send/Clear-to-Send” (RTS/CTS) before transmitting any
packet, a node configured to use RTS/CTS mode “reserves” the channel by sending a special
Request-To-Send short frame. The available receiver node responds to an RTS frame by sending
back a CTS frame, and then a data packet and ACK response will follow. Since collision may
occur only on the RTS frame and it is detected by the lack of CTS response. RTS/CTS
mechanism increases the channel’s performance by reducing the duration of a collision when
long messages are transmitted. In this chapter, our focus is on DoS detection in the four way

handshaking scheme “RTS/CTS”.

Malicious nodes employ several techniques to illegally increase their throughputs and capture the
channel on the expense of other fair behaving nodes [8][76][77][78][79][80][81][82][83]
[84][85][86][87][88][89][90] [91]. In IEEE 802.11, selfish nodes will manipulate the Back-off
timer to increase their probabilities in having successful transmissions by simply decreasing the
Back-off timer value instead of following the Back-off timer generation method that all nodes in
the network are using. X node is considered malicious or misbehaving when it does not follow
the IEEE 802.11 MAC Standard [1]. Attackers will use smaller timeouts than these specified in

the protocol standard. With IEEE 802.11, each node is expected to choose a back-off interval



100

prior to initiating a transmission. The back-off interval is to be increased as per a specific set of
rules before all retransmission attempts that are invoked upon failed transmission attempts. An
attacker may choose a small and/or a constant back-off interval prior to the transmission of a data
packet or follow a completely different retransmission strategy upon experiencing failed
transmissions that does not conform to the standard IEEE 802.11 protocol rules. Due to the
randomness in choosing a back off value, it is considered that detecting the back off
manipulation to be one of the most challenging topics [9] [10] [11]. The purpose of the presented

algorithm in this chapter is to detect DoS attackers.

One major contribution in this chapter is that the presented algorithm works in a wireless
network with the presence of hidden nodes utilizing the mathematical results of Markov Chain
modeling as baseline, in addition to a network mapping algorithm. Several researches were
performed to detect the manipulation of the back-off timer in wireless networks where there are
trusted Access Points [12][10], where a trusted AP will regulate the senders back-off timer
values and detect the misbehaving nodes. Due to the nature of autonomous wireless networks,
where there is no centralized authority that will assign and monitor each nodes’ back-off timer
values, the task is very challenging. The presented algorithm can be applied to a autonomous
environment where there is no centralized authority or a supervisor node (i.e. Access Point) that
is supervising every transaction takes place between different users. In [8] the authors assume
that nodes will cooperate and announce the state of their pseudo-random sequences so the nodes
would monitor each other’s behaviors. This approach assumes the cooperation from an attacker
which is not realistic. Our presented algorithm does not expect or wait for any cooperation from
any node hence eliminating the chance of getting fed wrong information by a malicious node. In

[28] the authors introduced a new parameter to indicate the level of cooperation of each node
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which increases the complexity of each transaction throughout the whole communication
session. The presented algorithm utilizes the already-used CTS packets in IEEE 802.11 to
perform the detection process by further processing the CTS packets and appending a new field
to the existing Hallo packets only once during the communication session. In [29] a method was
proposed to make the Access Point functions as a watchdog to monitor all nodes’ behaviors. This
method consumes the resources of the AP node and is not suitable to a total autonomous system
like ad-hoc networks. Assigning one node or selected nodes to police the network is a very
dangerous concept and creates a single point of failure in case the police node is compromised
itself. In [32] the author is proposing to analyze the distribution of inter-delivery times between
two consecutive successful transmissions. This method is very challenging and requires very
accurate measuring clocks in the order of micro seconds to accurately detect the selfish behavior.
The presented algorithm does not require any hardware additions or clocks. The majority of
researches that were performed on backoff timer manipulation detection assumed that there are
no hidden nodes [41]. Few chapters presented the concept of detection with the presence of
hidden nodes [8][48]. In [8] the chapter assumes cooperation among nodes which is not
realistically applicable to a DoS attacker. In [10] the authors propose new messages to the

existing packets used by IEEE 802.11 which increases the network overhead unnecessarily.
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6.3 IEEE 802.11 and DoS Behavior

IEEE 802.11 DCF [1] uses Carrier Sense Multiple Access / Collision Avoidance
CSMA/CA mechanism to reduce the probability of collisions in a wireless network to enhance
the throughput. Time is divided into slots and is used to define the inter-frame-space (IFS)
intervals and to determine the back-off times for competing nodes in the wireless network. When
a node has a packet in its queue to transmit, first it senses the channel and if the channel is busy,
the node waits until the channel becomes idle for a Distributed Inter Frame Space (DIFS) period,
and then calculates a random back-off time. The random back-off time is specified by an integer
value that is equivalent to a number of time slots. The idle period after a DIFS period is called

the contention window (CW).

Nodes are allowed to transmit only at the beginning of each Slot Time. The Slot Time size,
(Sigma), is set equal to the time needed at any node to detect the transmission of a packet from
any other node inside its coverage network. Slot Time values are determined by the physical
layer used by the MAC protocol, and it takes into consideration the propagation delay, for the
time needed to switch from the receiving to the transmitting state and for the time to signal to the
MAC layer the state of the channel (Busy Detect Time). Nodes with packets to transmit select a
back off value based on the Contention Window as the following [Back off = int (CWxrandxslot
time)]. Where “rand” is a random number uniformly distributed between 0 and 1, and CWmin <
CW < CWmax, where CWmin is the minimum CW, and CWmax is the maximum CW. Firstly,
the node that has a packet to transmit computes a back-off time in the range [0, CWmin - 1],

where CWmin is the minimum contention window size. When the medium becomes idle, after
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an additional DIFS period, nodes decrement their back-off timers until the medium becomes

busy again or until the timer value goes to zero.

If the timer has not reached zero and the medium becomes busy, the node freezes its timer. This
procedure continues until the timer is finally decremented to zero. Then, the node transmits its
packet. If the sender receives an ACK from the destination, the transmission is assumed to be
successful, and the station sets its CW back to CWmin — 1. If two or more nodes decrement their
timers to zero at the same time, a collision will occur, and each node will have to generate a new
back-off time by doubling the Contention Window value [2* CWmin]. During the kth
retransmission attempt the Contention Window will have the form [0.2k* CWmin] and will be
doubled till it reaches CWmax. This provides a mean of avoiding repeated collisions when there
is congestion.

The MAC parameter values (Slot Time, SIFS, DIFS, ACK, CTS, RTS and CW) are dependent
on the physical layer being used by the MAC protocol. In this chapter, we are applying the
developed algorithm on two different systems, the first is using Frequency Hopping Spread

Spectrum (FHSS) and the second is using direct sequence spread spectrum (DSSS) - (Table 7-1).

1. IEEE 802.11 - Frequency Hopping Spread Spectrum (FHSS)
FHSS operates in the 2.4 GHz band with a range starting from 2.402 GHz to 2.480 GHz. Each channel has
a width of 1MHz. Support two rates of 1Mbps and 2Mbps. There are 78 hopping sequences and each
sequence would use 79 hops. 15 systems could be collocated and work independently with minimal amount

of collisions.
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2. |EEE 802.11b - Direct Sequence Spread Spectrum (DSSS)
DSSS operates in the 2.4 GHz band. Each channel has a width of 22. The rates defined in IEEE 802.11 are
1 Mbps and 2 Mbps and the rates in IEEE 802.11.b standard are 5.5 Mbps and 11 Mbps. Only the first 11

channels are used in the United States.

B. Network Configuration and DoS Attack Impact

The network configuration simulated is presented in Figure (6-1) where there are three
areas X, Y, and Z. Nodes located in area Y can hear all other nodes located in area Y and Z.
Nodes located in area X can hear all other nodes located in area X and Z. Nodes in area Y cannot

hear nodes in area X and vice versa.

Figure 6-1: Coverage Areas

The presented algorithm is scalable and deals with the number of nodes in each area as an

independent variable and performing the calculations accordingly. For the sake of simplicity in
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presenting this chapter and conducting the simulations, we will assume that the number of nodes
in each area is constant, although the Markov Chain modeling will present those numbers as

variables for generalization.

The DosS attacker can implement the attack by several methods by altering the firmware code on
the Network Interface Card (NIC) or by modifying the hardware. The first method is a lot easier
to implement from the feasibility and cost point of view and is far more prevalent. In our chapter,
the presented solution is directed towards detecting the manipulation of the protocol’s firmware
and more specifically detecting the manipulation of the back off timer. In this case the DoS
attacker will keep transmitting packets that does not contain any useful just to occupy the
channel. The attacker will only back off one slot every single time it has a packet to transmit or
when it experiences a collision while the other innocent nodes will follow the exponential back

off mechanism.

We simulated a network with an attacker present to show the effect on the other innocent nodes.
The payload size used throughout this chapter is 8000 bits so it could be sent in one time slot

without the need of fragmentation.

For the simplicity, we will assume the following constant number of nodes in each area
throughout the entire chapter — these numbers will be used for the simulations and solving the

Markov Chain:

[Area X = 2 Nodes] - [Area Y = 3 Nodes] - [Area Z = 2 Nodes]
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In Figures (6-2 & 6-3) the simulation shows the comparisons between traffic sent by innocent
nodes under fair conditions without the attacker (red lines) and the traffic sent with the attacker
present (blue lines). Figure (6-2) shows a network using FHSS and Figure (6-3) shows a network
using DSSS. The effect of the DoS attack on the innocent nodes in both cases is very clear that
once the attacker existed the innocent nodes are deprived from accessing the channel to send

anything. In both cases, before and after the attack, the loads are the same.
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Figure (6-4) shows an innocent node’s load and dropped traffic, the two lines are identical which

means all the packets generated by the upper layers were discarded because the innocent node

could not access the channel with the attacker present which shows the impact of the DoS attack.
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6.4 Markov Chain Analysis

The Wireless Network’s throughput will be derived using two dimensional Markov Chain
presented in Figure (6-7) for each area in Figure (6-6) to obtain theoretical numerical results that
will be used by our algorithm to identify the DoS attacker in the network. Markov Chain will be
modeled to include a more generic configuration (See Figure (6-7)) than what is presented in
Figure (6-3) and this generic configuration could theoretically have infinite number of
overlapped coverage areas and is suitable for a continuously aligned coverage areas like a
highway covered with equally spaced IEEE 802.11 networks to provide coverage to vehicles for
a full stretch of the road. The simulation of this chapter will only deal with three areas as
presented in Figure (6-1). Bianchi’s Markov Chain model [4] is extended to calculate the
individual rate in “Packet per second” values for each node in each area. One of our
contributions here is extending Bianchi’s model which is only applicable to wireless networks

without hidden nodes to be able to calculate the throughput with the presence of hidden nodes.

Assume that each node has a packet to transmit at any given time (Saturation Condition) and the

number of nodes inside the each area is constant during the calculation.

The first step is to calculate the Transmission Probability for each area then derive the

throughput for this area and finally obtain the individual throughput for each node in each area.

b(t): stochastic process representing the back off time counter for a given station. (t and t+1)

correspond to the beginning of two consecutive slot times.

, ,and  arethe number of nodes in areas X, Y, and Z respectively and the number of

nodes in overlap 1 and 2 are
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And  respectively.

1)

)

in the different area
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(3)

According to the given topology, in the different area

(4)

Then, from (3) and (4) obtain the  and

Throughput in the different area:

We define as the probability that there is at least one transmission within station 's

coverage area in a random time slot.

(5)

We denote by the probability that station successfully transmits its packet to its
neighbors, which equals the probability that exactly only one station transmits on the channel
covered by station in a given time slot, and no hidden station transmits either. Hence the

formulas for and are given by
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(6)

Let be the normalized capacity of station

(7)

Let be the average length of a slotted time and be the average packet
payload size. The average amount of payload information successfully transmitted in a time slot
IS . will be

is the duration of a time slot. Here the term accounts for an idle time slot with

probability ; the term stands for successful transmissions of station with
successful probability ; and the term deals with the collision
duration. s the average time for a successful transmission, and s the average time

duration for the collision. and  can be derived for both the basic and the RTS/CTS access

mechanisms. Obtaining the throughputs for RTS/CTS access mechanism:

PHY [MAC
RTS 1 gips | TS | 1Fs ['hdr | hdr PAYLOAD sies | AYK | pips

Figure 6-5: Successful Transmission Time
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Figure 6-6: Collision Time



Then we are able to obtain the

and
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. A: Coverage Area 1

B: Coverage Area 2

E: Overlap 2
. C: Coverage Area 3

Figure 6-7: Three Coverage Areas

Figure 6-8: Markov Chain

To validate the theortical results described above, we compared the numerical results obtained by

solving the markov Chain using parameters with the OPNET [5] simulation under the saturation
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condition where every node has a packet to transmit in its queue at any given time. Matlab [7]

was used to solve the markov chain numerical results.

The network Configuration presented in Figure (6-1) is used in the simulation and to verify the
numerical results obtained by modelling Markov Chain. The following table shows the values
obtained from Markov Chain modelling and from OPNET simulation to show the maximum
achievable throughput (packets/second) for each area for both FHSS and DSSS under saturation
conditions where every node always has a packet to transmit. Since all nodes have the same
condition, then every node has the same probabilkity in accessing the channel which is translated
to same average number of packets transmitted into the channel over time. This table bridges the
value of the theortical calculations and emperical results an dshows the significance of the
detection thresholds accuracy. It is noted that the results for areas X & Y are slightly different in
the simulation results because of the imperfection of wireless nature. It is also noted in Table (6-
2) that the theortical rsults are generally higher than the calculations due to the imperfections in
the environment that would negatively affect the throughput, and the simulator used takes into
account such imperfections to simulate real environemnts. One benefit of using the theortical
results as opposed to emperical results that the theortical results will generate higher values of
thresholds that will help eliminating false postives. As shown in the previous section that the

number of the CTS packets received is equal to number of data packets transmitted.



Table 6-1: Comparison between Maximum Throughput (Packets/Second) for each Area

PHY Technology Area X | AreaY |AreaZ
FHSS (Simulation) | 100 110 100
FHSS (Theoretical) | 105 110 105
DSSS (Simulation) | 360 360 270
DSSS 510 520 510
(Theoretical)

6.5 Detection Process and Simulation Results
IEEE 802.11 DCF RTS/CTS operation has an inherited feature that the number of successful
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data packets sent by a given node are equal to the CTS packets received by this specific node

with the permission to send data packets. The CTS packets are designed to be heard by every

single node within its coverage area. All the nodes beside the one that the CTS packet is destined

will have to update their NAV so they refrain from transmitting any packets during the NAV to

eliminate the chances of collisions. We modified the OPNET [5] code to hear all CTS packets

individually and collect them in separate queues depending on the destination address. Below is

the result from the simulation to prove that the number of recived CTS packets is equal to the

number of data packets sent. Figure (6-9) shows that the number of CTS received by node_1 is

the same number of packets sent by this node to other nodes in the network. Based on that



116

concept, our detection algorithm depends on modifying the IEEE 802.11 DCF code to enable
each node to police the network with very low cost (processing and memory consupmtion wise)
solution withourt introducing new types of messages or altering the existing messages. Basically,
the algorithm that resides in each node further processes the received CTS packets before
dicarding it. Upon network communication initialization, which includes the initial exchange of
Hello packets, every node will map out which nodes it can sense in its range and compile a list of
MAC addresses that it can communicate with. This list will be broadcasted by all the nodes.
Then each node will compare its list to other nodes’ lists. If the two lists (its own and the other
node) match then both nodes belong to the same domain and will mark that domain for node

count (Areas X or Y in Fig (6-1)).
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Figure 6-9: Comparison between number of CTS and Data packets for the same node

If the two lists do not match then, this node will identify itself as an overlapping node that shares

two domains (Area Z in Fig (6-1)). The lack of cooperation from the attacker will not impact the
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results because the detection threshold will have enough tolerance to account for a missing count
from a node. The algorithm will have to phases that will run in series. The first phase is the
network mapping where all the nodes detrmine their coverage area to decide which Markov
Chain Throughput equation will be used, either an exclusive domain (X& Y) or an overlapping
area (Z). Accordingly each node wil choose the approperiate Markov Chain equation. Lists
creates during the network mapping phase will be appended to the Hello packets and will only
exchanged once among the network after the intialization of the network. Each node will further

process each received List to derive the number of the nodes in each area.

Example to explain the Network Mapping technique — Using Figure (6-1):

Area X has 2 nodes: X1, X2,

Area Y has 2 nodes: Y1, Y2

Area Z has 2 nodes: Z1, Z2

After the exchange of the List which includes all the MAC addresses heard by those nodes, each

node will have the following on its own list:

X1: (X2, Z1, Z2) X2: (X1, Z1, Z2)

Y1: (B2, Z1, Z2) Y2: (B2, Z1, Z2)

Z1: (X1,X2,Y1,Y2,22) 72: (X1,X2,Y1,Y2,71)
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Now, for instance node X1 will compare its own list with the others and it will find that the list
from X2 is identical (beside itself), then it will decide that X1 and X2 belong to the same region
and the number of nodes in this region is two nodes for Markov Chain Throughput calculations
as to which equation to use. The same will happen with all nodes. When it is Z1’ turn to compare
the lists, it will find that Z2 has the same number of nodes, which will give the ide to Z1 that Z1
nad Z2 belong to the same region. In addition, Z1 will find its list is longer than the others heard
(X1,Y1,X2,Y2), then node Z1 will releaize that its location is the overlapping area in Figure (6-

1) and will use these numbers for the calculation of the Throughput.

Phase | will be triggered after the exhange of the first Hello packets and the Lists will be
included in the second round of Hello packets. The assumption is the number of nodes are fixed
in each area throughout the communication session and all nodes are not mobile. Following
Phase I, Phase Il will be triggered to detect cheaters based on thre network topology formed in

phase I.

The Algorithm that will reside at each node:

Phase I: Network Mapping:

Each node will map the network to know its own coverage area, number of nodes in each
area and to determine which throughput equation generated by Markov Chain modelling
will be used:

Start

Create List_x /* List_x is the MAC addresses that node x can hear in its domain: x =1
to ny , where ny is the number of nodes in each coverage area, k = X,Y, or Z*/

Broadcast List_x

Revceive List_1 through List_ny /* (excluding List_x which is my list of MAC addresses)
*/
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Compare Rcvd (List_1 to List_ny) /*(all received lists from all other nodes*/) to List_x
[* (my generated list) */

If List_nx /*Matches my List (Same number of nodes and same nodes can be heard) */
Then /* (We are neighbors in the same area) */

Update Node Count /* (For the same area) */

Else /* (We do not belong to same area or | belong to an overlapping area) */

Update Node Count /* (For the those areas) */

If (number of Nodes in my area >Numberof Nodes in others)

Then (I am in an overlapping area)

[*This function to determine if a node is in an overlapping area*/

/*At the end of this phase each node will know how many nodes in its immediate area and
other areas — also, the nodes in overlapping area will know themselves)*/

Phase IlI: Detection:
Each node will implement the detection algorithm
Count ng /*” Number of Nodes in the immediate area and other areas”*/
Create ny Counters

Calculate Maximum Individual Throuput /* obtained from Markov Chain modeling
above for each area*/

When Receive CTS
If (Destination Address = My Address)
Do Nothing
Else
{
Update Counter (Destination Address)
Calculate Rate
/* number of CTS received per second for each Destination Address */ }

If
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CTS_node_x rate < Maximum Individual Throuput
Do Nothing
Else

Anounce “node x is an Attacker” /* it is shown as print command in our OPNET
simulation and used it as output */

End

For the simulation, we used Matlab to solve the Markov Chain mathmatical model and fed the
results to OPNET simulator for the detection threshold. The numerical results obtained solving
the Markov Chain became the threshold specially that they are very close to the simulation
results as shown in figure (6-10). The numerical results are considered the maximum number of
packets any node can send in the presense of other number of nodes (as calculated in Markov
Chain modelling, so any other node that has more packets succssfully sent is not following the
IEEE 802.11 DCF standard and manipulating the protocol to illegally increase its throughput to

attack the network.

A. Simulation Results

The simulation is conducted to show that innocent nodes in multiple areas can detect the attacker
via monitoring the number of CTS packets sent by all reachable nodes inside the network. The
simulation will show that the thresholds shown in Table (6-2) are exceeded whenever an attacker
is present in the network which will enable the innocent nodes to detect the attacker using the
theoretical results obtained via solving Markov Chain and divided on the number of the nodes in
each area since all the channels operate under saturation condition. To avoid false positives
where an innocent node is falsely marked as an attacker, the algorithm will not react to
instantaneous spike but rather will look for a moving average over time to ensure that any spike

by an innocent node will not be mistaken for an attacker.
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In Figure (6-10) — FHSS and Figure (6-11) - DSSS, an innocent node in Area Z was listening to
the CTS packets sent in the medium and found that one node in Area X is exceeding the
threshold calculated for the channel in this area divided by the number of nodes in this area. The
blue line is for the attacker and the red is for another innocent node and the difference is very
significant (more than 80 times for FHSS and more than 270 times for DSSS). According to the
thresholds calculated in Area Z, the channel capacity is 105 Packets/sec (57 Packets/sec per
node) for FHSS and for DSSS is 510 Packets/sec (250 Packets/Sec per node) with the existence
of two nodes in each type, the attacker achieved number of transmitted packets well over the

threshold and is detected by this innocent node and marked as an attacker.
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Figure 6-10: FHSS - Node Z - Number of CTS packets heard by innocent node for two other
nodes — one of them is an attacker
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Figure 6-11: DSSS - Node Z - Number of CTS packets heard by innocent node for two other
nodes — one of them is an attacker

In Figure (6-12) — FHSS and Figure (6-13) - DSSS, an innocent node in Area X was listening to
the CTS packets sent in the medium and found that one node in Area Z is exceeding the
threshold calculated for the channel in this area divided by the number of nodes in this area.
According to the thresholds calculate — in Area Z, the channel capacity is 105 Packets/sec (57
Packets/sec per node) for FHSS and for DSSS is 510 Packets/sec (250 Packets/Sec per node)with
the existence of two nodes in each type, the attacker achieved number of transmitted packets well

over the threshold and is detected by this innocent node and marked as an attacker.
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Figure 6-12: FHSS - Node X - Number of CTS packets heard by innocent node for two other
nodes — one of them is an attacker
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Figure 6-13: DSSS - Node X - Number of CTS packets heard by innocent node for two other
nodes — one of them is an attacker
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6.6 Conclusion
A novel approach [46][47] to detect a node employing DoS attack in the IEEE 802.11 wireless

network with the presence of hidden nodes was presented and the algorithm proved to be
effective as verified by the simulation. The approach is based on utlizing the numerical results
obtaind by solving the Markov Chain. Combining the numerical results with the specifications of
the IEEE 802.11 DCF RTS/CTS protocol, a develpoed code was impedded into IEEE 802.11
code to enable each node to police the network and detect the attacker. The simulation results
proved our concept with very high accuracy without any false postives recorded and this in part
caused by taking advantage of the higher values of the thrortical results generated by solving
Markov Model. This solution is scalable and applicable for autonomous environment where
there is no centralized authority overseeing the communication process and transaction among

the nodes.
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Chapter 7 : Conclusion and Future Work

7.1 Conclusion

My research focused on the security aspect of wireless networks. Wireless technology is being
used by everyone for a wide spectrum of needs that range from personal communication to
banking, education, and medical, to name a few. Most of us run our lives—personal,
institutional, and governmental—on wireless communication by using cellular phones, wireless
routers, and wireless microwave backhauls. Sensitive information is being transferred every
second across the globe on the wireless medium using cutting-edge technologies that are
vulnerable to a wide range of attacks. This PhD dissertation investigated the impact, detection,
and mitigation of Denial of Service attacks on a fully distributed ad-hoc wireless network
utilizing IEEE 802.11 DCF [1][2][3] in the Media Access Layer. The goal of my research was to
effectively detect the attacker and find a way to ease the negative impact on the network.
OPNET [5] simulator and MATLAB [7] software were used during the course of the research to
validate the proposed solutions along with some mathematical modeling, including Markov
chain modeling. The research was challenging because of the autonomous and distributed nature
of the ad-hoc networks where there is no centralized authority to monitor the security aspect of
the network and the capability of the nodes to be mobile and move in and out of the coverage
area. | showed how to detect DoS attacks for single and multiple domains. Also, the detection
algorithm was applied successfully in a mobile environment. Two mitigation techniques were
developed to restore the network’s operation after detecting an attack. The results were presented

in the previous chapters that show the effectiveness of the algorithms developed.
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7.2 Future Work

In the future, the Byzantine attack mitigation algorithm will be further developed to include a
Public Key management scheme to reduce the number of key exchange transactions and the
convergence time of the network when all nodes move to a different communication channel.
Also, a Lemma will be introduced to formulate the proof of Markov chain results obtained in the

previous chapters.

The developed algorithms will be further advanced to be compatible with IEEE 802.11i

standards [50] [51] for more security assurance enhancements.

The WiMax IEEE 802.16 MAC Layer Attack problem will be investigated and a solution will be
proposed to detect the attacker. The vulnerability of using Ranging Request-Response (RNG-
REQ, RNG-RSP) messages, which are used in the initial ranging process. The RNG-REQ
message is sent by a SS trying to join a network to propose a request for transmission timing,
power, and frequency and burst profile information. Then, the BS responds by sending a RNG-
RSP message to fine-tune the setting of the transmission link. After that, the RNG-RSP can be
used to change the uplink and downlink channel of the SS. There are several threats related to
these messages including the following threat where the attacker can intercept the RNG-REQ to

change the most preferred burst profile of SS to the [15][16].
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