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Abstract
TOPICS IN SOCIAL SOFTWARE: INFORMATION IN STRATEGIC SITUATIONS
by
Eric Pacuit

Adviser: Professor Rohit Parikh

Social software is an emerging interdisciplinary field devoted to the design and analysis
of social procedures. This new field has recently gained the attention of a wide range of
research communities, including computer scientists, game theorists and philosophers.
The main idea behind social software is that constructing and verifying social proce-
dures should be pursued as systematically as computer software is pursued by computer
scientists. The logical systems developed in this thesis are intended to facilitate such an
analysis.

Although the analogy between computer software and social software is strong, there
are some important differences. For example, two issues which are important for an anal-
ysis of social procedures but less crucial for computer software are the exchange of (and
occasional hiding of) information, and the provision of incentives. Concurrency theory,
cryptography and distributed computing have all addressed the first issue. However,
many of the underlying assumptions in these fields make applying these results to social
procedures unrealistic. The second issue has been more or less the province of game

theory. But game theory tends to study the area in rather simple terms lacking the
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sophisticated tools of computer science such as modularization or data types. The ob-
jective of this thesis is to develop formal frameworks which may be used to verify social
procedures, with special attention paid to naturally modeling the flow of information in

a social situation.
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Chapter 1

Introduction

Donald Knuth begins his remarkable series of books, The Art of Computer Programminyg,
with the statement “The notion of an algorithm is basic to all computer programming,
and so we should begin with a careful analysis of this concept.” In other words, in order
to understand the complex behavior of a computer, one needs a systematic and rigorous
analysis of algorithms, or procedures. The key idea behind social software is to apply
this simple idea to social situations. That is, a systematic and rigorous analysis of social
procedures can help us understand social interactions and may lead to a more “efficient”
society. This idea was put forward by Rohit Parikh [74], and has recently gained the
attention of a wide range of research communities, including computer scientists, game
theorists and philosophers. The objective of this thesis is to develop logical systems that

can be used to reason about multi-agent interactive situations relevant for the analysis
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CHAPTER 1. INTRODUCTION 2

of social procedures.

1.1 What is Social Software?

Starting with [74] and more recently in [76, 77, 75), Parikh defines social software by Way
of various illustrative examples. Essentially, there are two ways in which a procedure
can fit into the social software paradigm. First of all, a procedure may be truly social
in that several agents are required even in the execution of the procedure. Standard
examples are voting procedures, such as plurality voting or approval voting, or fair divi-
sion algorithms, such as adjusted winner or the many cake-cutting algorithms. Secondly,
even if a procedure does not require a group for its execution, it may still fit into the
social software paradigm. These are procedures set up by society and intended to be
performed by single agents within the context of a group of agents. Examples include
procedures that universities set up that students must follow in order to drop a class
or the procedures hospitals set up to ensure the necessary flow of information from a
patient to a doctor.

From the point of view of someone designing a social procedure, as soon as beliefs
and utilities can be attributed to the agent(s) executing the procedure, the procedure
should be thought of as social software. After all, when designing computer software,
programmers do not worry that the computer may suddenly not “feel like” performing

the next step of the algorithm. But in a setting where agents have individual preferences,
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CHAPTER 1. INTRODUCTION 3

suqh considerations must be taken into account. In fact, this suggests a third way
in which procedures can be analyzed within the social software paradigm - individual
agents executing procedures in isolation. For example, an agent following a recipe in
order to make peanut-butter chocolate chip cookies. However, from this point of view,
certain philosophical questions about the nature of procedures, or algorithms, and human
knowledge and beliefs become much more important. In this thesis, the fact that a
group of agents is somehow involved in the execution of a social procedure will play an
essential role. As a consequence, the study of social software draws on results not only
from artificial intelligence, distributed computing and philosophical logic but also from
game theory, especially mechanism design, and economics.

So far we have only explained the type of situations we have in mind and have not
yet provided an adequate definition of social software. We will now attempt to rectify
this situation. Social software is an interdisciplinary research program that combines
mathematical tools and techniques from game theory and computer science in order to
analyze and design social procedures. Research in social software can be divided into
three different but related categories: modeling social situations, developing a theory
of correctness of social procedures and designing social procedures. The next three

subsections will describe these areas in more detail.
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CHAPTER 1. INTRODUCTION 4

1.1.1 Models of Social Situations

One of the central issues in social software and the focus of this thesis is the development
of appropriate models of multi-agent interactive situations. If one wants a careful and
rigorous analysis of social procedures, one needs to begin with a realistic model of multi-
agent interaction. The search for such models has occupied researchers in a number of
different disciplines including (but not limited to), game theory, philosophy, artificial
intelligence and distributed computing. What is needed from the social software point
of view are formal models in which our intuitions about social procedures can be refined
and tested.

It is important to be clear about exactly what is being proposed. Perhaps it is too
much to ask for a general theory which explains all social interactions, i.e., a “theory
of everything” for the social sciences. If at all possible, such a theory would require
collaboration among a vast array of research communities including psychologists, biol-
ogists, cognitive scientists and so on. What 4s being developed is a collection of logical
systems intended to be used to formalize multi-agent interactive situations relevant for
the analysis of social procedures. These frameworks are developed from different points
of view and are governed by different assumptions about the agents involved.

There are many ways one could formalize social situations in which the agents are
assumed to be executing some procedure. In this thesis, the role of information and its

dynamics in strategic multi-agent situations is a central issue. To be more precise, we
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CHAPTER 1. INTRODUCTION 5

focus on the following two issues:

1. Knowledge, Actions and Obligations: It is natural to assume that the agents’
choices, at least partially, depend on their current states of information. This is
particularly important when reasoning about what agents ought to do. Certainly
an agent cannot be faulted for not performing an action whose need it did not

know about. How should this dependency of actions on knowledge be modeled?

2. Updating Information: Just as registers in a computer are continually up-
dated as a program is executed, the information of each agent changes as a social
procedure is executed. How should information update be represented? How does

this affect the models of knowledge and belief?

1.1.2 A Theory of Correctness of Social Procedures

Just as one can prove that a certain implementation of a sorting algorithm is correct,
perhaps one can prove that a certain piece of social software is correct. In computer
science, it is often convenient to view a computational procedure, or a program, as a
relation on a set of states, where a state can be thought of as a function that assigns a
value to every possible variable and a truth value to all propositions. This approach was
first proposed by Pratt ([90]) and is based on the work of Floyd ([39]) and Hoare ([59]).

Harel, Kozen and Tiuryn ([53]) provide a very thorough discussion of computational

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 1. INTRODUCTION 6

procedures from this point of view. The first step towards a formal logic of social
procedures influenced by this analysis of computational procedures is Parikh’s game
logic ([72, 73]). Game logic is intended to formalize situations where agents have directly
opposing preferences. Marc Pauly took the analysis one step further in his dissertation,
The Logic of Social Software [85], in which he developed a logic for reasoning about
coalitions [86, 87]. Recently, Pauly has developed a formal framework in the style of
Hoare [59] for proving correctness of social procedures [84].

However, none of the frameworks discussed above provide an explicit representation
of agents’ knowledge. Finding an appropriate representation is an important step to-
wards a formal theory of correctness of social procedures. As discussed above, one of
the main aspects of social procedures is that a group of agents is somehow involved. In
this multi-agent setting it is natural to assume that the agents do not all have exactly
the same information. And so issues about how each agent represents the other agents’
information becomes important. In particular, notions such as common knowledge, dis-
tributed knowledge, and other levels of knowledge! are very relevant when trying to
formalize correctness conditions of many social procedures.

To illustrate the above point, consider the fair division algorithm adjusted winner
[14]. Adjusted winner is an algorithm to fairly distribute divisible goods among two

people. The procedure is discussed in detail in [14]. Instead of providing a formal

See [79, 78] for more on the application of levels of knowledge below common knowledge to game
theoretic situations.
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CHAPTER 1. INTRODUCTION 7

description of the procedure, we will look at an illustrative example. More theoretical
and practical information can be found in the books {14, 15]. Suppose Ann and Bob are
dividing three goods: A, B, and C. Adjusted winner begins by giving both Ann and
Bob 100 points to divide among the three goods. Suppose that Ann and Bob assign
points according to the foilowing table.

Item Ann Bob

A 10 3
B 65 45
o 25 30

Total 100 100

The second step of the procedure is to give A and B to Ann since she assigned more
points to those items and item C to Bob. However this is not an equitable outcome
since Ann has received 75 points while Bob only received 50 points. We must transfer
some of Ann’s goods to Bob. However, even giving all of item A to Bob will not create
an equitable division since Ann now has 65 points, but Bob has only 60 points. In order
to create equitability, we must transfer part of item B from Ann to Bob. Let p be the

proportion of item B that Ann will keep. Then

65p = 100 — 45p

yielding p = 100/110 = 0.9090, so Ann will keep 91% of item B and Bob will get
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CHAPTER 1. INTRODUCTION 8

9% of item B. Thus both Ann and Bob receive 59.09 points. This allocation (Ann
receives 91% of item B and Bob receives all of item A and item C plus 9% of item B)
is envy-free, equitable and efficient. See [14] for a formal definition of these properties
and proofs ‘that the adjusted winner procedure satisfies these properties. What we are
interested in is whether Ann can improve her total allocation by misrepresenting her
preferences. It turns out that she can improve her allocation. If Ann announces that
her allocation is 6 points for A, 55 points for B and 39 points for C, then the adjusted
winner algorithm will give all of B to Ann and all of A and C to Bob. This results
in Ann receiving a total of 65 points (according to her original preferences) while Bob
receives 55 points. Now this type of deception is only possible in the extreme case that
Ann knows Bob’s preferences, but Bob does not know Ann’s preferences. Indeed, Brams
and Taylor successfully argue in [14] that unless an agent is certain that its preference
is private and that its information about the other agent’s preference is correct, then
that agent is better off reporting its true preference. The point is that part of showing
that an implementation of adjusted winner is correct must take into account that the
each agent’s preference must be kept private, or at least that the agents cannot take
advantage of whatever information they have about the other agent’s preferences. In
other words, given the results from Brams and Taylor that adjusted winner is efficient,
envy free and equitable, showing that an implementation of adjusted winner is correct

reduces to showing that a particular level of knowledge among the agents is maintained
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CHAPTER 1. INTRODUCTION 9

(i.e., each agent’s preference is kept private).

1.1.3 Designing Social Procedures

An important test of any theory is how well it can be applied to real life situations. There
are a wealth of social procedures described in the game theory literature. For instance,
see [14] for a discussion of a number of different fair division algorithms. Attempts to
formalize these procedures create a wide range of interesting problems for logicians. For
example, see [67, 93] for a logic that axiomatizes the concept of majority. It will be very
interesting to see if logical analyzes can suggest refinements of existing social procedures

or help create new social procedures.

1.2 Social Software for the Game Theorist

Starting with von Neumann and Morgenstern, and later with the seminal work of Nash,
game theorists have developed elegant mathematical theories that can formalize situa-
tions similar to the one described above. Mechanism design (or implementation theory)
studies situations in which the agents’ preferences are given together with a desired set
of outcomes, and asks what interactive situation (a game) can be designed in which the
outcomes can be achieved assuming the agents act according to their given preferences.

See [65] Chapter 10 for more information. Essentially, a piece of social software is cre-
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CHAPTER 1. INTRODUCTION 10

ated. Pauly and Wooldridge [88] and Halpern {50] independently have recently argued
that formal logical systems can be useful in this setting.

Evidence of the usefulness of a rigorous analysis of social procedures can already be
seén in many areas of economics and social choice theory. Classic results such as Arrow’s
Theorem or the Gibbard-Satterthwaite Theorem [45, 95, 96] have had profound effects on
social choice theory and voting theory. A more concrete example is the game-theoretic
analysis of the procedure used by King Solomon in the well-known biblical story. In
this story, King Solomon is faced with two women each claiming that a baby is her own
child. Solomon threatens to cut the baby in half causing one of the mothers to rescind
her claim of motherhood; thus revealing herself as the true mother. However a formal
analysis of this procedure, first pointed out by Glazer and Ma in 1989 [46], reveals a
mistake in Solomon’s procedure. It is possible for the false mother to outwit Solomon
by misrepresenting her actual preference and claim, as the true mother would, that the
baby should be given to the other woman. Glazer and Ma suggest a small refinement
of the procedure (involving the use of money) creating a “strategy-proof” procedure.
What is missing from these analyzes is an explicit and rigorous description of what it
means for a social procedure to be correct. An important objective of social software is
to fill this gap.

At this point, we have only argued for a formal and rigorous analysis of social pro-

cedures and have said nothing about why logic should be used for such an analysis.
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CHAPTER 1. INTRODUCTION 11

Presumably, many researchers will agree that rigor is important when analyzing social
procedures, but may hesitate to say that a logical analysis is also important. Using logic
to analyze social procedures is an important part of social software research. Certainly,
it is hard to argue that logic is not an important tool if the goal is to mechanize the
analysis of social procedures. But what if the goal is not a computer program, but rather
the analysis of a social procedure itself? Can a logical analysis still be of use? Answering
this question raises a number of very interesting an important issu;as which have been
addressed by a number of different authors (for example see [70, 98, 99, 6, 13, 100, 5, 92]).
A complete answer to this question will be an interesting digression, but a digression

nonetheless. Instead we let Bacharach have the final say:

Game theory is full of deep puzzles, and there is often disagreement about
proposed solutions to them. The puzzlement and disagreement are neither
empirical nor mathematical but, rather, concern the meanings of fundamen-
tal concepts (‘solution’, ‘rational’, ‘complete information’) and the soundness
of certain arguments...Logic appears to be an appropriate tool for game the-
ory both because these conceptual obscurities involve notions such as reason-
ing, knowledge and counter-factuality which are part of the stock-in-trade of
logic, and because it is a prime function of logic to establish the validity or

invalidity of disputed arguments. — M.O.L. Bacharach [6]
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CHAPTER 1. INTRODUCTION 12

1.3 Social Software for the Computer Scientist

The existence of more and more autonomous programs has prompted the study of compu-
tational mechanism design which applies economic principles to the design of multi-agent
systems. A formal theory of correctness of social procedures can be used to develop com-
putational tools that can verify interactive multi-agent protocols, such as online auctions.
See [30, 94, 97] for discussions of the relevant issues.

For example, if I want to fly to India, instead of searching for the best deal and
purchasing the ticket myself, I may give a set of constraints to an Internet agent (see
[109] for issues related to designing such aufonomous computational agents), and then
send the agent out to find me the best possible price (given my constraints) and return
with the purchased ticket. Of course, at the other end the airlines may also have an
autonomous agent designed to sell tickets at a certain price. Now, these agents will
interact and bargain according to some predefined procedure, or protocol. How do we
know that the procedure the agents follow, which after all is just another piece of code,
actually implements the intended social interaction? In other words, the interaction
of the internet agents is intended to somehow mimic a real-life interaction between a
buyer and a seller. A formal theory of correctness of social software could be used to
determine whether the procedure under consideration, in this case the procedure that
the seller agent and the buyer agent use to come to a deal, is “sound” and “complete”

for its intended interpretation. By “sound”, I mean that by following the rules of the
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CHAPTER 1. INTRODUCTION 13

procedure no unintended consequences are generated. For example, thé buyer should not
be able to leave with a ticket without spending any money. “Completeness” is slightly
more complicated. Suppose that P is some procedure intended to mimic some social
interaction, say S. Now there are many possible consequences of the social interaction
S. These consequences may be described by propositional formulas, such as “the buyer
has a ticket to India”, but also may be knowledge-theoretic in nature, such as the buyer
believes that it got the best deal. The procedure P would be “complete” for situation
S if all such consequences could be achieved by the agents.

Finally, we point to another application of social software relevant for both computer
scientists and game theorists. The study of rational agents is central to both game theory
and artificial intelligence. Simply put, an agent is an entity situated in an environment
who is capable of performing actions that somehow change the environment; a rational
agent chooses actions that are in its own best interests. In [102], van der Hoek and
Wooldridge discuss the importance and difficulty of developing a logic of rational agency.
The logical systems developed in this thesis deal with many of the same questions as

those posed in [102].

1.4 Overview

This thesis uses techniques from modal logic, especially epistemic logic, and game theory

to develop formal models appropriate for the analysis of social software. The basics of
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CHAPTER 1. INTRODUCTION 14

modal logic and game theory will be assumed throughout the thesis, see [10] for more
information on modal logic and [65] for more information on game theory.

The basic formal framework used is a history based model. The idea is that each
agent has a set of possible actions, or choices, and at each moment some event takes
place. In computer science, history based models have been used to model computations
in a distributed environment. See [34] for a thorough discussion. In the game theory
literature, the history based models are called extensive games. The reader is referred to
the textbook [65] for a discussion of extensive games. Chapter 2 provides an introduction
to this framework.

Chapter 3 reports on joint work with Rohit Parikh and Eva Cogan. Starting with the
intuition that agents cannot be expected to perform actions they are unaware of, a multi-
agent logic of knowledge, action and obligation is developed. Various deontic dilemmas
are studied that illustrate the dependency of an agent’s obligation on its knowledge.

Chapter 4 is the result of joint work with Rohit Parikh. In [66], agents are assumed
to have some private information at the outset, but may refine their information by
acquiring information possessed by other agents, possibly via yet other agents. A multi-
agent modal logic with knowledge modalities and a modality representing communication
among agents is introduced and shown to be decidable.

Chapter 5 looks at voting theory from the social software point of view. This chapter

is based on joint work with Samir Chopra and Rohit Parikh [23].
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CHAPTER 1. INTRODUCTION

Finally, in Chapter 6 we conclude and point to further directions of research.
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Chapter 2

History Based Structures

This chapter takes up the challenge discussed in Section 1.1.1 — a mathematical model
appropriate for analyzing social software is developed. Up to now, what is meant by
“appropriate for analyzing social software” has been left rather vague. In fact, in this
thesis, no attempt will be made to formalize this notion. Instead, we will argue that the
basic framework developed in this chapter can be extended to represent many aspects
of social situations relevant for the analysis of social procedures. In particular, we will
demonstrate that this framework can be naturally extended to handle two of the main

points discussed in the introduction:

1. An agent’s choice of action (especially obligatory action) depends on the agent’s

state of knowledge. (Chapter 3)

2. The occurrence of an event, such as communication, changes the agents’ states of

16
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CHAPTER 2. HISTORY BASED STRUCTURES 17

knowledge. (Chapter 4)

Suppose we fix a social interactive situation involving a (finite) set of agents A. What
aspects are relevant for the analysis of social procedures? First of all, since the intended
application of our models is to study agents ezecuting a procedure, it is natural to assume
the existence of a global discrete clock (whether the agents have access to this’ clock is
another issue that will be discussed shortly). The natural numbers N will be used to
denote clock ticks. Note that this implies that we are assuming a finite past with a
possibly infinite future. The basic ideas is that at each clock tick, or moment, some
event takes place. This leads us to our second basic assumption.

Typically, no agent will have all the information about a situation. For one thing
agents are computationally limited and can only process a bounded amount of informa-
tion. Thus if a social situation can only be described using more bits of information
than an agent can process, then that agent can only maintain a portion of the total
information describing the situation. Also, the observational power of an agent is lim-
ited. For example, suppose that the exact size of a piece of wood is the only relevant
piece of information about some situation. While an agent may have enough memory
to remember this single piece of information, measuring devices are subject to error.
Furthermore, some agents may not see, or be aware of, many of the events that take
place. Therefore it is fair to assume that two different agents may have different views,

or interpretations, of the same situation.
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CHAPTER 2. HISTORY BASED STRUCTURES 18

Starting with von Wright’s work in the 1950s and Hintikka’s seminal book, Know!-
edge and Beliefs [58], there has been a lot of research devoted to the use of modal logic
to formalize this uncertainty faced by a group of agents in a social situation. These
formal models are intended kto capture both uncertainty about ground facts and un-
certainty about other agents’ uncertainty. Formal models of knowledge and beliefs have
been employed by a wide range of communities, including computer scientists ([34, 110}),
economists ([11, 12, 5]) and philosophers ([47]). Arguably the most successful of these
frameworks are Kripke structures. Kripke structures provide a simple and well-behaved
semantics for multi-agent modal logic. Despite their simplicity, there has been much
discussion about whether Kripke structures are appropriate formal models of social situ-
ations. Much of the discussion centers around the so-called logical omniscience problem.
See [71] and [34] chapter 9 for more information. From the social software point of view,
the major drawback to using Kripke structures is the fact that they represent a static
view of a situation. In fact, as soon as one tries representing the dynamic nature of many
social situations, one of the major benefits of using Kripke structures - their simplicity
- is lost.

This chapter presents a mathematical model in which the uncertainty of agents about
a social situation can be represented. The next section presents the formal details of the
basic model. Section 2.2 shows how this basic framework can be extended to provide

a model for multi-agent epistemic temporal logics. Finally, Section 2.3 shows how to
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view this framework as an extensive game, thus capturing agents’ preferences in a social

situation.

2.1 History Based Structures

The history based structures describe in this section have been used by a number of dif-
ferent communities (perhaps with additional assumptions) to reason about multi-agent
interactive situations. In particular, there is an extensive discussion in the distributed
computing literature of history based structures, often called interpreted systems (see
[34] Chapters 4, 5 and 8 for a thorough discussion). The framework described in this
chapter is based on that of Parikh and Ramanajam [82, 83].

Let E be a fixed set of events. As discussed in the previous section, it is natural
to assume that different agents are aware of different events. To that end, assume for
each agent ¢ € A, a set E; C F of events “seen” by agent 7. We need some notation:
Given any set X (of events), X* is the set of finite strings over X and X the set of
infinite strings over X. A global history is any sequence, or string, of events, i.e., an
element of E* U E¥. Let h,Hk/,... range over E* and H, H',... range over E* U E¥. A
local history for agent 7 is any element ~» € E}. Notice that local histories are always
assumed to be finite.

Given two histories H' and H, write H < H' to mean H is a finite prefix of H'. Let

hH denote the concatenation of finite history h with possibly infinite history H. If H is

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 2. HISTORY BASED STRUCTURES 20

infinite or length greater than or equal to ¢t € N, let H; denote the finite prefix of H of
length t. For a history H, let len(H) denote the length of H (i.e., the number of events

" in H). For any set of histories ?, we denote the set of all histories (from #) of length
k by H;. Finally, define FinPre(#) = {h | h € E*,h < H, and H € H}. So FinPre(H)
is the set of finite prefixes of elements of H.

A set H C E* U E¥ is called a protocol provided # is closed under the FinPre
function, i.e., FinPre(#) C H. Intuitively, the protocol is the set of possible histories
that could arise in a particular social situation. Notice that for a protocol H, the set
of finite histories in H is equal to FinPre(#). Following [82, 83], no structure is placed
on the set H. le., the protocol can be any set of histories closed under finite prefixes.
Notice that this differs from standard usage of the term protocol which is taken to
mean a procedure executed by a group of agents. Certainly any procedure will generate
a set of histories, but not every set of histories will be generated by some procedure.
For example, suppose we consider a protocols that satisfy a fairness property. That
is every history that contains a request event (say e,) always contains an answer (say
€,) in some finite amount of time. It is not hard to see that if we take a protocol
generated by a procedure to be the set of all possible generated histories, then H =
{H | H = H,e,Hse,H; where H; and H, are finite histories} cannot be generated by
any procedure. For if a procedure can generate all histories of the form Hje,He,Hj

where the length of H, can be any finite number, then the procedure can also procedure
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a string of the form H,e,.H, where H, does not contain e,.

Definition 1 Given a set of events E and a finite set of agents A, a history based
multi-agent structure based on E is a tuple (M, Ey, ..., E,), where H C E*U E¥ is

a protocol and E; C E for eachi€ A.

Single agent history based structures have been successfully used by computer scientists
to reason about computational procedures and reactive systems. The main idea is that
given a computational procedure, which can be represented by a finite state transition
system, a history represents a possible sequence of states that can be generated as the
program executes. This has led to the development of modal logics which can be used to
reason about these structures. For example, the language of LT L, linear temporal logic,
includes formulas of the form ()¢, which is intended to mean that ¢ holds at the next
moment. Notice that this assumes that there is a unique next event to take place, hence
the name linear temporal logic. The next section contains the formal details about LT L.
Other languages such as CTL and CTL* can be used to reason about nondeterministic
computational procedures, where there may not be a unique next event. The reader is
referred to [107, 48] for information on temporal logic and [24] for its uses in computer
science.

From the social software point of view, multi-agent history based structures provide
means by which we can describe and study many important aspects of social interactions.

The main idea is that each i € A is only “aware” of the events e € Ej;. A global history
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H represents a sequence of events that have taken place and each agent ¢ may or may
not be aware of the entire sequence H. This will be made more formal below. There are
two things that are important to realize about multi-agent history based structures at
this point. The first is that if an agent is aware of event e, this does not necessarily mean
that the agent performed an action which caused the event to take place. In general,
there may be a subset A; C E; of events, called actions, that an agent can cause. This
is discussed in Section 2.3 below. The second thing which is important to realize at this
point is that a history based multi-agent structure is a very low-level description of a
social situation. It is similar to describing a computation using machine code. Thus, it
should not be surprising that many features of social situations relevant for the analysis
of social procedures can be (;*aptured by these models. Whether these aspects of social
situations can be captured with elegant formalisms amenable to human and/or computer

analysis is another issue all together.

2.2 Logics of Knowledge and Time

In this section, we show how history based structures defined in the previous section
can be used to generate models for temporal epistemic logics. As discussed above, given
a particular finite global history H and an agent ¢, ¢ will only “see” the events in H
that are from E;. In other words, from agent #’s point of view at any time ¢, the initial

segment H; of H looks as if it is some sequence in E;. Formally, we define a local view
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. function ); for each agent ¢, where X\;(H) € E} is agent ¢’s view of history H.

Definition 2 Let H be a protocol. For eachi € A call any function ); : FinPre(H) — E7

a local view function of agent i.

Note that in the above definition, ); is any function from finite strings of events to the
set of i’s local histories. However, we may want to place some conditions on the local
view functions that we consider. The first condition assumes that an agent’s local clock

is “consistent” with the global clock.
e For all H € H if t < m, then \;(H;) < \(Hp,)

This is a very natural assumption and for this thesis we will assume that all local view
functions satisfy this condition. A second condition that we may want to place on the
local view functions is that \;(H) is embeddable! in H. Informally, this means that
the agents are not wrong about the events that they witness. Finally, note that the
domain of the local view functions are the finite strings of H. This is in line with the
assumption that at any moment only a finite number of events have already taken place.
This assumption can be dropped and the definitions can be modified to allow agents the
ability to remember an infinite number of events, but since our intended application is
the analysis of social procedures and procedures typically have a starting point, we will

stay with this more realistic assumption.

A string w is embeddable in v if each character from w appears in v in the same order. For a formal
definition of embeddable refer to [79]. For example, the string abc is embeddable in aabbaaca, but abc
is not embeddable in bbaac.
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Let H and H' be two global histories in some protocol H. We write H ~; H' if
according to agent ¢, H is ‘equivalent’ to H’. Formally, this equivalence relation is

defined in terms of the local view functions:

Definition 3 Let H be a protocol. Given finite global histories, H, H' € ‘H, we say that

H and H' are equivalent for agent i, written H ~; H', iff \,(H) = \;(H').

It is easy to see that for each ¢ € A, ~; is an equivalence relation. Thus by using
local view functions to represent agent uncertainty, we are assuming an S5, logic of
knowledge?. Alternatively, if weaker multi-modal logics such as S4, or KD45, are’
used to formalize the agents’ knowledge or beliefs, then instead of starting with local
view functions and deriving the relation ~;, one can assume a relation ~; on H with

the appropriate properties. Adding local view functions to a history based multi-agent

structures gives us a history based multi-agent frame.

Definition 4 Given a history based multi-agent structure for a set of agents A, Fyg =
(H,Ey,...,E,) based on E, a history based frame based on Fy is a tuple Fx =

(H,E1, ..., B0, M,y An), where each \; is a local view function.

2The definition of the logical system S5, will be given below.

3The modal logic S4,, contains Modus Ponens, an axiomatization of propositional calculus, the rule
of necessitation (from ¢ infer K;¢), and the following axiom schemes: K;(¢ — 9) - (K¢ — K;9),
K¢ = ¢ and K;¢ - K;K;¢.

The modal logic KD45,, contains Modus Ponens, an axiomatization of propositional calculus, the
rule of necessitation (from ¢ infer K;¢), and the following axiom schemes: K;(¢ — ¢) — (K¢ — K1),
KL — L, K¢ K;K;¢ and =K,;¢ - K;~K,;¢. More information can be found in [21].
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Additional assumptions about the agents’ local view functions allows us to model agents
with different capabilities. Two assumptions which have been discussed in the literature
are perfect recall and its dual no learning. Intuitively, an agent is said to have
perfect recall if it remembers every event that it sees. Informally, this implies that as
time increases, the set of histories that an agent considers possible stays the same or
decreases. We will only consider the assumption of perfect recall®. In [51], perfect recall

is defined as follows:

Definition 5 Let Fx be a multi-agent history based knowledge frame. Agent ¢ is said
to have perfect recall provided for each finite H H', H" € H, if \;(H) = X\(H') and
H" <X H, then there is a global history H" € H such that H” < H' and \;(H") =

)\i(Hm)-

Suppose H is a protocol. Let H € A and define H;; = {H’ | 3m € N, H, ~; H},}. Then
it is easy to see that agent ¢ has perfect recall iff for all t € Nand H € H, H;z1 C Hiy.
For example, consider the following recursive definition of a local view function for agent

i. Let );(e) = e if e € E; and the empty string otherwise. For each He € #,

Mi(H)e ec€ E;
)\,‘(HC) =

Ai(H)  otherwise

4The intuitive interpretation of no learning is that as time increases the set of histories that an
agent considers possible stays the same or increases. The interested reader is referred to [51] for more
information.
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Then it is easy to see that this function satisfies the property in Definition 5. Notice
that when an agent has perfect recall, then the agent’s local view function is derivable
from the set E;. That is, we can assume that }; is defined as above. Let F& denote a
history based knowledge frame in which each agent has perfect recall and F the class
of history based knowledge frames with perfect recall.

Finally, a few comments about whether agents have access to the global clock. We
say that a history based knowledge frame Fx is synchronous if all agents have access to
the global clock. Formally, Fx is synchronous iff for each ¢ € A and for each H, H' € H,
if \;(H:) = M\(H)), then ¢ = u. This property can be achieved by assuming there exists
a special event ¢ € F with ¢ € E; for each ¢ € A. This event represents a clock tick. In
synchronous history based models with perfect recall, the local view function maps each
event seen by agent ¢ in some finite history H to itself, and all other events to the clock
tick c. We write Fg "° if F is synchronous and FZ"¢ for the class of synchronous history
based knowledge frames. We say that Fx is asynchronous if Fg is not synchronous.
Another assumption which has been considered is a unique initial state. A history
based knowledge frame has a unique initial state if each global history begins with the
same event. Formally, a protocol has a unique initial state if there is an event e € E
such that for each H € H, the first event in H is e.

Properties of history based knowledge frames can be described by a multi-modal

logic. Let At be a countable set of propositional variables. A formula of multi-agent
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knowledge and time (denoted £X7T(At) or LXT if At is given) has the following syntactic

form

p:=p|l-¢|oNd|Kid| OdloUg

where p € Atand i € A. Let vV, —, L; be defined as usual, | denote pA—p and T denote
—T. K;¢ is intended to mean that i “knows ¢". (O¢ is intended to mean “¢ is true after
the next event” and ¢ U is intended to mean that “¢ is true until ¢ becomes true”.
Other temporal operators can be defined as usual. For example, F'¢ which is intended
to mean that “¢ will be true sometime in the future” is definable using the U operator:
define F'¢p to be T U ¢. Then “¢ is true at every moment in the future”, denoted G¢,

is defined to be —F—¢.

Definition 6 Suppose that A is a set of agents and Fx = (H, E1, ..., En; M, ..., A).
A history based model of knowledge and time based on Fg is a tuple My =

(H,Ery ooy Eoy My .o, M, V), where V : FinPre(H) — 2™ is a valuation function.

For simplicity we begin by defining truth in models based on synchronous history based
frames. Formulas are interpreted at pair H,t where H € H is an infinite global history
and t € N. That is, for H € H, H,t = ¢ is intended to mean that in history H at
time t, ¢ is true. Truth is defined recursively on the structure of a formula ¢. Let

Mg = (H,FEy1,...,Ep, A,..., 2, V) be a history based model, H an infinite global
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history and t € N.
1. HitkEpiffpe V(H,y)
2. Ht=oANyif Hitl=¢and H,it =9

3. Ht = Q¢ iff Hit+1k¢

4. H t = ¢ Uy iff there exists m > t such that H,m & ¢ and for all [ such that

t<l<m,HlE¢
5. H,t = K;¢ iff for all H' € H such that H; ~; H;, H',t = &.
We have two remarks about the above definitions. The first is that in the above definition
of truth of the K; modality (item 5. above), it is assumed that the agents all share
a global clock. Thus only histories of the same length need to be considered. This

assumption is made in order to simplify the presentation. If the agents do not share a

global clock, then item 5. should be replaced with the following definition:
5. H,t = K;¢ iff for all m > 0, for all H' € H such that Hy ~; H],, H' ,m = ¢

The second remark concerns the definition of the U operator. It is well known that if

we replace 4. with the more general 4'. below, then we can define Q¢ as 1U¢.

4'. H,t = ¢ Uy iff there exists m > ¢ such that H,m |= ¢ and for all ! such that

t<l<m,HlkE¢
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However, we have opted to stick with the less general definition of U (4.) to ease
exposition.

Given a history based knowledge model My, we say ¢ is valid in My, denoted
My = ¢, ifforeach H e H and t € N, H,t = ¢. We say ¢ is valid in a history based
knowledge frame Fg, written Fx k= ¢, if ¢ is valid in every model based on Fg.

" Notice that we are only interpreting formulas at infinite global histories. This is
because the definition of truth of ()¢ may not make sense if the global history is finite.
That is if len(H) = k, then how should we interpret H, k = O¢? It is easy to see that
specifying that (O¢ is always true (or always false) conflicts with axiom T2 below.

A sound and complete axiomatization for knowledge and time under various assump-
tions can be found in [51], using a slightly different framework. The precise connection
between the two frameworks will be discussed below. We first report the relevant results
from [51]. For reasoning about knowledge alone at a fixed moment in time, the following
axiom system is well known to be sound and complete with respect to the class of all

history based frames (see [34] for a proof).
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PC. All tautologies of propositional logic
K2. K¢ — ) = (Kip = Ki)
K3. Kip— ¢
K4. K¢ = K;K;¢
K5. -K;¢ — K;-K;¢
MP. From ¢ and ¢ — ¢ infer ¢
N. From ¢ infer K¢
Call this axiom system S5,. The following axiom system is from [51] is used to reason

about (linear) time.

Tl.. Q¢ AO(¢ =) = Oy
T2. O(¢) & -0¢
T3. Uy <y V(6AO(e Uy))
RT1. From ¢ infer Q¢
RT2. From ¢' — - A Q¢' infer ¢' — —(¢ Uv))
A few remarks about the rule R7'2. This rule is equivalent to the following simpler two
rules:
RT2;. From ¢; — ¢, and ¢y — vy infer (¢:1U2) — (¢2Utbe)
RT2,. From O¢ — ¢ infer F¢ — ¢
To see that RT2 follows from these rules, suppose that we have derived ¢’ — -7 and

¢ — O¢'. Then, using standard propositional reasoning and T2 we can infer O—¢' —
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—¢'. Hence using RT2, we can infer F—¢' — —¢/, i.e., (TU-¢') — —~¢'. Now notice
that for any formula ¢, we can derive ¢ — T and using propositional reasoning we
can infer ¢ — —¢'. Thus using RT2,, we can infer (pUr)) — (TU-¢'); and so using
propositional reasoning we can conclude ~(¢U1). Showing RT2; and RT2, follow form
RT2 is straightforward exercise in Hilbert style derivations and so will be omitted.
Call the axiom system that contains the rules and axiom schemes from S5, and the
rules and axiom schemes above S5Y. Again it is well-known that S5Y is sound and com-
plete with respect to the class of all history based knowledge frames. It becomes much
more interesting when axiom schemes connecting the knowledge and time modalities are

added. The two axiom schemes from [51] that will be of interest are:

KTl. K;O¢— OK;¢

KT2. Kigi A O(Kiga A ~Ki¢s) = Li((Ki1) U[(Kid2) U—gs))
These axiom schemes characterize systems in which all agents are assumed to have
perfect recall. Axiom KT1 is easily seen to be valid in synchronous history based
knowledge frames with perfect recall. For if agent 7 knows (at the current moment) that
¢ will be true at the next moment, then since ¢ has perfect recall, ¢ cannot lose this
knowledge. Therefore, at the next moment agent ¢ will know ¢. Using similar reasoning,
the formula K;G¢ — GK;¢ — if i knows ¢ is true at the current moment and that it will
always be true, then it will always be the case that agent ¢ knows ¢ — is easily seen to be

valid. Interestingly, van der Meyden showed that adding only this axiom to S5f{ is not
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complete for frames with perfect recall [103]. In [51], a series of completeness proofs are
offered under a variety of assumptions (perfect recall, no learning, synchronous, unique
initial state). In particular, they show that the more complicated axiom K72 is what
is needed to characterize frames in which the agents are assumed to have perfect recall,
i.e., the axiom system S5 + KT2 is sound and complete with respect to frames with
perfect recall. For a proof of these results (with respect to the semantics in [51]) refer
to [51].

At this point the reader may have noticed that we have omitted discussion of a topic
widely discussed in the epistemic logic literature — common knowledge. In part, this
is due to an early result of Halpern and Vardi [52] who show that the complexity of
reasoning about the validity problem of languages with common knowledge in frames
with perfect recall is I} complete. Hence, no recursive axiomatization is possible when
common knowledge is added to our language. The result is true regardless of whether
agents have access to the global clock. Only if we drop all assumptions on the reasoning
abilities of the agents do we get the possibility of a finite axiomatization (or make the
drastic assumptions of no learning, perfect recall, synchronous and a unique initial state).
In fact, when more than one agent is involved, then reasoning about the validity problem
of the axiom systems discussed in this chapter is in nonelementary time (consult [52] for

proofs of this and related results).
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Another point worth mentioning is that the language £XT is not expressive enough
to capture the synchronous property (nor the unique initial state property). The com-
pleteness proof for S57 holds regardless of whether the history based knowledge frames
are assumed to be synchronous. These properties can be captured in languages with
past-time operators. Completeness results for such systems have recently been estab-
lished in {40]. Other interesting properties of history based frames cannot be captured
in our language, such as that ¢ is true at the next moment in all possible extensions of
the current history. In [104], van der Meyden and Wong prove a series of completeness

results for logics of knowledge with branching time operators.

2.2.1 Histories or Runs?

The section discusses the similarities and differences between the Parikh and Ramanajam
framework described in this chapter and the Halpern et al. [52, 34, 51] interpreted
systems.

We begin by formally defining interpreted systems. The reader ié referred to [34] and
[51] for more details. Let L be a set of local states. A system for n agents is a set R
of runs, where a run r € R is a function r : N — L**! r(¢) has the form (I, 1, ..., 1),
where [, is the state of the environment, /; for 7 = 1,...,n is the local state of each
agent. A point, or global state, is an element (r,t) € R x N. An interpreted system

T = (R,n), where R is a system and 7 : (R x N) x At — {true, false}, that is = (r, t) is
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a truth assignment, where At is the set of atomic propositions. The uncertainty of the
agents is defined as follows: agent ¢ cannot distinguish two points if it is in the same
state in both: (r,t) ~; (r',t') iff r(£); = 7'(¢');. Formulas are interpreted at pairs (r,?)
where r € R and t € N, ie., r,t | ¢ is intended to mean that in run r at time ¢ ¢
is true. The formal definition of truth is very similar the the definition above, and so
we will only give the definition of the modal operators (see [51] for more details). Let

T = (R, ) be an interpreted system, r € R and ¢t € N. Then
1. r,t = K;¢ iff ', = ¢ for all (r',t') such that (r,t) ~; (r',t')

2. rt=0Ooiffrit+1kE¢

3. r,t = ¢U iff there is some ¢’ > ¢ such that r,t' =4, and for all l with t <[ < ¥/,

we have r,l = ¢

At first glance, the difference between an interpreted system and a history based model
seems to be purely linguistic. A run is a function that specifies the local state of each
agent (including the environment), but can just as easily be understood as a sequence
of events, where each event is a tuple of local states. For Parikh and Ramanajam, an
event is a primitive object, whereas for Halpern et al. events are tuples of local states.
‘We make this observation more formal below.

We first discuss the translation from history based models to interpreted systems. Let

Frx = (H,E1, ..., Ep, M, ..., \) be a history based knowledge frame based on E and
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My = (H,E,...,E;, M, ..., A, V) a model based on Fx. We define an interpreted
system ((Mpg) = (Ry,n) as follows.

Let L = (J;e{Mi(Hy) | H € H,t € N}. Let e denote the environment agent and
assume that for each finite history H € H, A\(H) = H. That is, the environment agent
is aware of every event (this is only for convenience). For each infinite H € H define a
run vy : N — L* as follows: 74(t) = (Ae(Hy), A1(Hy), - .., An(Hz)). Then the following

observation is a straightforward application of the definition.

Observation 2.2.1 For each infinite history H H' € H, for eacht,m € N, H; ~; H,,
'I‘.ﬂ' (TH';t) ~i (TH'am)'
Finally, interpret the valuation function in the obvious way. That is, for each p € At,

define 7 (ry,t)(p) = true provided p € V(H;).

Lemma 2.2.1 Let My = (H,E1,..., Ep, M, . .., M, V) be a history based model and

¢ € LEXT an arbitrary formula. Then for each H € H andt € N

Hat'=¢ZﬁTHat’=¢

Proof Let Mg = (H,Ey,...,Ep, A1, .., An, V) be a history based model of knowledge
and time, ¢ € LXT, H € 7 and t € N. We will show H,t |= ¢ iff r5,t = ¢. The proof
is by induction on ¢. The base case is true by definition. The boolean cases are obvious

which leaves the modal cases.
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e Suppose that H,t = K¢, then for each m > 0 and H' € H with H, ~; H),,
H',m = ¢. We must show that ry,t = K;¢. Let rgr € Ry be any arbitrary run
such that (rg,t) ~; (rg,m). By the above observation, H; ~; H, . Since H,t |=
K¢, H,m = ¢. Hence by the induction hypothesis, 7y, m = ¢. Therefore,

ru,t = K;¢. The other direction is analogous.
e Hitl= ¢ iff H,t+1 E ¢ iff (induction hypothesis) rg,t+1 = ¢ iff rg,t E Od.

e Hit = ¢ Uty iff 3t' > t such that H,t' |= ¢ and for each m with ¢t < m < ¢/,
H,m k= ¢ iff (induction hypothesis) 3t' > ¢ such that ry,t’ |= ¢ and for each m

witht<m<t,rgmE¢iff ry,tE= ¢ Uy m|

This lemma shows that the soundness results from [51] can be applied to history based -
frames. For example, suppose that ¢ is a theorem of S5Y + KT1 but Fx ¥ ¢. Then
there is a model My based on Fx in which there is a global history H and moment
t € N such that H,t = ¢. But then using the above lemma in the interpreted system
t«(Mpg), ry,t & ¢ which contradicts the soundness proof for interpreted systems.

What about the completeness results? I.e., do the completeness results from [51]
apply to history based frames? The answer is yes if we can show that for each interpreted

system, there is a modally equivalent® history based frame.

5That is, the two structures satisfy the same modal formulas.
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Let (R,n) be an interpreted system with local states L. Given a run r € R we
show how to construct a history H". First let E; = L for each agent i (or E; = L; if
the agents do not share local states). Then let £ = U;E; U L**!. So the events are
the local states and the global states. For each r € R, let H™ = r(0)r(1)r(2)---. Let
H = (UE)*U{H" | r € R} and Hr = H' UFinPre(H'). Notice that in H the only
infinite histories are histories of the form H" for some TE R. Thus these are the only
histories in which we interpret our formulas. We need only define the agents local view
function. Since the domain of the local view function is the set of all finite prefixes of a
protocol, we have two cases the consider. The first is if H € E} for some ¢ € .A. Then
simply define \;(H) = H (as this situation will not arise when interpreting formulas,
the actual value of \;(H) does not matter). If H is H" for some r € #, then define

Ai(HT) = last(H");. Then the following observation is obvious.

Observation 2.2.2 Let R be any set of runs, then for each r,7' € R and t,m € N,

r(t): = r'(m) iff H ~; Hp,.

Finally, we define a valuation function V : FinPre(H) — 2% as follows. If H € E;
for some i € A, then V(H) = 0. If H is H" for some r € R, then let p € V(H])
iff 7(r, t)(p) = true. The following lemma which shows that our translation works as

intended is obvious so the proof is omitted.

Lemma 2.2.2 Let (R,7) be an interpreted system. Then for each r € R and each
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¢ € LKT

rntlE¢ iff H tE o

The only case that may cause some trouble is when ¢ is of the form K;¢. In this case,
the results follows immédiately once one notices that formulas are only interpreted at
infinite histories, i.e., histories of the form H" for some r € R. Thus if H",t = K.
Thén if H ~; H', H' must be of the form H™ for some 7' € R (these are the only
possible infinite histories). And the proof of the lemma follows immediately.

The above lemma shows that the completeness proofs from [51] carry over to history
based frames. However, the above construétion seems like somewhat of a cheat. In
particular, notice that the local view functions are not embeddable in a infinite global
history H". A better solution would be for a given interpreted system (R, 7) to find a set
of events E and protocol H based on F and embeddable local view functions such that
the history based model based on this frame is modally equivalent to (R, ). However,
answering this question is is analogous to constructing a program written in a high level
lanéuage (such as C) from some machine code. In fact, the real question we are asking
is where does a particular interpreted system come from? For more on this topic the
reader is referred to [34] Chapter 5.

This section shows that the answer to the question posed in the title of this section,
is that is does not really matter which semantics one chooses from the point of view

of soundness and completeness of axiom systems. So, is the difference between the two
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semantics only linguistic? Technically, perhaps the answer is yes. However, there is a
difference from the modeler’s point of view. The intuition guiding interpreted systems is
that there is a computational procedure that each agent is following and the local states
describe the internal states of the agents at different moments in time. So the difference
lies in the intended application in the models. For interpreted systems, the intended
application is an analysis of distributed computational procedures whereas for history
based structures the intended application is social interactive situations. For example, in
[83], Parikh and Ramanajam argue that this framework very naturally formalizes many
social situations by providing a semantics of messages in which notions such as Gricean

implicature can be represented.

2.3 Extensive Games

In the game theory literature, extensive game forms are used to model the decision
problems encountered by agents in strategic situations [65]. These structures have much
in common with history based structures. In fact, as will be shown in this chapter, with
some additional assumption, a history based structure can be turned into an extensive
game form.

Let (#,Ei,...,En) be a history based structure based on a set of events E. In
a general game-theoretic situation the events are “caused” by the agents. As such, we

assume for each agent a set A; C E; of actions i can perform. Notice that we are blurring
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the distinction between the action that agent ¢ chooses to cause event e and the event e
itself.

In this section we will assume that the agents are aware of all possible events, i.e.,
for each 7+ € A, E; = E. This assumption is called perfect information is thé game
theory literature. Actually, the assumption of perfect information says something slightly
stronger, namely that each agent knows which actions have taken place. Essentially, this
means that we are we are working with synchronous history based frames with local view
functions that satisfy perfect recall. Thus to make this assumption of perfect information
formal, we must bring in the machinery from Section 2.2. Reasoning about extensive
games from this is point of view is explored in a recent paper of Bonanno [13]. In order
not to overburden the reader with notation at this point, we will not make any attempt
to bring in the local view functions from Section 2.2 and assume that we are working
under the assumption of perfect information. Therefore, in this section, we will denote
a history based structure as (#, Ai, ..., A,) and assume E; = F for all 7 where F is the
set of all possible events.

A few structural assumptions about the protocol H are needed. The first assumption
amounts to saying that at any moment only one agent can perform an action. Given a
global history H (possibly infinite) and time ¢ € N, let F(H;) = {H' € H | H; X H'},
i.e., F(H,) is the set of all global histories from H that extend H,. Also, suppose that

for each global history H, first(H) denotes the first event of H.
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Definition 7 A protocol is said to satisfy the single agent property if for each H € H

and each t € N, there is a unique i € A such that for each H' € F(H,), first(H') € A;.

Notice that this implies that at every moment there always is an agent who performs
some action. If necessary, we can assume that nature is an agent which can always
perform a special action c¢ interpreted as a clock tick. One more technical assumption is

needed in order to deal with infinite histories.

Definition 8 A protocol H is said to be closed provided for each infinite history H, if
foreacht € N, H, < H and H; € H, then H € H. Le., H is closed upwards under the

< relation.

These additional structural assumptions about the protocol # is all that is needed to

define an extensive game form.

Definition 9 A history based game form is a structure Fg = (H, Ay, ..., A,) where

H is a protocol that is closed and satisfies the single agent property.

We say a history based game form is finite if H is finite and is finite-horizon if each
H € H is finite. What are missing from the above definition are the preferences of
the agent. In the game theory literature it is standard to assume that agents have
preferences over possible outcomes of a situation. In other words, the players pref-

erences are over terminal histories, i.e., histories that cannot be extended. Formally,

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 2. HISTORY BASED STRUCTURES 42

define a set Term(#) of all terminal histories in # as follows Term(#) = {H | H €
‘H and if H < H', then H' ¢ H}.

Here we have a choice — preferences can either be represented using preference
relations over the set of terminal histories or by utility functions. Any function u; :
Term(H) — R is called ¢’s utility function. Intuitively, for H, H' € Term(#) and
u;(H) > u;(H') then i (weakly) prefers the situation H to H'. The reader is urged
to consult [65] for more information on defining preferences and utility functions in
extensive game forms. We will leave the discussion here as Chapter 3 will pick up where

we have left off.
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Chapter 3

Knowledge Based Obligation

This chapter focuses on the first of the two main issues of this thesis: developing a
formal model in which an agent’s choice of action (especially obligatory action) depends
on its state of knowledge. Indeed one cannot reasonably be expected to respond to a
problem if one is not aware of its existence. For instance a doctor cannot be expected
to treat a patient unless she is aware of the fact that he is sick, and this creates a
secondary obligation on the patient or someone else to inform the doctor of his situation.
In other words, many obligations are situation dependent, and are only relevant in
the presence of the relevant information. This creates the notion of knowledge based
obligation. We consider both the case of an absolute obligation (although dependent on
information) as well as the notion of an obligation which may be over-ridden by more

relevant information. This chapter is based on joint work with Rohit Parikh and Eva

43
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Cogan [81].

3.1 Introduction

Suppose we are given two functions o and § over some domain D. Then a < f iff
Vz € D,a(z) < B(z), and moreover @ < B iff @ < B and B £ a. If some element d
of D is chosen, and we are offered a choice between a(d) and B(d) in dollars, clearly
we will choose ,8 (d) even if d is unknown to us. This paradigm comes in useful in two
contexts. The decision theoretic context, where D is the set of possible states of nature
and «, 8 represent payoff functions. The other context is the game theoretic one where
D represents the (already chosen but unknown to us) choices of the other players, and
o, B are possible strategies for us. In this context, if @ < 3, we will say that 8 dominates
o and we will tend to prefer 3.

Now this comparison between o and S will not be possible for us if all we are given
are the ranges of o and 8. For instance if a(z) = 22 and B(z) = z over the unit interval
[0,1], then it is indeed the case that o < f but the ranges of the two functions are the
same. Moreover, the function y(z) = 1 — = has the same range as 3, but while we do
have o < 8 we do not have a < 7. So just knowing the ranges we could not tell that
a<f.

These considerations have relevance to the situation where the values represent some

societal good and we ought to do what is best for society. Clearly, knowing the set of
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consequences of action « versus knowing the set of consequences of 8 will nét always
tell us how to decide. Rather we need to ask, given the current circumstances (possibly
only partially known to us) can we still choose? It has been suggested that action « is
preferable to action 3 if all consequences of a are better than any consequence of f.
But clearly this requirement is too strict.

For consider the decision whether to exercise. Suppose some people are rich and some
are poor, but all would be better off exercising. However, assume for a moment that it
is better to be rich and lazy than to be poor and to exercise. Then ithe consequences
of exercising are {richAexercised, poorAexercised} whereas the consequences of being
lazy are {richAlazy, poorAlazy}. Not all consequences of exercising are better than
every consequence of being lazy, even though each individual person, whether rich or
poor, is better off exercising. To ask that all consequences of exercising be better
than every consequence of being lazy, is too much. So we need to compare situations
pairwise, a particular situation with exercising and the “same” situation with laziness.
In other words, if choosing between an o and a (3, we should choose S if for some specific
circumstance f yields a higher value than a.

What if it is the case that sometimes a(z) < B(z) and sometimes the other way?
In that case we may need to find out more about z before we can choose. Sometimes
someone else knows enough about z for this purpose and then she ought to tell us, in

case she knows that we are about to choose.
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The following examples from [81] illustrate the type of situations we have in mind.

Example 1: Jill is a physician whose neighbour is ill. Jill does not know and has not

been informed. Jill has no obligation (as yet) to treat the neighbour.

Example 2: Jill is a physician whose neighbour Sam is ill. The neighbour’s daughter
Ann comes to Jill's house and tells her. Now Jill does have an obligation to treat Sam,

or perhaps call in an ambulance or a specialist.

Example 3: Mary is a patient in St. Gibson’s hospital. Mary is having a heart attack.
The caveat which applied in case a) does not apply here. The hospital has an obligation
to be aware of Mary’s condition at all times and to provide emergency treatment as

appropriate.

Example 4: Jill has a patient with a certain condition C who is in the St. Gibson’s
hospital mentioned above. There are two drugs d and d’ which can be used for C, but
d has a better track record. Jill is about to inject the patient with d, but unknown to
Jill, the patient is allergic to d and for this patient d' should be used. Nurse Rebecca
is aware of the patient’s allergy and also that Jill is about to administer d. It is then

Rebecca’s obligation to inform Jill and to suggest that drug d’ be used in this case.
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In all the cases we mentioned above, the issue of an obligation arises. This obligation
is circumstantial in the sense that in other circumstances, the obligation might not apply.
Moreover, the circumstances may not be fully known. In such a situation, there may
still be enough information about the circumstances to decide on the proper course of
action. If Sam is ill, Jill needs to know that he is ill, and the nature of the illness, but
not where Sam went to school.

Our purpose in this chapter is to set forth a framework which can be used to study
situations similar to those in the four examples above and to point out certain logical
properties which will hold. We take as our starting point the history based frames
described in the previous chapter. Our goal is a semantics and an axiomatic system in
which we can formalize the agent’s reasoning in the above examples. In particular, we
should be able to formally prove that Ann is obliged to send a message to Jill in example
2 (given the appropriate assumptions). In fact, this has been one of the goals of standard
deontic logic. See [60, 57] and references therein for an up to date discussion of deontic
logic. One of the main points discussed above is that Jill’s obligation arises only after
she learns of her neighbor’s illness. In other words, her obligation depends on her having
the appropriate knowledge. In much of the deontic logic literature, an agent’s knowledge
is only informally represented or the discussion is focused on representing epistemic

obligations, i.e., what an agent ‘ought to know’ (see [63] for a recent discussion). The
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logic in this chapter is intended to capture the dependency of individual obligation on
knowledge.
The above discussion and examples point to four issues that are relevant to the task

at hand.

1. The formal language and semantics must have machinery in which we can express

statements of the form “after agent ¢ performs action a...”.

2. The formal language and semantics must have machinery in which we can express
statements of the form “agent 7 is obliged to perform action a” or “after performing

»

the obligatory action a....”.
3. Certain actions are obligatory only in the presence of relevant information.

4. Certain obligations may disappear in the presence of relevant information (for
example, in example 4, JillI’s obligation to administer drug d disappears in the

presence of relevant information).

Each of the above issues (except perhaps the third) have been the focus of much dis-
cussion in a variety of contexts. Certainly the notion of obligation has been widely
discussed among philosophers, logicians and more recently computer scientists. See [57]
for a survey of the literature. What is new in this analysis is an explicit representation
of the dependency of an agent’s obligations on its knowledge. In essence, this chapter

can be described as an attempt to combine two distinct research areas: deontic logic and
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epistemic logic. A complete survey of the literature relevant to each of the four issues
above would require a book length treatment and would distract us from the task at
hand. Instead, we point to a few references which are relevant to our formal treatment.
Of course, since the epistemic part of our semantics is just the history based frames from
Chapter 2, much of the discussion of the literature from that chapter is relevant here.
For a treatment of obligatory actions in social situations, the reader is referred to [60).
In [60], using so-called ‘see to it that' modal operators, Horty shows how to represent
obligatory actions. The next sections will discuss each of the four issues in detail.

The next three sections discuss actions, obligations and default obligations respec-
tively. For these sections, let Mg = (H,Ey,..., Ep, A1,..., A4, V) be a fixed history
based model based on a set of events E. For simplicity we will assume perfect recall and
that all agents have access to the global clock. Finally, we conclude by returning to the
examples discussed in this introduction and show how our framework deals with each

example.

3.2 Actions

We think of an action as something which is performed at a finite global history H and
which yields a set a(H) of global extensions of H (provided that the action a can be
performed at H). In general there will be other extensions of H in which a has not been

performed. Formally, we assume a finite set, Act, of actions that is a subset of E (the
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set of possible events). We assume that each action is tagged to a particular agent who
is the only one performing that action. Thus if [ stands for turning on the light, then
l; will be Jill turning on the light, and I, will be Sam turning on the light. Clearly Jill
cannot perform the action l;. For the sake of simplicity we assume that at any moment
of time only one agent can perform any action, although if that agent does nothing,
then nature is free to perform a clock tick. In other words, we assume that the protocol
satisfies the single agent property (Definition 7).

Formally, we assume that the set of actions Act C E is partitioned into sets Act; for
each agent i € A. That is, Act = U;c 4Act; where Act; N Act; = @ for ¢ # j. Elements
of Act; will be denoted by a;, b;, etc. If it is clear from context which agent can perform
which action, then we will leave out the indices.

We understand an action a € Act as a partial function from the set of finite histories
to sets of global histories. If Ann turns on the light at H; then the corresponding set is
the set of all histories H' such that H' extends H,l,. Formally, given a an infinite global

history H and a timet € N:

a(H;) = {H' | Hia X H and H' € H}

This implies that when an action is performed, it is performed at the next moment of

time. We could weaken this assumption and assume that performing an action means
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performing that action eventually. In this case, a(H;) will be the set of globai histories
H' such that there is an H; € E* and H,H,a < H'. Note that in this case for two
different actions a and b which both can be performed at finite global history H, a(H;)
and b(H;) need not be disjoint. We will use either definition depending on the application
— it should be clear from the context which is intended.

In order to reason about actions in our formal language, we introduce a PDL style
modal operator. If a € Act, then [a]¢ is intended to mean that in all histories in which a
is performed (by the appropriate agent), ¢ is true. Le., all executions of a make ¢ true.
Its dual {a)¢ will mean that after some execution of a, ¢ is true. Given a global history

H and time t, we define truth of [a]¢ as follows
H,t = [a]¢ iff for all H' € a(H,), H ,t+1E ¢

Whereas the (O, F' and U modal operators are linear time operators, i.e., they range
over moments on a single global history, the dynamic modalities just defined are best
understood as branching time operators.

Note that we are assuming that actions are primitive, i.e., an action is just an element
of the set of events E. One could develop a calculus of actions, where complicated
actions are built up from primitive actions using standard PDL style operators. We

refer the reader to van der Meyden [105] for more on this topic. However, a large class
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of examples, including all the ones we consider in [81] can be handled without adding the
complications of a calculus of actions; and so we leave this line of reasoning for future
research.

One last assumption is that each agent knows when it can perform an action. Thus
if H, ~; H] and ¢ can perform a; at H; then it can also perform a; at H{. We note that
if the power has been off and an agent does not know whether the electric power is back
on, then the agent still knows it can perform the action ‘flip the light switch’, but does
not know whether it can perform the action ‘turn on the light’. Since we stipulate that
an agent knows when it can perform an action, our notion of action will correspond to
flipping the switch but not to turning on the light (unless there is no doubt that the
power is on.) It is not too hard to see that this assumption will force the following

axiom scheme to be valid:

(ai)T — K,‘(G,')T

3.3 Values

We move to the second issue discussed in the introduction to this chapter: formalizing
an agent’s obligation. The basic idea is to assign a real number to each infinite global
history (called the value of the history) and assume that higher valued histories are
“better” than lower valued histories. Notice that we are not making any attempt to

explain why histories are assigned the values they are — that is a job for an ethicist (or
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perhaps a court). We are interested in formalizing the agents’ reasoning about obligatory
actions given an assignment of values. Furthermore, it is worth pointing out that the
actual values assigned to histories do not matter — it is only the induced linear ordering
among global histories which will be of interest for us. At this stage, the use of real
numbers eases presentation and suggests parallels with a game theoretic analysis. The
basic idea is that our models can be thought of as extensive games in which all agents
are playing the seme utility function, or at least each agent’s utility function induces
the same linear order over global histories.

Under natural assumptions, (e.g. that the set of values is finite or compact) there
will be a set of extensions of H which hav.e the highest possible value. We will refer to
this set as the H-good histories and denote it as G(H).

Now, since all global histories have a value, so will those global histories which extend
some finite history H in which a has been performed. We will say that a is good to
be performed at a finite history H, if G(H) C a(H), i.e., there are no H-good histories
which do not involve the performing of a. And we say that « may be performed at H

if V(H) N a(H) is non-empty.!

!Note that this definition seems compatible with the inference that if a letter may be posted then
it may be posted or burned. But we can avoid this apparent paradox by saying that the permission to
post or burn a letter really amounts to a permission to post the letter plus the permission to burn it.
This can be formally expressed as the formula, (G(H)N{a(H) # O)A(G(H)N(b(H) # 0) rather than the
more obvious interpretation (G(H) N (a(H)Ub(H)) 7 0) which does not justify burning the letter as an
option. Here, of course, a is the action of posting the letter and b is the action of burning it. The formula
(G(H)Na(H) # @) expresses permission to post the letter. It does imply (G(H) N (a(H) U b(H)) # 0)
but, in our view, the latter formula does not express the intent of the English sentence “You may post
the letter or burn it.”
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We now make the above discussion more formal, but first some notation. Let H be
a protocol and H € H an infinite global history. Recall that for each t € N, F(H;) =
{H' € H | H, < H'}. That is, F(H,) is the “fan” of global histories (in ) that contain
H; as an initial segment. Let X be any set of histories, f : £ — R be any function, and

define f[K] = {f(H) | H € K}.

Definition 10 Let H be any protocol. A function val : Term(H) — R is called a value

function if for each infinite global history H € H,
1. For allt € N, val[F(Hy,)] is a closed and bounded subset of R.

2. Nyenvall F(H,)] = {val(H)}

Condition 2 is a ‘discounting’ condition which ensures that values of histories depend
only on what happens in a finite amount of time. If two histories agree for a long time
then their values should be close. Formally, it is easy to see that condition 2 implies the

following fact:

VH' € H, Ve >0, 3t >0, VH' € H, (H, = H, = |val(H;) — val(H;)| < €)

Since val[F (H,;)] is closed and bounded for all ¢, there are maximal and minimal elements.
Thus we define, G(H;) = {H'|H' € argmax(val[F(H:)])}. Thus G(H,) is the set of

maximally good, (or just maximal) extensions of H;.
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We can now define knowledge based obligation.

Definition 11 Agent i is obliged to perform action a at global history H and time t iff
a is an action which i (only) can perform, and i knows that it is good to perform a.
Formally, (VH')(H, ~; H! and H' € G(H}) = H' € a(H})). Putting this in terms of
the agent’s local history h = \;(H;), all mazimal extensions of any H, with \;,(H;) = h

belong to the range of the action a.

Note that in our semantics at any moment, only one action attached to a particular
agent is good. In theory nothing prevents it from being food that Ann puts the tea-
kettle on the stove while Jill is treating her father, but we prefer not to overburden an

already heavy semantics.

3.3.1 Comparison with Horty

This above definition of a good action generalizes Horty’s notion of dominance of actions
([60]). In [60] actions are sets of global histories and at any moment m an agent ¢ is
faced with a set Choice™ of possible actions. This set is a partition of the possible
global histories that extend a global history at a particular moment m. Each history H
is assumed to have a value Value(H). Since actions are in fact sets of global histories,
one is tempted to compare actions pointwise so that action a is ‘better’ that a’ just in

case Value(H) > Value(H') for each H € a and H' € o’. In such a case we will write
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a>d (K, <, ‘> can then be defined in similar ways). However, using the sure-thing
principle of Savage, Horty demonstrates some problems with this definition. In order to
get around this complication, actions are giveri a functional flavor.

For each agent ¢ and moment m let State]* be the actions available to each agent
other than i. Thus State!® is a collection of actions available to agent ¢ which are

themselves sets of global histories. That is
State]" = Choicelj_,

where A is the set of all agents?. Horty can now compare actions as follows (recall that

actions are defined to be sets of global histories)

Definition 12 (Horty [60]) Let i be an agent, m a moment and a and o' be two mem-
bers of Choice™. Then (a' weakly dominates a) a < a' if and only ifans < a'Ns for

each s € State™; and a < d' ifa X o' and not o’ £ a.

Thus when comparing actions a and a', they are treated as functions over the domain
of choices of the other agents (i.e., the domain is State™). As functions, a and a' are
then compared pointwise. Our approach is to make this idea explicit and define actions

as partial functions on the set of all possible histories. We then can compare actions

“We have only defined the set Choicel” for one agent, so the above definition only makes sense if
there are only two agents. However, this definition can be extended to multiple agents, see [60] for more
details.
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pointwise on their domains.

3.4 Default Histories

As we have already seen from example 4, the notion of a default history is important
for our analysis. Since the notion of obligation in this chapter depends on the definition
of knowledge, we must first weaken our definition of knowledge. We introduce a modal
operator K¢ which is intended to mean that “i is justified in believing ...”. Our approach

will be to define a system of Grove spheres on the set H [49].

Definition 13 Let H be a set of global histories. A system of spheres on H is a set

S ={81,8,,...} where for eachi>1, §; C Si1 CH, and UR;S; =H.

The intuition is that if 4 < j, then the histories in S; are “more plausible” than those
in §; — S;. There are two issues that will be important. The first is: Given a finite
global history H, which histories are the most plausible given that the situation has
evolved according to H? Denote this sét of histories by D(H). Of course we want
D(H) C F(H) (the set of global histories extending H). In order to formally define D,
we define an index function I for a system of spheres S. Given a finite global history

H, I(H) = wi.(3H',H, = H and H' € §;), i.e., I(H) is the smallest index of a sphere
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containing an infinite extension of H. Then given a finite global history H,
D(H) = Syay N F(H)

That is, D(H) is the set of the most plausible histories extending H. The second notion
is the set of global histories that a particular agent considers most plausible given the
events he has seen. Formally, let ¢ € A be an agent and suppose that A is a local history
for agent 5. Then define the i-index function I;(h) = uj.(3H € §;, Ai(H;) = h), where
¢ = len(h) (the length of h). |

So, I;(h) is the least index of a sphere containing a history in A~*(h). We can then
define the set of histories that 7 considers plausible, given the events that ¢ has seen.

Denote this set D;(h) and define it as follows
Di(h) = {H' | Ni(H}) = h} N Spp)

and here t is the length of all finite histories, local and global, mentioned.
We can now define the notion of weak knowledge. We say that agent 7 justifiably

believes ¢ at H,t, denoted K@¢, if ¢ is true in all i-plausible histories. Formally,

H,tk= K2 iff for all H', H! € Di(N(H,)), H',t = 6
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or putting it in terms of the local history h

h = K¢ iff for all H', H, € D;(h), H',t = ¢

Of course K;¢ semantically entails K¢. In general K¢ does not satisfy the veridicality
axiom (the truth of K¢ does not necessarily imply that ¢ is true). But it is easy to

check that both positive and negative introspection hold. That is

Lemma 3.4.1 K¢ satisfies both positive and negative introspection. That is the follow-

ing schemes are valid.
1. Ki¢p — KiKio
2. =Kd¢ — K¢-Ki¢

Proof Suppose that H,t = K&¢. Then for any H' with H] € D;(\(H,)), H',t = ¢.
Let H” and H" be arbitrary histories such that H}' € D;(\;(H,)) and H}" € D;(M\:(HY)).
Since H" € D(A(Hy)), AM(H}) = M\(H;) and since H}" € D(A(H})), M(H") = N(HY).
Therefore, A;(H;") = A\;(H,) and hence since I;{(A(H;)) = L;i(A(H}')), we have S,y =
Sroayy)- Therefore, Dy(M(H,)) = Di(Mi(HY')). Hence, since H;" € D;();(Hy)), we have
H".t = ¢. Therefore, H",t = K#¢ and since H" was arbitrary, H,t = K¢K#¢. The

proof of 2 is similar. O
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Thus the logic of the operator K¢ is KD45, rather than S5,, but we do act as if it
were S5,. We act on the advice of the short story writer Damon Runyon, “The race
is not always to the swift, nor the battle to the strong, but that is the way to bet.” In

short, if a is the best action given ¢, and K*(¢) holds, then dd a.

3.4.1 Default Obligations

The obligation defined in Definition 11 is an absolute obligation for agent i in the sense
that the obligation remains until a required action is performed by the agent. No amount
of information, however surprising, can remove the obligation. But this is not the case for
Jill’s obligation in example 4. Jill loses the obligation to administer drug d upon learning
from nurse Rebecca that the patient is allergic to drug d. In this example, Jill not only
gained the obligation to administer drug d' upon learning some surprising information,
but also lost an obligation to administer d. Thus Jill’s obligation to administer drug d
was a default obligation, as an absolute obligation could not be lost.

The machinery we developed in this section can be used to formalize this notion. We
say that an agent ¢ has a default obligation to perform action @, provided all maximal

histories that the agent considers plausible are ones in which a is performed. Formally

Definition 14 Agent i has a default obligation to perform action a at global history H
and time t iff a is an action which i (only) can perform, and i justifiably believes that

it is good to perform a. Putting this in terms of the agent’s local history h = A\;(H;), all
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mazimal extensions of any H] € D;(h) belong to the range of the action a.

Clearly, if agent 7 is obliged to perform action a, then agent ¢ also has a default obligation
to perform action a. There are three notions which are important for this chapter. Let

H be a global history, £ € N and a an action.

1. ais a good to be performed at H,t iff every maximal extension of H; is in the range

of a, i-e'a g(Ht) g G’(Ht)

2. a is a knowledge based obligation at H,t iff a satisfies Definition 11

3. a is a knowledge based default obligation at H,t iff a satisfies Definition 14.

If a is a good action, then a ought to be done, but the agent in question might not
have any reason to believe that a ought to be done. This framework can now be used

to understand the following quite well-known example.

The Kitty Genovese Murder

“Along a serene, tree-lined street in the Kew Gardens section of Queens, New York
City, Catherine Genovese began the last walk of her life in the early morning hours of
March 13, 1964.....As she locked her car door, she took notice of a figure in the darkness
walking towards her. She became immediately concerned as soon as the stranger began

to follow her.
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‘As she got of the car she saw me and ran,’ the man told the court later, ‘I ran after
her and I had a knife in my hand.... I could run much faster than she could, and I
jumped on her back and stabbed her several times,’ the man later told the cops.”

Many neighbours saw what was happening, but no one called the police.

“Mr. Koshkin wanted to call the police but Mrs. Koshkin thought otherwise. ‘I
didn’t let him,’ she later said to the press, ‘I told him there must have been 30 calls
already.” ”

“When the cops finished polling the immediate neighbourhood, they discovered at
least 38 people who had heard or observed some part of the fatal assault on Kitty
Genovese.”?

Some 35 minutes passed between Kitty Genovese being attacked and someone calling

the police. Why?

Analysis: The people who saw Kitty being killed did not have default knowledge that
they had the obligation to help her. They all knew that the good histories were ones
in which someone called the police, but not all these histories were ones where they
themselves were the caller — someone else could be the caller. Compare this to a situation
in a waiting room where a child’s mother goes to the bathroom and her daughter starts

to cry. Again there is no one who has a default obligation to comfort the child, but

3This quote is from the article ‘A cry in the night: the Kitty Genovese murder’, by a police detective,
Mark Gado, and appears on the web in Court TV’s Crime Library.
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typically, if there is a woman in that waiting room, she will see that no one else is
taking care of the child and assume responsibility. Unlike the Geneovese case, there
will be a common knowledge, until the child is comforted, that the child is not being
comforted. Well designed social software, (a notion defined originally in [76]) will address
such issues.

As we saw earlier there is not only knowledge but justifiable belief and the justifiable
belief of what are the best histories will depend on what one thinks the histories are. A
man at the beach alone who sees a boy drowning will surely do something. There may
be someone watching from a distance who might be a better swimmer than he himself
is. But his default is that he is the only one who knows, is present, and therefore has
the obligation to help. If on the other hand he is among 50 people at the beach, then
he no longer has default knowledge of his obligation. There might well be other people
on the beach who are better swimmers than he is, and perhaps among them are the
boy’s companions. Mrs, Koshkin’s admonition to her husband amounted to her saying

to him, “You do not have the default obligation.”

3.5 Putting Everything Together

We have developed quite a bit of machinery in this chapter, and so at this point it is

worthwhile to summarize our discussion so far. We begin by extending the language
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LET to £XBO. Formulas in LETO have the following syntactic form:

¢:=p|-¢|dAd| O Uy | Kid|[al¢ | Ga)

where p € At and a € Act. We define the standard boolean operators, L; and the
temporal operators F' and G as usual (see Chapter 2). Define (a)¢ to be —[a]—¢. Let
LE*TO be the language which is just like £XTO but replace each K; modality with K.

We now give the intended interpretation of some of the formulas in LKTO (£X‘T0),

e G(a): “action a is good”’, or “a is a non-informational obligation”

(a)T: “action a can be performed’
e K;{(a;)T: “agent ¢ knows that she can perform action a;”

e K,G(a;): “agent ¢ knows that action a; is good”, i.e., “4 is obliged to perform
a;”. Note that we will have H,t = K;(G(a;)) just in case a; is a knowledge based

obligation for agent i at H; (Definition 11).
e Ki¢: “agent i weakly knows ¢”

e K¢G(a;): “agent ¢ has a default obligation to perform a;”. Note that we will have
H,t = K#(G(a;)) just in case q; is a default obligation for agent ¢ at H; (Definition

14).
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We will now repeat the four examples from the introduction and show how to formalize
each example in the language LXTO (LXTO), Let A = {j,s,a,7} be the set of agents
(with the obvious interpretations) and suppose that Act = {v, t,m} are the set of actions

(the interpretations will be given below).

Example 1: Jill is a physician whose neighbour is ill. Jill does not know and has
not been informed. Jill has no obligation (as yet) to treat the neighbour. Formally,

~K,;G(r), where r is the action of treating the neighbor (which only Jill can perform).

Example 2: Jill is a physician whose neighbour Sam is ill. The neighbour’s daugh-
ter Ann comes to Jill’'s house and tells her. Now Jill does have an obligation to treat
Sam, or perhaps call in an ambulance or a specialist. Formally, K;(G(r)) is true. The
interesting thing about this example is that this formula becomes true, because at the
previous moment, K,(G(m)) is true, where m stands for the action of telling Jill about
Sam’s illness (which only Ann can perform) and that Ann actually did send the mes-
sage m. We discuss this example in more detail below, in particular we are interested

in capturing Ann’s reasoning which allows her to conclude that m is an obligatory action.

Example 3: Mary is a patient in St. Gibson’s hospital. Mary is having a heart

attack. The caveat which applied in example 1. does not apply here. The hospital has
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an obligation to be aware of Mary’s condition at all times and to provide emergency
treatment as appropriate. The issue here falls outside of the scope of our discussion thus
far. What is important for this example is that the hospital has an obligation to ensure
that procedures are set up to guarantee that at each moment K;(G(r)) (here r means
treat the next patient). What complicates matters from the hospital’s point of view
is that the hospital cannot necessarily assume that all agents are using the same value
function. Hence, the task of the hospital is to set up social procedures plus a system of
rewards and punishments so that the agent’s behave as if they are using the same value

function. We briefly touch on these issues in Section 3.7.

Example 4: Jill has a patient with a certain condition C who is in the St. Gibson’s
hospital mentioned above. There are two drugs d and d' which can be used for C, but d
has a better track record.' Jill is about to inject the patient with d, but unknown to Jill,
the patient is allergic to d and for this patient d’' should be used. Nurse Rebecca is aware
of the patient’s allergy and also that Jill is about to administer d. It is then Rebecca’s
obligation to inform Jill and to suggest that drug d' be used in this case. Let é stand
for the action of giying drug d to the patient, similarly for ' and d'. Formally, Jill has
the default obligation to give the patient drug d (K#(G(6))). However, since Rebecca
knows that Jill has this default obligation (K. K¥(G(6))), Rebecca has an obligation to

inform Jill about the drug (K,(G(m4))) where m, means tell Jill about the allergy to
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drug d). Of course, we can replace each of Rebecca’s knowledge operators with a weak

knowledge operator.

Before turning to the semantics, we point out an issue relevant to our analysis. If {(a;)T
is true at some finite history H, then this represents that agent ¢ can perform action
a; at history H. But this does not mean that agent ¢ actually does perform actions a;.
In fact, our formal language does not have any machinery to express such a statement.
Thus a question arises as to whether or not an agent will actually perform a given that
the agent knows that it is good. This is important for Example 2 as we need not only
that Ann knows that she should send a message to Jill, but also that Ann actually does
send the message. This is relevant to our discussion because we are assuming that the
agents share a utility function. Thus if an agent knows that a is good to perform, then
the agent knows that it is in its own best interest to perfrom a. One is tempted to
conclude, that of course the agent will perfrom a in this case. Davidson considers these
and related issues in [31]. These issues are relevant to the question of which protocéls
are considered plausible which is not central to the discussion at hand. We now turn to

the semantics.

Definition 15 Let Fx be a history based frame. A knowledge based obligation

model based on Fg is a structure Mo = (H,{E;}ica, { i tiea, {Acti }ica, val, V) where

e H is a closed protocol satisfying the single agent property

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 3. KNOWLEDGE BASED OBLIGATION 68
e The set of actions for each agent are pairwise disjoint and for eachi € A, Act; C F;
e val is a value‘ function (Definition 10)
° V is a valuation function

Truth in the model is defined as usual. We only give the definition of the new formulas:
o H it =[a]¢ iff for all H' € a(H;), H',t+1FE¢
e H t = G(a) iff G(H;) C a(H)

Note that G(a) — (a)T will be valid in any knowledge based obligation model. This
follows since the conditions on the val function implies that for any finite history H,
G(H) is non-empty.

A default knowledge based obligation model extends a knowledge based obliga-
tion model with a system of spheres. That is a default knowledge based obligation model
is a structure Mpa = (H, {E; }ica, {\i bica, {Acti }ica, val, Sy, V), where each component

is as above and Sy is a system of spheres on H (see Definition 13).

3.6 Formalizing the Examples

In this section, our goal is to show that the formal machinery we have developed in
this chapter can be used to capture our intuitions about each of the examples from

the introduction. We will only discuss examples 1, 2 and 4. As stated in the previous
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section, example 3 deals with different issues, and so we will not discuss it in this section.
Section 3.7 discusses some issues relevant to example 3. More specifically, our task .is to
construct a knowledge based obligation model in which the formulas from the previous
section have their requisite truth values.

We begin by constructing a protocol H. There are four events, v, m,r,c where v
stands for Sam vomiting, m stands for Ann telling Jill, 7 stands for Jill treating (or
offering to treat) Sam and c is a clock tick which, unlike the other three, may occur
more than once. Our global histories will consist of sequences in which events occur
infinitely often, but v, m,? occur at most once. Moreover, since we assume Ann is
truthful, m never occurs without v occurring first. Let H be the set of all such histories
(closed under finite prefixes).

To be more precise, let A = {4, s,a,7} (with the obvious interpretation); and Act; =
{r}, Act, = {m}, and Act, = {v}. Assume that the event v is observed by Sam and
Ann, m by Ann and Jill, and 7 and c, let us say, by all three. That is, E; = {r,m,c},
E, = {r,v,m,c}, E; = {r,v,c}. Then H C E¥ = (E; U E, U E,)¥ is the set of
global histories (closed under finite prefixes) described above. It is easy to see that
by construction # satisfies the single agent property. Furthermore, # is easily seen to
be closed (this follows since we start by creating a set of infinite global histories, then
construct A by closing under the finite prefix function).

The next set of assumptions concern the values of each global history. In those finite
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global histories in which v has occurred but not yet r, the best continuations are those
in which 7 now occurs. And if v has not yet occurred then r (in the form of an offer to
treat) may occur, but makes the history worse as the doctor is embarrassed by offering to
treat a healthy man. Thus we stipulate that all histories in which neither v nor r occurs
have value 2, those in which r occurs without v have value 1 as do those in which v is
followed by r. Finally those histories in which v occurs but not 7 have value 0 as they are
the worst. Let val be a value function that assigns the global histories these values and
let Mg be the knowledge based obligation model we have just sketched (actually it is
only a framé since we have not specified the truth values of the propositional variables).

It is convenient to introduce a propositional variable that can be used to describe
properties of the histories (for example whether or not Sam is sick). Let sick be a
propositional variable that is true at any finite history in which v has occurred without
r. It is worth pointing out that sick is a description of events that have or have not
taken place, not a description of how Sam feels. Otherwise, we would be assuming that
Jill’s treatment always cures Sam.

Suppose now that an agent’s local history is h and that the agent acquires some
knowledge. In that case, the set of global histories H such that A\;( H;) = h will decrease,
and universal quantified formulas over all such histories will be more likely to become
true. Thus before Jill was told of Sam’s illness, the set of global histories compatible

with her own local one included many where Sam was not ill. Receiving the information,
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however, deletes them, and in all global histories still compatible with her knowledge,
she must act to help Sam. Similarly, in example 2 Ann had an obligation to inform Jill,
for before she tells Jill, in many of Jill’s local histories compatible with Ann’s, and in
some global histories compatible with these latter, Ann’s father is not ill and Jill cannot
act. By informing Jill, Ann extends Jill’s local history, and creates an obligation for Jill.
Moreover, assuming that Ann knows that Jill does what she ought to, Ann herself has
the obligation to inform Jill.

We first consider examples 1 and 2 from Jill’s point of view. In a history in which
v has occurred but not m, from Jill's point of view there are global histories in which v
has not occurred which are compatible with her own local history. So she cannot know
that it is good to treat Sam, although it is. She is not yet obligated to treat Sam. Once
m occurs, she knows that v must have occurred, it is good to treat, and she knows it. So
she is obligated. More formally, we can show that (Kjsick A () T) — K;G(r) is valid in
M. Furthermore, if we assume that Jill is “ethical” (i.e., her utility function matches
the global value function), then we can conclude that if K;(G(r)), then Jill will in fact
choose to treat Sam. Finally, the obligation arises to treat same only because Jill knows
that Sam is ill, i.e., ~K;sick = =K;(G(r)). The following observation makes our claim

more precise.

Observation 3.6.1 Let Mo be the knowledge based obligation model sketched above.

Then the following formulas are valid in Mg
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1. (Kjsick A () T) = K;G(r)
2. —'IKJ'SiCk — ﬂKJ(G(T))

First consider formula 2. This represents the situation in example 1. That is Jill does
not know that Sam is ill, so she does not have the obligation to treat Sam. Let H be an
arbitrary global history and ¢ € N an arbitrary moment such that H,t = Kjsick. Now,
by the construction of #, for any H' such that H; ~; H], m does not occur in Hj. This
follows since we assume Jill is aware of m and m only occurs in histories in which v has
occurred. Furthermore, if r cannot be performed at H;, then trivially H,t = ~K;(G(r))
(since in this case H,t [~ G(r)). Finally, it is not hard to see that in the construction
of H we have assumed that Jill can choose whether or not to perform action 7. As such
we can assume the following. There are four subsets of global histories H;, H, H3 and

‘H4 such that
e H,={H'| Hjc< H' and H; ~; H; and H',t |= sick}
e H,={H'| Hjt < H and H; ~; H, and H',t |= sick}
o Hy={H'| Hic< H' and H, ~; H! and H', ¢ k= —sick}
e Hy={H'| Hjt < H and H, ~; H, and H',t = —sick}

For simplicity, assume that H € H;. This situation can be pictured as follows:
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ARV,

The above picture shows all the global histories that are equivalent from Jill's point of
view at time ¢. These global histories can be grouped into two disjoint sets: the ones
in which v has occurred and the ones in which v has not occurred. Each of the sets
can be further divided into ones in which Jill performs action r and those in which
Jill performs the (in)action ¢. Now, the definition of the value function implies that
max(val{H;]) = 1, max(val[#,]) = 2, max(val[#3]) = 2 and max(val{#{4]) = 1. In other
words, if the neighbor is sick then it is strictly better to treat the neighbor than to not
treat the neighbor; however if the neighbor is not sick, then treating the neighbor for
an illness he does not have is worse than not treating the neighbor. Let H' € H3 be a
history with maximal value (with respect to the histories in #3). Then since H' ¢ t(H}),
we have G(H]) € t(H}) and so H',t & G(r). Therefore, since H; ~; H,, H,t }~ K,;G(r).
Thus Jill is not obliged to perform action r. Essentially, we are comparing the functions
r and ¢ on a domain D of histories compatible with Jill's local history. On this domain
r and c are not comparable, neither dominates the other.

For the first formula, suppose that Ann informs Jill that her father is sick (as in
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example 2). Actually all that is needed to be assumed is that Jill can rule out the right
half of the above picture, i.e., all the histories in which v has not occurred (it does not
matter how she came upon this information). However, we will focus on example 2. The
message from Ann changes Jill's local view so that the sets of histories H3s and H, are
no longer possible for her. JilI’s local view restricts the set of possible global histories
to H; and H,. And so, Jill is obliged to perform action a, since for any history on the
new domain of histories compatible with Jill’s updated local view, r is strictly better
than the (in)action ¢. Formally, if we assume that event m has occurred, then Jill rules
out all global histories in which v has not occurred. Notice that for Jill this effect is
achieved by assuming that in 7 there are no global histories that contain m alone. This
amounts to assuming that Ann is honest, i.e., if she sends a message about her father’s
illness it is only because v has occurred (and this is common knowledge). Thus if H is
a global history in which m has occurred (at time ¢ — 1), then for all H' with H; ~ Hj,
since v must have occurred in H', H',t |=sick and so H,t = K;sick. Now, we have that
for each H' such that H ~; Hy, G(H,) = {H' | Ht X H'} = t(H;) and so H',t = G(r).
Hence H,t |= K;G(r). Thus Jill has the (knowledge based) obligation to treat Sam.
We know consider the situation from Ann’s point of view. Suppose again that v haS
occurred but not m yet. Then according to Ann, Jill’s local history is compatible with
v not having occurred and in fact we will have that Ka(ﬂK;(sick)) (Ann knows that

Jill does not know about the vomiting). This formula will be true provided Ann knows
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Jill's local history. Of course it is unrealis’cic that Ann knows all of Jill's local events,
but it is enough for Ann to know enough about Jill’s histories so that Ann knows that
probably Jill considers it possible that Sam has not vomited, i.e., K¢(—K;(sick)) (or
perhaps KZ(—K{(sick))).

Since the vomiting has happened, all good histories now are those in which Sam has
been treated, and those are included in the ones in which Ann has told Jill. So Ann
ought to inform Jill about v, i.e. cause the event m. Formally, we have for any infinite
global history H and time t € N, H,t &= K,sick A (m)T — K,(G(m)). The proof of
this fact is analogous to the argument concerning Jill. Let H be a fixed global history
and ¢t € N. The idea is that in our model, the maximal histories that extend H;, where
H, ~, H] all contain the event m. In fact, more can be said about this situation. The
analysis so far does not explain why Ann concludes that she should send the message m
to Jill. We will discuss this in more detail in the next section, but for now we show that
the following formula is valid in our model: [m]K;G(r). Essentially, the reason is that
we only consider histories that if they contain m then they must contain v, i.e., Ann is
truthful (and this fact is common knowledge). So if F is an arbitrary history and t € N,
then for each globally history F' € a(F;), F' is a history in which both m and v have
taken place. Then using the above argument, F”,t = K;G(r). Hence F,t = [m]K;G(r).
Since it is true for arbitrary global histories, then it will certainly be true at histories

which are equivalent to H; according to Ann. Hence, H,t = K,[m|K;G(r).
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In a more complex scenario, with other agents, it could of course be that someone
other than Ann had informed Jill of Sam’s illness, but that Ann does not know this. We
would say that Ann still has a default obligation to inform Jill, and this can easily be
expressed in our language. Also note that in our scenario, once the obligation to treat
arises, it remains until treatment has taken place.

The case of the nurse Rebecca is a bit more tricky. The reason is that acquiring
knowledge may create an obligation as we saw before, but it cannot erase an absolute
one. The existence of an obligation is a universally quantified formula whose truth value
can only go from false to true as the domain shrinks. Thus if Jill had an absolute
obligation to administer drug d before being informed by Rebecca of Mary’s allergy,
then she would still have it. How, then do we represent the fact that on learning of the
allergy she acquires the obligation to administer d’ but loses the obligation to administer
d?

As discussed in Section 2.3, to deal with this case we will use the notion of a default
history. Those histories in which patients do not have this allergy may be regarded as the
usual kind and those in which they do are unusual. Typically, obligations are evaluated
in terms of histories of the usual kind and when we say “good” history, we mean a good
history of the usual kind. Learning about the allergy deletes these usual histories, and
then the action contemplated is re-evaluated in terms of the unusual variety. Thus d

is better than d’ when we consider the usual sort of history, but the opposite happens
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when we consider the unusual variety.

The following picture illustrates the above discussion. Suppose that § is the action
‘give drug d to Mary’ and ¢’ is the action ‘give drug d’ to Mary’. Suppose that according
to Jill's information, each of the histories H; is indistinguishable from H; for i,j =
1,...,3 and similarly for the Hj, H;. Also that val(H;) > val(H;) for i = 1,2, but
val(H}) > val(Hj3). In this case Jill is not absolutely obliged to perform § since val(Hj) >
val(H3). However, if the histories H3 and Hj are only remotely possible, then Jill is
obliged to perform action 4, i.e., administer drug d. In figure 2, the histories inside the
innermost rectangle are the “usual” histories. Once Rebecca informs Jill about Mary’s
allergy, the histories inside the rectangle are no longer possible; and so Jill is now obliged

to perform action ¢’ and no longer obliged to perform 4.

~

H, H H, H Hy H

Lold] [010] 0| 0

3.6.1 Common Knowledge of Ethicality

Note that many of the arguments in the previous section boiled down to assumptions

about which strings belong to the protocol under consideration. As such, the analysis
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may have appeared ad hoc. In this section we argue that the assumptions we made
about the protocol in the previous section were not ad hoc, but rather follow from a
general principle. We call this assumption Common Knowledge of FEthicality. Before
discussing this principle, we go into some more details about Ann’s reasoning.

At this point it is convenient to introduce some propositional variables which will
make the discussion easier to follow. Recall that sick is a propositional variable which is
true at all finite histories in which v has occurred. Similarly, define treat to be true at
exactly those histories in which r has occurred and msg to be true at those histories in
which m has occurred. We argued in the previous section that Ann has the (knowledge
based) obligation to tell Jill about her father’s illness. Clearly, Ann will not be under
any obligation to tell Jill that her father is ill, if Ann (weakly) knows that Jill would not
treat her father even if she knew of his illness. Thus, to carry out a deduction we will

need to assume

K. (K sick <+ QOtreat)

This says that Ann knows that Jill will treat (at next moment) iff she knows that Sam
is ill. A similar assumption is needed to derive that Jill has an obligation to treat Sam.
Obviously, if Jill has a good reason to believe that Ann always lies about her father
being ill, then she is under no obligation to treat Sam. In other words the following
formula must be true

K;(msg ++ sick)
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This formula says that Jill knows that a message is sent iff Ann’s father is ill.

These formulas can all be derived for one common assumption which we call Common
Knowledge of Ethicality. Analogous to the common knowledge of rationality in the game
theory literature, this assumption assumes that each of the agents are ethical, everyone
knows that they are ethical, everyone knows that everyone knows that they are ethical,
and so on. Here of course, “ethical” simply means that the agent’s personal utility
function matches the social value function.

Although this assumption of common knowledge of ethicality is needed in order to
fully understand our examples, we do not need to include it explicitly as it is tacitly
included in the set H which are considering. E.g. we simply leave out histories in which
Jill knows about Sam’s illness but fails to treat him. A more ambitious analysis would
start with a larger H' and then use the common knowledge of ethicality to cut down to

the sort of ‘H we are using.

3.7 Programming the Agents

In this section, we make a quick digression into some of the issues relevant for the analysis
of example 3. Namely, we will consider the following question. Given a set of histories
and values assigned to each history, we can ask, ”Is it possible to program the agents in
such a way that if the agents do what the know they ought to do, then one of the best

histories is produced?
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We first must decide how much computational power we will ascribe to the agents.
Assuming that agents have perfect recall requires that they have unbounded memory,
and we will need to model them as Turing machines; however, we may want to assume
that the agents only need to remember a bounded amount of information. In this case
we will assume that the agents are finite automata. We will sketch how to design finite
automata which will generate an interpreted system (see [34] Chapter 5 and Section
2.2.1 for a definition) in which we can show that the agents will have the required
knowledge based obligation. See [63] for a discussion of adding the notion of obligation
to interpreted systems.

Consider the example where Ann is obliged to inform Jill about her father’s vomiting
which induces Jill to have the obligation to treat Sam (Ann’s father). We assume
E = {v,m,t,c}, where v stands for vomiting, m for Ann telling Jill about her father’s
illness, r for Jill treating Sam and c for a clock tick. Thus histories are strings over E.
For the conditions placed on these strings, refer to Section 3.6.

Since in this example, Sam has no control over whether or not he vomits, we only
consider Jill and Ann. We can ascribe the following finite automata to Jill and Ann. For
Jill, suppose that the input alphabet is £y = {m, ¢}, the states are Qu = {uq, u1, ¥z}
with ug being the start state. As for the transitions, we need to consider two types of
transitions. The first is a transition induced by an action of another agent. For example,

when Jill is in state ug, and she “sees” an m, she moves to state u,. Since m is not an
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action that Jill can perform, we think of this transition as being forced or caused by
another agent (Ann in this case). Now once Jill is in state u,, it is her turn to act. She
can move to state up by performing action r or simply stay in state u, by doing nothing.
But in any case knowing of v corresponds to being in state u;.

Ann’s automaton will be similar. Let £4 = {v,m} and Q4 = {ao,a1,a2}. Ann’s
initial state is ap, when her father vomits she transitions from ag to a¢;. While in @, she
can choose to do nothing or perform action m to move to state a;. But she knows of v
as she is in state q;.

Figure 3 depicts the above finite automata. The dashed lines represent transitions
induced by other agents or the environment, and the solid line represents the choices

that each agent can make.

Jill Ann

Define values as follows. All histories in which neither v nor r occurs have value 2, Those
histories in which v occurs but not r have value 0 as they are the worst. Those histories

in which v is followed by r are assigned as follows. Let H be a history in which v is

1 1 . .
~i1 + a1 Where N is the number of clock ticks between the

followed by r, val(H)
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occurrence of v and m, and M is the number of clock ticks between the occurrence of m
and r. Those in which r occurs without v have value 1 as do those in which v is followed
by r. This valuation not only means that both Ann and Jill have to act, but that they
should act speedily, for any delay leads to histories with lower values. Notice that since
we are assuming that the agents are finite automata, they will not know the value of
the generated histories. Thus the desired effect of assigning these values to the histories
may be lost on the agents. We can achieve a similar effect by assuming that when Jill
is in state u; and Ann is in state a;, then the agents feel a sense of “urgency” to leave
this state, i.e. perform r and m respectively. This issue will be discussed in more detail

in future work.

3.8 Conclusions

A central issue when designing a social procedure is how to ensure that the agents will
perform the required actions. One may suspect that the situation is trivial if we can
assume that the agent’s all share the same utility function. The examples discussed in
the introduction show that this is not the case. The information state of the agent is
crucial when determining whether or not the agent is obliged to perform an action. This
chapter provides a formal framework for reasoning about agents in social situations that
are assumed to share a utility function. We start with the intuition that agents should

not be faulted for not performing actions that they do not know about, and develop a
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formal language and semantics for reasoning about obligations, actions and knowledge
in a multi-agent setting. The main contribution of this chapter is conceptual, and
indeed & number of technical questions remain. Nonetheless, we have showed that the
formal machinery developed in this chapter can be used to formalize the four illustrative
examples from the introduction and so provides a powerful framework for reasoning
about social software.

The main technical issue which remains is a sound and complete axiomatization. Of
course, we should begin with the axiomatization S57 from Chapter 2 for the knowledge
and temporal modalities and add the required axioms that correspond to the agent’s
reasoning capabilities (in this case perfect recall and common knowledge of the global
clock). Finding the right axioms that connect our obligation formulas and our knowledge
formulas requires making the common knowledge of ethicality more explicit. One obvi-
ous solution is to introduce a common knowledge operator into our language together
with the standard axiomatization. However, as discussed in Chapter 2 this greatly in-
creases the complexity of the validity problem and even in some cases makes the validity
problem IT} complete. Iﬁ particular, if the agents are assumed to have perfect recall
and have access to the global clock, then if we add a common knowledge operator to
our language (with the standard interpretation), no recursive axiomatization is possible.
Thus we need to find a way to bring in the assumption of common knowledge of eth-

icality without explicitly introducing a common knowledge operator. This will be left
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for further research.
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Chapter 4

Communication Graphs

The previous chapter focused on defining a notion of obligation that depends on an
agent’s state of information. That is, we were interested in the effect of an agent’s state
of information on its choice of action. So, as the agent’s information changes so do its
obligations. In this chapter, we shift our focus to how agents can change their states
of information. In particular, we are interested in representing the dynamic effects of
communication on each agent’s state of information. This dynamic shift in the study of
formal models of knowledge and beliefs has recently gained a lot of attention.
The study of Dynamic Epistemic Logic attempts to combine ideas from dynamic
- logics of actions and epistemic logic. The main idea is to start with a formal model
that represents the uncertainty of an agent in a social situation. Then we can define an

‘epistemic update’ operation that represents the effect of a communicatory action, such
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as a public announcement, on the original model. For example, publicly announcing
a true formula ¢, shifts from the current model to a submodel in which ¢ is true at
each state. Starting with [89] and more recently {7, 61, 106, 44, 101], logical systems
have been developed with the intent to capture the dynamics of information in a social
situation. Chapter 4 of Kooi’s dissertation [61] an the forthcoming article [62] surveys
of the current state of affairs.

In this chapter, which is based on joint work with Rohit Parikh [66], we develop a
multi-agent epistemic logic with a communication modality. Agents are assumed to have
some private information at the outset, but may refine their information by acquiring
information possessed by other agents, possibly via yet other agents. Each agent’s
information is initially represented by a partition over a set of possible states. Agents
are assumed to be connected by a communication graph. In the communication graph,
an edge from agent 7 to agent j means that agent i can directly receive information
from agent j. Agent ¢ can then refine its information by learning information that j
has, including information acquired by j from another agent, £. We introduce a multi-
agent modal logic with knowledge modalities and a modality representing communication
among agents.

The semantics presented in this section is a combination of the history based frames
discussed in Chapter 2 and subset models introduced by Parikh and Moss in [64]. The

next section is an introduction to subset models and Topologic. Section 4.2 introduces
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the logic of communication graphs and shows that the satisfiability problem is decidable.

Finally, in Section 4.3 we conclude and discuss future research.

4.1 From Topologic to Communication Graphs

In [64], Moss and Parikh introduce a bimodal logic intended to formalize reasoning about
points and sets. This new logic called Topologic can also be understood as an epistemic
logic with an effort modality. Formally, the two modalities are: K and ©. The intended
interpretation of K¢ is that ¢ is known; and the intended interpretation of O¢ is that

after some amount of effort ¢ becomes true. For example, the formula
o= COK¢

means that if ¢ is true, then after some “work”, K¢ becomes true, i.e., ¢ is known. In
other words, the formula says that if ¢ is true, then ¢ can be known with some effort.
What exactly is meant by “effort” depends on the application. For example, we may
think of effort as meaning taking a measurement, performing a calculation or observing
a computation. In this chapter we will think of effort as meaning consulting some agent’s
database of known formulas. |

There is a temptation to think that the effort modality can be understood as (only)

a temporal operator, reading O¢ as “¢ is true some time in the future”. While there is a
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connection between the logics of knowledge and time, and logics of knowledge and effort
(see [54, 55] and references therein for more on this topic), following [64] we will assume
that such effort leaves the base facts about the world unchanged. In particular, in any
topologic model, if ¢ does not contain any modalities, then ¢ « O¢ is valid. Thus,
effort will not change the base facts about the world — it can only change knowledge of
these facts. -

The family of logics introduced in [64] and later studied by Dabrowski, Moss and
Parikh, Georgatos, Heinemann, and Weiss ([29, 41, 42, 43, 54, 108]) has a semantics
in which the acquisition of knowledge is explicitly represented. Familiar mathematical
structures such as subset spaces, topologies, intersection spaces and complete lattices
of subsets corresponding to natural notions of knowledge acquisition are attached to
standard Kripke structures.

Given a set W, a subset space is a pair (W, O), where O is a collection of subsets of
W. A point z € W represents a complete description of the world in which all ground
facts are settled, whereas a set U € O represents an observation. The pair (z,U),
called a neighborhood situation, can be thought of as an actual situation together with
an observation made about the situation. Formulas are interpreted at neighborhood
situations. Thus the knowledge modality K represents movement within (consistent
with) the current observation, while the effort modality < represents a refining of the

current observation.
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Formally a subset model, or a Topologic model, is a triple (W, O, V) where (W, O) is
a subset space and V is a valuation function (i.e., a function from atomic propositional
variables to subsets of W). The definition of truth of the boolean connectives is as usual.

We give the definition of truth of the atomic propositions and the modal operators:
1. z,U Epiff z € V(p) where p is an atomic proposition
2. z,UE K¢ iff foreachy e U, y,U = ¢
3. z,U |= O¢ iff there exist a V € O such that z € V C U and z,V = ¢.

The following axioms and rules constitute the core axiom system for any Topologic.
This axiom system was shown by Moss and Parikh [64] to be sound and complete for

all subset spaces.
1. All propositional tautologies and Modus Ponens
2. (p — Op) A (—p — O-p), for p € At.
3. O(¢ = %) = (D¢ — D)
4. O¢p — ¢
5. O¢ — OO¢
6. Ki(¢ — ¢) = (Kip — Kib)

7. Kig— ¢
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8. K¢ = KiK;¢
9. =K;¢ — Ki-K;¢
10. (Cross axiom) K;0¢ — OK;¢
11. From ¢ infer O¢
12. From ¢ infer K¢

In [41) and [42], Georgatos provides a sound and complete axiomatization for subset
spaces that are topological spaces and complete lattices. Dabrowski, Moss, and Parikh
prove the same result using an embedding into S4 [29]. In [43], Georgatos provides a
sound and complete axiomatization for treelike spaces, and Weiss {108] has provided a
sound and complete axiomatization for intersection-spaces. Interestingly, it is shown in
[108] that an infinite number of axiom schemes are necessary for any complete axioma-
tization of intersection spaces. More recently, Heinemann [54, 55] has looked at subset
spaces and logics of knowledge and time, and the connection between hybrid logic and
subset spaces [56].

In this paper, we present a multi-agent topologic in which the effort modality < is
intended to mean communication among agents. In order for any communication to
take place, we must assume that the agents understand a common language. Thus we
assume a set At of propositional variables, understood by all the agents, but with only

specific agents knowing their actual values at the start. Letters p,q, etc, will denote
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elements of At. The agents will have some information — knowledge of the truth values
of some elements of At, but refine that information by acquiring information possessed
by other agents, possibly via yet other agents. This implies that if agents are restricted
in whom they can communicate with, then this fact will restrict the knowledge they can
acquire.

Consider the current situation with Bush and Porter Goss, the director of the CIA.
If Bush wants some information from a particular CIA operative, say Bob, he must
get this information through Goss. Suppose that ¢ is a formula representing the exact
whereabouts of Bin Laden, and that Bob, the CIA operative in charge of maintaining
this information knows ¢. In particular, Kg.,¢, but suppose that at the moment, Bush
does not know the exact whereabouts of Bin Laden (=Kpysh@). Presumably Bush can
find out the exact whereabouts of Bin Laden (O Kpysn) by going through Goss, but of
course, we cannot find out such information (=OK.¢ A ~OK¢) since we do not have
the appropriate security clearance. Clearly, then, as a pre-requisite for Bush learning ¢,
Goss will also have come to know ¢. We can represent this situation by the following

formula:

_‘KBushd) A D(KBush¢ - KGoss(b)

where O is the dual of diamond.
Let A be a set of agents. A communication graph is a directed graph G4 = (A, F)

where E C A x A. Intuitively (¢,j) € F means that ¢ can directly receive information
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from agent j, but without j knowing this fact. Thus an edge between 7 and j in the
communication graph represents a one-sided relationship between i and j. Agent 1 has
access to any piece of information that agent 7 knows. We have introduced this ‘one
sidedness’ restriction in order to simplify our semantics, but also because such situations
of one sided learning occur naturally. A common situation that is helpful to keep in mind
is accessing a website. We can think of agent j as creating a website with limited access
in which everything he currently knows is available, and then if there is an edge between
i and j then agent ¢ can access this website without j being aware that the site is being
accessed. Another important application is spying where one person accesses another’s
information without the latter being aware that information is being leaked. Naturally j
may have been able to access some other agent k’s website and had updated some of her
own information. Therefore, it is important to stress that when 7 accesses j’s website,
he is accessing j’s current information which may include what k& knew initially.

The assumption that i can access all of j's information is a significant idealization
from these common situations, but becomes more realistic if we think of this information
as being confined to facts expressible as truth functional combinations of some small set

of basic propositions. Thus our idealization rests on two assumptions:
1. All the agents share a common language, and

2. The agents make available all possible pieces of information which they know and

which are expressible in this common language.
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4.2 The Logic of Communication Graphs

In this section we will describe the logic of communication graphs, K(G). The language
will be a multi-agent modal language with a communication modality. The formula K;¢
will Be interpreted as “according to #’s current information, ¢ knows ¢”, and ¢ will be
interpreted as “after some communications (which respect the communication graph),
¢ becomes true”. Thus for example, the multi-agent version of the formula ¢ — CK¢,

expressing that if ¢ is true then with some effort ¢ can be known, is
Kj(b - <>Kl¢

This formula expresses that if agent j (currently) knows ¢, then after some communi-
cation, agent 7 can come to know ¢. Let At be a finite set of propositional variables.

Well-formed formulas of K(G) are generated according to the following grammar
¢ =p|W|dAY|Ki¢|O9

where p € At. We abbreviate - K;—¢ and —~O-¢ by L;¢ and O¢ respectively, and
use the standard abbreviations for the propositional connectives (V, —, and 1). Let
Lx(g) denote the set of well-formed formulas of K(G). We also define Lo(At), (or simply

Ly if Atis fixed or understood), to be the set of ground formulas, i.e., the set of formulas
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constructed from At using — and A only.

4.2.1 Semantics

The semantics presented here combines ideas both from the subset models of described in
the previous section and the history based models of Parikh and Ramanajum (see [82, 83]
and Chapter 2). Suppose that G = (A, Eg) is a fixed communication graph. Given that
the agents are initially given some private information and assumed to communicate
according to the communication graph G, the semantics in this section is intended to
formalize what agents know and may come to know after some communication.
Initially, each agent 7 knows or is informed (say by nature) of the truth values of a
certain subset At; of propositional variables, and the At; as well as this fact are common
knowledge. Thus the other agents know that ¢ knows the truth values of elements of At;,
but, typically, not what these values actually are. We do not need to assume that the
At; are disjoint, nor that the At; together add up to all of At, although such sub-cases
will be of interest. Thus if At; and At; intersect then agénts 1, 4 will share information at
the very beginning. Let W be the set of boolean valuations on At. An element v € W is
called a state. We use 1 for the truth value true. Initially each agent 4 is given a boolean
valuation v; : At; — {0, 1}. This initial distribution of information among the agents can
be represented by a vector ¥ = (vy,...,vs). Of course, since we are modeling knowledge

and not belief, these initial boolean valuations must be compatible. l.e., for each i, j, v;
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and v; agree on At; N At;. Call any vector of partial boolean valuations 7' = (vy,...,vs)
consistent if for each p € dom(v;) N dom(v;), vi(p) = v;(p) for all 4,5 = 1,...,n.
We shall assume that only such consistent vectors arise as initial information. All this

information is common knowledge and only the precise values of the v; are private.

Definition 16 Let At be a finite set of propositional variables and A = {1,...,n} a
finite set of agents. Given the distribution of sublanguages At = (Aty,...,At,), an
initial information vector for At is any consistent vector ¥ = (vy,...,vs) of partial

boolean valuations such that for each i € A, dom(v;) = At,.

We assumed that all initial vectors are consistent, although if we were dealing with
beliefs rather than knowledge, then very interesting questions about in-consistent initial
vectors could arise.

We assume that the only communications that take place are about the physical
world. But we do allow agents to learn objective facts which are not atomic, but may be
complex, like p V ¢ where p, ¢ € At. Now note that if agent ¢ learned some literal from
agent 7, then there is a simple way to update ¢’s valuation v; with this new information
by just adding the truth value of another propositional symbol. However, if i learns a
more general ground formula from agent 7, then the situation will be more complex. For
instance if the agent knows p and learns ¢ V r then the agent now has three valuations
on the set {p, ¢, 7} which cannot be described in terms of a partial valuation on a subset

of At.
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Fix a communication graph G and suppose that agent 7 learns some ground fact ¢
from agent j. Of course, there must be an edge from agent ¢ to agent j in G. This
situation will be represented by the tuple (i, j, @) and will be called a communication

event. Let 3g be the set of all possible events. Formally,

Definition 17 Let G = (A, Eg) be a communication graph. A tuple (i, j, ), where ¢ €
Lo(At) and (5,7) € Eg is called a communication event. Then g = {(¢,4,¢) | ¢ €
Ly, (i,7) € Eg} is the set of all possible communication events (given the communication

graph G ).

Given the set of events Yg, a history is a finite sequence of events. I.e., H € 3. The
empty history will be denoted e. We remind the reader of the relevant notions from
Chapter 2. Given two histories H, H', say H < H' ifft H' = HH" for some history H",
i.e., H is an initial segment of H'. Obviously, < is a partial order. If H is a history, and
(4,4, #) is a communication event, then H followed by (¢, j, ¢) will be written H; (3, j, ¢).
Given a history H, let \;(H) be #’s local history corresponding to H. l.e, A(H) is a
sequence of events that 4 can “see”. Formally, \; maps each event of the form (i, , ¢) to
itself, and maps other events (m, j, 1) with m # i to the null character while preserving
the order among events. Thus we are assuming that the agent’s have perfect recall but
do not all have access to the global clock.

Fix a finite set of agents A = {1,...,n} and a finite set of propositional variable At

along with subsets (At,,...,At;) . A communication graph frame is a pair (G,Kt)
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where G is a communication graph, and At = (Aty, ..., At,) is an assignment of sub-
languages to the agents. A communication graph model based on a frame (G, Kt) is
a triple (G, Kt, ¥), where 7 is a consistent vector of partial boolean valuations for At.

Now we address two issues. One is that not all histories are legal. For an event
(4,7, #) to take place after a history H, it must be the case that after H, j knows ¢.
Clearly 7 cannot learn from j something which j did not know. Whether a history is
justified depends not only on the initial valuation, but also on the set of communications
that have taken place prior to each communication in the history.

The second issue is that the information which an agent learns by “reading” a formula
¢ may be more than just the fact that ¢ is true. For suppose that 7 learns p V ¢ from
7, but 7 is not connected, directly or indirectly, to anyone who might know the initial
truth value of ¢. In this case ¢ has learned more than pV g, ¢ has learned p as well. For
the only way that j could have known pV q is if j knew p in which case p must be true.
Our definition of the semantics below will address both these issues.

Formulas will be interpreted at pairs (w, H) where w is a state (boolean valuation)
and H is a finite sequence of communication events.

We first introduce the notion of i-equivalence among histories. Intuitively, two his-
tories are i-equivalent if those communications which ¢ takes active part in, are the

same.

Definition 18 Let w be a state and H a finite history. Define the relation ~; as follows:
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(w, H) ~; (v, H') iff wy,, = v, and \(H) = N(H').

Before proceeding further, we summarize the uncertainty faced by each of the agents:
1. Agents may be uncertain about the actual state of the world.

2. Agents may be uncertain about which communications have taken place.

Example 4.2.1 The Valerie Plame Affair: In an earlier version of this paper we stated
that if a formula ¢ was stable, agent j knew it, and agent i was connected either directly
or indirectly to agent j, then agent 1 could also come to know ¢. Here a formula ¢ is
said to be stable if for all legal (w, H), (w, H) Epm (¢ — O9).

However, we were mistaken and an abstract ezample as well as the Valerie Plame/Judith
Miller affair shows why. Suppose that agent i is connected directly to agent j who is con-
nected directly to agents k, m, both of whom are connected to r who knows the value of
p. Now m reads p, which is true, from r’s website, and j reads p from m’s website and
thus knows not only that p but also K,,(p). Now the formula K,,(p) is stable, it will
never again become false. But i cannot know this although i can know p. For just by
reading j’s web page, i cannot rule out the possibility that j learned about p from k.

The way in which this applies to the Plame-Miller affair is that the fact that Plame
was a CIA covert operative was revealed by columnist Robert Novak in July 20083, possibly
endangering her life, and this information seems to have come from Miller who is under

a federal sentence for refusing to reveal who leaked the name of Valerie Plame to Novak.
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The point here is that while we know what Miller and Novak knew about Plame, we do

not know how they knew it.

To deal with the notion of legal or justified history we introduce a propositional
symbol L which is satisfied only by legal pairs (w, H). (We may also write L(w, H) to
indicate that the pair (w, H) is legal.) Since L can only be defined in terms of knowledge,
and knowledge in turn requires quantification over legal histories we shall need mutual
recursion.

Given a communication graph and the corresponding model M = (G, At, 7), and pair

(w, H), we define the legality of (w, H) and‘ the truth a4 of a formula as follows:
o webmL
e w,H;(i,7,0) Em L iff w,H |Epmq L and w, H E=p Ko
o w,H p piff w(p) =1, where p € At
o w,HEpm—¢iff w, H Epmé
e wHEMONYffw,HEm¢and w, H Ep ¢
o w H=p O iff IH', H< H', L(w, H'), and w, H' =p ¢

o w,H =0 K¢ iff V(v, H') if (w, H) ~; (v, H'), and L(v, H'), then v,H' =pq ¢
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Unless otherwise stated, we will only consider legal pairs (w, H), i.e., pairs (w, H) such
that w, H = L. We say ¢ is valid in M, Eup ¢ if for all (w, H), w,H =pm ¢. ¢ is

valid in the communication graph frame F if ¢ is valid in all models based on F.

4.2.2 Surface Knowledge

Except for each agent’s initial information, one may suspect that all information acquired
by the agent i is just the sum of the ¢ which 7 learned from communications (3, j, ¢).
But we saw that this is not true. Given the assumption that both At and the structure
of the communication graph are common knowledge, agents can come to know facts that
are not explicitly contained in the communications. We might still be interested in this
‘surface’ knowledge which the agents acquire.

Define the sets X;(w, H) as follows:

L Xi(w,€) = {v | v}, = W, }

2. Xi(w, H; (i,4,4)) = Xi(w, H) N §

3. i # m then X;(w, H; (m, 4,¢)) = Xi(w, H)

Intuitively, if X;(w, H) C q?, then ¢ is implied (for 7) by the sequence of communications.
We first show a preliminary lemma which is needed to show that at (w, H), agents know

at least the formulas implied by X;(w, H).

Lemma 4.2.1 If (w, H) ~; (v, H'), then X;(w, H) = X;(v, H').
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Proof The proof is by induction on X\;(H) = A(H'). If \;(H) was empty then H itself
might as well be ¢, and then we use the fact that Xi(w,€) = {u | uj,, = w),,} is the
same as X;(v,€) = {u | uj,, = v}, } since wy,, = v, . Otherwise we use the fact that
since \;(H) = A\;(H'), the initial set X;(w,€) = X;(v,€) went through exactly the same
intersections with various <13 when the ground facts ¢ were learned by :. Indeed X;(w, H)
depends only on the set of ¢ which 7 learned in H and not on their order. In particular,

If (4,7, ¢) already occurs in H, then X;(w, H; (1,4, ¢)) = Xi(w, H). a

Lemma 4.2.2 Let M = (Q’,Kt, ¥) be any communication graph model and ¢ a ground

formula. If Xi(w, H) C ¢, then (w, H) Eam Ki(9).

Proof Let M = (G, Kt,ft')’) be a communication graph model. Suppose that ¢ is a
ground formula with X;(w, H) C ¢. Let (v,H') ~; (w,H). We must show that
v, H' FEpm ¢. Since ¢ is a ground formula, this is equivalent to showing that v(¢) = 1.
Since (w, H) ~; (v, H') by Lemma 4.2.1 X;(v, H') = X;(w, H) C . Thus we need only

the following claim.

Claim: If X;(v, H') C ¢, then v(¢) = 1.

Proof of claim: The proof is by induction on H’. If H' = ¢, then since X;(v, H') =

{9 | Yja, = Yja, } and, of course, v, = v,,,, we have v € X;(v, H') C ¢. Hence v(¢) = 1.
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Suppose that m # i and H' = Hy; (m, j,v). Then by construction X;(v, H') = Xi(v, Hy),
and so, since X;(v, H) = X;(v,H') C ¢, by the induction hypothesis we have v(¢) = 1.

Finally suppose that H' = H,(%, j,v¢). Then X;(v, H') = X;(v, Hl)mZ. Since we only
consider justified state-history pairs, X;(v, H1) C 12)\ Hence, by the induction hypothesis
v(y¥) = 1. Let @ be any formula such that X;(v, H;) = d (such a formula must exist since
"At is finite and so every set of states can be defined by a formula). By the induction
hypothesis since X;(v, H;) = 5, v(f) = 1. Hence o {b\ = X;(v, Hy; (4, 5,¢)) C é. Since

v(6) = v(y) = 1, v(¢) = 1. This completes the proof of the claim and of the lemma. O

But as we saw, the converse is not true. That is, there are ground formulas that the
agents may come to know that are not explicitly contained in their communications.
Essentially, these are facts that the agents can derive given their knowledge of the
structure of the communication graph and the initial distribution of facts. The sets
X;(w, H) represent the knowledge which agents ¢ would acquire after communication if

they did not know the structure of the graph.

4.2.3 Axioms and Decidability

The following axioms and rules are known to be sound and complete with respect to the
set of all subset spaces ([64]). Thus they represent the core set of axioms and rules for

any topologic.
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1. All propositional tautologies
2. (p — Op) A (—p — O-p), for p € At.
3. O(¢ = ¢) — (O¢ — Oy)
4. O¢ — ¢
5. O¢ — O0O¢
6. Ki(¢ — ) = (Kip = Kipp)
7. Kiog— ¢
8. K¢ — K,K;¢
9. =Ki¢p - Ki—K;¢
10. (Cross axiom) K;0¢ — OK;¢

We include the following rules: modus ponens, K; and O necessitation. We write - ¢
if ¢ can be derived from any of the above schemes and rules. The soundness of axioms
1-9 and the rules are easy to verify also for our framework.

We now show that the cross axiom K;0¢ — 0OK;¢ is sound. It is easier to consider
it in its contrapositive form: OL;¢p — L;O¢. This is interpreted as follows: if there is
a sequence of updates that lead agent ¢ to consider ¢ possible, then ¢ already thinks it

possible that there is a sequence of updates after which ¢ becomes true.
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Proposition 4.2.3 OL;¢ — L;O¢ is valid in all communication graph models.

Proof Let M = (G, At,7) be a communication graph model and (w, H) any justified
state-history pair. Suppose that w, H = OL;¢. Then there exists H' with H < H'
such that w, H' |= L;¢. Hence there is a pair (v, H") such that (v, H') ~; (w, H") and
v, H" l=p 6. Let H" be any sequence such that A;(H) = A;(H") and H" < H".
Such a history must exist since H < H' and H' ~; H". Since H < H', \(H) <
Xi(H') = X (H"). Therefore, we need only let H" be any initial segment of H" contain-
ing A;(H). By definition of L, all initial sequences of a legal history are legal. Therefore,

since v, H" =p ¢, v, H” &= O¢; and since H ~; H", w, H Ep LiO¢. a

We leave the problem of finding a complete axiomatization for a future paper, and move
to decidability. We show that the satisfiability problem is decidable by showing that a
satisfiable formula has a model of bounded size. The main idea is to show that for any
history H in which an event of the form (3, j, ¢) occurs twice is “equivalent” to another
history in which that event only occurs once. Here “equivalent” means satisfies the same
formulas. We first need a definition. Given any history H, let f(H) be the sequence of
events of H generated by the order: e comes before €' iff the first occurrence of e in
H occurred before the first occurrence of ¢’ in H. Thus f(H) is the compressed history
obtained from H by deleting the second and subsequent occurrences of any event. Thus,

for instance, if H = egejeqsesez then f(H) = ege;e3.
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Definition 19 Let w € W be any state and suppose that H and H' are justified histories

(for w). We say that H and H' are C-equivalent, written C(H, H'), iff f(H) = f(H').

Intuitively, for two histories H and H', C(H, H') holds if their compressed versions are

the same.

Lemma 4.2.4 Fiz a state w and suppose that H and H' are justified histories. Then
1. If C(H,H') and L(w, HH,), then L(w, H'H,) and C(HH,, H'H,).

2. If C(H,H'") and H ~; H, for some i, then there is a legal history H| such that

C(Hy, H}) and H' ~; Hj.

Proof Let w be a state and H and H' two justified histories such that C(H, H'). To
prove part 1, Let H; be any history such that H H; is legal. Now the legality of an event
(1,4, ¢) in H, as part of HH, depended on the fact that j knew ¢. Now every (j, m, )
which occurred in H also occurred in H' and if it occurred in H; as part of HHj it
would also occur in H; as part of H'H;. Thus the same justifications for H; events
are available in both cases and H'H; must also be legal. Clearly, f(HH;) = f(H'Hy).
Therefore C(HH,, H'Hy).

For part 2, suppose that H ~; H, for some agent i and legal history H;. Since
H ~; Hy, M(f(H)) = M(f(H)). Also, since f(H) = f(H'), M(f(H)) = M(f(H')).

Therefore, X;(f(H')) = \(f (H)).
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That is, the sequence of first occurrence of ¢ events in H' is the same as the sequence
of first occurrence of 7 events in Hy. Thus, by adding extra i events to or removing
excess ¢ events from H,, a history H} can be constructed such that H' ~; H{. Clearly

by construction f(H;) = f(H}). O

The follow Corollaries are easy consequences of the above Lemma and so the proofs will

be omitted.

Corollary 4.2.5 Let the relation D between state history pairs be defined by

D((w, H), (w, H") iff C(H,H'). Then D is a bisimulation.

Corollary 4.2.6 IfH contains (¢,7,8) and L(w, H) holds, then also L(H; (3, j, ¢)), and

for all ¢, (w, H) E ¢ iff (w, H; (i,5,9)) F ¥

Corollary 4.2.7 If a formula ¢ is satisfiable in some graph model (G, At) then it is

satisfiable in a history in which no communication (i, J, ®) occurs twice.

This last result immediately gives us a decision procedure as we can limit the length
of the history which might satisfy some given formula ¢. Now there are only a finite
number of ground formulas ¢, thus only a finite number of learnings (4, j, ¢), and hence
only a finite number of histories we need to look at. Alas, this number is quite large

and we hope to find a better decision procedure. Note that if we limited the agents
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to read only atomic formulas, a very natural restriction, then the number of possible
communications would be smaller and the decision procedure would be faster, and indeed
would be in non-deterministic exponential time. The logic would change as the formulas
Ki(pV q) = K;i(p) V K;i(q) would be valid with such a restriction, but are not valid if
non-atomic formulas can be read from another agent’s website.

We now define a maximal history (relative to some w) as a history in which all
possible (finitely many) communication events have taken place at least once. If H is
a maximal history, then we will have, for all H', C(H, HH') and hence for all H', all
w,¢, w,H = ¢ iff w,HH' = ¢. In other words, a maximal w, H satisfies, for all

¢, ¢+ O¢.

Lemma 4.2.8 The aziom OO¢ — OO¢ is valid in Logic of Communication Graphs.

Proof Fix w compatible with some history H which satisfies O0O¢. Let H' be a maxi-
mal history extending H, then w, H' satisfies O¢ and hence ¢ and hence 0O¢. Since H’

extends H, w, H satisfies ©O¢. m]

We strongly suspect that if H and H' are maximal histories (relative to w), then w, H
and w, H' satisfy the same formulas. In this case, ©0¢ — OC¢ would be valid. This

and other issues related to a complete axiomatization will be left for another paper.
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4.2.4 Connection with Communication Graphs

In this section we will investigate the close connection between formulas valid in a model
based on the communication graph and the communication graph. We will prove that

the valid formulas characterize the communication graph.
Theorem 4.2.9 Let G = (A, E) be a communication graph. Then (i,5) € E if and only
if, for all | € A such that | # ¢ and | # j and all ground formulas @, the scheme

K¢ A—Ki¢ — O(Kid A ~Ki¢)

is valid in all communication graph models based on G.

Proof Suppose that w, H =y K;j¢ A =K;¢. Then j knows ¢ and hence i can read
¢ directly from j’s website. ! is none the wiser as \(H) = N(H; (4, ], ¢)). Therefore,

w, H1 (iaja (b) # qus A —'Kl(b- o

4.3 Conclusions and Further Work

In this chapter we have introduced a logic of knowledge and communication. Communi-
cation among agents is restricted by a communication graph, and idealized in the sense

that the agents are unaware when their knowledge base is being accessed. We have
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shown that the communication graph is characterized by the validities of formulas in
models based on that communication graph, and that our logic is decidable.

As discussed in the introduction, logics of knowledge acquisition through commu-
nication have been the focus of recent study. We can now be more precise about the
similarities and differences between our approaches. These logics use PDL style op-
erators to represent an epistemic update. For example, if !¢ is intended to mean a
public announcement of ¢, then {!¢) K;¢ is intended to mean that after ¢ is publicly an-
nounced, agent 7 knows ¢. From this point of view, the communication modality <& can
be understood as existentially quantifying over a sequence of private epistemic updates.
However, there are some important differences between the semantics presented in this
paper and the semantics found in the dynamic epistemic logic literature. First of all, in
our semantics, communication is limited by the communication graph. Secondly, we do
not consider general epistemic updates as is common in the literature, but rather study a
specific type of epistemic update and its connection with a communication graph. Most
important is the fact that the history of communications plays a key role in the definition
of knowledge in this paper. The general approach of dynamic epistemic semantics is to
define update operations mapping Kripke structures to other Kripke structures intended
to represent the effect of an epistemic update on the first Kripke structure. For example,
a public announcement of ¢ selects the submodel of a Kripke structure in which ¢ is

true at every state. The definition of knowledge after an epistemic update is the usual
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definition, i.e., ¢ is known by 4 at state w if @ is true in all states that ¢ considers possible
from state w in the updated Kripke structure.

Notice that if we restrict our attention to maximal histories, then the following prop-
erty will be satisfied: For any two agent ¢ and j if there is a path in the communication
graph from i to j then any ground fact that j knows, ¢ will also know. In this case, we
can say that j dominates i. This notion of domination was studied by Fitting in [35, 36].
Fitting develops a semantics in which there are multiple agents and a domination rela-
tion on the set of agents (which is assumed to be a partial order). He studies the question
of how to assign truth values to formulas in a common modal language and on which
sentences will the agents agree. Two semantics are offered. One is a combination of
Kripke intuitionistic models and Kripke modal models and the second is a many-valued
Kripke modal model. The two semantics are shown to be equivalent and a sound and
complete axiomatization is offered.

Moving on to future work. Standard questions such as finding an elegant complete
axiomatization will be studied. Another interesting extension would be to allow different
types of updates, such as lying, conscious updates (where j is aware that his website is
being read), updating to subgroups (creating common knowledge) and so on.

Another natural extension is to consider situations in which agents have a preference
over which information they will read from another agent’s website. Thus for example,

if one hears that an English Ph.D. student and his adviser recently had a meeting,
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then one is justified in assuming that they probably did not discuss the existence of
non-recursive sets, even though the adviser may conceivably know this fact. Given that
this preference over the formulas under discussion among different groups of agents is
common knowledge, each agent can regard some (legal) histories as being more or less
likely than other (legal) histories. From this ordering over histories, we can define a
defeasible knowledge operator for each agent. The operator is defeasible in the sense
that agents may be wrong, i.e., it is after all possible that the English student and his
adviser actually spent the meeting discussing the fact that there must be a non-recursive
set.

Finally we remark that our framework and the logic can be seen as a demonstration
of the need for cryptographic protocols. Two issues are important here. The first is that
an agent may only want part of its knowledge base to be accessible by the public. This
may be modeled in our framework by restricting for each agent 7 the set of formulas
that the agent makes available, and so when 4 is directly connected to j, ¢ can only
update by facts in the accessible domain. The second issue is that we may not know
the exact structure of the communication graph. For example, if Ann accesses some
information from Bob’s website, but unknown to Ann, Charles is listening in, then the
communication graph has an edge between Charles and Bob, whose presence is not
known to Ann or to Bob. Then clearly as a condition for Ann learning some information

from Bob, Charles must be able to be informed of that same piece of information. Thus
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cryptographic protocols are essentially intended to ensure that there are no “undesired
edges” between agents in the communication graph. Moreover, in that version of our
model where the entire graph is not common knowledge, inferring the existence of edges

from knowledge is yet another, potentially important extension.
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Strategic Voting

Whether made explicit or implicit, knowledge theoretic properties such as common
knowledge of rationality are important in understanding and modeling game-theoretic,
or strategic, situations. There is a large literature devoted to exploring these and other
issues related to the epistemic foundations of game theory. The recent paper [19] and the
survey [11] have excellent discussions and pointers to the relevant literature. Much of the
literature focuses on what the agents need to know about the other agents’ strategies,
rationality or knowledge in order to guarantee that a particular solution concept, such
as the Nash equilibrium, is realized. In other words, what are the knowledge-theoretic
properties that make a particular solution concept “effective”. In [23], together with
Samir Chopra and Rohit Parikh, we develop a framework that looks at similar issues

relevant to the field of voting theory. This chapter is based on {23]. Our analysis suggests

113
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that an agent must possess information about the other agents’ preferences in order for
the agent to decide to vote strategically. In a sense, our claim is that the agents need
a certain amount of information in order for the Gibbard-Satterthwaite theorem to be

“effective”.

5.1 Introduction

A comprehensive theory of multi-agent interactions must pay attention to results in
social choice theory such as the Arrow and Gibbard-Satterthwaite theorems [2, 45, 95].
These impossibility results constrain the existence of rational collective decision making
procedures. In this chapter we turn our attention to another aspect of social aggregation
scenarios: the role played by the states of knowledge of the agents. The study of strategic
interactions in game theory reflects the importance of states of knowledge of the players.
In this chapter, we bring these three issues—states of knowledge, strategic interaction
and social aggregation operations—together.

The Gibbard-Satterthwaite theorem is best explained as follows. Let S be a social
choice function whose domain is an n-tuple of preferences P; ... P,, where {1,...,n} are
the voters, O is the set of choices or candidates and each P; is a linear order over O.
S takes P;... P, as input and produces some element of O - the winner. Then the
theorem says that there must be situations where it ‘profits’ a voter to vote strategically.

Specifically, if P denotes the actual preference ordering of voter %, Y denotes the profile
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consisting of the preference orderings of all the other voters then the theorem says that
there must exist P,Y; P’ such that S(P',Y) >p S(P,Y). Here >p indicates: better
according to P. Thus in the situation where the voter’s actual ordering is P and all the
orderings of the other voters (together) are Y then voter i is better off saying its ordering
is P! rather than what it actually is, namely P. In particular, if the vote consists of
voting for the highest element of the preference ordering, it should vote for the different
highest element of P’ rather than of P.

Of course, the agent might be forced to express a different preference. For example,
if an agent, whose preferences are B > C > A, is only presented C, A as choices, then
the agent will pick C. This ‘vote’ differs from the agent’s true preference, but should
not be understood as ‘strategizing’ in the true sense.

A real-life example of strategizing was noticed in the 2000 US elections when some
supporters of Ralph Nader voted for their second preference, Gore,! in a vain attempt to
prevent the election of George W. Bush. Similar examples of strategizing have occurred
in other electoral systems over the years ([17] may be consulted for further details on the
application of game-theoretic concepts to voting scenarios). The Gibbard-Satterthwaite
theorem points out that situations like the one pointed out above must arise.

What interests us are the knowledge-theoretic properties of the situation described

1Surveys show that had Nader not run, 46% of those who voted for him would have voted for Gore,
23% for Bush and 31% would have abstained. Hereafter, when we refer to Nader voters we shall mean
those Nader voters who did or would have voted for Gore.
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above. We note that unless the voter with preference P knows that it should vote
strategically, and how, i.e., knows that the other voters’ preference is Y and that it
should vote according to P’ # P, the theorem is not ‘effective’. That is, the theorem
only applies in those situations where a certain level of knowledge exists amongst voters.
Voters completely or partially ignorant about other voters’ preferences would have little
incentive to change their actual preference at election time. In the 2000 US elections,
many Nader voters changed their votes because opinion polls had made it clear that
Nader stood no chance of winning, and that Gore could lose as a result of their votes
going to Nader.

The goal of this chapter is to propose a formal model in which the effect of poll
information on an agent’s choice of a vote can be studied. The need for such a model was
suggested by Brams and Fishburn in Chapter 7 of [16]. In particular, we are interested
in formally showing how voters use poll information during an election. There is a large
literature which studies strategic voting in the presence of poll information. As much of
the literature is geared towards a political science audience, we only discuss the papers
which are related to the goals of this chapter. For a discussion of formal voting theory
see [17, 18]. The discussion found in Chapter 7 of [16] has much in common with this
chapter and so will be discussed in more detail below. For a overview of models of
strategic voting in complete information environments, see [91, 68, 69]. Taking a more

“computer science” approach, [26, 27, 25| provides a series of results concerning how
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“hard”? it is to take advantage of poll information. The articles [20] and [32], which
compare sequential voting to simultaneous voting, both discuss issues relevant to this
chapter. Finally, the reader is referred to [28] for a discussion of a voting procedure,
called declared-strategy voting, which attempts to curtail the effects of strategic voting

on an election.

5.2 A Formal Voting Model

There is a wealth of literature on formal voting theory. This section draws upon discus-
sions in {17, 18]. The reader is urged to consult these for further details.

Let O = {01,...,0n} be a set of candidates, 4 = {1,...,n} be a set of agents
or voters. We assume that each voter has a preference over the elements of O, i.e., a
reflexive, transitive and connected relation on O. For simplicity we assume that each
voter’s preference is strict. A voter i’s sirict preference relation on O will be denoted
by P,. We assume that each P, is a complete, reflexive, transitive and anti-symmetric
binary relation on (0. For two candidate o,v € O, we will write o >p, v iff (o,v) € P,
and say that i strictly prefers o to v. Henceforth, for ease of readability we will use Pref
to denote preferences over Q. A preference profile is an element of (Pref)™.

In voting scenarios such as elections, agents are not expected to announce their

actual preference relation, but rather to select a vote that ‘represents’ their preference.

?Here “hard” is being used technically: the results are complexity theoretic.
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Each voter chooses a vote v, an aggregation function tallies the votes of each candidate
and selects a winner (or winners if electing more than one candidate). There are two
components to any voting procedure. First, the type of votes that voters can cast. For
example, in plurality voting voters can only vote for a single candidate so votes v are
simply singleton subsets of (J, whereas in approval voting voters select a set of candidates
so votes v are any subset of 0. Following [18], given a set of O of candidates, let B(O)
be the set of feasible votes, or ballots. The second component of any voting procedure is
the way in which the votes are tallied to produce a winner (or winners if electing more
than one candidate). We assume that the voting aggregation function will select exactly
one winner, so ties are always broken3. Note that elements of the set B(O)" represent
votes cast by the agents. An element ¥ € B(O)" is called a vote profile. A tallying

function Ag : B(O)" — O maps vote profiles to candidates.

Definition 20 Let A be a set of n agents and O a set of m candidates. A voting
procedure is a pair V = (B(O), Ag), where B(O) is a set of ballots and Ag : B(O)* = O

is a tallying function, or a scoring function.

The following are examples of some well-known voting procedures. Let .4 be a set of n

agents and O a set of m candidates.

3[9] shows that the Gibbard-Satterthwaite theorem holds when ties are permitted.
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Plurality Voting: The voting procedure Vp = (B(0O), Ag) is called plurality voting if
B(O) = {{o} | 0 € O} and Ag selects the candidate with the largest number of votes.
For simplicity, in the case of ties, we assume that Ag randomly selects among the can-

didates with the most votes. We assume this throughout the chapter.

Approval Voting: The voting procedure V4 = (B(0), Ag) is called approval voting if

B(0O) = 2° and Ag selects a candidate with the largest number of approvals.

Borda Count: The voting procedure Vg = (B(0), Ag) is called Borda count if B(O) =
Pref, i.e., ballots are linear orderings of 0. The scoring function Ag is slightly more
complicated then above. Each candidate ranked highest by a voter receives the most
points, the next-highest receives the next-most points, and so on. Then Ag selects the
candidate with the largest point total. When there are m candidates, then the usual

Borda points are m — 1, m — 2,...,0 for the first choice, second choice, ..., last choice.

Hare System: The voting procedure Vg = (B(0O), Ag) is called the Hare system, or
single transferable vote, if B(O) = Pref and Ag works as follows. If no candidate
receives a majority of first-place votes, then the candidate with the fewest first-place
votes is dropped and his second place votes are given to the remaining candidates. This

elimination process continues until one candidate receives a simple majority.
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Given a voting procedure V and an agent i’s preference P;, we can ask if a vote
v € B(O) is a “sincere” representation of P,. For some voting procedures there is an
objective answer to this question. For example, if we assume that the voting procedure
is Vp, then a vote v is sincere with respect to preference P iff v is the maximal* element
of P. However, for some voting procedures, such as approval voting, more information
is needed to determine whether or not a vote is a sincere reflection of a preference P.
In approval voting, whether a vote v (which is a subset of O) is sincere depends on
both a preference P and where the agent places its cut-off point between approved and
‘dis-approved’ candidates.

In order to capture‘ the above notion of a “sincere vote”, we assume for each agent
1 a function S;, called the sincere vote function, between the set of preferences Pref
and the set of subsets of ballots. Le., S; : Pref — 28(9) Typically, we will assume that
for each P € Pref, S;(P) is a singleton, but this is not necessary. If i’s preference is P;
and v € S;(P;), then v is said to be a sincere vote corresponding to P;. The voter ¢ is
said to strategize with respect to a preference P if ¢ selects a vote v that is not in the
set S;(P). See [18] for a definition of a “sincere vote” in a variety of context and [80] for
a discussion of similar issues.

Assume that the agents’ true preferences are P = (Pf, ..., Pr) and fized for the

4Recall that we are assuming preferences are linear orders.
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remaining discussion. Given a vote profile ¢ of actual votes, we ask whether agent 7 will

change its vote if given another chance to vote. Let 7_; be the vector of all other agents’

votes. Then given ¥_; and 7's true preference P, there will be a (nonempty) set X; of

votes that are 7’s best response to 7_;. Of course, whether v is a best response for agent ¢

to 7_; will depend on the voting procedure. We will be more specific below about what
~ constitutes a best response to a vector 7_; for agent i.

Suppose that for each 7 € A, f; selects selects one such best response from X;. We
assume that agent’s will only strategize if necessary. That is, if v € S;(P}*) and v € X;,
then f; will select v(if more than one such v exists, then let f; select one of these votes).
Let f(7) = (f1(T-1),..., fa(T_n)). We call f a strategizing function. If 7 is a fixed
point of f (i.e., f(¥) = U), then ¥ is a stable outcome. We define f" recursively by
fUD) = f(@), f* = f(f*1()), and say that f is stable at level n if f*(7)) = f*~ (7).
It is clear that if f is stable at level n, then f is stable at all levels m where m > n.
Also, if the initial votes of the ¥ are a fixed point of f then all levels are stable.

The following two examples demonstrate the type of situations that we have in mind.

The first example is taken from [16].

Example 5.2.1 (Brams and Fishburn [16]) Suppose that there are four candidates
O = {01, 02,03} and nine voters divided into three groups: A, B and C. Suppose that
the sizes of the groups are given as follows: |A| = 4, |B| = 3, and |C| = 2. We assume

that all the agents in each group have the same true preference and that they all vote the
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Condorcet candidate, i.e., a candidate who defeats every other candidate in a pairwise

contest.

Brams and Fishburn go on to generalize this example and show that if the agents
follo§v the protocol described above, then under plurality voting, if the Condorcet can-
didate is not one of the top two candidates identified by the poll, then that Condorcet
candidate will always lose. In the above example, the protocol is set up so that the sec-
ond round of votes is a fixed point, i.e., the voters will not change their votes a second
time. The next example describes a situation in which a fixed point does not occur until

round IV. The following example was first presented in [23].

Example 5.2.2 Suppose that there are four candidates O = {01,09,03,04} and five
groups of voters: A,B,C,D and E. Suppose that the sizes of the groups are given as
follows: |A| = 40, |B| = 30, |C| = 15, |D| = 8 and |E| = 7. We assume that all
the agents in each group have the same true preference and that they all vote the same
way. Suppose that the voting procedure is plurality voting (Vp). Hence for each i € A,

v € S;(P,) iff v is the mazimal element of P;. The agents’ true preferences are as follows:
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PZ = 0 >p;‘ 04 >p;1 (o)) >p2 03
Pg = 09 >p§ 01 >p5 03 >p;3 04
Pé = 03 >pé 09 >pa, 04 >pé 01
P}S = 04 >PB 0y >PB 02 >pl~~7 03
PE—; = 03 >PE‘ 01 >P§ (0)) >P;-3 04

We assume that the agents all use the following protocol. If the current winner is o, then

agent 1 will switch its vote to some candidate o' provided:
1. i prefers o' to o, formally o' >p, 0, and

2. the current total for o' plus agent i’s group’s votes for o is greater than the current

total for o.

By this protocol an agent (thinking only one step ahead) will only switch its vote to a
candidate which is currently not the winner. Initially, we assume that the agents all
report their (unique) sincere vote. The following table describes what happens if the

agents use this protocol. The candidates in bold are the winner of the current election

round.
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Size | Group | I | IT | IIT| IV
40 A 01|01 | 04|01
30 B 02 |02 | O2 | 02
15 C 03 |02 | O2 | 02

8 D 04 | 04 | 00 | 04
7 FE 03 03 | 01 |01

In round I, everyone reports their top choice and o, is the winner. C likes oy better
than o0, and its own total plus B’s votes for oy exceed the current votes for o,. Hence
by the protocol, C will change its vote to 0,. A will not change its vote in round I
since its top choice is the winner. D and E also remain fized since they do not have
an alternative like o' required by the protocol. In round III, group A changes its vote
to o4 since it is preferred to the current winner (02) and its own votes plus D’s current
votes for o4 exceed the current votes for 0. B and C do not change their votes. For B’s
top choice 0, is the current winner and as for C, they have no o' better than oy which
satisfies condition 2). Ironically, Group D and E change their votes to oy since it is
preferred to the current winner is oo and group A is currently voting for o,. Finally,
in round IV, group A notices that F is voting for o, which A prefers to o4 and so
changes its votes back to oy. The situation stabilizes with o, which, as it happens, is
also the Condorcet winner. Le., it is easy to check that by following the above protocol,

f((01,09,02,04,01)) = (01,02, 00,04,01). Thus f stabilizes at stage 4.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 5. STRATEGIC VOTING 126

We are now in a position to be more specific about what constitutes a best response
for an agen_f. In the above examples, the agents’ decisions to strategize were based on a
predefined protocol. Note that in both examples, the agents behaved myopically, that is
the protocol only took into account information from the current round. This restriction
can be relaxed to allow the agents to make decisions based on, for example, all previous
rounds. The important point from both examples is that the agents’ voting strategies
were explained by assuming that the agents are all following a particular protocol. In
general, the agents may not necessarily all follow the same protocol as we have assumed
in the above example. We will now discuss some issues relevant to formalizing this
notion notion of a protocol.

In general there may be a lot of reasons why an agent may decide to change its vote.
Of course an agent may change its vote because its preferences have changed. However,
this is not the phenomenon we are trying to capture in this chapter. We are interested
in situations in which each agent’s preference is fixed and the agent is trying to decide
which vote best reflects its preference given the current situation. We assume that an
agent’s decision to change its vote will be based on three pieces of information. The
first is the agent’s actual preference. The second is information about the current vote
profile, called poll information. The third is information about the number of agents
that have the same preference.

In the above example, we assumed that during each round the agents were told
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the total number of votes each candidate received. In general, the form of the polling
information will depend on the voting protocol that is being used. For example, knowing
the total number of votes each agent received will be relevant for any voting procedure
that selects the winner based solely on the total number of votes the candidates receive;
however, this information will be less useful when the voting method is Borda count. In
the interest of concreteness, we will restrict attention to voting methods, such as approval
voting or plurality voting, that select the winner based solely on the total number of
votes that the candidate receives. Thus we can model the poll information as a function
7 : B(O) — N, where 7(v) = n is interpreted as n voters have selected voter v. Let II
be the set of all such functions, i.e., the set of polls. For each poll 7, let W(x) be the
candidate that would win (according to Ag) the election if the agents vote according®
to m. Finally, we note that each voting profile induces a poll. That is if 7' is a voting
profile, then we can define a poll 7y as follows, for each v € B(O), m3(v) =3 ,._, 1.
The second piece of information that an agent ¢ uses to decide whether or not to
change its vote is the size of the group of agents that share i’s true preference. Typically,
a single agent changing its votes will not affect the outcome of an election. However,
as in the above example, agents will change their vote in part because they assume

that they are part of a group which has enough weight to swing an election. In the

80f course, a poll does not list which agent voted for which candidate; however a winner can still
be determined provided we assume that the Ag function is invariant under permutation of voters. This
certainly true of many voting procedures.
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above example, this number was constant for each agent. That is we assumed that
each agent knew the exact size of the set of agents that share its actual preference.
However in general, this information may not be known to an agent or the agent may
only have partial information about the size of the number of agents that share its actual
preference. This will be modeled by a group size function ~; from a finite sequence of
polls to the natural numbers. That is 7; : II* — N where ;(m; - - -+ 7¢) = | means that
after the series of polls 7y,..., 7, agent i believes that there are [ agents that have the
same actual preference as itself. Let I'; be the set of all possible such functions.

We are now in a position to formally define a protocol for an agent i. By an election
we mean a sequence of polls, i.e., an element of [1*. A protocol for agent ¢ is a function
A; : Pref x II* x I'; = B(O). Thus if o € II* is an election and 7; € I'; is a group
function, then A;(P,0,7;) = v' means that agent ¢ will use ballot v’ in the next poll.
Notice that we are assuming that the agent’s use the entire election when making its
decision to change its vote. This is assumed in the interest of generality. In other
words, we assume that all agents have access to the election information, but whether
or not they use all of that information is another issue all together. Call the vector
A a group protocol. We assume that in the absence of information, agents will vote
according to their actual preferences. That is if o is the empty string, then for each
i€ A, Ai(P}o,v) =v € Si(P).

Given a group protocol, we say that a strategizing function f is generated by A,
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written fz if fx is defined as follows. Suppose that ¢ = = ---m; is the current poll

information and ¥ is the current vote profile. Then we define

f5(0) = (AP}, 0,1(0)), - - Ba( Py, 0, 10(9))

Returning to our example. We will now demonstrate how to formalize our second ex-
ample using the above machinery. First of all we assume that the agents all knew the
exact number of agents that share their actual preferences. Thus for each i € A, 4; is
the constant function described in the example above. For example, for each election
o, v(0) = 40 iff i € A. The A; functions can be described as follows. In order to ease
exposition, we will identify singleton subsets with their element. In other words, we are
assuming that B(O) = 0. Let Wy(n) denote the candidate that receives the second
highest number of votes. The protocol that each agent follows in the first example can
be described as follows. First of all we need some notation: for each pair of candidate

0,0 € O, let Cp,(0,0") choose that candidate preferred according to F;.

o' (v W(r) or v # Wy(m)) and o' = Cp: (W (7), Wa(m))
Azl ('Pi*a g, 72') =

v otherwise

where v is the current vote (similarly for the next example). The second example can
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be formalized as follows:

o Pr(o,W(last(c))) and (o) + last(c)(0') > last(a)m (o)
A?(Pi*ao'a V) =

v otherwise

Notice that in A}, the group function is not used in the definition. In other words, in
Example 5.2.1, the agents need not have any information about the size of the group that
share their preferences in order to follow the protocol. Whereas, in the second example,
the size of the group plays a key role in the agent’s decision to change its current vote.

Putting everything together, we can now define a voting model.

Definition 21 (Voting Model) Given a set of n agents A and m candidates O, a
voting model is a tuple (V,’Is*, {S:}ica, f) where V is a voting procedure, each S; is a
sincere vote function for agent i; and f is a strategizing function. We say f is generated

by a group protocol A if f = fx-

We now point out that if there are more than two candidates, then for every voting
procedure V, there must be instances in which the generated strategizing function f

never stabilizes:

Theorem 5.2.1 If O has three or more candidates, then for any given voting procedure

V, there exists an initial vector of preferences such that f never stabilizes.
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This follows easily from the Gibbard-Satterthwaite theorem. Suppose not, then we show
that there is a strategy-proof tallying function contradicting the Gibbard-Satterthwaite
theorem. Suppose that Ag is an arbitrary tallying function and P* the vector of true
preferences. Suppose there always is a level & at which f stabilizes given the agents’
true preferences P*. But then define Ag' to be the outcome of applying Ag to f*(P*)
where P* are the agents’ true preferences. Then given some obvious conditions on
the strategizing function f, Ag’ will be a strategy-proof tallying function contradicting
the Gibbard-Satterthwaite theorem. Hence there must be situations in which f never
stabilizes.

Since our candidate and agent sets are finite, if f does not stabilize then f cycles.
We say that f has a cycle of length n if there are n different votes Py, ... P, such that
f(P) = Pyiforalll<i<n-—1and f(’lsn) = P,.

The following is an example of a situation in which the associated strategizing func-

tion never stabilizes:

Example 5.2.3 Consider three candidates {01,02,03} and 100 agents. Suppose that
their are three groups of agents A, B and C. The size of each group is |A| = 40,

|B| = 30 and |C| = 30. The actual preferences are given as follows:
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*

PA = 0 >p2 09 >p;‘ O3
R 3

Pg = 03 >p; 03 >py 01
*

PC = 03 >PE; o >P5 (o))

Assume that the agents use the following protocol. An agent ¢ will switch its vote for o

to o' provided (assume w is the current winner)

1. o' is i’s second choice and the current winner is i’s last choice, or

2. 0 is i’s top choice and the current winner is i’s top choice.

Assuming that the voting protocol is plurality voting and that all agents follow the above

protocol generates the following table.

Size | Group | I | II | I\ IV V| VI{VII| VI |IX

40 A 01| 01 Og | O | O2 | O1 (0] 09 01
80 B Oy | O3 | Og | O | O | O2 03 O3 Os
30 C 03 | O3 { O3 03 01 | O1 01 O3 Og

After reporting their initial preferences, candidate o; will be the winner with 40 votes.

The members of group B dislike 0, the most, and will strategize in the nezt election by
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reporting o3 as their preference. So, in the second round, o3 will wzn But now, members
of group A will report 0y as their preference, in an attempt to draw support away from
their lowest ranked candidate. o3 will still win the third election, but by changing their
preferences (and making them public) group A sends a signal to group B that it should
report its true preference - this will enable group A to have its second preferred candidate
o0, come out winner. This cycling will continue indefinitely; oy will win for two rounds,

then o1 for two rounds, then os for two, etc.

5.3 Conclusion and Further Work

Our results suggest that election-year opinion polls are a way to effectively turn a one-
shot game, i.e., an election, into a many-round game that may induce agents to strate-
gize. Opinion polls make voters’ preferences public in an election year and help voters
decide on their strategies on the day of the election. For the rest of the paper, we will
refer to opinion polls also as elections.

We have explored some properties of stratégic voting and noted that the Gibbard-
Satterthwaite theorem only applies in those situations where agents can obtain the
appropriate knowledge. In example 5.2.2 the Condorcet winner - the winner in pair-
wise head-to-head contests - was picked via strategizing. Since our framework makes
it possible to view opinion polls as the n — 1 stages of an n-stage election, it implies

that communication of voters’ preferences and the results of opinion polls can play an
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important role in ensuring rational outcomes to elections. Put another way, while the
Gibbard-Satterthwaite theorem implies that we are stuck with voting mechanisms sus-
ceptible to strategizing, our work indicates ways for voters to avoid irrational outcomes

using such mechanisms.
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Conclusions

Social software brings together ideas from philosophical logic, game theory and computer
science. As is true in many interdisciplinary fields, an important componevnt of social
software research is developing a “common language” in which experts from the different
fields with diverse backgrounds can compare and contrast their results. The logical
systems developed in this thesis are a step in this direction. In particular the frameworks
discussed in Chapters 2, 3 and 4 are intended to represent types of situation that are
of interest to both game theorists and computer scientists. We briefly summarize the
results presented in this thesis.

Chapter 2 introduces the basic formal framework used to represent social interactive
situations. We view a social interactive situation as consisting of a collection of sequences

of “events” (called histories), where the exact interpretation of an event depends on the

135
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application. For example, since we where modeling communication among agents in
Chapter 4, an event in Chapter 4 consisted of a (one-way) communication between two
agents. Intuitively, each global history (infinite sequence of events) is a possible way the
situation could have evolved. At any moment t € N there is a finite history and a possibly
infinite future. Some of the events are caused by an agent, i.e., an agent can perform a
particular action and others are caused by nature (which can be viewed as a special type
of agent). In Chapter 2, we show how to start from this basic framework to construct
models that have been used by computer scientists (history based knowledge models)
to study distributed algorithms and models that have been used by game theorists
(extensive games) to study multi-agent social situations.

Chapters 3 and 4 are the main contributions of this thesis. The contribution of
Chapter 3 is primarily conceptual. A formal framework for reasoning about actions,
knowledge and obligations is described. This framework is shown to naturally capture
our intuitions about various deontic dilemmas. Chapter 4 takes on the task of finding a
model for multi-agent knowledge and communication. A logical system and semantics
is defined (based on the history based structures from Chapter 2) which is shown to
be decidable. The analysis in Chapter 5 suggests that a certain level of knowledge is
required in order to make the Gibbard-Sattertwaithe Theorem effective.

In Chapter 1, we discussed the three main areas of social software research. This

thesis focused on the first of these three areas: mathematical models of social situations.
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Of course there are a number of issues relevant for developing mathematical models of
social situations which we have glossed over or not discussed at all. We point to two of

the most relevant and pressing issues.

Logical Omniscience

We have argued that an important part of any formal theory of social procedures,
is how knowledge of the individual agents is represented. Of course, without a certain
amount of idealization, the mathematics may become too complicated to be of any
practical use. As such, we must learn to live with the fact that there may be unrealistic
assumptions made about the agents in our mathematical models. One such assumption,
called logical omniscience, has been discussed by a number of different authors ([70,
98, 99, 3, 37, 34]). Among other things, logical omniscience implies that an agent
knows all the logical consequences of its knowledge (see [70] for a definition of logical
omniscience). Perhaps we can live with such an unrealistic assumption. However, as
Stalnaker astutely points out, “Any context where an agent engages in reasoning is a
context that is distorted by the assumption of deductive omniscience, since reasoning
(at least deductive reasoning) is an activity that deductively omniscient agents have no
use for. Deliberation, to the extent that it is thought of as a rational process of figuring

out what one should do given one’s priorities and expectations is an activity that is

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



CHAPTER 6. CONCLUSIONS 138

unnecessary for the deductively omniscient.” [98]. This raises some very important
questions for the social software scientist. In particular, what exactly is the role that
epistemic logic plays in the analysis of social procedures? If we hope to use epistemic
logic to show that in a given situation each agent has enough information in order
to follow the rules of some social procedure, then clearly the assumption of deductive
closure is much too strong.

We briefly comment on some solutions to the logical omniscience problem that have
been offered in the literature. The first is to consider logical systems without the K
axiom (K;(¢ — ¢) —» K;¢ — K,). These so-called classical systems of modal logic are
interpreted in neighborhood models, or Scott-Montague models. Essentially the idea is
to shift from thinking of knowledge as being derived from an inaccessibility relation a
la Hintikka to being explicitly described as part of the model, i.e. at each world the
neighborhood function returns the set of propositions that are known at that world.
The textbook [21] has a discussion on these models for propositional modal logic and [1]
has a discussion of these models in the context of first-order modal logic. Perhaps the
most promising solution to the logical omniscience problem relevant for the analysis of
social procedures was offered by Rohit Parikh in [70]. Parikh introduces the notion of
behavioral knowledge. Say that agent ¢ b-knows a formula ¢ if there are three mutually
incompatibly actions a, b, ¢ such that ¢ does a only if ¢ is true, does b only if ¢ is false,

and 7 has just done a (there are no restrictions on ¢). The definition of knowledge in
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Chapter 2 for history based frames has some of the flavor of behavioral knowledge. In
history based frames, knowledge is derived from the agent’s observation of the events
that have taken place which in turn is based on the behavour of the agents. However,
much more can be said, but this is a topic for future research. Finally, Fitting and
Artemov have recently been pursuing a different line of reasoning. The main idea is to
replace formulas of the form K;¢ with formulas of the form ¢: ¢, which are intended
to mean that ¢ is a “justification”, or provides “evidence”, for ¢. This idea of making
modalities explicit was introduced by Artemov in [4] to provide a logic of explicit proofs.

See [37, 38, 3] for more on this topic.

Empirical Studies

It is well-known that human agents do not necessarily behave as implied by the
models we have described in this thesis. To what extent these models have captured
social interactions among human agents is still very much an open problem. Solving
this problem requires collaboration with psychologists to design experiments that can
test our hypotheses. In fact, there are a number of experiments that have already been
conducted that may be of interest to social software researchers. As an example, we
discuss one experiment by MIT psychologist Alex Bavelas.

In the 1950s, Alex Bavelas ran a series of experiments on the effects of group structure
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and communication on task perforfnance - with surprising results. In one of them, which
he described to the Cybernetics group at the Interdisciplinary Macy conferences [33, 8]
held in New York City between 1946 and 1953, participants were asked to pick a number
from the range 0-5, to write it down on a piece of paper and to give it to the experiment
moderator. The five participants in the group were supposed to generate guesses so that
their total added up to 17. Participants were not allowed to communicate with each
other and were not told what the other participants had guessed. The experiments were
conducted in two different ways. In one, participants were told whether their guesses
had resulted in success or not, without telling them what their total was. So, if in fact
the numbers did not add up to 17, the participants were told ‘sorry, try again’ and had
to guess again. In the other kind of experiment, the participants were told whether
their guess undershot or overshot i.e., whether they had guessed too high or too low (the
actual total was also announced). The second experiment then, gave the participants
‘more information’ about their combined guess.

Bavelas reported that the groups always took longer to converge on the correct answer
when playing the second, ‘more informative’, kind of game. Prima facie these results are
surprising; the second kind of game is ostensibly more informative; an announcement
has been made, which is public and the contents of which are common knowledge. Why
then do the players take longer to arrive at a correct combined guess in the second form

of the game? Note that if a single agent is trying to guess a particular number, then
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of course the more informative response of the referee will cause the agent to guess the
number at a faster pace.

The setup of the Bavelas experiments is reminiscent of many of the epistemic puz-
zles which have recently been the focus of much scrutiny. In particular, the well-known
muddy children puzzle! shares a number of features with the Bavelas experiments. In
both situations a group of agents are reacting to public announcements. However, in
the case of the muddy children the reaction involves an epistemic update whereas in
the Bavelas experiment the reaction involves a ‘co-ordinated’ response by the group.
The difference in the two situations is in what we find puzzling. In the muddy children
puzzle, we are surprised that the repeated announcement of seemingly ‘useless’ infor-
mation (‘some child has mud on its forehead’ and ‘we don’t know if we have mud on
our forehead’) actually increases the agents’ information. That is, the announcements
in the muddy children puzzle - while seemingly not conveying information - reduce the
size (;f the uncertainty space. In the Bavelas experiments, the announcements - while
seemingly reducing the size of the uncertainty space - inhibit the performance of the
group on the task at hand. An initial analysis of this experiment is offered in [22].

Finally, we note that the reader may feel somewhat unsatisfied with the conclusions
drawn in this chapter. We seem to have raised a number of serious doubts about the

applicability of our models. In order to put the reader’s mind at ease, we let Johann

1See [34] for a discussion of the formal properties of the puzzle.
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Von Neumann have the last word. This is particularly fitting as Von Neumann was a

very influential figure in both the development of computer science and game theory.

The sciences do not try to explain, they hardly even try to interpret, they
mainly make models. By a model is meant a mathematical construct which,
with the addition of certain verbal interpretations, describes observed phe-
nomena. The justification of such a mathematical construct is solely and

precisely that it is expected to work. — Johann Von Neumann
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