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AD HOC NETWORKS 
by  

CHUNHUI ZHU 

Advisor: Professor Myung J. Lee 

Abstract 

Wireless ad hoc network refers to a class of wireless networks in which devices are 

connected in a fully distributed manner. Devices in such networks tend to have short 

transmission ranges, and communicate with other devices through wireless links over 

multiple hops. Because devices are not directly connected, some sort of routing is needed 

for data packets to be transmitted from one device to another.  

Multipoint communications refers to a communication mode in which the 

participating parties involved are more than just a sender and a receiver. It could mean 

the communication among a special group of devices in the network (i.e. multicasting) or 

among all devices in the network (i.e. broadcasting). This research work concentrates on 

the design and analysis of multipoint routing algorithms and protocols, including 

multicast and efficient broadcast routing, for wireless ad hoc networks. 

We started our work with evaluating and enhancing the famous Multicast Ad hoc 

On-Demand Distance Vector (MAODV) [1] routing protocol. Our study showed that 

MAODV has problems on multicast tree maintenance and robustness. We enhanced the 
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protocol by introducing new mechanisms and algorithms to the protocol to make it 

workable. 

In the second part of our work, we designed a dynamic RTT-based algorithm which 

can dramatically reduce the route discovery latency of reactive ad hoc routing protocols. 

We evaluated our algorithm by applying it to MAODV and achieved great improvement 

on route discovery latency.  

In the third part of our work, we developed a very efficient multicast routing 

protocol for wireless ad hoc networks with resource constrains. This algorithm fully 

utilizes the “logical tree + local link state” information so that a multicast algorithm with 

very low overhead can be achieved.  

In the last part of this work, we study the “Broadcast Strom” problem in wireless ad 

hoc networks and developed a “smart” broadcast scheme that is simple, highly efficient, 

robust and scalable. This fully distributed algorithm introduces no control overheads (in 

the terms of control traffic), and can adapt to node density and network movement at no 

extra costs.  
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1.1 Background of the Work 

This section gives background information on wireless ad hoc networks. The topics 

covered are distinct features of wireless ad hoc network, multicast and broadcast in 

wireless ad hoc networks. 

1.1.1 Distinct Features of Wireless Ad Hoc Networks 

Wireless ad hoc network is very different from traditional wired networks and 

brings many new challenges to its design and applications. We will discuss the distinct 

features of wireless ad hoc network in the aspects of physical layer (the wireless channel), 

the MAC layer and the Network layer. 

1.1.1.1 Wireless Channel 

Unlike the communications in the traditional wired network, wireless channels are 

extremely random and very difficult to analyze [30][37]. The transmitted signal might 

have experienced reflection, diffraction and scattering when it arrives at the receiver. 

Therefore, the error rate of wireless channel is much higher that in the wired media.  

In order to describe the characteristics of wireless channel, researchers have to rely 

on modeling techniques [30]. There are two aspects of channel modeling, large-scale 

modeling and small-scale modeling. Large-scale models try to predict the mean signal 

strength for different separation distance between the transmitter and the receiver; while 

small-scale models attempt to characterize the rapid fluctuations of the received signal 

strength (caused by multipath effect, Doppler shifts and etc.) over very short travel 

distance or short time durations. Typical large-scale models include Friis free space 



General Introduction  3 

 
model and ground reflection (2-way) model; Rayleigh and Recian fading distributions are 

commonly used to analyze the small-scale fadings.  

1.1.1.2 The MAC Layer 

The Media Access Control (MAC) data communication protocol sub-layer is a part 

of the data link layer specified in the seven-layer OSI model (layer 2). It provides 

addressing and channel access control mechanisms that make it possible for several 

terminals or network nodes to communicate within a multipoint network, typically a 

wireless local area network (WLAN) [29] or wireless person area network (WPAN) [87].  

The MAC sub-layer acts as an interface between the Logical Link Control sublayer 

and the Physical layer. The MAC layer provides an addressing mechanism called MAC 

address. This is a unique 64-bit number assigned to each network adapter, making it 

possible to deliver data packets to a destination within a network. 

 The MAC layers of wireless networks are very different from that of the wired 

networks. The following are the distinct features of a typical wireless MAC layer 

protocol of WLAN and WPAN. 

A. Carrier Sense Multiple Access with Collision Avoidance 

The basic media access mechanism in both Wireless LAN and Wireless PAN is 

Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) [29][87].  It is 

different from the MAC layer of Ethernet, which is CSMA/CD (CD standing for 

Collision Detection). We will first introduce the mechanism of CSMA, then talk about 

how CA can partially solve the packet collision problem of CSMA. 
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A CSMA protocol works as follows: A station desiring to transmit senses the 

medium. If the medium is busy (i.e. some other station is transmitting) then the station 

will defer its transmission to a later time; if the medium is sensed free then the station is 

allowed to transmit. 

These kinds of protocols are very effective when the medium is not heavily loaded, 

since it allows stations to transmit with minimum delay. But there are always chances 

that stations transmit at the same time since they sensed the medium free and decided to 

transmit at once. The simultaneous transmissions of packets lead to packet collisions – 

packets overlay in time cannot be decoded correctly.  

These collision situations must be identified, so the MAC layer can retransmit the 

packet by itself and not by upper layers, which would cause significant delay. In the 

Ethernet case, this collision is recognized by the transmitting stations which go to a 

retransmission phase based on an exponential random backoff algorithm. 

While the collision detection (CD) mechanism is a good idea on a wired LAN, it 

cannot be used on a WLAN or WPAN environment, because of two main reasons: 

 Implementing a CD mechanism would require the implementation of a full 

duplex radio, capable of transmitting and receiving at once, an approach that 

would increase the price significantly. 

 On a wireless environment we cannot assume that all stations hear each other 

(which is the basic assumption of the collision detection scheme), and the fact 
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that a station willing to transmit and senses the medium free, doesn’t necessarily 

mean that the medium is free around the receiver area. 

In order to overcome these problems, the WLAN and WPAN standards use a 

Collision Avoidance (CA) mechanism together with a positive acknowledge scheme, as 

follows: 

A station willing to transmit senses the medium, if the medium is busy then it defers. 

If the medium is free for a specified time (i.e. DIFS) then the station is allowed to 

transmit, the receiving station will check the CRC of the received packet and send an 

acknowledgement packet (ACK). Receipt of the acknowledgement will indicate the 

transmitter that no collision occurred. If the sender does not receive the 

acknowledgement then it will retransmit the fragment until it gets acknowledged or 

thrown away after a given number of retransmissions. 

B. Virtual Carrier Sense 

In order to reduce the probability of two stations colliding because they cannot hear 

each other, the WLAN defines a Virtual Carrier Sense mechanism. 

A station willing to transmit a packet will first transmit a short control packet called 

RTS (Request to Send), which will include the source address, destination address, and 

the duration of the following transaction (including the packet and the respective ACK). 

The destination station will respond (if the medium is free) with a response control packet 

call CTS (Clear to Send), which will include the same duration information. 
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All stations receiving either the RTS and/or the CTS, will set their Virtual Carrier 

Sense indicator, the Network Allocation Vector (NAV), for the given duration, and will 

use this information together with the physical carrier sense with sensing the medium. 

This mechanism reduces the probability of a collision on the receiver area by a 

station that is “hidden” from the transmitter, to the short duration of the RTS transmission, 

because the station will hear the CTS and “reserve” the medium as busy until the end of 

the transaction. The duration information on the RTS also protects the transmitter area 

from collisions during the ACK (by stations that are out of range from the acknowledging 

station). 

 

Figure 1 - RTS/CTS Illustration 

It should also be noted that because of the fact the RTS and CTS are short frames, it 

also reduces the overhead of collisions, since these are recognized faster than it would be 

recognized if the whole packet was to be transmitted. This is true if the packet is 
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significantly bigger that the RTS, so the WLAN standard allows for short packets to be 

transmitted without the RTS/CTS transaction, and this is controlled per station by a 

parameter (called RTSThreshold). The use of RTS/CTS and NAV is illustrated in Figure 

1.  

C. Hidden Terminal Problem 
 

In wireless ad hoc networks, hidden terminal problem occurs when a sender cannot 

detect the carrier of another sender on the other side of the receiver [73][76]. As 

illustrated in Figure 2, assume Node S1 is currently sending packets to node R. When 

Node S2 wants to send packets to Node R, it senses the carriers from its neighboring 

nodes. Because S1 is outside node S2’s communication range, S2 cannot detect the 

existence of S1. Therefore, if S2 sends some packet when S1 is transmitting to node R, 

collisions will happen at Node R. 

 
Figure 2 - Illustration of Hidden Terminal Problem 



General Introduction  8 

 
WLAN standard uses RTS/CTS mechanism and handshake packets to partly 

overcome the hidden terminal problem. However, RTS/CTS is not a complete solution 

and may decrease throughput even further. 

D. Exposed Terminal Problem 
 

In wireless networks, the exposed terminal problem occurs when a node is 

prevented from sending packets to other nodes due to a neighboring transmitter. Consider 

an example of 4 nodes in Figure 3, where the two receivers, R1 and R2, are out of range 

of each other, yet the two transmitters, S1 and S2, in the middle are in range of each other. 

Here, if a transmission between S1 and R1 is taking place, node S2 is prevented from 

transmitting to R2 as it concludes after carrier sense that it will interfere with the 

transmission by its neighbor S1. However note that R2 could still receive the 

transmission of S2 without interference because it is out of range from S1. 

 
Figure 3 - Illustration of Exposed Terminal Problem 

The RTS/CTS mechanism helps to solve this problem only if the nodes are 

synchronized. When a node hears an RTS from a neighboring node, but not the 
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corresponding CTS, that node can deduce that it is an exposed terminal and is permitted 

to transmit to other neighboring stations. If the nodes are not synchronized the problem 

may occur that the sender will not hear the CTS or the ACK during the transmission of 

data of the second sender. 

1.1.1.3 The Network Layer 

A. Networks without infrastructure 

The wireless ad hoc networks are infrastructureless networks. Their operations do 

not rely on pre-deployed backbone nodes. In many cases, networks are formed on 

demand and are torn down when a specific task is completed. For example, students in a 

classroom can form a dynamic wireless ad hoc network when they are having a class. The 

network can then be torn down when the class is ended.  

Because of this infrastructureless feature, each router node has to agree to forward 

packets for other nodes in wireless ad hoc networks. In other words, nodes in mobile ad 

hoc networks are data end-points as well as routers. 

B. Multihop Communications 

Ad hoc networks typically consist of groups of wireless devices which communicate 

with each other in a peer-to-peer mode. Because of the limit of the RF transmission range 

of these mobile devices, data packets usually need to traverse multiple hops before 

reaching the destinations. The purpose of routing in wireless ad hoc networks is to find 

the best route according to the preset routing metrics, e.g. the smallest hop count, the best 

link quality or the lowest energy consumption. 
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C. Dynamic Network Topology 

In wireless ad hoc networks, many nodes are mobile nodes, such as mobile PC or 

handheld devices. The mobility of these devices often leads to frequent changes of 

network topology. This chrematistics of the wireless ad hoc network generates the 

following impacts at network layer. 

 The wireless links and routes are instable. Nodes have to frequently check its 

links to neighboring nodes. Once a link breakage is detected, a node has to 

repair or re-discover routes to some destinations. This will generate more control 

packets in the network and reduce the effective throughput of the network. 

 Some traditional routing algorithms used in the wired network can not be used 

directly in wireless ad hoc network. For example, the link state based routing 

algorithms in general are not suitable because the network may suffer from 

excessive link state update packets due to the instable links. 

These features bring new challenges for protocol and algorithm designs in wireless 

ad hoc networks. 

1.1.2 Multicasting in Wireless Ad Hoc Networks 

Multicasting refers to the ability of a communication network to accept a message 

from an application and to deliver copies of the message to multiple recipients in the 

network. When unicast routing is used, the source has to establish multiple connections to 

deliver the packets to all recipients. However, if multicast routing is used, the source 

needs to establish only one connection to the multicast tree, no matter the number of the 

recipients.  As illustrated in Figure 4, (a) shows in order to deliver a data packet to 1,000 
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recipients, the source node needs to establish 1,000 unicast connections. This imposes 

heavy burden to the source and generates heavy traffic to the network. On the other hand, 

(b) shows the same task can be done by using a single multicast connection.  

 
Figure 4 - An Illustration of Multicasting 

The challenges of doing multicast in wireless ad hoc networks include  

 routes often break due to node movement; 

 control overhead must be emphasized;  

 protocols for fixed network are not going to work well (trees are fragile, link 

states are too expensive). 

Multicast routing protocols are thus responsible for maintaining and reconstructing 

the routes in a timely manner as well as establishing the durable routes. In addition, 

routing protocols are required to perform all the above tasks without generating excessive 
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control message overhead. Control packets must be utilized efficiently to deliver data 

packets, and be generated only when necessary.  

1.1.3 Broadcasting in Wireless Ad Hoc Networks 

Under many circumstances, broadcasting is the only way of service discovery, 

device paging, and even data transfer in wireless ad hoc networks. For example, most of 

reactive routing protocols discover routes by broadcasting route requests. However, 

broadcasting may lead to “Broadcast Storm” problems if it is done by simple flooding in 

a single common channel. The problems include redundant rebroadcast (overlaying), 

contention and collision. When the network density is high or the network is getting 

congested, the problems become severe and may directly lead to degraded quality of 

service. For example, the broadcast storm led by one node may prevent other nodes from 

accessing the channel or make other sessions in the network suffer from longer delay. 

The following two features differs broadcasting from unicasting in a wireless ad hoc 

network. 

A. No Acknowledgement for Broadcast Packets 

Unlike unicast packets whose transmission can be confirmed by acknowledgement 

packets, broadcast packets are not acknowledged at the MAC layer. Therefore, the sender 

has no knowledge on whether the packet has been delivered after sending it. 

B. No RTS/CTS dialogue for Broadcast Packets 

The RTS/CTS dialogue is able to deal with hidden terminal problem for unicast 

packets. However, in the broadcast case, exchanging RTS/CTS messages between the 
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sender and all receivers is impractical. With the absence of RTS/CTS dialogue, the 

chance that packets suffer from “hidden terminal problem” at receiver side increases. 

1.2 Outline of the Thesis 

This thesis consists of five chapters.  

Chapter 1 is the general introduction of the thesis. It sets forth the background, 

motivation and contributions of this research work. 

Chapter 1 presents the evaluation and enhancement of Multicast Ad-hoc On-demand 

Distance Vector routing protocol [1]. An analysis on its problems and protocol ambiguity 

is described in details. A modification and enhancement of the protocol is provided to 

solve the problems. Simulation model is developed to evaluate the protocol and the 

results are analyzed.  

Chapter 1 presents our findings on route discovery latency of reactive routing 

protocols designed for wireless ad hoc networks. An RTT-based algorithm for 

determining the waiting time to collect route replies is developed to provide a solution 

that is simple, widely applicable and highly efficient. 

Chapter 4 presents our work on hybrid multicast routing protocol for wireless ad 

hoc network. It is designed under the assumption that a logical tree structure and local 

link state information are available. The description of the protocol and its operation are 

presented in details. 
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Chapter 5 presents a smart broadcast scheme for wireless ad hoc networks. The 

broadcast storm problem in wireless ad hoc networks and existing solutions to the 

problem are first introduced. Our Smart approach is then described. The efficiency of the 

algorithm is investigated through simulation analysis.  

Chapter 6 concludes the thesis. 
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2.1 Introduction 

With the fast prevalence of mobile computing devices, such as laptop computers 

and personal digital assistants (PDAs), the demand of connecting these devices become 

greater and greater. In many cases, people not only want to connect to the fixed 

infrastructure network (e.g. Internet), but also want to be connected with a small group 

(e.g. students in a classroom sharing files). In the later case, an infrastructure network is 

not needed or does not exist. Nodes are usually equipped with wireless communication 

devices and movable. The topology of the network changes dynamically. This is a typical 

Ad hoc network. 

Multicast is an important application in ad hoc networks because usually an ad hoc 

network is formed when network hosts want to work together to carry out a specific task. 

Routing data packets to members within a group is much more challenging than to a 

single destination node. One reason is that traditional tree structures used in the fixed 

network is no longer suitable for ad hoc network simply because of the dynamic 

characteristic of the network. The other reason is that control messages used to exchange 

routing information among participating nodes often lead to excessive overhead which in 

turn may cause data collisions. 

Despite the difficulty there are some multicast routing protocol have been proposed 

designated for ad hoc networks. These protocols are usually classified into two categories 

according to their delivery structures, tree and mesh. Among these protocols, MAODV[1], 

AMRIS[4], RBM[5], LAM[6] and AMRoute[7] are of tree structures while ODMRP[8], 

CAMP[9] and NSMP[10] are of mesh structures. Paper [10] compares the performance 
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of AMRoute, ODMRP, AMRIS, CAMP and flooding. The general result is that mesh 

protocols usually can achieve higher packet delivery ratio (especially when the speed is 

high) at the cost of higher control overhead.  

However, as one of the most widely discussed multicast routing protocols for the ad 

hoc network, there is not a detailed, public performance study of MAODV. In this study, 

we give our evaluation on MAODV. 

The rest of this chapter is organized as follows. Section 2.2 and 2.3 present the 

overview and operation of the protocol. In Section 2.4 we point out the ambiguities of the 

protocol descriptions and our modification. Our enhancements to the protocol are given 

in Section 2.5. Section 2.6 describes the simulation design and the environment of 

simulation. In Section 2.7 and 2.8, the simulation results are analyzed and discussed in 

details. Section 2.9 summarizes this chapter. 

2.2 Multicast AODV Overview 

Multicast AODV is an extension of unicast AODV protocol [2]. It provides 

dynamic, self-starting, multihop routing between mobile devices wishing to join and 

participate in a multicast group in an ad hoc network. MAODV classifies network 

devices in an ad hoc network into three different categories – group members, tree routers 

and pure unicast devices. Tree routers are themselves unicast devices but they are also on 

the multicast tree providing “bridges” for group members. A special group member call 

“group leader” is used to broadcast group hello messages periodically. The group hellos 

are introduced to ensure the freshness of the routing information for all the members. 

Non-members can send data packets to the group but will not receive.  
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MAODV can also handle network partitions and reconnections. When network 

partition happens, MAODV elects a new group leader for the partition without a group 

leader. When two partitions join, the group leader with larger IP address will become the 

only group leader for the joined group. 

AODV and MAODV are tightly connected. MAODV uses the same Route Request 

(RREQ) and Route Reply (RREP) packets as AODV does but utilizes some fields 

reserved for multicast. Besides RREQ and RREP, MAODV also uses Group Hello 

(GRPH) and Multicast Activation (MACT) packet types. All these message types are 

handled by UDP, and normal IP header processing applies. 

In addition to a unicast routing table, MAODV also maintains a multicast routing 

table and a group leader table. Multicast routing table contains information such as Group 

IP Address, Group Leader’s IP Address, Group Sequence Number, Next Hops, Hop 

Count to Next Multicast Group Member and Hop Count to Group Leader. The Next Hops 

field is a linked list of structures, each of which contains Next Hop IP Address, Next Hop 

Interface, Link Direction and Activated Flag. Link Directions can be either UPSTREAM 

(towards the group leader) or DOWNSTREAM (away from the group leader). A node 

can only have one UPSTREAM. 

2.3 Protocol Operation 

A device wishes to join the multicast group to participate in the multicast session or 

has data to send to the group but found no active routes to the group initialize the route 

discovery procedure by broadcasting a RREQ packet. A timer call RREP_WAIT_TIME 

is started when the RREQ is sent. The RREQ packet contains the group IP address and 
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this device’s last known group sequence number. A node which receives the RREQ 

checks its multicast routing table to see whether it has fresh enough route to the group or 

not. If it has, it replies to the RREQ by sending back a RREP packet to the RREQ source; 

if it does not have fresh enough route, it rebroadcasts this RREQ and keeps a record of 

the reverse route to the RREQ source. Note that if the Join flag of the RREQ is set, only a 

group member can reply; otherwise, any nodes with fresh enough route can reply. The 

previous hop of this RREQ is also added to the next hop list of the multicast route entry 

and marked DOWNSTREAM. The Activated Flag of this previous hop is unset. 

When the RREP reaches an intermediate device on its way back to the RREQ 

source, the intermediate device must create a multicast next hop entry for the device from 

which it received this RREP and set the direction of this next hop to UPSTREAM. At this 

time the Activated Flag is still left to unset. After increasing the hop count by 1 and 

updating the lifetime field in the unicast entry of the previous hop, the intermediate node 

forwards the RREP along the path to the RREQ source.  

It is possible that multiple RREPs are received by an intermediate device. In this 

case, the first RREP will be forwarded to the RREQ source and the rests will be 

forwarded only if they are better than the previous RREPs – their group sequence 

numbers are greater or their hop counts are smaller than the previous ones. The rest 

RREPs will be discarded if they are worse than the current one. 

When the first RREP travels back to the RREQ source, the RREQ source will not 

take any actions. Instead, it will wait for more RREPs and hope there are better ones 

among them. A RREP better than the currently recorded one will replace the current one 
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so that when the timer RREP_WAIT_TIME expires, the RREQ source has the best route 

among all the possible routes it obtains. At this time, the source of RREQ activates the 

route by sending a MACT to the RREP sender along the route the RREP packet is 

received. When devices on the route receive this MACT, they activate this route by 

setting the Activated Flag. When the MACT reaches the sender of the RREP, the route is 

completely activated and a branch of the multicast tree is added. All other neighbors not 

receiving this MACT time out and delete the device as a next hop for the multicast group. 

Other operations, such as a group member leaving the group, repairing a broken link, 

handling tree partitions and reconnections, will be omitted here. Readers with interest can 

refer to [1] for details. 

2.4 The Ambiguity of the Protocol 

To start our study and evaluation on MAODV, we implemented the protocol using 

the simulation tool OPNET. However, while we are implementing the protocol, we found 

the following ambiguities of the MAODV specification.  

2.4.1 Multicast Routing Table 

MAODV is an on-demand routing protocol. This means a device maintains its route 

to the multicast group only when the route is needed and active. The route should be 

deleted if it hasn’t been used for a pre-defined time period, e.g. 

ACTIVE_ROUTE_TIMEOUT.  However, the authors didn’t mention in the draft how 

and when the route entries should be deleted. How and where to record the expiration 

time of the route is not mentioned either. In addition, each multicast address entry in the 

routing table may have multiple next hops in its next hop list. Should each next hop have 
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its own expiration time (because they are created at different time) or the entry maintain 

an expiration time for all of its next hops? 

The answers to the above questions are so important to the protocol that we have to 

contact the authors for them. The authors explained that the next hops in the multicast 

route table do not have lifetimes.  Instead, the lifetimes from the unicast route table are 

used.  As long as the link to the next hop remains valid, that next hop is maintained in the 

multicast route table.  The only time a next hop is removed from the multicast route table 

is if the unicast route table indicates that the link is gone, or if a Prune-MACT is received. 

Our implementation follows this description. 

2.4.2 Unicasting RREQ to the group leader 

In Section 9.2 of [1], the draft says if the node knows the group leader and has a 

route to it, the node MAY place the group leader's address in the Multicast Group Leader 

extension, and unicast the RREQ to the corresponding next hop for that destination.  

However, the behavior of the device which receives this unicast RREQ is not 

defined in the draft. When a device receives a unicast RREQ, it should look at its unicast 

routing table for the next hop to the group leader and route this RREQ via that next hop. 

This process continues until the RREQ reaches the group leader. But how about an 

intermediate node can not find the route to the group leader to route the RREQ? Many 

reasons can make this happen in a wireless ad hoc network. The possible solutions may 

be, although not described in the draft, 
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1) to queue the RREQ and start a route discovery process to the group leader from 

the intermediate node. Once the route to the group leader is obtained, route the RREQ to 

it; 

2) to simply discard the RREQ if the route to the group leader is not available since 

the source device will broadcasts subsequent RREQs for that multicast group cross the 

network if a RREP is not received within RREP_WAIT_TIME milliseconds. 

We think neither way is good; the first one will finally start a broadcast for a unicast 

address just like broadcasting a RREQ for the multicast group and has less chance to find 

a better route to the group than the later (due to the fact the link to the group leader from 

the intermediate node may not exist any more); the second one increases the route 

discovery time. 

In addition, one more question exists; since this unicast RREQ is destined to the 

group leader, can a group member or a tree router on its path to the group leader response 

to it, or only the group leader is allowed to response to it? Allowing the intermediate 

nodes to response to the unicast RREQ will obviously expedite the process of route 

discovery but may violate the authors’ original purpose of this method. 

Because there is not satisfactory solutions can be found to solve the said problems, 

although we implement the function using the second method, we don’t really use it. 

Every time a route to the multicast group is needed, a broadcast RREQ is sent. 
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2.4.3 Creating or updating unicast routing table when receiving GRPH 

In section 9.10 of [1], the specification says when the group leader in one partition 

(GL1) receives a GRPH from the group leader in the other partition (GL2), GL1 unicasts 

a RREQ with both the 'J' and 'R' flags set to the group leader of the other network 

partition (GL2), using the node from which it received the GRPH as the next hop. 

This means that when a node receives a GRPH, it should create or update its unicast 

routing table for the reverse route to the group leader. But there is no place in the draft 

which address this. The problem is when creating or updating the unicast routing table, 

how to handle the source sequence number and destination sequence number. They are 

not contained in the GRPH packet and could mix up with the sequence numbers 

associated with RREQs and RREPs. 

We add a new field call “Source Sequence Number” to the packet format of GRPH 

so that whenever a GRPH is received, the receiving node knows whether it should update 

its unicast routing table back to the group leader. 

2.5 Enhancement of the Protocol 

The MAODV protocol has several problems that affects its performance or even 

makes it fail to work. We enhance the protocol in the following aspects. 

2.5.1 The algorithm of determining route_discovery_timeout 

One of the key criteria of evaluating on-demand routing protocols is the route 

acquisition latency. The route acquisition latency is defined as the duration between the 

time a node discovers its need for a route to some destination, and the time that it 
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acquires that route and can begin using it. According to the MAODV draft, no matter 

how long it takes the source of RREQ to get the routing information, it has to always wait 

for route_discovery_timeout seconds before selecting the next hop and unicasting a 

MACT. Therefore, the route acquisition latency for a multicast route will always be 

route_discovery_timeout seconds. However, the real time for route discovery could vary 

largely depending on the topology of the network. In order for every node to get a route 

to the multicast tree (if the route does exist), the source of RREQ must wait the longest 

possible route_discovery_timeout. This is a drawback of the protocol because most of the 

nodes really do not need to wait so long. If the data rate is high and the buffer size is 

limited, drops of data packet from the buffer will be very possible. For real-time traffic, 

even there is not packet drop, the fixed route_discovery_ timeout increase the delay of the 

transmission. 

To overcome this shortage, we developed a dynamic mechanism for determining the 

route_discovery_timeout. The mechanism works as follow. 

Whenever a RREQ is sent, node records the time T1 of sending it. The initial 

route_discovery_timeout is set using the algorithm provided by the protocol,  

2 * TTL * NODE_TRAVERSAL_TIME                                  (1) 

When the node receives the first RREP, it records the receiving time T2. The time 

difference  

T = T2 – T1                                                             (2) 
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is the RTT (round trip time) of the fastest RREQ/RREP pair. Now, instead of wait 

route_discovery_timeout, the node either waits only another T to send the MACT if  

2T < route_discovery_timeout                                          (3) 

or uses the original route_discovery_timeout. if 

2T >= route_discovery_timeout                                        (4) 

Our algorithm is based on the assumption that the earlier the route is discovered, the 

higher the possibility that the route is better (with fewer hop counts). Also, we give 

another T for the rests of RREPs to arrive. This ensures us that we will not miss the real 

good routes (if the RTT of for a RREQ/RREP pair for a route is larger than 2T, it could 

not be counted as a good route). The development of this algorithm is also port of this 

work and it is described in details in Chapter 1. Our study shows that in the most cases, 

the fastest RTT of a RREQ/RREP pair is only a very small portion of the fixed 

route_discovery_timeout.  

2.5.2 The Acknowledgement of MACT 

To solve the MACT loss problem, we introduce a new packet type MACT_ACK to 

the protocol. It has only two fields, Group IP Address and the Source of MACT. 

Whenever a MACT reaches a group member (the destination of a MACT packet), the 

group member replies with a MACT_ACK. The Source of MACT field will be set to the 

IP address of the very first sender of the MACT. This MACT_ACK will be unicast back 

to the sender of the MACT. Nodes receive the MACT_ACK know how to route this 

packet by looking up their unicast routing table.  
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In addition, when a node sends a MACT, it starts a timer for the MACT_ACK to 

arrive. Again, the RTT of the RREQ/RREP message is used here to determine the waiting 

time of MACT_ACK. The initial waiting time will be set to twice of the RTT. If the 

MACT_ACK is not received within this time, the node will send another MACT and the 

waiting time will be doubled. If, however, the nodes can not receive a MACT_ACK after 

sending MAX_MACT_RETRIES, the route will be considered invalid and a new route 

discovery procedure will be started. The reasons and benefits of adding a new 

MACT_ACK packet will be discussed later in the simulation result section. 

2.5.3 The Processing of GRPH 

According to the protocol, the actions a member node will take after receiving a 

GRPH are updating the Group Leader Table and Multicast Routing Table and 

determining whether two partitions are joining by checking the group leader’s IP address. 

In addition to the above functions, we added the action of refreshing all the active next 

hops (reset their route expiration timer) when a member node receives a GRPH message. 

We believe this is necessary in order to maintain the multicast tree. Detailed analysis will 

be provided in the later sections. 

2.6 The OPNET Simulation Model 

We studied and evaluated MAODV using the simulation tool OPNET. We 

implemented the MAODV protocol using OPNET Version 8.0. We have modeled all the 

functions defined by the draft except the following 

 group leader leaving the group (usually won’t happen); 

 actions after reboot (won’t affect the testing of a routing mechanism). 
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The main purpose of our implementation is to test the routing algorithm and we 

believe that the above-mentioned features will not affect the result of our tests. 

2.6.1 Node Model 
 

 

Figure 5 - Model of a Wireless Mobile Node 
  
As shown in Figure 5, the node model has the following modules: 

src – a data source module which is designed to be able to send data packets at 

certain rate and at random time according to the selected distributions 

app_manager – sending different data packets, unicast or multicast, according to 

the simulation attributes; destroying data packets received from other nodes and doing 

some statistics, e.g. end-to-end delay 

maodv_routing – handling all the routing tasks 
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wlan_mac_intf and wlan_mac – modules provided by OPNET which model the 

IEEE 802.11b Wireless LAN standard and its interface to the routing layer. 

wlan_rx and wlan_tx – wireless transmitter and receiver provided by OPNET 

mobil – modeling a waypoint moving pattern 

2.6.2 Process Model 

The only process model will be described here is the maodv_routing process. 

 
Figure 6 - Model of maodv_routing Process 

 
Init state: In this state, state valuables are initialized; necessary model and 

simulation attributes are obtained; the template of a GRPH message is created. 

Send_Hello state: nodes go to this state every hello interval to send a hello message 

when the hello mode is enabled. 
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Hello_Lost state: In this state, since the maximal number of allowed hello message 

losses has been reached, the node considers the link to the destination is broken. The 

node attempts to repair the link. In the case of multicast, should try to repair the multicast 

tree. 

Joining_Group state: At the scheduled time (specified by node attribute "Time to 

join the multicast group" or a random distribution), the node generates a RREQ packet 

with the J flag set in order to join the multicast group. 

Group_Hello state: the group leader broadcasts a Group Hello Message every 

group hello interval. 

Rcv_Upcoming_Strm state: This state receives the incoming packet stream from 

the lower layer. It first checks the type of received packet then calls the appropriate 

function to proceed.  

MACT_Generating state: When the route_discovery_timeout event happens, the 

node selects the route it wishes to use by sending a MACT message. 

MACT_ACK_Timeout state: when the timer of waiting MACT_ACK timeouts, 

nodes resend the MACT. If the MAX_MACT_RETRIES is exceeded, nodes should re-

discover the route.    

Data_Transmission state: This state receives incoming packet stream from upper 

layer. It extracts the packet, and calls appropriate function to route the packet depending 

on the types of the packets (unicast/multicast). 
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Serve_Buffer state: This state dequeues a data packet from the buffer and sends it 

to the MAC layer. Interrupts that lead to this state are creation of a new entry following a 

discovery step and the successful reparation of a broken link.  

Entry_Management state: This state is in charge of routing table management, i.e. 

invalidation of active entries following an expiration and deletion of invalid entries. 

Leaving_Group state: Nodes can leave the group but some restrictions apply. A 

leaf node can leave the group without any restriction; a tree router can not leave but can 

revoke its membership; the group leader can also leave, BUT not implemented currently. 

Prune_after_link_break state: If the loss of a link causes a node to become a leaf 

node, it sets a prune timer to wait for the link to be repaired. If, when this timer expires, 

the node has not received a MACT message selecting it to be a part of the repaired tree 

branch; it prunes itself from the tree by sending a MACT with set 'P' flag to its next hop. 

Renew_Request state: This state is entered when the RREP_WAIT_TIME expires. 

If the TTL of RREQ has not reached the NET_DIAMETER, the new RREQ is sent with 

increased TTL so that the expanding ring search is achieved. If the NET_DIAMETER 

has been reached, the node then use the NET_DIAMETER as the TTL and retries the 

RREQ the maximal retry times. If the node still can not get a route reply, it then becomes 

the group leader of this group or the group leader of its own partition and starts sending 

GRPHs. 

Failure_Transmit state: This state is called when a failure to occurs at the MAC 

Layer. In this case, the MAC Layer notifies the upper layer by sending a NACK message 
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containing both final and next hop destinations of the lost data packet. At this point, the 

following operations are executed: 

 Node invalidates the next hop entry; 

 Node perform local repair on the broken link. 

2.7 Simulation Design and Environment 

In order to make our simulation results comparable to the authors’ results, we make 

our simulation environment as close to the author’s as possible. This environment is 

described as follows. 

The simulated network contains 50 nodes. These nodes are initially placed randomly 

within a fixed-size L x L area. When the simulation starts, each node randomly picks a 

destination within the area and moves toward it at the predefined speed. When it reaches 

the destination, it then chooses a rest period from a uniform distribution between 60 and 

300 seconds. After the rest period, the node travels toward another randomly picked 

destination. This process repeats throughout the simulation. 

The communication radius of the nodes is set to 10 meters. Any packet received 

from a neighbor that is not further than 10 meters from the receiving node is considered 

acceptable; otherwise, even though the packet is physically received, it will be discarded 

without any processing. 

The MAC layer model is the OPNET implementation of IEEE 802.11b WLAN 

model with some minor modifications. The speed of the Wireless LAN is set to 

1Mbits/sec. 
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In this study, we only examine the multicast performance of the protocol. Therefore, 

there is only multicast traffic in the network. All simulations were run for 300 seconds.  

The following simulation design differs slightly from that of the authors.  

Nodes join the group within a short time period (0~60 second, we call it joining 

period hereafter) after the simulation starts. This simulates the scenario that after a 

multicast session is announced, nodes join the group to participate in the session. Nodes 

can choose to generate data packets to the session after the joining period or they can just 

join to listen. At the time nodes join the group, they also schedule a time randomly to 

leave the group.  

Table 1 - Simulated Parameter Values 

Parameter Name Value 

allowed_hello_lost 2 

group_hello_interval 5000 msec

Hello_interval 3000 msec

max_retrans 2 

rev_route_life 9 sec 

route_expiration 10 sec 

rreq_retries 2 

rte_discovery_timeouts dynamic 

max_mact_retries 3 

 

Data packets are sent by both group members and non-members to the group at 

randomly selected time throughout the simulation. Data packets are 64 bytes in length 
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with constant bit rate and the number of data packets transmitted per session is a 

geometric distribution with average 3,000. 

Essential parameters of the simulation are given in Table 1. 

2.8 Simulation Results and Analysis 

In order to examine the performance of MAODV, [3] use the goodput ratio and the 

amount of control overhead as criteria. The goodput ratio is defined as the number of data 

packets received compared to the number of data packets sent. However, we found out 

that collecting the right number of received data packets is a very difficult task. The 

reasons are simple. First, we don’t know at the time a data packet is sent, how many 

group members are supposed to receive the packet because of the dynamic membership; 

second, even though we know the number of group members in the network, we don’t 

know how many partitions exist at that moment. Therefore, we still have no idea on the 

number of group members that should receive the packet. Members in the partitions other 

than that of the sender will not receive the packet and should not be considered as failure 

of receiving the packet. In short, to calculate the goodput of the protocol, we have to have 

both membership and topology information at every moment a data packet is sent.  

As an alternative of using the goodput ratio, we use an easier way to roughly 

estimate the packet delivery ratio of the protocol. This method is based on the assumption 

that if a node is expected to receive a data packet, it should receive at least a portion of 

the data packet. Therefore, the lost data will be detected. We assign every data packet a 

sequence number when it is sent. The receiving members keep a record of the IP address 

and the latest data sequence number of the received packet. Whenever a gap is found 
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between the sequence numbers, the difference will be counted as the number of data lost. 

Again, this method is not accurate. If the lost data packets are at the beginning or the end 

of the session, they won’t be detected. In addition, a node’s failure to detect the loss of 

data packets does not mean it should not receive it. Due to the reasons mentioned above, 

the goodput ratio will not be presented and discussed in this work. In the rest of this 

section, will discuss the control overheads and the problems we found about the protocol. 

We test the protocol in two different scenarios. In the first scenario, 50 nodes are 

placed in a room of size 50m x 50m. As we stated before, the transmission radius is 10m. 

Therefore a room of this size provides high enough node density so that almost every 

node can reach all other nodes in one or multiple hops. Simulations show that there are 

few, if any, partitions of the multicast tree throughout the whole simulation process. The 

main purpose of this scenario is to examine whether MAODV is able to construct a 

multicast tree and maintain the tree till the end of the multicast session. 

In the second scenario, the room size is increased to 85m x 85m. All other 

environment parameters remain the same. In a room of this size, node density is much 

low than the previous one (the area is about 3 times of the previous one). This room size 

allows the nodes to be partitioned into several small groups so that the tree maintaining 

functions of the protocol, such as tree repairing, network partition and reconnection can 

be tested when the simulation progresses. 

In order for our results to be comparable to the authors’, we ran our simulations at 

six different speeds ranged from 0 m/s to 1 m/s. For each speed, 10 simulations with 

different seeds were run and the results were taken as the average of 10 different runs. 
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Considering that the highest speed the authors of [3] have tested is too low (1 m/s equals 

to 3.6 km/hr, a speed of ramble), we tested the speeds ranged from 0 m/s to 20 m/s (20 

m/s equals to 72 km/hr, a speed of a moving vehicle).  

Same as in [3], there is only one multicast group the nodes may choose to join. 

There is not unicast traffic in the multicast simulations. In [3], nodes generate new data 

sessions for the multicast group once they join the group. However, we reckon that in 

most applications, the majority of the nodes are receivers rather than senders. Therefore, 

in our simulations nodes may play the roles of pure “listeners” – joining the group 

without generating data packets. The limit of the number of group members is set to 10, 

which means at any given time, there are as  many as 10 nodes are group members. 

However, a node can send data to the multicast group regardless of whether it is a group 

member. Non-member senders use the same route discovery procedures as the member 

senders do except they do not join the group and become members. 
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Figure 7 - Control Overhead for 50m x 50m Multicast Simulations (Slow Speed) 



Evaluation and Enhancement of Multicast AODV Routing Protocol   

 

36

 

1

10

100

1000

10000

0 4 8 12 16 20

Speed (m/s)

N
um

be
r o

f M
es

sa
ge

s

RREQ

RREP

MACT

GRPH

MACT_
ACK
HELLO

 
Figure 8 - Control Overhead for 50m x 50m Multicast Simulations (Fast Speed) 
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Figure 9 - Control Overhead for 85m x 85m Multicast Simulations (Slow Speed) 
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Figure 10 - Control Overhead for 85m x 85m Multicast Simulations (Fast Speed) 

Figure 7 and Figure 8 show the control overheads for the first scenario, 50m x 50m. 

The results of the second scenario, 85m x 85m, are shown in Figure 9 and Figure 10. 

The obvious differences the readers might notice between our results and the results in [3] 

are the overheads of MACT_ACK and Hello packets.  

As we stated at Section 2.5.2 of this chapter, in order to guarantee the route 

activation process to be successful, we add packet type MACT_ACK. Since 

MACT_ACK is a unicast packet and is sent only when a MACT is received, the number 

of MACT_ACK packets is only a very small portion of other control messages. The 

figures also show that the number of MACT_ACKs is less than the number of MACTs. 

There are two reasons for this result. One is that not all MACTs can get MACT_ACKs. 

Some MACTs were lost either due to the collisions or due to the expected receiver 

moved outside the communication range. This is the exact reason why we introduce this 

new packet type. The detail analysis why MACT_ACK packets are necessary is given 

later in this paper. The other reason is that not all MACTs require acknowledgements. 
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For example, when a MACT is broadcasted, no MACT_ACK is expected and no 

MACT_ACK_TIMEOUT is scheduled. Please refer to section 9.8 of [1] for the 

information of broadcasting a MACT. 

In paper [3], hello messages are not counted as control overheads. However, we 

believe it should be considered as one of the overheads. In the scenario like the 50m x 

50m room, the node density is so high that each node can have around 10 neighbors. In 

this case, even though the hello messages propagate only one hop, they could lead to a 

high possibility of collisions in its neighborhood.  

In the unicast AODV protocol, the authors recommend several ways for maintaining 

a node’s local connectivity. One of them is to utilize the link layer notifications; the 

others are methods of using different kinds of passive acknowledgements. Hello message 

is considered one of the passive acknowledgements.  We use the hello messages as our 

way of detecting the lost of local connectivity because we do not like to modify the link 

layer model provided by OPNET. The readers might have already noticed that our 

number of RREQs and RREPs is dramatically larger than the corresponding number in 

[3]. The one who leads to this difference is Hello message. In our simulation, a node’ 

hello function can either be turned on or off. Once it is turned on, it will select a random 

time within the first second of the simulation and start sending Hello messages till the 

end of the simulation. Since we depend on the Hello messages to detect the link break, 

this function was turned on for all 50 nodes. This means each node keeps track of Hello 

messages from all of its direct neighbors. Whenever a Hello lost is found, the node 

immediately sends out a link repair RREQ if the link is repairable. If a node detects the 



Evaluation and Enhancement of Multicast AODV Routing Protocol   

 

39

broken link is to a DOWNSTREAM node of the multicast tree, a tree repair RREQ is 

also sent. Considering there are 50 nodes in the network, each of them have several direct 

neighbors, and each link break will lead to 2 link repair processes and maybe 1 multicast 

tree repair process, it is not difficult to understand why the number of RREQs and RREPs 

are so big in our simulations.  

In fact, the approach specified in [3] is used to reduce the number of Hello messages. 

At the sender’s end, if a node transmits any packet between the time the last hello was 

sent and the next scheduled hello sending time, the node will reset its timer for sending 

next Hello message to hello_interval. At the receiver end, if any packet is received, the 

timer of generating a hello lost event will be reset to ALLOWED_HELLO_LOSS * 

HELLO_INTERVAL. 

There is an interesting phenomenon we found about the hello messages in our 

simulation.  There are many nodes that are neither group members, tree routers, nor non-

member senders. However, they keep on exchanging Hello messages and repairing the 

lost links once the link breaks are detected no matter these links are in use or not. This is 

a real waste of network bandwidth and the processing power of nodes. It is also the 

potential factor of collisions. Therefore, we suggest a node do not send Hello message 

unless it is “used” – it is a sender, receiver or a router on a unicast route; it is a group 

member or a tree router of a multicast group or a non-member sender. We believe this 

will further reduce the number of Hello messages although this idea has not been tested 

by simulations. 
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The rest of our results are similar to the results published in [3]. In the first scenario, 

the vast majority of the nodes are connected in one partition so the number of Group 

Hello messages is low. Simulations show there are only one or two group leaders in this 

case. When the area increases in the second scenario, the number of Group Hello 

messages also increases to about 3 or 4 times of the number of the first scenario. 

Comparing Figure 7 and Figure 8, we found that the number of RREQs and RREPs 

increase greatly when the nodes move faster. This is due to the fact that faster movement 

leads to more link breaks. Nodes were busy on repairing the links and trees no matter the 

links are used or not. Because of the frequent transmissions of other control messages, the 

number of Hello messages goes down when the speed goes up. This is well illustrated by 

Figure 8. The figures also show that the speed has less impact on control overheads to a 

sparse network than to a dense network.  
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Figure 11 - route_discovery_timeout - Dynamic VS Fixed 

 

It is clearly stated in [3] that MAODV use a fixed route_discovery_timeout value, 

1000 msec, to wait for the RREPs and finally activate the route to the multicast tree. As 

we described in section 2.5.1, we have developed a dynamic algorithm for calculating the 

accurate value of route_discovery_timeout. Figure 11 shows the comparison of our 

algorithm vs. the original method.  The averages of two different waiting times show that 

our algorithm shortens the route discovery latency 138 times in this simulation scenario. 

As a matter of fact, our algorithm can always reduce the waiting time tens to hundreds of 

times of the original one. Of more importance, our waiting time is accurate because it is 

calculated based on the measurement of the RTT of RREQ and RREP packets while the 

original one is based on some sort of estimation. 
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2.9 Problems of MAODV and Our Solutions 

Our simulation results have revealed problems of MAODV. The major ones are 

discussed as follows. 

First, MAODV is not able to maintain a shared multicast tree. 

MAODV is an on-demand protocol. There is not question that MAODV can 

construct a multicast tree. However, after the construction of the tree, can it keep the tree 

members connected until the session ends or the nodes explicitly leave the group? 

In order to answer this question, we first look at how the multicast routing table 

entries are refreshed in MAODV because the tree is maintained via maintaining the 

routing table. After a node (say Node B) joins a multicast group, its upstream next hop 

(say Node A) to the tree in the multicast routing table will be assigned a certain amount 

of time (said ACTIVE_ROUTE_TIMEOUT) during which the route will be considered 

active. Node A also has Node B in its next hop list indicating that Node B is one of its 

downstream next hops and will be considered active for certain amount of time. This 

route expiration time is actually maintained in the unicast routing table. When the session 

starts, every time a packet is transmitted to or received from a next hop, the expiration 

time of the next hop will be refreshed to ACTIVE_ROUTE_TIMEOUT.  

The multicast tree will remain connected as long as group members have something 

to communicate with each other. However, if there is a time period in the session during 

which no group members are sending anything and this idle time is longer than 

ACTIVE_ROUTE_TIMEOUT, problem happens; the next hops to the tree in every 
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node’s multicast routing table will all expire and the next hop entries will all be deleted 

from the routing table. That means the multicast tree does not exist any more. Although 

the value of ACTIVE_ROUTE_TIMEOUT is adjustable, it should not be very large 

because the route can be outdated due to the movement of the nodes. Therefore, this 

situation is very likely to happen. When a node has something to send, the situation is not 

too bad because it can start a new route discovery process. The sender can find the route 

again. But its receivers will be all gone, suppose most of them don’t have to send 

anything (which is a very common case for the applications like teleconferencing). These 

receivers will not start a new route discovery process until they become senders.  

We found this problem in our simulations and we believe this is a severe problem of 

the protocol. Since no one has the knowledge about the group membership in the network, 

the sender might think that it can reach all of its members even when some of the 

members are no longer connected to the tree. In version 9 of the unicast AODV draft, the 

authors claimed that “AODV allows mobile nodes to obtain routes quickly for new 

destinations, and does not require nodes to maintain routes to destinations that are not in 

active communication.” In other words, it also says AODV is not capable of maintaining 

routes that are not in active communication. This is not a problem in the case of unicast, 

but a lethal problem for multicast application. 

Although the authors of [3] claimed that “AODV is able to find a route to the 

multicast group each time it is needed, and it is able to successfully maintain the links of 

the multicast tree for the lifetime of the group”, our simulations show the opposite side of 

it. We guess the traffic pattern used in [3] leads to above statement. In [3], “once a node 
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is a member of the multicast group, it generates new sessions for that multicast group…” 

In this case, there seems to be endless data transmissions among group members hence 

continuous refreshing of each next hops in the routing table. However, this is not the only 

application. 

A possible solution of this problem is to let every member know that the session has 

not finished yet and it should remain connected to the tree. This is the reason we also 

refresh all the active next hops when a member node receives a GRPH message. By 

doing this, every next hop can be refreshed at least once every 

GROUP_HELLO_INTERVAL. This interval is usually smaller than the 

ACTIVE_ROUTE_TIMEOUT value so that the multicast tree is maintained. 

Second, MAODV is not robust. 

Scenario 1: Loss of MACT  

In MAODV, a node wishes to join a group or find a route to the group first 

broadcasts RREQs and then waits for RREPs. After a RREP_WAIT_TIME period, the 

node picks the best route from a set of RREPs and sends a route activation message 

MACT to the node from which it received the RREP. This will finally activate the route 

to the multicast tree. 

However, this MACT is likely to be lost simply due to the lossy characteristic of the 

wireless network and the frequent topology changes. If the MACT is lost in the middle, 

the sender of MACT has no knowledge about it and will assume the route is now 

available. If the sender of MACT is going to transmit anything to the group, the situation 
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is not too bad. The nodes which receive packet from this node will start their own route 

discovery process to route this packets to all other members; but if the sender of MACT 

is just going to join the group to “listen to” other members, then it will never join the 

group. 

If nodes send data packets right after they send out MACT (one of the two reasons 

why nodes send RREQs and then MACT after receiving RREPs), the possibility of losing 

the MACT will become higher. This is because the MACTs must compete with the data 

packets for the channel if hidden terminals exist. This is illustrated in Figure 12. 

Collision happens when Node 2 tries to forward MACT to Node 3 while Node 1 is trying 

to send data to Node 2. 

 
Figure 12 – Illustration of Collision between Data Packet and MACT 

The possibility of losing MACT will be very high if a node which is sending data 

has many packets waiting in its buffer. This is very likely to be true since the sending 

node buffers all the data packets during the route discovery period. 

Our solution to this problem is to send an acknowledgement of the MACT, 

MACT_ACK, back to the sender. This will solve the problem and does not cost much. 



Evaluation and Enhancement of Multicast AODV Routing Protocol   

 

46

Also, after sending MACT, wait for a random time before sending buffered data packets 

if MACT_ACK is not used. This will reduce the chance of collision between the MACT 

and data packets.  

Scenario 2: Loss of hello messages 

The protocol allows only the downstream nodes repair the broken tree. This will 

cause problems under some circumstances. 

Some times after a link break is detected, the corresponding next hop must be 

deleted from the next hop list. If the detecting node of the break is an upstream node, it is 

not responsible for repairing the tree. Therefore, the tree will be repaired after the 

downstream node also detects the break. The unicast protocol is responsible for the link 

repair. If the link is repairable and finally repaired by the unicast protocol, how can the 

unicast protocol tell the multicast protocol that the next hop is repaired and now can be 

used to route packets? Current protocol doesn’t address the issue. According to protocol, 

the only way for the multicast tree to be repaired is to wait until the downstream node 

starts the tree repair process. 

Let’s consider this scenario – an upstream node A didn’t receive the expected hello 

from one of its downstream node B. But this is not the result of link break or network 

partition, but simply the result of collision. When the hello expiration time arrives, node 

A has to delete node B from its next hop list. The unicast part of the protocol will try to 

repair the link but the multicast part will do nothing because node A is an upstream node. 

Node A will wait until Node B detects the link break and starts the tree repair process. 
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But remember, the link is not really break! The hello lost was caused by the collision! 

Therefore, node B will never detect the link break – it can receive hello from node A. The 

final result is the tree will never be repaired if node B have nothing to send (it has already 

join the group and will never join again). 

One of the possible solutions to this problem is to allow more hello message loss or 

use a longer hello interval. However, this will cost more time to detect the link breakage. 

This is not a good way especially for the multicast application. A link break happened in 

the middle of the tree would cause packet loss and delay among all child nodes of the 

break point. 

Another possible solution is to keep the next hop in the list but mark its status to 

UNDER_REPAIR. After the unicast protocol repairs the link, restore its status to 

ACTIVE. If the link is not repairable, then delete the next hop. 

Scenario 3: quick topology changes 

Our simulation result show that fast network topology changes may lead to failures 

of some functionalities of MAODV. As an example, let us look at the following scenario. 

When a group leader GL1 of one partition in the network receives a GRPH from a 

group leader GL2 of another partition, it realizes these two partitions are merging. Since 

its IP address is smaller then GL2’s IP address, GL1 sends a RREQ to try to reconnect the 

two partitions. When the RREP from the GL2 travels back to the GL1, it hits an 

intermediate node in GL1’s partition. This intermediate node is supposed to forward the 

RREP through its upstream next hop to its previous group leader GL1. However, it just 
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cannot find the upstream next hop in its next hop list – the next hop has been deleted due 

to the break of link. At this moment, the protocol does not know what to do but wait for 

the next reconnection attempts. 

2.10 Summary 

In this chapter, we have examined the performance of multicast AODV. We pointed 

out some ambiguity points of the protocol and explained how we implemented these parts 

in our OPNET model. We also enhance some parts of the protocol in order to make it 

work well. We found that MAODV is not going to work if there is an idle time during the 

multicast session and we fixed the problem without making big modification to the 

protocol. A dynamic method of calculating route_discovery_timeout is introduced and 

proved by the simulations to be about 100 times better than the original one. A new 

packet type MACT_ACK and the mechanism of MACT_ACK_TIMEOUT is used to 

solve the problem of MACT lost. Our simulations also show that MAODV has some 

unsolved problems when the control messages are lost or links are broken.  
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3.1 Introduction 

As explained in Chapter 1, in order for a data source to find a route to the 

destination in a wireless ad hoc network, some sort of routing mechanisms are needed. So 

far, there are bunches of routing protocols have been proposed to fulfill this necessity. 

These routing protocols generally fall into two categories, proactive protocols and 

reactive protocols. Typically, proactive routing protocols discover and maintain the 

routes to all destinations by periodically exchanging neighbor or link state information 

among participating nodes. Reactive protocols, on the other hand, discover and maintain 

the routes on-demand, which means the protocol discovers the route to a specific 

destination only when this route is requested. The source node maintains this route until 

the current communication session is done. Once the route becomes idle for a predefined 

route expiration time, it will be deleted from the routing table and the route no longer 

exists. Since routes are not maintained when they are not in use, if later, after been 

deleted, these routes are requested again, nodes have to restart the route discovery 

process to find the routes. 

One of the advantages (probably the biggest) of proactive protocols is that whenever 

a route is requested at a source node, it is immediately available. However, as a result of 

periodical information exchange, proactive protocols consume lots of network resources 

(e.g. bandwidth and power), generate heavy control overheads and may lead to packet 

collisions (if operate over a shared channel like IEEE 802.11). In contrast to proactive 

protocols, reactive protocols avoid these drawbacks by finding the routes only when they 

are needed. By doing this, periodical message exchange is not necessary, hence saves the 
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network resources and reduces the control overhead. However, reactive protocols have 

their own problems. The biggest problem is their long route discovery latency. When a 

data packet arrives at the routing layer of a source node running reactive protocol and the 

route is not currently available, the source node has to first buffer the data packet and, at 

the same time, start finding the route to the destination. Depending on the distance 

between the source node and the destination node, this route discovery process may take 

different amount of times. If the two communication parties are far away from each other 

or there are too many collisions along the route (nodes then have to backoff before 

retransmitting at the MAC layer), this process will take quite some time. This route 

discovery period may be large enough to cause the continuously coming data packet to be 

dropped from the source node’s limited sending buffer. This is very likely when the data 

rate is high and the nodes are kind of compact devices like PDAs which have limited 

amount of memory. 

In this chapter, we investigate the reasons of route discovery latency of reactive 

routing protocols and propose our RTT-based dynamic algorithm which can dramatically 

reduce this latency. The rest of this chapter is organized as follow. Section 3.2 gives the 

detailed analysis of the problem. Section 3.3 describes our dynamic algorithm. The 

application of the algorithm is illustrated in Section 3.4. Simulation design and result 

analysis are provided in Section 3.5 and 3.6. Finally, Section 3.7 concludes this chapter. 

3.2 The route discovery latency problem 

Although belonging to the same reactive category, different reactive protocols use 

different mechanisms to select the best route from multiple available routes. Generally, 
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there are two kinds of route selection mechanisms. We refer the first kind as “source 

selection”. In this case, the initiator of the route discovery selects the best route from 

multiple route replies. Protocols belong to this category include AODV [2], TORA [13] 

etc. The second kind, we call it “destination selection”. In this case, the destination of the 

route request selects the best route based on some predefined criteria and then sends the 

route reply back to the source along the route just found. Here the destination of the route 

request could be either the final destination or some times the intermediate nodes with 

fresh enough route to the final destinations. We refer both of them as “destination” 

hereafter. ABR [14][15] and SSR [16] fall into this category. 

Let us now go through a typical route discovery process and find out the cause of 

route discovery latency. A source running a reactive protocol broadcasts a route request 

when a route to the destination is needed. After sending out this route request, the source 

starts a timer, Twait, to wait for the route replies. Intermediate nodes relay the route 

requests until either the Time-To-Live limit is met or the request reaches a destination.  

When the request reaches the destination, there are two situations. If the destination 

selection mechanism is used, the destination (usually the final destination, not an 

intermediate node which has the route to the final destination in this case) has the 

following two options. It can simply take the first arrived route request, send a route reply 

back to the source, and ignore all route requests arrived later than the first one; or it can 

wait for another period of time to collect more requests (usually travel via different routes) 

and then select the best among them based on its selecting criteria. If the source selection 
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mechanism is used, the destination shall simply response with a route reply for each route 

request it receives.  

When the route reply (or replies) traverses back to the source, the source also has 

the following two options. If the destination selection scheme is used, or if this is the first 

route reply and the source believes the first arrived route reply is always the best one, the 

source will then start sending data packets waiting in its buffer using this route to the 

destination without any further delay. However, if the source selection mechanism is used, 

the source has to wait for other possible route replies to arrive until its Twait timer expires. 

When the timer expires, the source selects the best route from all received replies, puts 

only best route into its routing table and starts routing the data packets. 

In short, the route discovery latency of a reactive routing protocol consists of two 

parts. The first part is the physical packet traversal time it takes for a route request to 

reach the destination plus the time it takes for a route reply to travel back to the source. 

This part of the latency is beyond the control of any routing protocols and hence we call 

it “hard latency”. The second part of the latency is the time it takes for the route selecting 

party to wait for more route replies (when it is source selection) or more route requests 

(when it is destination selection) to arrive so that it can pick the best route among all 

available routes. Remember that this latency starts when the first request or the first reply 

has been received. At this moment, the source already has at least one route reply (source 

selection) at hand to use or the destination already has at least one route to reply. 

Therefore, we call it “soft latency” because this part of the latency is controllable and 

variable. The main purpose of this latency is two fold; first, to make Twait big enough to 
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guarantee there will be at lease one route reply to arrive; second, to select the best route 

among available routes. Surprisingly, no existing reactive routing protocols even try to 

reduce this latency. 

So far, we have gone through the general process of a route discovery process of 

reactive routing protocols. We now give the formula of describing the total route 

discovery latency Twait. 

Twait = ( Trequest + Treply ) + Tsoft                                           (5) 

where Trequest is the time it takes for the first request to traverse from the source to 

the destination; Treply is the time it takes for the first reply (or the only route reply, when 

the protocol is destination selection based) to traverse from the destination back to the 

source; Tsoft is the extra waiting time after receiving the first request or reply, namely, the 

soft latency. For source selection protocols, Tsoft happens at the source side and after Treply; 

for the destination selection protocols, Tsoft happens at the destination side and before 

Treply. In addition, note the hard latency, Thard, is the sum of Trequest and Treply.  

Before introducing our algorithm, we like to review how current reactive routing 

protocols deal with this problem. More specifically, we would like to see how they 

determine the value of Twait. The simplest way is using a fixed Twait just like what DSR 

[11] does. Obviously, a fixed timer is too simple to suit various network conditions. If the 

source and the destination are very close to each other, Twait may be much larger than the 

necessary response time. If the source and the destination are far away from each other, 

then Twait may not be large enough to collect all possible replies safely. Therefore, using a 
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fixed Twait is either a waste or unsafe and the protocols using fixed Twait are not scalable. 

Protocols like AODV [2] use a more advanced mechanism than fixed scheme. Since an 

expanding ring search approach is used to limit the flooding effect in AODV [2], Twait in 

this protocol is associated with the TTL of each route request attempt. That is, when the 

TTL of the route request increases, the Twait also increases proportionally. However, this 

mechanism, although makes the Twait more adaptive, still cannot reduce the Tsoft for each 

route request-and-reply cycle. In addition, our simulation study shows that the packet 

traversal time in a contention-based network does not always increase as hop count 

increases. Increasing waiting time for larger TTL does not make sense in this situation. 

The purpose of our proposal is to reduce Tsoft to the greatest extent yet can still 

guarantee the protocol will not miss the best route. We believe the hard latency, Thard, 

provides very important information that should not be neglected. The Tsoft must be a 

function of Thard to avoid unnecessary latency because Thard measures the real distance (in 

time) between the source and the destination.  

3.3 The RTT-Based Algorithm 

The following describes our RTT-based algorithm of determining the necessary 

actual route reply waiting time. In this study, only the distance in hop count is considered 

as the route selection criterion. Therefore, when we say one route is better than another, 

we are saying one route has less hop count than another to the destination. 

3.3.1 The Algorithm 

When a source node initiates a route request, it starts a timer called Twait_scheduled to 

wait for the route replies. The value of this initial timer is estimated based on some sort of 



Route Discovery Latency of Wireless Ad Hoc Networks   

 

56

adaptive algorithm like the one used in AODV [2] (which will be described later). Please 

note that this Twait_scheduled is the Tsoft we described in (5). Another thing to note is that 

Twait_scheduled must have a “safe” value initially because we do not want to miss the route 

replies if they are under the coverage of the TTL of the route request. At the same time, 

the source records the sending time of this route request, T1.  

Upon receiving the first route reply, the source node again records the receiving 

time T2. The time difference between T2 and T1 is then the RTT (Round Trip Time) of the 

fastest route request/reply pair. Please note that this RTT is what we called Thard which is 

not under our control. 

                                                    RTT  =  T2  - T1                                                      (6) 

Now that we have the first route reply at hand, we would like to compare its RTT 

with the previously scheduled timer Twait_scheduled. A big difference between them would 

reveal that our initial estimation is not accurate; hence, the actual waiting time should be 

adjusted to adapt to the network situation. We propose the following algorithm to 

recalculate the actual waiting time. 

                             Twait_actual  = ( 1 + α ) RTT                                              (7) 

where α is a constant between 1 and 3. Our recommended value for α is 2. The 

selection of α is discussed later in this section. 

Now we compare Twait_actual with Twait_scheduled: 
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If Twait_actual is smaller than Twait_scheduled , then instead of waiting until pre-scheduled 

timer Twait_scheduled to expire, the source node waits only Twait_rest from this moment, which  

      Twait_rest  =  Twait_actual  - RTT = α * RTT                                  (8) 

In addition, if an RREP with smaller hop count is received during this extra waiting 

period, the source node will take the route reported by the later RREP even without 

waiting Twait_rest to expire. The reason will be discussed later in this section. 

If, however, Twait_actual is greater than Twait_scheduled, then the original Twait_scheduled will 

be used and Twait_actual will be disregarded.  

As a summary, after receiving the first route reply, the source node calculates the 

actual time it is going to wait for more replies using formula (7), and compare the result 

with the pre-scheduled waiting time. It will then chooses to use the smaller one of these 

two and wait another Twait_rest period given by (9) from this moment. 

Twait_rest  = α * RTT     (when Twait_actual  <  Twait_scheduled) 

       = Twait_scheduled – RTT  (when Twait_actual >= Twait_scheduled) ,  where 1 < α <= 3    (9) 

3.3.2 Determining the value of α 

Our algorithm is based on the assumption that the earlier the route is discovered, the 

higher the possibility that the route is better (with fewer hop counts). In addition, to make 

sure we will not miss any real better routes, we give another α * RTT period for the rest 

of route replies to arrive. Our simulation study shows that about 90% of the time, the first 

route reply will be the best reply. If a route better than the first received route does exist, 
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88% of the time it will arrive during the first RTT period and 7% of the time it will arrive 

during the second RTT period after the source receives the first route reply. In other 

words, only 5% of the time a route better than the first route reply will arrive after two 

times of RTT after receiving the first route reply. That is why we suggest setting α to 2.  

Please note that the smaller the value, the more aggressive the algorithm (which 

means the source may lose some of the better routes); the greater the value, the safer the 

algorithm (more better routes may be received). The recommended range of α is from 1 

to 3. 

3.3.3 Why stop waiting after receiving one better route reply? 

Our simulation study shows that after a source receives the first better-than-the-first 

RREP, it is safe to stop waiting for more possible “even better” ones because there 

simply will not be any “even better” routes. Detail simulation results and discussion is 

presented in the Section 3.6. 

One advantage of our algorithm is its simplicity. Only local clock information is 

needed to calculate the dynamic waiting time. Very little processing power is needed 

from the source node and the destination node does not involve. Please note that in 

general our algorithm works for source selection protocols because the algorithm needs to 

measure the round trip time of the first route reply. If, however, a global synchronization 

system like GPS is used, it can also be applied to destination selection protocols.  
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3.4 Application of the algorithm 

Although our algorithm can be applied to any reactive source-selection ad hoc 

routing protocols, we select Multicast Ad hoc On-demand Distance Vector routing 

protocol (MAODV) as our benchmark protocol. MAODV and its unicast brother AODV 

share the same mechanism of determining the route reply waiting time. Therefore, we use 

the word MAODV and AODV alternatively in this work.  

In AODV, after sending out a route request (RREQ) packet, the source waits for 

RING_TRAVERSAL_TIME to collect all possible route replies (RREP). Specifically, 

RING_TRAVERSAL_TIME = 2 * NODE_TRAVERSAL_TIME  

        *(TTL_VALUE + TIMEOUT_BUFFER)           (10) 

where NODE_TRAVERSAL_TIME  is the time it takes for a packet be transmitted 

from one node to its direct neighbor. Its recommended value is 40 second. The 

TIMEOUT_BUFFER is configurable and is designed to provide a buffer for the timeout 

so that if the RREP is delayed due to congestion, a timeout is less likely to occur while 

the RREP is still en route back to the source.  This parameter can be omitted by setting its 

value to zero while the recommended value is 2 second. Note here our Twait equals to the 

RING_TRAVERSAL_TIME.  

For a specific network, both NODE_TRAVERSAL_TIME and 

TIMEOUT_BUFFER are constant. Therefore, RING_TRAVERSAL_TIME will only 

adapt to TTL_VALUE. However, for each TTL value (that is, each request-reply cycle), 

the RING_TRAVERSAL_TIME is also a fixed value.  
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Upon receiving the broadcast RREQ, an intermediate node checks its routing table 

for the route to the destination. If it has the route, it then sends a route reply back to the 

source; if it does not have the route, it broadcasts the RREQ to its own neighbors. This 

process continues until either the RREQ reaches a node (an intermediate node or the 

destination) that has the route or the TTL limit is met. 

When the timer of Twait expires, the source checks whether it has found the route. If 

it has, it will select the best route based on the arrival time of the RREPs and hop count to 

the destination, and then route the data packets to the destination. If it has not, it will 

increase the TTL_VALUE by TTL_INCREMENT and starts another route-searching 

attempt using the new TTL value. This expanding ring search process continues until the 

NET_DIAMETER is reached. 

As a conclusion, AODV uses the source selection mechanism and an adaptive 

approach to calculate the reply waiting time for different TTL values.  

3.5 Simulation design and environment 

We implement our algorithm using OPNET version 8.0. The simulated network 

contains 50 nodes. These nodes are initially placed randomly within a fixed-size L x L 

area. The communication radius of the nodes is set to 100 meters. Any packet received 

from a neighbor which is not further than 100 meters from the receiving node is 

considered acceptable; otherwise, even though the packet is physically received, it will be 

discarded without any processing. 
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A random way point mobility model is used. When the simulation starts, each node 

randomly picks a destination within the area and moves toward it at the predefined speed. 

When it reaches the destination, it then chooses a rest period from a uniform distribution 

between 60 and 300 seconds. After the rest period, the node travels toward another 

randomly picked destination. This process repeats throughout the simulation. Six moving 

speeds ranging from 0 m/s to 1m/s are simulated. 

The MAC layer model is the OPNET implementation of IEEE 802.11b WLAN 

model with some minor modifications. The speed of the Wireless LAN is set to 

1Mbits/sec. 

In this study, we only examine the multicast performance of the protocol. Therefore, 

there is only multicast traffic in the network. All simulations were run for 300 seconds.  

Nodes join the group within a short time period (0~60 second, we refer this as 

joining period hereafter) after the simulation starts. This simulates the scenario that after 

a multicast session is announced, nodes join the group to participate in the session. Nodes 

can choose to generate data packets to the session after the joining period or they can just 

join to listen. At the time nodes join the group, they also schedule a time randomly to 

leave the group.  

Data packets are sent by both group members and non-members to the group at 

randomly selected time throughout the simulation. Data packets are 64 bytes in length 

with constant bit rate and the number of data packets transmitted per session is a 

geometric distribution with average value 3,000. 
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Table 2 - Simulated Parameter Values 

Parameter Name Value 

allowed_hello_lost 2 

group_hello_interval 5000 msec

Hello_interval 3000 msec

max_retrans 2 

rev_route_life 9 sec 

route_expiration 10 sec 

rreq_retries 2 

max_mact_retries 3 

RING_TRAVERSAL_TIME dynamic 

NODE_TRAVERSAL_TIME 0.4 sec 

TTL_INCREMENT 2 sec 

TIMEOUT_BUFFER 0 sec 

 

Essential parameters of the simulation are listed in Table 2. Here we would like to 

mention the value of parameter NODE_TRAVERSAL_TIME. The recommended value 

for this parameter in the latest version (12th) of AODV draft is 40 second. However, we 

found out that was too big and hence changed it to 0.4 second. Also, note we omit the 

parameter of TIMEOUT_BUFFER by setting it to zero. 

We test our algorithm in two different scenarios. In the first scenario, 50 nodes are 

placed in an area of size 500m x 500m. As we stated before, the transmission radius is 

100m. Therefore, an area of this size provides high enough node density so that almost 



Route Discovery Latency of Wireless Ad Hoc Networks   

 

63

every node can reach all other nodes in one or multiple hops. Simulations show that there 

are few, if any, partitions of the multicast tree throughout the whole simulation process.  

In the second scenario, the area is increased to 850m x 850m. All other environment 

parameters remain the same. In an area of this size, node density is much low than the 

previous one (the area is about 3 times of the previous one). This area size allows the 

nodes to be partitioned into several small groups. 

For each scenario, 10 simulations were run with different seeds. The results shown 

below are the average values of 10 simulation runs for each moving speed and scenario. 

3.6 Simulation result and analysis 

In our study, simulations are run for two general purposes; first, to explore the delay 

characteristics of route replies and determine the key parameters like α; second, to 

examine the performance of our algorithm. 

3.6.1 Delay characteristics and α 

In order to determine the value of α, we initially set its value to 10. This means that 

after receiving the first RREP, the source waits 10 times of the round trip time of the first 

RREQ/RREP pair to see whether there will be better routes to arrive. By setting this extra 

waiting time to 10 times of RTT, we are safe to say that we will not lose any better routes 

if they exist. To describe the problem better, we chop the extra waiting time after the first 

RREP into ten RTT slots. In Figure 13, we plot the percentage distribution that better 

routes fall into the RTT slots. As it shows, 87.69% of the time the best routes arrive 

during the first RTT period after the source receives the first RREP. If we sum the first 
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two histograms, we will notice that 95.38% of the time the best routes will arrive within 

the first two RTTs after the first RREP is received. This is the reason we recommend the 

value of α as 2. Note the result of Figure 13 is a summary of two node densities at six 

different moving speeds. 
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Figure 13 - The Percentage the Better RREPs Fall into Different RTT Slots 

 

Because, normally, a source will receive multiple route replies after sending out a 

route request, it is also interesting to see the percentage of the RREP that is the best one – 

the first arrived RREP, the second arrived, and so on. To explore this, we count the 

number of the first RREPs. If no RREPs better than the first RREPs are received during 

the extra 10 RTT periods, the first RREPs will be considered as the best ones. If a better 

route is received right after the first RREP (“first better RREP” hereafter), the first RREP 

is then not the best one. At this time, the first better RREP just arrived will be considered 

the best one unless an even better route is received. Surprisingly, we observed that after 
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receiving the first better RREPs, there are not any more routes received are even better 

than the first better ones.  
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Figure 14 - Number of the First RREPs and the First Better                                              

RREPs and Their Percentages to be the Best Routes 
 

Figure 14 plots the number of first RREPs and the first better RREPs for both dense 

and sparse network situations at six different speeds. The two thick lines represent the 

percentages that the first RREPs are the best ones (90.15% on average) and the first better 

RREPs are the best ones (9.85%) separately. As we mentioned above, these two 

percentages add up to 100% of the best routes. In other words, either the first RREP is the 

best or the first “better than the first” RREP is the best one. No other routes will be the 

best routes. Therefore, after a source receives the first “better than the first” RREP, it is 
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safe to stop waiting for more possible even better route replies because there will not be 

any of this kind based on our simulation result.  

In Figure 14 we can also see that even though all simulation parameters are kept the 

same except the network density, more RREPs are received in the dense scenario case 

than in the sparse scenario case. This is because in the sparse scenario, the network 

connectivity is not high enough for each request to get a route reply. In fact, the network 

nodes are typically separated into several partitions in this scenario. Most of the time 

during the simulation, there are many destination nodes are physically unreachable by a 

source node. 

Although some protocols simply pick the first arrived RREP and believe it is the 

best route, Figure 15 shows even though only about 10% later arrived RREPs are better 

the first ones, they do shorten the route (in hop counts) by fair high percentages. This 

indicates it is worthwhile to wait for the better routes in most of the cases. 
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Figure 15 - Routes Improved by the Later Received Best RREPs                                   
over the First RREPs 

 

3.6.2 Performance examination 

In this sub-section, we are going to compare the performance of our RTT-based 

algorithm with that of AODV’s algorithm. When comparing the results, bear in mind that 

we have already make the NODE_TRAVERSAL_TIME in AODV’s algorithm 100 times 

smaller than its recommended value. This means that if the recommended value is used, 

AODV’s waiting time in the graphs will be 100 times longer than what we will see. 

We first compare the overall waiting time of AODV’s algorithm and that of our 

RTT-based algorithm to see how much we can improve. The waiting times of different 

moving speeds for both scenarios are compared in Figure 16. 
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Figure 16 - Comparison of Waiting Times 

 

In this graph, the waiting time of our RTT-based algorithm is too small to tell 

comparing with that of AODV’s algorithm. Therefore, we plot the percentage our result 

is of AODV’s in Figure 17.  

From Figure 17, we can see our algorithm’s waiting times are less than one percent 

of that of AODV’s. In addition to the great difference in route discovery delay between 

these two algorithms, one other thing we can see from Figure 16 is that, in general, 

moving speed has not or little impact on waiting time. For AODV’s algorithm, it should 

be because no moving parameter is considered in (6). The reason the waiting times of 

AODV’s algorithm at speed 0.6, 0.8 and 1.0 m/s of 850m x 850m scenario are larger than 

others are due to the fact that in a sparse network the hop counts between a source and a 

destination are usually larger than that in a dense network. This stems from the fact that a 

node with the same transmission range covers more nodes in a dense network than in a 
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sparse network. Therefore, to cover the same number of nodes, more hops are needed in a 

sparse network than in a dense network.  
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Figure 17 - Percentage Our Waiting Time is over That of AODV 
 

Another result can be observed from Figure 17 is that our algorithm improves more 

with the sparse network scenario. This is simply because AODV’s algorithm is based on 

estimation depending on the distance (in hops) between the source and the destination 

while our algorithm is based on measurement. Therefore, our algorithm is able to adapt to 

different network densities. 

For a detailed comparison, we would like to see how much our algorithm could 

improve for different distance (hops). This result is plotted in Figure 18 using a 

logarithmic scale for the waiting time. 
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Figure 18 - Waiting Time Comparison for Different Node Distance 

 

The first observation from Figure 18 is that while the waiting time of AODV’s 

algorithm increases with the distance between the source and destination nodes, our RTT-

based waiting time does not. This is especially true in the case of a sparse network. In the 

dense scenario, we see that our waiting time fluctuates around 0.01 second with some 

variations after two hops. In the sparse scenario, the waiting time goes down with the 

increase of hop count beyond three hops. Two conclusions can be drawn from this 

observation. First, in general, the larger the hop counts are, the more waiting time our 

algorithm can save; second, the assumption that packet traverse time increases with 

distance is not true in a contention-based channel like IEEE 802.11, especially in a sparse 

network. Therefore, the algorithm AODV uses may not be meaningful. This result can be 

further explained in the second observation of this figure. 
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The second observation we have is that our RTT-based waiting time in the dense 

scenario is larger than that in the sparse scenario for the same hop count. This stems from 

the fact that the more dense the network is, the more contentions the flooding mechanism 

generates. When contentions are detected at the MAC layer, nodes have to backoff 

exponentially before re-transmitting the packets, either route requests or route replies. 

This leads to the longer delay in the dense network than that in the sparse network. These 

contentions happen when different nodes try to rebroadcast the route request they just 

received at a highly correlative time or when some nodes try to reply while others try to 

rebroadcast at the same time. In a sparse network, the chance of this kind of contention is 

less than that in a dense network, and hence packets may experience less traverse delay 

between the source and the destination. This observation also explains the first 

observation; when the destination is far away from the source (with large hop count), the 

effect of flooding is less severe so that the packets can travel faster. This phenomenon is 

referred as the “broadcast storm”. Our work in [18] provides a highly efficient solution to 

this problem. 

3.7 Summary 

In this chapter, we have discussed the problem of route discovery latency in reactive 

ad hoc routing protocols. To avoid the “blind” estimation of the route discovery time, our 

algorithm measures the round trip time of the first route request/reply pair and use it as a 

rule to measure the quality of later received better routes. We showed by simulation that 

95% of the time the better route replies would arrive during the first two RTT periods 

after the source node receives the first route reply. In addition, either the first route or the 

first “better than the first” route is the best route; it is not possible for a route other than 
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the first route and the first “better than the first” route to be the best route. Our algorithm 

waits up to three RTTs (if a better route is received) or less (if a better route is not 

received) to determine the best route to the destination. The simulation results also show 

that the primary reason for route discovery delay is the backoff time of the contention led 

by the flooding of route requests. This delay does not always grow as the distance 

between the source and the destination grows. By comparing with one of the reactive 

routing protocols, we show our algorithm is much better than the “blind estimation” 

algorithms and can adapt to different network densities. 
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4.1 Introduction 

In this chapter, we will introduce a new hybrid multicast routing protocol 

specifically designed for wireless sensor network, the most popular kind of wireless ad 

hoc network so far. The outcome of this work has been adopted by the IEEE standard of 

low rate WPAN mesh networks, numbered as IEEE 802.15.5.  

The protocol is called “hybrid” because it is built on top of a hybrid unicast routing 

structure that combines a routing tree and local link state information. That says, it is 

neither a pure tree-based nor a pure link state based unicast routing protocol, but a 

combination of the two. To better describe our hybrid multicast routing protocol, we first 

introduce the hybrid unicast routing protocol of IEEE 802.15.5 LR-WPAN mesh network 

standard, which is the foundation of our protocol. 

4.1.1 The Tree-based Routing 

Because a wireless sensor network is usually a low-duty circle network, data traffic 

is expected to be very light in the network. Therefore the route optimality is less 

important than that in a traffic-heavy mesh network. On the other hand, because sensor 

devices are usually low cost devices, resources such as processing power and memory 

space are usually very limited. Therefore, big routing tables are not affordable in many 

cases.   

Due to these two reasons, table-less addressing and routing scheme is often a good 

choice for wireless sensor networks. A table-less addressing and routing scheme usually 

needs to utilize some sort of logical tree to combine unicast routing with addressing. For 
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example, a binary tree can route data packets from one node on the tree to another 

without having a routing table; the destination address itself provides enough information 

for routing the packets. In a logical tree, there is a root device of the entire tree; a device 

is a child of its parent device (except the root device which has no parent device) and also 

the parent device of its own child devices (except the leaf devices that have no child 

devices). Devices get their short addresses assigned when associating with their parent 

devices. These short addresses can then be used for routing data packets. Figure 19  

shows an example of the logical tree. In the figure, device A is the root device. Device B 

has two children, device C and H, and has device A as its parent device. 

 
Figure 19 - Illustration of a Logical Tree and Address Assignment 

 

Once the addresses are assigned to all devices, the basic tree routing algorithm 

becomes functional; no route discovery is needed. Given the destination address, a device 

searches its child branches to see whether the destination address falls into one of its 

child branches. If it does, the packet will be sent to the specific child branch; if it doesn’t, 
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the packet will be sent to the parent device. This process repeats at each intermediate 

device until the packet reaches it destination. 

4.1.2 The Local Link State Routing 

Although this simple tree-based routing algorithm works, it suffers from the 

following problems. First, the routes are sub-optimal because packets can only be routed 

up and down the tree. Second, the routes are not robust because once an up- or down-link 

breaks, there is no other routes can be used, even these routes may exist. To solve these 

two problems, the LR-WPAN mesh standard combines tree routing with local link state 

routing.  

To populate the local link state table, devices shall broadcast hello messages up to 

preset TTLOfHello hops (2 as default value) under the following circumstances. 

 When the network is just formed (multiple hello transmissions required); 

 When link status changes, such as new devices join the network or link breakage 

is detected. 

In the hello messages, the entire address block of the sender’s branch, instead of the 

sender’s address, is carried. Also included in the hello messages are the addresses of the 

sender’s one-hop neighbors. Therefore, link states of neighbor devices up to 

TTLOfHello+1 hops can be collected by exchanging local hello messages. With this link 

state information, devices can create connectivity matrixes of their neighbors up to 

TTLOfHello+1 hops. All these neighbors will be inserted into the neighbor list for 

routing purpose. 
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Now that the devices have the neighbor information up to TTLOfHello+1 hops, the 

routing algorithm is slightly changed; a device searches its neighbor table for the 

destination before using the tree routing. Depending on the distance between the two 

communication parties and the network topology, in many cases devices may find the 

destination is one of its neighbors. Within the coverage of the link state routing, optimal 

routes can be found. Routes are also more robust comparing to using the tree only; for 

instance, when the link to its parent is broken, a device can forward the packet to a 

neighbor with smaller tree level.  

4.1.3 The Advantages of the Hybrid Multicast Routing Protocol 

Comparing to the MAODV protocol we evaluated in Chapter 1 and Chapter 1, it has 

the following advantages. 

 No need of network-wide broadcast control packets 

 Much shorter joining delay 

 No need for periodic network-wide hello messages 

 No need for routing tables 

 Lower power consumption 

 More robust due to the local link state routing 

 Much simpler algorithm, particularly good for wireless sensor networks 

 No complex sequence numbers need to be maintained 



A Hybrid Multicast Routing Protocol for Wireless Ad Hoc Networks   

 

78

The rest of this chapter is organized as follow. Section 4.2 gives the details of the 

protocol. Section 4.3 describes the operation of the protocol and Section 4.4 concludes 

the chapter. 

4.2 The Protocol Design 

In this section, we are going to design the hybrid multicast protocol for the wireless 

ad hoc network. 

4.2.1 The Assumption and the Design Goal 

As we discussed in Section 4.1, this hybrid multicast routing protocol relies on a 

pre-constructed logical tree that spans all nodes in the network and the availability of 

local link state information up to TTLOfHello hops (the distance, in the number of hops, 

the hello message will travel) for each node.  

Our major goal of the protocol design is to utilize mesh links whenever they are 

available in order to construct an efficient and robust multicast tree with the least extra 

overhead (over the hybrid unicast routing protocol) for routing multicast packets. 

4.2.2 Definitions and Terminologies 
 

Group Member (GM) 

A GM is a node that participates in a multicast group. A GM shall process all 

frames destinated to its group address and may send frames to it group. A node can 

be a GM for multiple groups. 

Group Coordinator (GC) 
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The GC is the controller of a multicast group. Each group shall have its own 

GC and they can be different nodes. A GC is also a GM in most cases. 

For many reasons, there is a need for a central controller (the GC) for each 

multicast group. Its functions may include membership management, group key 

management/distribution and the like. 

For multicast routing, it is also very helpful if we can have GC’s address. 

Optionally, when GC’s address is known, join requests to a multicast group can be 

sent to the GC using unicast routing algorithm.  

Mesh Coordinator (MC) 

 The MC is the root of the unicast routing tree of a wireless ad hoc network. It 

keeps information of all multicast groups in the network. For each multicast group, 

the group address, the unicast address of the Group Coordinator, and the number of 

members are recorded. 

Tree Level (TL) 

Tree level indicates the hop distance a node is from the root of the logical 

routing tree (i.e. the MC). The MC, has a TL equals to zero. 

Multicast Router (MR) 
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A MR is a node on the multicast tree but not a GM. A multicast router relays 

multicast frames for a multicast group. A node can be routers for multiple multicast 

groups. 

4.2.3 Neighbor List 

To support multicast application, we need to include necessary multicast related 

information in the neighbor list created by the hello messages. For each neighbor in the 

neighbor list, we add a field called “Group Membership”. This field indicates the 

multicast groups the node participates in. Note if a node is a member of many multicast 

groups, the Group Membership field needs to include all the multicast group addresses of 

which this node is a member. An example of the neighbor list is illustrated in Table 3. 

Table 3 - An Example of Neighbor List 

Beginning 
Address 

Ending 
Address 

Tree 
Level 

Relationship Number 
of Hops 

Group 
Membership

begAddr1 endAddr1 tree_level1 parent/child/sibling hops1 grpAddr1 

begAddr2 endAddr2 tree_level2 parent/child/sibling hops2 grpAddr2 

begAddrn endAddrn tree_leveln parent/child/sibling hopsn grpAddrn 

 

It is worth to note that although (TTLOfHello+1)-hop neighbor information can be 

collected into the neighbor list, the multicast group membership information can be 

gathered only up to TTLOfHello hops because when nodes broadcast their one-hop 

neighbor list in their Hello messages, the group membership is not included for those 

one-hop neighbors. Only the broadcast node’s membership information is included. This 
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implies that sometimes we can find a node in our neighbor list, but we don’t know its 

multicast membership information. 

4.2.4 Interface to the Next Higher Layer – the Primitives 
 

In order to know when to join and leave a multicast group, the mesh/network layer 

shall provide an interface to its next higher layer (NHL). This interface is usually defined 

as primitives between the network layer and its NHL. Examples of the primitives for 

multicast group membership management are described as below. 

4.2.4.1 Joining the Multicast Group 
 

The primitive used to join a multicast group can be defined as below. 

MULTICAST-JOIN.request  ( 
GroupAddress, 
GCAddress, 
JoinAsGC 
) 
 

Table 4 - MULTICAST-JOIN.request Parameters 

Name Type Description 

GroupAddress Integer The multicast group address 

GCAddress Integer The unicast address of the Group 
Coordinator 

JoinAsGC Boolean This flag indicates whether this node is 
joining as the Group Coordinator. 

 
 
MULTICAST-JOIN.confirm  ( 

Status 
) 
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The Status indicates the result of the join request. 

4.2.4.2 Leaving the multicast group 
 

The primitive used to join a multicast group can be defined as below. 

MULTICAST- LEAVE.request  ( 
GroupAddress 
) 

 

Table 5 - MULTICAST-JOIN.request Parameters 

Name Type Description 

GroupAddress Integer The multicast group the node wants to 
leave 

 
MULTICAST- LEAVE.confirm  ( 

Status 
) 

The Status indicates the result of the leave request. 

4.2.5 The Command Frames 

Command frames are used for nodes to update group membership information, to 

form multicast trees and to leave multicast groups. These commands are modified Hello 

message and two new command frames, Group Join Request (G-JREQ) and Group Join 

Reply (G-JREP). Unlike that is in MAODV, the new command frames’ purpose is to 

determine each node’s status in a multicast group but not to create routing entries in 

multicast routing table. 

4.2.5.1 Hello Messages 
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The major function of Hello messages is to exchange connectivity information (i.e. 

link state information) among neighboring nodes. It provides the foundation for link state 

routing. A node’s group membership information can also be carried by Hello messages. 

In this work, Hello messages are exchanged under the following circumstances. Note 

they are not exchanged periodically. 

First, when a network is just started, each node exchanges link state information up 

to TTLOfHello hops in order to build the local link state table. In this stage, the Hello 

messages are exchanged for unicast routing purpose only and not for building multicast 

trees. 

Second, when a network is in operation, nodes broadcast Hello messages locally 

when they become members or routers of a multicast group, as well as when they leave a 

multicast group. 

A node shall include all its one-hop neighbors in its Hello messages. Whenever a 

Hello message is received, the receiver records the sender’s information, as well as the 

information of the sender’s one-hop neighbors, in its neighbor list.  

An example of the Hello message is illustrated in Table 6. In this example, field 

Multicast Control and Multicast Address List in the Mesh Sublayer Payload are for 

multicast routing and other fields are used by the unicast routing protocol.  
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Table 6 - Hello Frame Format 

Octets: 2 2 2 1 … 1 Variable 1 Variable 

FC DA SA 
Command 

Frame 
Sub-type 

…

Number 
of 

one-hop 
neighbors

Addresses 
of  

one-hop 
neighbors 

Multicast 
Control 

Multicast 
Address 

List 

Mesh Sublayer 
Header Mesh Sublayer Payload 

 
 

 Multicast Control Field 
 

Table 7 - Multicast Control Field 

b7b6 b5~b0 

Multicast 
Update Type 

Counter indicating the number of multicast 
addresses included in the multicast address list 

 
 

Table 8 - Multicast Control Field 

b7b6 
Multicast 

Update Type Description 

00 
Multicast 

Address List 
not presented 

When the value is “00”, the “Multicast Address 
List” field is empty and does not need to be 
process. 

01 Newly joined 
group 

This value indicates the “Multicast Address List” 
field only includes those multicast groups of which 
this node just became a member since last hello 
message. 

10 Newly left 
group 

This value indicates the “Multicast Address List” 
field only includes those multicast groups from 
which this node just left since last hello message. 

11 
Full 

membership 
update 

This indicates the “Multicast Address List” field 
includes a full list of multicast groups of which this 
node is a member. 

 
 

 Multicast Address List Field 
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This list includes all the multicast group addresses of which this node is a 

member. It can hold up to 64 group addresses. If a node is a member for more than 64 

multicast groups, it can use multiple Hello messages to update its group membership 

to its neighbor nodes. 

4.2.5.2 Group Join Request 
 

Table 9 - Group Join Request Frame Format 

Octets: 
2 2 2 1 2 1 1 

Frame 
Control 

Destination 
Address 

Source 
Address 

Command Frame 
Sub-type 

Group 
Address 

Join 
Options 

Hop 
Count

Mesh sublayer Header Mesh sublayer Payload 
 

Table 10 - The Join Options Field 

Bitmap Options Values Description 

0x01 Join as GC TRUE, 
FALSE 

When this option is set, it tells the receivers that 
the Source Address is the GC’s address. It also 
tells the MC that this node will be the GC for 
the multicast group. 

0x02 MC as 
destination 

TRUE, 
FALSE 

When this option is set, it tells the receivers that 
the Destination Address is the MC’s address. 

0x04 GC as 
destination 

TRUE, 
FALSE 

When this option is set, it tells the receivers that 
the Destination Address is the GC’s address. 

0x08 G-JREP 
Requested 

TRUE, 
FALSE 

When this option is set, the nodes receive the 
G-JREQ should wait for a G-JREP before 
change their statuses. Otherwise, they can 
change their status as soon as the G-JREQ is 
received since G-JREP is not requested. 

0x10 ActAsRouter TRUE, 
FALSE 

When this option is set, the intermediate node 
which receives this G-JREQ should change its 
status to MR if it is not a GM or the GC for the 
group. 

0x20-
0x80 Reserved - - 
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4.2.5.3 Group Join Reply 
 

Table 11 - Group Join Reply Frame Format 

Octets: 
1 2 2 1 2 1 1 

Frame 
Control 

Destination 
Address 

Source 
Address 

Command 
Frame Sub-

type 

Group 
Address 

Join 
Option Status

Mesh sublayer Header Mesh sublayer Payload 

 
 

Table 12 - Join Options of G-JREP 

Bitmap Meanings Values Description 

0x01 ActAsRouter TRUE, FALSE 

When this option is set, the 
intermediate node which 
receives this G-JREQ should 
change its status to MR if it is 
not a GM or the GC for the 
group. 

0x02-0x80 Reserved - - 

 
 

Table 13 - Status of G-JREP 

Bitmap Meanings Values Description 

0x01 Success TRUE, 
FALSE 

When this option is set, the joining node has 
successfully joined the targeted node (a GM, 
the MC or the GC). 

0x02 Failure TRUE, 
FALSE 

When this option is set, the joining node has 
failed to join the targeted node. The reason 
can be given by other bits of this field. 

0x04 GC not 
joined yet 

TRUE, 
FALSE 

When this option is set, the G-JREQ has 
reached the MC but the GC has not joined 
yet. 

0x08-0x80 Reserved - - 
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4.2.6 Group Communication Table 

Each node involves in multicast communications needs to maintain a group 

communication table as illustrated below. This table is used to record the multicast 

groups of which this node is a participant (a member, a router or the GC) and its status in 

each of the groups. The table is used to forward the multicast data frames and shall be 

updated whenever a Hello message with multicast extension is received. 

Table 14 - Group Communication Table 

Group 
Address 

Status 
(Bitmap)

Number of 1-
hop Neighbors 
to the Group 

10 GC 2 

1,000 GM 3 

11,000 MR 2 

 

Table 15 - Status Field 

Status (8-bit Bitmap) Description

0x01 GM 

0x02 MR 

0x04 GC 

0x08 MC 

0x10-0x80 Reserved 

The status field describes the function a node plays in a multicast group. The 

statuses include MC, GC, GM, and MR. Note different combination of status may exist 

for a node, such as MC and GM, MC but not GM, GC and GM. A bitmap can be used to 

record all applicable status a node has for a group. The “Number of 1-hop Neighbors to 
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the Group” field may be used to help a node to decide the way a multicast data frame is 

relayed, unicast or broadcast at the MAC layer.  

4.3 Protocol Operation 

In this section, the processes of joining and leaving a multicast group are described. 

4.3.1 Joining the Multicast Group 
 

A node’s process of joining a multicast group is initiated by receiving a 

MULTICAST-JOIN primitive from the next higher layer and it is not already a member 

of that group, or when it has a message to send to the multicast group but does not have a 

route to that group.  There are two cases of joining, joining as the Group Coordinator (GC) 

or joining as a regular member (GM). 

4.3.1.1 Join as the Group Coordinator 

If the node is set to be the GC of a multicast group (as indicated in the primitive), it 

shall send a G-JREQ command with the Destination Address set to the MC’s unicast 

address. It shall also set the “MC as destination”, “Join as GC” and “G-JREP Requested” 

option to TRUE. The G-JREQ shall be forwarded to the MC following the unicast 

algorithm (not necessarily following the tree links).  

Intermediate nodes which receive the G-JREQs shall treat them as regular unicast 

command frames and forward them to the MC. Note when relaying the G-JREQs to the 

MC, intermediate nodes do not need to cache backward routes in order to route G-JREPs 

back to the joining node.  
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Once the G-JREQ arrives at the MC, the MC checks its Multicast Group Record for 

the specified multicast group. If the record for this group does not exist, the MC creates 

an entry for this multicast group in its Multicast Group Record. The entry should consist 

of the multicast group address, the logic address of the GC and the number of members in 

the group; if the record for this group does exist but with a different address of the GC, it 

means this new GC is to replace the current GC in the MC’s record. The MC shall update 

its record with this new GC information. If the record for this group does exist but with 

the address of GC empty and the number of group members larger than one, it means 

other nodes have tried to join the group before the MC. 

The MC shall then reply back a G-JREP toward the source of the G-JREQ with the 

joining node’s unicast address as the Destination Address, the “Join as GC” option set to 

TRUE and the Status field set to indicate the status of joining.  Intermediate nodes 

between the MC and the GC shall forward the G-JREP back to the GC using the unicast 

routing algorithm (and that is the reason they don’t need to record the backward route 

when the G-JREQ is received). They don’t need to change status to routers because the 

option “ActAsRouter” is set to FALSE in the Join Options field.  

When the G-JREP travels back to the joining node (i.e. the GC), the GC updates its 

Group Communication Table by creating a new entry for this multicast group and set its 

status to GC. The joining node is now a member of the multicast group. It shall send a 

Hello message to its neighbors to update them its multicast group membership. 

An example of the GC joining case is shown in Figure 20. In the figure, Node F is 

determined to be the GC of the group. It sends a G-JREQ all the way to the MC, Node A. 
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The MC records the group and GC information, and then sends back a G-JREP all the 

way back to Node F. Note in this example it happens the tree route F→E→C→B→A is 

the shortest path from F to A. In fact, node F can take any shortest path between F and A, 

such as F→G→C→B→A, F→G→H→B→A or F→G→H→J→A.  

 

 
Figure 20 - Joining Case: A Node Joins as the GC 

 
4.3.1.2 Join as a Group Member 
 

Except the GC, all other nodes shall join the multicast following the process 

described in this sub-section.  

The general joining process has the following steps: 
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(1) Search the neighbor list for existing members in the group. 

a.  If existing member found, join through one of the members. 

b. If existing member not found, go to step (2). 

(2) Check whether the GC’s address is known 

a.  If GC’s address is known, search the neighbor list for GC to join 

i. If GC found in the neighbor list, join through the GC; 

ii. If GC not found in the neighbor list, route the G-JREQ to the GC 

using unicast. 

b. If GC’s address is not known, check whether the G-JREQ has reached the 

MC 

i. If this node is the MC, find the GC’s address in its Multicast Group 

Records then go to (2)a 

ii. If this node is not the MC, forward the G-JREQ to its parent node. 

Note nodes don't need to record the backward routes under any circumstances 

because the G-JREPs can always find their routes back to the G-JREQ originator using 

the unicast algorithm. This is a save on memory. 

Whenever a member or the GC is found in the neighbor list, a node can send a G-

JREP back to the source using the unicast algorithm and does not need to wait for the 

final destination of the G-JREQ to send the G-JREP. Note using the unicast algorithm, 

instead of the route taken by the G-JREQ, to send the G-JREP could utilize the mesh link 

so that the route could be shortened.  

The following is the detailed explanation of the joining process. 
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STEP (1) – Search the neighbor list for any member or router to join with 

If one or more group member or router is found, the node shall choose one of the 

members that is the closest to it. When there are multiple member nodes in the neighbor 

list, it is preferred to choose the tree link because the tree link is established with the 

consideration of link quality and hence more robust. Mesh links are not created with the 

consideration of the link quality. 

The node shall then send a G-JREQ to the selected existing member using the 

unicast algorithm (use mesh links if they are better, since the member is in the neighbor 

list). The Destination Address of the G-JREQ should be set to the member’s address. 

Because the member is in the neighbor list of the joining node, when the joining node 

sends the G-JREQ, it can optionally set the “G-JREP Requested” flag to FALSE, which 

means the joining node does not request G-JREP from the member or any other nodes in 

between them. The ActAsRouter flag of the G-JREQ shall be set to TRUE if the “G-

JREP Requested” flag is to FALSE so that intermediate nodes will turn their status to MR 

for this multicast group. In this case, the joining node should also deem itself has join the 

multicast group after it has sent the G-JREQ.  

When the intermediate nodes in between the joining node and the existing member 

receive the G-JREQ, they first check the value of the “ActAsRouter” flag in the G-JREQ.  

If the “ActAsRouter” flag is set to TRUE, intermediate nodes shall change their status to 

MR for this group as soon as they receive the G-JREQ. If the “ActAsRouter” flag is to 

FALSE in the G-JREQ, intermediate nodes do not change their status until they receive 
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the G-JREP. The intermediate nodes shall then forward the G-JREQ to the existing 

member in the neighbor list of the joining node. 

When the G-JREQ finally reaches the existing member, the member shall reply with 

a G-JREP if the “G-JREP requested” flag is set to TRUE. If necessary, the member node 

shall also set the “ActAsRouter” flag to TRUE to indicate that intermediate nodes 

receiving the G-JREP shall change their status to MR. The G-JREP will travel back to the 

joining node using the unicast routing algorithm. Intermediate nodes shall change their 

status to MR after receiving and forwarding the G-JREP. The G-JREP will finally travel 

back to the joining node. If the “G-JREP requested” flag is set to FALSE, the existing 

member shall not do anything. 

After the joining node changes it status to GM and the intermediate nodes change 

their status to MR, they shall send a Hello message to their neighbors to announce their 

capability of reaching the multicast group. Note for routing purpose, there are no 

differences between members and routers. So even routers shall announce they are 

members of a certain multicast group. 
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Figure 21 - Joining Case: Members Exist in the Neighbor List 

 

Example: 

Assume the TTL of hello message (TTLOfHello) is set to 2. As shown in Figure 21, 

H is a member of a multicast group and Q is going to join this group without given the 

GC’s address. Also assume H is the only member in Q’s member list. Q first searches its 

neighbor list for the members of this group. Q finds H, which is two hops away from it. Q 

identifies two next hops, J and K, which have the shortest paths to H, using the unicast 

routing algorithm. Assume Q selects J as its next hop to H and sends a G-JREQ to J (with 

H’s address as the Destination Address and the “G-JREP requested” flag set to TRUE). J 

uses the similar approach as Q and easily finds H as its one-hop neighbor. Since Q can 

find H in its neighbor list, which means a route to H can be found without doubt, Q may 
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optionally change its status to GM without requesting a G-JREP from H or intermediate 

nodes. It did this by setting the “G-JREP requested” flag to FALSE and the 

“ActAsRouter” flag to TRUE.  When receiving a G-JREQ with “ActAsRouter” flag set to 

TRUE, J knows it may now become a router of this multicast group even without 

receiving a G-JREP. Both Q and J shall send a Hello message locally to announce their 

involvement in the group.  

Note although Q’s three-hop neighbors, such as C, G, I, M and N, are also in Q’s 

neighbor list, Q doesn’t know their multicast group membership. This is due to the fact 

the TTLOfHello is set to 2, which means only nodes within two hops can send their 

multicast group membership to Q. Q gets to know the exists of C, G, I, M and N because 

they were reported by Q’s two-hop neighbors. 

STEP (2) – Search the neighbor list for the GC if GC’s address is known 

The GC’s address may be given in the MULTICAST- LEAVE.request primitive or 

in the G-JREQ command frame received from other nodes (when the “GC as 

Destination” option is set to TRUE, the unicast address in the Destination Address field is 

the address of the GC).  

If the GC is found in the neighbor list, the joining node shall send a G-JREQ to the 

GC node using the unicast routing algorithm with the GC’s address as the Destination 

Address in the command frame. The “G-JREP requested” flag may be set to FALSE and 

the “ActAsRouter” flag set to TRUE to join without waiting for the G-JREP. 
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If the GC is not found in the neighbor list, the node shall continue to route the G-

JREQ to the GC node using the unicast routing algorithm. Note even though the GC’s 

address is known and is put in the Destination Address field, it doesn’t mean that only the 

GC can reply with the G-JREP. Any members or routers on the road may reply to the 

joining node in order for the node to quickly join the multicast group.  

Example: 

In the example given below, node O is the joining node and node F is the GC. We 

assume there are neither members nor routers in the neighbor list of node O. We also 

assume F’s unicast address is known to node O when it attempts to join the Group. Since 

we cannot find any members and GC in the neighbor list, we need to route the G-JREQ 

using the unicast routing algorithm. We do this by sending the G-JREQ to O’s parent 

node K. K searches it neighbor list for members in this group and fails to find one. K then 

continues to search the GC in its neighbor list. This time K is able to find the GC, node F, 

is in its neighbor list. K may send a G-JREP back to node O and forward the G-JREQ 

toward node F with the “G-JREP requested” flag set to FALSE and the “ActAsRouter” 

flag set to TRUE. All nodes in between node O and node F (i.e. node K, H, and G) 

become routers and O becomes a member.  



A Hybrid Multicast Routing Protocol for Wireless Ad Hoc Networks   

 

97

 
Figure 22 - Joining Case: Member Joining When GC’s Address is Known 

 

If the GC’s address is not known and the node is not the MC, it shall forward the G-

JREQ to its parent node. 

If the GC’s address is not known but the node is the MC, it shall search its Multicast 

Group Record for the information of this multicast group. If group and GC information is 

not available, it means the GC has not presented in the network. MC records the 

information (group address and increase the counter of number of members presented) 

and sends a G-JREP with the Status field indicating the reason of join failure.  

If the group and GC information is available, the node shall replace the Destination 

Address with the GC’s address in the G-JREQ and forward the G-JREQ to the GC. 
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Figure 23 - Joining Case: Member Joining When GC’s Address is Not Known 

 

Example: 

As illustrated in Figure 23, assume Node Q is the joining node and Node F is the 

GC and the only member in the network for this group. Also assume there are neither 

members nor routers in the neighbor list of Q. Comparing to the previous example, the 

difference is the GC’s address is not known to the joining node, Q. Therefore, the only 

thing Q can do is to send a G-JREQ to its parent node, P, with the “G-JREP requested” 

flag set to TRUE and the “ActAsRouter” flag set to FALSE. P can find neither a member 

nor the GC in its neighbor list, so it forwards the G-JREQ to its own parent node, which 

in this case happened to be the MC, node A. Since the GC has already registered with the 
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MC, we now know where the GC is. So from now on put the GC’s address in the 

Destination Address field and route the packet toward the GC using unicast algorithm.  

When the G-JREQ reaches node B, node B finds the GC (node F) is in its neighbor 

list. Node B can decide whether it should wait for the G-JREP from the GC or reply with 

its own G-JREP back to the joining node. Assume Node B decide to reply with its own 

G-JREP back to the joining node. It shall send the G-JREP using the unicast algorithm 

with the “ActAsRouter” flag set to TRUE. In this example, the G-JREP will take the 

route B→J→Q using its neighbor list instead of following the route the G-JREQ took 

(B→A→P→Q). This is the reason we don’t record backward routes to the joining node – 

a better route may be found from the other direction. 

At the mean time, node B shall continue to forward the G-JREQ to the GC using the 

unicast routing algorithm. The “G-JREP requested” flag may be set to FALSE and the 

“ActAsRouter” flag may be set to TRUE so that nodes C and E will change their status 

upon receiving the G-JREQ. 

4.3.1.3 Summary of the joining process 

The joining process can be summarized by the following flow chart. 
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Figure 24 - Flow Chart for G-JREQ/Join Request Primitive Process 
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4.3.2 Leaving the Multicast Group 
 

A multicast member can leave a group at any time. However, before it leaves a 

group, it first has to check whether it is a leaf node of the multicast tree. To do this, it 

checks the number of members among its one-hop neighbors which belong to this group 

as indicated in the “Number of 1-hop Neighbors to the Group” field of the Group 

Communication Table. If the number is 1, it can leave the group. Otherwise, it can only 

change its status to MR and still remain in the multicast tree. In this case, no Hello 

message needs to be sent for status update. The node only needs to change its status in the 

Group Communication Table. 

To leave a multicast group, a node broadcasts a Hello message to its neighbors with 

the Multicast Update Type set to “Newly left group” and the multicast group address 

included in the “Multicast Address List” field. Neighbors receiving this Hello message 

shall update their neighbor table to reflect the fact that they are no longer able to reach 

the multicast group through this node. 

4.3.3 Repairing Multicast Routes 
 

Whenever a 1-hop neighbor leaves a multicast group or becomes unreachable, a 

node should reduce the “Number of 1-hop Neighbors to the Group” in the Group 

Communication Table by one. When this number becomes zero, the node has lost the 

connection to the multicast group. It shall restart the process of joining the group and try 

to reconnect to the multicast tree. 
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4.3.4 Multicast Data Forwarding 
 

Unlike traditionally routing protocol, a routing table is not needed for multicast data 

forwarding. The decision of forwarding or not fully depends on the status (e.g. member, 

router and etc.) of the node. When a multicast data frame is received from NHL or from a 

neighbor node, the node first checks its status in this multicast group by looking up the 

Group Communication Table.  

If the corresponding entry exists and the node is the GC, a GM or a router of this 

multicast group, it shall relay the frame by broadcast at the MAC layer. The GC and GMs 

also need to send the data frame to their NHL for data process. 

If the corresponding entry does not exist or if the entry exists but the node is not the 

GC/a GM/a router, the node should check where the data frame comes from. If the frame 

is from a neighbor node, it shall discard the frame because it is not on the multicast tree 

and shall not route the data frame for this multicast group. If the frame is from its NHL, it 

means the node wants to be a member of this group. The node shall initiate the joining 

process to join the multicast group first and then relay the frame. The data frame shall be 

stored in the buffer of this node and forwarded after the node joins the multicast group. 

To reduce the broadcast traffic at the MAC layer, a node checks the number of 1-

hop neighbors which are members or routers of the multicast group before forwarding the 

data frame (using the multicast communication table).  
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 If the number is one, then this node is a leaf node and the data frame must be 

received from its own NHL. It should just unicast the data frame to its next hop 

member.  

 If the number is two (including the neighbor from which it received the frame), 

it has to determine whether the data frame is from its own NHL or received from 

other nodes. If the frame is from its NHL, it should broadcast the data frame to 

its next hops; otherwise, this frame is from one of its two member neighbors. It 

may choose to unicast the data frame only to the other next hop member. 

 If the number is more than two, the node shall just broadcast the data frame at 

the MAC layer. 

Note when some nodes in the network are running in the low-power mode, 

broadcast takes more effort (longer delay) to be achieved. So it is better to use unicast 

whenever it is possible. 

4.4 Summary 

In this chapter, we introduced a new hybrid multicast routing protocol specifically 

designed for wireless sensor networks. The protocol is built on top of a hybrid unicast 

routing structure that combines a routing tree and local link state information. It hence 

utilizes the advantages from both methods; by using the logical tree, control frames for 

joining and leaving a multicast tree can be unicast, instead of being broadcast; by using 

the local link state information, the inefficiency of tree routes can be partially 

compensated and tree repaired issues can be solved. In addition, minimal level of control 
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overhead is achieved because existing control messages designed for unicast protocol can 

be used for multicast protocol too. 
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5.1 Introduction 

Broadcasting has many applications in wireless ad hoc networks, and is expected to 

be utilized more frequently than in wired networks. In the applications layer, service and 

device discovery usually depend on broadcasting. Sometimes, data distribution across all 

network nodes can take advantage of broadcasting for efficiency. In network layer, 

broadcasting is a fundamental component for many routing protocols. Both proactive and 

reactive routing protocols utilize broadcasting to achieve their goals. Proactive routing 

protocols update their routing tables by periodically exchanging 1 or 2-hop neighbor 

information via broadcasting so that whenever a route to any destination is needed, it is 

immediately available; on the other hand, reactive routing protocols do not discover and 

maintain the routes until they are requested by the applications. When a route is needed, 

the source node will typically broadcast a route request to the network and then pick the 

best route from multiple possible route replies responded by either the destination or 

intermediate nodes that have fresh enough routes to the requested destination.  

There are many other applications of broadcasting in wireless ad hoc networks. 

However, broadcasting may lead to severe “Broadcast Storm” problems [20] if it is done 

by simple flooding in a contention-based channel, such as CSMA/CA. The major 

problems include redundant rebroadcast (overlaying), contention and collision. Actually, 

broadcasting often incurs congestions in dense networks, which will then affect the 

timely delivery of packets, traffic handling capacity of the network, or the number of end 

systems the system can handle 
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In this work, we study the problems of simple flooding and develop a smart scheme 

to efficiently broadcast packets in a wireless ad hoc network. We note here that reliable 

broadcasting is not the main subject of this work, which means there is not 100% 

guarantee that broadcast packets will reach every node in the network. We assume the 

use of a single common channel and nodes are equipped with Carrier Sense Multiple 

Access/Collision Avoidance (CSMA/CA) MAC layer protocols. It is also assumed that 

global topology information is not available.  

The remainder of this section is organized as follows. Section 5.2 presents the 

broadcast storm problem and its generation. Section 5.3 lists existing solutions to the 

problem and Section 5.4 evaluates them. The design of our Smart approach is presented 

in Section 5.5. Section 5.6 describes the simulation design and the environment of 

simulation. In Section 5.7, the simulation results are analyzed in details. Section 5.8 gives 

discussions on related topics, such as the link quality. Finally, Section 5.9 concludes the 

chapter. 

5.2 The Broadcast Storm Problem 

The broadcast storm problem refers to the baleful results led by simple flooding 

[21][22]. The results include overlaying (redundant rebroadcast), contention and 

collisions. Before we further discuss the problem, we give introduction to some concepts 

and protocols. 

A. Broadcasting 
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We consider broadcasting a mechanism of delivering data packets from one node to 

all other nodes in the network by best-effort service, if these nodes are physically 

reachable.  

Please note, again, we are not studying reliable broadcasting. Once broadcast, 

packets will be transmitted relying on the service provided by underlying MAC/PHY 

layers. A packet could be dropped due to collisions in the MAC layer or buffer overflow 

in any layer. Note when CSMA/CA MAC is used, the MAC layer acknowledgement is 

inapplicable for broadcasted packets. This means when packet loss happens, the sender 

has no idea of it and hence no retransmission will be done to recover the loss. Reliable 

broadcasting is assumed a function of transport layer protocol or even application layer 

protocol. 

B. Flooding 

We consider flooding as a straightforward and the simplest scheme of achieving 

broadcasting. By flooding, each node rebroadcast a packet exactly once upon its first 

reception of the packet. That is say, if simple flooding is used to broadcast packets in a 

network of N nodes, it will take N-1 re-floodings for a packet to reach all the nodes. It is 

also referred as simple flooding hereafter. 

C. CSMA/CA and IEEE 802.11 

We assume the use of a single common channel and nodes are equipped with 

Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) MAC layer protocols. 

The typical example of this protocol is the IEEE 802.11 (Wireless LAN) standard [29]. 
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Figure 25 - Overlaying Problem 

 

Now we are ready to discuss the broadcast storm problems. Let’s first look at the 

overlaying problem. As shown in Figure 25, Node A can cover a bunch of nodes around 

it with communication range R when it broadcast a packet. It is obvious that nodes close 

to the sender A (like Node B, C and D in Figure 25), will cover almost the same area that 

has been covered by A when they rebroadcast the packet. The result is that some areas 

will be covered multiple times unnecessarily, especially in a dense network. This is a 

waste of network resources and more importantly, it may lead to the second problem, 

contention. 

When a node floods a packet, all its neighbors will receive the packet at almost the 

same time. If all the neighbors decide to rebroadcast the packet (as it is done by simple 

flooding), they may rebroadcast the packet at highly correlated time in the nearby area. 

This will lead to severe contention for the common channel. Nodes have to backoff when 

this happens. If the contention cannot be resolved after several attempts, some packets 
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might be dropped permanently – packets collide. The contention also increases the packet 

transmission time because of the backoff each time it happens. 

Simple flooding can lead to other harmful effects in wireless ad hoc networks, such 

as extra power consumption and finding non-optimal routes (in terms of number of hops). 

Unnecessary flooding will cause shortened battery life, which is a fundamental concern 

for wireless ad hoc and sensor networks. 

5.3 Related Works 

Some approaches have been proposed to solve the broadcast storm problem. 

Williams et al [19] studied the existing broadcast techniques in wireless ad hoc networks 

and categorized the protocols into four families: Simple Flooding, Probability Based 

Methods, Area Based Methods and Neighbor Knowledge Methods. Except Simple 

Flooding, all other methods can more or less relieve the Broadcast Storm problem by 

adding different levels of control overheads to the network or/and processing overheads 

to network nodes. 

5.3.1 Probability Based Methods 

There are two broadcasting schemes fall into this category, the Probabilistic Scheme 

and the Counter-Based Scheme.  

In Probabilistic Scheme [20], nodes do not rebroadcast every packet they received 

but rebroadcast packets with a predetermined probability, p, where 0 < p <= 1. The 

biggest challenge of this scheme is the selection of probability p. Without knowing the 

topology of the network, setting a high probability in a dense network will not relief the 
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broadcast storm much while setting a low probability in a sparse network will 

dramatically reduce the reachability of the broadcasted packets. In short, this scheme is 

not adaptive. It may only be used in a fixed scenario with known node density. 

In Counter-Based Scheme [20], nodes randomly back off and start a counter for 

each new broadcasted packet they received. During the backoff period, nodes update their 

counter every time the same packet is received and compare their counters to a 

predetermined counter threshold. If the value of the counter is equal to or larger than the 

predetermined threshold, they drop the packet without rebroadcasting it; otherwise, nodes 

rebroadcast the packet when their backoff timers expire. Again, this scheme suffers from 

the same problem of Probabilistic Scheme. Determining the value of the counter 

threshold is a big challenge. 

5.3.2 Area Based Methods 

The designers of Area Based Methods focus on how much extra area (than the area 

covered by the original broadcast) can a node offer if it rebroadcasts the packet. If the 

extra area a node can cover is large, it rebroadcast; otherwise, it does not. Two schemes 

were proposed in this category, the Distance-Based Scheme [20] and the Location-Based 

Scheme [20]. 

The Distance-Based Scheme estimates the distance between neighbor nodes to make 

the decision of rebroadcast. It utilizes the relationship between the receiving power of a 

packet and the distance the receiving node is from the transmitting node. Because the 

signal power fades when it propagates from the sender to the receiver, the receiver can 

estimate its distance from the sender by monitoring the receiving power and convert it to 
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distance using certain propagation model, such as free-space model. Because we will 

compare our algorithm to Distance-based Scheme later in this paper, we summarize the 

Distance-based scheme as follow. 

A node running Distance-Based scheme considers only distance, d, 

between neighbor nodes and itself. When a broadcast packet is received, it 

estimates its distance from the sender. If the distance is within the 

threshold, D, no further process is needed; otherwise, it backoffs 

randomly. During the backoff period, if it receives one rebroadcast packet 

from a neighbor that is within the distance threshold, D, the node then 

suppresses itself from rebroadcasting the packet; otherwise, it 

rebroadcasts the packet when the backoff period ends. 

In Location-Based Scheme, a more precise estimation of extra coverage area can be 

made by using some sort of positioning systems, like GPS. When a node broadcasts a 

packet, it includes its position information in the header of the packet. Upon receiving a 

broadcast/rebroadcast packet, nodes calculate the extra area they can cover and then 

determine whether to rebroadcast or not. Although this scheme is proved by simulation in 

[20] to be the best one among all protocols studied, the assumption that each node is 

equipped with a GPS-like device is too strong. 

5.3.3 Neighbor Knowledge Methods 

Protocols in this category usually assume the knowledge of 1-hop [23] or 2-hop 

neighbors [24][25][26][27][28]. This knowledge is obtained by exchanging “Hello” type 

messages periodically among neighbor nodes. Nodes usually include their neighbor list in 
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the broadcasted packets. Upon receiving the packet, receivers determine whether to 

rebroadcast the packet by comparing their own neighbor list and the neighbor list of the 

sender. If the receiver can cover some extra nodes which are not in the list of the sender, 

it rebroadcast; otherwise, it does not. 

Schemes in this category can provide accurate information for a node to determine 

whether to rebroadcast or not. However, the extra overhead led by Hello messages is the 

most arguable issue. Besides, these schemes usually suffer from changing topologies. 

When neighbors move in and out of a node’s communication range, the neighbor list 

recorded before this movement provides inaccurate information. Therefore, we believe 

methods belong to this category are not good candidates for variable topology networks. 

5.4 Analysis of the Existing Approaches 

According to our understanding, a good broadcast scheme must be, first, simple 

enough so that it can be used by any wireless device, from notebook computers to tiny 

wireless sensors. Second, because of the dynamic nature of the wireless mobile network, 

the approach must be able to adapt to changing topologies. Third, it must be able to adapt 

to different network densities. Lastly, it must be able to adapt to node movement. 

Based on this understanding, we made the following criteria for good broadcasting 

approaches. 

1) The algorithm should not introduce extra network traffic. Therefore, we do not 

consider Neighbor Knowledge Methods as good ones. Periodically exchanging 
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Hello message among neighbor nodes is expensive because Hello messages 

themselves are broadcasted, one or more hops.   

2) The algorithm should not make strong assumptions, such as the use of GPS 

devices. Most of the mobile devices would not have it, especially those tiny 

wireless sensors.  

If we filter the existing approaches reviewed in the last section with our design 

criteria, only Counter-Based [20] and Distance-Based scheme [20] can be considered 

roughly satisfactory. However, both of them have their own problems. We address these 

problems in this section. 

5.4.1 Random Backoff 

Generally, there are two ways to relieve the broadcast storm effect: reducing the 

possible redundant rebroadcast and differentiating the timing of rebroadcast. Both 

Counter-Based and Distance-Based schemes backoff a random number of time slots 

before rebroadcasting the packet. This backoff time is referred as “Random Assessment 

Delay” and is a random number uniformly chosen between zero and the maximal allowed 

delay.  

Although random backoff can alleviate the contention to some degree, it is kind of a 

“blind” backoff scheme, which means the backoff scheme cannot “see” the direction of 

packet propagation. We illustrate this by giving an example. 



A Smart Broadcast Scheme for Wireless Ad Hoc Networks   

 

115

 

Figure 26 - Random Backoff is “Blind” 
 

Let us assume we are using the Count-Based scheme and the threshold is preset to 2. 

As shown in Figure 26, Node A is the broadcasting node and Node B, C, D are receiving 

nodes. When Node B, C and D receive Node A’s packet, they first backoff randomly and 

update their counter to 1. Because the backoff is random, Node B may schedule a 

rebroadcast timer early than the timers of Node C and D (in this case, the chance is 1/3). 

Therefore, when Node B’s backoff timer expires, it rebroadcasts the packet. This packet 

will then be received by Node C and D again. Upon receiving the rebroadcast packet 

from Node B, Node C and D now reach their counter threshold, 2. As a result, they drop 

their packets without rebroadcasting. However, from Figure 26, we can easily tell that 

the extra area Node B can cover is very limited because it is very close to the sender 

Node A. Assuming there is a node E outside the coverage of A, Node B will miss it also. 

That is why we call random backoff a “blind” scheme. Because backoff scheme is 

usually combined with the rebroadcast suppression scheme to achieve the goal of 
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efficient broadcast, it is important to have an efficient backoff scheme that really works. 

The random backoff used in this example is certainly not the best one. 

Now let’s look at the opposite side. If we let Node D or even Node C rebroadcast 

the packet earlier than Node B, Node E will be covered. This shows that it is desirable the 

backoff is directional - the backoff time for each node increases from the transmission 

border to the sending node, no matter which efficient broadcast scheme we use. We refer 

this as “Directional Backoff” and have developed a way of doing it. The details will be 

discussed later in Section 5.5. 

5.4.2 The Adaptivity of Counter-Based Scheme 

As we mentioned earlier, the counter threshold in the Counter-Based scheme is very 

important. The determination of its value greatly affects the efficiency and the 

reachability of the scheme. In a dense network, each node has many neighbors. 

Suppressing more nodes from rebroadcasting would not reduce the reachability but can 

increase the efficiency. In this case, nodes may like to choose a smaller threshold; due to 

the similar reason, nodes may like to choose a larger threshold in a sparse network. 

Therefore, the greatest issue is the reachability. Without the knowledge of network 

density and topology, Counter-Based scheme fails to balance well between efficiency and 

reachability. The authors of Counter-Based scheme also proposed an adaptive version 

over the original one in [20]. However, it assumes the knowledge of neighbor and is out 

of the scope of this study. 
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5.4.3 Wrong Decisions Made by Distance-Based Scheme  

A node running Distance-Based scheme considers only distance information 

between neighbor nodes and itself. If there is (are) one or more neighbor(s) which is (are) 

within the distance threshold, D, the node then suppresses its own rebroadcast. We 

believe this scheme is too simple to make right decisions in many situations. Let us look 

at some of the examples. 

 

Figure 27 - Wrong Decision Made by Distance-Based Scheme  
 

In Figure 27, Node A is the sender and Node B, C, D are the receivers as before. 

We assume Node B’s distance from Node A is smaller than the threshold D. Therefore, 

when Node B receives the broadcasted packet from Node A, it decides not to rebroadcast 

the packet. However, from the figure we can see that Node B is the only node which can 

cover Node E. This loss of reachability may lead to the missing of a total branch starting 
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from Node E. This scenario shows that solely relying on distance information to make the 

rebroadcast decision in not enough. 

5.4.4 The selection of the slot time 

Although the authors of [20] did not mentioned how many slots they used in their 

simulation and the duration of each slot. Our simulations of the Distance-Based scheme 

showed much different results with different slot durations. Note the random backoff here 

is not the exponential backoff happens in the MAC layer. Most of the efficient broadcast 

schemes run at the routing layer. We refer it as a Broadcast Control Layer (BCL). It could 

be a lower sub-layer of the network layer which directly interfaces with data link layer. 

At BCL, nodes have no way of knowing the contention and hence the backoff window 

will be fixed. The choosing of right backoff window size and the slot duration depends 

very much on the parameters like the number of neighbors (node density), the 

transmission and processing time of the broadcasted packet, and etc. We will discuss 

more about this later in this section. 

 

Figure 28 - A Dense Network 
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5.5 A Smart Approach 

Our idea of designing an efficient broadcast approach was triggered when staring at 

a dense network topology similar to the one shown in Figure 28. The immediate idea was 

why every node has to rebroadcast the packet? The rebroadcasts of the nodes at the 

border of the sender’s transmission range will be enough in a dense network. Nodes close 

to the sender will not provide more extra coverage than the nodes at the border. Therefore, 

they do not need to rebroadcast. The question then becomes how to determine which 

nodes are at the border of the sender’s transmission range. The answer came to our mind 

was the relationship between the receiving power and the distance a receiver is from the 

sender. One of the reasons of choosing the receiving power is that it is now wildly 

available. Most of the WLAN and WPAN modules now provide quantized link quality to 

the utility software. Although the data provided may be signal to noise and interference 

ratio (SNIR), it can still be used to estimate a node’s distance to the sender. An additional 

assumption is that nodes in the wireless ad hoc network are homogeneous – they use the 

same fixed transmission power.  

The following describes the components of our algorithm. 

5.5.1 Distance Estimation 

When a node receives a flooded packet, it checks the power of the received signal 

and estimates its distance from the sender. The simplest way is using the free space 

propagation model described by the following equation. 

Pr = Pt (C1/d)n C2                               (11) 
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where Pr is the receiving power,  Pt is the transmitting power,  n is a constant between 2 

and 4, C1 is the carrier’s wavelength and C2 is the antenna gain. Since Pr can be measured 

and Pt is known, the distance d can then be calculated. 

In reality, radio channels are extremely random and very difficult to analyze [30]. 

The transmitted signal might have experienced reflection, diffraction and scattering when 

it arrives at the receiver. In order to model the signal propagation characteristics of radio 

channels, researches are traditionally focused on two aspects of channel modeling, large-

scale modeling and small-scale modeling. Large-scale models try to predict the mean 

signal strength for different separation distance between the transmitter and the receiver; 

while small-scale models attempt to characterize the rapid fluctuations of the received 

signal strength (caused by multipath effect, Doppler shifts and etc.) over very short travel 

distance or short time durations. Typical large-scale models include Friis free space 

model and ground reflection (2-way) model; Rayleigh and Recian fading distributions are 

commonly used to analyze the small-scale fadings.  

The above says that, in the most cases, the calculated distance using free space 

model will not be accurate because the received power is a result led by the combination 

of the large-scale fading and small-scale fading. Therefore, one of our major works is to 

make sure that our algorithm is robust even when the estimation is inaccurate. To achieve 

this, we calculate the receiving power using free space model and use it as the mean 

value of the receiving power for one specific distance. We then generate random 

variances to the mean value and calculate the distance using this varied power. The 

resultant distances are certainly not the real distances between the senders and the 
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receivers. We then use these inaccurate distances to test the performance of the Smart 

scheme. Details about this will be given in the simulation result section (Section 5.7) 

5.5.2 Directional Backoff 

As discussed earlier, random backoff is “blind” in that it cannot tell the direction of 

packet propagation. In our scheme, we replace the “blind” backoff with directional 

backoff by linking the distance information to the backoff scheduling. The algorithm 

works as below. 

Assuming the backoff window size is fixed and equals to N, and the transmission 

range of the sender equals to R.  Then U = R/N is the unit distance if we chop the range R 

into N units. When distance d is estimated, we would like to see which unit the receiver 

falls in. Therefore, we calculate the receiver’s distance level u = ceil (d/U), where 

function ceil ( ) returns the smallest integer of d/U.  

By doing above calculations, every node falls into a distance level between 1 and N. 

The distance level increases from the sender to its border of transmission range. Of 

course, some nodes may fall into the same distance level. 

The next step is to determine the backoff slot S for each node. It is done by the 

following equation. 

  S = (N – u)                                                          (12) 
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This equation indicates that receivers with larger distance levels rebroadcast earlier 

than those with smaller distance levels. The goal of directional backoff is now achieved – 

the further a node is away from the sender, the earlier it rebroadcasts the packet.  

Please note the selection of N affects the performance of the algorithm. If N is too 

small, then multiple nodes may be classified into the same distance level and assigned the 

same backoff timer. When their timers expire at the same time, these nodes may collide 

with each other; if N is too large, then the overall delay will increase due to the backoff 

slot time calculation algorithm described below. 

5.5.3 Slot Time Calculation 

Note the interval between any two consecutive back-off slots must be long enough 

for a node to finish re-flooding a packet. Otherwise, a node with distance one level lower 

than the rebroadcasting node will try to re-flood the packet while this node is still 

rebroadcasting and hence lead to channel contentions. To achieve this, we calculate the 

packet transmission time (packet size and link speed are needed for calculation) when 

determining the slot time of backoff. This can be done in a per-packet base since every 

packet has different length. In short, the reaction between the rebroadcasting backoffs and 

MAC layer backoffs must be considered and the backoff timer needs to be tuned. As we 

just mentioned, the Counter-Based and Distance-Based scheme do not pay attention to 

this problem.  

5.5.4 Rebroadcast Suppression 

To achieve the goal of efficiency, decisions must be made when nodes feel they 

may not need to rebroadcast the packet. The basic decision rule of our algorithm is very 
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simple: if a node hears one rebroadcast of the same packet it just received before its 

backoff timer expires, it simply drops the packet; otherwise, it rebroadcasts the packet 

when its backoff timer expires. Please note that combining with directional backoff, this 

simple rule let the nodes close to the border of sender’s transmission range rebroadcast 

earlier than the inner nodes. Every time a node receives a rebroadcasted packet, it knows 

the packet is from a node closer to the border than it is. Therefore, it gives up its own 

rebroadcast. By this way, the rebroadcast nodes can cover the biggest possible extra area 

with the smallest possible number of rebroadcasts. 

5.5.5 Reachability Enhancement 

The above four algorithms construct the basic schemes of Smart broadcasting. 

However, like all other efficient broadcast schemes, basic Smart scheme has to face the 

reachability problem. Because not all the nodes rebroadcast the receiving packet, basic 

scheme may lead to degraded coverage.  
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Figure 29 - The Reachability Problem 
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In an example shown in Figure 29, Node H’s rebroadcast is suppressed by node B 

or D, because Node B and D are closer to the border than Node H. However, due to this 

suppression, node F and G will not be able to receive the broadcast packets they are 

supposed to receive. Therefore, the simple rebroadcast suppression algorithm needs to be 

improved if reachability is of concern (usually in sparse networks). 

To solve the problem, a Reachability Enhancement algorithm is developed. The 

following information is utilized to help a node decide whether to rebroadcast the packet 

in order to enhance the reachability. 

1) The number of rebroadcast packets a node has heard before its backoff timer 

expires. A counter c is used to record the number and a threshold C is used to 

make the decision. 

2) The estimated distance (d) a node is from each sending node of the broadcast 

packet, including the original packet and each rebroadcast packet. A threshold D 

is used to estimate whether a node is closer to the border or closer to the original 

sender. The same threshold is also used to determine whether rebroadcast nodes 

are close to the node that is making the decision or not.  

Simulation is used to help determining the right values of thresholds C and D. The 

following decision table is the result of our simulation study. The counter threshold C is 

set to 2 for all scenarios.  
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Table 16 - Decision Table 

Number of 
Rebroadcast Heard 

(c) with C = 2 

Distance this Node 
is from the original 

sender (d) 

Distance this Node 

is from rebroadcast 
senders (d’) 

Rebroadcast

the packet? 

c = 1 < C Any Any Yes 

Both d’ > D Yes d>D 

else No 

 

c = 2 = C 

d<D Any No 

c > C Any Any No 

From the table one can see that a node must rebroadcast the packet if it has heard 

only one rebroadcast before its timer expires (c=1). It does not even care its distance 

from the original broadcast node and the rebroadcast node; hearing only one rebroadcast 

means there is only one node in its communication range that is closer to the border of 

the original sender than itself. In this case, if it rebroadcast, it should have a good chance 

of covering extra nodes. 

When the number of rebroadcast packets heard is 2 (c=2=C), the situation becomes 

a bit more complex. We describe the algorithm in two steps.  

First, in order to determine whether to rebroadcast or not, the node must look at its 

distance from the original sender of the broadcast packet, d. In Figure 29, assuming 

Node H is the node making the decision, then d is the distance from Node H to Node A. 

If it finds itself far away from the original sender (d>D), it then processes to the second 

step to check the distances between the rebroadcasting nodes (Node B and Node D in 

Figure 29) and itself (d’); otherwise, it simply drops the packet.  
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In this second step, we use the concept of “Relative Position” to make the decisions. 

The reason a node can hear rebroadcast packets from two different neighbors is that these 

two neighbors are at least R meters away from each other (R is the communication range). 

In other words, these two nodes must be at the different sides of this node; otherwise, one 

node’s rebroadcast would have been suppressed by that of the other. As shown in Figure 

29, because of the fact that Node B and Node D are away from each other, it is safe to say 

that if Node H rebroadcasts, it can cover some area which cannot be covered by its two 

neighbors. In the figure, it is clear that Node H can cover Node F and G if it rebroadcasts. 

In general, the farther the two neighbors are away from each other, the larger the extra 

area the middle node can cover. By simulation, we found that a node needs to rebroadcast 

only when both of its rebroadcast neighbors are far from it (d’>D). We suggest the 

threshold D takes the value R/2, where R is the communication range of the sender.  

When the number of rebroadcast packets heard is larger than 2 (c>C), simulation 

results indicate that it is not necessary for a node to rebroadcast the packet. This is also 

confirmed by the simulation result in [20] which says if a node has heard a packet three 

times (one original transmission and two rebroadcasts, the same case as C=2), the 

average extra area it can cover is only about 9% of its total coverage (πR2). Of course this 

result is obtained using simple flooding. On average, Smart Broadcast covers larger extra 

area than that of simple flooding because the distance information is used intelligently. 

5.6 Simulation Design and Environment 

To examine the performance of the Smart scheme, we implemented it using OPNET 

Version 8.0. We also implemented Distance-Based scheme for comparison. Distance-
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Based scheme is picked because it roughly satisfies the requirements we listed in Section 

5.4 and also utilizes the estimated distance as the hint for solving the problem.   

In order to make our simulation results comparable to that of the Distance-Based 

scheme, we make our simulation environment close to their settings. The simulated 

network contains 100 nodes. These nodes are placed randomly within a fixed-size L x L 

area called map. A map can be of size 1x1, 3x3, 5x5, 7x7, 9x9 and 11x11 units, where a 

unit is of the length of the communication radius. The communication radius of the nodes 

is set to 100 meters. For each size of the map, 10 different seeds were used to generate 

different network topologies. The average number of neighbors of each node in different 

size of map can be found in Table 17.  

Table 17 - Average Number of Neighbors 

Map Size (m) Average Number of Neighbors 

100 x 100 96.804 

300 x 300 25.596 

500 x 500 10.32 

700 x 700 5.556 

900 x 900 3.364 

1100 x 1100 2.272 

When the simulation starts, each node in the network randomly picks a time to 

broadcast its packet exactly once during the simulation. The backoff window is set to 32 

for simulated schemes. The MAC layer model is the OPNET implementation of IEEE 

802.11 WLAN model with some minor modifications. RTS/CTS option is disabled. The 

speed of the Wireless LAN is set to 1Mbits/sec. There is only broadcast traffic in the 

network. All simulations were run for 100 seconds.  
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The free space propagation model is used to estimate the distance between sending 

and receiving nodes. To simulate the inaccurate estimation of the distance, we use the 

receiving power as the mean value and generate random deviations to the receiving 

power according to Gaussian distribution. The distance is then estimated using the 

receiving power with different degree of deviations. 

Performance under different node moving speeds is also simulated to test the 

adaptivity of the algorithm. The random way-point mobility model is used to generate 

moving topologies. 

5.7 Simulation Results and Analysis 

The major purposes of the simulation study include 

 Determining the appropriate values for key parameters; 

 Examining the performance of the Smart algorithm. 

We consider the following performance metrics: 

 Broadcast Efficiency – how many redundant rebroadcasts Smart scheme can 

save (represented by percentage over simple flooding); 

 Reachability – how many nodes Smart scheme can cover (represented by 

percentage over simple flooding); 

 Latency – will directional backoff scheme suffer from longer delay because of 

the network layer backoff? 
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 Energy Efficiency – how much energy Smart can save by eliminating 

unnecessary rebroadcast； 

 Mobility – will Smart scheme perform well with node movement? 

In this section, we start with the performance analysis of Smart algorithm using pure 

free space model, assuming the receiving power can provide the exact distance. The 

performance under the same scenario with distance estimated from Gaussian-distributed 

receiving power is then examined to see whether the algorithm is robust. In the last part, 

performance with node mobility is simulated to test the algorithm’s adaptivity in a 

dynamic environment. 

5.7.1 Results of Using Pure Free Space Propagation Model 

First, we examine our Smart approach without the reachability enhancement 

algorithms.  

Figure 30 shows the efficiency and reachability of basic Smart scheme without 

reachability enhancement algorithms. The first observation is that our Smart scheme is 

highly efficient, especially when the node density is high. In the map size of 1x1, Smart 

scheme saves up to 97% of the rebroadcast traffic over simple flooding. 
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Figure 30 - The Efficiency and Reachability without RE for                             
Different Network Densities 
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Figure 31 - Number of MAC Layer Backoffs – Smart vs. Simple Flooding 
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Please note that with the map size of 1x1 (a highly dense network), the reachability 

of our scheme is even higher than simple flooding. This indicates that when the network 

is getting congested, simple flooding may degrade the channel accessibility, which is the 

basic requirement of quality of service. The reason of this “unexpected” result can be 

explained by Figure 31. This figure reveals that in the case of 1x1 map size, the number 

of backoffs happen in the MAC layer using the Smart scheme is only less than .5% of 

that in the simple flooding case. 
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Figure 32 - The Overall Efficiency and Reachability (C=0 and C=1) 
 

The second observation is, as expected, the basic Smart scheme cannot provide 

satisfactory reachability for sparse networks. The averaged overall reachability among 

different network density is 87.26% (Figure 32, No RE). Figure 32 also shows the result 

when a node rebroadcasts the packet with only one rebroadcast heard (C=1). The 

reachability is about 90.79%, 3.5 percent higher than the algorithm without RE. This 

result indicates setting the counter threshold to 1 is not enough. 
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Figure 33 - The Overall Efficiency and Reachability with RE (C=2) 
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Figure 34 - The Overall Efficiency and Reachability of Distance-Based Scheme 
 



A Smart Broadcast Scheme for Wireless Ad Hoc Networks   

 

133

Figure 33 shows the averaged reachability and efficiency for different distance 

thresholds when C=2. It shows that even with the largest threshold, D=90 meters (which 

means the node that is making the rebroadcast decision is at least 90 meters away from 

the original sending node, and its two rebroadcast neighbors are also at least 90 meters 

away from it), the algorithm is able to provide close to 98% reachability comparing with 

simple flooding. When D=50 (50% of R), the reachability goes as high as 99.04% with 

only 1.5% decrease in efficiency (percentage of Rebroadcast Saved). This result 

illustrates that Smart scheme is not sensitive to the threshold D. The difference in 

efficiency and reachability has little change when D varies. Figure 34 shows the 

simulation result of Distance-based scheme. What can be easily observed is that this 

scheme fails to balance between efficiency and reachability. In order to achieve the same 

efficiency as Smart scheme, it has to sacrifice reachability, and vice versa. Another 

deficiency of this scheme is that its performance is too sensitive to the setting of the 

distance threshold. 

One concern when designing the directional backoff in Smart scheme is that it may 

lead to extra delay because of the backoffs we introduced in BCL. However, the 

simulation result shown in Figure 35 eliminates this worry. It shows that in average 

Smart algorithm does not incur longer delay (comparing to simple flooding) even thought 

there is additional backoff above MAC layer. The reason is that by doing directional 

backoff above MAC layer, The number of MAC layer backoffs can be saved up to 96.7% 

(11x11) ~ 99.6% (1x1) for different node densities (as shown in Figure 31). Therefore, 

our algorithm actually shortens the delay in dense networks. In the extremely sparse 

networks, Smart algorithm may generate longer delay than simple flooding, like the 
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1100x1100 case shown in Figure 35. The reason is that each node has only about 2 

neighbors in the network. The possibility that there are nodes close to the transmission 

border is lower than that in dense networks. The resultant actual backoff time is increased. 
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Figure 35 - ETE delay – Our Scheme vs. Simple Flooding 

 

Figure 36 shows that Smart scheme consistently generates less hop counts than pure 

flooding, especially when the network becomes sparse. This is a result of directional 

backoff since it always finds the node closer to the border. When hop count is the route 

selecting metrics of the ad hoc routing protocols, our scheme provides the lower layer 

support. With random backoff, there is not guarantee the route found by flooding the 

route request is the shortest (in hops). 
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Figure 36 - Average Hop Count- Smart vs. Simple Flooding  

 

In order to examine the power consumption of studied algorithms, we take the 

power model defined by the popular 2.4GHz DSSS Lucent IEEE 802.11 WaveLAN PC 

card. This card consumes about 330 mA in transmitting mode, and 250 mA in receiving 

mode. Given the packet length in bits, we can calculate power consumed by the 

transmitters and receivers. For example, to transmit a 560-bit MAC layer frame, which is 

the packet size we used in our simulation, the energy consumption is 

5V x 300mA x 560/1000000 = 0.84 Joules 

Here we ignore the power consumed in idle mode because it does not contribute to 

the power consumption of packet transmission. 
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Figure 37 - Transmission power - Simple Flooding vs. Smart (D=50)                         

vs. Distance-based scheme (D=10) 
 

 
Figure 38 - Receiving power - Simple Flooding vs. Smart (D=50)  

vs. Distance-based scheme (D=10) 
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The power consumed for transmitting and receiving packets of all nodes in the 

network are shown in Figure 37 and Figure 38 respectively. Several observations can be 

made from these two figures. First, we show again that Smart approach adapts to the 

network density very well. When the node density is high (100x100 case), the 

transmitting power of Smart is only 9% of that of simple flooding and 16% of that of 

Distance-base scheme. When the network becomes sparser, more and more nodes 

participate in the packet forwarding to ensure the reachability for both Smart and 

Distance-based schemes. The curves of all there schemes hence get closer. When the area 

is larger than 700x700, the network becomes partitioned and the number of total 

transmissions decreases, so does the transmitting power. 

Second, the total power consumed by receiving is much larger than the total power 

consumed by transmitting. This is true for all three algorithms. The result is led by the 

fact that when a node broadcast, all of its neighbors will receive the packet and hence 

consume receiving power. The more neighbors a node has, the more energy they 

consume in total. This is why the total receiving power goes so high when the network is 

dense (100x100 and 300x300 cases). The observation implies that simple flooding must 

be avoided in a battery-powered network, which is the typical case of wireless sensor 

network. 

Overall, we observed that when the network becomes denser, the power 

consumption of Smart increases linearly while that of simple flooding and Distance-

based approaches increase exponentially. 
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5.7.2 Results of Fluctuating Channel 

As explained in Section 5.5, the actual radio channel is extremely random and hence 

free space model is not accurate. To simulate the performance under the real channel 

condition, we calculate the receiving power using free space model and use it as the mean 

value of the receiving power for each distance. We then generate some random variances 

to the mean value according to Gaussian distribution. The distance is then calculated 

using this variated power. The detail implement is explained below. 

The Wireless LAN model comes with OPNET has a parameter call “Wireless LAN 

Range”. Receivers outside this range will not receive the packets from the sender. To 

create the inaccuracy in distance estimation, we modified this mechanism. The following 

describes the procedure. 

First, when a node broadcasts a packet, all other nodes in the network will receive 

the packet (there is not range limit). The receivers calculate the receiving power using 

free space model. 

Note this calculation is done in the physical layer of the model. The exact distance is 

used for this calculation since the simulation kernel knows the X, Y, Z coordinates of 

each node. We consider this calculated power, Pr, the mean value of the receiving power 

at this distance (certainly there is a different mean value for each different distance).  

The next thing is to add deviations to the mean value Pr obtained above. To test the 

robustness of our algorithm, we generate Gaussian-distributed power, Pr’, using different 
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levels of standard deviations. The levels are 10%, 20% and 30% of Pr calculated in the 

first step.  

It is well known that standard deviation is a measure of spread of Gaussian 

distribution. In a Gaussian distribution, about 99% of the scores are within three 

standards deviations of the mean. To avoid generating some extreme or invalid values, 

e.g. power less than zero or power several times larger than the transmission power, we 

set a bound to the generated Pr’. Therefore, the final varied receiving power will be 

bounded by the following equation. 

Pr * (1-3σ) < Pr’ < Pr * (1+3σ)                            (13) 

where σ is the standard deviation of the mean value of the receiving power Pr. 

Because we consider bounds ± 3σ  away from the mean value for each different σ, 99% 

of the distribution will be tested. The pdf of Gaussian distribution and its illustration is 

given in equation (14) and Figure 39. 

                                    (14) 
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Figure 39 - pdf of Gaussian Distribution with Standard Deviations                                  
Equal to 10%, 20% and 30% of the Mean (100) 

 

The third step is to determine how many receivers are still within the 

communication range after we vary the receiving power. This is done by calculating the 

estimated distance using the varied receiving power Pr’. If the estimated distance is 

within the communication range (100 meters in our simulation), the received packet will 

then be eligible for further process; otherwise, it will be discarded.  

If a packet passes all the processes in physical and MAC layer, it will finally arrive 

at the network layer or the Broadcast Control Layer defined earlier, containing the 

information of the artificially varied power Pr’. 

In the fourth step, the Smart broadcast algorithm will work with Pr’ sent from the 

physical layer to estimate the distance again. This is because we don’t assume the 
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network layer can get the distance information from the lower layers. This estimated 

distance certainly will be equal to the distance calculated in the physical layer described 

in Step 3 and is not the real distance between the sender and the receiver. So far, the 

inaccurate distance estimation is done and we are ready to test the robustness of our 

approach. 

As we mentioned above, we tested the Gaussian-distributed power at three levels of 

standard deviations, 10%, 20% and 30% of the mean value of the receiving power.  

100 300 500 700 900 1100
0

20

40

60

80

100

Br
oa

dc
as

t p
ac

ke
t r

ec
ei

ve
d 

pe
r n

od
e

Length of L (Meters)

 No deviation
 Sigma=10%
 Sigma=20%
 Sigma=30%

 

Figure 40 - Simple Flooding – Average Number of Packets Received at Each Node at 
Different Standard Deviation of Gaussian Distribution of Receiving Power                         

Figure 40 shows us the result of simple flooding at different levels of standard 

deviations. The Y-coordinate represents the number of packets a node received in 

average during the simulation period. Since there are 100 nodes in the network and every 

node broadcasts exactly once to the network, a node will receive 99 broadcast packets 
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from other nodes if all the transmissions are successful and all nodes are physically 

connected by one or more hops. Note the data marked by “No deviation” represents the 

situation of free space propagation. The observation from this figure is that the packet 

delivery rate increases with the standard deviations. The simple flooding with highest 

standard deviation gets the highest coverage. This is because the relationship between the 

receiving power and the distance is not linear. As shown in (11), d=sqrt(PtC2/Pr)C1.
  

Since Pt, C1 and C2 are all constants. This equation can be rewritten as d=C/sqrt(Pr), 

where C is a constant representing the combined effect of Pt, C1 and C2. Therefore, when 

Gaussian distributed power is converted to distance, the deviations are discounted. In 

addition, the distances are under-estimated, not over-estimated. In other words, more 

nodes are “pulled” into the communication range than those are “pushed” out. Because 

the number of nodes participating in the broadcast increases, the overall coverage also 

increases. 

When σ equals to 30% of the mean, the distribution has the widest spread. In other 

words, more nodes have large deviations than in other cases. Since the distances are 

under-estimated, more nodes are “pulled” into the communication range and hence higher 

packet delivery rate. 
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Figure 41 - Smart Broadcast – Efficiency and Reachability at Different Standard 
Deviation of Gaussian Distribution of Receiving Power 
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Figure 42 - Distance-Based Scheme – Efficiency and Reachability at Different 
Standard Deviation of Gaussian Distribution of Receiving Power 
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Figure 41 and Figure 42 present the performance of Smart broadcast and Distance-

based scheme. In Figure 41, X=0 means pure free space model; distance threshold 

D=50m; both rebroadcast packets received are far. Note all the numbers are compared 

with that of the corresponding simple flooding scenarios. For example, the performance 

of Smart broadcast at standard deviation 10% of the receiving power is compared with 

the simple flooding with the same 10% standard deviation. 

The simulation results in these two figures reveal that our Smart approach is really 

robust when the distance estimation is not accurate. In the worse case, the coverage is 

0.74% (σ=10%) less than that of simple flooding. In the case of σ=30%, Smart broadcast 

is even better than the simple flooding by 0.62%. At the same time, our algorithm still 

maintains the efficiency.  

The Distance-base scheme also survives well in the random channel environment 

except it still suffers from the balance between the efficiency and the reachability. 

5.7.3 Impact of node mobility 

To test the performance of the Smart approach in a dynamic environment, we 

introduced the way-point mobility model to our simulation scenario. The speeds tested 

are 0, 4, 8, 12, 16 and 20 meters per second. The distance threshold D is set to 50 and the 

counter threshold C is set to 2 for all speeds.  

As expected, mobility does not have impact to Smart algorithm. This is because 

Smart algorithm does not use any mobility-related information. The changing network 
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topology due to node movement has the similar effect as we create new simulation 

scenarios using changing seeds. The simulation results with D = 50m are illustrated in 

Figure 43. 
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Figure 43 - Performance of Smart Broadcast under Different Moving Speeds 

5.8 Discussions on Link Quality 

One of the important applications of the Smart broadcast algorithm in a variable 

topology network is to discover routes for unicast routing protocols, e.g. AODV and etc. 

It is a fact that Smart algorithm always finds the nodes at the transmission border of the 

sender as next hop toward the destination. This can be verified in Figure 36 which shows 

our algorithm achieves smaller hop counts when broadcasting a packet to the entire 

network. Because the receiving powers at some nodes may be very close to the threshold 

of minimal acceptable power, one concern here is whether an end-to-end route 

established by Smart algorithm is stable.  
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One simple solution to this problem is raising the threshold of minimal power we 

use to calculate the backoff level. For instance, let’s assume we originally use 100mW as 

transmission power and 1mW as the threshold of minimal acceptable receiving power for 

backoff level calculation. In this case, a node receiving a packet with less than 1mW of 

receiving power will not participate in the rebroadcast business. In order to find a stable 

route, nodes can raise the minimal acceptable receiving power to, for example, 5mW 

(even though the real acceptable power at MAC/PHY is 1mW). Actually, it depends on 

the routing metrics of the unicast routing protocol. Some of them prefer the least number 

of hops and others prefer the best quality of links. When the metrics is hop count, our 

algorithm can always find the best route. 

Please note if Smart algorithm is used to simply broadcast data packets, it is not 

necessary to raise the minimal acceptable receiving power. The fact that the packet can 

be received correctly means the link quality is good enough to receive the packet. Here 

the goal is to propagate the packet further and the quality of the link to the previous hop 

is not a concern. 

5.9 Summary 

In this chapter, we analyze the Broadcast Storm problem in variable topology 

networks and show the Broadcast Storm may greatly degrade the quality of service in 

these networks. We also develop a Smart broadcast algorithm to deal with the problem. 

Instead of using popular random backoff when differentiating the rebroadcast time 

among receiving nodes, we propose a “directional backoff” scheme which knows the 

direction of the packet propagation. A concept called “relative position” is introduced to 
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help nodes determine its position among rebroadcast nodes and whether it should 

rebroadcast the packet. Comparing to other existing methods, Smart algorithm is simple 

yet efficient. It is a fully distributed algorithm that does not depend on any topology 

information. It introduces no extra control overhead and is able to adapt to dynamic 

network situations. Unlike distance-based scheme that has to sacrifice one goal to achieve 

the other, Smart algorithm accomplishes both efficiency and reachability without 

compromising between them.  

We tested Smart algorithm under the situation where the distance can not be 

estimated accurately. The simulation results show that our algorithm survives without 

degrading the performance. Easy to implement is another virtue of our algorithm. For 

example, as shown by the simulation result, the setting of the distance threshold D=R/2 

can adapt to different network densities and provide satisfactory efficiency (46% saved) 

and reachability (99%). In addition, the values of the algorithm parameters are not 

sensitive to network scenario. We believe these features are desired when it comes to real 

implementation.  

Speaking of the energy efficiency, Smart can save up to 91% of the total energy by 

reducing the unnecessary rebroadcast in the highest network density case. We also reveal 

that it is the receiving, not the transmitting of packet, consumes the most power when 

broadcasting.  
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6 CONCLUSIONS AND FUTURE WORKS  

In this work, we focused on the studies of multipoint communications, including 

multicasting and efficient broadcasting, in wireless ad hoc networks.  

We first examined the performance of multicast AODV. We pointed out some 

ambiguity points of the protocol and enhanced the protocol in order to make it work well. 

We found that MAODV is not going to work if there is an idle time during the multicast 

session and we fixed the problem without making big modification to the protocol. A 

dynamic method of calculating route_discovery_timeout is introduced and proved by the 

simulations to be about 100 times better than the original one. A new packet type 

MACT_ACK and the mechanism of MACT_ACK_TIMEOUT is used to solve the 

problem of MACT lost. Our simulations also show that MAODV has some unsolved 

problems when the control messages are lost or links are broken.  

In the second part of the work, we further explored the problem of route discovery 

latency we observed when conducting the first part of the research. To avoid the “blind” 

estimation of the route discovery time, we developed an algorithm which measures the 

round trip time of the first route request/reply pair and use it as a reference to measure the 

quality of later received better routes. Our algorithm waits at most three RTTs (if a better 

route is received) or less (if a better route is not received) to determine the best route to 

the destination. Our simulation results show that the primary reason for route discovery 

delay is the backoff time of the contention led by the flooding of route requests. This 

delay does not always grow as the distance between the source and the destination grows. 
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By comparing with one of the reactive routing protocols, we show our algorithm is much 

better than the “blind estimation” algorithms and can adapt to different network densities. 

In the third part of the work, we developed a new hybrid multicast routing protocol 

for wireless sensor networks. The protocol is built on top of a hybrid unicast routing 

structure that combines a routing tree and local link state information. It hence utilizes the 

advantages from both methods; by using the logical tree, control frames for joining and 

leaving a multicast tree can be unicast, instead of being broadcast; by using the local link 

state information, the inefficiency of tree routes can be partially compensated and tree 

repaired issues can be solved. In addition, minimal level of control overhead is achieved 

because existing control messages designed for unicast protocol can be used for multicast 

protocol too. 

In the last part of the work, we analyze the Broadcast Storm problem in variable 

topology networks and show the Broadcast Storm may greatly degrade the quality of 

service in these networks. The Broadcast Storm problem is also the direct cause of the 

route discovery latency we discussed in Part Two of our work. We developed a Smart 

broadcast algorithm to deal with the problem. Instead of using de facto random backoff 

when differentiating the rebroadcast time among receiving nodes, we propose a 

“directional backoff” scheme which knows the direction of the packet propagation. A 

concept called “relative position” is introduced to help nodes determine its position 

among rebroadcast nodes and whether it should rebroadcast the packet. Comparing to 

other existing methods, Smart algorithm is simple yet efficient. It is a fully distributed 

algorithm that does not depend on any topology information. It introduces no extra 
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control overhead and is able to adapt to dynamic network situations. In addition, Smart 

algorithm accomplishes both efficiency and reachability without compromising between 

them. We also tested Smart algorithm under the situation where the distance can not be 

estimated accurately. The simulation results show that our algorithm survives without 

degrading the performance. Easy to implement is another virtue of our algorithm. 

Speaking of the energy efficiency, Smart can save up to 91% of the total energy by 

reducing the unnecessary rebroadcast in the highest network density case. We also reveal 

that it is the receiving, not the transmitting of packet, consumes the most power when 

broadcasting.  

Further improvements and extensions to the works included in this dissertation can 

be made in the following aspects. 

 For Mulitcast AODV Internet draft, we can suggest to the authors to consider 

and adopt our improvements and additions to their protocol. In fact although 

AODV is widely used, MAODV has not been seen adopted in any real 

applications. We believe our work has revealed at least some of the reasons, if 

not all. Adopting our improvements and modifications to MAODV could make 

it usable and more efficient. 

 For RTT-based waiting time for route discovery, we can test it with more 

routing protocols, such as DSR and TORA, to evaluate its performance. We can 

also extend the algorithm to cover the destination selection approaches. 

 For hybrid multicast routing protocol, we shall examine its performance either 

by theoretical analysis or by simulation. In addition, because up to N-hop 
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neighbor information is available, we can further develop an efficient broadcast 

scheme based on the neighbor information. Based on the neighbor information, 

a set of nodes can be elected as members in a dominant set of nodes that can 

reach all nodes in the network. Efficient broadcast can then be achieved by 

letting only the nodes of the dominant set rebroadcast the packets. 

 For the Smart broadcast algorithm, we can further prove its performance by 

theoretical analysis in addition to simulation. 
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