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Abstract

An Integrated Framework for Management and Traffic Engineering of
Best Effort Service in Next Generation Data CentridNetworks

by

Christopher Marty

Advisor: Prof. Mohamed A. Ali

This thesis addresses the previously unanswerestigneof how to handle best-effort
traffic in Multiprotocol Label Switched (MPLS) basenext generation data-centric
networks. Specifically, this thesis examines thehmécal feasibility and assesses the
performance of implementing an integrated framewdok managing and traffic
engineering best effort traffic in next generateta centric networks. Through proof
and simulation, this thesis will show that the megd integrated framework successfully
enforces weighted fair rates for best-effort flomsile simultaneously increasing

The implementation of the proposed system proceédddio phases. In the initial
phase, a system for signaling fair rate using unfisad RSVP messages is devised.
Signaling overhead and legacy integration are aedly To calculate fair rates, a
distributed WPMM fair rate algorithm was develop@&tie algorithm is tuned to work at
low refresh rates and calculates weighted fairsratgh O(1) computation complexity.
An elegant proof based on bottleneck ordering @vipled to show that the algorithm
converges to fair rates in arbitrary network togids.

Based on the results of phase one, a second plessendertaken to introduce a new
paradigm in queue management. The introductiorhisf new queue management was

essential to ensure that the initial congestiontrebimechanism is compatible/friendly



\

with the native TCP congestion control mechanisnd will converge to fair rates with
minimal signaling overhead. This new paradigm isdohon Bettter than Best Effort
(BBE) and Less than Best Effort (LBE) fair rate kg of packets and is shown to drive
the network to fair rates with minimal overheadisTimechanism is shown to be vastly
superior to the initial mechanism in both enforcfag rates and in network throughput.
We call this system TERM (TCP friendly Explicit Ratongestion control for MPLS
networks).

Low frequency signaling coupled with efficient aaktion of WPMM fair rates makes
the TERM system a feasible solution for expliciteraongestion control in large scale

networks. To our knowledge this is the first impbtation of such a system.
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Chapter 1 - Introduction

1.1 Introduction

We live in an Internet Protocol (IP) centric worlbwenty years ago few would have
guessed, but IP has become a central fixture ngtiorour networking technology, but
also in our culture. As the Internet pervades nard more aspects of our lives, most
would agree that IP is here to stay.

IP has survived, and in fact thrived due to itdigbto handle load gracefully, and it
that regard, it measures up so favorably that & Heplaced mostly all competing
network protocols. IP though, is not without itavils. IP scales exceptionally well to
large networks. One trip to Yahoo or Google acrbss public Internet is all that's
necessary to prove this. IP, however, scales mwitsterms.

IP was initially designed as a protocol that casldvive the elimination (intentional or
otherwise) of large parts of the network in an ad-manner [1]. Attempts to provide any

but the most basic attempts at Traffic Engineer{f§) are typically foiled by the
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protocols propensity to survive. This lack of afeefive means for controlling IP as it
propagates through a network is a major hindraaseffectively applied TE techniques
are a powerful means for enforcing Quality of Seev{Qo0S) constraints and increasing
overall network efficiency and reliability.

Though initially created as a mechanism for rapigditching of IP packets,
Multiprotocol Label Switching (MPLS) [2] has quigkbecome the dominant technology
for providing TE and QoS in IP networks. Using MRLtwork operators can create
tunnels by which QoS and TE parameters can betetbcenforced.

At the heart of MPLS is a connection oriented fauag plane. This forwarding plane
allows for the creation of tunnels on which explimute and QoS parameters can be
enforced. These MPLS tunnels are referred to alLatwitched Paths (LSPs) and are
defined by a series of short, fixed length labeisveen Label Switched Routers (LSRS).

Though it is envisioned that MPLS will allow thextegeneration Internet to embrace
real-time traffic such as voice and video that megspecific QoS constraints, it is clear
that best effort traffic will still dominate netwlotraffic for the foreseeable future. While
significant work has been done to address the i€r&hgineering and provisioning
requirements for real-time traffic, the importanblpem of Traffic Engineering and
active management of best-effort services has eem laddressed; addressing this critical

issue is the focus of this thesis.



1.2 Thesis Motivation

Though next generation networks will consist of tiplg classes of service, best effort
traffic will still be a dominant force. By its natj sources of best-effort traffic compete
for network resources. Managing the interactiowken these sources during times of
network congestion is referred to as congestionroband is the primary determinant of
the efficiency and performance of best-effort iaff

Explicit Rate (ER) congestion control describes/steam whereby a flow is allocated
an explicit rate at which it can offer traffic intlke network. By assigning explicit rates to
best-effort network flows, the network can activelgnage congestion. Using a weighted
fair rate algorithm to calculate explicit ratessbeffort Label Switched Paths (LSPs) can
be granted differentiated explicit rates thus givinetwork operators flexibility in
offering premium services while ensuring networknssare treated fairly.

Though significant work has been done to implemamtexplicit rate congestion
control system for the Available Bit Rate (ABR) s$aof service in Asynchronous
Transfer Mode (ATM) networks [3], this service hast gained wide popularity. ATM
network creators focused on real-time voice ancwids the “killer applications” for
next generation networks. In the ATM model, the paro handling of packet-based
protocols such as IP was a secondary consideraigoit was envisioned that these
protocols were unsuitable for transporting voicd &ideo. While the idea that voice and
video will be significant players in the next gemi#n Internet slowly comes to
realization, the hypothesis that packet based rr&snvare incapable of properly serving
these networks is consistently being disprovedsRnd continues to be, the protocol of

choice for transmitting voice and video traffic.
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ABR ER congestion control service imposes significaignaling and computational
overhead, and has a limited ability to efficientigndle IP, and more specifically TCP
traffic. This is due to the paradigm on which @&swvbuilt. In the ABR class of service,
ATM Virtual Circuits (VCs) are assigned a fair rdateat imposes a hard upper limit on
the rate at which the VC can offer traffic into thetwork. Assigning fair rates in real
time for typically bursty network connections remsi extremely high frequency
signaling and fair rate calculations. The networndwidth and computing power
required for this task is considerable. Unfortuhatié has been shown that, in addition to
adding significant network and computational ovadhethe ABR congestion control
mechanism reduces TCP throughput [4, 5].

A properly designed and constructed ER congestioral system will allocate rates
and manage traffic such that packets are droppefhraspstream as possible. This
important feature significantly increases netwodgragate throughput. ER congestion
control can also solve problems such as unconsttaiyDP traffic affecting the native
TCP congestion control mechanism, or malicious susaodifying TCP congestion
control parameters to get unfair shares of bandhyitlhius further increasing the quality
and fairness of best-effort traffic transport.

To manage and traffic-engineer best effort serincthe envisioned multi-service next
generation Internet, several critical issues masaddressed. These include:

* How to remedy the scalability issues that plagusel ATM ABR service while
retaining the valuable benefits to network fairnasd throughput that are the promise
of ER congestion control. Implementing such a servis a key component to

managing and transporting best-effort traffic ixtngeneration data-centric networks.



5
How to properly devise and implement an explicie reongestion control mechanism
that is compatible with IP/TCP bursty On/Off traffivhile simultaneously ensuring
that the devised mechanism is indeed compatibledaed not conflict with TCP own
congestion control mechanism. This issue is expeitehave a profound impact on
the overall performance of current and future daatric networks where IP/TCP
packets constitute more than 90% of the traffissiog today's long-haul backbones.
This is because IP applications are the fastestiggpsegment of a service provider's

network traffic. This growth is expected to congnuell into this century.



1.3 Thesis Statement

This thesis addresses the previously unanswerestigneof how to handle best effort
traffic in MPLS-based next-generation data-centretworks. Specifically, this thesis
examines the technical feasibility and assesses phdgormance analysis for
implementing an integrated framework for managing #&affic engineering best effort
traffic in next generation data centric networkse \devise and demonstrate a practical
and scalable strategy that will enable TCP comfbbst effort congestion control with
limited overhead in a large-scale network.

Through proof and simulation, this thesis will shakat the proposed integrated
congestion control framework successfully enforvegyhted fair rates for sessions while
simultaneously increasing aggregate network thrpughAdditionally, the work outlines
a method for integrating ER based best-effortitaffto a multi-service class network.

This comprehensive system is composed of four compis which include a method
for using Resource Reservation Protocol (RSVP}dgignal explicit rate information, a
Weight Proportional Max-Min [7] (WPMM) fair rate gdrithm, a priority based packet
marking and active queue management system, andtegrated method for coupling
best effort service with real-time and guaranteeshdwidth services in a unified
framework.

The implementation of the proposed system proceédddio phases. In the initial
phase [8], a system for signaling fair rate usinghadified (RSVP) messages is devised.
Signaling overhead and legacy integration are aedly To calculate fair rates, a
distributed WPMM fair rate algorithm was develop@&tie algorithm is tuned to work at

low refresh rates and calculates weighted fairsratgh O(1) computation complexity.
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An elegant proof based on bottleneck ordering mvipled to show that the algorithm
converges to fair rates in arbitrary network togiés.

In the initial implementation, the RSVP signalinggchanism was used to drive the
WPMM fair rate algorithm. The fair rates were thenforced by limiting LSPs to
injecting traffic up to the fair rate into the caretwork. This traffic shaping is done at the
ingress node of the network.

Based on the results of phase one, a second pleasandertaken to introduce a new
paradigm in queue management. The introductiorhisf new queue management was
essential to ensure that the initial congestiontrebmechanism is compatible/friendly
with the native TCP congestion control mechanistis hew paradigm is based on fair
rate marking and is shown to drive the networkatio fates without edge queuing. This
mechanism is shown to be vastly superior to th#aininechanism in both enforcing fair
rates and in network throughput. We call this systé&ERM (TCP friendly Explicit Rate
congestion control for MPLS networks) [9].

The TERM components are designed to work togethied, are shown to increase
aggregate throughput of mixed TCP and UDP trafficlevenforcing weighted fair rates.
The key difference between the TERM system andemphtation of the initial phase is
the method by which explicit rates are enforcedthia initial phase, the network edge
device injects traffic into the network at preciséhe explicit rate, with excess traffic
gueued at the network edge.

LSPs in the TERM system are not limited to transngtat the explicit rate. In TERM,
traffic up to the explicit rate is marked with aodrpriority of Better than Best-Effort

(BBE), and traffic over the explicit rate with aogr priority of Less than Best-Effort
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(LBE) [10]. TERM includes a queue management systesigned to enforce fair packet
scheduling based on BBE/LBE drop priority. Thisoal$ for statistical multiplexing of
sources that may be using more or less than tkplicé fair rate at a point in time. The
method enables LSPs to make use of the queuingitgpad excess bandwidth within
the network. This drastically reduces the needhigh frequency explicit rate feedback
thus significantly reducing signaling and compwtasil overhead. Our simulations show
good convergence with a signaling rate of 10 feeklltarations per second per LSP [9].

Additionally, we present a framework for integratithe BBE/LBE classes of best
effort service with real-time, guaranteed bandwiskhvice classes into a comprehensive
framework for a QoS based network. This is accoshell through the use of Class
Based Queuing [11] with a modified approach to guguo handle the priority drop
ordering of BBE/LBE traffic.

Low frequency signaling coupled with efficient aaktion of WPMM fair rates makes
the TERM system a feasible solution for expliciteraongestion control in large scale

networks. To our knowledge this is the first impbatation of such a system.



Chapter 2 - Background Information

2.1 Internet Traffic Management

Internet Protocol, and more generally, the Intefttocol stack was developed with
funding from DARPA [1]. DARPA'’s goal was to buildreetwork that was powerful and
flexible, while being resilient to attacks whichutd rapidly render large parts of the
network non-functional. With this goal in mind, émgers set out to build a decentralized
network. This network design was truly decentraljzas the vulnerability of any single
point of failure was not an option.

The development of the Internet Protocol stack dase in the early 1970s. While
very little networking technology from the 1970s\8ues today, the Internet Protocol
stack has not only survived, but has thrived, beognthe basis on which the world’s
largest and most complex network is built. Whileeothe past 30 years, the networking
community has proposed numerous replacements &orirternet Protocol stack, the

technology survives and is likely to be with us fieany years to come.
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2.1.1The Internet Protocol Stack
Network protocols are typically described as beiagstack. This moniker is
appropriate; as well designed protocols have distayers with well-defined interfaces.
These layers are built (or stacked) on top of eatbler such that implementations of a
particular layer in the stack are not affected Iy implementation of other layers. The

Internet Protocol stack as it's commonly descrilsepictured in Table 1.

OSI Layer Layer Name Implementationg
Number
5-7 Application HTTP, FTP
4 Transport TCP, UDP
3 Network IP, ICMP
1-2 Link Ethernet, Wi-Fi

Table 1 - The Internet Protocol Stack

Endpoint Endpoint

Protocols

Network

Application Application
[ [
Transport Transport
\ \
Network Network Network Network
[ \ \ \ \ [

Link Link Link Link

Figure 1 - Internet Protocol Stack Flow
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Figure 1 shows the logical flow of data through gretocol stacks of endpoints and

routers as the data traverses the network. Frasnpibture it is evident that the network

routers are only concerned with the Link and Nelwayer protocols. They treat higher

layer protocols as an opaque payload. The endpdintgever, are concerned with the

transport layer protocol, as it is the medium byiakhthe connectivity is made from

application to application.

The four layers of the Internet Protocol stack lsardescribed as follows:

Link Layer — The link layer is responsible for communicatidretween adjacent
entities. The layer is responsible for coding amdgrity of data across the single hop
from network device to network device. Perhapsntiost ubiquitous Link layer used
in Local Area Networks is Ethernet [2], though Wéss standards such as Wi-Fi [3],
and Wi-Max [4] are quickly moving into this spaceln wide area networks,
technologies such as Sonet/SDH [5], ATM [6], andrke Relay [7] make up the
Link Layer.

Network Layer — The network layer is responsible for directingfftc across

multiple network hops from source to destinatiorhiM/ Internet Protocol (IP) is the
most widely used implementation of a network lagestocol, the Internet Protocol
stack does contain other Network layer protocolso’®shpurpose are typically
administrative. Some of the other Network proto@is management protocols such
as ARP [8] and RARP [9].

Transport Layer — The Transport Layer is responsible for commuiooa between

applications. The two common Transport layer prol®a@are Transmission Control

Protocol (TCP) [10] and User Datagram Protocol (Y[@R]. Each has the common
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feature that identifies endpoints on a node asptDP is stateless thus no session is
established between endpoints, and the packetgdissare independent. TCP creates
sessions between endpoints thus ensuring dataitytagd ordering of packets.

» Application Layer — Perhaps the most ubiquitous Application Layetgool today

is Hyper Text Transmission Protocol (HTTP) [12] aHiis the language of World
Wide Web browsers, thought he number of uniqueiegpbn layer protocols are
likely number many thousands. Application Protocals the name implies, are a
structured way for application endpoints to commate in a coordinated way.
Application layer protocols are typically not vaied or enforced by the network,
though in some cases, network appliances existdeiqe value added services for

well known application protocols such ash HTTP SMITP [13].

2.1.2IP Network Architecture

At the coarsest grained level, IP networks cordigtvo kinds of hosts: endpoints and
routers. Endpoints produce and consume networKictrathile routers direct traffic

between endpoints.

Core Network

Client Network Client Network

Client

Figure 2 - Simple IP Network
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Figure 2 shows a sample IP network. In the figthve,client is communicating with the
server through the core network. The figure depiwts distinct types of routers: edge
routers that span the client and core networks, came routers that live entirely in the
core network. Edge routers live at the edge ofrtevork and define where the core
network ends and the local stub network beginseQouters are typically much larger
than edge routers, handling multiple physical catinas and large volumes of traffic.

Core routers are typically not the source or thgpemt of network connections.

2.1.2.1IP Routing

IP is a layer three (network layer) protocol. Thigans that its purpose is to guide
packets through a series of network routers froomc@node to destination node. The job
of the router is to direct and forward packets talgaheir destination through a network
with arbitrary, changing topology. To accomplisksttask, the router contains a “routing

table” which is a map of where to send each packet.

Destinati on Next Hop I nterface
123.194.21.0/ 24 123.154.32.1 Et hO
192. 168. 23. 0/ 24 154.12.54. 1 Et hl
192.168. 0.0/ 16 154.12.23.1 Et h2
Def aul t 132. 24.152. 3 Et h3

Figure 3 - Sample Routing Table

Figure 3 shows a typical small routing table forcater with at least 4 Ethernet
interfaces. When an IP packet is received, theerouses the destination address in the

packet along with the routing table to determinesho best forward the packet towards
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its destination. The router examines the destinafield in the packet, and performs a
“longest match” against the destination entriethearouting table.

To understand the route-matching algorithm it's amt@nt to understand the notation
used in the Destination field of Figure 3. An addreepresented as X.X.X.X/Y is an
indication of a grouping of addresses with thet fifits of X.X.X.X indicating the first
Y bits of the destination address for each hosttlen corresponding network. For
example,123. 194. 21. 0/ 24 identifies a network in which all hosts have thefpr
123.194. 21. Z with Z assuming any value from 1 to 25423. 194. 21. 0 is the
network number, antl23. 194. 21. 255 is the broadcast address). Thus a host with an
IP address 0£23. 194. 21. 78 is in network123. 194. 21. 0/ 24, while a host with
the IP addressl23. 194. 31. 78 is not. Thus using the above routing table, aaout
receiving a packet with the destination IP adddegx3. 194. 31. 78 would forward that
packet to the next hap23. 154. 32. 1 through interface EthO.

We say that the algorithm used by the router i®rayést match because a packet
destined for hos192. 168. 23. 32 matches both route table entries corresponding to
destinations 192. 168. 23. 0/ 24 and 192.168.0. 0/ 16, but  since
192. 168. 23. 0/ 24 has a longer string of matching address bits {gmaore specific),
it is the match for the next hop and as per théinmguable, the packet will be forwarded
to next hop 154.12.54.1 through interface Ethl. A packet destined for
192. 168. 129. 5 matches only192. 168. 0. 0/ 16 and would be forwarded to next
hop154. 12. 23. 1 through interface Eth3. Typically a route tableanfigured with a

default route to which packets that have no mateHawarded.
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2.1.2.2IP Routing Protocols

While there are some details involved in packetvéoding based on a routing table,
the process is fairly straightforward. Where thal reomplexity lies is in calculating
routing table entries given a large complex netwaitk constantly changing topology. A
number of effective protocols have been designedhis purpose; we’ll review the two

most prevalent here.

Figure 4 - Three AS Network

There are two distinct levels of granularity on eriwe calculate routes. An
Autonomous System (AS) is a grouping of routers #ra closely held such as those
belonging to a single ISP, or a corporate netw&tuting within an AS is performed
using an Intra-AS, or internal, routing protocotkslas Open Shortest Path First (OSPF)
[14]. Routing between ASs is performed using aerii{S, or edge routing protocol such
as Border Gateway Protocol (BGP) [15]. Figure 4vaha network consisting of three
Autonomous Systems. In this network, an externalimg protocol would calculate

routes between ASs, and an internal protocol woaldulate routes within an AS.
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2.1.3TCP Congestion Control

The TCP protocol uses a sliding congestion windewvntanage congestion and
reliability. The congestion window is the maximumnmber of unacknowledged packets
a TCP connection can have in flight at a partictilme. The TCP protocol uses the Seq
and Ack fields in the TCP header to determine thmlmer of outstanding packets with
the Seq indicating the highest sequence numberaokgts sent, and the Ack field
indicating the highest sequence number acknowleghgettet. The difference between
these two values is used to indicate the numbeuwéntly outstanding packets.

Because the congestion control mechanism used Byi3 @ manipulate window size,
and the sender manages the size of the congesiimiow, it's possible for many
implementations of TCP congestion control to egistultaneously on the same network.
This is indeed the case in the public Internet.

The first implementation of TCP congestion contwads codenamed “Tahoe” [16].
While Tahoe is not widely deployed today, it wasalationary as it introduced the
concepts of Slow Start and Congestion Avoidance usenost of today’s TCP variants.
While many variants of TCP congestion control exidewReno [17] is the most popular

version of TCP used on the public Internet [18].
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2.2 Asynchronous Transfer Mode (ATM) Networks

2.2.1ATM Architecture

Asynchronous Transfer Mode (ATM) [6] networks weeveloped in the 1990’s as the
next generation infrastructure for broadband cotiviec The creators of ATM set out to
build a network based on Quality of Service comstsa ATM networking technology
was designed to be the one standard for data assvebice, video, and other time and
bandwidth sensitive real-time applications. Thendtaids body called the ATM Forum
[19] was created, and detailed specifications weeseloped for the design and

implementation of ATM networking hardware and pouiis.

2.2.2Cell Switching

The ATM network paradigm was to support advancedl-time services. The data-link
protocol chosen to accomplish this was based ds i&@her than packets. ATM Cells are
a fixed length of 53 bytes. Each 53-byte cell igasated into a 5-byte header and a 48-
byte payload. The small fixed width cells lent te tability to handle high data rates
efficiently in hardware. The fixed length was alsitical to the ability to handle real-

time data with throughput and jitter bounds in #aative manner.

2.2.3Virtual Paths/Virtual Circuits

In ATM, traffic paths are built in a hierarchicalac€mer as shown in Figure 5. The
highest level for ATM (and any wired network in geal), is the Physical Connection. It
is the wire or fiber that connects ATM switches.eTiext level in the hierarchy is the
Virtual Path. A Virtual Path traverses one or mBreysical connections in the network.

At the lowest level is the Virtual Channel. The tdal channels carrying user traffic run
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the entire length of the network from source totidetion. They may traverse one or
more Virtual Paths. The Virtual Channel (VC), ormagpecifically the Virtual Channel

Connection (VCC), is analogous to a TCP connedtian IP network.

Virtual Channel Virtual Path Physical Connection

Figure 5 - ATM Hierarchical Flows

Figure 6 shows the format of the 53-byte ATM Cell [6]. The fixed lengthscdivided
into a 5-byte header and a 48-byte data segment. The 12rtniaMPath Identifier and
the 16-bit Virtual Channel Identifier respectively indicates aihVP and VC the cell
should traverse. The 2-bit PT (Payload Type) field indicateeecehdpoint the type of
data contained in the Data field. The 1 bit CLP (Cell Loss iBrjofield indicates to
hardware cells that should be dropped first in the event of congeBtierHHEC (Header

Error Check) field contains a checksum of the header fields.
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< 32 Bits
Virtual Path Identifier (VPI) ‘ Virtual Channel Identifier (VCI) ‘ PT
HEC |

Data (48 bytes)

Figure 6 - ATM Cell Layout

2.2.4Service Levels

ATM networks were designed with 4 distinct service levels. & axpected that these
4 levels of service would be used to handle appropriate traffestyyielding appropriate
service to each level while enforcing QoS constraints.

The Constant Bit Rate (CBR) service is the most straigh#iat of the services. In this
service, dedicated bandwidth reservations are made for VCmbléaBit Rate (VBR)
service is similar to CBR service in that a bandwidth redem is made, but differs in
that bandwidth that is not being used by a VC can be used by lowatyptiaffic. The
Available Bit Rate Service (ABR) offers best effort seeviévhile no explicit bandwidth
reservations are made for an ABR VC, the ABR mechanismdaesla comprehensive
system for Explicit Rate congestion control. The UnspeciBédRate (UBR) class of
service is a strictly best effort service wherebyficas forwarded along a fixed path, but

Nno guarantees on service are made.
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2.3 Multiprotocol Label Switching (MPLS)

Traditional IP networks make independent routing decisions at each hogn A3
packet traverses the network, each router forwards it based tmaties address. This
stateless, connectionless routing paradigm limits the ability to contifat fraws.

Though it was originally created as a fast-forwarding mecha&RLS [20] is often
used for its ability to support Quality of Service (QoS) and fitrd&ngineering (TE)
functionality in IP networks. MPLS introduces a connection-orientedaiaing plane
based on short fixed-length labels shimmed between the lageddayer-3 headers.
Label Switched Paths (LSPs) are explicit paths through the networlkeddfy a series of
labels between adjacent hops.

MPLS simplifies forwarding because routing decisions are matlean exact match
on a short, fixed-length label rather than a longest match onAddiess/Subnet routing
table entry. More importantly, MPLS supports explicit routing, ashgaare
predetermined and setup while establishing an LSP.

Traditional IP routing gives equal treatment to all packetsrosfior the same address.
Once the traffic from two sources are merged, the IP routeghanism has no provision
to again separate them, as it makes routing decisions based etynphethe destination
address. MPLS solves this problem, as forwarding decisions arelraseid on the label.
Labels can be created and matched with routes in the controlgidndese routes are
enforced in the data plane. In addition to the freedom and fleximlitputing, MPLS
allows for setting resource constraints at setup time in theotqiane thus supporting

QoS constraints for granular levels of traffic.
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LSPs are typically provisioned using Resource Reservatiorod®o{RSVP) [21].
Traffic Engineering extensions to RSVP (RSVP-TE) [22] allow L&Hse specified with
associated resource constraints. Label Distribution Protocol ([Z8})and the traffic
engineering extensions to LDP, Constraint Routing Label DistabulBrotocol (CR-

LDP) [24] are also supported in many implementations.

2.3.1MPLS Network Concepts
The MPLS Architecture is formally defined in [20]. This definition contaihgga level

description of components necessary to understand an operational MPLS network.

2.3.1.1Label Switched Path (LSP)

1322 ‘ 0x0 ‘ 1 ‘ 255 ‘ IP Hdr ‘ TCP Hdr ‘ Payload 3245 ‘ 0x0 ‘ 1 ‘ 254 ‘ IP Hdr ‘ TCP Hdr ‘ Payload

7

/ LER

‘ IP Hdr ‘ TCP Hdr ‘ Payload ‘

‘ IP Hdr ‘ TCP Hdr ‘ Payload

Figure 7 - Label Switched Path

An MPLS LSP is a path from the ingress to the egress of drShietwork defined by
a series of fixed length labels. The labels have signifieaonly between adjacent

routers. Upon the provisioning of an LSP, the upstream routeesradabel unique for
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the incoming interface and advertises that label to the downstreater via RSVP.

Figure 7 shows a typical network LSP.

2.3.1.2Label Switched Router (LSR)

An LSR is a router capable of forwarding MPLS packets basedhlmtsl The LSR is
neither the source nor the destination of an LSP; rather it istarmediary in a core
network. It participates in the LSP setup process by assigniggiestébel numbers to
incoming LSPs, and swaps labels on the packets in and LSP by ofearidext Hop

Label Forwarding Entry (NHFLE) table.

2.3.1.3Label Edge Router (LER)

In addition to all of the functionality performed by an LSR, an LE#R serve as a
source or a destination of an LSP. As such, it must be able toaasdéctraffic with the
appropriate LSPs. It does this through the use of a FEC-to-NH2SE table.
Additionally the LER communicates with interior LSRs to exchangackets on LSPs
and to exchange labels during LSP setup. An LER will sometimelsgsified as ingress

or egress with respect to a particular LSP.

2.3.1.4Forward Equivalence Class (FEC)

An FEC is a description of a class of traffic that requinessame handling and should
thus be treated equally by the network. The simplest FEC ECadefined by all packets
destined for the same IP subnet. There are many other factommdiisbe considered
while determining the factors used to identify packets that beiora FEC. These may

include bandwidth requirements, or delayi/jitter constraints. The BEGsed to map
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packets to a particular LSP. The LSP is typically createsktaice the requirements of

the packets in the FEC.

2.3.1.5Label Stack

While in the simplest case, an LSP will traverse the netirark ingress to egress,
there arise cases where LSPs will be tunneled inside of loBRs. MPLS supports this
mode of operation by creating a stack of labels. This stackbefslas managed in the
packet by creating a stack of Shim Headers. The Shim Headbe top of the stack
identifies the current LSP that the packet is traversing, tilteaegress of the LSP, the
current Shim Header is popped off the stack and the packet is fodvapg@eopriately.
There are provisions in the Shim Header to identify when a istitkeé only one on the
stack. When the last label is popped off the stack the packet is routed based weli8s le

protocol header.

2.3.2MPLS Network Data Structures

MPLS entities maintain a number of important data structureseTdea structures are
used to determine the functioning of the MPLS routing mechanismwiWexamine a

few of them here as it will clarify the method by which MPLS routes packets.
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2.3.2.1Shim Header

32 Bits

v

A

Layer 2 Header
Label \ EXP ‘s‘ TTL

Layer 3 Packet

Figure 8 - MPLS Shim Header

MPLS inserts a header between the layer-2 and layer-3 protoduls. h€ader is
referred to as the Shim Header. The MPLS Shim Header shokgure 8, it contains 4
fields:

* Label — a 20-bit field indicating the LSP to which this packet belongsaricular

label value only has significance between adjacent routers.

* Experimental — a 3-bit field that's function is yet undefined in the standards.
Typically used to propagate DiffServ [16] code point information betwi® and
MPLS networks.

» Stack Pointer — a 1-bit field used to indicate that this label is the loveds¢! in
label stack.

« Time To Live — An 8-bit field that carries the number of hops this packet can
traverse before it is dropped. Hops in the path typically deerethes field. It is

used to drop packets stuck in network loops.
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2.3.2.2Next Hop Label Forwarding Entry (NHLFE) Table

The NHLFE [27] table is used to map incoming labels to outgabgl$. When an
MPLS encoded packet reaches an MPLS enabled router (LSR, itEEBjtains a Shim
header with a Label. The label contained in the header is satifienly in that it
identifies the LSP the packet belongs to between the previous hopeandrtent hop.
The label corresponding to the packets LSP between the current hop avekthep
will likely be different. The NHLFE table therefore maps theoming label/interface
pair to the outgoing label/interface pair. The act of changiegincoming label to the

outgoing label is referred to as label swapping.

2.3.2.3FEC-to-NHLFE Table

In addition to forwarding MPLS packets based on the NHLFE tall&Ramust have
the ability to map IP packets to LSPs. The LER classifiggatfkets based on the FEC to
which they belong. Once a packet is identified as belongiagoarticular FEC, the LER
uses the FEC-to-NHLFE table to route packets to the appropf&teand ultimately the
proper label and interface. The FEC-to-NHLFE table is thezediomapping of FEC to
outgoing label/interface.

When an IP packet reaches an LER, the FEC for the pacdlenisfied. From the FEC,
its outgoing label and interface are determined by a lookup inEket&~-NHLFE table.
The LER then inserts the appropriate Shim Header, and forwardgsathket on the

appropriate interface.
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Chapter 3 - Initial Approach

3.1 Design

3.1.1Goals

Our goal is to introduce mechanisms necessary to enable effeotigestion control
for best-effort service in MPLS networks. We used the followingerea to guide the
design.

* Handling of Internet Protocol traffic must be OpamIP networks dominate the
current network landscape, with the majority of the world’s traséng sent using
TCP or UDP. Therefore the system must work seamlessly with IP protocols.

» Differentiated service levels must be supportildx-min explicit rate algorithms
used in ABR service converge to fair but equal rates for alfu8enetwork operator
should have the flexibility to specify differentiated serviegels (or weights) for

allocating best effort bandwidth across LSPs.
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» Computational and signaling overhead must be mihirAaprimary design goal of
MPLS is to reduce load on routers. As such, the computational lodeeback
iterations should be minimized. Algorithms designed for MPLS systshould
calculate rates in constant time. Specifically, the tintekies to calculate the fair rate
for an LSP must be minimal, and cannot be a function of the nunmleSRs that
traverse a link.

» All per-LSP traffic control must be done at thewmtk edgeWhile each of the LSRs
in the LSP path are involved in calculating the explicit ratejrigeess LSR should
be responsible for any per-LSP traffic management before fdimgatraffic to the
core LSRs. This will alleviate complexity and performance iogpions of doing per

LSP queue management in the core LSRs.

3.1.2Congestion Control Overview

Congestion control schemes can be roughly categorized into twdicksms: binary
congestion notification, and explicit rate congestion control. Binarynsebevork by
notifying the source of traffic that congestion is occurringhim network. In the case of
TCP, this congestion notification comes in the form of dropped packetser O
networking protocols support congestion notification through a Congesteoation
(CI) bit. These schemes share the property that, though theae iadication that
congestion has occurred in the network, no precise instructions ae giv how to
handle it.

Binary congestion control schemes are simple to implement asetherk need only
detect congestion, and appropriately mark packets as such. Typicaligations of

congestion are a message to decrease the rate of transmiss@osolance. It has been
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shown that this simple congestion implication leads to oscillationstwork throughput
severely limiting network efficiency [1].

Explicit rate congestion control aims to remedy the instgbdft binary congestion
control schemes. In an explicit rate congestion control modehetiveork itself indicates
to the source the exact rate at which the source can transaiitinvglemented explicit
rate congestion control schemes have been shown to manage networki@omngesfair
and efficient manner [2], though the implementation and operation ofcéxmie
schemes are more complex.

Fair rates can be calculated in either of two ways. Ge@daschemes collect all flow
information in a central place, calculate explicit rates foll@vs, and distribute explicit
rates out to all network flows. While this scheme is simpleniderstand and implement,
it suffers from the same scalability and robustness concerradl @entrally located
network arbitrators.

In a more typical large-scale network scenario, a distribapgadoach is taken. Tracer
packets are used that traverse the network on the sameabkathlty the packets of the
corresponding flow. As the tracer packets cross network routéxdie®, appropriate
calculations are performed, and the tracer packets are updatedexplicit rate
information.

Tracer packets may be inserted in the network flow at m@testic intervals. This
scheme makes the number of tracer packets proportional to ¢hefrdte connection.
This can have positive effects, as the number of updates fotdast it proportionally
greater than the rate for slower connections. The overhead faofastctions, though,

can be substantial.
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An alternate scheme is to insert tracer packets at firel intervals. While this does
not have the property that update interval time decreases asrkentes increase, it
does scale well in large-scale networks with varied high and low throughput congect

In a typical deployment, a distributed max-min fair rate aflgor is used to calculate
fair rates for network connections. As described previouslgreakng mechanism using
tracer cells is used to drive the algorithm to fair ratdserd are many examples of
distributed max-min fair rate algorithms.

Due to the extensive work done on the Available Bit Rate (A8BJs of service in
Asynchronous Transfer Mode (ATM) [3] networks, we used ATM ABRaastarting

point four our work.

3.1.3ATM ABR Congestion Control

3.1.3.1ABR In-Band Signaling

The ABR explicit rate congestion control mechanism inserts Resddanagement
(RM) cells in band with the network flow. An RM cells is insdrie-band typically after
every 32 data cells. These RM cells follow a path identicah¢éodata cells. Upon
reaching the destination, they are returned to the source alosgnigepath, thus making
a complete round trip from source to destination and back to soungethei same path
in each direction. This is shown in Figure 9. Distributed explité c@ngestion control
algorithms running on each switch in the path modify the Expglieit Rate (ECR) field
in the RM cells in such a way that when the RM cell compligseound trip, the ECR
field contains a fair rate at which the source should trangviien the originating source
receives a reverse RM cell, it sets its current rateeoalue of the ECR field. Figure 10

below shows the layout for an ABR RM cell.
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Figure 9 - ATM RM Cell Flow

Edge Switch

ATM ABR service relies on a tight feedback loop where a aipWC of 100 Mbps

would send and receive 7370 RM cells per second (one RM cell perlS2neland).

This tight feedback loop imposes a 6% bandwidth overhead and cregidsast

computational load on switches in the path.

d
|

32 Bits

v

Protocol ID Flags (a)

Explicit Cell Rate

Current Cell Rate

Minimum Cell Rate

Queue Length

Sequence Number

Figure 10 - ABR RM Cell
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3.1.3.2ABR Distributed Algorithms

3.1.3.2.1Binary Feedback Schemes

Binary schemes use a single bit to instruct a source ta @iitrease or decrease rate.
Early binary feedback schemes were built on “negative polaréning that the source
would continue to increase rate until there is a network indicatiale¢rease rate. The
problem with this scheme is that as network congestion incredseqrabability of
loosing a cell instructing a source to slow down increases. Thustheescontinues to
increase, exacerbating the problem. Subsequent implementations u$Ysukita/e
polarity” scheme. Bits in the header were set to indicateestiog; switches in the path
indicate excess capacity by clearing the bit.

Binary schemes have a number of attractive properties. Teesiraple to implement
and deploy in a production network. Because of the limited feedbaclptbeyle, they
are generally computationally simple, and thus impose a minimf@rpance overhead.
Additionally, they are simple to understand for network designers and operators.

Binary schemes also have a number of drawbacks. Because theaitndor provided in
any feedback iteration is minimal, the convergence time forvaonletof connection can
be long [4]. Additionally, and most significantly, binary schenrespsone to oscillations
in the steady state as they use queue lengths for rateati@osl[1]. Queue length is a
highly variable metric in optimal conditions, but when queues arethdlqueue length
does not give complete information on congestion conditions thus the (atgorit
essentially guess at the congestion conditions in the network. direskacks of binary

schemes were greatly exacerbated by the introduction of high-speedksetwo
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3.1.3.2.2Explicit Rate Schemes

It was found that the drawbacks of the binary congestion schemes timamie
inappropriate for modern high-speed networks. The explicit pgeach was adopted as
the standard for rate control in ABR.

One of the earliest explicit rate algorithms for ATM netkgowas the MIT algorithm
[5]. To calculate a fair rate, this algorithm used the followimignula is run iteratively

across all active connections until a fixed point is reached:

Capacity z Bandwidth of satatfied VCs
Number of VCs- Number of satisfied V(

Fair Rate =

It was shown that the algorithm converges to fair rates in 4k raypsdwhere k is the
number of unique fair rates in the network.

This implementation is significant because it served as alifmséor later
developments in ATM congestion control algorithms. It did, however, stiiéen a
number of significant drawbacks. The time complexity for calmdathe fair rate for a
single VC is O(N). This means that the time to calculatdaineate for a single VC is a
function of the number of VCs in the network. This severely limitssitedability of
deployments. Also, the scheme does not include any provisions for mgaaatual
traffic or congestion, thus a connection requesting a rate, but mgf the fair rate,
essentially wastes network bandwidth.

Since the introduction of the MIT algorithm there have been signtfemdvances in the

implementations of ABR explicit rate algorithms. There arauanber of very good
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sources that review the state of the art in ABR congestion octosthemes [7].
Essentially, the current set of algorithms not only use thedapacity and requested
rates for calculating fair rates, they also use network qdepéhs and current rate of
connections. The need to do this is based on the fact that thetergdiandicated in the
RM cell is a hard upper limit on the rate at which a conaectian transmit. The
stochastic nature of networks leads to traffic that can, at $evet be probabilistically
multiplexed into an equivalent bandwidth less than the sum of the ptskfoa all
connections. This limitation in the ABR congestion control standardrtasaised the
complexity of implementations to the point where viable commleroplementations of

algorithms have not been widely adopted.

3.1.4Initial Design

In a manner similar to the implementation of ATM ABR servitke initial
implementation of the proposed system is composed of three componehist]] a
method for using RSVP to signal explicit rate information iss@néed. This signaling
mechanism uses existing fields within currently defined R3Wiects to facilitate
integration with legacy hardware.

Additionally, an elegant and powerful Weight Proportional Max Min M¥XD
algorithm is presented that calculates weighted fair ratesonstant time. A proof is
provided that this algorithm converges to network wide fair rat€3(M) time where M
is the number of fair rates in the network. Additionally, it is shaolat the algorithm, on

average, converges to network wide fair rates in O(log M) time.
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In this initial model, all sources are constrained at the edge router tmgffexific into
the network at the assigned explicit rate. This is sinnldh¢ edge queuing used in ATM

ABR service.
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3.2 Signaling Mechanism

3.2.1Resource Reservation Protocol (RSVP)

RSVP [6] is a network-control protocol that allows for the provisignof specific
characteristics for network flows. In the context of MPLS,rteevork flow is defined as
an LSP. RSVP was designed for use in large-scale networkslag $s lightweight and
flexible, and gracefully handles network interruptions or failures.

RSVP is not a routing protocol, but can work with existing roupirgjocols to enforce
explicit routes for network flows. RSVP is a transport layerquait in the IP stack,
though it does not carry any application specific data, ratherigsccontrol plane date
used to provision characteristics of flows.

RSVP uses a round trip mechanism to provision LSPs. To create aStevan RSVP
PATH message is sent on the forward path from source to destinmtiversing each
LSR in the path. Upon receiving an RSVP PATH message, thmatest LSR replies
with an RSVP RESV message along the identical path in theseedeection. Each LSR
in the path uses the RESV message to make necessary bandvedtatiess and install
labels, thus creating an LSP. RSVP is a soft state protocalimgethat without being
refreshed periodically, an LSP will time out and will be removedhfthe network. To
prevent timeout, PATH and RESV messages are send periodically to main&ainof st

LSP.
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Figure 11 - RSVP TSpec Object

Figure 11 shows the layout of the RSVP Traffic Specifierp@c$ [7]. The TSpec is
included in RSVP PATH and RESV messages used to provision LSPs. Sper T
conveys the traffic characteristics of the proposed LSP to $islalong the path. The
sender sets thEoken Bucket RatendToken Bucket Size indicate the average rate and
buffer requirements of the LSP. Additionally, the sender can indiaafgoposed
maximum data rate by setting tReak Data Ratdield. An LSR can reject the request,
but granting the request does not guarantee that the requesteddbiand|l be available
at all times. In the PATH message (forward direction), the @3peontained in the
SENDER_TSPEC portion of the RSVP message. In the RESV mesgsagase
direction), the TSpec is carried in the FLOWSPEC portion of the RSVP message

Upon receiving a PATH message, the destination copies the TQgeof the
SENDER_TSPEC into the FLOWSPEC of a new RESV messagddition to a TSpec,
the RESV FLOWSPEC may contain a Resource Specifier (RSgdm). RSpec
component contains a field call&®atethat instructs each LSR along the path to reserve
bandwidth specifically for an LSP. A sender can setPtbak Data Ratdield to a value

greater than th&atefield. This is an indication to the LSR that the LSP may usesmor
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than the reserved bandwidth. Any bandwidth above the reserved patwided at best
effort by the LSR.

Note that while we don’t explicitly make use of the Tratfiogineering extensions to
RSVP (RSVP-TE) [8] the work presented is compatible with lefsrt LSP tunnels

created using RSVP-TE.

3.2.2Fair Rate Signaling

This section describes our initial approach for signaling exphté congestion control
information using RSVP PATH and RESV messages to propagate tongesntrol
information in a manner similar to ABR Forward and Reverse G8is. We show that
the TSpec contained in both the PATH and RESV messages, alongheitRSpec
contained in RESV messages, can be used unmodified to transmitangaefes mation
[9]. This can be done without altering the meaning of these fialdisiraa manner that
enables legacy integration.

The minimum set of fields necessary to enable explicit rategestion control is
Explicit Rate Minimum Rate and Weight Mapping of these fields into RSVP is
accomplished as follows:

1) Explicit Rate In a method consistent with its intended use Rbak Data Ratéeld
in the TSpec is used to carry the explicit rate. This veliget by the source to its peak
rate, and is modified by LSRs in the path such that at the ehé ébriward path (PATH
message) it contains a fair explicit rate for the LSP. Txplicit rate is carried
unchanged back to the source in the RESV message. The source used tfadue of

Peak Data Ratas its explicit rate.
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2) Minimum RatelIn a method identical to its current use, Regtefield in the RESV
RSpec is set to the minimum rate required for an LSP. Notethigtis set by the
destination, and not the source. Readers are referred to [10] foveaview of this
mechanism.

3) Weight The Token Bucket Ratgeld in the TSpec object is designed to indicate
mean bandwidth requirements for an LSP. This value indicates relagindwidth
requirements across LSPs in the network. We use the bandwidth natis field to
indicate the weight of the LSP. In this manner, network operatorsdifmentiate

between LSPs.

3.2.3Legacy Integration

The proposed signaling mechanism extends RSVP in a standard &regbte signaling
of explicit rate congestion control information. As such, it does noadaote breaking
changes to non-conforming LSRs.

One factor that requires attention when dealing with legacy LiSBR®mt when an LSR
receives a PATH or RESV message for an existing LSPdtbes not introduce a state
change, the message is not forwarded immediately. Each LSR &eefyesh timer and
periodically propagates PATH and RESV messages as keepralicators to adjacent
neighbors. One way to force the propagation of PATH and RESVagesss to include
an ERROR_SPEC in each message. The ERROR_SPEC object corftag$hat can
be set to indicate that the error message is informationa. ififorms the LSR that the
message should be forwarded immediately but no action is required.

Additionally, since explicit rates are managed on a link-blg-basis. It would be trivial

to modify the proposed system to manage fair rates of LSPs bnirmmming and
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outgoing links. In such a manner, explicit rates could be enforcedeatwark path with

legacy LSR as long as the LSP does not traverse two consecutive legsy LS

3.2.4Signaling Overhead

The minimal size for an RSVP PATH message is 84 bytes,hanohinimal size for an
RSVP RESV message is 92 bytes. The RSVP transport mecharsiesn raw [P
(eliminating TCP or UDP headers). If we consider a network runoveg Ethernet, the
overhead of an RSVP message is the size of the message,ephizetiof an IP header,
plus the overhead of an Ethernet frame. An IP header without optioras dizes of 20
bytes. The overhead per packet of Ethernet is 26 bytes.

On an Ethernet network, per round trip, both a PATH and a RESV messagent.
The effective size of the PATH message is 84 (messag¢ 8120 (IP header) + 26
(Ethernet frame) which is 130 bytes, or 1040 bits. In a similanner, the size of a
RESV message is 138 bytes (92 + 20 + 26) or 1104 bits. Thus for eeationt of the
feedback loop, 2144 bits are sent. While the required signaling ratevang in our
simulations we used a rate of 10 iterations per second. This ingpseggsaling overhead

of 21.4 Kbps, or 0.21% of the bandwidth on a 10 Mbps LSR.
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3.3WPMM Fair Rate Algorithm

This section begins by reviewing max-min fairness, and max-ntémsions to support
WPMM fair rates. We then examine design considerations for MBIk $ate algorithms,
and present a WPMM fair rate algorithm that is consistetht @ur design considerations

and calculates weighted fair rates in O(1) time.

3.3.1Max-Min Fair Explicit Rates

Max-min rate allocation algorithms (and variations on max-rhizye been studied
extensively and are widely accepted as offering optimal sharingaifive network flows
[11]. Simply put, a max-min algorithm attempts to maximize@weses available to the

flows with the minimum rates.

3.3.1.1Example

The “water filling” max-min algorithm gives us a good intuitfeel for how a max-min
allocation is calculated. Consider a series of vessels witlbapacities listed below in

Table 2.

Vessel Capacity Fair
Allocation

1 0.25 0.25

2 0.50 0.50

3 0.50 0.50

4 1.0 0.75

Table 2 — Max-Min Fair Rates
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Assume we have 2 gallons of water and are asked to filldbgels to a max-min fair
volume. We begin by filling each vessel at an equal rate.hdtpoint when we've
dispensed 1 gallon, each of the vessels has 0.25 gallons and vessdl Ws @udntinue
filling the other three vessels at an equal rate. At the poinh wieeve dispensed 1.75
gallons, vessels 2, 3, and 4 each contain 0.5 gallons, and vessels 2 arfdll3 \&ie
dispense the remaining water into vessel 4 leading to thdltaa@ons in Table 2. This
is considered fair because all sources get an equal share, prtvededan use it.
Referring back to the above definition of max-min fairness,onlg possible to increase
the allocation to the vessel with the maximum allocation. Wdte possible to increase
the allocation to a vessel that was did not have a maximum aloc#te distribution
would not be max-min fair.

If we equate the vessel volume to requested bandwidth and the totalevof water to
link capacity, we can easily see how this concept can be usatbtate network fair

rates.

3.3.1.2Max-Min Definition

A network N is typically defined as followd. is a set of links in network andl is a
link in L. Sis a set of sessions in netwadYk ands is a session i that traverses one or

more links inl0L. rq is the rate of sessi@S. F =ZSBS r, is the flow on link. C; is the

capacity of linkl. r = {r¢sl]S} is a rate allocation vector for the sessions in the network.
Two conditions must be satisfied for a rate allocation vector fedsble:r==0 for all

sS, andF<C, for all IJL. An allocation vector is max-min fair when it is not possible
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to increase the rate of a ugers without loosing feasibility or decreasing the rate of
another users s with raterg < rg [11].

Max-min is limited in the sense that the concept of faidentical for all flows. The
term Weight Proportional Max-Min (WPMM) describes a systemallocating fair rates
where users are assigned weights (priorities), and are telbeashare of the available
bandwidth proportional to their weight. Additionally, WPMM introduces theonobf
Minimum Rate (MR) and Peak Rate (PR), which must be satisker an allocation
vector to be WPMM feasible, the following two conditions must beésfsad [12],
PR=r=MRs for all sIS, and F<C, for all ICL. Similarly, an allocation vector is
WPMM fair if it is not possible to increase the rate of &russs without loosing

feasibility or decreasing the rate of another useg with rates,

(rs’ B MRs) < (rs B MRs)
Wy - W,

where userss andrg have minimum rates and weights oK, W) and MRy, W)

respectively.

3.3.2Algorithm Selection Criteria

The water filling algorithm described in the above examplemdralized, meaning that
to calculate fair rates it must know the state of all L&Psvery LSR. While convenient
and effective for some applications, maintaining global state im@fitom makes

centralized explicit rate algorithms impractical in largassion critical network
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infrastructures. Distributed congestion control algorithms moreseglo fit the
requirements for congestion control in MPLS networks.

A discussion of design and testing of fair rate algorithms beeered\extensively in
existing work [1,4]. The issues with MPLS are similar to thais&TM, and work done
on ATM congestion control is of tremendous value in designingdger algorithms for
MPLS. Implementation details and design goals of MPLS and RSWRg atith the
mechanics of the signaling mechanism may, however, influencedébign of an
appropriate fair rate congestion control algorithm. The algorithoald use onhExplicit
Rate Minimum Rate andWeightfields. The algorithm should also set the fair value for

Explicit Ratein the forward direction.

3.3.3Distributed WPMM Fair Rate Algorithm

To our knowledge, there is no WPMM distributed fair rate algorithat meets our
design goals and works with the proposed signaling mechanism. Algotidwesbeen
proposed that calculate WPMM fair rates in O(N) time thus imduexcessive
computational complexity [12,13], or that rely on the high frequenddTdfl ABR RM
cells to monitor queue depths in real time [14] which induces signifisignaling
overhead. In this section we present an appropriate distributeMVRair rate
congestion control algorithm. Using the proposed signaling mechanismlgtréhan

works in a distributed fashion to calculate WPMM fair rates in O(1) time.

3.3.3.1 WPMM Algorithm

The proposed algorithm categorizes LSPs on a link as eithdieshtis bottlenecked.

An LSP is bottlenecked at linkif an increase in the rate allocated to the LSP atllink
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could increase its end-to-end throughput. Otherwise it is sdtisgean increase in the

rate allocated on linkwould not increase its end-to-end throughput. An LSP satisfied on

link | is either bottlenecked at another link, or is receiving the réegigseak rate

specified by the source.

The algorithm requires that the LSR maintain values for both IklL&SP state. For

each LSP j, the LSR maintains values for:

MR; | Minimum bandwidth for LSP

CR | The current rate at which LSIiB transmitting

A;; | Current allocation to LSnN link|

W, | The weight of LSP

by Binary indication that LSHs bottlenecked at link

Per outgoing link, the LSR maintains values for:

nk

B, Bandwidth available to best effort traffic on lihk

BS Bandwidth currently allocated to satisfied LSPs on lir

TMR, | The total of the minimum rates MFor all j traversing
link |

TW, | The total weight of all LSPs that traverse link

TBW, | The total weight of all bottlenecked LSPs that trave

link |

2ISe

For clarity, we first show how an algorithm could be desigmedalculate max-min

fair rates. We then introduce our method for calculating WPMM fair rates.

The bandwidth available to bottlenecked LSPs on a link is the total bandwidth a&vailabl

to best effort traffic minus the bandwidth allocated to satisti&Ps, or B— BS.

Therefore, the max-min fair rate for a bottlenecked LSKBjs— BS)/NB,, or the

bandwidth available for bottlenecked LSPs divided by the number of bokkhéSPs.

The requested Explicit Rate for an LSP at an LSR is themmmi value of the peak

requested at the source and the fair rates calculated by uopdi®fas. This value is
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carried in thePeak DataRatefield of the TSpec. If the fair rate for an LSP is greéten
the requested ER, the LSP is marked satisfied, the requestedaBed to BSand NB
is decremented.

Fair rates on a link change as the number and weights of L3Re bnk change. Any
iteration of the algorithm could cause a satisfied LSP to becbattlenecked. We
therefore need a method for calculating a fair rate for dfisdtisSP to see if it remains
satisfied. We cannot use the same formula we use for a boktsheonnection, (B-
BS)/NB,, because the rate allocated to the satisfied LSP is glieeldided in BS To
remedy this, we borrow a technique from [15] to calculate threrdée for a satisfied
LSP.

We calculate the max-min fair rate for a satisfied LSHfat were bottlenecked by
temporarily subtracting the current allocation of the LSP fBfnand incrementing the
bottlenecked LSP count NBrhus the max-min fair rate for a satisfied LS® (B — (BS
- Aj, ))/(NB, + 1). If the fair rate for an LSP is greater than tlppiested ER, the LSP is
satisfied otherwise it is bottlenecked; appropriate updates are madeaiodBES5.

We extend the above method to calculating WPMM fair rates &snvil The fair
allocation of bandwidth for a bottlenecked LSB

W,

TBW )

FR,=(B -TMR-BS)
The allocation to a satisfied L$Fs

FR, = (B, —TMR—(Bs—AJ,,))% (2)

In addition to calculating the fair rate as above, we calculatallbeation to this LSP

if all LSPs were bottlenecked at this link. This value,
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FRnin,j,l = (3 _TMR)'IYV_Vil (3)

is the lower bound of the fair rate that this LSP will be allocated in the sséatdy In our
analysis of the convergence time for the algorithm, we will shbat this step
significantly decreases the time complexity for network wasvergence of the
algorithm.

We take the maximum value of the fair rate and the minimunrds as the current
fair rate for LSRH on linkl.

FRuxj) =Max(FR . FR,,;)) (4)

Because the running time of the algorithm is not a function of théauof LSPs in
the network, the computational complexity of the algorithm is O(1).

Upon beginning a feedback loop, the source LSR forwards the TSpecdsowa
destination with the TSpeaeeak Data Ratdield equal to the requested maximum rate for
the LSP, and the TSpdwken Bucket Rateequal to the average rate, or weight, for the
LSP. The destination LSR uses the values in the TSpec of the PAdddage and
populates a RESV message containing a FLOWSPEC with idevailcads. The receiver
may also insert an RSpec into the FLOWSPEC with RSpec.Ratetegha minimum
rate for the LSP. Note that when a new LjSB provisioned on linK, it is initially

bottlenecked (p= 1) with CR = 0.
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At each LSR in the path, upon receiving an RSVP RAT RESV message for LSP j:

1 If Message has RSpec TMR RSpec.Rate — MRMR,; = RSpec.Rate
2

3 Set ER = TSpec.PeakDataRate 4 MR

4

5 If LSP is Satisfied (jz=0)

6 FRuaxiy = (B - TMR - BS + A;)) * (Wi/ (TBW + W)

7 Else

8 FRuaxji = (Bl - TMR - BS) * (W;/ TBW)

9

10 If FRyaxj i< (B - TMR) * (W,/ TW)

11 I:Rmax,j,l = (BI - TMR) * (\NJ / TVV)

12

13 If Message Direction is Forward (PATH Message)

14 Set BottleneckRate = min(ER,;CR

15 If FRnax 1 < ER

16 Set TSpec.PeakDataRate 5.ER + MR,

17  Else Message Direction is Reverse (RESV Message)

18 Set BottleneckRate = ER

19 Set CR= ER

20

21  Forward RSVP Message

22

23 If FRnaxj1 <= BottleneckRate

24 If LSP is Satisfied (l&=0)

25 Mark LSP Bottlenecked, (bl)

26 Subtract Allocation from Satisfied Rate |(BSA))
27 Add LSP Weight to Total BN Weight (TBWW,))
28 Set A = FRmaxj

29 Else

30 If LSP is Bottlenecked;(lx= 1)

31 Mark LSP Satisfied (b= 0)

32 Add LSP Allocation to Satisfied Rate(BSA))
33 Subtract LSP Weight from BN Weight (TB¥\W\V))
34 Update Satisfied Rate (BS- BottleneckRate - A

35 Set A = BottleneckRate

In the above algorithm, lines 1 and 3 perform accounting for minimwes. risibte that
an appropriate admission control system for managing the grantingnohum rates
should be a part of a production implementation, though the design of syskem is
outside the scope of this work. Lines 5 through 11 calc&Rts:;, using the method

described above.
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Lines 13 through 19 perform per-direction (PATH/RESV) accounting. Lidesnd 18
are responsible for determining the rate at which this L®Btteenecked. In the forward
direction, the algorithm works to calculate a lower bound of the botkerage by taking
the minimum of theER and theCR fields (Line 14). In this manner, we assume that, in
the best case, the new bottleneck rate will be the sanfeegwdvious bottleneck rate
(CR). If the ER field is less tharCR, we know that the new bottleneck rate will be less
than current bottleneck rate and will be at nERtNote that we don’t consider fair rate
calculated in the current iteration of the algorithm in tképsOn line 23, a comparison
of the current value for the fair rateR.;) and the bottleneck rate is performed. If the
fair rate is less than or equal to the bottleneck rate, thed Béttlenecked at the current
node. In the reverse direction, the explicit rate calculation loaspleted, and the
bottleneck rate is set to tiER (Line 18).

In the forward direction, lines 15 and 16 compare the fair rathi®LSP at this node
(FRmaxj ) @gainst th&R that has been calculated by previous nodes. IFRyg;, is less
than the current value &R, appropriate changes are made to the T®eak Data Rate
to reduce the explicit rate. In line 18R is set toER for use in the bottleneck rate
calculation in the next iteration.

When line 21 is reached, any necessary change has beenomlddriSVP TSpec, so
the message is released in the appropriate direction. Line 23 uheterninthis LSP is
bottlenecked at this link. Based on the decision, lines 24 through 35rpexpmropriate

marking and accounting.
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3.3.3.2Example

As an example of the algorithm in action, we consider the netwaitkeiFigure 12 As
before, links A and B are each 150 Mbps, and each of the LSPs tradstaitat an
unconstrained rate. Let’s assume thatat$Ps 1 through 3 are transmitting data, and
the system has converged to fair rates. LSP 1 traversedriatland B, while LSPs 2
traverses only link A, and LSP 3 only link B. Since each of the links has twe &8Ps,
it’s trivial to show that the fair rates for each of ttePs is 75 Mbps. We assume that all
LSPs are sending PATH/RESV messages at the same frgqimot LSP has an equal

weight of 1 and a zero minimum rate.

LT
Nl
N

’ Link A ‘ Link B

Figure 12 - Simple Network

Let's now assume that at * t LSP 4 is provisioned on link B. Since LSP 4 starts
bottlenecked, the Total Bottleneck Weight for link BB\\s) is incremented to 3. Since
both LSP 1 and LSP 3 are bottlenecked, the Satisfied Bandwidth of [[B&Bis zero.

A fair rate is calculated for LSP 4 using equation (1) anctgu (3) and is found to be
50 Mbps. Therefore, the explicit rate for LSP 4 is set to 50 Mbps.

Next, in the forward direction, LSP 1 is given a fair rate ofMifps at link B in a
manner similar to LSP 4. In the reverse direction, when the\Riessage reaches link
A, itis found that LSP 1 has been bottlenecked elsewhere & af 80 Mbps and thus it

is marked satisfied on link A. Its weight is subtracted froBwW,, andBS, is set to 50
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Mbps. Next LSP 2, which traverses only link A, finds thBi\, andBS, are 1 and 50
Mbps respectively. Using equation (1), a fair rate of 100 Mbpsal®ilated for LSP 2.
LSP 3, which traverses only link B, is assigned a fair rate oMbfs in a manner
identical to that of LSP 4. At this point, the system has convdmyadair rate vector of
(50, 100, 50, 50) for LSPs 1 through 4. This was accomplished with a siedleatk

iteration for each LSP.

3.3.3.3Convergence Time

We use a technique from [16] extended to handle weighted fair trai@salyze the
time complexity of network wide convergence for the algorithm N(&tS)be a network
whereL is a set of links, an& is a set of sessions. For each link there is a capacity

Ci, and each sessiai] Sthere is a fixed patl§ is the set of sessions that traverse link

Ws is the weight of sessioa] S w, :ZWS is the sum of the weights of the sessions

S0
traversing link.

The weighted strength of link | O L is defined ag, = C/W. Link k (I L is defined to
be a homo-source link ofJ L if there is a sessiaml] Sthat crosses bothandl. L, is a
set includingl and all homo-source links df | is a min-link in networkN(L,S) if

3 =min o J,. Let L™ be the set of min-links iN(L,S) andS" be the set of sessions that

traverse links in.™.
N(1)[L(1), S(1)]is the level-1 decomposition M(L, S)whereS(1)=S - S", and

C @M=cC, - Zri. The decomposition dfi(1) is the level-2 decomposition of, or N(2).

i0gns™

The k-level decomposition & is N(k)[L(k), S(k)] SinceSis a finite nonempty set, and
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[IS(k)| < |B(k-1})|,N is defined to be aH level network wherél is the smallest value of k
such thatS(k)= 0. L"(k) is the set of min links itlN(k), andS"(k) is the set of sessions
that traverse links il™(k). In this hierarchy, bottleneck rates of lekek H cannot be
determined until the bottleneck rates for levels (1,k-1) have been determined. For
eachl O L"(k), | is a bottleneck for all sessions$(k) that traversé, and the fair rates
=1 (k) *wsforallsS.

Without equation (3), at each levelof the hierarchy the potential convergence time
could beMy whereMy is the number of unique fair rates for all sessionS™{k). This
would increase the worst-case time complexity of the algorith@(M), whereM is the
number of bottleneck rates in the system. Equation (3) forces thetlaig to converge
to fair rates in two refresh cycles for all session§'lk). In this way, we show that the
algorithm converges in ®f time, and is a function of the number of levels in the
hierarchy rather than a function of the number of unique rates. imaits¢ caseH could
be equal taV making the worst-case convergence tim#DSince each level iRl can
contain multiple fair rates, the average time complexity kkely be much less than
o(M).

In [17], a similar method of bottleneck ordering was used to analyzeergence time
complexity of explicit rate protocols. Simulations were done fogdr networks of size
of 5 to 400 links, and 25 to 2000 flows. Link capacities and flow pathe veerdomly
generated. 10 simulations were run for each network size. tReshwbwed that the
average time complexity for convergence was oklog

This analysis shows that, in an arbitrary network topology, the Higoririves the

entire network to fair rates in finite time, and at fair satee system converges to a fixed
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point. Additionally it shows that while the worst case time caxipy is still on the order
of the number of fair rates in the network KOJ, decomposing bottlenecks into a
hierarchy, and forcing convergence in a single signaling iterai each level, has been
shown to reduce the average running time to a log function of theemurhifair rates

(o(log M)) thus supporting the claim that the algorithm is scalable.

3.3.3.4Proof of Convergence

This proof begins by proving the hierarchical bottleneck orderinpadefior weighted
fair rates. It then proceeds to show that the minimum fair gatestraint enforced by
equation (3) forces the highest level of the hierarchy to convergydaedback iteration.
We show that if the previous level in the hierarchy has convetigediurrent level will
converge in at most 2 feedback iterations. Thus by induction we shotié¢halgorithm
converges in a maximum of 2H - 1 feedback iterations wherdl¢ isumber of levels in

the hierarchy.

Definition 1: LetL be a set of links in netwoiY, with | denoting a link ir., andC; 4.
denoting the capacity of link A session is defined to be a network tunnel traversing a
fixed path for which explicit rates are calculated. &é&te a set of sessions in netwdik

and lets denote a session 8ithat traverses one or more linkS L. Let S be the set of

sessions that traverse lihkLet wss be the weight of sessi@m andW, = ZWS be the
S

sum of the weights of the sessions traversing llirlket rs be the rate for sessian Let

r:S—R" be a rate allocation vector for sessions in the network.
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Definition 2: If rs> 0 for allsO S and C, zzm r.for all | O L, the rate allocation

vectorr is said to bdeasible An allocation vector is weighted max-min fair if it is
feasible, and it is not possible to increase the rate of aysavithout losing feasibility

or decreasing the rate of another ugeg with rates s/ wy) < (rs/ ws).

Definition 3: The weighted strength of link | O L isJ =C/W. Link mOL is a
homo-source link of 0 L if there is a sessiag] Sthat crosses boim andl. LetL,© be a
set includingl and all homo-source links df Link | is a min-link in networkN if
J =min_.J. LetL™ denote the set of min-links i, andS™ be the set of sessions that

i i

traverse links in.™.

Definition 4: Let N(0) = N. We defineN(1) to be the level-1 decomposition H{0)
whereS(1) = {s|sD S, s Sm}. The decomposition afi(1) is the level-2 decomposition
of N(0), or N(2). The k-level decomposition & is N(k). We defineN to be an H level
network where H is the smallest value of k such 8@)= 0. Let L"(k) be the set of

min-links inN(k), andS"(k) is the set of sessions that traverse links'igk).

k-1
Let S(k) = {s|sDS,sDDOS’"(j)} be the set of sessions in levél Let
J:

k-1 k-1
s®(k)=S n .DOS’“(j) be the set of sessions that traverse k() L"(j) and are
i= j=

bottlenecked at a link other thanLet S(k)=S n S™(k) wherel O L™(k) be the set of



54

sessions on link not yet bottlenecked at leviel Let Ji(k) = Ci(k)/W(k) be the weighted

strength of link in levelk whereC, (k)=C, = >'r, andW, (k) =W, - > w;.

0SB (k-1) i0S® (k-1)

Lemma 1: For k, i such that B2(K)|| > [ISB0)|[, 3i(k) > ().

Consider a sessios [ § that is bottlenecked at a link # | at a leveli < k. By

Definition 4,

We claim that

Ji(k) > J(i) or V(\j (

< (I) >r—5. Since s is bottlenecked at link at level i,
Wi(i) w,

This inequality holds if

N—

—= = Jm(i), the inequality holds i0(i) < Ji(i), which is true by Definition 3 sincen
W,

S

and| share sessios) ands is bottlenecked ah at leveli. [

Proposition 1: For 0< k < H, each linkl O L"(k) is a bottleneck for all sessions

(k), and the fair rate; = J; (K) * ws for all s 0 §(k).
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Assume a sessianl] S(k) is granted a fair rate; > J, (k) * ws then there would exist
another sessios’d S with rate r, /w, < J,(k)<r,/w, andrs could be increased by
decreasing the rate of where rdws>r o/ws thus the rate vectorwould not be weighted
fair.

Conversely, if a sessianl] §(k) is granted a fair rate; <J; (k) * ws then there would
exist another sessia 0 Swith rater, /w, > J, (k) >r_/w, thus you could increase the
rate ofrs by decreasing the rate f whererg/ws > rdws and the rate vectorwould not
be weighted fair.

If all sessionss O §(k) are granted fair ratesrs = J (k) * ws, then all sessions
bottlenecked att are bottlenecked at the same weighted rate, apdessions’ 0 SE(k)
are bottlenecked elsewhere at a weighted rafeis < rdws (per Lemma 1) thus they
cannot be increased by decreasiggSince when link O L™(k), each sessioa [ § is
bottlenecked dtor bottlenecked elsewhere, there does not exdsssiors’ [ Swith rate
r«/ws < rgws such thatg can be increased by decreasigthus the rate vector is fair lat

(]

Proposition 2: For 1< k < H - 1, the fair rates for sessions 0 S"(k) cannot be

k-1
determined until fair rates for all s'0J _DOSm(j) have been determined.
]:
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To determings for a sessios [ § wherel O L™(k), we must first determing(k). To

determineJ;(k), we must determin€, (k):CI - Zri which is the sum of the rates of
i0s® (k)

sessions that traverséhat are bottlenecked at a level less thaho determineC(k), we

must first find the rate for sessions 8 (k), which are the sessions bottlenecked at a
level less thaik that traversé; SP (k) is not determined until the conclusion of lekel.

0

Lemma 2: Sessions i8"(0) will converge to fair rates in one feedback itenat

The fair rates for sessioss] S"(0) isrs = J(0) * wswheres 0 § andl O L™(0). J,(0) =
Ci/W is the minimum fair rate that can be allocated session on link. Lines 11 and 12
of the algorithm enforce that, in any iteratione tminimum explicit rate that will be
granted to a session on a linkdgwW. By Definition 4, ifl O L™(0), J,(0) is the minimum
weighted strength of all links s traverses thyrs Ji(0) * ws is the minimum fair rate fog
and will be established in any feedback iteratidnks | O L™(0) have the property that
all sessionss [1 § are bottlenecked with the same weighted stredg®) which is
established onc®\i has been established. If we define a feedbactiber such that it
starts wherW is modified and ends when each sessi@hS has processed a round trip
signaling message, the algorithm will convergeaiio ffates fors [ S"(0) in one iteration.

(]
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Lemma 3: If sessions inS"(k-1) have converged to fair rates, session§'lfk) will

converge to fair rates in two feedback iterations.

At the conclusion of leveX, for | O L™(k), sessions O S(k) will be bottlenecked at link

. W, : . . .
| at the fair rates = (BI -BS )* TB\S/\( . Sessions [ §(k) will be assigned this rate once

BS andTBW are consistent which means that only sesskins®(k) are satisfied a,
and all other sessions are bottleneckeld At the beginning of levek, by Definition 4,
all sessionss §°(k) are bottlenecked at their fair rate at a lavelj at linksm # |. By
Lemma 2,J,(k) > J(i) > In(i) thus the sessionsd S (k) will remain bottlenecked an.

Sessionss [1 §(k) are either bottlenecked gtor bottlenecked elsewhere. If, at the
beginning of levek, sessiors is marked bottlenecked at link the resulting change in
bandwidth from levek-1 tok will, by Definition 4, makes = Ji(k) * ws minimum along
the path and the session will remain bottleneckédidlal.

If, at the beginning of leve{, a sessios [1 S§(k) marked bottlenecked at # I, it will
be bottlenecked dtafter a single feedback iteration. This is tryeaif the beginning of

levelk, per the algorithm,

* WS — * WS
(BI _BS +rs) TBW +W5 < (Bm BSm) TBW

for all s 0 §(k) that traversen. Sinces is bottlenecked an, this is equivalent to



58

WS
(B85 +r) g <.

W,
which is equivalent tqB, —BS J* —— <rg, or
q c( | S) TBW s

WS
TBW,,

(B -BS)* %\SN' < (B,-BS,)*
This inequality holds (k) < Jn(k) which is true by Definition 4.

Thus, during the second feedback iteratiB& and TBW are consistent, and each

S

. . : . . w, .
sessiorns [ S(k) will receive a weighted fair rate o(BI -BS )* —E Sessions’ [J

SB(k) are bottlenecked elsewhere at a weighted rafers < rdws (per Lemma 1) thus
they cannot be increased by decreasin§ince each sessiarl § is bottlenecked dtat
an equal weighted rate, or bottlenecked elsewlibeee does not exist a sess®il S
with raters/ws < rgdws such thatg can be increased by decreasinthus the rate vector

is fair atl. [

Proposition 3: The algorithm will converge to WPMM fair rates @& most 2H - 1

feedback iterations.

Per Lemma 2, session§1sSy(0) will converge to WPMM fair rates in one iterati

Per Lemma 3, if sessiongSy(k-1) have converged, sessiong1sSy(k) will converge
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to WPMM fair rates in two feedback iterations. Tdéfere, by induction it is shown that

the algorithm converges to WPMM fair rates in atst@H — 1) feedback iterations.
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3.4 Simulation Results

Our goal in these simulations is to show that th@ppsed signaling mechanism and
algorithm will converge to WPMM fair rates in norvial network configurations.
Additionally, results highlight the benefits of ngi explicit rate congestion control on

network utilization.

3.4.1Simulation Infrastructure

Simulations were performed using NS2 version 228 fhat has been extended to
support MPLS-TE [19], and RSVP-TE [20.21]. Enhaneata were made to the
simulator to implement the best effort traffic mgament system described in this paper.
The simulations used TCP New Reno, the most prevabiant of TCP on the Internet.

Unless otherwise noted, the propagation delay pkslibetween LSPs is 5ms, the
propagation delay between sources and LSRs areABusaffic flows from left to right.

Signaling is done a rate of 10 RSVP PATH/RESV mgssger second.

3.4.2NS2 Simulator Background

NS2 is a discreet time network simulator used esttery for development of network
and administrative protocols. The implementatiorofpen source and is extended and
maintained by a skilled and motivated group of paogmers from academia and
industry.

It is written in a mixture of C++ and an objectasried version of TCL called OTCL.
This combination of a compiled language and a 8Sogplanguage lend tremendous

flexibility to the use of the simulator. The congall C++ components run fast and are
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typically used for tasks that require per-packeaticpssing. The OTCL code is used
primarily for configuration of network scenariosiceadministrative tasks.

The NS2 implementation provides an object orieritacthework for building network
components. Using this object model, programmers ezsily build extensions to the
simulator.

Aside from the core simulator functionality, NS2ntains modules for most common
networking technologies. There is a full implemdiota of the IP stack including most
common variants of TCP, UDP, and administrativaguols. While many modules come
with the NS2 build, there are many other modulaes #ne created and published by other
researchers around the Internet. Our simulatiordeneatensive use of a package created
for MPLS and RSVP [22].

The NS2 package also includes a graphical configurand simulation visualization
tool called the Network Animator or NAM, and a suibf tools for graphing results.

There are also available tools for generating lémgelogies for network simulations.

3.4.3WPMM Algorithm Implementation

Figure 13 shows the C++ source code for the forvdamection implementation of the
WPMM Fair rate algorithm [9] in the NS2 simulat@his module was built as part of the

RSVP implementation.
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voi d RSVPAgent::rate_cal cul ati on_f orwar d( RESOURCE_MGMTI *rm
psb* p,
i nt newconn)

{
doubl e brmax, gmax, anax;
doubl e be = get_be_capacity(p);
int w=rm>get_wW);
double est _rate = fmin(rm>get_cr(), rm>get_er());
gmax = be * ((double)w termtotalw p->next_hop]);
if (p->termsatisfied)
bmax = (be - term as[p->next_hop] + p->termrate)*
((doubl e)w (term bnw p->next _hop] + w));
el se
bmax = (be - term as[p->next_hop])*
((doubl e)w t er m bnw p- >next _hop]);
amax = fmax(bmax, gmax);
if (amax < rm>get_er()) rm>set_er(amax);
if (amax <= (est_rate + 0.0000001)) {
if (p->termsatisfied) {
p->termsatisfied = O;
t er m_nb[ p- >next _hop] ++;
term as[ p->next _hop] -= p->termrate;
term bnw p->next _hop] += w;
}
p->termrate = anax;
} else {
if (!'p->termsatisfied) {
p->termsatisfied = 1;
t er m_nb[ p- >next _hop] - -;
term as[ p- >next _hop] += p->termrate;
term bnw p->next_hop] -= w,
}
}

Figure 13 - WPMM Algorithm Source Code
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3.4.4Convergence to Fair Rates
Figure 14 shows a 5-LSR *“parking lot” WAN configticm called the “General
Fairness Configuration 1.” It was designed by thEMAForum to test ABR congestion
control schemes for max-min fairness [3]. The lildetween adjacent LSRs have a

propagation delay of 5 ms. Links between sourcesL&Rs have a propagation delay of

2.78 us.
® e
& o e -\ /0 o
@ , /
®' i | e | &2 o s | gy e s
/// //// N .
©

Figure 14 — General Fairness Configuration 1 (GFC1)

The GFCL1 configuration consists of 23 LSPs: thrég three B’s, three C’s, six D’s,
six E’s, and two F’s. The first link is 50 Mbps awdrries the traffic of the three A
sources and the six E sources leaving the thre&PRsland the six E LSPs bottlenecked
at 5.56Mbps. The B and D LSPs share 100Mbps at¢hes$ourth link leaving each of
them bottlenecked at 11.11Mbps. The LSPs A, B, Bnshare 150Mbps across the
second link The A and B LSPs, bottlenecked at 556d/and 11.11Mbps respectively,
take up 50Mbps of the second link. This leaves 5odMor each of the two F LSPs. The
A, B, and C LSPs share the 150Mbps on the thikl ixgain the A and B LSPs take up

50Mbps leaving 33.33Mbps for each of the three €4.3n summary, the fair rate vector
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for the LSPs of A, B, C, D, E, and F is {5.56, 11,.B3.33, 11.11, 5.56, 50.00} Mbps.
Table 3 summarizes the number of LSPs, ingress, magless node, and Ideal fair rate for
the LSPs in the GFC1 configuration.

We simulated two scenarios. In the first scenailosources are started simultaneously
and transmit at a constant rate of 200Mbps, whsdréater than the capacity of any link
in the network. We call this “Unconstrained” as omngestion control mechanism is
used. In the second scenario, we set a peak r&280dbps, but employ the proposed
RSVP signaling and WPMM fair rate algorithm to tithke admission into the network.
We call this scenario “Explicit Rate”

In the Explicit Rate scenario, we transmitted RWTH messages at a frequency of
10 per second for each LSP. This leads to a siggaNWerhead of approximately 21Kbps,
or 0.21% of the bandwidth on a 10Mbps link. Our Wetions show that this small
signaling overhead, in addition to allocating feates for LSPs, leads to significant
network throughput gains. In the algorithm, conesige time is a function of round trip
congestion control messages. This frequency camdreased or decreased to ensure

timely convergence.
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Figure 15 and Figure 16 show end-to-end througHputthe Unconstrained and
Explicit Rate scenarios. Figure 16 is intendednovs the steady state convergence of the
algorithm. Note that all 23 scenarios are starieuianeously leading to the witnessed
convergence period. The next scenario addressedyttamic convergence of individual
LSPs for a network in a steady stateble 3 shows the per LSP steady state rate. It

shows clearly that the RSVP signaling mechaniswedrthe algorithm to fair rates.

Group | # LSPs Ingress| Egress| Ideal | FR BE Delta

A 3 S1 S4 5.56 5.56 5.56 0.00
B 3 S2 S5 11.11 11.11 11.211 0.00
C 3 S3 S4 33.33 33.33 | 23.15| 10.18
D 6 S4 S5 11.11) 11.11 11.211 0.00
E 6 S1 S2 5.56 5.56 5.56 0.0d
F 2 S2 S3 50.00 50.00 | 26.66| 23.33

Table 3 - Steady State Throughput

Additionally, Table 3 shows that imposing fair téor LSPs leads to greater
utilization of resources. We can see that LSPdasiscC and F have greater throughput in
the Fair Rate scenario. The Fair Rate scenaricahaabgregate throughput (summing all
LSPs multiplied by rate per LSP) of 350 Mbps, witiie unconstrained scenario had an
aggregate throughput of 273 Mbps. Thus 28% grastrork utilization was achieved
using explicit rate congestion control.

This efficiency is a result of an LSPs ingress entlurottling traffic to the explicitly
allocated rate. The algorithm ensures (without guoees), that the bandwidth to carry
the explicit rate to its destination is availableansmitting packets part way through a

network and dropping them before they reach thérdg®n wastes network resources.
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With explicit rate congestion control, most packetat are dropped are dropped at the

ingress node leading to an efficient use of netwesources.

3.4.5Staggered Arrivals

The configuration shown in Figure 17 was proposed [23] to assess the
responsiveness of explicit rate algorithms. In tosfiguration, six flows share a single
link. Sources are started one at a time at 1-segcdrdvals. Figure 18 shows the results
of this test scenario. Results clearly indicatd tha algorithm converges gracefully to

fair rates.

\ /
\ /
\ /

\ /

\ /

\ /

\\> S1 155 Mbps S2 \\

/ \
/ \
/ \
/ \\
/ \
/ \
/ \
/ \

Figure 17 - Staggered Arrival Configuration
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Figure 18 - Staggered Arrival Scenario
3.4.6Weighted Fair Rates
The configuration shown iRigure 19was proposed in [24]. It is used to assess the max
min fairness across LSPs. Flows 1 through 15 stherdandwidth of the first link and
thus should have a fair rate of 10 Mbps. Flows1B,and 17 share link 2. Since flow 15
is bottlenecked in the first link at 10 Mbps, flod6 and 17 should converge to a fair rate

of 70 Mbps each.
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. s1 150 Mbps sS2 ,'1/50 Mbps | g3 i

Figure 19 - Upstream Traffic Configuration

In this scenario, however, we impose WPMM fair saby increasing the weight of
LSP 15 to 5 while leaving the weight for the remmagnLSPs at 1. Thus the fair rate for
LSP 15 is 5 times the rate of each of the LSPs trilHink 1, or 39.5 Mbps. The fair rate
for LSP 15 on link 2 is 107.1 Mbps. Since LSP 1ba#tlenecked at 39.5 Mbps on link 1,
LSPs 16 and 17 share the excess bandwidth. Figlreand Table 4 show the
experimental results of this scenario and confinat the algorithm converges to WPMM

fair rates. Once again note that all LSPs weréestaimultaneously.
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Figure 20 - Upstream Traffic Scenario
Flows Weight | Weighted Fair Ratg Actual Rate

A 1-14 1 7.9 7.9

B 16, 17 1 55.2 55.2

C 15 5 39.5 39.5

Table 4 - Upstream Traffic Scenario
3.4.7TCP Traffic

The simulation of the GFC1 scenario in section43above was modified such that
sources A, B, D, and F transmitted TCP traffic abastant rate, while sources C and E
transmitted UDP traffic at a constant rate. From graph it's easy to see that the initial
design of the system has problems working with Ti@Ric. Average throughput for this
scenario is just 230 Mbps, which is 34% less thenthroughput for UDP sources, and
26% less than the throughput of the equivalent agwransmitting unconstrained TCP

traffic (Figure 22).
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Figure 22 - Unconstrained TCP Traffic
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3.4.80N/OFF Sources

Figure 23 shows a network with two LSPs traversmgingle link of 50 Mbps.
Source/Destination 1 are connected by LSP1, andc8estination 2 are connected by
LSP2. Both sources use a Pareto On/Off source swéthes the transmission rate
between O Mbps and 50 Mbps at time intervals detexthby a Pareto distribution.
Figure 24 shows the results of the throughput far $cenario where no explicit rate
congestion control is used.

In this figure it is clear that each of the sourcesperate. While both sources are
transmitting, each is limited to 50% of the linknldavidth, but in the case when one is

idle, the other can use the remaining bandwidth.

Figure 23 - Two LSP Configuration
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Figure 24 - ON/OFF Unconstrained Scenario

Figure 25 shows the throughput for the scenariorgvlegplicit rate congestion control
is used to enforce fair rates. This picture depéctscenario where each of the LSPs is
constrained to a peak rate of 50% of the link badtw In this scenario, 28% of the link

bandwidth is wasted due to the fact that LSPs dasimare unused capacity.



74

60

50

40

30

ZOL\.{- Il H [ %

i

o J-:]-t-;U».l RS NE il

T T T T T T T T

0 0.5 1 1.5 2 2.5 3

Elapsed Time (seconds)

Throughput (Mbps)

|~—LSP 1 ~LSP 2|

Figure 25 - ON/OFF Constrained Scenario
3.4.9Limitations of Initial Approach

The initial approach worked well to calculate amdoece fair rates for Constant Bit
Rate UDP traffic. The signaling mechanism workedl wee calculate and communicate
fair rates, and the edge queuing mechanism woikeaforce weighted fair rates for the
service.

While a step in the right direction, this initiap@oach did suffer from serious
limitations, and did not satisfy our design go&lsst, the system performed poorly with
TCP traffic. Introduction of TCP sources into awetk proved to be unstable and were
severely limited in throughput. Second, at reastmnsignaling rates, the sources did not

cooperate and significant bandwidth was wastedngao an inefficient network.
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Chapter 4 - TCP Friendly Congestion Control

4.1 Building Blocks

The Initial Approach calculated fair rates that &arhard upper bound on how rapidly
a flow may transmit. The fair rates were, in facthard lower bound on the rate a flow
should transmit as well, as there is no straight#wd way to manage the excess capacity
caused by idle connections that have a currentvadiid allocation. This is the precise
mechanism used by ATM ABR congestion control angsth suffered from the same
shortcomings.

The hard bounds in the ATM ABR system led to thsigle of a complex system of
real time signaling, and complex congestion cordigbrithms designed to react quickly
enough to assign meaningful fair rates to dynanyiagianging network flows. As the
complexity increased, the cost of implementatiom dne management overhead of

networks that implemented the ABR congestion cosystem increased.
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Despite the cost and complexity of implementing $lystem, many researchers, and
indeed, many hardware manufacturers embraced #e @hd worked to make it a
commercially viable technology.

Perhaps the biggest shortcoming of the technologlyvehat likely led to its ultimate
fall from favor is its limited ability to deal eftéively with IP traffic. The ATM
implementer’s designs for next generation netwdrad little place for IP, and designs
reflected this. Yet the venerable IP infrastructo@s not only survived, but thrived to the
extent that few other network level protocols exist

To achieve our stated design goals, the ModifiegrAach takes a new approach to the
management of fair rates for network flows. We dhis Modified Approach TCP
Friendly Explicit Rate Congestion Control for MPbSETERM [1].

Rather than setting hard upper or lower bounds eiwark flow, the TERM system
uses fair rates to mark packets with a drop psiarit Better than Best Effort (BBE), or
Less than Best Effort (LBE). The system makes thterthination on how to mark
packets in the following way. A flow is assigned explicit fair rate. The flow can
transmit above or below the fair rate, traffic opthe fair rate is marked BBE, and traffic
over the fair rate is marked LBE. The network imgs a queuing mechanism that
properly handles the drop priority marking thus pjimg LBE packets before BBE
packets. In this manner, congestion is imposed qeraflow basis, and in a fair or
differentiated-fair manner.

Because we've alleviated the necessity to assigoig® fair rates, the signaling and
algorithmic complexity of the system is vastly redd. Rather than assigning fair rates

thousands of times per second to deal with dynameiaork conditions, fair rates in the
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TERM system are calculated a few times per secomnéftect changes in network flow
requirements.
The TERM system makes use of the WPMM Fair Rateodtlgm detailed in the
previous section unmodified. Additionally, the st introduces the following
significant building blocks to achieve Explicit Ratongestion control:
* A system for priority marking packets based on faites at the ingress of the
network [2]

* A Queue Management System capable of enforcingridwéked drop priorities of
packets such that fair rates are enforced [1]

» Extensions to RSVP to handle Explicit Rate congestiontrol information [3]

These building blocks are explored in greater tetdahe following chapters.
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4.2 Fair Rate Marking

The bursty nature of IP traffic makes limiting LS¥andwidth to explicit rates
inefficient. An LSP that is allocated an explicite may at some instant use the exact
explicit rate, but will more likely require more lass than the explicit rate. In TERM, the
explicit rate is the rate at which an LSP can tmaihgraffic with a priority of Better than
Best Effort (BBE); traffic above the explicit rai® categorized as Less than Best Effort
(LBE). The distinction between the classes is Watn congestion occurs on a link, LBE
traffic queued on the link will be dropped beforBBtraffic. BBE and LBE traffic differ
in drop priority only. The lowest order MPLS exj ts used to indicate the drop priority
of the packets to LSRs in the path.

The system includes a lightweight estimator to npakkets. Simply put, the estimator
estimates if the LSP is transmitting at a rate aweunder the explicit rate, and marks
packets as BBE or LBE respectively. It is desigaech that any packet causing the LSP

to exceed the explicit rate is marked as LBE otlsewhe packet is marked BBE.

Packet A Packet B

»  Time

PacketTime

Figure 26 - TERM Estimator Time Budget

The TERM estimator is designed around a time budfegure 26). An LSP
transmitting data at FairRate will have packetrhateival times of PacketSize/FairRate
(or PacketTime). The TimeBudget is incremented athepacket arrival. If the

TimeBudget is greater than PacketTime, the packetmarked as BBE and the
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PacketTime is subtracted from the TimeBudget, otlser the packet is marked LBE and
TimeBudget is not changed. An upper bound on the af TimeBudget is set so that an
idle LSP cannot accumulate a large TimeBudget. Tpper bound, MaxBudget is
tunable. Our simulations show that a value of twihe maximum packet time is

appropriate. The algorithm below is run at the @sgrLSR for each packet.

TimeBudget += CurrentTime — LastTime
LastTime = CurrentTime
PacketTime = PacketSize/FairRate
If PacketTime <= TimeBudget
Mark Packet BBE
TimeBudget = min(TimeBudget — PacketTime, MaxBdget
else
Mark Packet LBE
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4.3 Queue Management

4.3.11P Network Congestion Control

Routers in an IP network are responsible for fodivay IP packets from incoming
interfaces to outgoing interfaces. When lightlyded, this is a straightforward task of
mapping IP packet destination addresses to outgbinky. During times of heavy
utilization there will often arise the situation &re the demand to forward packets on a
particular interface exceeds the interfaces abibtyccept traffic. This is referred to as
network congestion, and measures to ensure thagrsoact in a consistent manner during

times of congestion are known as network congestortrol.

4.3.1.1FIFO Queuing

The most straightforward method of handling netwookgestion is to create a queue.
A queue is a data structure whereby elements aerexd from front to back. A First-In,
First-Out (FIFO) queue is implemented such thatniest recently inserted element will
be at the back of the queue, and the oldest rengaglement will be at the front of the
gueue, other elements will be ordered between rivet fand the back in the order in
which they were received. When there is availabjgacity for an element to be serviced,
the element at the front of the queue is seleeted is removed from the queue.

In a router using FIFO queuing, a single queueréated per outgoing link. When a
packet is destined for a particular link, it isengd into the queue corresponding to that
link, and is thus scheduled in order, for servideew bandwidth becomes available for

the link.
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T

Figure 27 - FIFO Queue

This simple mechanism appears to be fair. From ocoimmon experience in
supermarkets and banks it seems to be quite a blerkalution. Problems arise because
of the finite memory capacity of routers. When ficafs queued, it is stored in memory.
If the rate at which packets are added to a qurceee the rate at which they are being
serviced, at some point the queue will becomeaidl packets must be discarded.

One common implementation of the FIFO queue isedalbrop Tail. In the Drop Tail
gueue, when congestion necessitates that a paeketopped, the packet on the tail of
the queue is dropped. In times of congestion, Drap queuing has been shown to be
less than effective for a number of reasons. Firgtlthe ideal case, connections offering
high rates of traffic easily drown out lower rag\sces. This gives incentives to network
sources to transit traffic at a higher rate in snoé congestion. Additionally, the Drop
Tail queue has been shown to induce a phenomeied &lobal Synchronization [4] in
IP networks. This is due to the interaction betwd#ennetwork throughput and the TCP
native congestion control mechanism. The side efféclobal Synchronization is that
the TCP congestion control mechanisms of many T@Rces synchronously oscillate
between high rates and low rates of output. Thiasthing is detrimental to network

performance, and once started, is hard to contain.



82

4.3.1.2Round Robin Queuing

Round robin [5] queuing has been shown to allewasmy of the problems plaguing
the Drop Tail queuing mechanism. One method of @manting Round Robin queuing is
to create a queue for each network flow. When badttibecomes available on the link
packets are sent from each of the queues in orilerthe first queue being serviced, then
the second, and so on. When the last queue iseéatite first queue is serviced again. In
this manner, all flows are granted equal ratesaedreated fairly. This also eliminates
global synchronization. While, in principal, thi®lgtion is appealing, the practical
implications in space, computing time, and impletagan complexity of managing per-

flow queuing make them impractical.

Flow1 —»  [[[]]
\

Flow2 —p

Flow N —p

Figure 28 - Round Robin Queue

Another method used to implement Round Robin queisnto provision N queues,
each of the same size, per outgoing link. As pachiet received, they are run through a
special function called a “hash”. This hash functexamines header fields and makes a
decision on which of the N queues to deposit thekgiaon. A properly implemented hash
function will deposit all packets of a particuléw on the same queue. Failure to do this

may result in packet re-ordering and have detrialeeffects on the TCP congestion
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control mechanism. A good hash function will distiie packets evenly over the N
gueues. The problem with round robin queuing i$ sloarces sending small packets will
receive an unfairly small share of link bandwidts #he Round Robin scheduling
mechanism takes a packet from each queue withgatraefor the size. Additionally,
gueues with large packets, or queues for whom theh hfunction deposits a
disproportional large share of packets on, will rfleev and drop packets while other

gueues may have remaining space.

4.3.1.3Deficit Round Robin Queuing

Deficit Round Robin (DRR) [6] queuing was developedalleviate the shortcomings
of the Round Robin queuing scheme. DRR uses a hamtion to separate network
flows into a finite number of queues (Figure 29). queues share the same queue buffer
memory. When the buffer memory is full, the longgateue is identified, and the tail
packet on that queue is dropped.

DRR uses a credit based system to manage flowliok.aPer queue, DRR manages a
deficit counter. It iterates round robin throughegas adding a quantum (a small integer
value in bytes) to each deficit counter. After adgdihe quantum, the value of the deficit
counter is compared to the size of the packeteah#ad of the queue. If the value of the
deficit counter is larger than the size of the gackhe packet is released and the packet
size is subtracted from the deficit counter. Irstinanner, queues are serviced at equal
fair rates.

Since there are a finite number of queues, theaepigssibility that multiple flows will
share a single queue. In this scenario, the fldwasiisg a queue will behave in a manner

similar to a drop tail queue. This condition isereéd to as a queue collision.
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ming

Figure 29 - DRR Queue

4.3.2TERM Queue Management

4.3.2.1Goals

Our goal is to design a queue management systeamvith@nforce fair rates on LSPs
in such a way that the throughput of TCP will netdetrimentally affected. Additionally,
the system must enforce fair rates within the netwwehile not incurring excessive
signaling or computational overhead. As such, thl gignaling information that is
available to the queuing mechanism is the BBE/LBi&rty marking performed by the
TERM fair rate marking component, thus the systerastmnot require per-LSP
information. Additionally, the system must procesckets in O(1) time. That is, the
computational time to process a packet must noa fienction of the number of LSPs
traversing the router. The clock time required tocpss the packet will of course be a
function of the destination link bandwidth and emtrqueue depth on the link.

Based on these restrictions, the system must esBBIiE/LBE marking to enforce fair
rates on LSPs. The fair rates must be enforcedah a way that the detrimental effects
of combining TCP and UDP traffic are minimized. Tqweeuing system must not re-order
packets as excessive re-ordering can have det@naftects on the TCP native

congestion control mechanism.
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4.3.2.2TERM Queue Management System (TQMS)

In the TERM system, all packets offered at the edfyéhe network are potentially
injected into the core. It is the job of the quenanagement system in the LSRs to use
the drop priority marked in the packet to drive #yestem to stable fair rates. LSRs
typically queue packets per outgoing link. One w@gccomplish fairness between BBE
and LBE traffic is to create two queues per outgadink; one for LBE traffic and one for
BBE traffic. The BBE queue can be drained before IBE queue. This solution,
however, leads to re-ordering of packets, whichdeitsmental effects on the native TCP
congestion control mechanism.

Another solution is to implement a single queueqegoing link, and upon filling the
gueue, drop LBE packets that arrived most receiitlys queuing mechanism is known
as Drop Tail (with a modification to drop LBE patkdirst). Both practical experience
and analytical studies have shown that the Drop gueeuing mechanism leads to unfair
allocations, and can induce global synchronizabdb@ CP sources leading to network
thrashing [4].

To remedy this, we introduce the TERM queue managersystem (TQMS). TQMS
builds on the work done on DDR to fairly queue paskand minimize the interactions
between competing flows. TQMS adds the dimensian @allows it to enforce weighted
fair rates base on BBE/LBE fair rate marking. Tiss achieved by changing the
congestion profile seen by competing flows such geckets are dropped in a manner

proportional to the BBE/LBE ratio.
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Most significantly, TQMS differs from DRR in the wat manages the credits to
gueues during the round robin process. DRR segnieaftec into a finite number of
gueues using a hash function. Each queue hasat @efinter. When there is capacity on
a link, the DRR packet scheduler for the link ws#iach of the queues that service the
link in order. When a queue is visited, the defocitinter is incremented by a fixed value
called a quantum, and the packet at the head ofjtieuie is compared to the size of the
deficit counter. If the packet at the head of thewe is smaller than the value of the
deficit counter, the packet next to be sent om#tevork link. In this way DRR elegantly
enforces fair queuing in a way that minimizes theeraction between competing flows
without introducing excessive computational ovethea

TQMS performs the packet selection mechanism ininailas manner with the
following exception. In TQMS, the quantum addedhe deficit counter in each queue is
not a fixed value, rather a maximum quantum sizeisThe actual quantum added to the
deficit counter of a queue is the maximum quantur@ swltiplied by the fraction of the
size of BBE traffic to the size of all packets hetqueue. In this way, TQMS uses the
packet marking to enforce fair rates by allocatgrgater bandwidth to queues that
contain greater proportions of packets marked BBE.

In the TQMS system, a minimum quantum size is déstadxl as to ensure that no
gueue gets entirely starved, as starvation hastimegeffects as the starvation of TCP
connections causes the connections to go into lthe start phase which floods the
network with traffic and can lead to network osilbns.

Another way in which TQMS differs from DRR is theammer in which it manages the

dropping of packets. In DRR, when limited memoryses the router to drop a packet,
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the DRR mechanism identifies the longest queue daods the most recently received
packet. This packet dropping mechanism is apprtgvidaen all packets are equal. In the
TERM system, packets are marked with the drop piesrof BBE or LBE with the
intention that the LBE traffic be dropped before BBraffic. As such, in times of
congestion, the TERM system identifies the queud tie most LBE traffic and drops
the most recently received LBE packet. In this wey system enforces the drop priority
thus establishing different congestion profiles E&Ps based on the proportion of BBE
to LBE traffic that is a function of the fair ratdlocated versus the volume of traffic

offered into the network.
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Figure 30 - TERM Round Robin Queue



4.4 TERM Modified RSVP Signaling Approach

Though the initial signaling approach of using RSMimodified showed promise,
feedback was that overloading the parameters irexing RSVP PATH and RESV
messages proved to be confusing and inelegant.niduified signaling approach also
uses RSVP PATH and RESV messages in a manner simithe use of RM cells in
ABR. Rather than re-using parameters in the exsfispec message, the modified

approach uses the standard method for extendingPRiSVadd explicit rate signaling

capabilities to the protocol.

32 Bits
0 Unused Length without header (11)
2 Reserved Per Service Data Length (10)
Type (127) Flags (0) Data Length (5)
Token Bucket Rate
g Token Bucket Slze
,‘2’- Peak Data Rate
Minimum Policed Unit
Maximum Packet Size
Type (131) Flags (0) \ Data Length (3)
8 Explicit Rate (ER)
% Minimum Rate (MR)
Weight ‘ Reserved

We propose creating an Explicit Rate Specifier (R&3. The ERSpec contains three
fields: Explicit Rate Minimum Rate andWeight The ERSpec will be appended to the
SENDER_TSPEC and FLOWSPEC objects. Figure 31 slaolisOWSPEC object with

both a TSpec and an ERSpec. RSVP PATH/RESV messag&aining the ERSpec will

Figure 31 — RSVP FlowSpec Object
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be sent at regular intervals for each active L3k Jource and intermediate LSRs will
use the ERSpec in a manner similar to the use otBiM in ABR.

The ERSpe&xplicit Rate(ER) field is set by the source to the desirekpate for the
LSP. The fair rate algorithm running on each LSRhi@& path modifies the value of the
ER field such that, at the end of the round tripomtains a fair explicit rate.

The ERSpedMinimum Rate(MR) field is set by the source to the minimumerat
necessary to properly serve this LSP. This fiekingilar to the Rate field in the RSpec in
that accepting the value of this field indicateattan LSR will make the specified
minimum rate available at all times. An LSR thathmat service the minimum rate
requirements can reject the request.

The ERSpe&Veight(W) field carries an integer weight used by thie fate algorithm
to calculate differentiated explicit rates for difént LSPs. The network provider can set
the Weight field. Alternately, it has been showatthllowing customers to set tii¢eight
field (and charging accordingly) results in equilim. In equilibrium the utility is
maximized and the rates allocated are WPMM fair. [lhfe ATM ABR congestion
control mechanism did not support differentiatiegvice across VCs.

The ABR RM cell layout [8] contained a number dldis that have been deliberately
excluded from the ERSpec. The RM cell format ineldidit fields such a€ongestion
Indication (CI), and No Increase(NIl). These fields were used in binary congestion
control schemes that proved to be unstable in disaiy changing networks [9].
Additionally, theQueue LengtHtield has been omitted. Both ti@ueue Lengtrand the
binary congestion indicators relied on rapid indb&medback typically employed in ABR

networks, and are inconsistent with our designgyoal



90

The ERSpec also lacks an equivalent to the RM Calirent Cell Ratefield. The
Current Cell Ratdield is used to communicate the current exphaie assigned to a VC.
Many ABR congestion control algorithms calculateleoit rate in the reverse path, and
inform switches of the result in the forward patfhtlee next feedback iteration. Since in
ABR, the interval between feedback iterations ialknthe delay between calculating an
explicit rate and informing switches in the patrttué result is small.

Since we envision the round trip time of the ERSpede much shorter than the
interval between feedback iterations, informing SSR the explicit rate result in the next
iteration is not timely. MPLS congestion contrgj@lithms should set explicit rate in the
forward direction (PATH Message) and update LSRih wie result of the explicit rate
calculation on the reverse trip (RESV Message).s Tinmely feedback significantly
enhances the stability of distributed fair rateoalfpms in low frequency signaling
scenarios.

Note that the RESV FLOWSPEC object may also contifesource Specifier
(RSpec) that carries ternmRate and Slack Termthat can be used to specify hard
bandwidth reservations and jitter tolerances fer tl$P. Though not incompatible, we
expect the use of the RSpec and ERSpec to be nywmalusive in the FLOWSPEC
object. Also note, we do not outline a method f&PLmerging in this paper. Details

about LSP merging should be addressed in a stamdfaoa effort [3].
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4.5 Simulation Results

Our goal in these simulations is to show that TBRM signaling mechanism and
algorithm will converge to WPMM fair rates, and thhese fair rates coupled with the
TERM packet marking and queue management systewe dinie network to a fair
allocation of best effort traffic. Simulation rewulclearly show that this method is
effective in controlling both TCP and UDP traffisdditionally, results show significant

benefits of using explicit rate congestion contlnetwork utilization.

4.5.1Convergence to Fair Rates

Figure 32 shows a 5-switch “parking lot” WAN conidigition called the General
Fairness Configuration 1 (GFC1). It was designedthisy ATM Forum to test ABR
congestion control schemes for max-min fairnessT&ple 5 summarizes the number of

LSPs, layer 4 IP protocol, ingress node, egres®,nand fair rate for the LSPs in this

simulation.
@
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Figure 32 — General Fairness Configuration (GFC1)
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A combination of TCP and UDP sources were configure@ transmit traffic at a
constant rate of 100Mbps, and each had an equajhtvelThe TERM signaling
mechanism and WPMM explicit rate algorithm wereduse assign fair rates for LSPs.
The TERM packet marking and queuing managemenemsystas used to manage the

drop priority of packets on the LSPs.

LSPs| Type| Ingress| Egress Fair
Rate
A 3 TCP S1 S4 5.56
B 3 TCP S2 S5 11.11
C 3 UDP S3 S4 33.33
D 6 TCP S4 S5 11.11
E 6 UDP S1 S2 5.56
F 2 TCP S2 S3 50.0(

Table 5 - GFC1 LSPs

Figure 33 shows the end-to-end throughput for ediche LSPs in the network. From
this simulation it is clear that in a steady statéh all LSPs transmitting at a constant
rate, the network flows converge to fair rates.sT$imulation demonstrates a number of
important points. First, the signaling mechanisnd &PMM fair rate algorithm are
working properly to assign fair rates to LSPs. $ecdhe packet marking and queue
management system is correctly marking traffic dase fair rates, and in times of
congestion, traffic marked LBE is being droppedobeftraffic marked BBE. Third, the
interactions between responsive traffic (TCP) ancesponsive traffic (UDP) are being

managed fairly.
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Figure 33 - GFC1 End-to-End Throughput

Figure 34 shows the identical scenario with unagairstd traffic. From the picture it is
clear that the LSPs are not receiving fair ratedaaimented in Table 5. Additionally,
the TERM scenario had an aggregate throughput 0fN8bps while the unconstrained
scenario had a throughput of only 316 Mbps. Th@sashthat in addition to enforcing fair
rates on LSPs, the TERM system increased throughphis scenario by 11%.

When compared to Figure 21 which represents treugfput for the original thesis
approach, it is clear that the intelligent queuargd marking employed in the TERM
system is effective in managing TCP traffic in tecenario. The TERM throughput is
52% greater than the 230 Mbps achieved with th&irpproach using constant bit rate

traffic.
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Figure 34 - GFC1 Unconstrained Throughput

Using the same network configuration, this simolatiwas run with all LSPs
configured to use Pareto on/off sources. Three uneasents were made, one with
TERM, one using the initial approach to congestiontrol, and one on an unconstrained
legacy TCP network. The TERM network had an agdee¢faoughput of 286 Mbps,
which was 27% more than the 225 Mbps throughpubtraptished using the initial
approach, and 20% greater than the throughputeoketliacy TCP network. The increase

in throughput was in addition to the enforcemerfaafrates in the TERM system.

4.5.2TCP/UDP Weighted Fair Rates
This simulation was designed to show that TCP ab dources will converge to fair

rates, and that this convergence will happen ewvethé event that there are queue
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collisions between TCP and UDP sources. Table Grsanaes the number of LSPs, layer
4 |P protocol, queue, weight, and fair rate for H8Ps in Figure 35. In this simulation,

sources A and C are wired to collide to the sam®®RIR queue.

/ //
1/ /,/'
)

150Mbps s3 100Mbps
\i‘;\g\

@ ©

@
®

S1

Re9

Figure 35 — Queue Collision Configuration

LSPs| Type| Queuel Weight Fair
Rate
A 3 TCP 1 3 33.33
B 3 TCP 2 2 16.66
C 3 UDP 1 1 8.33

Table 6 — Queue Collision LSPs
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Figure 36 — Queue Collision Throughput

The results in Figure 36 show that the sources egavto weighted fair rates, and that
the weighted fair rates between responsive tréfficP), and unresponsive traffic (UDP)

is managed even in the event of queue collisions.

4.5.3Cooperating Sources

Figure 23 shows a network with two LSPs traversirgingle link of 50 Mbps. In this
test scenario, both LSPs are configured to trantiDiP traffic at a rate of 100 Mbps.
LSP1 (Flow A) is given a weight of 1 while LSP2 ¢fl B) is given a weight of 2. The
source for LSP2 transmits at a constant rate whidesource for LSP1 uses a Pareto
On/Off source that switches the transmission ratevéen 0 Mbps and 100 Mbps at time

intervals determined by a Pareto distribution.
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S 1 50 Mbps 82

Figure 37 — Cooperating Source Configuration

With link capacity of 50 Mbps available to Best @&ff traffic, the explicit rate
algorithm grants LSP1 (weight 1), and LSP2 (weightfair rates of 16.66 Mbps and
33.33 Mbps respectively. Since LSP2 is transmittihg constant rate, it will always use
at least its fair rate of 33.33 Mbps. Additionallg, the periods in which LSP1 is not
using its capacity (off periods), LSP2 will makeeusf the available capacity by sending
LBE traffic. Figure 38 shows that the results akthimulation are consistent with our
expectation.

Figure 39 shows the above scenario with the soimrc&SP2 changed from constant
bit rate Pareto On/Off in a manner identical to LSPere we can clearly see the two
LSPs cooperating. When both are transmitting, &acbnfined to its fair rate. If either is
off while the other is transmitting, the active LS®Il make use of the available
bandwidth by sending LBE traffic.

Figure 40 shows this scenario with the configuratthanged to only allow LSPs at a
maximum rate equal to its fair rate. By applying timtelligent marking and queuing

mechanism, link utilization is increased by 17%hiis simple configuration.
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Figure 38 — Cooperating Source Throughput

In a more appropriate scenario, we performed thmeesaxperiment on the GFC1
configuration pictured in Figure 14. The simulatgetup was changed to make all LSPs
transmit traffic in a Pareto On/Off pattern. Twoaserements were made: one where the
LSPs were allowed to transmit at a rate up to #sigmed fair rate as in the initial
implementation, and another where LSPs could usk trBffic to transmit traffic at a
rate above their fair rate. We found that in th@nfguration, aggregate network
throughput was increased by 44% while still enfogdair rates.

Through this simulation it is clear that the issa#fecting cooperation between sources
identified in the initial thesis approach of Senti8.4.8 has been remedied by the

introduction of fair rate marking and queuing.
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4.5.41Large-scale Network

To judge the performance of the TERM system inrgeacale network deployment,
we simulated TERM using the topology of the AT&Tnakestic IP network as reported in
the Rocketfuel database [10]. This network congiftsl5 nodes connected by 296 links
geographically dispersed across the United St&8asdwidth of links was assigned by
scaling the route weights for the appropriate linkesxd propagation delay was
implemented as reported in Rocketfuel. 1000 LSP® weeated and randomly assigned
source and destinations across the 115 networkoemdp 2/3 of sources were TCP, 1/3
were UDP. Each source had a constant peak ra@0d#lbps and a weight of 1.

At the beginning of the simulation, LSPs were dgthbd across the network. The
routes for LSPs were determined using the ShoRa#t First algorithm in OSPF [11].
Upon calculating routes, the simulation was stastedl the WPMM Distributed Fair Rate
algorithm was used to determine fair rates. Oraie rhtes were determined for our
topology, it was determined that 132 LSPs weresBatli with a fair rate of 100 Mbps,
while the remaining 868 LSPs were bottlenecked aahes link in the network. By
summing the calculated fair rate values for eaclP Li& the network, a theoretical
maximum throughput of 70.7 Gbps was establishec parformance of the TERM
system is benchmarked against an identical networfiguration using no explicit rate

congestion control and DRR queuing.
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Parameter Value
Number of Nodes 115
Number of Links 296
Number of LSPs 1000
TCP LSPs 667

UDP LSPs 333
Satisfied LSPs 132
Bottlenecked LSPs 868
LSP Peak Rate 100 Mbps
Theoretical Max 70.7 Gbps
Throughput

LSP Weight 1

Table 7 - Large-scale Network Parameters

Figure 41 - AT&T Domestic IP Network



102

4.5.4.1Constant Bit Rate Scenario

In this scenario, all sources were set to transitné constant bit rate. The goal of the
scenario is to show that, in the steady stateTERM system works to enforce fair rates
while increasing network throughput.

To judge efficiency, a measurement was taken tnainsed the average throughput of
all LSPs in the network; this is referred to asraggte throughput. In the DRR scenatrio,
the LSPs had an aggregate throughput of 65.4 Glde w the TERM scenario, LSPs
had an aggregate throughput of 69.3 Gbps.

In each of the scenarios, the actual throughpwash LSP was compared against the
theoretical fair rate for the LSP. Figure 42 gragitespercent deviation from fair rates for
each of the 1000 LSPs in the simulation sorted fimwest to highest. In the ideal case,
all LSPs would have throughput equal to their assigfair rate, and the network would
be 100% efficient. In this ideal case, the proifild-igure 42 would be a straight line at x
= 0%. This would indicate that each LSP exhibitesbighput that was exactly its fair
rate. Note that measurements are relative to theafie, thus an LSP allocated a fair rate
of 1Mbps with actual throughput of 800 Mbps is weeg identically to an LSP granted
100 Mbps with actual throughput of 80 Mbps.

Figure 42 shows the profiles for both the TERM dation, and the identical
simulation performed on the Benchmark network. Fithis graph, it is clear that the
TERM system exhibits a much flatter profile thae ttenchmark. In this scenario LSPs
in the TERM system were granted an average of 4% tlean the ideal fair rate with a

standard deviation of just 6%.
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The Benchmark network exhibited a profile that iarsfrom ideal. While LSPs in the
Benchmark network were granted an average of 14%ctkean their fair rate, the standard
deviation was 84% indicating that there was sigariiit disparity in the distribution. The
figure clearly shows that in the Benchmark networ&ry LSPs had throughput that
matched fair rates.

With TERM 690 LSPs had throughput within +/- 5%tloé assigned fair rates. This is
compared with only 64 LSPs within +/- 5% for thenBemark network. The enforcing of
fair rates was accomplished with no loss of netwtimoughput. In fact, the actual
throughput of the TERM network was 6% greater tthenthroughput in the Benchmark

network. These results are summarized in Table 8.
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Figure 42 - CBR LSP % Deviation from Fair Rates
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Parameter TERM DRR
Theoretical Maximum| 70.7 Gbps 70.7 Gbps
Throughput

Actual Throughput 69.3 Gbps 65.4 Gbps
Efficiency 98% 92%
LSPs within 5% of FR 690 64

Fair Rate Std Dev 6% 84%

Table 8 - Large-scale Network CBR Results

To demonstrate the effectiveness of TERM over thi&al thesis approach with
constant bit rate traffic, the identical scenariaswun with using the initial congestion
control system. It was found that the throughputtlut scenario under the initial
congestion control approach was only 59.4 Gbps. TBERBM approach increased the
throughput over the initial approach by 17% whitdoecing fair rates on TCP and UDP

sources.

4 .5.4.2Variable Bit Rate Scenario

The second simulation scenario is designed to notosely match actual network
conditions. The network and LSPs were configure@ imanner identical to the above
simulation with the only difference being that,het than transmitting at constant rate,
each LSP was configured to transmit using an orpafttern. The on and off durations
were generated using Pareto distribution to siraugatf-similar network traffic.

The deviations from fair rates for TERM and the &amark network are shown in
Figure 43. In this simulation, the TERM system agshowed a far more favorable
convergence to fair rates with the average LSPutfitput of 8% less than the ideal fair

rate with a standard deviation of 15%.
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The Benchmark network had an average LSP throughplP% less than fair rates
with a standard deviation of 80%. In this scenad®3 TERM LSPs were within +/- 5%
of fair rates, while only 43 LSPs in the benchmastwork were within that range.
Throughput for the TERM network was 15% greatemthiae Benchmark network
showing that, in addition to enforcing fair ratdsg TERM system has a strong positive

effect on network throughput.
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Figure 43 - VBR LSP % Deviation from Fair Rates
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Parameter TERM DRR
Theoretical Maximum| 70.7 Gbps 70.7 Gbps
Throughput

Actual Throughput 60.8 Gbps 52.8 Gbps
Network Utilization 86% 75%
LSPs within 5% of FR 333 43

Fair Rate Std Dev 15% 80%

Table 9 - Large-scale Network VBR Results

To demonstrate the effectiveness of TERM over thi&al thesis approach with

variable bit rate traffic, the identical scenariasmrun with using the initial congestion

control system. It was found that the throughputtlut scenario under the initial

congestion control approach was 45.4 Gbps. The TE&Mroach increased the

throughput over the initial approach by 34% whitdoecing fair rates on TCP and UDP

sources.
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Chapter 5 - Quality of Service (QoS) Model

In this section we explore a mechanism for integgaexplicit rate best effort traffic
into a framework that will cover best effort as at varying degrees of real-time,

guaranteed bandwidth services.

5.1 Class Based Queuing

CBQ is a powerful and flexible mechanism for reprégg hierarchical relationships
between traffic classes. This hierarchy descriledationships that define how excess
bandwidth is shared between the classes. We desenbugh detail about CBQ to
properly explain our hierarchy. A comprehensivecdesion of CBQ is included in [1].

We use Class Based Queuing (CBQ) to implement ss cstructure necessary to
properly represent a QoS model that includes e services with the LBE and BBE

services available through the TERM system.
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Figure 44 - CBQ Hierarchy

Figure 44 shows a CBQ hierarchy that representswuent model of Real Time (RT)
and Best Effort (BE) Traffic. Each of the leaf nede the hierarchy is assigned a percent
link allocation and a priority. The percent linkloaglation is the portion of the link
capacity that is dedicated to a particular class.

As per CBQ definitions, a class is considered dweit-if it is using more than its
percent link allocation, under-limit if it is usirigss, and at-limit otherwise. A class is
considered unsatisfied if it is under-limit and hapersistent backlog; otherwise it is
considered satisfied.

Classes can be either regulated or un-regulategegliated classes can transmit data
at an unconstrained rate; regulated classes hawer#te constrained by the scheduler.
Classes can transmit data un-regulated if either:

1 — The class is under-limit, OR

2 — The class has an under-limit ancestor at le\ald there are no unsatisfied classes
in the hierarchy at level lower than

If neither of the above two conditions are met, thass is regulated. Queuing for
regulated classes is done on a strict prioritysdasaning that queues of higher priority

classes are completely drained before servicingtgwiority class queues. In our model,
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we assign a priority of zero to LBE traffic and r@opity of one to BBE traffic. Real time

classes ¢..Cy are assigned a priority greater than one.
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5.2Q0S Model

For simplicity, we will first explain a system wittnly BE traffic. We will then extend
this to handle RT traffic.

In the absence of RT traffic the full link bandvhdwill be dedicated to BE traffic, thus
B(t) (the bandwidth available to BE traffic) willebthe link capacity. The TERM
signaling mechanism and TERM distributed expliaiter algorithm will assign explicit
rates to BE LSPs. Using the estimator detailed epwaffic up to the explicit rate will be
marked BBE and traffic exceeding the explicit rai# be marked LBE. Should an LSP
use less than its explicit rate, the additionaldvadth will be available for LBE traffic.
Given the lower priority, LBE packets will be dragp before BBE packets. Note that,
strictly speaking, the nodes in the CBQ tree regresinique queues. While the drop
priority of the packets determines the traffic slathe queue implementation must be
such that re-ordering of packets does not occuthease will be both LBE and BBE
packets in the same flow.

RT traffic may make guaranteed rate reservationkda@xtent that the reservations on a
link don’t exceed the percent allocation of the Rdide (in our example 95%). Reserved
bandwidth will be subtracted from the bandwidthide to BE traffic (B(t)). As per the
CBQ hierarchy, bandwidth reserved by a RT LSP luitused will be available to BE
traffic. Since the explicit rates allocated to BB&ffic are based on B(t), and B(t) is a
function of bandwidth reservations, traffic not dd®y RT LSPs will be used by the LBE

traffic class. In this model, RT LSPs transmithadit reserved rate or less.
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5.3 Example Implementation

Though network operators will require the flexityilto determine QoS service levels
and parameters, here we outline a sample implet@mtaf the TERM QoS system
using CBQ. We construct a CBQ Hierarchy and use therarchy to enforce both

gueuing priorities and bandwidth reservation bounds

Figure 45 - TERM QoS Implementation

Figure 45 shows an implementation of a CBQ hierafoh a typical implementation of
TERM QoS. In this implementation, there are theeels of service, Gold, Silver, and
Bronze. The Gold and Silver services are real tiamel, the Bronze service is Best Effort
using TERM congestion control.

In this implementation, the Gold service is givére tighest priority, Silver second
priority, Bronze/BBE third priority, and Bronze/LBEhe lowest priority. Gold is
allocated an allocation of 90% of bandwidth, anlye3ian allocation of 5%. Both Gold
and Silver are children of the Real Time node, WhiE given an allocation of 95%.
Bronze service is given an allocation of 5%, withahildren BBE and LBE allocations

of 5% and 0% respectively.



112

This CBQ can be used to enforce the following Qofstraints.

Gold and Silver services combined can reserve @edup to 95% of the link
bandwidth

In this scenario Gold and Silver services may hawainimum allocation of
90% and 5% of link bandwidth, though in the casemghone is not using its
allocation, the other can share the bandwidth

In times of network contention, Gold traffic wilelqueued before Silver traffic

Bronze service gets a minimum of 5% of the link dwaidth, though it can use
bandwidth not used by either the Silver or Gold/ses

In times of contention, BBE service will be queusfter the Gold or Silver

service, but before the LBE service.
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Chapter 6 - Conclusions

6.1 Summary of Results

This paper introduced TERM. TERM includes a noygbraach for signaling explicit
rate congestion control information using RSVP, iatrdbuted WPMM fair rate
algorithm, an estimator for marking packet dropopty, and a queue management
system for enforcing explicit rates based on dropriies. Through simulations, we’'ve
shown that the TERM throughput converges to wehft@r rates in non-trivial
situations with both TCP and UDP traffic. Simulatgohave also shown significant
increase in network throughput using the TERM syste

In addition to the base TERM components, we hagsemted a method for using Class
Based Queuing to develop a system for QoS thatidlesl TERM best effort service as

well as varying degrees of real-time guaranteedwaith offerings.
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6.2 Future Research Opportunities

While this work has thoroughly addressed the afgmaviding explicit rate congestion
control for MPLS networks, there exist opportursiti® extend the design to include a
number of different areas.

One significant extension of this work would be use the fair rates and weights
traversing links in the network to feed a constraguting algorithm. This would enable
maximizing the utility of the network based notyoh maximizing throughput, but also
on maximizing the utility based on weights. Detarimg an appropriate metric from the
TERM WPMM Fair Rate algorithm would enable the w$evarious constraint routing
techniques. This would enable LSP setup in a maooesistent with the work done in
TERM.

Another area for future exploration is extending thoundaries of the max-min
calculation to include resources outside the catsvork. Examples of these resources
include stub networks and grid resources. A franteviar extending the boundaries of a
max-min domain was explored in detail in [1]. Tiwerk could be extended to fit the

TERM model.
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