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Abstraad

A Madine Leaning Approad to Seaurity
|mprovement in Mobile Communication
by
Hooshang Sharif

Advisor: Professor Michad Conner

One of the dhall enges for today’ s mobile cmmmunicaions engineasis
designing networks that are secure and reliable. Over time, these
networks have becme increasingly complex. There ae situations
where a network’s functionality and reliability must be maintained
under particularly adverse drcumstances. For example, in a modern
combat environment, high jamming noise would necesstate signal
transmisgon at high energies and under severe bandwidth constraints.

Accordingly, there neals to be a significant reduction to the system’s



allocation of resources, such as bandwidth, that are dedicated to
vulnerability and intrusion detedion.

Conventional methods of vulnerability detedion are often criticized
for their predictability as well as excessve neel for resource-
allocation.  Software aents, however, can be implemented to
continuouwsly monitor the network and apply the necessary resources
in order to maintain the optimal seaurity status.

In this dissertation, we have aldressed the vital role of improving
seaurity and reducing vulnerability in a wireless network in the
presence of the bandwidth limitation that may exist in a cmbat
environment. We introduce methods that allow learning agents to
anticipate vulnerabilities that are likely to occur in the network.
Acquiring the knowledge for statisticdly corred anticipation will
result in optimized use of bandwidth as well as other resources that
are dedicated to security.

Although the main focus of this work is algorithms developed based
on reinforcement leaning, we have dso developed dternative
agorithms based on evolutionary computation methods for

comparison.



It is the ability to learn the dynamics of a network environment in a
continual and adaptive way that prompted us to utilize macine
leaning ideas as framework for developing our agorithms. We
believe, however, that the methods introduced in this work can be

applied to all mobile communication environmentsin general.

Vi
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Chapter 1

| ntroduction

Modern wireless communicaion systems dare such common
characteristics as dynamic end-user participation, mobile hosts,
system rewonfiguration adivities, and a large number of host
computers, to name afew. In such systems, the processof assessng
and correcting network vulnerabiliti es is continuous and is adiieved
through a dedicated allocaion of network resources [6][14][1]. A
particularly unique requirement for vulnerability detedion processhas
arisen in today’s combat environments where mobile communicaion
Is an integral part of a military structure. Here an intruder will scan
the network looking for vulnerabilities to exploit. Once points of
vulnerability are discovered, an intruder can plan an attac, penetrate
the network, sted resources or plant malicious code, and withdraw.

There ae several characteristics that make vulnerability assesament in
such environments particularly chalenging.  Although network

resources dedicated to vulnerability detedion are generally limited,



the presence of potentialy significant and deliberate levels of noise
generated by the enemy requires that all communicaion be caried out
under extremely limited bandwidth avail ability. A widely popuar and
simple assessment approach isto apply al vulnerability detedion tests
to all targets at periodic intervals (e.g., every night; once ayea during
spedfic asessment exercises) [6]. This approadh has a desirable
property in that, once ®mpleted, any detedable vulnerability is
uncovered. Although simple, this approach can have a drawbad in
that the number of tests to apply may grow to exceel the resources
that can be dedicated at the time assessnent is performed. It is
insensitive to bandwidth and computational constraints, and more
importantly for a cmbat environment, it is predictable. Current
vulnerability and intrusion detedion systems have been criticized for
numerous shortcomings that include dficiency, upgradability, and a
ladk of a generic structured building methodology [6].

It is the chalenging problem of detecting large number of intrusion
and wilnerabiliti es under the limited bandwidth condition that was the
motivation for our work in this dissertation. We approached the

detection problem with the assumption that only a small fradion of



the bandwidth at a node can be dlotted to vulnerability assessment
and that it can be caried out at irregular and therefore unpredictable
intervals. This assumption gves rise to the condition that only a
subset of known vulnerability tests can be goplied to the network at
any given time. Furthermore we assumed that no knowledge of the
network’s vulnerability occurrence is known a priori. A succesdul
vulnerability detection system would need to select a subset of a
known vulnerability set and apply it to the network. Our problem was
to make the seledion process as efficient as possible. An efficient
system would seled a subset of vulnerabilities that would result in the
highest probability of detection. Since no prior knowledge of the
network’s vulnerability occurrence is available, the succesdul
asessment system would seek to ascertain the occurrence patterns in
an adaptive and dynamic way.

We ooncentrated our work on madine leaning methods that, through
interadion with the network environment, lean the patterns at which
vulnerabilities occur. Obtaining this knowledge would then enable us
to optimize the vulnerability assessment process The essence of our

work is the development of an agorithm based on reinforcement



leaning [37] tedhniques. We seleded reinforcement leaning as the
basis of our work becaise such leaning systems require no prior
knowledge of the environment they seek to understand.
Throughaut this thesis we refer to terminologies such as vulnerability
and intrusion as any condition in a network node that would leare the
node, or a group of nodes, susceptible to urauthorized access For
any known wulnerability, we aume there is an assesgnent test
designed to deted that particular vulnerability. At desired intervals, a
central dispatcher node would transmit a particular assesgnent test, or

a olledion o tests, to the network. Figure 1.1 illustrates this process.

Tests

Dispatcher Wireless

Figure 1.1: Dispatcher-Network Interaction. The dispatcher selects
and transmits a vulnerability assessment test, and receives a response
from the network. Depending on the prediction, the response is
positive or negative, indicaing success or falure in vulnerability
detection.



Through the use of reinforcement leaning methods, the dispatcher is

able to ascertain the patterns under which wulnerabiliti es occur in the

network. As depicted in Figure 1.1, the dispatcher obtains this

knowledge by interading with the network.

Although we will not discuss the nature of individua seaurity

vulnerabilities in this thesis, we provide a brief description in the

following paragraphs for reference. The Seaurity vulnerabilities can

be ategorized asfollows[1]:

Configuration wulnerabilities constitute incorrect input to a
syssem. They are often addressable in the field by
administrative personnel and represent the widest variance in
vulnerability since every installation may be configured in
subtly different fashion. An example of configuration
vulnerability would be alogin configured without a passwvord.

Design wlnerabilities are represented by limitations in design
that either facilitate seaurity lapses or do rothing to preclude
them. These vulnerabilities can be difficult to remedy since

they are aldressed through protocol or standard specification



processes. An example of a design vulnerability is the ladk of
authentication capability in routing protocols, permitting
injection of counterfeit protocol packets.

* |Implementation wulnerabilities are represented by errors in
programming or other implementation that might commonly be
termed “bugs’. These ae remedied by patching or re-coding
the implementation. An example of implementation
vulnerability would be a buffer overflow in an application o
OS subsystem that permits overflowing auto variables and
injecting dbjed code onto the stack to perform unauthorized

program exeaution.

Diverse reseach in wulnerability and intrusion detection has been
conducted where tedhniques such as agent-based systems, genetic
algorithms, and aher methods are discussed [30][32][31][7][11].
Although the main focus of this work is algorithms developed based
on reinforcement leaning, we have dso developed alternative
algorithms based on evolutionary computation methods for

comparison. In Chapter 2, we will establish the principles of



reinforcement leaning and genetic dgorithms on which our work is
based. We dso elaborate on the various termindogies used in
communicdion network as pertain to our discusson and the
connedion between the theoreticd concepts in macdine leaning and
their practicd applicaion in wulnerability detedion. The network
seaurity problem will be linked to a general sequence leaning and
prediction problem in Chapter 3. Various treaments in sequence
leaning are dso elaborated on. In Chapter 4, we provide an in-depth
discusson o the reinforcement leaning-based algorithm that we
developed to lean the vulnerability occurrence patterns in the
network, and compare its performance results with a genetic
algorithm-based approach. The performance results are discussed
under various pattern scenarios. The performance of each approach
with resped to communicaion noise is asessed and discussed in
Chapter 5 by showing system S/N performance in the presence of
various levels of noise power. Finaly, in Chapter 6 we provide a
conclusion and summary of our results and present a discussion of

future reseach.



Chapter 2

Reinforcement Leaning and
Evolutionary Computation

M ethods

In the following seaions, we provide atheoreticad badkground for two
methods discussed in this thesis: reinforcement learning and genetic
algorithms. The main algorithms developed in this thesis are based on
reinforcement learning techniques. However, for comparison we have
also discussed the dfediveness and feasibility of evolutionary
methods in the vulnerability detedion application. In the later
chapters, we establish the framework based on which these two

approades are gplied to our specific problem.



In a reinforcement leaning poblem, the learner is given the ability
to ascertain its current circumstance or state, seled an adion, and
observe the ansequence of its adion until it reates agoa state [37].
After a sufficient number of interadions with the environment, the
leaner will determine the optimal adion to be taken in any state in
order to read its goal state in the most desirable way. It can keep
track of all actions and rewards it has taken through its learning
process up to reaching a final state. Reinforcement leaning is a
computational approach to leaning from interadion. It is leaning
what to do — how to map situationsto adions _in order to maximize a
numerical reward signa [37]. The leaner must discover which of the
possble adions yield the most reward by trying al of them a
sufficient number of times. In many cases, adions may affed not
only the immediate reward but also the next situation and al
subsequent rewards.

The two characteristics _ trial-and-error seach and delayed reward
are the most important distinguishing feaures of reinforcement
leaning. The leaner must be &le to sense the state of the

environment to some extent and must be &le to take adions that
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affect the state. The leaner, or agent, must also have agoal or goas
relating to the state of the environment. There ae three apeds to the
problem of learning. sensation, action, and goal. By sensation we
mean the leaner’s ability to understand what its current circumstance,
or state, is. Actionrefersto the leaner's ®ledion of aternativesin a
given state. Clealy, the goa of the leaner is to determine, through
interadion with the environment, what series of actions from any state

it will need to take in order to eventually reach its goal state.

2.1 Elementary Components of Reinforcement Leaning

In addition to the two main entities, the leaner (agent) and the
environment, we neal to consider the basic concepts such as a policy,

a reward function, a value function, and a model of the environment

[37].

2.1.1 A Policy
A pdlicy refers to the learning agent’s choice of behaving at a given
timein the leaning process- itsadion seledion. A policy determines

which adion should be performed in ead state; it is therefore a
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mapping from states to actions. In some problems the policy may be
a simple function a lookup table, and in others it may involve
extensive computation such as a seach process In our problem, we

employ alookup table system of policy evaluation.

2.1.2 The Reward Function

A reward function defines the goal in a reinforcement leaning
problem. It maps eat percaved state (or state-action pair) of the
environment to a single number, a reward, indicaing the intrinsic
desirability of that state (or state-action pair). A reinforcement
leaning agent’s sole objedive is to maximize the total reward it
receves in the long run. The reward function defines what the good
and bad events are for the agent. The reward function is the basis for
atering a policy in oder to improve the reward received in a
particular state. For example, if an adion seleded by the pdlicy is
followed by low reward, then the policy may be changed to select
some other adion in that situation in the future. The reward function

indicates what is good in an immediate sense.
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2.1.3 Value Functions
Whereas the reward function indicaes what adion is good in an
iImmediate sense, the value function represents what action is good in
thelong run. In ather words, the value of a state is the total amount of
reward an agent can exped to accumulate over the future, starting
from that state [37]. Rewards are in a sense primary, whereas values,
as predictions of rewards, are secondary. Upon every step in the
leaning process the value function is improved (i.e.,, updated)
depending on the reward. Without rewards there could be no values,

and the only purpaose of estimating valuesis to achieve more reward.

2.1.4 A modd of the environment

The model refersto the behavior of the ewvironment. That is, how the
state of the environment changes in response to aleaner’sadion. We
should note that what we mean by a dhange in state is the dhange that
Is perceved by the leaner. Models are used for planning, that is, a
way of deciding on a @murse of action by considering possible future
situations before they are adually experienced [37]. Reinforcement

leaning systems were originally explicitly trial-and-error learners.
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Then they evolved into state-space planning models. As a leaner
obtains more information about the behavior of the environment, it

can use amode to plan its future adions.

2.1.5 Anillustrative example of value function and gptimal palicy

In arder to relate the dements of a reinforcement learning problem,
we provide a simple 16-state example. The state-space can be
visualized using a 4-by-4 grid [10]. Eadh sguare represents a state.
The reinforcement function (i.e., the reward) is arbitrarily chosen to
be —1 everywhere. Therefore the leaner receves a —1 on eat
transition. The reward receved upon reading a goa state is, by
definition, zero. There are 4 possble actions in each state: north, eést,
south, west. The goal states are the upper left corner and the lower
right corner. The value function for the random pdlicy is shown in
Figure 2.1. For ead state the random policy randomly chooses one of

the four possible adions.
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0 -14 -20 -22
-14 -18 -22 -20
-20 -22 -18 -14
-22 -20 -14 0

Figure2.1. State value functionfor arandom policy

The numbers in the states represent the expeded values of the states.
For example, when starting in the lower left corner and following a
random policy, on average there will be 22 transitions to other states
before the terminal state is reached. In this example, we @nsider the
terminal states to be the desirable, final goal states and the leaningis
said to be achieved when the leaner has leaned the optimal adion, or
move, from any square that will bring it to a goal state in as few

transitions as possble.
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The optimal value function is shown in Figure 2.2. Starting in the
lower left corner, cdculating the sum of the reinforcements when
performing the optimal policy (the padlicy that will maximize the sum
of the reinforcements), the value of that state is —3 because it takes
only three trangitions to read a terminal state. If we ae given the
optimal value function, then it beames a trivial task to extract the
optimal policy. For example, one can start in any state in Figure 2.2
and simply choose the adion that maximizes the immediate
reinforcement receved. The optima policy for the value function

shown in Figure 2.2 isdepicted in Figure 2.3.

0 -1 -2 -3
-1 -2 -3 -2
-2 -3 -2 -1
-3 -2 -1 0

Figure 2.2. State value function for the optimal palicy



16

b+t

4}
v
v

28 45

?
?
t,

Figure 2.3. Optimal policy corresponding to optimal value function

in Figure 2.2.

2.2 Leaning by Evaluative Feedbadk

One of the feaures of reinforcement leaning relevant to our work is
that the leaner uses training information that evaluates the adions
rather than instructs by giving corred adions. The leaner needs to
adively explore its options in its traill-and-error seach for optimal
behavior. The simplest problem that can be used to illustrate this
evauative feadbad is the n-armed bandit problem [38][9][12][ 37][4].

We can consider a simple version in which there is only one state or
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situation, and the problem is non-associative. A non-asciative
problem may be viewed as a problem where an adion’s value does
not depend on the situation in which the adion is taken, nor does an
adion change the way the eavironment responds. The n-armed bandit
Is analogous to a slot madiine, or a one-armed bandit, except that it
has n leversinstead of one. Ead action selectionislike aplay of one
of the slot machine's levers, and the rewards are the payoffs for
hitting the jackpot. Through repeated pays the goal is to maximize
the winnings by concentrating the plays on the best levers. In n-
armed bandit problems, ead adion has an expeded or mean reward
given that that adion is seleded. We can cdl this the value of that
adion. We asaume that we do not know the value of ead action in
the beginning and we will try to determine this optimal adion through
trial-and-error. If we maintain estimates of the adion values, then at
any time there is at least one action whose estimated value is greatest.
We cdl thisagrealy adion. If we seled agrealy adion, we consider
this policy an exploitation of our current knowledge of the values of

the adions. If instead we seled one of the non-greedy actions, we cdl
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this exploration because this enables us to improve our estimate of

the non-grealy adion’svalue.

2.3 &-Gredy Action-Seledion Methods

This method of action seledion is based on a leaner's attempt to
seled its next adion acwrding to its current knowledge of how good
or bad the adions have been in the past [24]. The aent seleds the
adion with the highest average reward most of the time. However, to
maintain exploration o its options, the leaner occasionally seleds an
adion randomly regardlessof what its value may be. This occasional
seledion is done with a small probability denoted as epsilon and its
value neads to be seleded based on the particular problem. To
illustrate this sledion method, consider an n-armed bandit problem
[38]. Each arm has atrue average value which we call QL{a), and the
estimated value & the t" play as Q(a). The true value of an adion is
the mean reward receved when that action is seleded. One natural
way to estimate this is by averaging the rewards actually receved

when the actionwas ®leded. In ather words, if at the t" play adion a
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has been chosen K, times prior to t, resulting in rewards ry, 1, I3, ...,

I, thenitsvalueisestimated as shown in Equation 2.1.

rn+r,+ry+...+1,

Q@@= Ka (2.1)

If ky = 0, then we define Q(a) instead as some default value, such as
Qo(@) =0. Ask, —» oo, by thelaw of large numbers Q(a)

converges to Q{a). This is cdled the sample-average method of
estimating adion values becaise eat estimate is a simple average of
the sample of relevant rewards. The learner will seled the adion with
the highest value, that is, adion for which Q;[{a) = max, Q; (8). This
method exploits current knowledge to maximize immediate reward.
However, in order to maintain exploration, the leaner seleds the
optimum adion most of the times but every once in a while, with a
small probability &, it selects as action at random, uniformly,
independent of the adion-value estimates. This method of adion
selection is called e-greedy. The alvantage of this method is that, in

the limit as the number of plays increases, every action will be
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sampled an infinite number of times and thus ensuring that all the
Q@ converge to Q{a). There ae numerous variations to the e
greedy action selection method and the best choice of € has been the

subject of much research [42][22].

24 Incremental Implementation Method of Computing

ActionVaues

The adion-value methods discussed in this chapter estimate values as
sample averages of observed rewards. The obvious implementationis
to maintain, for each adion a, arecord o al the rewards that have
followed the seledion of that adion. Then, when the estimate of the
value of action a is nealed at timet, it can be computed acwrding to
Equation (2.1), where ry, 1y, ..., Iy ae dl the rewards receved
following a seledion of adion a prior to play t. A problem with this
implementation is that its memory and computational requirements
grow over time without bourd. That is, ead additional reward
following a seledion of adion a requires more memory to store it and

results in more computation being required to determine Q(a). In
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order to prevent this problem, an incremental update formulais used
for computing averages with small, constant computation to process
ead new reward [37]. For some adion, let Q, denote the arerage of
its first k rewards (not to be mistaken with Q(a), the average for
adion a at the kth play). Given this average and a (k + 1)st reward,

r1, then the average of al k + 1 rewards can be computed by

k+1

1
=——9Yr
Qk+1 k+12 I

k

1
= - +§ :
k+1(rk+1 £ I’|)

= K]:'_l(rk+1+k'Qk+Qk_Qk)
= 1 (r+(k+DQ -Q)
K+1 k+1 k k

= Qk +k—::_l[rk+1 _Qk]’ (2-2)

which holds even for k = 0, obtaining Q, = r; for arbitrary Qy. This

implementation requires memory only for Q¢ and k and only the
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small computation (2.2) for ead new reward. The general form for

the updaterule (2.2) is

NewEstimate <— OldEstimate + SepSze] Target — OldEstimate]

(2.3)

The expresson [ Target — OldEstimate] isthe error in the estimate. It
Is reduced by taking a step toward the “Target.” The target is
presumed to indicae adesirable diredion in which to move, thoughit
may be noisy. In the cae dove, for example, the target is the (k +
1)st reward. Another parameter of interest here is the step-size used
in the incremental method. In processing the k™ reward for action a,
this method uses a step-size parameter of 1/k. In order to maintain
consistency in conventional reinforcement leaning terminology, we
choose the symbol a to denote step-size parameter. The &ove
incremental implementation of the sample-average method is
described by the eguation a,(a) = 1/k,. Accordingly, sometimes the
informal shorthand a = 1/k is used to refer to this case, leaving the

adion dependenceimplicit [37].
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2.5 Associative Seach

The n-armed bandit example we mentioned above was a non-
asciative seach for the best adion. There was no need to associate
adions, i.e., pulling an arm, with different situations. In such tasks,
the leaner either tries to find a single best adion when the task is
stationary, or tries to track the best action as it changes over time
when the task is non-stationary (the dynamics of the environment, and
consequently the dhoice of best adions, change over time). However,
in a general reinforcement leaning task, there ae more than ore
situations, and the goal isto learn a policy: amapping from situations
to the adions that are best in those situations. As an example of an
asciative seach [3] problem consider the n-armed bandit problem.
Suppose there are several bandit tasks, and on each play you
experience one of these tasks chosen at random. Thus the bandit task
changes randomly from play to play. This would appea to you as a
single, non-stationary n-armed bandit task whose true adion values
change randomly from play to pay. Unlessthe adion values change

sowly, the method we mnsidered will not work very well. For
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example, the average value of a particular arm may change
depending on the value of another arm pulled before it. The
succesdul leaner would try to learn by trial-and-error in the form of
seach for the best adions in association with the situations in which
they are best. In this thesis, we will discuss how a search can be
asciative or non-associative depending on the dynamics of the

network environment.

2.6 TheLeaner — Environment Interadion

The leaner is also known as the agent in the reinforcement leaning
literature and we will use the word agent in this thesis as well. The
entity that the agent interads with in order to learn atask is known as
the environment. The interadion continues as the agent seleds
adions and the ewvironment responds to those adions and presents
new Situation to the agent. The interadion gives rise to rewards,
spedal numericd values that the agent tries to maximize over time. A
complete speaficaion of an environment defines a task, one instance
of the reinforcement leaning poblem. Figure 2.4 depicts the agent-

environment interaction.
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Agent

State s Reward r; Action &

Environment

Figure2.4 The gent-environment Interaction

The aent and environment interact at ead of a sequence of discrete
timesteps, t=0,1, 2,3, .... Atatime stept, the agent recaves me
representation of the environment’s state [22], s O S, where S is the
set of possible states, and on that basis ®leds an action, a O A(S),
where A(s) Is the set of possible adions available in state 5. One
time step later, in part as a onsequence of its adion, the ajent

receves a numerical reward, r;+ 1 O R, and finds itself in a new state,

S +1-
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2.7 Goas, Rewards, Returns

The propose or goal of a reinforcement leaning agent is defined on
the basis of the reward signal passng from the environment to the
agent. At ead time step, the reward is a ssimple number, r; U R. The
agent’s goal in genera is to maximize the awmulative reward in the
long run. For example, in the n-armed bandit problem the goal of the
agent is to determine the arm with the highest average value.
Similarly, in the grid problem ill ustrated in Sedion 21.5, the goal of
the agent was to find the sequence of actions (turns) from any square
that brought the agent to a goal state with the maximum acamulated
reward passble. Clealy, in order for the agent to achieve leaning in
a task, we nedal to provide rewards to it in such a way that in
maximizing them the agent will also achieve our goals. It istherefore
critical that the rewards we set up truly indicae what we want
acomplished.

Another key concept in reinforcement leaning oblem is the return.
In arder to establish adefinition for the idea of maximizing the reward
to achieve a goa in the long run, consider that the sequence of

rewards after time step t isdenoted ry 4 4, It 42 lt+3 .... In genera, we
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want to maximize the expeded return, where the return, R;, is
defined as ome spedfic function of the reward sequence In the
simplest case, the return is the sum of the rewards is expressed as in

Equation (2.4).

Ri=ri+rp+rs+...rr (2.4)

T in the Equation (2.4) is afinal step. This approadch makes ense in
applicaions in which there is a natural notion of final time step, when
the aent — environment interadion is naturaly divided into
subsequences cdled the episodes. A complete play of a game, arun
through a maze a sequence of turns from start to goa in the grid
problem, etc., are dl examples of episodic problems. The term
episode is known astrial in some literature [37]. Ead episode endsin
a speda state cdled the terminal state, followed by a reset to a
standard starting state. There are dso non-episodic tasks, or
continuing tasks, which form a continuaus series of interadions
between the agent and the environment. In such tasks, the final time

step would be T = ». In order to maintain a finite value for return
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even ininfinite series of time steps, a discount rate, y, can be inserted
in the eguation for return. The agent tries to select adions D that the
sum of the discounted rewards it receves over the future is
maximized. For example, it chooses & to maximize the expeded

discounted return;
Rt = rt+1 +yrt+2 +y2rt+3 + = gykrwkﬂ’ (25)

In Equation (2.5), yisadiscount rate, 0 <y <1.

2.8 State and Action Vaue Functions

Before we discuss some of the main reinforcement leaning methods,
namely the Monte Carlo (MC) and the Tempora Difference (TD)
learning methods, we will reintroduce the value functions here using
the notations in this Section. All reinforcement leaning algorithms
are based on estimating value functions — functions of states (or of
state-adion pairs) that estimate how good it is for the agent to be in

those given states (or how good it is to perform a given adion in a
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given state). The ancept of “how good’ here is defined in terms of
future rewards that can be expected, or, to be precise, in terms of
expected returns. The rewards the agent can exped to recave in the
future depend on what adions it will take. Accordingly, value
functions are defined with resped to particular padicies. A Policy, T,
can be defined as a mapping from ead state, s 0 S, and adion a [
A(s), to the probability 1t (s, a) of taking adion a when in a state s.
The value of a state s under a policy T, denoted V™ (9), is the expeded
return when starting in s and following 1t theredter. For a Markov
Dedsion Process, we can define V7(s) formaly as [5][25]

[37]1[45][43][44]

V(9 =E {R,05, =5 =E{ gykrmmst =g. (2.6)

We cdl the function V "(s) the state-value function for policy Tt An
important function that will be used extensively in this thesis is the

Q7 (s, @), or the adion-value function for policy Tt This function
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denctes the expeded return a starting from s, taking the adion a, and

thereafter following policy 1T

Q"(s,a)=E {R,0s,=s,a =a} = Ef{ iykrmmst =sa =a}

2.7)

As ead episode terminates, the values of all adionsin various gates
encountered in the gisode ae averaged according to formulas sich as
above. When ead state-adion pair is encountered an infinite number
of times, the @rresponding adion-value will converge to an average
number. The goal of the agent is then to periodicdly seled an adion
at random to seach and find the state-adion values with the highest
average values. Learning is acaomplished when the agent eventually

determines the state-adtion pairs with the highest value.

2.9 Optimal Vaue Functions

The leaning task of an agent is completed when a pdlicy that achieves

the highest rewards in the long run is found by the agent. Vaue
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functions define a partial ordering over policies. A pdicy 1 is
defined to be better than a pdlicy 1T if its expeded return is greater
than o equal to that of 1T for all sC0 S. Thereis adways at least one
policy that is better than, or equal to, all other pdlicies. Thisis cdled
the optimal padicy. We dencte the optimal policy by 1. There may
be more than ore optimal policies but they al have the same state-
value function, cdled the optimal state-value function, denoted as V*,

and defined as

V*(s) = maxV" (s), forall sO S (2.8)

Optimal policies also have optimal adion-value function in common,

denoted Q*, and defined as

Q* (s,@) = maxQ" (s, a), foral sOSanda OA (2.9)
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The expresgons for the optimal adion-value function in terms of the
expected return for taking action a in state s and theredter foll owing

an optimal palicy can be written as foll ows:

Q*(s, @ =E{r+1+yV*(S+) Us=sa=g (2.10)

2.10 Monte Carlo Methods

Although we did not use Monte Carlo leaning methods [18][26] in
thiswork, we briefly mention them since they are similar to Temporal
Difference methods, used in our work, in that they do not require any
prior knowledge of the environment in order to achieve learning.
Furthermore, Monte Carle methods can be mnsidered a variation of
Temporal Difference leaning methods with some variation in the
treament of the delayed rewards and their updating o state-adion
values [21]. Monte Carlo methods involve leaning in an episode-by-
episode sense, but not in a step-by-step sense [2]. They alow the
agent to lean adion values based on averaging complete returns, as
opposed to averaging partial returns used in methods sich as

Temporal-Difference Learning. In summary, a the end of ead
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leaning episode, Monte Carlo methods use adion values
encountered in that particular episode to update (and improve) their
previous adion values. Figure 2.5 shows the badk-up diagram for this
leaning process The diagram in Figure 2.5 is cdled a back-up
diagram because they show relationships that form the basis of the
update or backup operations fundamental to reinforcement learning
[37]. These operations transfer value information back to a state (or a
state-adion pair) from its succesor states (or state-adion pairs).

In Figure 2.5, hollow circles represent a state and solid circle ovals
represent the adion taken at avisited state. As fiown, upontaking an
adion, the ajent encounters a new state in the environment. This
processcontinues until the agent reades the Terminal State where the
learning episode is completed and a new episode should start. At the
end d the gisode, the agent will look badk and update the values of
al the states (or state-adion pairs) it visited in that episode according

to therewards it receved.
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HOm aOn 00

Termina State

Figure2.5 The badkup Diagram for Monte Carlo Estimation of V",

2.11 Tempora DifferenceLeaning Methods

Temporal Difference (TD) learning methods [19] are our choice for
developing agorithms in our work. There ae two variations of the
TD leaning methods: on-policy or Sarsa [27][36], and df-policy or

Q-learning [40][41]. As mentioned previoudly, TD leaning methods
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are similar to Monte Carlo methods in that they both are gplied to
episodic problems and require no prior knowledge of the environment.
TD methods update estimates based in part on aher leaned estimates,
without waiting for a final outcome (they bootstrap). The general case
of TD methods is the TD(A) in which both Monte Carlo and TD
leaning methods are generalized in a seamless approadh. Both
methods update their estimates of a state value V(s) based on what
happens after that visit. Monte Carlo methods wait until the return
following the visit to each state in the episode, then use the return as a
target for V(s). A basic every-visit Monte Carlo method suitable for

non-stationary environmentsis

V(s) € V(s) +a[R—V(s)], (2.11)

where R; is the adual return followingtimet and a is a constant step-
size parameter. The Equation (2.11) is analogous to Equation (2.3)
mentioned ealier in the chapter. This method is also cdled constant-
o MC. Whereas Monte Carlo methods must wait until the end of the

episode to determine the increment to V(s) (only then is R, known),
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TD methods need wait only urtil the next time step. At timet + 1
they immediately form a target and make auseful update using the
observed reward r,; and the estimate V(s+1). The smplest TD

method, known as TD(0), is

V(s) €— V(s)+o[ru+y V(su) —V(S)] (2.12)

The target for Monte Carlo update is R;, whereas the target for the TD
update isry; + v Vi(S+1). Because the TD method’s updating is based
on an existing estimate, we say that it is a bootstrappng method.

The TD(0) learning method is the basic approach for our work.
Figure 2.6 describes TD(0) in procedural form, and Figure 2.7 shows

its back-up diagram.



Initialize V(s) arbitrarily, w to the policy to be evaluated
Reped (for eat episode):
Initializes
Reped (for eat episode):
a 4 action given by « for s
Take adion a; obsave reward, r, and rext state, s
V(s) ¢ V() +a[r+yV(S) —=V(9)]
S¢S
until sisterminal

Figure2.6 TD(0) method of estimating v*

Figure 2.7 The badkup dagram for TD(0)

37
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As down, the value estimate for the sate noce at the top of the badk-
up dagram is updated on the basis of the one sample transition from it
to the immediately following state. The TD and Monte Carlo updates
are referred to as sample backups because they involve looking ahead
to a sample succesor state (or state-adion pair), using the value of the
successor and the reward along the way to compute a badked-up
value, and then changing the value of the original state (or state-adion

pair) acordingly [37].

211.1 On-Policy TD Method (Sarsa)

TD control methods fall into two caegories of onpolicy and off-
policy, depending how the states or state-action pairs are evaluated.
We start by learning an adionvalue function rather than a state-value
function. In particular, for an on-policy method we must estimate
Q’(s, a) for the current behavior policy n and for all states S and
adions a. This is done essntially using the same method for
evaluating V. The eisode consists of an aternating sequence of
states and state-action pairs. Just as transitions from state to state

result in leaning the values of states, we can consider moving from
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state-adion pair to the next state-adion pair, and learn the value of
state-adion pairs. These ae basicdly Markov chains with a reward
process The theorems asauring convergence of state values under
TD(0) aso apply to the wrresponding algorithm for state-action

values:

Qs &) g Q(sy @) t o[ rer vy Q(S1 1) - Qs &)l (2.13

This update is done after every transition from a non-terminal state s.
If s isterminal, then Q(s.1, aw1) is defined as zero. Note that this
rule used every element of the quintuple of events (s, & S+1, &-1) that
make up atransition from state-action pair to the next. Thisgivesrise
to the terminodlogy Sarsa for the dgorithm. The control algorithm for
this on-policy TD method is iown in Figure 2.8. The mnvergence
properties of the Sarsa dgorithm depend on the nature of the policy’s
dependenceon Q [27] [28]. For example, one could use € — greedy o
e — soft policies. Sarsa converges with the probability 1 to an optimal

policy and adion — value function as long as all state-adion pairs are
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visited an infinite number of times and the policy converges in the

limit to the greedy policy.

Initi ate Q(s,a) arbitratily
Reped (for eat episode):
Initializes
Chocse afrom susing pdicy derived from Q (e.g.,e — gedly)
Reped (for eat step of episode):
Take adion a, obsaver, s
Choasea’ from s using pdicy derived from Q (e.g.,& —
greedy)
Q(sa) <«096.a)+oafr+y0O(sia)—Q(sa)
S «+-5a <4 3
until sisterminal

Figure 2.8 Sarsaagorithm: An On-policy TD control method

2.11.2 Q-Leaning: Off-Policy TD Method
The Q leaning is considered an important breakthrough in
reinforcement leaning. In the ssmplest form, one-step Q-learning, is

defined by

Qs ) ¢— Qs @) talrwity maxQ(s:1, @) - Qs a)l. (214
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In this case, the leaned adion-value function, Q, diredly
approximates Q*, the optimal adion-value independent of the padlicy
being followed. This dramaticdly simplifies the analysis of the
algorithm and enabled early convergence proofs. The policy still has
an effed in that it determines which state-adion pairs are visited and

updated. Figure 2.9 shows the Q-leaning control algorithm.

Initi ate Q(s,a) arbitratily
Repea (for eat episode):
Initializes
Repeda (for eat step of eposide):
Choose a from s using pdicy derived from Q (e.g.,e — geely)
Take adion a, obsaver, s
Qsa) ¥ 0sa) + afr +ymaxy Qs @) Qs3]
S4- 5a<4- g
until sisterminal

Figure2.9 Q-learning: An df-policy TD control algorithm.

The badk-up diagram for the Q-learning algorithm is $own in Figure

2.10 below.
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Figure 2.10 The badkup algorithm for Q-learning.

2.12 Convergence of One-Step Sarsa

We developed our reinforcement leaning algorithm based on one-step
Sarsa, or Sarsa(0), whose convergence to gptimal policies have been
the subjed of extensive studies. In this sction, we daborate on one
such study [41][29].

A leaning policy seleds an adion at time step t as a function of the
history of states, actions, and rewards experienced up to this point.
Here we mnsider severa leaning policies that make dedsions based

on a summary of history consisting of the arrent time step t, the
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current state s, the current estimate Q of the optima Q-value
function, and the number of times date s has been visited before time
t, n((s). Such alearning policy can be expressed as the probabilities
Pr(als, t, Q, n«(s)), the probability that adion a is sleded given the
history. We note that the proof of Sarsa(0)’'s convergence based on a
leaning policy for Markov decision processes that fits into the
caegory of decaying exploration leaning policies has been discussd
In detail s [15][16]. We have used such policiesin our algorithm with
favorable results. A decaying exploration, as opposed to a persistent
exploration policy, is a padlicy that becomes more and more greedy
over time. The alvantage of decaying exploration policies is that the
aadions taken by the system may converge to the optima ones
eventually, but with the price that their ability to adapt slows down.
This caegory of learning policy is characterized by two properties:
« Ead adion is exeauted infinitely often in every state that is
visited infinitely often,
* In the limit, the leaning padlicy is greedy with respect to the

Q-vaue function with probabili ty 1.
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To ensure the anvergence of Sarsa(0), we require alook-up table
representation for the Q values and infinite visits to every state-
adion pair, just asfor Q-leaning. Sarsa(0) is an on-policy algorithm
and in order to achieve its convergence to optimality we have to

further assume that the learning policy beames greedy in the limit.

2.13 A Review of Genetic Algorithms

Genetic dgorithms provide an approach to leaning that is based on
evolutionary processes found in nature [9][13]. The solutions
(individuals in the population) are usually described by bit strings
with genetic material designed aacording to the spedfic optimization
problem. One can describe individuals by symbolic expressons or
even computer programs. The search for best solution(s) begins with
a population o initia individuals. Members of current population
give rise to the next generation by means of operations such as
random mutation and crossover, which are patterned after processes in
biologicd evolution. Genetic algorithms (GAs) have been used in a
variety of problems and they are known to be a succesdul, robust

method for adaptation within biologicd systems. They can search
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spaces of solutions containing complex interading parts, where the
impact of eat part on owerall individua fithess may be difficult to
model. Inits smplest form, an individual is represented by a binary
string where ead bit, or group of bits, signify a gene. The lledion
of genes forms the dhromosome or individual. In ead population, the
fitness of each member is computed acwrding to a fitness function
depending on how succesdully the individual solves a particular
problem. Genetic algorithms are best understood through simple

examples.

2.13.1 Genetic Operators

A new population of individuals is selected through genetic operators.
Typicd GA operators for manipulating bit strings are reproduction,
crossover, and mutation.

The process sarts from an initial popuation consisting d a number of
individuals. Individuals are seleded according to their fitness and
then, offspring from seleded individuals are produced. Parents are
recombined to produce offspring. Eadh dffspring is then mutated

acarding to a cetain mutation probability. The offspring are then
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inserted into the population repladng the parents, producing a new
generation. This processis repeaed until some optimization criterion
isreaded.

Evolutionary algorithms sach a popuation o points (solutions) in
parallel not just a single point. They do not require derivative
information d other auxiliary knowledge, only the objedive function
and corresponding fitness levels influence the directions of seach.
Perhaps the most powerful fedure of GAs is their ability to seach a
large solution space, introducing a high degree of variety in every
seach step. The individuals that are dosen for mating
(recombination) and how many off spring ead individual produces are
determined by the seledion method. There ae various fledion
methods such as roulette-whed seledion, stochastic universal
sampling, truncaion seledion, and tournament seledion. The
seledion method used later in this thesis is roulette whed seledion.
The crossove operator randomly chooses a aossover point where
two parent chromosomes exchange segments of their genes. The new
offspring are aeded from this process, each containing parts of the

parent genetic make-up. Single and multi-point crossover methods
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can be used. After recombination, every offspring undergoes
mutation acording to a small mutation probability. In abinary string
structure for example, a gene can change value acording to the
mutation probability from 0 to 1 a vice versa. After producing
offspring, a new population must be aeaed by reinsertion of new
offspring. There ae caes where the new population is not the same
size athe previous population. Similarly, not all offspring are always
used to form new popuation. A reinsertion scheme is needed to
determine which individuals should be re-inserted into the new
popuation and which individuals are to be replaced with the new

offspring.
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Chapter 3

Vulnerability Prediction: A

Sequence Learning Problem

We previously discussed how the problem of vulnerability detedion
in face of bandwidth constraint is optimized by leaning to predict the
next vulnerabilities that might be generated in the network. The
problem of prediction can be @nsidered in this way: The mobile
network is an environment in which a set of finite, distinct, and
reagnizable entities (i.e., vulnerabilities) may be aeaed at any time.
Such entities or symbols may be generated from time to time in a
group o individualy. These symbols cannot be seen by an observer,
or dispatcher, without a wst. The st is to spend bandwidth and
other resources to make observations. For every known symbol, there
IS a corresponding detedion test designed to recognize it. The

dispatcher selects a symbol test(s) and transmits it to the network. If
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that particular symbol exists in the network, a positive response is
transmitted back to the dispatcher and a discovery is accomplished.
Otherwise, no positive response is received. When the dispatcher
transmits the wrong symbol tests and a negative response is recaved
from the network, the dispatcher does not know what symbols do
exist. It only knows that the particular symbol(s) is sought to deted
do not exist. Thisiswhat we mean by the dispatcher not being able to
see al the symbols generated and having only partial information

about the spedfic testsit applied at a particular time.

3.1 Discrete Sequence Prediction

The general problem of sequence leaning has been studied in
numerous literatures. Sequence prediction has been defined as the
task of finding statistical regularities in the input data so that the
ability to predict the next symbol bewmmes better than random
guessing, when the input consists of an infinite stream of symbols[7].
More generally, we can see the sequence prediction problem as a kind
of sequence leaning [34][35]. An adaptive approach, one that

improves the knowledge of the predictor about the sequence
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generator, has been applied using different methods depending on the
particular application. A sequence prediction problem may trea the
sequence & atrain o finite discrete values and attempt to predict the
next symbol with the highest probability [7]. In another type of
approad, the sequence is asumed to be apseudorandom series of
binary elements generated by a pseudorandom sequence generator
[11]. We provide abrief overview of various techniques applies to
these problems in the following sections before presenting our

asuumptions and algorithmsin the following chapter.

3.2 A Genetic Algorithm for Discrete Sequence Prediction

In this approach, a hybrid method for sequence prediction is presented
that combines a kind of Markovian model and a genetic algorithm
[38]. Then a genetic search is applied for finding appropriate weights

for the predictions provided by the probability tree

3.2.1 The Prediction Method
First, a finite (N), but sufficiently large, number of symbols are

considered. If N previous values X;, X,, ..., Xy are reworded, a
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predictionfor Xy.; is made on the basisof thepast 1, 2, 3, ..., N-1 or
N values. Suppose that the symbols that can occur in the sequence ae

the numbers 0, 1, ..., k-1, if k is the number of different symbols in

the sequence. Let P’ (X,N) dencte the probability that based on the i

most recant previous values Xy.i+1, ..., XN, Symbol j should follow in
the sequence (that is, Xn+1 = ). Since we generaly do not know in
advance on what number of previous values it is best to base the
prediction, we will use a weighted sum of all predictions based on 1,
2, ..., N previous values. Then the probability that the next value isj

can be coomputed as
P’ (X,N) = iwi xPI(X,N), (3.1)

where W, is the weight of the prediction based oni values (i.e., Xn.i+1,

..., Xy) that symbol j should follow in the series (that is, Xn+1 =]).
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Building the
Statistics

l The probability tree

Computing
The Waghts

The predictor: the
l weighted probability tree

Teding
The Predictor

Figure 3.1 The prediction model

The sequence predictor is build in two phaeses, as shown in Figure 3.1,
Accordingly, we divide the available segment of the sequence into
training data (further divided into the segment for building statistics,

and the segment for computing the weights), and test data.
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The predictions based on i previousvalues p/(X,N),i=1,...,N,j=

1,..., k-1, are computed from the first subset of the training data, for
ead possble sequence of symbols of length N that appeared in that
part of the sequence The method for computing the probabilities
relies on constructing a probability treefor the possible sequences of
length up to N as described by Laird and Saul [20]. The genetic
algorithm [9] is applied for finding the appropriate weights. The

predicted next value, when using a given weight vedor, is

Xn+1 = j, where P/(X,N) = max " P'(X,N) (3.2)

The weights are evolved for acairrately predicting the symbols in the
seoond segment of the training data [7]. The performance of the
evolved predictors is measured on the last segment of the sequence

that has been set aside for testing.

3.2.2 The Data Structure for Maintaining Statistica Information
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We mnstruct a probability tree based on the seleded part of the
sequence. To ead subsequenceof lengthi (i =0, ..., N) that occurs
in this part of the sequence there is associated a path from the root of
the treeto a node & depth i in the tree (by convention, the root is at
depth i = 0). The ™ child of a node at depth i corresponds to the
situation when the i symbols in the @rresponding subsequence Xpy.i+1,
..., Xy are followed by Xy+1 = ). This node mntains as information
the probability value p!(X,N).

For simplicity, this algorithm presents the tree ©nstructed in the cae
of abinary sequence (k = 2) containing the symbols 0 and 1 Then it
Is assumed that the part of the sequence for constructing the

probability treeis

101100101011 (3.3)

It isshown in Figure 3.2 the probability tree for N — 2 previous values.
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1.0 0.5 05 0.25 0.75 1.0

Figure3.2 Anexample probability tree

The left child of eadr node @rresponds to next symbol in the
sequence O and the right child to next symbol in the sequence 1,
respedively. On each arc we mark the number of occurrences of the
corresponding subsequence.  The marked node containing 0.67

corresponds to the subsequence 1 followed by next symbol 0. In the
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given sequence, the subsequence 1 is followed by O four times and
by 1two times, as marked on the arcs.

The treeis constructed in two steps. First a tree structure is built on
the basis of the given sequence The new nodes are dynamicdly
creaded when needed and the information associated to the
corresponding arcs is updated. When the treeis completed, i.e., al
the data in the sequence have been considered, we mpute the

probability values. The valuefor nodeis

P o= _ in(node ’ (3.4)

Z in(child, (pareninodg))

J

Where in(T) denoted the number on the arc from parent(T) to node T
and child,(T) —thejth child of T inthetree

We now consider a Stuation when at some later moment a
subsequence 01 occurs in the sequence Then, considering the
prediction based on two previous values the probabilities of having a
0 or a1 as next symbol are both equal to 0.5. Based onone previous

value, the probability of gettinga 0 is 0.67, so the next symbol would
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be predicted as 0. Based on no previous values, the probability of
having a 1 is 0.59, so the next symbol would be predicted as 1. A
weighted sum of these probabilities can lead to a more reliable

prediction.

3.2.3 The Genetic Algorithm

In this approach, a genetic dgorithm [9] was devised for finding the
weights of the predictions based on different numbers of previous
values. A genetic seach is performed in the space of N-dimensional
weight vectors. The cmponent W; of aweight vedor is asociated to
the prediction based on i previous values. Starting from a random
popuation of weight vedors, by repeaedly applying the genetic
operators in a number of iterations (generations) an improved weight
vedor is obtained. The fitness evaluation of the individual weight
vedors consists of computing their success rate on the seleded
segment of the sequence

Evolution is driven by selection of better performing (i.e., fitter)
individuals in ead generation, the fitter individuals have better

chances for survival throughout the generations. The results of the
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algorithm here ae based on the special case of binary sequence and
are provided and dscussed in detailsin Ekart’swork [7]. It should be
noted that this treatment is applicable to sequences with any finite

number of distinct symbols.

3.3 Leaning aPseudorandam Sequence

Our ealier work on sequence prediction included the leaning the
dynamics of a sequencethat consisted of a series of binary digits that
ocaur in a pseudorandom fashion. Noting that a pseudorandom
sequence ca be generated using a bank of flip-flops arranged with a
memory-less feedbadk configuration, we used genetic dgorithms to
seach in the spaceof al possble pseudorandom generators to find
the one corresponding to the particular sequence of interest.
Generally, a pseudorandom generator can be @nstructed as shown in

Figure 3.3.
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F, Output Memory-LessLogic Network with
Unknown Feedback Coeffi cients

a0 al a2 a

Register Array
(Seriesof D — Type Flip-Flops)

v

v

CLK

Figure 3.3. Pseudorandom symbol generator with unknown feedbadk

coefficients.

Solving the prediction problem is analogous to finding the linear
feedbadk shift register system that would generate the signal being
observed. By finding the pseudorandom signal generator, one is able
to deterministically predict all future symbols in the sequence. This
predictionis of course passble asuming the sequenceif free of noise.
In the red world appli cations, one neeals to devise aprediction system
that takes noisy symbolsin the sequence under consideration. Genetic

algorithm methods have shown acceptable degreeof robustnessin the
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presence of noise [11]. In the following sedions, we daborate on
some genetic algorithm solutions to pseudorandom sequence

prediction problem.

3.3.1 How Pseudorandom Sequence Prediction Works

The symbols in a pseudorandom sequence ca be thought of as data
generated in a point of observation in a pseudorandom noise (PN)
generator. For example, the observation may be done at the output of
the feedbadk logic drcuit (output F) in Figure 3.3. Assuming a given
initial loading of the flip-flops, the genetic seach process is as

follows:

* Observethefirst bit in the sequence

» Given theinitial condition d the flip flop bank, seach through
all possible feedback configurations that may give rise, in the
output observation point, to the observed hit

* Asdggn high fitness, according to some objedive function, to
the feedbadk configuration circuits capable of producing the

observed bit; assgn low fitnessto al others
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 Appy the genetic dgorithm operators to dbtain a new
popuation
* Observe the second bit in the pseudorandom sequence
* Repeda the procedure to find a new fit population
» The seach is completed wntil all members of feedbadk logic

popuation are high fitness

To elaborate on the above problem, we provide the following example
in which a pseudorandom sequence is generated by a 3-stage PN
generator. Also we aaume the initia condition, i.e., the initial

loading of the flip-flops in the register array is known.

3.3.2 Seach for a Pseudorandom Sequence An Example

Let us consider the PN generator in Figure 3.4, with initial condition
for the three flip-flops D1, D2, D3 as [0, O, 1], respectively.
Furthermore, assume the point of bit observation is the output of D1

flip-flop. Let the sequenceof interest be:

Pseudorandom Sequence=11101001110100... (3.5
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Unknown Feealback Logic

D1

T

D2

Bl

D3

CLK

Figure3.4 Unknown pseudorandom noise generator with initial
conditionof [1 0 Q.

The desired feedback logic can be represented as function F, as s1own

in Equation (3.6).

F(d) = Y bd,,

(3.6)

Where i represents the number of registers in the aray, b's are

feedbadk coefficients {0, 1}, and d;’ s are outputs of the flip-flops.
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Starting with the first clock pulse, we randomly generate an initial
popuation of feadbadk logic drcuits. In the &ove example, eath
feedbadk circuit may be represented by a chromosome with three
genes sleded from {0,1}. For example, achromosome [1 0 (] would
represent a feedback circuit with only the output of D1 flip-flop
conneded in the feedback loop. That is,
bi=1, b,=0,b3=0;

F=b.d,0b,d,0b,d,.

Theinitial population isshown in Table 3.1.

Initial Population

110

100

010

011

Table3.1 Initial population of PN generators
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At the first clock pulse, ead individual chromosome gives rise to a
particular feedbad function F. Since we ae observing the bit at the
output of the first flip-flop (d;), the resulting F generated by ead
chromosome is computed and compared to the observed bit. A
chromosome whose arresponding PN generator resultsin

d; = observed bit,

recaves a high fitnessnumber (in this case, 10), otherwise it receives

alow fitness number of 2.

Initial Feedbadk |d;Vaue Fitness
Population Output F Associated with
the Individual
110 1 1 10
100 1 1 10
010 0 0 2
011 0 0 2

Table3.2 Fitnessof thefirst population
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This process is continued until only a single chromosome is
dominant in the eitire population and the seach converges to the
unique answer. Table 3.2 shows the fitness of the first popuation.
After fitness values are determined, the individuals undergo the
genetic processes of reproduction, cross-over, mutation, and the

seocond populationis produced. This processis shown in Table 3.3.

Initial Reprod- | Cross- | 2™ Reproduct | 3™
Popuation/ uction | over Popuat |-ion& Popuation
Fitness ior/ Cross-

Fitness | over

110/10 110 |110 |2 100 100
100/10 100 |100 |10 010 010
010/2 011 |010 |10 110 110
011/2 110 |111 |2 101 101

Table3.3 Derivation of 2" and 3" populations
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In the &ove example, usually in three dock pulses the aswer (i.e.,

the PN generator creding the observed pseudorandom sequence) is

found. The dgorithm results are shown in Figure 3.5.

1000

Performance of GA Search Algorithm for a Pseudorandom Sequence Genarator
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Figure 3.5 Performance of a genetic algorithm seach for a 3-stage

pseudorandom noise generator
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The plot on the left, in Figure 3.5, shows the average fitness of the
popuation of four chromosomes. The maximum fitness plot shows
the individual with the maximum fitness in the population. Fitness
function seleded in thisagorithm is fi,; = 2 * f;, where f; is the fitness
a diromosome in the aurrent popuation being used to dbtain the next
popuation. In approximately three d¢ock pulses, the eove dgorithm
found the desired sequence generator on [1 0 1] which corresponds to
the linea fealbadk shift register configuration shown in Figure 3.6

below.

XOR

AA

D1 D2 D3

CLK

Figure 3.6 Pseudorandom sequence generator obtained by the
genetic dgorithm in 3 generations corresponding to
sequence(3.5).
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In the following section, we discuss a case of sequence leaning where
the frequency of symbols appeaing in the sequenceisleaned through

trial-and-error interadions smil ar to the n-armed bandit problem.

3.4 Leaning the Frequency of Symbad Occurrence in a

Sequence — The Single-State, N-armed Bandit

This sdion includes a simple pattern and serves as a basis for more
complex sequences that will be discussed in the next chapter. In this
problem, the sequence ®nsists of a series of symbols composed of an
alphabet of k individual symbols [15]. Symbols may occur in any
combinations therefore there ae atotal of 2 — 1 symbols (not
including the dl-zero element) but only one combination occurs more
frequently than all others. The goal is to determine which symbol or
symbol combination occurs more frequently in the sequence Thisis
analogous to a non-associative, single-state, n-armed bandit problem
where n = 2 — 1. The non-asociative aamption is made to stress

the property that the dhoice of adion at any stage does nat depend on
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the action(s) previoudly taken. Furthermore, this represents a binary
bandit problem since the reward for seleding an arm is either high
(corred prediction) or low (incorred prediction). Seledion of an
adion is analogous to transmitting a particular vulnerability detection
test in our work where the cost of making a prediction is the use of
bandwidth. Since the system does not know which of the symbadls
have the highest probability of positive return, it must start the
learning process by taking eat symbol at random. During the initial
steps in our example, one of the dhoices of symbol will exhibit higher
rewards but it will be premature to decide that particular seledion as
being the best sdledion to take since the best seledion can be
determined only after an infinite number of trials. It is known
however that the seledion with the highest current reward most of the
times and seleding ather symbols with a small non-zero probability,
g, will yield the best results. This seledion padlicy is termed e-greedy
as previously discussed and in genera all action selection policies that
assgn anon-zero probability of seledionto al adions at all times are
cdled e—soft policies [37]. This is the problem of trade-off between

exploitation o the aurrent knowledge of adion values and exploration
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of other less rewarding adions. We used this method of adion
seledion by sample-average [37] method in our problem to determine
the most frequently occurring vulnerability. It should be noted that in
this thesis we use terminologies common in reinforcement learning.
Policy hereis the rules of symbol seledion, action denotes the choice
of symbol selection, and agent refers to the dispatcher.
To illustrate the gproach, we assume the symbol aphabet consists of
three symbols (k = 3). We used exploration coefficient € = 0.05 in
250 interactions. The results of the system’s leaning performanceis
shown in Figure 3.7. In the upper plot, the average reward per
prediction is shown. The dispatcher (agent) in this case transmits a
randomly seleded symbol. We designed the simulator (network) such
that no matter what the generated symbol is, the next symbol would
be aparticular symbol ‘C’ with the probability of 0.8. The agent
leans in approximately 50 interactions that ‘C’ is the most frequently
occurring symbol. The selection frequency of symbol ‘C’ is aways

dlightly lessthan 0.8 due to the imposed exploration coefficient.
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Figure 3.7 Performance of epsilon-greealy algorithm on the binary 3-
armed bandit. The results shown are averaged over 400

tasks.
The lower plot shows the percent optimal adion taken by the agent.
Optimal adion here is defined as the symbol seledion that results in
the highest possible reward. In this case, seledion d the symbol ‘C
Isthe best choice The percent optimal adion, however, never reades
100 duwe to the exploration. In some problems, it is possible to set the
exploration coefficient such that its value deaeases with time so that

in the limit, the aent’s policy will become deterministic. This
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example sets the foundation for the next sedions in that we use an
algorithm based on reinforcement learning methods to solve non-
asociative sequence problems. The reward function r(a) we assgned
to the ayent was r(a) = O, or 1, depending on whether the seledion of
symbol resulted in a match with the symbol generated by the
simulator. The average reward associated with a particular action is

Q(a), asample-average value of the adion.



73

Chapter 4

Reinforcement Leaning - Based
Algorithm for Vulnerability

AsEsInent

As discussed in the previous chapters, vulnerability detedion is a
problem that can be represented as a discrete sequence prediction. As
such, it is possble to devise various methods based on reinforcement
leaning that can be gplied to the sequence leaning problem. In
Chapter 3 we discussd straightforward techniques to learn various
speaal cases of sequence prediction.

Here we generali ze the sequence leaning problem to situations where

symbols in the sequence occur is more complex patterns and introduce
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our reinforcement learning-based algorithm to lean dscrete
sequence patterns for various types of patterns [30][32].

Such patterns involve non-associative seach algorithms becaise if a
particular symbol occurs with some statistic regularity in relation to
another symbol, then the dice of a symbol may depend on what
symbols occurred previously. For example if in a sequence of k

symbols, symbol s occurs- after another symbol s_, has occurred-
with a probability greaer than 0.5, then the next time s_, occurs, the

agent’s sleaion will bes.

4.1 Agent-Environment Interadionin SequenceLeaning

In our approach, the agent interads with the environment in the
following manner: The agent first takes an adion g (i.e., seleds a
symbol s asits prediction) then observes the network for response. If
the response is positive, the prediction was correct and the agent
recaves a highreward. Also the gyent becomes aware of the state of
the environment, that is, it knows now that the environment “contains

s.“ For simplicity, we cdl this state & “state of 57, or simply “s”
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The agent makes a note of this date and seleds its next action, a.;.
If the next adion gves rise to a positive response (resulting in a high
reward), the agent knows that from this particular state, a particular
adion has returned a high reward. The agent will remember the state-
aaion pair (s, a) asadesirable, high value situation. If, however, the
agent’s Eledion does nat give rise to a positive response, the reward
receved is low and the ayent considers the state-adion pair as a low
value one and will try another adion when encountering that state in
the future.

In our approach, we have expressed an inherently continuous problem
in terms of an episodic problem. Althoughthe agent interads with the
environment in a continuous fashion, the leaning process is
interrupted when the agent makes an incorred seledion. This will
bring the agent to the terminal state and an end to that particular
leaning episode. The following will elaborate further on our
discusson:

An important point to consider is that a negative response only means
that this particular symbol does not exist and says nothing about the

existence of any other symbol. We cdl this situation a terminal state.



76

The terminal state marks the end d the leaning episode. Leaning
from adions will no longer be possible since the state from which an
adion is taken is not known to the agent. From the terminal state, the
agent must continue selecting adions until one of the adions returns a
positive response. Only then the agent has entered a known state and
can nowv select adions and update its state-action values. a new
learning episode has started.

As the number of interadions increases and the agent maintains an
exploratory policy, the processin the limit will converge to a set of
state-adion pairs that will be optimal. The agent maintains a look-up
table of state-adion values that it has accumulated and continually
improved (i.e., updated) upon every interaction from a known state.

A diagram depicting this interadion processis siownin Figure 4.1.
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State = Terminal State =5 (non-terminal)

R=0 R=1
R=1
R=0

Figure4.1 Agent’s State transitions upon high-reward or low-
reward adions

4.2 Simulator Designto Model the Environment

We will discussthe dgorithm'’s performancein leaning various types
of discrete sequences. In our work, we wrote our simulations in
Matlab where the symbols are aded as binary vedor (See Appendix
A). For a symbol aphabet of n, the symbols and their combinations

are n-topple binary vedors as siown in Figure 4.2.
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Symbol Vedor Representation of Symbol
a [1000...0]
b [0100...Q]
{ab} [1100...Q]

Figure 4.2 Vedors representing symbolsin the sequence

For example, we considered a sequence in which all symbols occurred

with equal probability except that when a symbol a occurs, the next

adjacent symbol is b with agiven probability > 0.5. Examples of such

sequences are given in Figure 4.3 (alphabet = 10).

ool NololNol NolNoNe
ololololololNoloNal

olololololoNoNol e

olololololoNoNoNol

oNoNolNoNoloNoNoN Ne

ololololololNoloNal

olololololoNoNol N

oNololololoNoNoNaol

olololololololNol e
OCOO0OO0ORrRrEFRPROOOO

Figure4.3 Thefirst 10 symbolswith [a,b] occurring with pr. = 0.9.
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4.3 Reinforcement Leaning- Based Algorithm to Deted

Multi ple Patterns

In order to elaborate on the algorithm developed here, we mnsider a
simulation that generates a sequence of symbols made up of an
alphabet of choice (five, ten, etc.). It isthen assumed that a symbol s
occurs in the sequence with the probability of Pr > 0.5 and when it

does, it is aways followed by a symbol s,,. The leaning task isto

detect this pattern thereby increasing the likelihood d corred
predictions.
The algorithm works in this way:
» |nitiadlize alook-up table, the table of state-adion values to
zeo; start from the terminal state
» Seled an adionfrom the symbol set with uniform probability
» |f adion == simulator, mark start of episode:
o Continue e-greedy action selection acarding to Sarsa or
Q-learning rules, keg updating the look-up table of

state-adion values
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* |f new adion ~= simulator, start over from the terminal state
* Repeda until end d interaction, or until state-adion matrix

values have mnverged.

We performed the agorithm using oth Sarsa and Q-leaning
variations and our results showed a dlight improvement in
performance using Sarsa method [30]. The Sarsa method all ows for
more exploration, which is consistent with the observations made
from other reseach [37]. Although Q leaning generally results in
faster convergence, it explores less than the Sarsa method. The
Matlab code for a Sarsa-based algorithm is provided in appendix B.

We discussd the two methods of Q-leaning and Sarsa in Chapter 2
and provide the update rule for these gproadhes again in Equations

(4.1), (4.2) respedively.

Q(S,a) - Q(S,a) +da [ r+ymax Q(S’ ,a,) - Q(S’a)]1 (41)
Q(sd) ~ Q(sa) +alr+yQ(s.a)—-Q(sal (4.2)
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In another example, we used a threesymbol simulator with symbols
A, B, and C and all combinations. To emphasize on the problem of
bandwidth limitation, we restricted our adion seledion to ane symbol
at atime. Actions that resulted in high reward obtained +1 and those
with low rewards received —3. The simulator produced symbols with
the probability shown in Table 4.1 that shows the symbol transition
probabilities. It is assumed that the simulator makes one symbol
transition at atime. Here, the smulator starts transitions from empty
state (no transition, ®) and moves to state C with the highest
probability. Symbol B occurs most often after A. Finaly, when B
occurs, it tends to be repeaed. We have also used a one-step learning

approach (TD(0)).
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® | A B C | AB| AC | BC | ABC

00(.15|.15(07 00| 00| 00| 0O

005/005/ 00| 00| .8 005 00| 00

01/00(07(00j 01 00|01| 00

O|lm|>» |6 | ¥

01/00(00(07] 00|01 |01| 00

AB | 00 |005| .85 |00 |005| 0.0 | 0.0 | 0.05

AC {0001 /00{01[00|01|00| 07

BC [00,00| 45| 45| 00 00 |005| 0.05

ABC |00/ 0000|0002 |02 05| 01

Table4.1 Pattern of Symbols Generated by the Simulator

The step size parameter o = 0.1, discount factor y = 0.9, and a
decaying exploration coefficient ¢ = 1/t, where t is the number of
times a particular adion is sleded. The look-up table of state-action
values obtained by Sarsa and Q-leaning approadhes are shown in

Figures 4.4 and 4.5 below.



Q(s,9 ActionA | ActionB |ActionC
State ' T’ 0 0 0

State ‘A’ -0.2900 | 0.2144 -0.3544
State ‘B’ -2.1800 | 1.8888 -2.3223
State ‘'C’ -2.2092 -1.0703 1.8569

Figure4.4 State-adion Values, Q(s,a), Leaned by Q-Leaning

variation of the dgorithm in 1000 steps

Q(s,9 Action A Action B Action C
State ' T’ 0 0 0

State ‘A’ 0.0638 1.0271 -1.9862
State ‘B’ -2.4215 0.0129 -1.4747
State ‘C’ -2.9194 -2.5794 1.9574

of the Algorithm in 1000 Steps

Figure4.5 State-adion Values, Q(s,d), Leaned by Sarsa Variation

83
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In both approades, the dgorithm succesdully leaned to sdled
symbol C most of the time as indicaed in bold letters. Thisis shown
in agent’s look-up table having the largest value for adion “C” when
in state “C”. Furthermore, the agent has also leaned that when in
state “A”, its best adion is sleding the symbol “B” as expeded. In
another variation o the dove pattern, we let the ssimulator produce a

series of symbols make up of an alphabet of five.

Performance of TD Algorithm in Vulnerability Prediction
0.4 . .
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o
[~3

[N ]
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e
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Figure4.6 Leaning a pattern involving a symbol pair.
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We let a particular symbol pair (s, s) occur with the probability Pr =
0.6. The symbol alphabet is five. The number of interactions as
shown in Figure 4.6 is 1000. The plots shown are averaged over 400
tasks. The exploration coefficient used is 0.1. The lower plot shows
the percent optimal adions. Optimal adion in this problem is defined
as the adion that the agent would take if it had a prior knowledge of
the sequence patterns. Alternately, the optimal adion here can be
considered as follows: If the first adion is 5 when the previous adion
was §, then the adion is optimal. The plots in Figure 4.6 are
interpreted as follows. In the entire sequence the pair (s, ) occurs
with a probability of 0.6. Consequently ead the symbol s occurred
with Pr. = 0.3. As diown in the lower plot, the agent’s percent
optimal adion converges to dlightly higher that 15. This represents
correct seledion of adions gightly more frequently than 30 percent of
the time, as expeded. It exceeds Pr. = 0.3 because & times, the agent
acadentally seleds an adion that matches the ssimulator output even
though it’s nat s. Similarly, the upper plot shows average reward
improving to converge to values gightly better than 0.3. The agent’'s

prediction increases as the number of interadions (predictions and
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rewards) with the environment increases. The same experiment is

shown in Figure 4.7 but the symbol aphabet isincreased to 10.

Pertformance of TD Algorithm in Vulnerability Prediction
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Figure4.7 Leaning a pattern involving a symbol pair with symbol
alphabet of 10.

As seain Figure 4.7, average reward and percent optimal adions are

reduced gredly compared to Figure 4.6 since the number of possible
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symbols to choose from is increassed. The leaning rate however
improves as the number of predictionsincreases.

An interesting variation d above symbol-pair pattern is when a
symbol s occurs randomly, but when it does occur, it is followed by
another symbol s with a cetain probability. This is more difficult
than the pattern mentioned previously because the two symbols do not
occur in adjacent time deterministicdly. Such a pattern is harder to
detect and as Figure 4.8 shows, our formulas for computing average

reward and percent optimal adions did not reved leaning by the

agent.



88

s )

Avarage Raward
oo o
RS

o

—
_h

—
L]

[

% Optimal Action

L]

W] 200 400 a00 200 1000
Predictions

Figure4.8 Prediction results for a difficult pattern showing an
apparent ladk of improvement in learning

A closer inspection at the ayent’s performance, however, shows that

in the limit, the agent's date-adion values in its look-up table

demonstrates that the leaning dojedive is acomplished. This is

shown in Figure 4.9.
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S1 S2 S3 HA S5

State | 1.4664 | 1.8812 | 1.7668 | 1.5011 | 2.7597
gtlate 1.5851 | 1.5984 | 0.9737 | 1.6029 | 2.9328
gtzate 14243 | 1.9212 | 1.6616 | 1.8746 | 2.5791
gtsate 1.1918 | 1.0634 | 2.0726 | 2.4542 | 3.2788
iate 1.3728 | 1.8293 | 1.2956 | 1.8201 | 2.7156

Figure 4.9 Matrix of state-adion values (look-up table) generated by
the agent showing prediction performance Symbol s
acdhieved highest value when in “ State of s;.”
In the experiment shown in Figure 4.9, we let all symbols occur in the
sequence with equal probability except that when symbol s, occurs,
the next symbol is s5 with probability of 0.6. The agent achieved the
matrix values using the Sarsa-based learning in 20,000 interadions.
Rows one through five represent the five states in this problem
(symbol alphabet isfive). The termina state is not shown since state-

aaion valuesin the terminal state are by definition zero. The @wlumns

represent possble actionthat can be taken from a state.
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44 Comparison o Vulnerability Detedion with General

Sequence Prediction

In this dion we show a comparison of our network problem with the
general discrete sequence prediction, as mentioned in Chapter 2. The
vulnerability prediction differs from general sequence prediction in
that the symbols generated by the sequence ae not visible to the
agent. The aent first has to probe the network by transmitting a
vulnerability test. If the particular vulnerability exists in the network,
the prediction is corred. Otherwise the agent remains unaware of the
state of the network [30]. This is equivalent to a sequence having
generated a symbol, but the agent not being able to see it. If the
prediction is not corred, the agent has no knowledge of what the
generated symbol might be. Figure 4.10 shows the alvantage of
sedng the symbol by the agent in a general sequence prediction

problem.
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Figure 4.10 Comparison o vulnerability prediction (lower values)
with general sequence prediction (higher values)

The initia probing of the network (to find wilnerability) credes
additional problem for the agent and greatly reduces the speeal of
convergence while increasing the overhead cost in the prediction task.
This problem is not encountered in a general sequence prediction. As
shown in Figure 4.10, both the average reward and percent optimal
adion dbtained by the agent are higher for the case of genera

sequence prediction. In this example, the frequency of occurrence of



92

the pattern (s, Ss) pair is <t to 0.8. For example in the upper plot
showing average reward in ead adion, the genera sequence
prediction task converges to 0.8 as expected, whereas the average
reward obtained in the vulnerability prediction converges only to
dightly higher than 0.2. The slower leaning rate, as explained above,
IS due to the faa that the failed wulnerability predictions do not
contribute to any leaning improvement. The results shown are
averages obtained by repeding the prediction task 500 times.

In this chapter, we described our reinforcement learning-based
algorithm and showed the performance of this algorithm as applied to
various reinforcement leaning tedhniques such as Sarsa aad Q-
leaning. In the next chapter, we will describe, for comparison,
another approach to wlnerability prediction problem using
evolutionary methods. We will compare the performances of these
two methods and show that in our particular problem where the
constraints in bandwidth is the most significant resource limitation,
the reinforcement learning approach is a more suitable solution to the

prediction problem.
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Chapter 5

Vulnerability Detection Using
Evolutionary Computation

M ethods

Genetic and evolutionary algorithms have been a popular approadc to
leaning different cases of sequence prediction. In this chapter, we
elaborate on a genetic dgorithm—based approach to sequence
prediction. We show various modifications that needed to be made to
the genetic goproach in order for it to be gplicable to our
vulnerability detedion problem.

Genetic dgorithms can be used in various ways in the sequence
prediction problem [20]. For instance, a genetic dgorithm can be
developed to seach for the most effective agents for a given

predictiontask. In agenetic search problem, a reinforcement leaning
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agent can be described by its genetic make up:  exploration
coefficient, step-size parameter, learning rate, the update rule, etc.
Our approach to sequence prediction using genetic dgorithms is

described and results presented in the foll owing sections.

5.1 GA System Parameters

We considered a population of chromosomes eat having a diff erent
symbol prediction property. In ead time instance, the individuals
make aprediction and observe the outcome. Depending on whether
the prediction was corred or incorrect, a partial fitness value is
assgned to the gene responsible for the first prediction. The second
predictionis made and afitnessvalue is generated for the second gene
responsible for making this prediction. This processis repeaed until
al genes in the population have made their predictions and the total
fitnessfor al chromosomes in the population is computed. The next
popuation is then derived using genetic operators of crossover,
mutation, and reproduction. In this approach, the individua’s life
gpan is equal to the number of genes which in turn equals the number

of predictions. If we are interested in finding a pattern in a sequence
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of a cetain number of symbols, (say, 5) we would construct a

popuation of chromosomes composed o five genes responsible for

making five consecutive prediction.

structure of such a popuation.

Figure 5.1 shows the genetic

S3 S1

S2

S1

Figure5.1: A population composed of individuals with various
prediction policies acmrding to their genetic make-up.

Here, chromosomes made up of a sequence of genes represent the

members of the population.

Eadh gene can be thought of as the

individual’ s genetic disposition to make aparticular prediction. In the

example below, the prediction tendency is deterministic although this

neeal not be the case. For example, the diromosome on the top of the

figure predicts symbols in $4, S1, S2, S3, .... The final population



96

will be composed of a majority of individuals with the gene
arrangement corresponding to the desired dedasion making policy.

Figure 5.2(a) shows an initia population for at the beginning of a
sequence prediction problem, consisting o genetic arangement
uniformly distributed in the dromosome. Here we @nsider a
simplified case by credaing populations to learn pattern in two

conseautive symbols.

Initial Popuation d 20 Chromosomes

1/3|5(3|1|5|5|5(5[|3|3|3]2|3(4/4|3|2]2]|3

214121 (5/1|5/4|/5|1|5|1|3(3|2|5|1|2|2|4

Figure 5.2(a) A randomly generated initial population of two-
gene dhromosomes.

After the leaning evolutionary process afina population is siown in

Figure 5.2(b), showing a popuation predominantly made up o

chromosomes with the desired genetic arangement. Note the first

two genes are mostly composed o (b a) symbols, since that was how

the sequence generator was designed.
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Final Popuation Chromosomes

21212222222 |2|2|2|2|2|2|4(2]|2]|2]|2

111412 }j2}j2|j1j1|1,14141(2;1}1j1|1|1|5/|1

Figure 5.2(b) An example of the final population after 1000
generations interading with the simulator
generating symbols with (2 1) appeaing with the
probability of 0.9.

5.2 GA-based Methods and Performance Results

The simulator in this problem generates a sequence of symbols from
alphabet of five. A pair of symbols occurs with probability of 0.8
throughou the sequence. The 2-gene population is creded to learn
patterns involving two conseautive symbols. This example can be
expanded for cases where leaning patterns involving more symbols
are of interest. The population readies a @mnvergence state when
greaer than half the population consists of similar chromosomes. The
genetic arangement of this majority will determine the pattern
generated by the simulator. The evolutionary code is provided in

Appendix C. In Figure 5.3, after approximately ten generations, the
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majority chromosomes immerge when the ratio of fit chromosomes
readied 05. Theratio of fit chromosomes never readies the ided 0.8
due to mutation rate. Incorporating a mutation rate is necessary to
prevent the population to prematurely read a sub-optimal population.
The plot on the right hand shows average generation fitnesswhere the

fitnessranges from zero to 100.
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Figure5.3 Performance of popuation composed of 2-gene
chromosomes. Symbol alphabet = 5, Population = 75,
symbol-pair occurrence probability = 0.8.

Increasing the popuation size of course improves the leaning

performance of the genetic dgorithm. Using the same parameters as

above, if we use apopuation of 10 chromosomes we'll get reduced

performance & shown in Figure 5.4.
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Figure5.4 Performance of genetic dgorithm with population size
reduced to 10.

We neeaded to make modification to the dgorithm so that it could be

applied to our vulnerability detection problem. In order to consider

bandwidth limitation, we had to make sure that genes in a

chromosome dways represent a single-symbol. This resulted in
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speaal issuesin the design. Some of these problems are explained in

the following sedion.

5.3 Observations on Cross-over, Mutation, Gene
Representation

We originally implemented a binary vector gene representation. Each
gene was represented by the symbol it would predict. In this way, an

individual would be represented as shown in Figure 5.5.

10000 00100

Individua 1

01000 00100

Individual 2

Figure5.5 Sampleindividuals from apopuation.
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In the process of crossover, for example, a new gene may be aeaed
such as;
01100
Such a gene represents a prediction of more than one symbol. This
violates our limitation of symbol prediction to one since its use of
bandwidth will be excessve. To corred this problem, we represented
genes as dedmals. The operation of cross-over was therefore revised
to recombination. A similar problem was encountered with mutation.
Another problem creaed by mutation operator was that a gene that
was outside our symbol alphabet might be aeaed. For example, in
symbol alphabet of ten, where genes have awy value between one and
ten, mutation might create a “11” gene. We therefore modified the
mutation operation to asaure that before going to the next popuation,
all genes will be single-symbol prediction genes. Our mutation code
Is presented in Appendix D. These modificaions were necessary to
make a orred comparison between our reinforcement learning-based

algorithm and the genetic-based algorithm in this work.
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5.4 Advantage of Reinforcement Leaning— Based

Algorithm over the Genetic Algorithm Approach

The most important advantage of our reinforcement leaning — based
algorithm in sequence prediction is that the agent achieves leaning
through single-symbol interadions [23]. This was the desired method
of learning because it was most sensitive to our bandwidth constraint.
The genetic dgorithm — based approach, however, neals to alow all
individuals in the population to interad (transmit tests) with the
environment in order to determine the fitnessof all individual. This
extensive interadion must be performed at every instance of network
observation. At a minimum, there must be elough individual
interadions at ead step to allow all individuals with dstinct genes to
interad. (Therefore the minimum number of interadions at eat step
would be equal to symbol alphabet.)

In the next chapter, we compare the various algorithms' performance

with resped to transmisson noise.
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Chapter 6

Effeds of Transmisson Noise on

Algorithm’ s Performance

In order to evaluate the performance of algorithms discussed
previoudy in a pradicd network situation, we introduced
communicaion noise into the sequence [23]. We aeded a
deterministic and simple sequence of alternating zeros and ones
that the dfed of noise on the performance would be more easily
observed. The noise introduced is additive white Gaussian with zero
average value. We further made observations on the effed of various
design parameters in both reinforcement leaning (the exploration
coefficient) and g@enetic dgorithm (population size, mutation

coefficient) on prediction performance The results are provided in
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the following sedions. Furthermore, we measured prediction

performance under various sgnal-to-noise values.

6.1 Effectsof Noise onthe Reinforcement Leaning-Based
Algorithm

Figures 6.1 and 6.2 show the performance of the reinforcement
leaning agent under various sgnal-to-noise values. Since the
simulator pattern is perfedly ordered, exploration in higher SN
ranges is unnecessary and in fad it is a disadvantage. The plot for
zero exploration (¢ = 0) shows the lowest bit error rate value in the
S/N > 5 range, as expeded. This is expeded since for deterministic
symbol pattern, there is no neeal for exploration and the performance
will be & its optimum. For lower S/N however, exploration of 0.1
results in slightly better bit error rate. For noisier signals, exploration
results in improvement in performance since it leals to finding more

optimal adion seledion.
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Figure6.1 Performance of reinforcement learning algorithm in

presence of noise: exploration coefficient’s effed on

prediction error. Exploration coefficient = 0.1.
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6.2 Effectsof Noise onthe Genetic Algorithm — Based
Prediction Method

The genetic dgorithm-based system’s performance is shown in
Figures 6.3 and 64. As in the aove case, the effect of the main
parameters of the genetic dgorithm system, such as population size, is
shown for various sgnal-to-noise values.

As expeded and demonstrated in these examples, the lower mutation
rate results in better (lower) error rates particularly when S/N values
are high. This is evident by inspection of figures 6.3 and 6.4.
Mutation rate in genetic dgorithm-based approach in this case is
analogous to exploration ratio in reinforcement leaning algorithm.
Mutation rate's effect on performance with resped to noise levels can

be seen in Figures 6.1, 6.2, 6.3, and 6.4.
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The @owve experiment was aso peformed using a smaller

popuation. The performanceresults are shown in Figures 6.5 and 66

below.
o Performance of GA System (Population=10, Mut. = 0)
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Higher population size generally improves error rates as shown in
Figures 6.3 and 6.4. Also as expected, when S/N values are high, the

lower mutation rate results in better (lower) error rates.
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Chapter 7

Conclusions and Future Research

We showed in Chapter 4 two dfferent approaches to sequence
prediction, which exhibit leaning through interaction with the
network. Although both algorithms can be used to deted sequence
patterns, bandwidth constraints in the wireless network applicaion
makes the reinforcement leaning approach the preferred method.
Thisis because learning is achieved through interadion of one entity,
the agent, with the environment at ead learning instance In the
genetic dgorithm case, however, multiple members of a popuation
may nedl to interact with the network in order for the fitness of the
entire population to be determined. Some aeas of improvement to the
algorithms presented here ae gparent. For example, the fad that
vulnerability sequenceis invisible to the dispatcher introduces a great

reduction in performance dficiency since only corred predictions
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contribute to learning. This accounts for low percent optimal adions
experienced by the agent [23]. All predictions that return a negative
response from the network result in fruitlessuse of bandwidth as well
as other resources. One obvious remedy to this limitation is that after
the incorred prediction has been made, the agent’s next seledion be
based on which symbols have returned positive response, regardless
of the state from which the symbol was sleded. Alternatively, the
terminal state can be redefined to represent a state from which and all
adions are evaluated in a look-up table. In this way, the agent’s
symbol seledion is never random. Another areaof future work isin
developing algorithms that lean patterns that might exist between a
large number of consecutive symbols.  Such algorithms will
undaubtedly require agreaer number of interactions with the network
and consequently result in a greater cost of leaning. Reseach must
be wncentrated on ways to read optimal leaning stage in as few
Interadions as possible.
There remain some open questions at theoreticd as well as
experimental levels. We need to acknowledge some of theseisauesin

thiswork.
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7.1 Open Theoreticd Questionsin Reinforcement

Leaning — Based Methods

The ever present question in reinforcement leaning problems is the
dilemma of trade-off between exploration and exploitation. How do
we devise an algorithm that will efficiently find the optimal value
function? The process of leaning is described as the process of
Improving an approximation of the optimal value function by
incrementally finding a solution to this st of equations. Exploration
Is defined as intentionally choosing to perform an adion that is not
considered the best for the express purpose of acquiring knowledge of
unseen states. In order to identify a sub-optimal approximation, state
space must be sufficiently explored. More discussions of the issues of
efficient exploration can be found in Thrun'swork [32].

Another open areaof reseach in reinforcement leaning as related to
our work isthe dficiency of bootstrapping. Boatstrapping is the most
important asped of temporal-difference (TD) leaning which our

algorithm is based upon. Boadtstrapping TD methods have been



shown empirically to learn substantially more dficiently than Monte
Carlo methods which have no bootstrapping. (TD methods update
estimates of the values of states based on estimates of the values of
succesr states. That is, they update estimate on the basis of another
estimate. This is known generally as Boatstrapping.) In many
problems performance of TD methods has been better than the Monte
Carlo methods and various analyticd results have been shown to
support this idea [39], but only for particular tasks and initial settings.
Therefore, we have a range of results that suggest that bootstrapping
TD methods are generally more efficient than Monte Carlo methods,
but no definitive proof. While it remains unclea exadly what should
or could be proved, it is clea that this is a key open question at the

heat of current and future reinforcement leaning research.

7.2 Evolutionary Methods in Seaching for Optima

Reinforcement Leaning Agents

Genetic dgorithms can be used in various ways in the sequence

prediction problem as discussd in this thesis. We believe agenetic
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algorithm can be developed to search for the most effedive agents
for a given problem. In a genetic search problem, a reinforcement
learning agent can be described by its genetic make up: exploration
coefficient, step-size parameter, leaning rate, even update rule.
Figure 7.1 shows how such a genetic algorithm can be used. The
individuals are made to interact with the eiwvironment and their

learning performanceis measured so asto indicate their fithess.

Gene Pod

Phenotype Relative Fithess

l

Leaning Environment

Figure 7.1 Genetic dgorithms used in search for areinforcement
learning agent; a gene represents the set of reinforcement
leaning parameters.



One measure of leaning performance @n be, for example, how high
as average reward in an episode the agent can achieve within a finite

number of interadions.

7.3 Evolutionary Methods Effeded by Individual Leaning

An interesting problem has been suggested by which individual
leaning can alter the course of evolution. One such medhanism is
cdled the Baldwin effed, after JM. Badwin (18%), who first
suggested the idea The Baldwin effed is based on the following
observations. First, if a chromosome is evolving in a danging
environment, there will be evolutionary presaure to favor individuals
with the capability to learn during their lifetime. In fact the aility to
lean allows an individual to perform a small locd seach during its
lifetime to maximize its fitness In contrast, non-leaning individuals
whose fitnessis fully determined by their genetic makeup will operate
at a relative disadvantage. Secoondly, those individuals who are able
to learn many traits will rely less $rongly on their genetic code to

“hard-wire” traits. As a result, these individuals can support a more
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diverse gene pool, relying on individual leaning to overcome the
“missing” or “not quite optimized” traits in the genetic code. This
more diverse gene pool can, in turn, suppat more rapid evolutionary
adaptation. Thus, the aility of individuals to lean can have an
indired acceeration effed on the rate of evolutionary adaptation for
the entire popuation. We believe this property of leaning should be

explored in order to improve our sequence prediction problems.

7.4 Large State-SpaceProblems

So far our reseach involved finite state-space problems. In cases
where the number of known vulnerability becomes exceedingly large,
the look-up table method of updating state-adion values may no
longer be feasible. Although several methods in reinforcement
leaning area have dedt with this problem using function
approximation methods, we believe the key feature in our problem,
namely bandwidth limitation, presents new and interesting chall enges
that need to be reseached extensively. As discussd in this thesis,
bandwidth limitation forces the agent to limit its exploration d adions

from a given state by selecting anly a small sub-set of possible
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adions. This limitation, and the faa that the agent has a partial
ability to see the environment are perhaps the single key asped of
vulnerability detedion problem that makes it a unique cae of genera
sequence prediction.

Developing algorithms and ideas that can improve our ways to solve
problems presented in this work will undoubtedly have a positive
impact in all wireless networks in today’s complex communication
systems. The issues of seaurity and wlnerability in our
communicaion systems are beooming increasing important
considering that more diverse wireless ystems are being introduced

to mobil e communication systems.
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Appendix A

The following code is a simulator generating a sequence of symbols
with the symbol pair [2 1] appeaingwith a desired frequency. Such a
code may represent a pattern in the gopearance of vulnerabilities in
the network. In this case, alphabet of symbolsisset to five. A total of

N = 1000symbols are generated:

% generate N symbols from a phabet of 5 (32 - 1 possble non-zero
% combinations);

% Pattern: [b a occurswith f probability.

% first get output vector; N symbolsin integer form

alphabet=5;

adioncombo=1, % number of symbol combinationsin each
ACTION; if 1, adions (i.e., predictions) are single symbol.
numsymbol s=2"a phabet-1;

output=zeros(1,N);

outputvedor=zeros(al phabet,N);
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simulator=zeros(al phabet,N);
% choose symbolsin the pattern
bl=zeros(a phabet,1);
b1(2)=1;
b=b1;
al=zeros(aphabet,1);
al(1)=1,
a=al,

%** kkkk kkkk kkhkk kkhkk kkkk kkkk kkkk kkhkkk kkhkk kkkk kkkk kkkk kkkk

% crede matrix of others (symbols other than band a).
Ok * ik okkk kokek K kk kokk K kkk koekk Kk Sk bk ko K bkk K kk & ok
% first crede the set of all possble symbols
for i=1:N
symindex=cel (rand*numsymbols);
output(i)=symindex;
end
% convert output symbolsto binary vedor form
for j=1:N

z=zeros(alphabet,1);
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cint=output(j);
cchar=de2base(cint,2);
ccharinv=cchar’,
cbin=bin2dec(ccharinv);
[r c]=sizg(chin);
r1=al phabet-r;
r2=rl+1,
z(r2:alphabet)=chin;
outputveaor(:,j)=z;
end
% now find set of 'other' by eliminating single occurrenceb's and a's
from the outputvedor
for j=1:N
if isequal (outputvedor(1,)),1) | isequal (outputvedor(2,j),1)
% if xor(outputvedor(1,)),outputvedor(2,j))
outputvedor(:,j) = zeros(al phabet,1);
else
end

end
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count=N;
while count>=1
If outputvedor(:,count)==zeros(alphabet,1)
outputveador(:,count)=[];
else
end
count=count-1;
end
other=outputvedor;
% now crede aflag to insert pattern
rate=f/100;
p=rand(1,N) < rate; % binary vedor
% Impose pattern:
pattern=repmat(a,1,N);
for j=1:2:N
pattern(:,j)=b;
end
for k=1:N

if ~p(k)
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[r c]=sizg(other);
idx=cél (rand*c);
pattern(:,k)=other(:,idx);
end
end
simul ator=pattern;
Qi ko ok Kk Ak Kk Kk Kk kokk koek kokk ko ok ko
% Now determine symbol Set, the set of possible ACTIONS
% (cdl it symbol Set to be mnsistent w/predictEpattern code)
% In this case, adions can be single or double alphabet set
Otk Hokk kkok % kok Kk Kk Sk kk Sk okk kokk ke Kk Kk ke ok okk
total=1:numsymbols; % first get integer set of all posgble actions
% now convert to binary set of all possble
adions.
total bin=zeros(a phabet,numsymbols);
for j=1:numsymbols
z=zeros(al phabet,1);
cint=total (j);

cchar=de2base(cint,2);



ccharinv=cchar’;
chin=bin2dec(ccharinv);
[r c]=size(chin);
r1=al phabet-r;
r2=rl+1,
z(r2:alphabet)=chin;
totalbin(:,j)=z;
end
set=zeros(al phabet,numsymbols);
for i=1:numsymbols % 'set’ isall single & doulde symbol
adions
col=totalbin(:,i);
if  sum(col)==actioncombo
% Let's generate only single adions.
set(:,i)=cal;
end
end
Set;

| astSet=set;
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count=numsymbols; % eliminate all -zero columns out of

'set’ to get final answer
while count >=1

If lastSet(:,count)==zeros(a phabet,1)

lastSet(:,count)=[];

end

count=count-1;
end

symbol Set=lastSet;



Appendix B

Reinforcement leaning prediction code based on the on-policy,
temporal-difference leaning. The look-up table of state-action values
maintained and updated by the agent is represented by the “SARSA”

matrix in the foll owing code:

function [SARSA ,R,optad,symbol Set] =
predictEgenpair(N,f,E,apha,gama)

%FUNCTION

[SARSA,,R,optad,symbol Set,t]=predictEgenpair(N,f,E,a pha,gama)
% Predict pattern of symbols generated by simulator ‘genpair’;
pattern: pattern "b,a" occur f percent of the time;

% genpair generates 5 symbols (a,b,...) represented by 5-tupple
binary vedor, plus all combinations

% Inputs:

% f=frequency of occurrence of the symbol pair 'b,a.

% E= epsilon for epsil on-greedy algorithm
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% alpha= step size paremeter
% gama= gamma, discount fador
% Ouputs:
% SARSA= matrix of state-adion values obtained by SARSA
update rule
% As=Action seleded on trial |, j=1:N
% Ss=Stateontria j, j=1:N
% R=reward onadionj, j=1:N
% optad= che if actionis optimal in eat step (if adionisa
% after occurrenceof b, it isoptimal.
% epi_length= length of episode in # of conseautive state
transition
%  gen3pattern; aphabet=3;
%  genpair; % generate the sequenceof N
symbols with desired f
numChoices = length(symbol Set); % symbol Set is defined in
gen5
numStates=numChoices + 1, % States correspond to adion

choices plus 'Terminal’ state
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SARSA=zeaos(numStates,numChoices);
As=zeros(alphabet,N); % Storage for adion
R=zeros(N,1); % Storage for averaging reward
Q=zeo0s(1,numChoices);
optad=zeros(N,1);
opt=0;
% Initialize ation
Otk *ekk kokkk ok kek Kk ok kokk koekk kk Kk Kk bk kkk Kk ekk
terminal=1, % start from terminal state until you dscover
starting state
cQ=cal (rand*numChoices);
adion=symbol Set(:,cQ);
% Now we're realy to start interaction
Qi ok ok Kk Ak K kk Kk Kk kokk kak ok ok ok ko
for j=1:N
If terminal

sim=simulator(:,j);
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[state, reward]=compare(action,sim,numChoices,numStates,symbol Set
); % Interact with simulator
if reward==1

% if adion==simulator(:,j)

cS=state;

%cS=cQ;

Q=SARSA(cS,); % a starting state is discovered
cQ=Egredaly(Q,E); % seled actionin this state

adion=symbol Set(:,cQ); % adion for the next round

terminal =0;

cR=0;

else

cQ=cel (rand*numChoices); % seled another random adion
and go badk to terminal state

adion=symbol Set(:,cQ); % adion for the next round

terminal=1;

cR=0;

end
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else
Qi ok ok Kk K kkk Kk Kk Kk kokk kokk ok ok ok ko
% In Episode: get CR, update state-action values acarding to:
% SARSA(CS,cQ)=SARSA(cS,cQ)+apha*[cR +
gama* SARSA(new_cS,new_cQ)-SARSA(cS,cQ)];

%** kkkk kkkk kkkk kkkk kkkk kkkk kkkk kkkk kkkk kkkk kkkk kkkk kkkk

sim=simulator(:,));

[state,reward]=compare(action,sim,numChoices,numStates,symbol Set
); % Interact with smulator
If reward>0

%if adion==simulator(:,j)

%cR=1,

cR=reward;

new_cS=state;

new_cS=cQ;

new_Q=SARSA(new_cS;);

new_cQ=Egreedy(new_Q,E);
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If (adion(2)==1 & symbolSet(1,new_cQ)==1) % if next
adion has'a and current adion had 'b’
%if (adion==b & symbol Set(:,new_cQ)==a)
opt=1,;
else
opt=0;
end
SARSA 1=SARSA(cS,cQ);
SARSA 2=SARSA(new_cS,new_cQ);
SARSA 3=gama*SARSA 2;
SARSA 4=cR+SARSA 3-SARSA 1;
SARSA(cS,cQ)=SARSA 1+dpha* SARSA 4;
CcS=new_cS; % for the NEXT round, get cS and
cQ & adion
cQ=new_cQ;
adion=symbol Set(:,cQ); % action for the next round

terminal=0;

else
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cR=reward;
%cR=0;
new_cS=numstates,
new_Q=SARSA(hew_cS;); % we ae a terminal state
new_cQ=cal (rand*numChoices); % thiswill be next
adion, taken at random
%if (adion==b & symbol Set(:,new_cQ)==a)
if (adion(2)==1 & symbol Set(1,new_cQ)==1)
opt=1;
else
opt=0;
end
SARSA 1=SARSA(cS,cQ);
SARSA_2=0;
SARSA_3=0;
SARSA_ 4=CR+SARSA 3-SARSA_1;
SARSA(cS,cQ)=SARSA 1+apha*SARSA 4;
cQ=new_cQ;

aaion=symbol Set(:,cQ); % action for the next round
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termina=1;
episode=0;
end
%UPDATE FOR NEXT GO AROUND.
Ss(j)=cS; % keep alist of index of statesvisited
R(j)=cR;
optad(j)=opt;
end
As(;,))=adion; % keep alist of adions

end



Appendix C

The following code is one of the variations used in deriving the results
in this thesis. The code is based on genetic dgorithms we used to
illustrate prediction of patterns involving a symbol pair in a discrete

sequence.

% Genetic Algorithm in sequence prediction
getpop_cenpair; % initialize 'pop’, the first population; and all
generated symbols by ‘genpair’ simulator
f1=zeros(generationsize,1);
f2=zeros(generationsize,1);
string_fitness=zeros(generationsize 1);
count=0;
for i=1:N

iIf mod(i,2)==0 % compute 2nd predicion and get string fitnessof
2nd gene

v2=simulator(:,i);
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for j=1.generationsize

gene=eye(aphabet,chrom2(j)); % chroml,chrom2 defined
in getpop_genpair function

gene2=gene(:,chrom2())); % get correspondng gene
in binary vedor form

f2())=fitness(gene2,v2);

%string_fitness())=(f1(j) * f2(j))*4; % multiply by 4to get a
round maximum fitness of 100.

string1=f1(j)*f2(j);

%string2=(50"isequal (stringl,25)) * 2;

string2=f1(j)*f2(j)* 4; % try this: still get max 100 but
give partial fitness also

string_fitness(j)=string2;

end
count=count+1; % plot results at even N's. 2,4,6,...
whichiscount:1,2,3,...
avefitness gen(count)=sum(string fitness./ generationsize);

maxfitness_gen(count)=max(string_fitness);



% also find ratio o fit individuals all (b,a)'sand

(ab)'s

p1=pop(:,1);

p2=pop(:,2);

chl=ismember(pl,2);

ch2=ismember(p2,1);

fit=and(ch1,ch2);

x=find(fit);

numfit=length(x);

fit_gen(count)= numfit/generationsize;

t(count)=cputime-t0; % measure dapsed time & ead step

% *k kkkk k% flnd next ger]a'atlon *kkk kkkk

gen_index=selrws(string fitnessgenerationsize); % seled

fittest chromosomes for mating
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gen=pop(gen_index,:); % fittest chromosomes to be
recombined
new_popl=reais(gen); % ready for mutation

new_pop2=mutintg(new_popl,.1,aphabet);

pop=new_pop2 % start the processagain with
this new popuation

chroml1=pop(:,1)";

chrom2=pop(:,2)";

f1=zeros(generationsize,1); % initializefitnessfor next
generation
f2=zeros(generationsize,1);

string_fitness=zeros(generationsize 1),

else % just compute 1st prediction and get fitnessof 1st gene

in chromosome

v2=simulator(:,i); % observe the first incoming symbol in

sequence
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for j=1.generationsize
%f1(j)=fitnesqpop(1:5,)),v2);
gene=eye(a phabet,chroml(j)); % convert deamal to bhinary
gene for fitnessfunction
genel=gene(:,chroml())); % chroml, chrom2 defined in
getpop_genpair funcion
f1())=fitness(genel,v2);

end

end

end
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Appendix D

A variation of the mutation gperator:

% mutintg fundtion: mutation for integer chromosomes,

function NewChrom = mutintg(OldChrom,M utRate,al phabet)

% get population size (Nind) and chromosome length (VarLength)
[Nind,VarLength]=sizg(OldChrom);

% Chedk input parameters

% if nargin < 3, MutRate = []; end

if isnan(MutRate), MutRate =[] ; end

If isempty(MutRate), MutRate=0.7/VarLength;

end

MutRate=MutRate(1);

% Perform mutation of individuals
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MutValue=ceil (alphabet * rand(Nind,VarLength)); % matrix of
muted values
range=rand(Nind,VarLength) < MutRate;
i=find(range); % locaions in OldChrom where
you want mutation
m=MutVaue(i); % raplace value w/ mutated
valuein those locaions
OldChrom(i)=m;

NewChrom=0ldChrom;
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