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Abstract

PRIVACY-PRESERVING QUERY PROCESSING ON TEXT
DOCUMENTS

by
SAHIN BUYRUKBILEN

Advisor: Spiridon Bakiras

Privacy-preserving query processing is an essential component for data processing,
especially in outsourced databases, or in data operations which have special security
and privacy requirements such as sharing of sensitive data. While cloud computing
and data outsourcing attract an increasing number of customers, the security and
privacy of sensitive data still remains an open problem. Encryption secures the data
against unauthorized access, but it does not provide the ability to query the data un-
less the encryption scheme is searchable. Searchable encryption can be either private
or public key depending on the needs of the user. In general, private-key solutions
are faster but suffer from a key management problem. On the other hand, public-
key solutions provide more flexibility but their running times are much higher than
private-key protocols. Furthermore, parties may sometimes be forced to share data
in order to comply with regulations or agreements. For example, different health care
companies or intelligence agencies may need to find whether they have similar records
in their databases without compromising privacy. Consequently, privacy-preserving
similarity search between text documents is an emerging field as sensitive data sharing
becomes inevitable. In this dissertation we present two privacy-preserving text pro-

cessing protocols: (i) a ranked keyword search mechanism over outsourced public-key



encrypted data and (ii) a similar document detection system. We introduce efficient
algorithms for answering these query types and illustrate their feasibility in real-life

applications.
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CHAPTER 1

INTRODUCTION

The rapid evolution of network and data technologies changed the way we store,
process or share our data. We spend more time interacting with the online world.
In 2013 the volume of e-Commerce transactions is expected to be about $963 Billion
[44], and the anticipated revenue for cloud computing in 2013 is $16.7 Billion [7].
Obviously, online privacy is a high priority area that cannot be overlooked. Sensitive
data has to be encrypted and privacy-preserving protocols have to be deployed in

order to keep data secure and private while utilizing open resources of the Internet.

In this dissertation, we address privacy-preserving query processing on text docu-
ments. The objective is to run certain query types on text documents while keeping
their contents secret. In particular, we consider two application scenarios where data
privacy is essential. In the first case, the documents are outsourced to a cloud provider
and must, thus, be encrypted. Furthermore, the client is interested in performing key-
word searches on these documents, which necessitates that the cloud provider is able
to process such queries directly on the encrypted data. In the second case, there are
two parties that maintain their own private datasets that they do not want share with
each other. Nevertheless, these parties are interested in discovering the existence of
similar documents within their respective datasets. In this scenario, the documents

are stored in plaintext format, but privacy-preserving protocols are essential in order



to identify the similar documents without sharing the actual data.

1.1 Searchable Encryption

Cloud computing is the new trend in IT that offers users great flexibility in purchasing
off-site, third-party resources (ranging from software to infrastructure) at competi-
tive prices. Popular cloud computing services, such as Amazon’s Elastic Compute
Cloud (EC2)1, provide on-demand computing, network, and storage resources in an
attractive “pay-as-you-go” pricing model [3]. The flexibility of provisioning services
on-demand and the virtually endless amount of resources, enable entrepreneurs to
deploy their business instantly, without purchasing expensive hardware/software or
hiring technically skilled system administrators [39]. Similarly, cloud storage has
become ubiquitous and numerous providers, such as Google Drive, SkyDrive, and
iCloud, offer multi-GB storage space at no cost. Consequently, users are motivated
to move their personal data to the cloud, which gives them the ability to access them

anytime from anywhere.

Despite the aforementioned advantages, most cloud computing platforms do not pro-
vide adequate security and privacy for the outsourced data. As a result, owners of
sensitive information such as emails, personal health records, financial transactions,
etc., may be skeptical in purchasing such services, given the risks associated with the
unauthorized access to their data. To mitigate these security risks, sensitive infor-
mation should be encrypted prior to being transferred to the cloud provider. Never-

theless, outsourcing encrypted data would not be practical if the service provider is

1. http://aws.amazon.com/ec2/
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unable to process queries, as this would necessitate the transfer and decryption of all
records at the client site. Therefore, designing privacy-preserving query mechanisms

for encrypted data is of paramount importance.

To this end, searchable encryption is a family of cryptographic protocols that fa-
cilitate private keyword searches directly on encrypted data. These protocols allow
users to upload encrypted versions of their documents to the cloud, while retaining
the ability to query the database with traditional plaintext keyword queries. Fully
functional searchable encryption can be achieved with oblivious RAMs [37], since
they can simulate any data structure in a private manner. Even though oblivious
RAMs can hide everything from the server (including the access pattern), they in-
cur a very high computational cost. Therefore, the majority of the research work
on searchable encryption has focused on efficiency improvements, by weakening the
underlying security definitions. In particular, most searchable encryption schemes
aim at hiding all but the access and search patterns. Access pattern is defined as the
documents retrieved during a search, and search pattern refers to the possibility of

inferring whether two queries were performed for the same keyword.

In the symmetric key setting, Searchable Symmetric Encryption (SSE) [21, 64] is a
well-studied problem and there exist numerous techniques that support different types
of keyword searches. The work by Cao et al. [15] offers the most practical SSE scheme
to date, as it implements ranked keyword searches. Specifically, the client can issue
an arbitrary multi-keyword query (similar to web search engines) and the server will
return the top-k most relevant documents in the database. The main advantage of
symmetric encryption is its computational efficiency that allows the server to perform

linear searches on the encrypted documents at low cost. Nevertheless, symmetric



4

encryption has an inherent key management problem, so all SSE methods assume
that the data owner is the only entity that may upload encrypted data/indexes to

the server.

On the other hand, public-key cryptography allows any user to update an encrypted
database (i.e., add a new item) without knowledge of the private key. A real-world
scenario that leverages this functionality is given by Boneh et al. in [11]. Alice uses
an email gateway for her communications and, as she considers her emails sensitive,
she asks her friends to send their emails encrypted with her public key. A search-
able encryption scheme would then enable Alice to retrieve all emails containing a
specific keyword (e.g., “from:Bob”). Public-key Encryption with Keyword Search
(PEKS) [11] is the most representative solution in this field that works by scanning
all keywords from every document in the database. However, PEKS and all of its
variants [4, 38] are very restrictive in the types of queries that they allow and, most

importantly, none of them implements ranked keyword search.

Our contribution

In this dissertation, we introduce the first method that provides ranked results from
multi-keyword searches on public-key encrypted data. Since public-key cryptogra-
phy is computationally expensive, we incorporate the following two design principles
in our algorithms: (i) avoid a linear scan of the documents and (ii) parallelize the
computations as much as possible. The first principle clearly necessitates the use of
an indexing structure. To this end, we encrypt the keyword information for each
document in a Bloom filter [8], and hierarchically aggregate (using homomorphic en-

cryption) the individual indexes into a tree structure. Query processing is performed
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at the client side, and entails the traversing of the tree in a best-first manner. To
hide the content of the query from the server, the client utilizes an efficient private
information retrieval (PIR) protocol [32] to extract the necessary Bloom filter entries

from the tree nodes.

To speed-up the search process, we leverage the abundance of computational resources
that are available in most cloud computing platforms. In particular, we split the
indexing structure into multiple chunks, and utilize several CPUs in parallel in order
to execute the PIR queries efficiently. Using measurements from Amazon’s Elastic
Compute Cloud, we show that our method provides reasonable response times with

low communication cost.

1.2 Similar Document Detection

Similar document detection is an important problem in computing, and has attracted
a lot of research interest since its introduction by Manber [51]. Specifically, with
digital data production growing exponentially, efficient file system management has
become crucial. Detecting similar files facilitates better indexing, and provides effi-
cient access to the file system. Furthermore, it protects against security breaches by
identifying file versions that are changed by a virus or a hacker. Similarly, web search
engines periodically crawl the entire web to collect individual pages for indexing [52].
When a web page is already present in the index, its newer version may differ only
in terms of a dynamic advertisement or a visitor counter and may, thus, be ignored.
Therefore, detecting similar pages is of paramount importance for designing efficient

web crawlers. Finally, plagiarism detection and copyright protection are two other



major applications that are built upon similar document detection.

While plaintext similar document detection is extremely important, it is not sufficient
for secure and private operations over sensitive data. In many cases, owners of sensi-
tive data may be forced to share their datasets with the government or other entities,
in order to comply with existing regulations. For example, health care companies
may be asked to provide data to monitor certain diseases reported in their databases.
This may be accomplished by identifying similar attribute patterns in patient diag-
nosis information from different entities. Obviously, such pattern searches can not be
performed without secure protocols, since they may lead to severe privacy violations

for the individuals included in the various databases.

Data sharing for intelligence operations also involves risks when disclosing classified
information to other parties. A person of interest may have records at several in-
telligence agencies under different names with similar attributes. To identify similar
records, the participating agencies may only wish to disclose the existence of records
akin to the query. Detecting violations of the academic double submission policy is
another problem with similar restrictions. For example, a conference’s organization
committee may want to know whether the articles submitted to their conference are
concurrently submitted to other publication venues. Since research articles are con-
sidered confidential until published, their contents cannot be revealed unless a similar

article is found in another venue.

Secure similar document detection (SSDD) leverages secure two-party computation
protocols, in order to solve the above problems that arise due to the distributed
ownership of the data. In particular, SSDD involves two parties, each holding their

own private dataset. Neither party wants to share their data in plaintext format, but
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they both agree to identify any similar documents within their respective databases.
The objective is to compute the similarity scores between every pair of documents
without revealing any additional information about their contents. In existing work,
document similarity is computed with either the inner product of public key encrypted
vectors [45, 54, 46] or with secure set intersection cardinality methods based on N-
grams [9]. However, the computational cost of inner product based similarity is very
high, due to numerous public key operations. On the other hand, N-gram based
methods are more computationally efficient, but they incur a high communication

cost as the number of documents increases.

Our contribution

In this dissertation, we present a novel method based on simhash document finger-
prints?. Simhash is essentially a dimensionality reduction technique that encodes all
the document terms and their frequencies into a fixed-size bit vector (typically 64
bits). Unlike classical hashing algorithms that produce uniformly random digests,
the simhash digests of two similar documents will only differ in a few bit positions
[43]. This enables us to (i) evaluate the similarity over a fairly small data structure
rather than large vectors, and (ii) reduce the similarity calculation to a secure XOR
computation between two bit vectors. To further improve the privacy preserving
properties of our approach, we modify the basic method to hide the similarity scores
of the compared documents. In particular, the enhanced version of our protocol re-
turns all the document pairs whose similarity is above a user-defined threshold, while

maintaining the exact scores secret. This is the first protocol in the literature that

2. We follow the simhash definition of Charikar [17].
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provides this functionality. Our experimental results demonstrate that the proposed
methods improve the computational and communication costs by at least one order of
magnitude compared to the current state-of-the-art protocol. Moreover, they achieve

a high level of precision and recall.

1.3 Organization

The remainder of this dissertation is organized as follows. Chapter 2 describes the
tools we use in our research, Chapter 3 presents our work on privacy-preserving ranked
keyword search, Chapter 4 introduces privacy-preserving similar document detection

in detail, and finally Chapter 5 provides conclusions and our plans for future work.



CHAPTER 2

PRELIMINARIES

In this chapter we give a brief description of the primitives incorporated in our meth-
ods. Section 2.1 discusses homomorphic encryption, Section 2.2 describes secure
two-party computation, Section 2.3 provides information about document simhashes

and Section 2.4 introduces private information retrieval.

2.1 Homomorphic Encryption

Homomorphic encryption allows certain algebraic operations on two plaintexts to
be carried out on their corresponding ciphertexts, without any intermediate decryp-
tions. In particular, fully homomorphic encryption [31] enables both addition and
multiplication operations on the ciphertext space and, therefore, such cryptosystems
could be used to build searchable encryption schemes with perfect privacy. How-
ever, research on fully homomorphic encryption is still in its infancy and all existing
methods are extremely expensive. Because of this high computational cost, current
proposed methods mostly provide partially homomorphic encryption, i.e. additive or

multiplicative, which incur more reasonable computational costs.
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2.1.1 Paillier

In our first proposed work, we utilize Paillier’s cryptosystem [56], which is an efficient
additively homomorphic encryption scheme. Specifically, given the Paillier encryp-
tions E(m1) and E(mo) of two plaintext messages mq and mg, we can compute the

encryption of F(mj + ms9) by multiplying the two ciphertexts:
E(my +mg) = E(m1)E(m2)
Furthermore, any message m can be multiplied with a plaintext constant c¢ as follows:

E(cm) = E(m)°

The Paillier cryptosystem is semantically secure, i.e., it is infeasible to derive any
information about a plaintext, given its ciphertext and the public key that was used
to encrypt it. Its security is based on the decisional composite residuosity assumption.

The cryptosystem works as follows.

Key generation. Choose two large primes p and ¢ of equal length, and compute the
RSA modulus n = pqg. For security, each prime should be at least 512 bits in length.

The public key is n and the private key is ¢(n) = (p — 1)(¢ — 1).

Encryption. To encrypt a message m € Z, choose a uniformly random integer

r € 7k

v, and compute the ciphertext ¢ € Z:LQ as ¢ = (n+ 1)™r" mod n? = (mn +

1)r™ mod n?.



11

Decryption. Given a ciphertext ¢, compute the plaintext

(¢#(™) mod n?) — 1

m= " ~p(n)”

' mod n

where ¢(n)~! is the multiplicative inverse of ¢(n) mod n.

2.1.2 FElGamal

In our second work, we utilize ElGamal’s additively homomorphic encryption scheme
(23, 19]. The scheme incorporates key generation, encryption, and decryption algo-

rithms as given below.

Key generation. Instantiate a cyclic group G of prime order p, with generator g (G,
g, and p are public knowledge). Then choose a private key x, uniformly at random

from Zy. Publish the public key h = g*.

Encryption. Let m be the private message. Choose r, uniformly at random from

Zy, and compute ciphertext (c1,c2) = (g", R,

Decryption. Compute A" = cg - (c¢f )_1 and solve the discrete logarithm to retrieve

m.

ElGamal’s scheme is also semantically secure and it’s security is based on the deci-
sional Diffie-Hellman assumption. Note that the decryption process involves a discrete
logarithm computation. If the encrypted values are not too large (which is the case

in our protocol) it is possible to precompute all possible results and use them as a
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lookup table to speed up the decryption process.

2.2 Secure two-party computation

A secure two-party computation protocol [49] allows two parties, Alice and Bob,
to jointly compute a function based on their inputs, while maintaining their inputs
secret (i.e., they only learn the function output). Yao’s garbled circuit technique [69]
is a generic two-party computation protocol that can evaluate securely any function,
given its Boolean circuit representation. Nevertheless, Yao’s technique is efficient
only for relatively simple functions, i.e., when the number of input wires and logic
gates is small. In particular, every input wire (for one of the parties) necessitates
the execution of an Oblivious Transfer (OT) [55] protocol that is computationally
expensive, while the total number of gates affects the overall communication and

circuit construction/evaluation costs.

Besides Yao’s generic protocol, researchers have also devised application dependent
protocols that typically leverage the properties of additively homomorphic encryption.
As an example, consider the secure inner product computation that is used extensively
in previous work [54, 46]. For simplicity, assume that Alice holds vector (aq, as) and
Bob holds vector (by,b9). The objective is for Alice to securely compute S = a1by +
asby. Initially, Alice encrypts her input with her public key and sends E(aq), E(as9)
to Bob. Next, Bob utilizes the properties of homomorphic encryption to produce

E(S) = E(a1)" E(ag)?2. Finally, Alice decrypts the result and learns the value of S.
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2.3 Simhash

Simhash maps a high dimensional feature vector into a fixed-size bit string [17]. How-
ever, unlike classical hashing algorithms, simhash produces fingerprints that have a
large number of matching bits when the underlying documents are similar. Comput-
ing the simhash fingerprint from a text document is a fairly simple process. First,
one has to extract all the document terms along with their weights (e.g., how many
times they appear in the document). Then, a vector of [ counters (cg,c1,...,¢j_1)
is initialized, where [ is the size of the simhash fingerprint (e.g., 64 bits). Each of
the document’s terms is then hashed with a standard hashing algorithm, such as
SHAL. If the bit at position i (i € {0,1,...,] — 1}) in the resulting SHA1 digest
is 0, ¢; is decremented by the weight of that term; otherwise, ¢; is incremented by
the same weight. When all document terms are processed, the simhash fingerprint is
constructed as follows: for all i € {0,1,...,01—1}, if ¢; > 0, set the corresponding bit

to 1; otherwise, set the bit to 0.

2.4 Private Information Retrieval

Private information retrieval (PIR) was first introduced by Chor et al. [18], and is
formally defined as follows: The server holds a database with N records and the client
wants to retrieve the i-th record, without the server knowing the value of index i.
Information theoretic PIR [18, 35, 68] is secure against computationally unbounded
adversaries, but it is not practical as it requires that the database be replicated
into multiple non-colluding servers. On the other hand, computational PIR protocols

[32, 48, 50] work with a single server, and employ well known cryptographic primitives
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that are secure against computationally bounded adversaries.

In our methods, we leverage the computational PIR protocol of Gentry and Ramzan
[32], because (i) it has very low communication cost, and (ii) it allows the retrieval
of multiple records with a single query. The security of the protocol is based on the

-hiding assumption, and its operation can be summarized as follows.

Setup. During a setup phase, the server associates each record j with a prime power
T = p;j, where p; is a small prime. Assuming that each record is ¢ bits in size, ¢; is
the smallest integer such that logm; > £. All the above values are public knowledge.
Before participating in query processing, the server computes a value (3, which is the
unique solution to the congruences 8 = D; (mod 7;), for all j € {1,2,..., N}, where
D; is the binary representation of record j. This is a straightforward application of

the Chinese Remainder Theorem (CRT). Note that all client queries are processed on

the transformed database 3.

Query generation. As noted by Groth et al. [40], Gentry and Ramzan’s scheme
can be used to retrieve multiple records with a single query. Let i1,19,...,7; be the
indexes of the records that the client wants to retrieve. Initially, the client computes
= H/;':1 T He then chooses two large primes p and ¢, such that p = 27r + 1 and
q = 2st + 1, where r, s, and t are large random integers. After setting m = pq, the
client selects a random element g € Z}, with order mv, where ged(m,v) = 1. Finally,
he sends (g, m) to the server. For security, we want m to be at least 1024 bits in size,

and logm > 4log .

Query processing. The server simply computes ¢ = gﬁ mod m and returns the
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result to the client. Note that g is at least equal to the size of the original database,

so the computational complexity at the server is linear in N.

Result extraction. To reconstruct the k records, the client computes, for each

mv/m;. D

U/ T, . ;.
/mi 7Y% mod m,

ij, Cij = ¢ J mod m. This value should be equal to 9i; = (g
and thus, the client can retrieve record Dij using the Pohlig-Hellman algorithm for

discrete logarithms [58].
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CHAPTER 3

PRIVACY-PRESERVING RANKED KEYWORD SEARCH
OVER PUBLIC-KEY ENCRYPTED DATA

3.1 Background

The work of Song et al. [64] is the first Searchable Symmetric Encryption (SSE)
scheme proposed in the literature. Their method does not employ indexes, but instead
encrypts each document in a way that allows keyword search. Searching takes linear
time in the combined size of all documents, as the server has to test the trapdoor
against every encrypted block in a document. Although this model is proven to
be a secure encryption scheme, it is not a secure searchable scheme, because of a
vulnerability against statistical attacks. In particular, every keyword search reveals

the exact position(s) in the document where there is a positive match.

Goh [33] introduces secure indexes that are based on Bloom filters and pseudo-random
functions as hash functions. Specifically, each document has its own index that is
constructed as follows. Every word in the document is first hashed with the master
key and the output is hashed again with the document id, in order to differentiate a
word’s hash values in different files. The produced output is called a codeword and
is inserted into the Bloom filter. Finally, the Bloom filter is blinded by inserting a

random uniform distribution of 1’s. To determine whether a certain keyword exists
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in a file, the querier computes and sends the corresponding codeword to the server
which, in turn, checks whether the bits associated with the codeword are all set (with

a probability of false positives that is inherent in Bloom filters).

Chang and Mitzenmacher [16], on the other hand, use a predefined dictionary of all
possible words in the database and, for each document, they build a binary array (the
index) that identifies the keywords appearing in the document. Next, the user masks
the bits in the index with the output of a pseudo-random function. To search for a
keyword, the user sends short seeds for the pseudo-random functions to the server,

so as to help recover the necessary parts of the index.

Curtmola et al. [21] maintain, for each keyword, an inverted index (stored as a linked
list) comprising of document identifiers. Every node in the list stores information
about the position and the decryption key of the next node. Then, the nodes from
all inverted indexes are encrypted with random keys and are randomly inserted into
an array. With this construction, given the position and decryption key of the first
node of an inverted index, it is possible to find all documents which include the
corresponding keyword. The recent study of Kamara et al. [47], uses inverted indexes
to construct a dynamic encryption scheme, which allows document insertions and

deletions.

To support ranked keyword searches, Wang et al. [66] build an inverted index for every
keyword in the dataset. For security, the actual scores are encrypted with a modified
Order-Preserving Symmetric Encryption (OPSE) scheme [10], where the numeric
ordering of the plaintexts is preserved in the ciphertexts. During query processing,
the user sends a trapdoor that allows the server to decrypt the corresponding entry

in the inverted index. Then, the server compares the encrypted scores and returns
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to the client the top-k results. Cao et al. [15] address multi-keyword ranked queries
by leveraging inner product similarity as the scoring function. Similar to the work of
Chang and Mitzenmacher [16], they use a predefined dictionary of all possible words
in the database, and construct an encrypted binary array for each document. To
compute the similarity scores from the encrypted indexes, they employ the secure

ENN computation method of [67].

In the public-key setting, Boneh et al. [11] first introduced a solution called Public
Key Encryption with Keyword Search (PEKS). In their approach, the sender selects
a set of keywords related to the message and, for each keyword, he produces its corre-
sponding PEKS encryption. The encrypted message and keywords are subsequently
sent to the server for storage. When the owner wants to search for messages contain-
ing a specific keyword, he creates a trapdoor for that keyword and sends it to the
server. The server tests the trapdoor with each PEKS encrypted keyword and, if the

test returns true, the message is returned to the owner.

Back et al. [4] address several limitations of the PEKS framework by (i) preventing the
server from reusing the trapdoors, (ii) eliminating the need for a secure authenticated
channel between the owner and the server, and (iii) adding multi-keyword search
capabilities. Although this work allows queries with multiple keywords, it does not
provide ranked results. Similarly, further studies to improve PEKS [20, 30, 41] do
not include multi-keyword search or ranked result features. Golle et al. [38] address
conjunctive keyword searches on public-key encrypted data. However, as noted by
the authors, their solution reveals the keyword fields that are searched by the client.

Moreover, it does not support ranked results.

Finally, Boneh et al. [13] propose a searchable encryption scheme that provides perfect
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privacy. They use encrypted Bloom filters to store keyword membership information,
and leverage the homomorphic encryption scheme of Boneh, Goh, and Nissim [12] to
allow the senders to modify the index in a secure manner. Nevertheless, their solution
is computationally expensive, as it hides everything from the server (including the

access pattern).

3.2 Threat Model and Security

We assume that the adversary is the cloud provider (i.e., the Serverl) and its goal is
to derive any non-trivial information regarding (i) the plaintext keywords included
in an encrypted document and (ii) the plaintext keywords from a client query. We
also assume that the adversary runs in polynomial time and is “curious but not

J

malicious,” i.e., it will follow the protocol correctly, but will try to gain any advantage

by analyzing the information exchanged during the protocol execution.

Similar to most searchable encryption schemes in the literature, we want to hide
everything but the access and search pattern. In other words, the server will see
the documents that are retrieved during a search, and also the index nodes that were

accessed as part of that search. However, the following information will not be leaked:

e The keywords associated with an encrypted document (including their number).
e The keywords contained in a query (including their number).

e The ranking scores of the result set (including their actual order).

1. Henceforth, we use terms server and cloud provider interchangeably.
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Figure 3.1: System architecture

3.3 Ranked Keyword Search

In this section we present in detail our privacy-preserving search mechanism. Section
3.4 describes the system architecture, while Section 3.5 presents our indexing scheme
and discusses the handling of data updates. Section 3.6 introduces our top-k query

processing algorithm.

3.4 System Architecture

Alice is subscribed to a cloud computing service that allows her friends to send her
documents, such as emails, in encrypted form, in order to enforce data confidentiality.
When Bob wants to send Alice a new document (Figure 3.1), he first creates a set of
keywords that are stored in a metadata file. For example, if the document is an email,
the keywords could be the sender’s name, the keywords appearing in the subject line,
the most frequent keywords from the email’s body, etc. Every keyword is associated

with an integer value (score) that indicates the importance of that keyword in the
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document. The metadata file may also include some additional information about
the document, such as a file name, format, size, etc. Bob also creates an appropriate
index structure that encodes membership and score information for all the keywords.
Finally, Bob uses Alice’s public key to encrypt each file separately (document, index,
metadata) and transmits all the encrypted files to the cloud provider?. If Alice wants
to view the emails from Bob’s trip to Paris, she can create a query such as “Bob
Paris” in order to retrieve the top-k most relevant documents from the database. In
particular, the query will trigger a two-party protocol between Alice and the cloud

provider, which will allow Alice to download the corresponding encrypted documents.

Table 3.1: Summary of symbols
Symbol Description

N Database size (number of documents)

M Size of Bloom filter vector

b Block size of Bloom filter vector

d Bit size of Bloom filter counter

f Node fan-out

€; Node ¢

D; Document

W; Keyword set for document ¢

W Max number of keywords per docu-
ment

| K| Number of keywords in database

n RSA modulus for Paillier encryption

m RSA modulus for PIR scheme

The document index consists of a counting Bloom filter [29] with a single hash function
H (which is public knowledge). The counting Bloom filter is essentially a vector of
counters (where each counter is initialized to zero) that is used to probabilistically
encode set membership information. As shown in Figure 3.2, for every keyword

w € W; the sender adds w’s score to the counter at position H(w). (Table 3.1

2. For better performance, the document and metadata files can be encrypted with a
hybrid cipher, as in the PGP protocol.
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summarizes the most frequently used symbols in the scheme.) Note that, in this
work, we assume that every document D; is allowed to define at most |W| number
of keywords. To reduce the number of ciphertexts required to store the Bloom filter,
the sender creates groups of b counters that are encrypted together as a single binary
value (using the additively homomorphic Paillier cryptosystem). In the example of
Figure 3.2, the number of counters in the index (Bloom filter) is M = 9 and the
number of counters in a group to be encrypted together is b = 3, so the index is

stored in M /b = 3 Paillier ciphertexts.

=1
H("Bob") = 2 ﬂg_
H("Trip") = 3 score =2
H("Paris") = 7 score =4 Keywords: ("Bob",1), ("Trip",2), ("Paris",4)
v v \ Format: MIME

Attachments: photo1.jpg, photo2.jpg
001]200(040 Total size: 3.2 MB

(a) Index (b) Metadata

Figure 3.2: Document index and metadata

&,

Di[3oofo10[o10] Dz200[000[120 Ds[1o00[301[000] Dz[04 1][oo00[300]

Drloo1[200[040] D4lo00[110[005 Ds[213[0oo00fo0o] Dglo11]oo1][ooo0]

Figure 3.3: Database index
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The reason for using both an index and a metadata file is twofold. First, documents
can be quite large (e.g., emails with multimedia attachments) and the client may
want to see a brief description of the document before downloading it locally. Second,
Bloom filters are probabilistic structures and, thus, introduce several false positives in
the result set. For instance, any document with a keyword that hashes to position 7
(Figure 3.2) is a potential match for query “Paris.” On the other hand, if we have the
client download the (compact) metadata files first, we can guarantee the correctness

of the top-k result set.

3.5 Index Construction and Update

3.5.1 Index structure

The cloud provider maintains a single index for all the client’s documents. It is con-
structed by hierarchically aggregating the encrypted Bloom filters into a tree struc-
ture, as illustrated in Figure 3.3. Specifically, every internal node in the tree stores
f Bloom filters (where f is the node fan-out), each being the aggregation of all doc-
ument indexes in the subtree of the corresponding child. On the other hand, leaf

nodes store the individual indexes from f distinct documents.

To understand why each node can store multiple Bloom filters, observe that the nodes
in Figure 3.3 are identical to document indexes, i.e., they consist of exactly M /b
Paillier encryptions. However, the Paillier cryptosystem allows for the encryption
of very large integers that are similar in size to the RSA modulus n (typically a

1024-bit number). Consequently, unlike individual document indexes, each Paillier
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encryption in the tree structure will utilize most of the available storage space, in
order to store f groups of counters. To compute an appropriate value for f, given
the group size b, we need to derive a lower bound for the counter size (in bits), such
that the overflow probability is negligible. Assuming a database with |K| distinct
keywords, the probability that at least x different keywords hash in the same counter

is [29]:

e| K|\
P t > <M
r(count > x) < (xM)

As an example, if |K| = 20000 and M = 5000, the probability that more than 30
keywords hash in the same location is less than 3 x 10710, If we can also estimate the
distribution of the keywords in the document collection, we can determine a suitable

bit size d for the individual counters.

Nevertheless, even if we end up underestimating the value of d, there are several
ways for the client to detect the resulting overflows. For instance, since the counters
are aggregated in a bottom-up fashion, the client can recognize such overflows during
query processing (Section 3.6). Alternatively, the client can periodically download the
root node locally, and identify counters that experience large drops in their values.
If such overflows are detected, the client can reconstruct the index tree from scratch,
using the existing document metadata. Note that, in our experiments, we used d = 15
bits per counter and never experienced any overflows at the root node. Based on
this value, and for a 1024-bit modulus n and groups of size b = 4, a single Paillier

encryption can store f = 17 groups of counters.
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3.5.2 Index construction

Prior to indexing any documents, the cloud provider creates an empty version of
the tree structure, i.e., every node on the tree will comprise of Paillier encryptions
of 0. Specifically, we assume there is a limit (set by the cloud provider) on the
number of encrypted documents N that the client can store, which allows the server
to initialize all nodes according to the predetermined fan-out f. However, since all
nodes are initially identical, the server can simply construct one version and then
create multiple copies, as needed. This is not a security concern, as the encryptions

are re-randomized during every aggregation operation.

3.5.3 Index update

When the cloud provider receives a new document index from the sender (i.e., Bob),
it selects an empty location at the leaf level of the database index where it can be
stored (this is trivially done with a bitmap of size V). Next, it determines the nodes
at all levels of the tree that need to incorporate the new document information. In
the example of Figure 3.3, the insertion of document Dg will affect nodes eg, e3,
and ej. Since each Paillier ciphertext in a node consists of f groups of counters, the
document index counters must be shifted accordingly so that they are added to the
correct position at the different nodes. Specifically, each of the M /b plaintext values
of the document index must be shifted (to the left) j xdxb times, where 0 < 7 < f—1.
Assuming counters of size d = 4 bits (Figure 3.3), the index values of Dg must be
shifted 12 times for nodes eg and e, and 0 times for node e3. In the ciphertext space,

the shifting operation of the underlying plaintext values is performed with a single



26

modular exponentiation, where the exponent is the value 27 xdxb,

To summarize, given a ciphertext ¢ from the document index and the corresponding
ciphertext ¢ from an arbitrary tree node, the updated ciphertext co, following the

insertion of the new document, is computed as:

2j><d><b
co = ¢ 9
where j is calculated by the cloud provider, based on the underlying tree structure.

In addition, in order to save storage space at the server site, document indexes can

be destroyed after the update operation.

Finally, note that document deletions also necessitate index updates, as the individual
keyword scores have to be subtracted from the corresponding tree nodes. In partic-
ular, when deleting a stored document, the client first re-constructs the encrypted
document index from the metadata file and sends it to the cloud provider. The cloud
provider then updates the index in a manner similar to the one explained above. The
only difference is that the document index values have to be negated, an operation
that is trivially performed (in the ciphertext space) by computing the multiplicative

inverse modulo n2 of the Paillier ciphertext.

3.6 Top-k£ Query Processing

Query processing is performed at the client side, by traversing the database index
with a best-first search algorithm, as illustrated in Figure 3.4. Specifically, the client

initializes and maintains two max-heaps: nodeHeap and resultHeap (line 1). The
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Top_k(Q, k)
1: nodeHeap < 0; result Heap < 0;
: 0«0

3: Compute the Bloom filter indexes {h;} associated
with all keywords in Q;
4: Using PIR, retrieve from the root node the Paillier
ciphertexts corresponding to all h;’s;
5: Compute the aggregate score for every child of the
root node, and insert that node into nodeH eap;
6: while (nodeHeap not empty) do
T Remove the top entry from nodeHeap and
store it into e;
8: if (e.score < 6) then
9: break;
10:  end if
11:  Using PIR, retrieve from node e the Paillier
ciphertexts corresponding to all h;’s;
12:  Compute the aggregate score for every child of e;
13: if (e is a leaf node) then

14: Retrieve the metadata files for all documents
with score > 0;

15: Compute the actual scores of these documents
and insert them into resultH eap;

16: 0 < score of k-th document in result Heap;

17:  else /x e is an internal node %/

18: Insert every child of e into nodeH eap;
19: end if

20: end while

21: return resultHeap;

Figure 3.4: Top-k query processing algorithm

first one is used to visit nodes in decreasing score value, while the later one (which can
be of size k) stores the result set that is eventually returned to the client. In addition,
the client maintains a threshold value 6 (line 2) that keeps track of the score value of
the k-th document in result Heap. This threshold is used to terminate the algorithm
early, i.e., when there exists no other document that can alter the current top-£ result

set.



28

Initially, the client computes the Bloom filter indexes associated with all keywords
comprising query @ (line 3). As an example, consider a top-2 query with two key-
words, mapping into positions A1 = 0 and ho = 7 (from left to right) in the Bloom
filter vectors shown in Figure 3.3. For simplicity, assume that there are no false pos-
itives, i.e., every keyword hashes into a unique location. The algorithm starts from
the root node (eg), and utilizes the PIR protocol of Section 2.4 to retrieve the cor-
responding Bloom filter entries. In our example, the client will retrieve the first and

third ciphertexts that contain the required values.

Next, the client computes the aggregate scores of eq’s children (eg and e3) by adding
the corresponding values at positions hy and hg. Since ey is an internal node, the
client simply inserts (eg,12) and (e3,3) into nodeHeap (lines 17-18). Node e is
visited next, as it has the highest score in the heap (line 7). The same process is
repeated, i.e., the client retrieves privately the first and third ciphertexts of e9 and
computes the aggregate scores of e4 and ey (lines 11-12). Subsequently, the client

inserts (eq,8) and (e5, 4) into nodeH eap.

The next node removed from nodeHeap is e4, and the client computes (privately) the
estimated scores of D and Dy. Node ey is now a leaf node, so the client retrieves
the encrypted metadata files of both D1 and Dy (line 14), since both documents
can potentially be part of the result set (i.e., their actual scores could be larger
than #). From the metadata files, the client calculates the actual scores (line 15)
and, as in our example we assume the absence of false positives, resultHeap is up-
dated to {(D1,4), (Ds,4)}. Additionally, since there are exactly k = 2 documents in

result Heap, the threshold value 6 is updated to 4 (line 16).

Finally, node e5 is visited next, which has an aggregate score of 4. Given that docu-
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ment indexes are aggregated in a bottom-up fashion, none of the other documents in
the database can have a score larger than 4. Consequently, the two existing documents
in resultHeap are at least as “good” as any of the remaining ones, so the algorithm
can terminate safely (lines 8-9). At this point, the result set stored in result Heap is
returned to the client, along with the corresponding document metadata. The client
may then look into the metadata files and decide whether she wants to retrieve the

encrypted full documents from the database server.

3.7 Optimizations

Public key operations are computationally expensive and, thus, the query process-
ing algorithm described above would be inapplicable to large document collections.
Therefore, in this section, we present a number of optimizations, targeting the cryp-
tographic operations of our protocol, which may lead to reasonable query response
times, even for large datasets. Section 3.7.1 presents several optimizations at the

database server, while Section 3.7.2 introduces a few optimizations at the client side.

3.7.1 Server optimizations

Multiple CPUs. The PIR protocol of Section 2.4 is the major performance bottle-
neck in our top-k retrieval algorithm. As shown in a recent study [57], Gentry and
Ramzan’s scheme (which is arguably one of the more efficient computational PIR
protocols) requires many seconds of computing time, even for databases of size less
than 100 KB. In our system, a typical index node consists of several thousands of

Paillier ciphertexts, each of size 256 bytes. Consequently, executing the PIR protocol
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in a single CPU is not a practical implementation.

In our work, we adopt the striping technique of [57] that sacrifices some communi-
cation cost in order to achieve significantly faster PIR query response times. The
idea is to partition each node into ¢ blocks (Figure 3.5), so that the required Paillier
ciphertexts are retrieved by querying each of the ¢ blocks in parallel. This is an ideal
scenario for cloud computing platforms (such as Amazon’s EC2) that offer large CPU
clusters at low cost. Recall that the PIR protocol of Gentry and Ramzan associates
a prime power 7; with each database record (in our case, Paillier ciphertext). There-
fore, the client can simply construct a single PIR query that is applied to all ¢ blocks

comprising the node.

Block 1 Block2 Block 3 Block t

| —» ciphertext 1

—» cCiphertext 2

—» ciphertext 3

M/b values Lo s Sata%, R

—» ciphertext M/b-1

—» ciphertext M/b

Figure 3.5: Node partitioning

In our implementation, nodes are partitioned into ¢ = 128 blocks, i.e., every block
holds 2 bytes from each of the M /b ciphertexts. (Using the notation of Section 2.4, ¢ =
16.) The reason behind this choice is the security constraint of the query generation
algorithm that sets a limit on the bit size of the product of all the prime powers 7

corresponding to the requested records. Setting ¢ = 16 allows us to securely retrieve
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up to 10 different ciphertexts with a single PIR query, i.e., our system supports

keyword search queries with up to |@| = 10 terms.

When the client wants to retrieve a Paillier encryption from a node, she sends a PIR
request to the server. The server then utilizes multiple (128) CPUs to return each
2-byte partition of the encryption in a parallel manner. Retrieving small chunks of a
Paillier encryption in parallel speeds up the PIR process considerably. Note that, if
the cloud infrastructure can provide more than 128 CPUs, we can easily reduce the
block size ¢ (e.g., to 1 byte or less) in order to utilize the additional CPUs and further

reduce the PIR cost.

Finally, note that the multiple CPUs can be leveraged in the index update process as
well. Since every Paillier ciphertext is updated independently, we can always process

multiple ciphertexts in parallel.

Chinese Remainder Theorem. During the setup phase of the PIR protocol, the
server computes the transformed database § by applying the Chinese Remainder
Theorem (CRT) on the original database records. In our setting, document insertions
and deletions alter the entire node content, so the CRT has to be computed from
scratch after each update operation. Consequently, an efficient implementation of
the CRT is of paramount importance. In our work, we chose Garner’s algorithm
[53], which includes an expensive preprocessing step, but is very efficient during data
updates. Specifically, as long as the number of records remains constant (which is
true for the index nodes) the preprocessing step has to be executed only once and is
independent of the database records (it only depends on the prime powers mj of the

PIR protocol). As shown in our experimental results, calculating the CRT using the
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pre-computed values is very inexpensive.

3.7.2 Client optimizations

Discrete logarithm. The most expensive operation at the client side is solving the
discrete logarithm problem when extracting the result from the server’s reply. This
cost is amplified in our implementation, due to the aforementioned node partitioning
method. In particular, our approach requires ¢|Q| discrete logarithm computations
per visited node, in order for the client to retrieve |@Q| Paillier ciphertexts. Therefore,
instead of relying on the Pohlig-Hellman algorithm, we chose to pre-compute all
possible results during the query generation algorithm. As it is evident in the protocol
description (Section 2.4), when the client generates the PIR query she can compute
the 9i; values corresponding to all possible (in our case, 216) database records Dz-j.
Furthermore, these pre-computations are very efficient if we apply successive modular

multiplications.

Multiple CPUs. Similar to the server case, clients can also benefit from the avail-
ability of multi-core CPUs and/or high-performance GPU chips. Most operations,
including discrete logarithm computations, are fully parallelizable, since they can be
performed independently. Nevertheless, we did not explore this possibility in our

experiments, i.e., we assumed that the client utilizes a single CPU.
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3.8 Experimental Results

In this section, we evaluate experimentally the performance of our methods, in terms
of storage, communication, and CPU cost at the various entities of our architecture.
Section 3.8.1 describes the setup of the experiments, while Section 3.8.2 presents the

results.

3.8.1 Setup

We developed our programs in C++, utilizing the GMP3 arithmetic library, and the
LiDIA? library for computational number theory. We run the client and sender (Alice
and Bob) programs on an Intel Core i7, 2.8 GHz CPU, and the server program on
an Amazon EC2 instance with 1 Compute Unit. In other words, we did not utilize
multiple CPUs at the cloud provider, but rather measured the CPU times required
to execute the cryptographic protocols of our methods on Amazon’s infrastructure.
Table 3.2 summarizes the costs of the basic cryptographic primitives at the three

parties involved in our system architecture.

For the document collection, we downloaded the Enron email dataset®, which is an
excellent real life example of the scenario described in Section 3.4. We created several
versions of the document collection, corresponding to different values of N and |W]|.
When selecting the keywords for a specific document, we used the terms from the
“From:” and “Subject:” fields (excluding certain stop words) and, if there was more

room, we chose the most frequent terms from the email’s body. For each experiment,

3. http://gmplib.org/
4. http://www.cdc.informatik.tu-darmstadt.de/TI/LiDIA
5. http://www.cs.cmu.edu/~enron/
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we generated 1000 random queries and run the top-k query processing algorithm of
Figure 3.4. We measured the average number of index nodes that were accessed per
query, and then used Table 3.2 to derive the corresponding costs. When creating the
queries, we tried to mimic the typical user behavior by searching based on the sender
and subject fields. If there were not enough keywords in these fields to fill the query,

we used random keywords from the email’s body.

Table 3.3 summarizes our system parameters, with their default values appearing in
bold face. When testing the effect of a single parameter, we fixed the remaining ones
to their default values. In the following plots we illustrate the effectiveness of our

approach, based on these performance metrics:

e The offline processing and storage cost at the server to store the database index.

e The CPU time at the server to update the database index.

e The CPU time and communication cost at the sender to send a new document

to the server.

e The query response time at the client, i.e., the time that elapses from the

instance the query is posed, until the actual answer in obtained.

e The communication cost between the client and the server during query pro-
cessing. This cost includes the transferred metadata files, whose size is fixed to

512 bytes.
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3.8.2 Results

Figure 3.6(a) shows the CPU time at the server for constructing the complete index
tree (for N = 10000 documents), as a function of the Bloom filter size M. As
explained in Section 3.5, the index is initially empty, i.e., every node consists of Paillier
encryptions of zero. The cost is dominated by the preprocessing step of Garner’s
CRT algorithm, because the time to construct the Paillier ciphertexts is negligible
(the server simply creates a single Paillier ciphertext and populates all index nodes
with the same value). This figure also illustrates the computational complexity of the
CRT problem that justifies the expensive preprocessing step at the cloud provider.
Figure 3.6(b) depicts the storage cost at the server to hold the database index. As
expected, it grows linearly in M, and reaches approximately 1.5 GB for M = 20000.
Note that, the actual storage cost of the index tree is only half of what is shown
in this figure. The reason is that, due to the underlying PIR protocol, the server
needs to maintain two versions of the index: the “plaintext” version consisting of the

Paillier ciphertexts, and the transformed version [ required by Gentry and Ramzan’s

scheme.
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Figure 3.6: Index construction cost
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Figure 3.7 plots the processing time at the cloud provider for updating the index, as
a function of M. Recall that, for a single node, the update process requires (i) one
modular exponentiation and one modular multiplication per Paillier ciphertext, and
(ii) one CRT computation per block. Using multiple CPUs in parallel (Section 3.7.1)
reduces considerably the processing time at the server, which remains below 350 ms

in all cases.
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Figure 3.7: Index update cost

Figure 3.8(a) illustrates the CPU time at the sender, as a function of M. When send-
ing a new document to the server, the sender has to encode the keyword information
on the Bloom filter, and then perform numerous Paillier encryptions to construct the
document index. Clearly, the cost of these encryptions can be significant, requiring
over 20 sec of processing time for M = 20000. One optimization that can be applied
to reduce this cost, is for the sender to pre-compute (offline) Paillier encryptions of
zero. This may alleviate significantly the online cost, because the vast majority of
the Bloom filter counters will always remain zero. Figure 3.8(b) shows the communi-
cation cost for the same experiment. It grows linearly in M, and ranges from 62 KB

to 1.2 MB.

Figure 3.9(a) shows the response time of our top-k query processing algorithm, with
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Figure 3.8: Cost at the sender

respect to the Bloom filter size M. When M is small, the number of false positives
at the individual Bloom filters is high, thus affecting the accuracy of the computed
aggregate scores. As a result, the best-first search algorithm has to visit a lot more
index nodes than necessary, a fact that increases the overall query response times.
On the other hand, larger Bloom filter vectors are more accurate, and the top-k
algorithm visits significantly less number of nodes that result in better performance.
Nevertheless, as M increases even further, the cost of the PIR retrievals becomes
a dominant factor that eliminates the advantage of the reduced false positive rates.
Similarly, Figure 3.9(b) depicts the communication cost at the client for the same
experiment. As M increases, the Bloom filters become more accurate, leading to
fewer node accesses and, thus, lower communication cost. As evident in Figure 3.9,
the value M = 5000 achieves a good trade-off between query response time and

communication cost.

Figure 3.10 illustrates the response time and communication cost of the query pro-
cessing algorithm, as a function of the number of documents N. Recall that, in this

experiment, M is fixed to 5000, so increasing the number of documents produces
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Figure 3.9: Query processing cost vs. M

more false positives and, therefore, the performance of our algorithm deteriorates.
However, even for N = 10000 documents, the algorithm terminates in less than 17

sec and incurs less than 900 KB of communication cost.
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Figure 3.10: Query processing cost vs. N

Figure 3.11 depicts the cost of the query processing algorithm, with respect to the
number of requested documents k. When the client wants to retrieve more relevant
documents, the threshold value # that terminates the algorithm (Figure 3.4) becomes
smaller, thus allowing the algorithm to run further and access more nodes. As a

result, both the query response time and the communication cost increase with k.
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Figure 3.12 shows the response time and communication cost of the query processing

algorithm, as a function of the number of keywords |@| in the client’s query. As |Q)|

increases, the effect of the false positives is amplified, since more Bloom filter indexes

are involved in the score computations. Consequently, the number of visited nodes

increases slightly with |Q|. Note that, the query response time increases faster than

the communication cost, because the PIR-related computations at the client side are

more expensive for larger values of || (Table 3.2).
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Finally, Figure 3.13 illustrates the number of metadata files that are transferred to
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the client during query processing, with respect to k and N. As explained previously,
increasing either k or N leads to more node accesses and, therefore, more metadata
files are sent to the client. Nevertheless, under all settings, less than 1% of the
total number of document metadata are transferred to the client. Consequently, the
resulting overhead is negligible, thus justifying their use to offset the effect of false

positives in the Bloom filters.
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Table 3.2: Cost of cryptographic primitives at different entities

Server (1 Amazon EC2 Compute Unit)
Paillier Cryptosystem

Modular exponentiation 2.1 ms
Modular multiplication 0.005 ms
Encryption 6.5 ms
PIR (250 elements, 2 bytes each)
Preprocessing (for CRT) 103 ms
CRT (per block) 0.4 ms
Query (per block) 7.8 ms
PIR (1250 elements, 2 bytes each)
Preprocessing (for CRT) 1.6 sec
CRT (per block) 5 ms
Query (per block) 53 ms
PIR (2500 elements, 2 bytes each)
Preprocessing (for CRT) 5.9 sec
CRT (per block) 19 ms
Query (per block) 143 ms
PIR (5000 elements, 2 bytes each)
Preprocessing (for CRT) 22 sec
CRT (per block) 81 ms
Query (per block) 377 ms

Sender (Intel Core i7, 2.8 GHz)

Paillier Cryptosystem
Encryption 4.6 ms
Client (Intel Core i7, 2.8 GHz)

Paillier Cryptosystem

Decryption 4.5 ms
PIR (2 keywords)

Query generation 441 ms
Result retrieval 192 ms
PIR (3 keywords)

Query generation 661 ms
Result retrieval 204 ms
PIR (4 keywords)

Query generation 667 ms
Result retrieval 230 ms
PIR (5 keywords)

Query generation 822 ms

Result retrieval 262 ms
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Table 3.3: System Parameters

Parameter Range

N 1000, 2000, 5000, 10000
M 1000, 5000, 10000, 20000
k 1,2, 5,10, 15

Q| 2,3,4,5

f 17

b 4

|W| 10, 20

logn,logm 1024
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CHAPTER 4

PRIVACY-PRESERVING SIMILAR DOCUMENT
DETECTION

4.1 Background

The problem of secure similar document detection was first introduced by Jiang et
al. [45]. In their approach, Alice and Bob first run a secure protocol to identify
the common terms that appear in both datasets (dictionary). Then, similarity is
computed with the cosine of the angle between two document term vectors. The
cosine computation requires a secure inner product protocol, identical to the one
described in Section 2.1. Specifically, for Alice to compare a single document against
Bob’s database, she first uses her public key to encrypt the weights of every term in the
dictionary (if the term does not exist in Alice’s document, its weight is 0). After Bob
receives the encrypted vector, he uses his plaintext term vectors to blindly compute
the encryptions of the inner products for all documents. Finally, Alice decrypts the
results and computes the similarity between her document and each document in
Bob’s database. This protocol is computationally expensive, because of numerous
public key operations at both parties. Furthermore, its performance degrades as the
size of the dictionary space increases. For example, the similarity search between two

document sets, each containing 500 documents, takes about a week to complete [45].
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The authors of [45] extend their work in [54] with two optimizations. First, to reduce
the number of modular multiplications at Bob, they ignore every ciphertext in Alice’s
vector where the corresponding plaintext value at Bob is zero. Second, to reduce
the number of document comparisons, each party applies (in a pre-processing step)
a k-means clustering algorithm on their documents. The idea is to initially compare
only the cluster representatives and measure their similarity. If that similarity value
is above a certain threshold, then the documents in both clusters are compared in a
pairwise manner. Nevertheless, the drawback of clustering is that it is sensitive to
the value of k. If k£ does not accurately reflect the underlying document similarities,

it may result in a significant loss in query precision and recall.

Jiang and Samanthula [46] propose the use of N-grams in their SSDD protocol. An
N-gram representation of a document consists of all the document’s substrings of
size N (after removing all punctuation marks and whitespaces). In general, N-grams
are considered a better document representation method than term vectors, because
they are language independent, more sensitive to local similarity, simple, and less
sensitive to document modifications [46]. Specifically, Jiang and Samanthula utilize
3-gram sets and define the similarity between two documents as the Jaccard index
of their 3-gram sets. Prior to protocol execution, both parties create the 3-gram sets
of their documents and Bob discloses his global 3-gram set to Alice. To compare
a pair of documents, Alice and Bob create the binary vectors of the corresponding
3-gram sets with respect to Bob’s global 3-gram set (let A be Alice’s vector and
B be Bob’s vector). Next, the two parties invoke a secure two-party computation
protocol to compute |A N B| in an additively split form. Finally, they run a secure

division protocol to compute the Jaccard index J = Iﬁgg} Unfortunately, the above

protocol is not secure [9], because Bob has to reveal his global 3-gram set to Alice.
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By utilizing this information, Alice can easily check whether a word appears in Bob’s

global collection, which is an obvious security breach.

Blundo et al. [9] introduce EsPRESSo, a protocol for privacy-preserving evaluation of
sample set similarity. It is based on the private set intersection cardinality (PSI-CA)
protocol of De Cristafaro et al. [22]. The authors show that one possible application of
EsPRESSo is similar document detection and propose a solution based on 3-grams. To
compare two documents, Alice and Bob first create the 3-gram sets of their respective
documents. Next, Alice hashes her 3-grams and raises the resulting digests to a
random number R, (let’s call this set A). She then sends A to Bob who, in turn,
raises these values to his random number R} and randomly permutes the set. He also
hashes his 3-gram set members and raises the hash values to Ry (let’s call this set
B). Bob then sends both sets back to Alice. Alice removes R, from A and computes
the cardinality of the intersection between A and B (|A N B|). From this value, she

computes the Jaccard index as J = %

The limitation of the basic EsPRESSo protocol is that its performance depends on
the total number of 3-grams that appear in the compared documents. To this end,
the authors of [9] introduce an optimization based on the MinHash technique. In par-
ticular, instead of incorporating every available 3-gram in the corresponding 3-gram
sets (A and B), Alice and Bob agree on k distinct hash functions (Hy, Ho, ..., H}.)
to produce sets of size k, independent of the total number of 3-grams. Specifically,
for i € {1,2,...,k}, each party hashes all their 3-grams with the H; hash function
and select the digest with the minimum value as a representative in their respective
set. Once sets A and B are constructed, the ESPRESSo protocol is invoked to com-

pute the Jaccard index between the two documents. The MinHash approximation
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reduces considerably the computational and communication costs and is currently

the state-of-the-art protocol in secure similar document detection.

4.2 Problem Definition

Bob (the server) holds a collection of N documents D = {Dy, Ds,...,Dy}. Each
document D; € D is represented as a set of pairs (wj, f;), where w; is a term appearing
in the document and f; is its frequency (i.e., the number of times it appears in the
document). Alice (the client) holds a single document ¢ that is represented in a similar
fashion. Alice wants to know which documents in Bob’s collection I are similar to
g. Note that, if Alice herself holds a collection of M documents, the query is simply

evaluated M distinct times.

In this work we propose two protocols with different privacy guarantees. The security
of the basic protocol (Simhash, Section 4.3) is identical to the security provided by

all existing SSDD protocols:

e Foralli e {1,2,..., N}, Alice learns the similarity score between ¢ and D;.

e Bob learns nothing.

On the other hand, the enhanced version of our protocol (Simhash*, Section 4.4)

provides some additional security to the server (Bob):

e For all i € {1,2,..., N}, Alice learns whether D;’s similarity score is above a

user-defined threshold ¢ (boolean value). The exact score remains secret.
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e Bob learns nothing.

We assume that both parties could behave in an adversarial manner. Their goal is to
derive any additional information other than the existence of similar documents and
their similarity scores. For example, they could be interested in the contents of the
other party’s documents, statistical information about the terms in the other party’s
document collection, etc. Finally, we assume that both parties run in polynomial
time and are “semi-honest,” i.e., they will follow the protocol correctly, but will try
to gain any advantage by analyzing the information exchanged during the protocol

execution.

4.3 Basic protocol

In this section we introduce our basic protocol that reveals the exact similarity score
for each one of Bob’s documents to Alice. Section 4.3.1 presents the protocol and

Section 4.3.2 outlines its security proof.

4.3.1 The Simhash protocol

Prior to protocol execution, each party runs a preprocessing step to generate the
simhash fingerprints of their documents. The preprocessing includes lower case con-
version, stop word removal, and stemming. In the end, each document is reduced to
a set of terms and their corresponding frequencies. The simhash fingerprints are then
created according to the algorithm described in Section 2.3. In what follows, we use a

to denote Alice’s simhash (from document ¢) and b; (i € {1,2,..., N}) to denote the
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simhash of document D; in Bob’s database. Recall that all fingerprints are binary

vectors of size [ = 64 bits.

Similarity based on simhash fingerprints is defined as the number of non-matching
bits between the two bit vectors. In other words, a similarity score of 0 indicates two
possibly identical documents, while larger scores characterize less similar documents.
Consequently, it suffices to securely compute (i) the bitwise XOR of the two vectors
and (ii) the summation of all bits in the resulting XOR vector. Figure 4.1 shows the
detailed protocol, where E(-) denotes encryption with Alice’s ElGamal public key

(which is known to Bob).

Simhash
Input: Alice has a simhash fingerprint a
Bob has N simhash fingerprints {b1,bo,...,bn}
Output: Alice gets N similarity scores {o1,09,...,0n}
Alice

1:  Alice sends to Bob E(a[0]), E(a[l]),..., E(all — 1]);

Bob

2: for (i=1;i<N;i++) do

3:  Set 0; < 0 and compute E(0;);
4: for (j=0;j<1I;j++) do

5: if (b;[j] == 0) then

6 Eloy) < E(o))E(alj):

T else

8: E(0;) + E(0;)E(1)E(alj])
9: end if

10: end for

11: end for

12: Bob sends to Alice E(o1), E(02),...,E(on);

Alice
13: Alice decrypts all ciphertexts and retrieves o1, 09,...,0nN;

Figure 4.1: The Simhash protocol

First (line 1), Alice encrypts every bit of her fingerprint a and sends [ ciphertexts to
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Bob. Bob cannot decrypt these ciphertexts but is still able to blindly perform the
required XOR and addition operations. In particular, for every document D; in his
database, Bob initializes the encryption of the similarity score to E(o;) = E(0) (line
3). Next, he iterates over the [ bits of the corresponding fingerprint b;. If the bit at
a certain position j is 0, then the result of the XOR operation is equal to a[j] and
Bob simply adds the value to the encrypted score (line 6). Otherwise, the result of
the XOR operation is (1 —a[j]) which is also added to E(c;) in a similar fashion (line
8). After all documents are processed, Bob sends the encrypted results to Alice (line
12). Finally, Alice uses her private key to decrypt the scores and identify the most

similar documents to ¢ (line 13).

4.3.2  Security

In this section we prove the security of the Simhash protocol for semi-honest ad-
versaries, following the simulation paradigm [49]. In particular, we will show that,
for each party, we can simulate the distribution of the messages that the party re-
ceives, given only the party’s input and output in this protocol. This is a sufficient
requirement for security because, if we can simulate each party’s view from only
their respective input and output, then the messages themselves cannot reveal any

additional information.

Alice’s input consists of a bit vector a and her output is {01, 09,...,0x5}. The only
messages that Alice receives from Bob are the encryptions of the N similarity scores.
The simulator knows Alice’s public key and it also knows her output. Therefore, it

can simply generate the encryptions of the corresponding scores.
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In Bob’s case, the input is /N bit vectors and there is no output. In the beginning of
the protocol, Bob receives [ encryptions from Alice. Here, the simulator can simply
generate [ encryptions of zero. Given the assumption that the underlying encryption
scheme is semantically secure, Bob cannot distinguish these ciphertexts from the ones

that are produced by Alice’s real input.

4.4 Enhanced protocol

The basic Simhash protocol has the same security definition as all existing SSDD pro-
tocols in the literature. That is, Alice learns the similarity score for every document
D; in Bob’s database. Nevertheless, making all this information available to Alice
may allow her to construct some “malicious” queries that reveal whether a certain
term (or 3-gram) exists in Bob’s database. Consider the EsSPRESSo protocol as an
example. Alice’s query may consist of a number of fake 3-grams (i.e., 3-grams that
could not appear in Bob’s documents) plus a real one that Alice wants to test against
Bob’s database. After completing the protocol execution, Alice can infer that the
3-gram is present in Bob’s database if at least one of the similarity scores is non-zero.
This attack is not as trivial to perform with the simhash or MinHash techniques, but

it is still possible for sophisticated adversaries to devise similar attacks.

To this end, in this section, we introduce Simhash*, an enhanced version of the basic
Simhash protocol that maintains the similarity scores secret. This is the first SSDD
protocol in the literature that provides this functionality. In particular, Alice and
Bob agree on a similarity threshold ¢ and the protocol returns, for each document D;,

a boolean value ; that indicates whether o; < t. The detailed protocol is shown in
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Figure 4.2.

The first steps of the protocol (lines 1-10) are identical to Simhash, i.e., Bob blindly
computes the encryptions of all N similarity scores. However, instead of sending these
ciphertexts to Alice, Bob computes, for each D; € D, the encryptions of r;(o; — j)
where j € {0,1,...,} (lines 12-13). Specifically, r; is a uniformly random value that
masks the actual similarity score (o;) when it is not equal to j. On the other hand,
if 0; is equal to j, then the computed value is an encryption of 0. Next, Bob uses a
random permutation ; for each set of (¢ + 1) ciphertexts corresponding to document
D;, and eventually sends a total of (¢t +1)- N ciphertexts back to Alice (line 16). The
different permutations are required in order to prevent Alice from inferring the value
of j (i.e., similarity score) that produces the encryption of 0. Finally, Alice concludes
that document D;’s similarity score is within the predetermined threshold ¢, if and

only if one of the (¢ + 1) ciphertexts corresponding to D; decrypts to 0 (lines 19-28).

The security proof of the Simhash* protocol is trivial and follows the proof outlined
in Section 4.3.2. In particular, only Alice’s case is different, since (i) her output is N
boolean values {01,602, ...,0xN} and (ii) she receives (t + 1) - N ciphertexts from Bob.
Nevertheless, the simulator knows Alice’s output and also knows how the protocol
operates. Therefore, for all documents D; where 6; is true, the simulator generates
t random encryptions plus one encryption of 0. On the other hand, for documents

where 0; is false, the simulator generates (¢ + 1) random encryptions.
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Simhash*

Input: Alice has a simhash fingerprint a

Bob has N simhash fingerprints {b1,bo,...,bn}

Output: Alice gets N binary values {01,0s,...,0x}

11:
12:
13:
14:
15:
16:

17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:

Alice
Alice sends to Bob E(al0]), E(a[l]),..., E(a[l — 1]);

Bob
for (i=1;i<N;i++) do
Set o; < 0 and compute E(o;);
for (j=0;j<l;7++) do
if (b;[j] == 0) then
B(0:) < E(o;)E(alj]);
else
B(0:) < B(oy) E() E(alj]) ™
end if
end for
for (j = 0; j <t j+ +) do
Choose rj, uniformly at random from Z;
B(xij)  [E(o)E(j)~]"7;
end for
end for

Bob sends to Alice {E(x4j)},Vi € {1,2,...,N},j € m({0,1,...

Alice
Alice decrypts all ciphertexts and retrieves {z;;};
for (i=1;i < N;i++) do
for (j = 0: j < . j + 1) do
if (xij == 0) then
break;
end if
end for
if (j > t) then
0; < false;
else
0; < true;
end if
end for

Figure 4.2: The Simhash™ protocol
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4.5 Experimental evaluation

In this section we experimentally compare the performance of our methods against
existing SSDD protocols. Section 4.5.1 describes the experimental setup and Section

4.5.2 illustrates the results of our experiments.

4.5.1 Setup

We compare our protocols against the work of Murugesan et al. [54] that utilizes
cosine similarity (labeled as “Cosine” in our results), and EsPRESSo (both the ba-
sic protocol and the MinHash optimization) [9] that is based on 3-grams. We im-
plemented all protocols in C++ and leveraged the GMP! library for handling large
numbers. We ran both the client and the server applications on a 2.4 GHz Intel
Core i5 CPU. The performance metrics that we tested include the CPU time, the

communication cost, and the precision/recall of the document retrieval process.

The document corpus is a collection of Wikipedia? articles. In particular, we selected
103 main articles from diverse topics and, for each article, we also selected a number
(around 10) of its previous versions from the history pages of this topic. The total
number of documents in the corpus is 1152. For Simhash and Cosine, we applied lower
case conversion, stop word removal, and stemming, in order to derive the document
terms along with their frequencies. For the EsPRESSo protocols, we extracted the
3-grams as explained in [9]. The total number of terms in the documents is 152,571

and the total number of 3-grams is 10,392.

1. http://gmplib.org
2. http://en.wikipedia.org
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4.5.2 Results

In the first set of experiments we investigate the document retrieval performance of
the various protocols. We did not test the actual cryptographic protocols, but instead
compared the three document representation methods (term vectors, simhash, and
3-grams). The experiments were performed as follows. We run 103 queries, where
the query documents were selected to be the most recent versions of the 103 unique
articles. Using different threshold values, we observed the precision and soundness of
the retrieved documents (recall that we know in advance the “correct” results, since
the different versions of each article are very similar to each other). For our methods
we used the threshold values {2, 3,4, 5,6}, while for the rest of the protocols we used
the values {0.6,0.7,0.8,0.9,0.99}. Observe that, for Simhash, larger threshold values

imply less similar documents, whereas for the other methods the opposite is true.

We used the precision and recall as the performance metrics for the document retrieval
process. Precision is defined as:

IRNV|

precision =
| R

where R is the set of retrieved documents and V is the total number of documents
that satisfy the query. In other words, precision is equal to the fraction of retrieved
documents that belong to the result set. Recall, on the other hand, indicates the

fraction of the result set that is retrieved by the query and is computed as:

IRNV|

recall = ———
V]
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Figures 4.3(a) and 4.3(b) show the precision and recall curves for the various EsPRESSo
protocols. As expected, the basic protocol has the best overall performance and main-
tains a precision of 1.0 for all threshold values. The MinHash approximations sacrifice
some precision for better running times, but they all perform very well for threshold
values larger than 0.7. In terms of recall, all EsSPRESSo variants are very sensitive
to the underlying threshold value, experiencing a large drop when the threshold is
larger than 0.8. The Cosine method has a very stable performance, as shown in Figure
4.3(c). In particular, both the precision and recall values remain over 0.75 under all
settings. Finally, Simhash exhibits excellent query precision for all threshold values
(Figure 4.3(d)). Furthermore, the query recall raises steadily with increasing thresh-
old values and, when the threshold is 6, Simhash retrieves over 96% of the relevant

documents.

In the next experiment we measure the computational cost of the various methods.
We select MinHash-50 (i.e., MinHash with £ = 50 hash functions) to represent the
EsPRESSo family of protocols, since it has the best performance in terms of CPU
time. The experiments were performed as follows. We run the cryptographic proto-
cols for the 103 unique queries and measured the total CPU time, excluding the initial
query encryption time (which is performed only once, independent of the database size
N). From this value we determined the average time needed to compare a pair of docu-
ments. Using this measurement, Figure 4.4 depicts the CPU time required to compare
one document against a database of size N, where N € {100,500, 1000, 3000, 5000}
(the curves also include the query encryption time). Simhash is by far the best proto-
col among all competitors and it is one order of magnitude faster than MinHash-50.
Cosine incurs a very high computational cost, mainly due to the query encryption

step that involves tens of thousands of public key encryptions. MinHash-50 is sig-
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Figure 4.3: Precision and recall

nificantly slower than Simhash, because it involves numerous (expensive) modular

exponentiations for every document in the server’s database.

Figure 4.4(b) shows the CPU overhead of the Simhash* protocol, where the similarity
threshold is set to t = 6. The additional cost is due to the (¢ + 1) modular exponen-
tiations that are required to hide a document’s similarity score. However, Simhash*
is considerably faster than MinHash-50, incurring 23.7 sec of CPU time to compare

5000 documents, as opposed to 107.5 sec for MinHash-50.

Figure 4.5(a) illustrates the communication cost for Simhash, MinHash-50, and Co-

sine. Clearly, Simhash outperforms significantly both competitor methods, incurring
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Figure 4.4: CPU time

a communication cost that is at least 18 times smaller under all settings. For exam-
ple, to compare one document against a database of size N = 5000, requires 1.24 MB
of data communication for Simhash, 35.29 MB for MinHash-50, and 38.47 MB for
Cosine. The drawback of MinHash-50 is that it has to send 50 ciphertexts plus 50
SHA1 hashes for every document in the database. On the other hand, the overhead
for Cosine lies exclusively on the transmission of the encrypted term vector, which is

why it seems to remain unaffected by the database size N.

Finally, Figure 4.5(b) shows the communication overhead for the Simhash* protocol.
In this experiment, the threshold ¢ is set to 6, which necessitates the transmission of
7 ciphertexts for every document in the database. As a result, the communication
cost of Simhash* is around 7 times larger than the cost of the basic Simhash protocol.
Nevertheless, it is still significantly lower than the competitor methods, requiring just

8.56 MB of data for N = 5000 documents.
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CHAPTER 5

CONCLUSIONS AND FUTURE WORK

5.1 Conclusions

Searchable encryption is an important cryptographic primitive that facilitates private
keyword searches directly on encrypted data. While this problem is studied exten-
sively in the symmetric key setting, existing public-key algorithms are very restrictive
in the types of keyword queries that they allow. To this end, our work introduces the
first method for privacy-preserving ranked keyword search on public-key encrypted
data. Our solution employs a simple indexing structure, and leverages homomor-
phic encryption and private information retrieval protocols to process queries in a
privacy-preserving manner. Furthermore, we introduce several optimizations for the
cryptographic primitives of our approach that reduce the query response times by
several orders of magnitude. Using measurements from Amazon’s EC2 infrastruc-
ture, we show that our method can process ranked keyword searches in less than 17

sec, while incurring less than 900 KB of communication cost.

Secure similar document detection (SSDD) is a new and important research area with
numerous application domains, such as patent protection, intelligence collaboration,
etc. In these scenarios, two parties want to identify similar documents within their

databases, while maintaining their contents secret. Nevertheless, existing SSDD pro-
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tocols are very expensive in terms of both computational and communication cost,
which limits their scalability with respect to the number of documents. To this end,
we introduce a novel solution based on simhash document fingerprints that is both
simple and robust. In addition, we propose an enhanced version of our protocol that,
unlike existing work, hides the similarity scores of the compared documents from the
client. Through rigorous experimentation, we show that our methods improve the
computational and communication costs by at least one order of magnitude com-
pared to the current state-of-the-art protocol. Furthermore, they perform very well

in terms of query precision and recall.

5.2 Future Work

e-Commerce is another area that gains popularity with the advent of easing online
technologies. A standard user, without any advanced computer skills, has now the
ability to do online shopping. To offer the user different alternatives, e-Commerce
providers like Amazon! and Ebay? use recommender systems [63]. Recommender
systems present suggestions to the user by analyzing the users who have similar

interests or the items rated by the user in the past.

The most common definition of the concept is the problem of estimating ratings for
the items that have not been seen by a user. Once we can estimate ratings for the yet
unrated items, we can recommend to the user the item(s) with the highest estimated

ratings [5].

1. http://www.amazon. com
2. http://www.ebay.com/
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Recommender systems are usually classified into the following categories, based on

how recommendations are made [1] :

e Content-based: Recommendations are based on the items which are rated by

the user in the past.

e Collaborative: Recommendations are calculated from the items which are rated

by similar users to the user who needs the recommendation.

e Hybrid: Recommendations are based on the combined results of collaborative

and content based methods.

In the early 90s, the rapid growth of the Internet started recommender systems based
on collaborative filtering. Tapestry [34] is a manual collaborative filtering system
which allows a user to get information build upon other users actions or choices.
Grouplens [61] is an automated version of Tapestry which was deployed to recommend
Usenet articles to their users. Research on recommender systems accelerated while

the Internet kept evolving [62, 42, 36].

Despite its popularity, many recommender systems do not take the privacy of the
data collected about users into account. The accumulated information about users
is a valuable source and is vulnerable to sharing, selling or unauthorized access by

other interested parties (e.g. competitors).

One of the pioneering work in privacy-preserving recommender systems is Canny’s
[14]. He proposed a scheme built upon singular value decomposition (SVD) and
homomorphic encryption. This method suffers from high computational cost caused

by vector additions over homomorphic encrypted values. Moreover, it assumes to
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have many active users online to contribute the calculation of the recommendation
securely. Ahmad and Khokhar modified Canny’s protocol with El-Gamal encryption
[2]. In [59] a method which uses randomized perturbation techniques is proposed,
and the same authors built a scheme for vertically partitioned data in [60], however,
providing recommendations by using perturbation is proven to be insecure [70]. Tada
et.al. developed a method which focuses on the similarity between items [65]. Very
recently, Basu et.al. suggested a scheme designed specifically to work in the cloud
[6]. Erkin et.al. proposed cryptographic protocols in [24, 26, 27], however, active
user contribution is needed, which makes the system more prone to latency. In [28]
Erkin et.al. proposed a semi-trusted third party based approach in order to avoid
user participation in the calculations. Finally, Erkin et.al. introduced a cryptographic

content-based solution in [25].

Current privacy-preserving recommender systems proposed in the literature strug-
gle with, i) The need for active user participation ii) Sacrificed privacy or insecure
solutions iii) Third party involvement iv) High communication and computational
costs. The practicality of the state-of-the-art solutions are questionable because of

the mentioned problems.

As future work, we plan to investigate a better approach to introduce a more appli-

cable scheme by means of security, computational and communicational costs.
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