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Abstract

A Distributed Protocol for Conferencing 

by

Eluzor Friedman

Advisor: Professor Chaim Ziegler

With faster workstations connected to faster networks, distributed computer networks 

arc being used for more than just the sharing of data. They are being viewed as communication 

systems that allow users to communicate and cooperatively work with each other. Included in 

these communication systems is the ability to integrate multiple varied information types, such 

as data, voice and video. More recently, these communication systems allow users to create 

conference connections to allow multiple users to cooperatively work together simultaneously 

utilizing a multiplicity of information types. This is referred to as multimedia conferencing. This 

thesis concentrates on conference connection management and presents a distributed 

conferencing protocol that sets up, maintains and terminates a conference connection among 

multiple users.

The principal contribution of the conferencing protocol is the concept of distributed 

conference connection management. The distributed connection management scheme used by 

the conferencing protocol views a conference connection as a logical ring of conference 

participants. A participant of an ongoing conference must only keep track of its predecessor and 

its successor in the logical ring of conference participants. This enables efficient distributed 

connection management.

A detailed description of the conferencing protocol is presented. The thesis defines the 

conferencing protocol services provided to the user, details the CPDUs used by the protocol,



describes the protocol mechanisms, presents a formal protocol specification in terms of a finite 

state machine and defines the interface to the services provided by the lower layer. An actual 

implementation the protocol is described.
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Chapter 1 

Introduction

With faster workstations connected to faster networks, distributed computer networks 

are being used for more than just the sharing of data. They are being viewed as communication 

systems that allow users to communicate and cooperatively work with each other. Included in 

these communication systems is the ability to integrate different types of information, such as 

data, voice and video, on one communication system. More recently, these communication 

systems allow the users to create conference connections to allow multiple users to 

cooperatively work together simultaneously utilizing a multiplicity of information types. This is 

referred to as multimedia conferencing. This thesis concentrates on the conferencing aspect of 

these communications systems and presents a distributed conferencing protocol that sets up, 

maintains and terminates a conference connection among multiple users. The protocol 

maintains the conference connection as a logical ring of conference participants.

Much research has been done on the feasibility of packet networks to be used for voice 

and video and the integration of the different types of information over packet networks 

[Detr83, Muss83, Wein83, Frie86a, Frie86b, IEEE89). These papers concentrate on the point-to- 

point transmission of voice, video and/or data over a packet network. They discuss different 

methods and schemes used in packet voice and video systems and present and analyze different 

types of experimental systems. Chapter 2 discusses issues concerning packet voice systems and 

presents two experimental point-to-point packet voice systems over two PC-based LANs.
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The above mentioned papers concentrate on point-to-point delivery of voice packets. 

They do not set up a point-to-point connection that is needed before the voice packets can be 

delivered. Chapter 3 presents a design for a distributed packet voice communication protocol. 

The protocol sets up and maintains a point-to-point connection that provides for point-to-point 

packet voice delivery. Its purpose is to mimic a normal telephone call over a distributed 

network and allow a telephone conversation to take place between two users. This protocol was 

a precursor to the conferencing protocol to be presented.

[ForgSO] is one of the first papers to discuss packet voice conferencing issues. It 

describes experimental packet voice conferencing systems implemented over ARPANET and 

SATNET. The Ethcrphone system |Swin83, Swin87, Zwel88) is a packet voice system 

implemented over an Ethernet that includes conferencing capabilities. A novel approach to 

packet voice conferencing can be found in [Zicg89| and is described later, along with other 

issues of packet voice conferencing, in section 4.2.2.

Real-time conferencing systems can be traced back to (Sari85). In that paper two 

separate applications that can be shared among conference participants in real-time are 

presented. One application, RTCAL, supports meeting scheduling through an on-line calendar. 

The other application, MBlink, supports remote bit-mapped graphics output from a remote host 

to a workstation and graphical input for a remote workstation's pointing device, such as a 

mouse. The paper discusses the issues involved in implementing applications for real-time 

conferencing. Many of theses issues are presented in chapter 4.

The Rapport system [Ahuj88, Ensor88, Ahuj88, Ahuj90] is a multimedia conferencing 

system for voice, video and data that uses a centralized connection management scheme. It is 

implemented using Sun workstations running the Unix and the X Window system. The data is 

transmitted over an Ethernet with a separate networks for voice and signal data. This system
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allows conventional programs that were developed for a single user environment to execute 

within a conference. This is in contrast to special programs that are developed for the multiuser 

environment such as the ones presented in [Sari85]. Additional conferencing systems can be 

found in |Ford86, Gara86, Leun89, Leun90, Kosi89, Herm87, Saka88, Saka90, Soares89, 

Tani88).

A conferencing system must have the ability to manage a conference connection among 

multiple users. The user of the system must have the ability to:

•  create a multipoint connection among multiple users;

•  add users to an ongoing conference;

•  leave an ongoing conference;

•  transfer data over the conference connection and

•  know when a conference connection has been terminated.

Most work on existing conferencing systems, as cited earlier, do not concentrate on the 

particulars of conference connection management. Instead they concentrate on data delivery and 

application programs. Those papers that do address conference connection management have 

generally opted for a centralized approach. The central controller can either be a separate 

specialized entity, in charge of managing of all conference connections, or the initiator of the 

conference, that manages the particular conference it initiates. The main contribution of the 

conferencing protocol that is to be presented in this thesis has as its central focus the concept 

of distributed conference connection management. This is the principle contribution of the 

protocol to be presented in the thesis.

A distributed connection management scheme, proposed in [Zieg89], is to view a 

conference connection as a logical ring of conference participants (as if the conferees are sitting 

around a table). This scheme is similar to the logical ring of the IEEE 802.4 token-passing bus



4

protocol [IEEE85, Stal91). In the token-passing bus protocol, a logical ring is maintained for 

the purpose of passing a token from station to station. This token permits a station access to 

the network channel. The logical ring is implemented by each station maintaining pointers to 

its logical predecessor and logical successor. Similarly, it is proposed that to maintain a 

conference connection, a participant of an ongoing conference must only keep track of its 

predecessor and its successor in the logical ring of conference participants. Many of the 

concepts used for setting up and maintaining the logical ring of the token-passing bus protocol 

can then be applied for setup, expansion, contraction and general maintenance of the 

conference connection. This scheme is used to manage the conference connection in the 

distributed conferencing protocol that will be presented.

This type of a distributed management scheme has several advantages over central 

management schemes. The distributed control mechanism has all participants of the conference 

take part in the management of the conference connection through the logical ring. Under 

centralized control, failure of the controller causes all conferences managed by that controller 

to fail. However, with distributed control, the failure of one participant does not necessarily 

result in the failure of the conference. The other participants can communicate with each other 

to reestablish the logical ring and bypass the failed station. Another drawback of central control 

occurs in a system where the initiator of the conference is the conference controller and, for 

some reason, the initiator wishes to leave the conference, while the other participants wish to 

continue the conference. In such a case, typically, the conference must be terminated and the 

remaining participants would have to form a new conference. On the other hand, with 

distributed control, any participant can leave the conference without effecting the conference 

connection, as a whole. Finally, a central controller must maintain communication with all the 

conference participants. Using the logical ring for conference management, each participant
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must only communicate with two other participants. This tends to equalize the processing 

overhead among the participants of the conference, as opposed to overloading one central 

location.

Section 1.2 presents an overview of the conferencing protocol that is to be presented 

in its entirety in chapter 5. In presenting the protocol, the terminology defined by the 

International Standard Organization (ISO) for Open Systems Interconnection (OSI) is used. 

The next section presents an overview of the OSI reference model and terminology.

1.1 The ISO OSI Reference Model and Terminology

The International Standard Organization (ISO) set out to design an architecture by 

which standards for distributed systems interconnection can be developed. The result is the 

Open Systems Interconnection (OSI) reference model. The word open refers to the ability of 

any two systems that conform to the model and its associated standards to communicate with 

each other.

The ISO chose layers as the structure to its model. The communication system is 

divided into seven layers. Each layer performs its own set of functions required for it to 

communicate with another system. It uses the lower layer beneath it to perform more primitive 

functions. Peer entities of two systems communicate with each other via a protocol. The 

following are the seven layers defined by the ISO and a brief description of their services.

Layer 1 - Physical Layer. As the name implies, the function of this layer is the physical 

transmission of an unstructured bit stream over a physical link. The layer provides the 

mechanical, electrical, functional and procedural characteristics needed to establish, maintain 

and deactivate the physical link. The familiar EIA-232-D is an example of a protocol of the 

physical layer.

Layer 2 - Data Link Layer. The data link layer creates a reliable transmission channel
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by sending blocks of data, or frames, with the necessary error control and flow control, over the 

physical link.

Layer 3 - Network Layer. The network layer provides network access and data transfer 

between stations by sending packets through the network. It is responsible for routing functions, 

congestion control and internetworking needed to deliver the data from the source node to the 

destination station.

Layer 4 - Transport Layer. The transport layer provides for the reliable transparent 

transfer of data between end points independent of the underlying network service. It is 

responsible for end-to-end error recovery and flow control.

Layer 5 - Session Layer. The session layer provides the control structure for 

communications between applications. It establish, maintains and terminates a session 

(connection) between cooperating applications.

Layer 6 - Presentation Layer. The presentation layer provides for the independence 

of data representation between applications. It resolves the data syntax and format differences 

between applications by negotiating a transfer syntax.

Layer 7 - Application Layer. The application layer provides access to the OSI 

environment to the user. It contains the service elements to support application processes and 

network management.

The user of the services implemented by the protocol of layer N  is the protocol entity 

of layer N  + 1 and is called the service user. The service provider is the protocol entity that 

performs the services of layer N. OSI separates the services, provided to the user, from the 

protocol operation, implemented by the service provider. This allows changes to be made in the 

protocol operation without effecting the user of the protocol. Services of layer N  are available 

to layer N  + 7 at a Service Access Point (SAP). A layer N  SAP is an abstract address that



defines the interface point for services provided by the layer.

The user of each layer is provided with a group of service primitives (operations) and 

their associated parameters that are used to invoke and deliver the services provided by a layer. 

OSI defines four types of service primitives. The request primitive is issued by the service user 

to request some specified service form the service provider. The service provider informs the 

service user that an event has occurred through an indication primitive. The service user 

responds to an indication by issuing a response primitive. The confirm primitive is used by the 

service provider to confirm a request to perform a service. Service provided to a user can cither 

be confirmed or unconfirmed. A confirmed service uses a request, an indication, a response and 

a confirm service primitive. A unconfirmed service just uses a request and an indication service 

primitive.

Corresponding entities of the same layer on different systems (peer entities) use protocol 

data units (PDUs) to communicate with each other. There is no direct connection between the 

peer entities, except on the physical level. The connection between the peer entities is a logical 

one. The services of the lower layer provide PDU delivery between peer entities.

U  Conferencing Protocol Overview

The distributed conferencing protocol, to be presented, establishes and manages a 

multipoint connection among multiple users. The conferencing protocol principally concentrates 

on conference connection management. The purpose of the conferencing protocol is as follows:

•  The protocol provides the user with the ability to establish and 

manage a conference connection among multiple users.

•  The protocol uses a distributed mechanism for conference connection 

management by setting up and maintaining a logical ring of 

conference participants.



•  The conference connection is dynamic, in that users can join and 

leave an ongoing conference.

•  The protocol provides the user with multiple methods for conference 

data delivery.

The protocol provides the user with a set of protocol service primitives for conference 

connection management. The following is a list of some of the service primitives provided to 

the user and a brief description of their function.

•  C-INVITE is used for inviting users to a conference. It can be used 

to invite remote users to a new conference or to invite additional 

users to an ongoing conference.

•  C-REVOKE allows a user to revoke all pending invitations.

•  C-ACCEPT is used to accept an invitation. The accepting user 

becomes an active conference participant.

•  C-REJECT allows a user to reject an invitation request.

•  C-STATE allows a user to request information about the state of the 

conference, specifically, which users are participating in the 

conference.

•  C-SUSPEND allows the user to suspend the conference connection 

and become a suspended participant. Suspended participants can not 

send or receive data.

•  C-RESUME allows the user to resume a suspended connection and 

become, once again, an active participant.

•  C-LEAVE allows a user to leave an ongoing conference.

•  C-REMOVE is used to remove a remote participating user from the
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conference.

•  C-CONF-DATA allows the user to send data to all participants of the 

conference.

•  C-SUCC-DATA allows the user to send data to its successor in the 

logical ring of conference participants.

•  C-DATA allows the user to unicast data.

The protocol is responsible for implementing the services provided to the user and in 

many ways mimics the service primitives that are provided to the user. A protocol entity can:

•  invite remote protocol entities to a conference;

•  accept a conference invitation from a remote entity,

•  reject a conference invitation from a remote entity,

•  revoke a pending invitation sent to a remote entity,

•  leave an ongoing conference;

•  forcibly remove a remote entity from an ongoing conference;

•  verify the participants of the conference;

•  suspend and reconnect the conference connection;

•  multicast conference data to all conference participants;

•  send data to its logical successor; and

•  unicast data to a single remote participating entity.

This is all accomplished by the peer conferencing protocol entities communicating with each 

other through Conferencing Protocol Data Units (CPDUs).

As stated previously, the protocol manages the conference connection by setting up a 

logical ring of conference participants. This is implemented by the protocol maintaining two 

pointers; one is for its predecessor and the other for its successor. Thus, the protocol must also
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be able to:

•  set up the logical ring by setting and maintaining its successor and 

predecessor pointers;

•  modify its predecessor and successor pointers, in order to allow 

protocol entities to added an deleted from the conference; and

•  recover from an erroneous break in the logical ring.

The conferencing protocol creates a conference connection among application 

processes. It assumes the underlying protocol layer, to which it interfaces, provides transparent 

end-to-end transmission of data. This interface would occur most naturally at the transport layer 

of the ISO OSI reference model. Since the conferencing protocol creates a multipoint 

connection between application processes, the conferencing protocol is viewed as a session layer 

protocol with the ability to create and regulate a multipoint, session layer, conference 

connection among multiple session layer users. An application process uses the protocol to 

create a session layer multipoint connection. It should be noted that, at present, ISO only 

defines point-to-point communication at the session layer. However, defining a conferencing 

protocol as part of the session layer can be found in [Leun89] and [Leun90].

A detailed description of the conferencing protocol can be found in chapter S. Section

5.1 defines the conferencing protocol services provided to the user. Sections 5.2 through 5.4 

specifies the internal operation of the conferencing protocol. Section 5.2 details the CPDUs 

used by the protocol. A description of the protocol mechanisms can be found in section 5.3. A 

formal protocol specification, in terms of a finite state machine, is in section 5.4. Section 5.5 

defines the interface to the services provided by the lower layer. The protocol has been 

implemented as described in section 5.6.
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Chapter 2 

Experimental Point-to-Point Packet Voice Systems

This chapter presents experimental implementations of real-time, point-to-point packet 

voice communication systems over two types of PC based LANs. The first is a Proteon proNET 

token-passing ring network and the second is a 3 Com Ethernet network. These systems 

implement the point-to-point, bidirectional transmission of voice packets. System configuration, 

operation and performance is presented for each implementation. A major portion of this 

chapter can be found in (Fric89],

The performance analysis that is presented for each system is to estimate an upper 

bound on the number active of voice stations each network can handle while providing 

acceptable levels of service. Voice is real time data. In order to provide timely delivery, the 

number of active simultaneous participants must be bounded. Results are derived for scenarios 

with and without silence detection.

2.1 Packet Voice Issues and LAN Protocols

In order to convert analog speech into a digital form that is acceptable for 

transmission over a packet-switched network, one must go through a process called speech 

encoding. There are several, well known algorithms that are used for this purpose. The most 

basic of these is Pulse Code Modulation (PCM). In its most usual form, PCM will produce
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digitized speech at a data rate of 64 kbs. For networks where this data rate is too high, other 

techniques which yield lower data rates, such as ADPCM, delta modulation (e.g., CVSD) and 

predictive coding (e.g., LPC), are available. The selection of the type of speech encoding to use 

is usually dependent on several factors including, network bandwidth, network throughput, and 

the voice quality needed [Wein83].

There are several general characteristics that are inherent in all point-to-point packet 

voice systems. Once a call has been established between two sites, they begin to converse. As 

a conversation proceeds, consecutive speech samples are digitized and the resulting bits are 

initially stored in a buffer until a complete packet is gathered. Once a complete packet has been 

accumulated, the packet is encapsulated with the addition of any needed header information 

and then the packet is scheduled for transmission.

Most data network protocols provide for reliable source-to-dcstination packet delivery. 

This is usually accomplished through the use of an error recovery technique which generally 

involves the retransmission of lost or incorrectly received packets. This type of service is 

desirable for data transfers. However, when it comes to packet voice, real-time constraints are 

of greater importance. The system must provide for the ability to have timely playback at the 

receiver. To accomplish this, a packet voice system might sacrifice some reliability for the sake 

of timeliness. Indeed, most packet voice systems simply eliminate recovery procedures for lost 

and incorrectly received packets. This is usually of little consequence to the quality of the 

received voice because of the robust nature of voice [DeTr83, Wein83J.

Data network protocols use trafTic control schemes to regulate the flow of traffic 

between two entities and to control network congestion. Flow control schemes such as the 

sliding window protocols and credit schemes are used [Stal85]. Delivery of data packets can be 

delayed, for reasons of flow control, without adversely affecting the delivery of the whole
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message. On the other hand, real-time voice packets are useless if they are overly delayed. 

Thus, traffic control schemes that hinder the timely delivery of packets should be eliminated 

from any voice protocol. However, some scheme must be used to protect the network resources 

so that network performance docs not degrade to an unacceptable level [DeTr83, Wein83). This 

can be accomplished by limiting the number of two-way conversations allowed to be in progress 

at any one time over the network.

It has been shown [Brad68] that during a typical, point-to-point, voice conversation, 

actual speech at each station will take place on the average of only forty percent of the time. 

Consequently, in order to conserve bandwidth it only seems logical to attempt to detect the 

silent intervals of a conversation and not send the packets that are generated during those 

intervals. Indeed, most packet voice systems (e.g., (DeTr83, Muss83, Wein83, Zieg80]) 

incorporate some type of silence detection algorithm.

Another important characteristic of any packet voice system is the amount of speech 

that is contained in each packet. This is an important parameter because in many packet voice 

systems, lost voice packets are not retransmitted. In addition, large packets can introduce an 

unacceptable delay in the playback due to a large packetization time. This indicates that the 

packets should be made small. In experimental studies [DeTr83, Muss83, Wein83], it has been 

found that best performance will be obtained with packets containing no more than 

approximately 50ms of speech. However, one must be careful not to make the voice packet too 

small in order to avoid adverse effects on throughput due to the increase in actual number of 

packets transmitted and the packet overhead bits.

As far as the packet header is concerned, most systems [DeTr83, Hober83, Muss83, 

Wein83] include a time stamp indicating the time origin of the packet. Since delivery time for 

consecutive packets can vary, it is clear that a receiver must account for this variability in
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playing back received voice packets. Otherwise, unacceptable gaps affecting the quality of the 

received voice will occur. Consequently, the receiver can not play back a voice packet as soon 

as it arrives, but instead puts the packet into a buffer and will play it back after a certain delay. 

This delay is called reconstitution delay. Those packets which arrive at the receiver after their 

respective reconstitution delay time must be discarded. The time stamp is used to facilitate a 

timely playback at the receiving end and is helpful in the reconstitution delay.

The reconstitution delay time used is dependent on the average packet delay of each 

network. In ARPANET, 99 percent of all packets experience delays between 200 and 700 

milliseconds. Therefore, in the packet voice experiment done over ARPANET, described in 

|Wcin83|, a reconstitution delay of 500ms was used. In [DeTr83], an experiment on a 

CSMA/CD LAN using PCM, a reconstitution delay of 5.75ms was used for a system that had 

a packet size of 5.75ms of voice. It was observed that only one percent of the packets were lost 

using this delay.

When the receiver has no packets available for play back, due to packet loss or delay, 

an interpolation scheme must be used to determine what should be played back. One method 

is to fill in the missing packet with silence. But, studies have shown that silent gaps are 

disturbing to the average listener. Several alternatives have been studied in [Muss83, Wein83, 

Zieg80, Zicg79). One alternative is to playback the complete previous packet received. A second 

choice would be to freeze receive the receiver by playing back the last sample. Studies have 

shown that by using these methods the listener is not bothered by the missing speech.

The most widely used LAN topologies, the bus and the ring, have all their stations 

connected to a common transmission medium. Therefore, a medium access control mechanism 

is needed to determine who has access, or who can transmit a packet, over the network 

medium. There are two widely used medium access control mechanisms. One is the random
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access contention scheme, typified by CSMA/CD and the other is the non-contention scheme, 

typified by the token-passing protocol.

Carrier Sense Multiple Access with Collision Detection (CSMA/CD) is a random 

access protocol that works in the following way. A station senses the transmission medium and 

attempts to transmit when the medium is silent. During the transmission, the station monitors 

the medium to detect a collision, which indicates that more than one station transmitted a 

packet. If a collision is detected, the station backs-off and attempts to retransmit at a later time 

according to some rescheduling algorithm. If no collision is detected, the station has gained 

access to the transmission medium. CSMA/CD works well under light and medium trafTic loads 

but docs not guarantee the delivery of packets within a deterministic time period. During high 

traffic loads CSMA/CD's performance degrades considerably. This is due to the large number 

of nodes that will transmit, collide, back off, retransmit, and collide again.

In token-passing networks, a token is passed from station to station. When a node 

receives the token, it has access rights to the transmission medium. Token passing networks 

guarantee the delivery of the packets within a deterministic time period. Even though the time 

period between each access o the network grows with the traffic load, the time period between 

successive acquisitions of the token is upper bounded and deterministic, and is proportional to 

the network load.

Because of the real-time requirements on voice packet delivery, it would seem that the 

guaranteed determinism of token-passing networks would be best suited for packet voice. 

However, if one notes that during a talk spurt voice packets are generated at regular intervals, 

one reali?es that the nondeterministic nature of networks operating under CSMA/CD may be 

of little consequence in their ability to handle packet voice traffic.

During talk spurts, voice traffic is generated at regular intervals. Thus the instantaneous
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load is not the result of a Poisson process. (In fact, the packet generation distribution is close 

to a deterministic process.) Consequently, the active voice users of the network can be 

considered as generating their packets uniformly distributed throughout the embedded frame 

of a packet length [Muss83a|. This allows for the possible use of a nondeterministic protocol, 

such as CSMA/CD, for voice traffic and it might be just as suitable as token-passing protocols.

In [DeTr83bj and |Muss83] studies of a packet voice communication system over a 

CSMA/CD network were performed. These studies showed that 60 to 93 two-way conversations 

can be supported by the network. Additionally, in |Muss83] a study of a packet voice 

communication system over a GBRAM (group - Broadcast Recognizing Access Method) type 

network, that uses a virtual token-passing access algorithm, was done. The GBRAM protocol 

works by assigning the users time slots, equal to the end-to-end propagation delay, in a logical 

ring fashion. The station senses the carrier and recognizes the source address of the 

transmitted packets to determine who has the next transmission right. The term virtual refers 

to the fact that no real token is passed around. The study showed that 123 two-way 

conversations can be supported over that network. The above studies were performed using 64 

kbs PCM with silence detection.

Two experimental LANs, called Exprcssnet |Toba83] and Fasnet [Limb83], have been 

developed to provide integrated services, including voice and data integration. Both systems 

have been developed to operate as baseband transmission systems at rates of up to 200 Mbs. 

In both of these systems, voice transmission is accomplished by specifically allocating 

(dynamically) a portion of the transmission bandwidth to voice packets. In this way, voice 

packets can be distinguished from data packets at the network level and given a guaranteed 

delivery time.

In the experimental systems, to be detailed in succeeding sections, we have addressed
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the above issues in the following way:

•  The system ignores error recovery procedures by not checking if the 

voice packets were transmitted or received correctly.

•  The experiments performed on the system used packets containing 

from approximately 37 ms to 150 ms of speech.

•  For the token-passing ring experimental system, no reconstitution 

delay was used in the playback procedure of the system. Instead, we 

rely on the upper bound delay characteristics of token-passing ring 

networks to guarantee timely delivery of the packets.

•  For the CSMA/CD experimental system, a one packet reconstitution 

delay was used.

•  When packet loss occurs, the receiver is frozen; that is, the last 

sample is played back until the next packet arrives.

12 Token-Passing Ring Experimental System

2.2.1 System Configuration

The token-passing ring LAN used in our experimental system is a PC based, Protcon 

proNET network [Prot84j. The Proteon proNET has a ring network architecture that uses a 

decentralized token-passing access protocol. The transmission rate is 10 Mbps with twinax cable 

as the transmission media. The network interface provides for full-duplex operation with 

separate transmit and receive buffers. The maximum number of stations that a single proNET 

can support is 255.

Data are transmitted between stations in packets. The Fields of a packet are depicted 

in Figure 2.1. A packet is not transmitted by a station until it receives a free token. Upon the 

receipt of a free token, the transmitting station changes the free token into a Beginning of
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BOM Dcstinatio Source Data Byte AM Parity Refused BOM
n Address Bit Bit or

Address Token

tO bits 8 b iu 8 bits <  2044 bytes 10 bits

Figure 2.1: Proteon ProNET tokcn-ring packet format.

Message delimiter (BOM) and then transmits the rest of the packet. The data field is filled with 

the user data in the transmit buffer. The End of Message delimiter marks the end of the data 

field. After the transmission of the packet, the transmitting station transmits a free token. The 

packet makes its way around the ring back to the transmitting station, which drains the packet 

off the network.

All stations on the network repeat the packets that pass through them. While a packet 

is passing through, address matching is being performed on the destination address Field of the 

packet. Those packets that match a stations own address are copied into the receive buffer.

Voice digitization was accomplished using Digital Pathway's Communicard. This PC 

based voice board converts speech using eight bit PCM at a sampling rate of 7 Khz. Voice input 

and output is currently done either through a telephone handset or via microphone and speaker. 

(In later experiments, we switched to the IBM Voice Communication Adapter.)

The workstations used were IBM PCs and compatible. At the time of the experiment 

the network consisted of three IBM PCs, three IBM PC ATs and 2 Compaq portables.

222  System Operation

Voice samples are taken at rate of 7 Khz. These samples are digitized, using 8-bit 

PCM, and put into an internal transmit buffer. When a full packet of samples is collected, the 

packet is transferred to the network interface transmit buffer and transmitted over the network.
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This gives a data rate of 56,000 bits per second for each active voice station. During active 

speech, these packets are generated periodically with the interpacket generation time dependent 

on the number of samples in a packet. In our system, if a new packet is generated before an 

old packet has been transmitted, the old packet is discarded. Packet voice can tolerate some 

loss of data (up to approximately two percent) without an adverse affect on the quality of the 

received speech perceived by the listener |DeTr83a, Fine86, Wein83, Muss83, Nutt82).

Voice packets that are received by a station and copied into its network interface 

receive buffer are then transferred into an internal receive buffer. The digitized voice samples 

arc then taken from the internal receive buffer and played back through a D /A  on the 

Communicard. At present, there is no reconstitution delay introduced to the playback of 

received voice packets. As soon as the packet is copied into the internal receive buffer it is 

ready for playback. An interpolation scheme of freezing the receiver is used for lost or overly 

delayed packets [ZicgSO, Muss83].

The system was tested for packet sizes of 256, 512 and 1024 samples per packet. For 

all the above packet sizes, the system provided a voice quality comparable to that of the regular 

telephone network.

2 2 3  System Performance Analysis

If we assume no silence detection, the maximum number of conversations the token 

ring network can support is fundamentally limited by the network transmission rate. In our 

experimental system, a conversation produces 112,000 bps (full-duplex) and the network 

transmission rate is 10 Mbps. Therefore the maximum number of allowable two-party 

conversations due the network transmission rate is

10,000,000
112,000

89. (21)
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This figure does not include the propagation delay, nodal delay and packet overhead bits. To 

include these parameters, we proceed as follows.

Let Dtmkm be defined as the interval of time between two consecutive receptions of a 

free token by a station. Hence, we can write

= N~ Th  + * T" ’ (2-2>

where

is the number of voice stations that are currently generating voice 

packets;

•  N  . is the number of stations on the network;

•  7" is the time it takes to transmit a packet including the overhead bits;

•  7  is the delay introduced by each node on the token-ring network; and

•  7^  is the propagation delay.

If p . 1  ̂ is limited to a maximum, p  , (in order to guarantee timely delivery of voice packets)

one can compute f t  , the maximum allowable number of voice packet generating stations

(that is, the maximum allowable value of f t  .  )•kjt

With no silence detection, each active voice station periodically transmits packets with 

an intcrpacket generation time of S /R , where S  is the number of voice samples per packet and 

R  is the voice sampling rate. Therefore, for timely, loss free delivery of voice packets, a free 

token must be received by a station within each S /R  seconds. Equating p  to S /R , we can

solve for f t  using equation (2.2) and find,
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N_ m in
S/R -  N ■ | (2.3)

The minimum function is used since the maximum number of active voice stations is bounded 

by the number of stations on the network. The maximum allowable number of simultaneous 

two-way conversations is simply

N (2.4)

Using equation (2.3), ff  can be computed for our experimental system. The network

transmission rate is 10 Mbps and the sampling rate is 7 Khz. The Protcon proNET network 

introduces 38 bits of overhead for each packet. The propagation velocity for the twinax cable 

used is 2 x 10s meters per second. The node delay, j  , is a single bit delay, which is 100 

nanoseconds.

For a packet size of 256 samples, N  , the maximum number of generating voice 

stations, is equal to 175. This numerical result is the same for cable lengths of 1 and 0.5 

kilometers and N  > the number of listening stations, of up to 255 (which is the maximum 

for the network). The maximum number of two-way conversations is 87. For packet sizes of 512 

and 1024 samples, _ is equal to 176 and 177 respectively. Figure 2.2 shows a graph ofyy__

as a function of the number of samples per packet. Note, it is a simple exercise to show that 

equation (2.3) is upper bounded to 178.
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Figure 22: Nmax, as a function of the number of samples per packet, for the token-ring 
network.

The above maxima are valid for a system that does not contain silence detection. In 

such a system, all stations that are actively participating in a conversation are periodically 

generating voice packets. Thus, the number of voice stations that are actively participating in 

a conversation, . is always equal to the number of stations that are currently

generating voice packets.

In a system where silence detection is used, the stations that are active, (those that are 

participating in a conversation) do not constantly generate voice packets. Voice packets are 

generated periodically by an active voice station only when in a talkspurt. When a station is in 

a silent period, no voice packets are generated. Therefore, the system can, in general, allow the
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number of active stations, n  . , to be greater than s  ■ However, there is a finite probabilityMflW BflS

that in an interval of the number of stations in a talkspurt, will be greater than

N . When this occurs, some packets of voice data will be lost (since Dttkm will be greater

than D for some stations). As mentioned before, up to two percent packet loss can be

tolerated without adversely affecting the subjective quality of the reconstructed voice.

The following analysis is an estimate of the fraction of speech lost when allowing the 

number of active voice stations, s  . , to be greater than \  , in a system that employs a4CVMT Ml

silence detection algorithm. It is based on analyses methods introduced in [Finc86] and 

[Wein78J.

Of the ^  voice stations, arc in a talkspurt and generating voice packets 

periodically. Each active voice station is assumed to be in a talkspurt, independent of all other 

active stations, with probability p. Thus, is a random variable, such that . and

has the following binomial density function.

(2.5)

where

(2.6)
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In addition,

n (  %j \
(2.7)p [n^  5 "i * E  ( ^ ^ ' o  - p f —

When z N . there is no loss of packets. When p j ^  > N , the fraction of packets lost

[Fine86], ♦, can be defined as

«  -  (2.8)

Thus, over a long period of time, the estimate of the fraction of packets lost can be given by:

I -  N_
♦  = £  — — p i n ** = «1 <2-9>

In our experimental system, for a packet size of 512 samples, p/  = 176. Figure 2.3

is a graph of the fraction of packets lost, as a function of pi . using equation (2.9) and p  = 

0.4 [Fine86, Wein78J. The graph shows a negligible loss of data for p/ < 2N ■ There is aSCttW Bftl

sharp increase in the loss rate as n  increases above this value. These results are similar toortrw

the studies reported in (Fine86| and [Wein78]. Thus, when silence detection is used in our 

experimental system, it is estimated that the number of active voice stations can be increased 

to 2N  with little affect on the quality of the reconstructed speech.
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Figure 23: The fraction of packets lost, ♦, as a function of N ^ ,  in the token-ring network 
with silence detection. Results are shown for a packet size of 312 samples/packet.

2 J  Ethernet Experimental System

23,1 System Configuration

The Ethernet LAN used is based on 3Com's IE Ethernet controller/transceiver for the 

IBM PC |3Com84], The IE conforms to the Ethernet specification, version 1.0 [DEC80, 

Metc76). The IE board contains a single two kilobyte packet buffer, which is shared by the 

transmitter and receiver. The transmission media is coaxial cable with a transmission rate of 

10 Mbps.

Data are transmitted in packets that have the following fields: The first field of the 

packet is a 64 bit preamble. This is followed by a source and destination address, each six bytes
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long. A two byte type Held is next, followed by the data, which can be up to 2048 bytes. A 

packet check sequence of four bytes is the Last field of the packet. The total number of 

overhead bits for a packet is 208 bits. The data for the packet is taken from the two kilobyte 

buffer.

A station that wants to transmit defers transmission until the channel is silent. It then 

waits 9.6 ^seconds, the interpacket time, before attempting transmission. While the packet is 

being transmitted, the channel is being monitored for a possible collision. If no collision occurs 

within a slot time, the channel is acquired by the station. A slot time must be greater then the 

maximum possible round trip propagation delay and is equal to 512 bit times for the 3Com 

based Ethernet.

If a collision occurs, a jam signal of at least 32 bits, but not more then 48, is

transmitted. The retransmission of the packet on the 3Com IE is under software control. When

the IE receives the command to transmit, it delays transmission. The rescheduling algorithm 

used is a truncated binary exponential back off. The delay of the transmission is a multiple of 

the slot time. This multiple is dependent on the number of collisions a packet has already 

experienced. On the nlh collision, the multiple used is a uniformly distributed random integer 

between 0 and 2k, where k = min (n,10). Even though the Ethernet specification limits the 

number of collision a packet can experience to 16, the 3Com IE allows for the retransmission 

of packets that experience more than 16 collisions.

A station constantly monitors the channel. When a packet goes by that has a

destination address that matches its own, the packet is copied into the buffer.

As in the token-ring implementation, the initial voice board used was the Digital 

Pathways Communicard. The workstations were IBM PCs and compatible.
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2 J 2  System Operation

The system operation is similar to that of the token-ring implementation. Voice 

samples are digitized at a rate of 7 Khz using eight bit PCM. Samples are gathered into an 

internal transmit buffer. When a full packet of samples is gathered, the packet is transferred 

to the LAN buffer and transmitted over the network. All packets are of the same size. If a 

collision occurs, the packet is continually rescheduled for transmission. A packet that 

experiences multiple collisions is rescheduled until it is either successfully transmitted or a new 

packet of samples is collected. When the latter occurs, the old packet is discarded and the new 

packet is scheduled for transmission.

Packets that arc received at a station are transferred from the LAN buffer to an 

internal receive buffer. The digitized samples are then taken from the internal receive buffer 

and played back through a D /A  converter. A packet of samples is assumed ready for playback 

as soon as it is copied into the internal interface buffer. When voice samples are not available, 

due to delayed or lost packets, the receiver is frozen.

The system was tested for packet sizes of 256, 512 and 1024 samples. In all cases the 

system was found to provide voice quality service comparable to the regular telephone network. 

2 3 3  System Performance Analysis

The analysis that follows estimates the system performance in order to calculate an 

approximation of the maximum number of two-party conversations that can be supported by 

the network without adversely affecting the speech quality. The analysis procedure is based on 

previous analyses of Ethernet performance that can be found in [Metc76], |Stal87] and [Tane81] 

For our analysis, we assume a heavy traffic approximation. Activity on the network is 

modeled to alternate between contention and transmission intervals. In a contention interval, 

stations compete for access to the network. The contention interval is viewed as being split into
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slots. It is assumed that all stations attempting to gain access to the network do so at the 

beginning of a slot. A slot time is the maximum time it takes to detect a collision (that is, the 

maximum round trip propagation time, plus the time it takes to transmit the jam signal). A 

contention interval ends and a transmission interval immediately begins when a station 

successfully gains access to the channel.

Let Q  be the number of stations currently queued to transmit a packet. A queued 

station is assumed to transmit in a given slot with probability P. The probability that any station 

acquires the network in a given slot, A , is the probability that only one station attempted 

transmission in that slot. Then, assuming heavy traffic with a constant load of Q stations queued 

for transmission, we can write

A -  QP( 1 -F )°-' Q  -  1, 2, - .  (21°)

The number of contention slots, M, in a given contention interval is given by the following 

modified geometric distribution:

P[M  -  m] -  A (l -  A T  m -  0. 1, . (211>

The mean number of contention slots in a contention interval, M, is (1 - A ) /A .

In heavy traffic, A,  the acquisition probability, is maximized when P = 1 /Q.  As Q ■* 

<*>,A-* \ /e  and M  -* e - 1.

We can now determine the maximum utilization of the channel, U, which is just the 

length of a transmission interval as a proportion of a cycle consisting of a transmission interval 

and an average contention interval [Metc76, Stal87], Thus, U can be written as 

where j  is the time it takes to transmit a packet, including all overhead, and Tt  the 

duration of a contention slot. It is noted that U is a decreasing function of Q. Asymptotically,
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T
U -  ---------------------------------------------------------(2.12)

r M ♦ MT,

as Q -* U is seen to approach

T
lim U •  U » ---------- ^ ---------. (2.13)
—  * (« "

Assuming, for the moment, no silence detection, (that is, ^  ) each active

station in our experimental system will transmit packets periodically at a rate of A = R /S  

packets per second, where, as above, R  is the sampling rate and S  is the number of samples per 

packet. For stations, the total packet rate would be ■ From equation (2.13) it is seen 

that the asymptotic bound on the packet service rate for the network can be written as 

( U C) /B,  where C  is the capacity of the network and B  is the logical number of bits per 

packet transmission (that is, data plus overhead plus minimum interpacket time and 

propagation delay in terms of bits). Since B  » CT^> the asymptotic bound on the packet service 

rate can be rewritten as

1/-— C 1
*7* .  —55= « -------------5-------  (2.14)
B Tm  r *  ♦ (« -  \)T .

Consequently, it seems reasonable to limit such that we not exceed the asymptotic packet 

service rate of the network. Hence, one can write that v  should be bounded such thatuJt

where p  = 1/A, the interpacket generation time. Allowing to exceed N  will result

in an intolerable loss of voice packets. (This will be expanded upon shortly.)
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(7 ^  ♦ (« -  DT.JX 1♦l*

(2.15)

Our experimental system has a network transmission rate, C, of 10 Mbps. The sampling 

rate, R, is 7 Khz. A cable length of 1 kilometer was used in computing the equation. The 

propagation velocity of the cable is 2 x 108 meters per second. A maximum jam time of 48 bits 

was used. The transmission time of the packet, r ., includes the transmission of the voice

samples, the 208 overhead bits, the propagation delay and the intcrpackct time of 9.6 /sseconds.
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Figure 2.4: Nmax, as a function of the number of samples per packet, for the Ethernet system. 

Figure 2.4 shows a graph of S  us a function of packet size for our experimental
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system. With a packet si/e, S, of 256 voice samples, the maximum number of generating voice 

stations, |cquation (2.15)], is 108. With a packet size of 512, 1024 and 2048 samples per

packet, f f  is equal to 134, 152 and 164 respectively.

Fraction

Packets
lect

Samples per Packet:
?04B

Figure IS :  The fraction of packets lost, ♦ , as a function of Nu ,k,in the Ethernet System with 
no silence detection. Results are shown for packet sizes of 256, 512, 1024 and 2048 
samples/packet.

To now estimate the degradation of voice quality when exceeds S  , one can

proceed by estimating the packet loss rate, #, by using equation (2.8) where N will be given

by equation (2.15). (It is noted that this is not an exact determination of the packet loss rate 

since it is clear that, for an Ethernet, there can be packet loss even when v .  is less than NIBK MAX
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However, this is a useful estimate of the loss rate incurred as exceeds jy .)

Figure 2.5 shows the fraction of packets lost as a function of for packet sizes of 

256, 512, 1024 and 2048 samples per packet, for our experimental system assuming no silence 

detection. The figure shows a sharp increase in the fraction of packets lost as N  goes above

N ■ The results compare favorably to the simulation results reported in [Nutt82j, [Toba82j

and |Gons87],
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Figure 2.6: The fraction of packets lost, ♦, as a function of in the Ethernet System with
silence detection. Results are shown for packet sizes of 256,512,1024 and 2048 samples/packet.

If silence detection is now added, N ^ t  as before, becomes a random variable

distributed as given by the density function of equation (2.5). Silence detection, once again,
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allows the number of active voice station to exceed S  without necessarily incurring

intolerable delay and packet loss. To now calculate the estimate of the packet loss rate, one 

need only proceed using (2.9) above.

Figure 2.6 depicts the estimate of the packet loss rate as a function of n  for packetidfw

sizes of 256, 512, 1024 and 2048 samples per packet, in a scenario utilizing silence detection. 

Once again, the figure shows an negligible loss of packets for n  . s 2N  • There is a sharpaJm  m

increase in the packet loss rate above this value. Once again, this compares favorably to the 

simulation results reported in [DcTr83a] and [Gons87],

2.4 PC Dependent Implementation Issues

All transfers between the internal PC buffers and the LAN buffers, for both 

experimental networks, were done using Direct Memory Access (DMA). The internal transmit 

and receive buffers are handled by two sets of pointers. The first set of pointers is used for the 

voice board; one to keep track where the A /D  is to put the next sample and one to tell the 

D /A  where to take the next sample from. The other set of pointers is used for the LAN; one 

to keep track where the next packet is to be transmitted from and one to point to where the 

next incoming packet is to be stored. The buffers are each 64k bytes long and are circular in 

nature.

The basic IBM PC has a 20 bit address. The internal DMA chip used, the 8237, only 

allows for a 16 bit address. The PC provides a page register, for the most significant four bits 

of the address, which has to be loaded under program control. The PC system is designed so 

that a DMA transfer continuing over a page boundary will not work. This is because the 

hardware does not provide for a way to increment the page register during a DMA operation. 

In our initial design, when a DMA transfer over a page boundary was to occur, the system



34

detected this and transferred only the data up to the edge of the page and ignored the rest. This 

introduced errors in the playback. The errors can occur twice in 64k samples, once due to the 

transmit side and once due to the receive side.

The number of errors introduced each time a page boundary transfer is to occur is 

approximately uniformly distributed between zero and the number of samples in a packet. 

Consequently, with separate transmit and receive buffers, the expected error rate is one packet 

of samples per 64k samples. For 64k size packets the expected error rate would be .016, while 

for packets of size 256 samples the rate would be .004. Hence, the smaller the packet size, the 

smaller the error rate due to DMA.

A transmission error rate analysis was done for both systems by comparing the samples 

output by the transmitting A /D  with the samples received by the receiving node. The analysis 

showed an error rate close to the expected value. In the playback of the packets, a click was 

periodically heard due to this DMA error. The click was less noticeable with packets of smaller 

size.

Subsequent analysis traced the root of the problem to the unwillingness of DOS to 

allocate the transmit and receive buffers such that packet boundaries coincided with page 

boundaries. Additional software, added to override the memory allocation of DOS, has since 

been written to force a page boundary within a 64k buffer to coincide with a packet boundary. 

This has removed the DMA problem and eliminated the clicks from the played back speech.

A second implementation issue deals with the inherent system delay on packet 

playback. As an example, let us consider the delay incurred by the first sample of a random 

packet. Before this sample is to be played back at a receiving station, it must incur the following 

delays:

a) Wait for a full packet of samples to be collected,
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b) wait for the packet to be loaded from the transmitter's packet buffer

onto the network interface board,

c) wait for access to the network,

d) wait for transmission and reception over the network,

e) wait for loading from the receiver's network interface board to the

receiver's playback buffer.

Of the above delays, part a) depends on the sampling rate. Parts c) and d) are a 

function of the network access mechanism and network transmission rate. Parts b) and c). on 

the other hand, arc station dependent. If, as in our two experimental implementations, DMA 

is used for inter-buffer packet movement, then implementation of parts b) and e) requires the 

execution of approximately 200 assembly language instructions plus two DMA packet transfers. 

The exact amount of playback delay introduced by parts b) and e) would be a function of the 

type of PC used (XT, AT, etc.) and the packet size.

2 J  Subsequent Developments

The above detailed systems were initial implementations. The system was later 

expanded to a multipoint packet voice system to allow packet voice conferencing. Subsequently, 

a multipoint packet delivery system was developed for the integration of different types of data. 

These developments will be presented in Chapter 4, when distributed conferencing will be 

introduced.
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Chapter 3

Design of a Point-to-Point Packet Voice Communication Protocol

The purpose of (he system presented in the previous chapter is point-to-point delivery 

of voice packets. It docs not set up a point-to-point connection that is needed before the voice 

packets can be delivered. The focus of this chapter is to present a design for a distributed 

packet voice communication protocol. The protocol sets up and maintains a point-to-point 

connection, and provides for point-to-point voice packet delivery. Its purpose is to mimic a 

normal telephone call over a distributed network and allow a telephone conversation to take 

place between two users on the distributed network.

It should be noted, the conferencing protocol, presented in later chapters, differs from 

this protocol. The conferencing protocol sets up a multipoint connection between multiple users 

and provides the user with the capabilities for multipoint delivery of different types of data, not 

just voice data.

A version of this chapter has been published in (Frie87|.

3.1. Comparison of Packet Voice Protocols and Packet Data Protocols

As mentioned in section 2.1, error recovery and flow control schemes, that are inherent 

in packet data protocols, can be detrimental to real-time packet delivery needed for voice 

packets. There is another interesting difference between a packet voice protocol and other types 

of protocols in the connection procedure. When a connection request comes in, a protocol 

entity informs the user of the protocol of the request and waits for a reply. This reply is usually
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(o accept or reject the connection request. In most protocols, the user is a process of the host 

computer, such as the operating system. In a packet voice protocol, the ultimate user of the 

protocol in many instances is a human. The response to a connection request can depend on 

the human, who may decide to ignore the ring of a telephone, answer the telephone or, if the 

service is provided, deny the telephone connection. The protocol has to take into account the 

human factor in its connection establishment procedure.

3.2. Definitions and Environment

The term user is defined as the combination of the telephone-terminal, the system using 

the protocol and the operator of the telephone-terminal. Information is passed between the user 

and the protocol entity through a voice service access point (VSAP) by means of the protocol 

service primitives (described later).

Communications between two peer voice protocol entities is through Voice Protocol 

Data Units (VPDU). The protocol described below perform the services and functions 

associated with the upper layer protocols of the communication system architecture. In terms 

of the International Standard Organization (ISO) Open Systems Interconnection (OSI) 

reference model, these protocol layers are the application, presentation and session layers. 

Section 3.5.3.3 details which services preformed by the protocol are associated with the different 

layers. The underlying lower layer protocol entity must provide the voice protocol with the 

services of transporting packets from end-to-end. Due to the time constraints on voice packets, 

the underlying protocol should provide the end-to-end transport service with minimal flow 

control and without retransmission of lost or erroneous packets. To best meet these 

requirements, a datagram type transport service would seem appropriate [Stal90].

In terms of the ISO OSI model, the underlying layer that provides this end-to-end 

service is the transport layer [lS082a, IS082b, IS084a, Stal85]. The most appropriate type of



38

service would be a connectionless mode transport service. A connection oriented transport layer 

could be used as long as it could deliver the voice packets in real-time. The transport service 

primitives of the connectionless and connection oriented transport services have a Quality o f  

Service (QOS) parameter which allows the user to request, amongst other qualities, the desired 

maximum delay for delivery of data packets. This parameter can be used to guarantee the 

timely delivery of the voice data. Thus, any service and any protocol class of the transport layer 

can be used as long as the data can be delivered in real time.

Of course, network layer services must be available to the transport layer that can 

deliver the data in real time. Such network services have been shown to be available over 

existing LANs (DeTr83, Muss83, Frie86a, Frie86b] and over certain long haul networks 

[Wein83]. We note that the network layer service primitives defined by the ISO (ISOa) also 

contain a QOS parameter which allows you to request the maximum delay for data packet 

delivery, which can be used to guarantee timely delivery of packets.

In terms of the DoD protocol architecture, the underlying layer would be the host-host 

layer [Stal85], Using the DoD Transport Control Protocol (TCP) as the host-host layer may 

cause problems due to the reliability and flow control schemes present in TCP. The DoD User 

Datagram Protocol (UDP) would seem more appropriate for voice connections since it provides 

a datagram service.

3 J . Protocol Services

One of the main purposes of the protocol is to provide the user with the mainstream 

services of a regular telephone connection. This includes establishing, maintaining and closing 

connections between two users. Maintaining a connection includes services such as suspending 

and reconnecting a connection (i.e., hold) and the transferring of actual voice data between the 

two users. The protocol can also provide services that are usually not found in the mainstream
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telephone service. One such service is to allow for different types of protocol connections so 

as to allow for simplex, half-duplex or full-duplex voice transmission.

Many telephone systems allow for multi-line service. This service is incorporated into 

the designed protocol. This service will allow a single telephone-terminal to support more than 

one connection at a time. It allows the user of the protocol to create a new connection, even 

though one already exists. At present, at any given time only one connection can be active (that 

is, actually sending voice) while the other existing connections must be suspended (that is, put 

on hold). The number of separate lines or connections that can be supported is dependent on 

the resources available and the implementation of the protocol.

Tabic 11: Voice Protocol Service Primitives [

Name Type Parameters |

V-CONNECT request calling address, called address, options j

indication calling address, called address, id, options J

response calling address, called address, options [

confirm calling address, called address, id, options j

V-PROG RESS-SIGNAL signal id |

V-DISCONNECT request id [

indication id, cause |

V-DATA request id, voice n

indication id, voice |

V-DATA-DENIAL indication id

V-DATA-EN'D request id

indication id

V-HOLD request id

indication id

V-RECONNECT request id

indication id

confirm id
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3.3.1. Service Primitives and Description

A list of the service primitives is shown in Table 3.1. The telephone functions 

mentioned above can be performed with the listed primitives.

The V-CONNECT primitive is used to create a voice protocol connection between two 

voice protocol users. Options have to be negotiated at the time the connection is created. 

Options can include the packet size, that is, the number of voice samples or milliseconds of 

voice per voice data packet; simplex, half or full duplex voice transmission; and the voice 

encoding method to be used.

The protocol allows a user to put one active connection on hold and go create a new 

connection with a different user. This necessitates providing the user with a connection 

identification number. The identification number is a local reference to the connection that is 

set by the protocol and provided to the user by the V-CONNECT service primitive. The service 

primitives need the identification number to inform the protocol to which connection it is 

referring.

The V-PROGRESS-SIGNAL allows for the monitoring of the voice protocol 

connection during its creation and throughout the lifetime of the connection. The signal 

parameter informs the user the status of the connection. As an example, the 

V-PROGRESS-SIGNAL is used as a ringback signal, which is the signal a caller hears on the 

telephone receiver when waiting for the called person to answer the phone.

The V-DISCONNECT primitive is not only used for the normal disconnection 

procedure, but is also used to refuse a connection request and indicate disconnection due to 

a protocol error. The reason for breaking a connection is indicated by the cause parameter. 

Since a user can close a suspended connection, the connection identification number is provided 

as a parameter.
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The V-DATA primitive is used to transmit voice to the remote user. A request to 

transmit voice is denied through the V-DATA-DENIAL primitive. As an example, it can be 

used to deny a request to transmit voice over a half-duplex connection while the remote user 

is transmitting or to deny a request to transmit data the wrong way over a simplex connection. 

The cause parameter indicates the reason for the denial. The V-DATA-END primitive allows 

the user to stop transmitting voice without breaking or suspending the connection. As an 

example, the V-DATA-END primitive can be used to indicate the end of a voice transmission 

over a half-duplex connection and to turn around the line.

A connection between two users can be temporarily suspended (put on hold) by using 

the V-HOLD primitive. This allows the user to perform other functions, such as making a 

separate connection to a different user, without breaking the current connection. The 

connection that has been put on hold can then be reconnected by using the V-RECONNECT 

primitive. Only the user who issued the hold request can issue the reconnect request. This is 

similar to when someone is put on hold using a conventional telephone network. Note, the user 

put on hold is not suspended. The user on hold can issue a V-HOLD.request or even a 

V-DISCONNECT.request.

3.4. Voice Protocol Data Units (VPDU)

Information is exchanged between voice protocol entities by using VPDUs. The 

following is a list of VPDUs and a description of their purpose.

CR - The Connection Request VPDU is sent, by a calling entity to a remote entity,

to request a voice protocol connection.

CF - the Called entity Free VPDU is sent by the called entity, in response to a CR

VPDU. The CF VPDU informs the calling entity that the called entity is free

for a connection and that the called user has been informed of the connection
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request. The called entity is waiting for a response from the called user.

CC - The Connection Confirmed VPDU is sent by the called entity to confirm the 

connection request. The called entity is informing the calling entity that the 

called user responded to and accepted the connection request. The connection 

is established with the CC VPDU.

DR - The Disconnection Request VPDU is sent to the remote entity to request the 

breaking of the voice protocol connection. It can also be used to refuse a 

connection with a remote entity.

DC - The Disconnection Confirm VPDU is sent to the entity requesting a

disconnect, confirming the connection is broken.

VD - The Voice Data packet VPDU contains the voice data.

ER - The End voice Request VPDU is sent to a remote entity informing it not to

expect any more voice data. It also turns around the line on a half duplex 

connection.

EC - The End voice Confirm VPDU is sent to confirm an end voice request.

HR - The Hold Request VPDU is sent to the remote entity to request the

suspension of the connection.

HC - The Hold Confirm VPDU is sent to confirm the connection suspension.

RR - The Reconnect Request VPDU is sent by the entity that put the connection

on hold to request a reconnection of the suspended connection.

RC - The Reconnect Confirm VPDU is sent to confirm the reconnection of the

suspended connection.

The services provided by the lower layer, the transport layer [Stal91, Tann89], are used 

to transfer the VPDUs between the voice protocol entities. If using a connectionless transport
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layer, the T-UNIDATA service primitives are used to transfer the VPDUs. If a connection 

mode transport layer is used, a transport layer connection must be created, through the 

T-CONNECT service primitives, with the creation of the voice protocol connection. (It may be 

possible to piggyback the CR and CF VPDUs onto the T-CONNECT service primitives by 

using the user-data parameter of the primitive.) Upon termination of the voice protocol 

connection, the transport layer connection must be terminated through the T-DISCONNECT 

service primitives. (It may be possible to piggyback the CR and CF VPDUs onto the 

T-DISCONNECT service primitives by using the user-data parameter of the primitive.) All 

other VPDUs are transferred using the T-DATA service primitives.

3 i .  Protocol Mechanisms

33.1. Connection Establishment

Before a conversation can proceed, a voice protocol connection must be established. 

A request to set up a connection is made through the issuance of a V-CONNECT.request. The 

protocol then attempts to create the voice protocol connection between the two users.

Prior to attempting a connection establishment, the protocol checks to see if it has 

available the resources needed to create and maintain a voice protocol connection. These 

resources include that the local host machine, the local network interface and if the network 

as a whole can handle all the data to be produced by the transmission of a voice conversation. 

If the resources do not exist at that moment, the connection request is denied through the 

V-DISCONNECT.indication primitive. If the resources exists, they are allocated and the normal 

connection procedure continues.

Once network resources have been allocated, the calling voice protocol entity sends a 

CR VPDU to the called protocol entity, requesting a connection between the two entities. Any 

options that have to be negotiated (such as the voice message size) are sent along with the CR
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VPDU. The calling entity waits for a response from the called entity.

The receipt of a DR VPDU from the called entity indicates that the called entity is 

currently not accepting the connection for some reason, such as the called entity is busy. The 

user is informed that the called entity is not accepting any calls through 

V-DISCONNECT.indication (with the cause parameter indicating the reason of the 

disconnection) and the attempt to establish a voice protocol connection is terminated. The user 

can then start over again with a new V-CONNECT.request.

The receipt of a CF VPDU from the called entity, in response to the CR VPDU, 

indicates the called entity is free for a voice protocol connection and is attempting to create 

one. The user is informed of this thorough the V-PROGRESS-SIGNAL.indication service 

primitive, with the signal parameter indicating a ringback signal. The protocol entity then goes 

into a wait-for-answer mode, where it is waiting for the remote user to answer the connection 

request. During this waiting period, CF VPDUs are periodically expected to arrive from the 

called entity. This is used to inform the calling entity that the called entity is still waiting for a 

response from the called user. If a timeout occurs, meaning, a CF VPDU was not received 

within the allowed interval, then the connection attempt is terminated. The normal closing 

procedure (the exchange of DR and DC VPDUs between the entities described in section 3.5.2) 

is performed. The local user is informed of the termination through 

V-DISCONNECT.indication. If no timeout occurs, the protocol remains in the wait mode until 

either there is a response from the called user or a V-DISCONNECT.request is issued by the 

local user.

If a CC VPDU is received from the called entity while in the wait-for-answer mode, 

indicating that the called user acknowledges the voice protocol connection, the voice protocol 

connection is successfully established and the user is so informed through
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V-CONNECT.confirm. The user can then request the transmission of voice through the 

V-DATA.request primitive.

If a DR VPDU is received from the remote entity while in the wait-for-answer mode, 

indicating that the called user refuses the call, the voice protocol connection attempt is 

terminated. In fact, the receipt of a DR VPDU at any time during the call establishment phase 

will result in the connection attempt terminating.

If the user issues a V-DISCONNECT.request while in the wait-for-answer mode, the 

voice protocol connection attempt is terminated and the normal connection closing protocol 

procedure is performed. The same process will happen if the user issues a

V-DISCONNECT.request at any time during the connection establishment phase.

We now take a look at the connection establishment procedure from the point of view 

of the called entity.

When the called entity receives a CR VPDU, the protocol checks to see if it has the 

resources available to make a voice protocol connection. If the resources arc not free, a DR 

VPDU is sent to the calling entity and the voice protocol connection attempt is terminated.

If the resources are available, a CF VPDU is sent to the calling entity and the user is 

informed that a voice protocol connection is requested through V-CONNECT.indication. The 

protocol waits for either a response from the user or a disconnection request from the calling 

entity. During this waiting period, a CF VPDU is periodically sent to the calling entity to 

inform it that a response from the called user is still anticipated.

If the user responds affirmatively to establish the connection through

V-CONNECT.response, a CC VPDU is sent to the calling entity and a voice protocol

connection is successfully established.

If the user issues a V-DISCONNECT.request, indicating the user is refusing the
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connection, a DR VPDU is sent to the calling entity and the voice protocol connection attempt 

is terminated.

If a DR VPDU is received from the calling entity, indicating that the calling user issued 

a V-DISCONNECT.request before the called user issued a response, the connection attempt 

is terminated and the normal connection closing protocol procedure is performed.

The above procedure can be performed using either a connection mode transport layer 

or a connectionless mode transport layer. There is only one difference in the connection 

establishment procedure between the two modes. If the connection mode transport service is 

used, a transport connection must be set up using the T-CONNECT service primitives. It may 

be possible to piggyback the CR and CF VPDUs onto the T-CONNECT service primitives by 

using the user-data parameter of the primitive. If the transport connection is denied, the user 

is informed using V-DISCONNECT.indication.

3 i J .  Connection Closing

Upon the request from the user, a voice protocol connection is closed in the following 

manner. Either user issues a V-DISCONNECT.request. This causes the requesting entity to 

send a DR VPDU to the other entity, which responds with a DC VPDU. The responding entity 

then informs the user that the connection is closed through V-DISCONNECT.indication. After 

the connection is closed, the user could then start over again by issuing a new 

V-CONNECT.request.

As soon as a DR VPDU is sent or received, the connection is considered closed. Any 

other type of VPDUs that are received are discarded. If voice data are currently being 

transported, the voice transport procedure (described later) is immediately terminated. An 

entity that sends a DR VPDU and then receives a DR VPDU should consider the DR VPDU 

received as the acknowledgement. This takes care of connection closing collisions.
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If a connection mode transport service is used the transport connection has to be 

closed through the T-DISCONNECT service primitives. It may be possible to piggyback the CR 

and CF VPDUs onto the T-DISCONNECT service primitives by using the user-data parameter 

of the primitive.

3 5 J .  Voice Transport

The primitives used in the transporting of the stream of voice data between the two 

users are V-DATA and V-DATA-END. The V-DATA primitive is used to initiate the transport 

of the voice data stream and the V-DATA-END primitive is used to stop the transport of the 

voice data stream. The transporting of the voice data stream is accomplished through the voice 

transport procedure (described later).

The voice data stream can be considered as one long application layer data unit and 

V-DATA as the primitive to send and receive this data unit. The V-DATA-END primitive 

signals the end of the voice stream and can be viewed as the end delimiter of the application 

layer data unit. Alternatively, in terms of files, the stream of voice data can be viewed as a 

virtual file of indeterminate length. The V-DATA primitive is used to send and receive this 

virtual file and the V-DATA-END primitive is used as the end of file delimiter.

The voice transport procedure can be split into two parts; transmitting and receiving 

of the voice data stream. When a user issues a V-DATA.request, the transmit part of the voice 

transport procedure begins. The transmit part of the transport procedure takes the stream of 

voice data (the long application layer data unit or virtual file), fragments it into VD VPDUs and 

sends these VD VPDUs over the network. Upon the receipt of the first VD VPDU, the user 

is notified through V-DATA.indication and the receive part of the voice transport procedure 

begins. The function of the receive part is to convert the incoming VD VPDUs into a stream 

of voice data. The sending of voice data can be terminated by issuing a V-DATA-END.request.
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3.5.3.1. Voice Transport Start Procedure - Full-Duplex

Upon successful completion of a voice protocol connection or the reconnection of a 

suspended connection (described later), both users can issue a V-DATA.request. This is a 

request to transport the voice data stream from the local user to the remote user. In response 

to the V-DATA.request, the voice protocol checks if there is a reason not to grant the request, 

such as the user was put on hold. If no reason exists, the request is granted and the transmit 

part of the voice transport procedure begins. Otherwise, the request is denied and the user is 

informed through V-DATA-DENLAL.indication with the cause parameter indicating the reason 

of the denial.

When a voice protocol entity receives the first VD VPDU, after its successful 

connection establishment or reconnection establishment, the user is notified through 

V-DATA.indication and starts the receive part of the voice transport procedure.

3 i J J .  Voice Transport Start Procedure - Half-Duplex

The right to transmit data over a half-duplex connection alternates between the users. 

When a user is willing to give up its right to transmit data, the user issues a 

V-DATA-END.rcquesl. In response to the request, the protocol entity sends an ER VPDU to 

the remote entity, signaling the end of voice data. The remote entity then informs the user 

through V-DATA-END.indication, signaling the remote user that it has the right to send data. 

The remote entity then sends an EC VPDU to the entity, turning around the line. The user that 

just turned around the line, by issuing the V-DATA-END.request, does not have the right to 

send data again until it receives a V-DATA-END.indication from the remote user. At present, 

the user who initiates the connection has the right to send data first. A user who requests to 

send data when it does not have the right to is denied through the 

V-DATA-DENIAL.indication primitive.
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Once a user has the right to send data, the user can then issue a V-DATA.rcquest and 

the procedure described above for the full duplex mode takes effect.

3 i J J .  Voice Transport Procedure

The voice transport procedure can be split up into three hierarchical processes:

1) Data encoding and decoding.

2) Data encapsulation and playback scheduling.

3) Sending and receiving voice packets.

The function of the first process is to periodically take analog voice samples and 

convert them into digital data and vice versa. Voice samples are taken from the local user, 

reconverted into digital data and passed to the second process. Incoming digitized voice samples 

are periodically provided by the second process to the first process to be converted to analog 

voice.

The second process is the interface between the first process and the third process. Its 

responsibilities include data encapsulation, time stamping, silence detection, interpolation and 

playback scheduling.

First, a look at outgoing voice samples. The digitized samples are periodically provided 

by the first process. These samples are gathered together into packets. When a packet contains 

a certain number of samples, negotiated at connection time, it is considered full. The full packet 

is put into a VD VPDU by the second process, time stamped and passed to the third process 

for transmission. If a silence detection scheme is being used, the full packet is checked to sec 

if contains voice before it is passed to the third process. Silent packets are discarded.

Now, a look at incoming voice samples. The second process takes an incoming packet 

passed to it by the third process. What is done with incoming packets depends on the time 

stamp. Those packets which are overly delayed are discarded. Other packets are artificially
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delayed and played back in a timely manner. When a packet is scheduled for playback, digitized 

voice samples are periodically removed from the packet one at a time and passed up to the First 

process for reconversion. When a new packet is needed and there is none available, an 

interpolation scheme is used to provide the First process with samples.

The third process is responsible for the sending and receiving of packets. Packets 

provided by the second process are to be sent out over the transport connection. When a VD 

VPDU is received from the transport connection, it is passed up to the second process.

In terms of the ISO OSI model, the above procedure can be viewed in terms of the 

application, presentation and session layers. The application layer passes and accepts a stream 

of analog voice to and form the presentation layer. The First two processes of the voice 

transport procedure can be classified as part of the presentation layer, since it is these two 

processes that make the voice presentable for transmission over the network and vice versa. The 

third process can be dassiFied as a session layer function since it is responsible for sending and 

receiving voice data between the application processes.

3 i J .4 .  End Voice Transport Procedure

The voice transport process continues until it is stopped in one of two ways; by an 

explicit or implicit request from the user. The user could stop the transmit part of the voice 

transport procedure by issuing a V-DATA-END.request. This will result in the following 

procedure. The protocol will stop sending voice data to the remote entity, but will still continue 

to receive voice data. An ER VPDU is sent to the remote entity, informing it not to expect any 

more VD VPDUs. Upon receipt of an ER VPDU, the remote entity stops the receive part of 

the voice transport procedure. The remote entity then responds with an EC VPDU and locally 

informs the remote user not to expect any more stream voice data by issuing a 

V-DATA-END.indication. If the entities were in full duplex operation, the remote entity does
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not stop the transmit part of its voice transport procedure in response to an ER VPDU.

Issuing a V-HOLD.request (described later) or a V-DISCONNECT.request during the 

voice transport procedure results in an implicit request to stop the voice transport procedure. 

The sending of a HR or DR VPDU by the requesting entity stops the transmit and receive 

parts of the voice transport procedure. The receipt of a HR or DR VPDU by the remote entity 

results in stopping the transmit and receive parts of the voice transport procedure and the 

remote entity responds with a HC or DC VPDU.

3.5.4. Hold Procedure

When a V-HOLD.requcst is issued by the user, the following hold procedure is 

performed. An HR VPDU is sent to remote entity. The remote entity responds with a HC 

VPDU and informs the remote user the connection is on hold through V-HOLD.indication. 

When an entity sends or receives a HR VPDU, the connection is considered on hold and, if 

currently transporting voice data, the voice transport procedure is immediately terminated. The 

entity that requested the hold is the only entity that can request a reconnection. The user that 

requested the hold can now issue a new V-CONNECT.request to set up a different connection. 

As mentioned before, the user on hold can issue its own V-HOLD.request or even a 

V-DISCONNECT.request.

3.5.5. Reconnection Establishment

The user which requested the hold can issue a V-RECONNECT.request to initiate the 

following reconnection procedure. The reconnecting entity sends a RR VPDU to the remote 

entity. The remote entity responds with a RC VPDU and the suspended connection is 

considered reconnected. The remote user is then informed of the reconnection through 

V-RECONNECT.indication. When the reconnecting entity receives a RC VPDU, the 

suspended connection is considered reconnected and the user issuing the reconnection request
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is informed through V-RECONNECT.confirm. After the reconnection procedure, the users can 

then issue a V-DATA.request.

3.6 Subsequent Developments

The point-to-point voice communication protocol was designed but not fully 

implemented. Instead, it was decided that it would be preferable to design and implement a 

distributed conferencing protocol that would provide multipoint communication for multiple 

types of data. The new protocol would encompass the point-to-point protocol of this chapter. 

The subsequent chapters present the distributed conferencing protocol that has been developed.
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Chapter 4 

Distributed Conferencing Issues

In Ihc point-to-point packet voice communication protocol presented in the previous 

chapter, a connection must be setup between the two users of the protocol. On the other hand, 

a conferencing protocol must have the ability to setup a connection among many users. This 

introduces several issues, unique to conferencing systems, that must be addressed. These issues 

include:

•  conference connection management,

•  conference data types and data delivery, and

•  conference application sharing.

This chapter defines and contains the concepts that address these issues.

4.1 Conference Connection Management

Conference connection management involves setting up and maintaining a multipoint 

connection among the conference participants. The user must have the ability to:

•  create a multipoint connection among multiple users;

•  add users to an ongoing conference;

•  leave an ongoing conference; and

•  know when a conference connection has been terminated.

Most reports of existing conferencing systems do not concentrate on the particulars of 

conference connection management. A number of them seem to use a central conference
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controller to manage the conference connection. The central controller can be a separate 

specialized entity, that is not a conference participant, in charge of connection management of 

all conference connections. The Ethcrphone system [Swin83, Swin87, Zwel88] is an example of 

this scheme. Alternately, the initiator of the conference can be the central controller of 

connection management of the conference that it initiated. The Rapport (Enso88a, Enso88b, 

Ahuj88] system is an example of this scheme.

A distributed connection management scheme, proposed in [Zieg89], is to view a 

conference connection as a logical ring of conference participants (as if the conferees are sitting 

around a table). This scheme is similar to the logical ring of the IEEE 802.4 token-passing bus 

protocol [IEEE85, Stal91). In the token-passing bus protocol, a logical ring is maintained for 

the purpose of passing a token from station to station. This token permits a station access to 

the network channel. The logical ring is implemented by each station maintaining pointers to 

its logical predecessor and logical successor. Similarly, it is proposed that to maintain a 

conference connection, a participant of an ongoing conference must only keep track of its 

predecessor and its successor in the logical ring of conference participants. Many of the 

concepts used for setting up and maintaining the logical ring of the token-passing bus protocol 

can then be applied for setup, expansion, contraction and general maintenance of the 

conference connection. This scheme is used to manage the conference connection in the 

distributed conferencing protocol that will be presented.

42 Conference Data Types and Data Delivery

Typical types of information that can be expected from a multimedia conferencing 

system has been discussed in (Zieg90j. The types mentioned include:

•  Voice Data - which require time constrained, real-time transmission 

of the data to all conference participants;



55

•  Files and Memos - which require acknowledged, error free 

transmission of the data to one or more conference participants;

•  Screen Data - which require the contents of a user's screen to be 

dynamically viewed by all conference participants;

•  Keystrokes - which require the keyboard strokes of one participant 

to be piped into an application program of a remote participant; and

•  Video Data - which, similar to voice data, requires time constrained, 

real-time transmission of the data to all conference participants.

The following sections address the issues (hat arise from the different types of data 

listed above.

4.2.1 Multicast Data

Many of the types of information listed above require the user to have the ability to 

multicast the data to all conference participants. If the underlying network has multicast 

capabilities, it can be used to transmit the data to all the users. If multicast capabilities are not 

available, most conferencing systems emulate multicasting by sending a separate data packet 

to each user of the conference connection. However, by maintaining a conference connection 

as a logical ring of conference participants, multicast transmission of conference data can be 

attained by passing the data around the logical ring to all participating users.

42 2  Voice Data

Conference voice data over a packet network introduces some difficulties in the 

playback of the voice data. During a conference call on an analog, circuit switched network, 

when more than one person speaks simultaneously no difficulties are anticipated at the 

receiver's ends. This is because the signals produced by the speakers can be simply combined 

at the receiver by the analog system. However, when voice is digitized and sent out in packets,
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(he receipt of voice packets from more than one source can be a problem. One D /A  cannot 

handle multiple samples from multiple sources without preprocessing. This problem can be 

addressed through the introduction of a speech control mechanism. Two such mechanisms are 

presented. The first is called Regulated Speech Control and the second is called Unregulated 

Speech Control. The next two sections discuss these two control schemes and how the logical 

ring of conference participants can be used to implement the schemes.

4.2.2.1 Regulated Speech Control

Regulated speech control allows only one participant to talk at a time with each 

participant talking in turn. A scheme described in |Forg80] involved the use of a central 

controller, called the CHAIRMAN, to decide who has the right to speak next. A user would 

send a request to speak to the CHAIRMAN, who would put the request on a queue. The 

CHAIRMAN would inform the user when its turn came up.

By viewing the conference connection as a logical ring of conference participants, a 

similar scheme, of the participants speaking in turn, can be used without the use of a central 

controller. This can be done by sending a token, which grants speaking privileges, around the 

logical ring.

This mechanism is a "formal’ way of running a conference call, in that each user must 

wait its turn for the floor (as in being recognized by the chair at a formal meeting). Though 

formal and simple to implement (compared to unregulated speech control), this is not the ideal 

way of running a conference call. This is because participants are not always amenable to such 

formalism.

42 2 2  Unregulated Speech Control

In unregulated speech control, all participants can speak at will and do not need 

explicit permission to speak. This is the preferred and more natural method. In this case, the
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packets of digitized voice generated by each participant must be processed and combined before 

being played back at each receiver. In [Zicg89] two possible implementation schemes for 

unregulated speech control are presented.

Method 1 involves the multicast transmission of the voice data packets. As soon as a 

packet is ready to be sent, the multicast capabilities of the network are used to  transmit the 

packet to all conferees. If multicast capabilities do not exist on the network, individual copies 

of the voice data packets are sent to each participant. On the receiving end, all incoming voice 

packets are combined for playback. Assuming a periodic generation of voice packets and N  

participants in the conference, a station transmits one voice packet, and receives and combines 

N  - /  voice packets during each voice packet generation cycle.

Method 2 makes use of the logical ring of conference participants described earlier. 

In this method, a shuttle packet of the combined voice samples of all the participants is shuttled 

around the logical ring. A participant's voice data packet, that is ready to be sent out, is delayed 

by the sending station until receipt of the shuttle packet. Upon receipt of the shuttle packet, the 

station

•  removes its previous contribution to shuttle packet,

•  schedules the resultant packet for playback,

•  "adds'' its new voice packet to the shuttle packet and

•  sends the shuttle packet to its successor on the logical ring.

Assuming periodic generation of voice packets, the shuttle packet must be able to make its way 

around the entire logical ring in one voice packet generation cycle. Using this method, a station 

receives and transmits a single voice packet during each packet generation cycle.

An analysis of the two methods, in terms of the station workload, network load and 

maximum number of participants in a single conference, was done. The station workload for
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method 1 grew substantially as the number of conference participants grew. The workload on 

the station was constant for method 2 regardless of the number of conference participants. The 

analysis shows that, in terms of station workload, method 2 is more efficient for any conference 

with four or more participants. Assuming N  conference participants, the network load was N  

packets per packet generation cycle for both method 1, when multicast capabilities existed, and 

method 2. Method 1 with no multicast capabilities required N  (N  - I) packets per packet 

generation. Due to the sequential operational nature of method 2, method 1, in general, was 

shown to support more conference participants in comparison to method 2. But it was noted 

that method 2 was able to support a substantial number of participants in most cases. More 

details of the two methods, the analyses and implementations can be found in [Zieg89|.

In [Weis88|, the unregulated speech control methods, that were just described, were 

extended for a conference over interconnected networks. The mechanism of the two methods 

described above remain exactly the same for the workstations participating in the conference. 

However, the methods had to be extended to include the gateway operation.

For method 1, the gateway receives all the voice packets that are sent by each 

participating station. The gateway forwards the voice packets it receives form one network onto 

the other network.

To extend method 2, two possible schemes were described. The differences between 

the two schemes is how to view the logical ring of conference participants. Method 2a viewed 

the conference as a one logical ring, spanning the interconnected networks, with one shuttle 

packet for the whole conference. In constructing the logical ring, care must be taken to 

minimize network crossovers. In this method, the gateway simply transfers the shuttle packet 

from one network to the next unchanged.

Method 2b uses a separate logical ring and shuttle packet for each of the
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interconnected networks with the gateway being used to articulate among the individual logical 

rings. The gateway is a participant of each logical ring and receives the shuttle packets of each 

ring. When the shuttle packet of one logical ring arrives, the gateway

•  removes its previous contribution to shuttle packet,

•  combines to the shuttle packet with the contents of the shuttle

packets of the other rings and

•  sends the resultant shuttle packet to its successor on the first ring.

These operations must be done for the shuttle packet of each of the logical rings passing 

through the gateway. The use of separate logical rings for each interconnected network allows 

the stations of each network to work in parallel. This allows for a higher number of conference 

participants.

An analysis of the three schemes, in terms of gateway workload, network load and 

maximum number of conference participants, has been done. A detailed description of the 

analysis can be found in [Weis88]. The conclusion derived from this analysis was that method 

2b is the preferred scheme. It allows more participants than method 2a with minimal increase 

in workload and, under certain conditions, the maximum number of conference participants was 

comparable to method 1.

42 3  Multimedia Data Delivery

In [Zieg90], the shuttle packet scheme, described in the previous section, was expanded, 

to allow its usage for the delivery of both voice and data. In addition to the already present 

voice data field, two additional data fields, and their associated control fields, were added to 

the shuttle packet. One is used for acknowledged data delivery (for example, files and memos) 

and the other field is unacknowledged data delivery (for example, keystrokes and screens). 

Access control to these additional data fields is via flags which mark the fields either empty or
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full. When a station receives a shuttle packet with a data field marked empty, the station can 

use that field and insert its data into the shuttle packet. The inserted data makes its way around 

the logical ring and can be copied by all other participants. Upon return, the data field is 

marked empty. A more detailed presentation is found in [Zieg90].

4J  Conference Application Sharing

Multimedia conferencing can involve the shared use of application programs and the 

data they manipulate. An example of this is the case of multiple users that are collaborating on 

the editing of a technical paper. This brings up two issues:

•  input control and

•  execution control.

4.3.1 Input Control

When multiple users are sharing an application program, input commands to the 

program can come from the multiple users. One possible way of dealing with this is to ignore 

it, resulting in what is termed uncontrolled input. All participants can input commands into the 

application program without any restrictions. In [Saka90], uncontrolled input was found to be 

workable for small conferences of four users or less, where the users can communicate easily 

about the commands they would like to perform. (Of course, this assumes the conference 

system has voice capabilities.) However, large conferences needed some sort of input control. 

A conferencing system can impose a input control scheme where only one user at any time has 

the ’floor'' and can input commands to the application program. Control of the floor is passed 

from user to user. [Saka90] describes three schemes for passing input control.

•  The chairperson of the conference can decide which user gets the

floor next and has the right to input commands to the application

program.
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•  The current holder of the floor can decide which user gets the floor 

next.

•  The floor can be passed in the order the users request the floor. This 

requires that all requests be sent to a central controller to  keep track 

of the order the request arrived. The central controller informs the 

users who has the floor next.

By taking advantage of the logical ring of conference participants, a distributed round 

robin floor passing scheme can be implemented. In this scheme, the holder of the floor passes 

floor control to its successor in the logical ring.

4 J J  Execution Control

With the sharing of an application program by multiple users, the question arises how 

the execution of the shared program take place or, to be more precise, is the program executing 

on all the participating workstations or just one of therm.

The Rapport system [Enso88a, Enso88b, Ahu90] discusses the two methods. The First 

method, the multi-site approach, has each station executing its own copy of the application 

program on its own copy of the data. For each workstation, all input commands destined for 

the application program are multicast to all workstations. The receiving workstations use it as 

input to their locally executing program. Using the example of multiple users jointly editing a 

File, each workstation locally executes the editor on a copy of the File. The keyboard commands 

of the user (or users, if uncontrolled input is used) currently editing the paper is multicast to 

all participating workstations and is used as keyboard inputs to their own locally executing 

editor. The initial implementation of the Rapport system tried this scheme and had difficulty 

in maintaining consistency among all the workstations.

The Rapport system prefers a single-site approach, in which only one workstation
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actually executes the shared application program. Input commands for the application program 

are sent that executing workstation. The output of the program is multicast to all participating 

workstations. Using our example, only one workstation executes the editor on one copy of the 

file. The keyboard commands of the user (or users) editing the paper is sent to that 

workstation. The output, from the editor to the display, is then multicast to all workstations, to 

be displayed on their own display screens.

It should be noted, all the mechanisms described in this chapter are supportable by the 

distributed conferencing protocol presented in the next chapter.
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Chapter 5 

Distributed Conferencing Protocol

The distributed conferencing protocol, to be presented in this chapter, establishes and 

manages a multipoint connection among multiple users. The conferencing protocol principally 

concentrates on conference connection management. However, the protocol also addresses the 

conference data delivery and application sharing issues, described in the previous chapter, by 

providing the conference user with different means to deliver conference data. Thus, the 

purpose of the conferencing protocol is the following:

•  The protocol provides the user with the ability to establish and

manage a conference connection among multiple users.

•  The protocol uses a distributed mechanism for conference connection

management by setting up and maintaining a logical ring of 

conference participants.

•  The conference connection is dynamic, in that users can join and

leave an ongoing conference.

•  The protocol gives the user the ability implement the conference data

delivery and application sharing mechanisms of its choice by 

providing the user with multiple ways to deliver conference data.

In describing the conferencing protocol, care will be taken to use terminology defined 

by ISO for OSI. In the conferencing protocol, information is passed between the user of the
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protocol and the protocol entity through a conference service access point (CSAP) by means 

of the protocol service primitives (described later). Communications between two peer protocol 

entities is through Conferencing Protocol Data Units (CPDU).

The protocol provides the user with a set of protocol service primitives for conference 

connection management. With these service primitives, a user is able to

•  invite remote users to a conference (whether for a new conference or 

to an ongoing conference),

•  revoke a pending invitation (that is, an invitation that was neither 

accepted nor rejected),

•  accept an invitation to a conference (to become a conference 

participant),

•  reject a conference invitation,

•  inquire about the state of the conference (specifically, which users are 

participating in the conference),

•  suspend the conference connection (to terminate any data transfer 

and still remain a participant of the conference),

•  reconnect a suspended connection (to resume data transfer),

•  leave an ongoing conference and

•  remove a remote user from an ongoing conference.

Once a conference among two or more users is set up, the user can send and receive 

data in three different ways. Conference data can be

•  multicast to all conference participants,

•  sent the user's successor in the logical ring of participants and

•  unicast to one conference participant.
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Multicasting conference data over a multipoint connection is the principal data delivery 

service to be provided to the user. The protocol can accomplishes this, as discussed in section

4.1.2.1, by either using the multicast capabilities of the underlying network, if they are available, 

or by sending the data around the logical ring of conference participants. However, the protocol 

provides the user various means to deliver data to enable the user to implement all the 

conference data delivery and application sharing mechanisms, described in the previous chapter. 

For example, by the protocol providing the user with the ability to send data to its logical ring 

of conference participants, the user can, if it wishes, implement the shuttle packet method for 

voice and multimedia data and/or a round-robin regulated speech control, and floor passing 

mechanism for input control, described earlier. By giving the user the ability to unicast data to 

only one user of the conference, (he user, if it wishes, can implement the centralized floor 

passing mechanisms for regulated speech control and input control, and/or single-site execution 

control, described earlier. It also allows the user to send a 'm em o' directly to one participating 

conferee, as one might want to do in a conference meeting, without the other participants 

receiving the memo.

The protocol is responsible for implementing the services provided to the user. The 

protocol accomplishes this by setting up and maintaining the logical ring of conference 

participants, described earlier. In order to implement the logical ring, every protocol entity must 

maintain two pointers. One points to the entity's successor in the logical ring and the other 

points to its predecessor. These pointers are set up and maintained through the exchange of 

CPDUs among the peer conferencing protocol entities. A brief explanation of the protocol 

mechanisms, used to maintain the pointers, follows.

Entity A invites entities B and C to a conference. Entity B is the first to accept the 

invitation. Entity A initiates the logical ring by making entity B its successor and predecessor.
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Entity A informs entity B that its successor is entity A. Entity B assumes entity A to be its 

predecessor. At this point, the logical ring looks like the following; A -* B -* A. (The notation 

used to describe an entity's successor in the logical ring is x  -* y. It denotes that the successor 

of entity x is entity y. Conversely, it also indicates the predecessor of entity y  is entity x.) When 

entity C accepts the invitation, entity A inserts entity C into the logical ring as its successor. 

Entity A informs entity C that its successor is entity B and entity C assumes that its predecessor 

is entity A. Entity C then informs entity B that it has a new predecessor. Thus, the logical ring 

would be: A -* C -* B -* A.

If entity B wants to leave the conference, it informs its predecessor, entity C, that it is 

leaving. Entity B informs entity C that it should set its successor to point to Entity A. Entity 

C will then inform entity A that its new predecessor is entity C. This results in a logical ring 

of A -  C -* A.

The protocol includes mechanisms that allow an entity to remove a remote entity from 

an ongoing conference, verify which entities are participating in the conference, suspend and 

resume a conference connection, and send and receive data. The protocol also contains an error 

recovery mechanism for breaks in the logical ring. If an entity does not receive a response from 

it successor, it will try to recover the ring by sending error messages through its predecessor. 

A detailed description of the protocol mechanisms can be found later in section 5.3.

The user also views a conference as a logical ring of conference participants. This 

allows the user the ability to implement different types of conference data and application 

sharing mechanisms, as described previously. However, all the mechanisms involved in 

maintaining the logical ring, including which remote user is a user's successor, do not have to 

be known to the user. In other words, the mechanisms used to establish and maintain the 

logical ring are transparent to the user.
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The conferencing protocol creates a conference connection among application 

processes. It assumes the underlying protocol layer, to which it interfaces, provides transparent 

end-to-end transmission of data. This interface would occur most naturally at the transport layer 

of the ISO OSI reference model. Since the conferencing protocol creates a multipoint 

connection between application processes, the conferencing protocol is viewed as a session layer 

protocol with the ability to create and regulate a multipoint, session layer, conference 

connection among multiple session layer users. An application process uses the protocol to 

create a session layer multipoint connection. It should be noted that, at present, ISO only 

defines point-to-point communication at the session layer. However, defining a conferencing 

protocol as part of the session layer can be found in [Leun89] and [Leun90].

[HALS88] describes three parts that are necessary to specify a protocol of any layer 

of the OSI reference model. Part one is to define the service primitives that are provided to the 

layer above. Part two is the specification of the internal operation of the protocol. This involves 

detailed specification of the PDUs; a description of the mechanisms used by the protocol; and 

a formal protocol specification defining the precise protocol entity operations. Part three defines 

the services that is expected from the lower layer.

Along these lines, section 5.1 defines the conferencing protocol services provided to the 

user. Sections 5.2 through 5.4 specifies the internal operation of the conferencing protocol. 

Section 5.2 details the CPDUs used by the protocol. A description of the protocol mechanisms 

can be found in section 5.3. A formal protocol specification, in terms of a finite state machine, 

is in section 5.4. Section 5.5 defines the services provided by the lower layer.

5.1 Conferencing Protocol Services

The conferencing protocol services that are provided to the user, the service primitives, 

their functions, and their mechanisms are described here. The introduction to the chapter stated
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the services a user should expect from the conferencing protocol. The service primitives 

presented provide the user with those services.

5.1.1 Service Primitives

Table 5.1 lists the protocol service primitives and their parameters. The following is a 

description of each of the service primitives and their parameters.

Table 5.1: Conferencing Protocol Service Primitives

Service Type Parameters

C-INVITE request conf_id, invitcr, invited list, options

indication confjd , invitcr, invited, options

C-INVITE-STATUS indication confjd , invitcr, status list

C-ACCEPT request conf id

indication conf id, invited

1 C-ACCEPT-STATUS indication conf_id, status

I C-REJECT request confjd , cause

indication conf_id, invited, cause

C-REVOKE request conf_id 1

indication conf id |

CLEA V E request con fjd  |

indication conf j d ,  remote user |

C-REMOVE request confjd , remote user |

indication conf j d ,  source, cause |

C-REMOVE-STATUS indication confjd , status

C-STATE request conf id

C-STATE-STATUS indication conf id, status list

C-SUSPEND request conf id

C-SUSPEND-STATUS indication conf id

C-RESUME request con fjd  |
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Table 5.1: Conferencing Protocol Service Primitives

Service Type Parameters

C-RESUME-STATUS indication conf id

C-CONF-DATA request conf id, data

indication confjd , source, data

C-SUCC-DATA request conf_id, data

indication conf id, data

C-SUCC-DATA-ACK request conf id, data

indication conf id, data |

C-DATA request conf j d ,  source, destination, data |

indication confjd , source, destination, data

C-DATA-ACK request confjd , source, destination, data

indication confjd , source, destination, data

| C-DATA-ACK-STATUS indication confjd , source, destination, status

C-lNVlTE.rtquest

This service primitive is issued by the service user to invite a list of one or more 

remote users to a conference. It can be an invitation to form a new conference or to join an 

ongoing conference. The invited list parameter contains the list of invited users. The conf id  is 

a locally defined identification number that is used by the user to identify a conference 

connection. It is necessary since a user can be a participant of more than one conference at one 

time. The options parameter allows the user to request optional services from the service 

provider. Such optional services currently include:

•  acknowledged unicast data service,

•  unacknowledged unicast data service,

•  acknowledged successor bound data service and
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•  unacknowledged successor bound data service.

C-INVITE .indication

This is issued by the service provider to inform the user it has been invited to a 

conference by the remote user indicated in the inviter parameter. The user considers itself a 

pending invited user with the issuance of this service primitive. 

C-INVTTE-STATUSJndication

This is issued by the service provider to inform the user of the status of its invitation 

request. It informs the user of the status of one or more invited remote users that is contained 

in the status list. The status list is a list of invited users and the status of the invitation. The 

status indicates if the invitation was successfully sent to the invited user. The status of the 

invitation is expected for each invited user.

C-ACCEPTxequest

This is issued by an invited user, in response to a C-INVITE.indication. It is a request 

to accept the invitation and become an conference participant.

C-ACCEPTJndication

This is issued by the service provider to indicate that an invited user, contained in the 

invited parameter, has accepted the invitation and is a conference participant. All participating 

users are informed, by this service primitive, when an invited user accepts an invitation. The 

inviting user that initiated the conference considers the conference active, and itself an active 

participant, with the first invocation of this primitive. It should be noted that a user who 

becomes an active participant remains so until it either leaves the conference, is removed from 

the conference or becomes a suspended participant.

C-ACCEPT-STATUSJndlcatlon

This is issued by the service provider to inform the invited user of the status of its
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request to accept the invitation. The status parameter contains the success or failure of the 

request. With the issuance of this primitive indicating success, the user becomes an active 

participant. On failure, the user has the option of either trying again, by issuing a 

C-ACCEPT.request, or rejecting the invitation, by issuing a C-REJECT.requcst.

C-REJECT.request

This is issued by an invited user, in response to a C-INV1TE.indication. It is a rejection 

of the conference invitation. The reason for the rejection is contained in the cause parameter. 

C-REJECTJndicatlon

This is issued by the service provider to inform the service user that a conference 

invitation has been rejected by the invited remote user, contained in the invited parameter. The 

cause parameter contains the reason for the rejection. This is issued only to the user that sent 

the invitation.

C-REVOKE.request

This is issued by the user to revoke all pending conference invitations, that is, 

invitations to which the invited users have not responded. Currently, the service does not allow 

the user to  revoke the invitation of one or some of the pending invited users. It is all or 

nothing.

C-REVOKEJndication

This is issued by the service provider to inform the local user that its conference 

invitation has been revoked and the user is no longer invited to the conference.

C-LEAVE .request

This is issued by a participating user who wishes to leave an ongoing conference. At 

the issuance of the primitive, the user no longer considers itself a conference participant.
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C-LEAVE .indication

This is issued by the service provider to inform the user that a participating user has 

left the conference. All conference participants are notified when a user leaves the conference. 

C-REMOVE .request

This is issued by a participating user to request that a remote participating user be 

forcibly removed from the conference. The protocol allows, with no restrictions, the user to 

remove any remote participating user at any time. The user docs not consider the remote user 

removed from the conference until the user receives a confirmation from the service provider. 

C-REMOVE.indication

This is issued by the service provider to inform the user that it has been removed from 

the conference and is no longer a participant. The user can be forcibly removed from the 

conference at the request of a remote user, specified in the source parameter, who has issued 

a C-REMOVE.rcquest. The user can, also, be removed from the conference as a result of the 

conference being over. A conference is considered over when there is only one conference 

participant left in an active conference. The service provider recognizes this and informs the 

user that the conference is over. The cause parameter specifies whether the removal was due 

to a remote user request or as a result of the conference being over. (The other participating 

users will be informed that the removed user is no longer a participant through a 

C-LEAVE.indication service primitive, which will be issued by each local protocol entity.) 

C-REMOVE-STATUS.indication

This is issued by the service provider to inform the service user of the status of its 

request to remove a remote user from the conference. The status parameter specifies if the 

request was successfully fulfilled.
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C-STATE .request

This is issued by the user to request information about the state of the conference, 

specifically, which users are participating in the conference.

C-STATE-STATUS-indlcatlon

This is issued by the service provider to inform the user of the status of its conference 

state request. The status list contains the list of users participating in the conference and their 

status in the conference. The status can be either indicate the user is active or suspendeJ. 

C-SUSPEND.request

This is issued by the user to suspend the conference connection and become a 

suspended participant of the conference. Suspended users neither send nor accept any 

conference data over the conference connection. Any data the service provider receives is not 

passed up to the suspended user.

C-SUSPEND-STATUSJndlcation

This issued by the service provider to inform the user of the status of its suspend 

connection request.

C-RESUME.rtquest

This issued by the service user to request the resumption of the suspended connection 

and, once again, become an active participant.

CMtESUME-STATUS.indication

This is issued by the service provider to inform the user of the status of its request to 

resume the suspended connection. The user, once again, becomes an active participant with the 

issuance of this service primitive.

C-CONF-DATA. request

This is issued by the user to multicast conference data to all conference participants.
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The service provider attempts to deliver the data to all conference participants. However, the 

service provider does not guarantee that all (or any) of the participants receive the data. The 

data parameter contains the conference data.

C-CONF-DATAJndicatlon

This is Issued by the service provider to inform the user that it has received multicast 

conference data. The user that sent the data is specified in the source parameter. The data 

parameter contains the conference data.

C-SUCC-DATA-ACK.request and C-SUCC*DATA.request

These service primitives are issued by the user to send conference data to the user's 

successor in the logical ring. The user docs not, necessarily, have to know which remote user 

is its successor. The user relics on the service provider to maintain that information and to 

deliver the data to the proper user. With the C-SUCC-DATA-ACK.request service primitive, 

the user is provided an acknowledged data delivery service. It should be noted that if the user's 

successor is a suspended participant, the data will be delivered, by the service provider, through 

the logical ring to the next active participating user. The conference data is specified in the data 

parameter.

C-SUCC-DATA-ACK.indication and C-SUCC-DATA.indication

These service primitives are issued by the service provider to inform the user that it 

received data from its predecessor in the logical ring of participating users. The data parameter 

contains the conference data.

C-DATA-ACK. request and C-DATA.request

This is issued by the user to unicast conference data to only one specific remote 

participant of the conference, who is not, necessarily, the sender's successor. There is no point- 

to-point connection between the two users. This a datagram service provided to the user so it
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can send data, such as a ‘memo*, to only one user of the conference. With the 

C-DATA-ACK.rcqucst, the protocol provides acknowledgement of data delivery, that is, an 

acknowledged datagram service. The destination parameter specifies to which participant the 

data is to be sent. The data parameter contains the conference data. 

ODATA-ACKJndication and C-DATAJndication

These are issued by the service provider to inform the user that it received data from 

a participant of the conference, who is not, necessarily, the receiver's predecessor. The user that 

sent the data is specified in the source parameter. The data parameter contains the data. 

C-DATA-ACK-STATUSJndication

This is issued by the service provider to inform the user of the status of its request to 

unicast data to the destination user. The status parameter indicates whether the service provider 

was successful in delivering the data.

5 .U  Primitive Mechanisms

This section describes how a service user would use the above specified protocol service 

primitives to setup and maintain a conference. The description includes timing diagrams to 

depict how the service users communicate with each other.

A user, who initiates the conference, invites one or more remote users to a conference 

by issuing a C-INVITE.request service primitive. The inviting user specifies the list of invited 

users in the invited list parameter. The inviting user expects to be informed of the status of the 

invitation request by the service provider through the C-INVITE-STATUS.indication service 

primitive. The status indicates, in (he status parameter, whether the invitation been successfully 

sent to the invited users. A status report is expected for each of the invited users. Each one of 

the invited users receives the invitation through the C-INVITE.indication service primitive. An 

invited user that receives an invitation becomes a pending invited user. The inviting user expects
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an answer from each of the pending invited users, either accepting or rejecting the invitation. 

All the pending invitation can be revoked by the inviting user through the C-REVOKE.request 

service primitive.

The invited user can accept the invitation by issuing a C-ACCEPT.request service 

primitive. The invited user is not considered a conference participant until the service provider 

issues a C-ACCEPT-STATUS.indication primitive with the status parameter indicating a 

successful connection. All remote participating users, including the inviting user, receive the 

invited user’s acceptance through the C-ACCEPT.indicalion. The protocol provides for the 

asynchronous acceptance of invitations. Thus, at the issuance of the First C-ACCEPT.indication, 

the conference is considered active. All additional C-ACCEPT.indication primitives are 

additional users joining an active conference.

Alternately, the invited user can reject the invitation by issuing a C-REJECT.request 

service primitive and can use the cause parameter to convey the reason for the rejection. The 

receipt of a C-REVOKE.indication by an invited user revokes its invitation and the user is no 

longer invited to the conference.

Figure S.l is a timing diagram depicting the setup of a conference connection. The 

Figure depicts the interaction that might occur between four users, users A, B, C and D. In the 

Figure, each user is represented by a column. The vertical lines represent the service access 

point between the user and the service provider. The entries in the column represent the 

issuance of protocol service primitives, with the arrows indicating the source of service 

primitive. An arrow pointing from a service primitive towards the vertical line indicates a 

primitive issued by the user. An arrow pointing from the vertical line towards a service primitive 

indicates a primitive issued by the service provider. The Figure starts with user A inviting user 

B, C and D to a conference. At the end, user C rejects the invitation and users A, B, and D
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Figure 5.1: A timing diagram depicting a conference connection setup. At the end users A, B 
and D are conference participants.

arc participants of the conference.

A participating user can send conference data in three ways. Data can be multicast to 

all conference participants by issuing a C-CONF-DATA.request service primitive. The 

conference users receive the data through the C-CONF-DATA.indication. The user can also 

issue a C-SUCC-DATA(-ACK).request to send data to its successor in the logical ring of 

participants maintained by the service provider. The successor receives this data through the 

C-SUCC-DATA(-ACK).indication. Finally, a user can send data to a one specific conference 

participant by issuing a C-DATA(-ACK).request primitive. The specified remote user receives 

the data through the C-DATA(-ACK).indication service primitive.

Application programs can implement shuttle packet data delivery by using the
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C-SUCC-DATA or C-SUCC-DATA-ACK service primitives. Shuttle packet transmission is 

transparent to the conferencing protocol entity. The fact that it is a shuttle packet is only known 

to the application program. A participating user sends a shuttle packet to its successor by 

issuing a C-SUCC-DATA(-ACK).requcst. A user receives the shuttle packet through the 

C-SUCC-DATA(-ACK).indication service primitive. The user performs the necessary functions 

related to the shuttle packet, and sends the data as a shuttle packet to its successor by issuing 

a C-SUCC-DATA(-ACK).request service primitive.

user A CSAP user B CSAP userD userE
C-GONF-QATA.raq

(data) _ _

C-SUCC-OATAjaq
(data) ^ ___ - ___ -

— C-CONF-OATA mdfcaSon 
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C-CONF-OATAJnd
(Adata)

C-OONF-OATAInd
(Adata)

C-OATA-ACKjaq 
(B A dga) _ C-SUCC-QATAInd

(data)
C-SUCC-QATAraq

(data)

C-DATA-ACKJnd (A, B. data)
C-OATA-ACK-STATUSJld 

(A, B. tuooaaa)

C-SUCC-OATAInd 
(data) 

C-SUCC-OATAraq 
(d a ta )^  ___

C-SUOC-OATAJnd
(data)

Figure 52: A timing diagram showing the transfer of conference data.

Figure 5.2 depicts the use of the data transfer service primitives. In this Figure it is 

assumed that users A, B, D and E are active participants of the conference. The underlying 

logical ring, set up by the protocol, looks like the following: A - * D - » B - > E-*A.  This figure
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first shows user A sending data to all conference participants by issuing a 

C-CONF-DATA.request. This results in users B, D and E receiving the data from user A 

through the C-CONF-DATA.indication service primitive.

The figure then shows user A sending data to its logical successor by issuing a the 

C-SUCC-DATA.request service primitive. User D, user A's successor, receives the data through 

the C-SUCC-DATA.indication primitive. User D then sends the data to its successor by issuing 

a C-SUCC-DATA.indication. This results in user B receiving the data and then sending the 

data to its successor, user E.

The figure also shows user B sending unicast data to one specific remote participant, 

user A. This occurs at about the same time user D receives data from its predecessor. The 

figure shows user B issuing a C-DATA-ACK.rcquest service primitive. The destination 

specifying user A as the destination for the data. This results in user A receiving the data 

through the C-DATA-ACICindication primitive, with the source parameter specifying user B 

as the source of the data. User B's request is confirmed through the 

C-DATA-STATUS-ACK.indication.

The service primitives used to inquire of the state of the conference, suspend the 

conference connection and resume a suspended connection are straightforward. A user issues 

a C-STATE.request and expects a response from the service provider through the 

C-STATE-STATUS.request service primitive with the status list containing a list of the 

participating users. A conference connection can be suspended by the user issuing a 

C - S U S P E N D .  r e q u e s t  a n d  t h e  se rv ic e  p r o v i d e r  r e s p o n d i n g  wi th  a 

C-SUSPEND-STATUS.indication. A suspended connection can be reconnected by the user 

issuing a C-RESUME.request and the service provider responding with a 

C-RESUME-STATUS.indication. Currently, a suspended participant can not send or receive
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data. All other services can be used, without restriction, by the suspended user.

A user can voluntarily leave an ongoing conference by issuing a C-LEA VE.rcquest. The 

user no longer considers itself a conference participant with the issuance of this service 

primitive. All conference participants are informed, through C-LEA VE.indication, that a remote 

user has left the conference.

A user can request the removal of a remote user from the conference by issuing a 

C-REMOVE.request service primitive. Currently, there is no restriction on the use of this 

service. Any user can forcibly remove any remote user from the conference. The remote user 

receives this request through the C-REMOVE.indication and considers itself removed from the 

conference. The user, requesting the removal of the remote user, receives a confirmation from 

the service provider through the C-REMO VE-STATUS.indication service primitive. The status 

parameter indicates success. All other users will be informed the removed user is no longer a 

conference participant through the C-LEA VE.indication service primitive.

Figure 5.3 is a timing diagram that depicts the ending of the conference by the use of 

the C-REMOVE and C-LEAVE service primitives. As before, it is assumed that users A, B, 

D and E are active participants and the underlying logical ring looks like the following: A D 

-» B -* E -♦ A. Initially, user A removes user B from the conference by issuing a 

C-REMOVE.request. User B receives the removal request through C-REMOVE.indication. 

User A receives a confirmation through the C-REMOVE-STATUS.indication service primitive. 

Alt the other user are issued a C-LEA VE.request.

The diagram also shows, during the exchange between users A and B, user D leaves 

the conference by issuing a C-LEA VE.request service primitive. This then results in user A and 

E receiving a C-LEA VE.indication. Then User A leaves the conference and, for all practical 

purposes, the conference is over, since user E is the only participating user of the conference.
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Figure S3: A timing diagram depicting users being removed from the conference and leaving 
the conference. A the end, the conference is over.

Therefore, user E receives a C-REMOVE.indication with the parameters indicating that the 

conference is over.

5.2 Conferencing Protocol Data Units

Peer conferencing protocol entities communicate with each other through Conferencing 

Protocol Data Units (CPDUs). The CPDUs are used by the protocol entities to establish and 

manage a conference connection. This is accomplished by setting up and maintaining a logical 

ring of conference participants. The CPDUs are also used to transfer data among the 

participating entities. This section specifies the structure and functions of these CPDUs.

The protocol in many ways mimics the service primitives that are provided to the user. 

A protocol entity can:
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•  invite remote protocol entities to a conference;

•  accept a conference invitation from a remote entity,

•  reject a conference invitation from a remote entity,

•  revoke a pending invitation sent to a remote entity,

•  leave an ongoing conference;

•  forcibly remove a remote entity from an ongoing conference;

•  verify the participants of the conference;

•  suspend and reconnect the conference connection;

•  multicast conference data to all conference participants;

•  send data to its logical successor; and

•  unicast data to a single remote participating entity.

As stated in the introduction to the chapter, the protocol manages the conference 

connection by setting up a logical ring of conference participants. This is implemented by the 

protocol maintaining two pointers; one is for its predecessor and the other for its successor . 

Thus, the protocol must also be able to:

•  set up the logical ring by setting and maintaining its successor and

predecessor pointers;

•  modify its predecessor and successor pointers, in order to allow

protocol entities to added an deleted from the conference; and

•  recover from an erroneous break in the logical ring.

The above functions are accomplished through the exchange of CPDUs between the peer 

protocol entities.
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5.2.1 CPDU Type* and Functions

Table 52: Conferencing Protocol Data Units

Parameters Code Parameters Code

STATUS, SET SUCCAC 00H ACC 01H

AR 0211 DC 03H

DCR DATA 04H DR DATA OSH

DR-ACK DATA 06H DSC SEQ# 07H

DSR DATA OSH DSR-ACK SEO#, DATA 09H

OAH CONF ID, OPTIONS OBI I

LEAVING OCH LRLC SET SUCC, PASS, ORIG ODH

PRC OEM PRR ORIG, NR PRED OFH

RJR CAUSE 1011 RMC 1111

RMR 1211 RVR 1311

SPC 1411 SPR 1311

SRC 1611 1711SRR ORIG, NR SUCC

SSC 1811 1911SSR

1AH

Table 5.2 lists the CPDUs, their parameters and their codes. The following defines the 

functions of each of the CPDU types listed in the table. In addition to the parameters shown, 

all CPDUs contain a source and destination field (shown later in figure 5.4).

AC - Accept Confirm

The AC CPDU confirms the AR CPDU sent by an invited entity. The reply to the 

invited entity’s request to be inserted into the logical ring of participants is in the STATUS 

parameter. If at the time the inviting entity received the request it is unable to insert the invited 

entity into the logical ring, the STATUS parameter information field contains a WAIT. This 

indicates to the invited entity to send another AR CPDU sometime later.

The STATUS parameter information field contains SUCCESS and the CPDU
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contains the SET_SUCC parameter, if the invited entity can be inserted into the logical ring 

of participants. The SET SUCC parameter information Held contains the remote protocol 

entity, which is now the inviting entity's current successor, that is to become the invited entity's 

successor. The inviting entity assumes its new successor to be the invited entity and the invited 

entity assumes its predecessor to be the inviting entity.

ACC - AC Confirm

The ACC CPDU is multicast by the invited entity to all conference participants. It 

confirms the linkage information that is sent by the inviting entity in the AC CPDU and 

informs all participants of a new participating entity.

AR - Accept Request

The AR CPDU is sent by an invited entity to accept the conference invitation and 

request to be inserted into the logical ring of participants.

DC - Data Confirm

The DC CPDU confirms the data sent in the DR-ACK CPDU.

DCR - Data Conference Request

The DCR CPDU contains conference data that is multicast to all participating entities 

in the conference.

DR - Data Request

The DR CPDU contains conference data that is being unicast to one participating 

entity of the conference.

DR-ACK • Data Request ACK

The DR-ACK CPDU contains conference data that is being unicast to one 

participating entity of the conference and requires an acknowledgement from the remote 

protocol entity to which the DR-ACK CPDU is being sent.
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DSC - Data Successor Confirm

The DSC CPDU confirms the data sent in the DSR-ACK CPDU. The SEQ # identifies 

which DSR-ACK is being confirmed.

DSR - Data Successor Request

The DSR-CPDU contains the conference data that is being sent to the entities 

successor in the logical ring of participating entities.

DSR-ACK - Data Successor Request ACK

The DSR-ACK CPDU contains the conference data that is being sent to the entities 

successor in the logical ring of participating entities and requires an acknowledgement from the 

successor. The SEQ # identifies the DSR-ACK CPDU and is used to avoid duplication.

1C - Invitation Confirm

The IC CPDU is sent to the inviting entity to confirm the invitation request.

IR - Invitation Request

The IR CPDU is used to invite a remote protocol entity to participate in a conference. 

The CONF ID parameter information field contains a conference identification number which 

is set by the initiator of the conference. The OPTIONS parameter information field contains 

the options that will be in effect for this conference. The OPTIONS information field values 

mimic the options described for the protocol service.

•  UNACKED_DATA - indicates unacknowledged unicast and 

successor bound data.

•  ACKED SUCC DATA - indicates unacknowledged unicast data and 

acknowledged successor bound data.

•  ACKED UNI DATA - indicates acknowledged unicast data and 

unacknowledged successor bound data.
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•  ACKED DATA - indicates acknowledged unicast data and successor 

bound data.

LC - Leave Confirm

The LC CPDU is multicast to all participating entities to inform them that a protocol 

entity, contained in the LEAVING parameter information field, has left the conference. It also 

confirms the leaving entity's LR CPDU.

LR - Leave Request

The LR CPDU is a request to leave the conference. It is sent to the entity's 

predecessor in the logical ring of conference participants. The SET SUCC parameter 

information field contains the remote protocol entity, which is now the leaving entity's current 

successor, that is to become the new successor of the entity that receives the leave request. The 

PASS and ORIG parameter is included if the entity is not the originator of the leave request. 

(This happens when two or more successive entities in the logical ring leave at the same time. 

A leaving entity that receives a LR CPDU, passes the CPDU to its predecessor.) The ORIG 

parameter information field then contains the originating entity of the leave request.

PRC - Predecessor Recovery Confirm

The PRC CPDU is sent to confirm the PRR CPDU.

PRR - Predecessor Recovery Request

The PRR CPDU is sent to the entity's successor to indicate the logical ring has been 

broken. A participating entity, contained in the ORIG parameter information field, has lost 

contact with its predecessor, contained in the NR_PRED parameter information field. This is 

an attempt to reestablish the integrity of the logical ring.

RJR - Reject Request

The RJR CPDU rejects the invitation request.
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RMC - Re Move Confirm

The RMC CPDU confirms the RMR CPDU and that the entity is removing itself from 

the conference.

RMR - Re Move Request

The RMR CPDU is sent to a remote entity to remove it from the conference.

RVR - ReVoke Request

The RVR CPDU is sent to revoke a pending invitation from an entity that has not 

responded with an AR or RJR CPDU.

SPC - Set Predecessor Confirm

The SPC CPDU is sent to confirm the SPR CPDU.

SPR - Set Predecessor Request

The SPR CPDU is sent to inform a remote participating entity of its new predecessor. 

The receiving entity assumes its new predecessor to be the entity that sent the SPR CPDU. 

SRC - Successor Recovery Confirm

The SRC CPDU is sent to confirm the SRR CPDU.

SRR - Successor Recovery Request

The SRR CPDU is sent to the entity's predecessor to indicate the logical ring has been 

broken. A participating entity, contained in the ORIG parameter information field, has lost 

contact with its successor, contained in the N R S U C C  parameter information field. This is an 

attempt to reestablish the integrity of the logical ring.

SSC - Set Successor Confirm

The SSC CPDU is sent to confirm the SSR CPDU.

SSR - Set Successor Request

The SSR CPDU is sent to inform a remote participating entity of its new logical



successor. The receiving entity assumes its new successor to be the entity that sent the SSR 

CPDU.

STR - STate Request

The STR CPDU is used to verify the current entities participating in the conference. 

It is originally sent by the entity contained in the ORIG parameter information field and is 

passed around the logical ring from entity to entity. When the originating entity sends the STR 

CPDU, it only contains the ORIG parameter. Eventually, the STR CPDU makes its way back 

to the originating entity and contains one or more LIST parameters, in addition to the ORIG 

parameter. Each LIST parameter represents a participating entity and its status (active or 

suspended).

52 2  CPDU Format

Figure 5.4 shows the format of CPDUs. The figure shows the fields, and their lengths 

in bytes, that make up a CPDU. The figure depicts four types of data units. Figure 5.4(a) shows 

the fields of the control CPDU. Figure 5.4(c) through figure 5.4(e) depict the format of the 

data CPDUs. Figure 5.4(c) shows the format of the DCR and DSR CPDUs. The format of the 

DSR-ACK CPDU is shown in figure 5.4(d). The format of the DR and DR-ACK CPDUs is 

shown in figure 5.4(e).

The first three fields of all types of CPDUs are the same. The first field is the CPDU 

type. Table 5.2 lists all valid CPDU types and their codes. The second field uniquely defines the 

source entity, the entity that sends the CPDU. The third field uniquely defines the destination 

of the CPDU, the entity that should receive the data unit. If the CPDU is being multicast to 

all participating entities, the destination field contains the conference identification number.

The CPDUs start to differentiate at the fourth field. The fourth field of the DR and 

DR-ACK CPDU, figure 5.4(e), is the conference identification number. The fourth field of the
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CPDU Source Destination or Parameter Parameter
Type Conference ID Count Fields
t byte 2 bytes 2 bytes t byte * 0 bytes

(a) Control CPDU

Parameter Parameter
Type Information
t byte )  0  bytes

(b) Parameter FiekJ of Control CPDU

DSR or Source Destination or Data Data
DCR Conference ID Length
l byte 2 bytei 2 bytes 2 by If * i byte

(c) Multicast and Unacknowledged Successor Bound Data CPDU

DSR-ACK Source Destination SCO# Data Data
Length

t byte 2 bytes 2 bytes i byte 2 byte t  i byte

(d) Acknowledged Successor Bound Data CPDU

DR or Source Destination Conference Data Data
DR-ACK ID Length

t byte 2 bytei 2 byte i 2 bvlei 2 byte 2 1 byte

(e) Unicast Data CPDU

Figure 5.4: CPDU format. The dashed lines indicate a variable length field of the CPDU. 

DSR-ACK CPDU of figure 5.4(d) is a SEQ# used to detect duplicate CPDUs. The fifth field 

of the DR, DR-ACK CPDU and DSR-ACK CPDUs, and the fourth field of the DCR and 

DSR CPDUs of figure 5.4(c) is an unsigned integer indicating the length of the data field. This 

is followed by the data field, which contains the actual conference data.

The control CPDU can include parameter fields that contain supplementary 

information associated with the CPDU type. A control CPDU can contain zero or more 

parameter fields. The fourth field of a control CPDU, figure 5.4(a), is an unsigned integer
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Parameter Cause Type Status Type Option Type
Type Information Fiek) Information FiekJ Information Field Code
NR PRED BUSY FAILED UNACKED DATA 0
n r ”s u c c LINK BUSY SUCCESS ACKED SUCC DATA 1
s i r f  SUCC LEAVING WAIT a c k e d "u n i  DATA 2
ORIG REJECTED a c k e d ' d a t a 3
LEAVING 4
LIST 5
STATUS 6
OPTIONS 7
CAUSE 8
PASS 9
CONF ID 10
SEQ#" II

NOTE: The CONF ID perimeter is associated with a 2 byte information field containing the 
conference identification number. The CAUSE STATUS and OPTIONS parameters include a 
1 byte information field specified in the above three middle columns. The PASS parameter has 
no information field. The SEQ# parameter information field is a 1 byte number. The LIST 
information field is three bytes. The first two bytes identify a conference protocol entity. The 
third byte indicates if the entity is ACTIVE (0) or SUSPENDED (1). The other parameter types 
include a two byte information field that uniquely identifies a conference protocol entity.

Figure 5.5: A list of the CPDU parameter types and their information fields.

indicating the number of parameter Helds in the data unit. This is followed by zero or more 

parameter Helds.

A parameter Held, shown in Figure 5.4(b), is made up of two subHclds. The Hrst 

subHeld is the parameter type. A parameter type can be associated with a parameter 

information Held and is the second subHeld of the parameter Held. The far left column of Hgurc 

5.5 lists all valid parameter types, with its code specification in the far right column of the 

figure. The middle three columns of figure 5.5 lists the valid information Helds associated with 

the STATUS, CAUSE and OPTIONS parameter types. The specified codes for the information 

Helds are in the far right column of the figure. The note that is associated with Figure 5.5 

specifies the valid information Helds of the other parameter types.

5J  Conferencing Protocol Mechanisms

In the previous section, the structure and functions of the CPDUs were described.
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Here, the mechanisms used to implement the services provided to the user, utilizing the 

CPDUs, are presented. These include the mechanisms that are used to  setup and maintain the 

logical ring of conference participants, as well as those used for data delivery. Timing diagrams 

are included to show the exchange of CPDUs between the peer conferencing protocol entities.

The section is split into three parts. The first presents the mechanisms necessary for 

conference connection management. This includes conference initiation, sending, rejecting and 

accepting invitations, adding protocol entities to and deleting protocol entities from the logical 

ring of conference participants, and conference termination. The second part describes 

conference data delivery. This includes multicasting data to all conference participants, sending 

data to the entity's successor and unicasting data to one participant. The third part describes 

the mechanisms used to detect and recover protocol errors.

5.3.1 Conference Connection Management

The purpose of the mechanisms described in this section is to establish and manage 

the conference connection. As mentioned previously, the protocol views the conference 

connection as a logical ring of conference participants. Every participating protocol entity 

maintains two pointers. One points to its successor in the logical ring and the other to its 

predecessor. The mechanisms described in this section are used by the protocol to set the 

successor and predecessor pointers when becoming a conference participant. The mechanisms 

can also be used to change the pointers to  allow other entities to  be added to or leave the 

conference.

5.3.1.1 Conference Initiation

A conference is initiated by a user, the inviter, issuing a C-INVITE.request. The invited 

list parameter contains a list of one or more remote CSAPs that are being invited to the 

conference. If the protocol entity can not create a connection, the protocol issues a
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C-REMOVE.indication. Otherwise, the protocol sends conference invitations, as described in 

the next section.

5 J .U  Sending a Conference Invitation

The inviting user can request to send a conference invitation by issuing a 

C-INVITE.request. The protocol entity performs the following:

•  selects a conference identification number, if the inviting entity is 

initiating the conference;

•  sends an IR CPDU to each entity on the invited list, inviting them to 

participate in the conference;

•  waits to receive an IC or RJR CPDU from each of the invited 

entities.

At this point, the invited entities are unconfirmed invited entities.

An entity that receives an IR CPDU and can not create a conference connection 

responds by sending a RJR CPDU to the inviting entity. Otherwise, the entity

•  sends an IC CPDU to the inviting entity,

•  informs the local user of the invitation by issuing a

C-INVITE.indication service primitive.

•  waits for the local user to either accept or reject the invitation.

With the receipt of an IC CPDU by the inviting entity from an unconfirmed invited 

entity, the unconfirmed invited entity becomes a pending invited entity. The protocol informs 

the local user that a remote invited user received the invitation by issuing a 

C-INVITE-STATUS.indication service primitive. The entity then waits for a either an 

acceptance or rejection of the invitation from the remote protocol entity.

The receipt, by an inviting entity, of a RJR CPDU, from the remote entity, indicates



93

the remote entity is not able to or does not wish to participate in the conference call. The local 

user is informed of this through the C-REJECT.indication primitive. If at this point there arc 

neither any entities participating in the conference, any pending invited entities, nor any 

unconfirmed invited entities, the connection attempt is terminated. The local protocol user is 

informed that the connection attempt failed through the C-REMOVE.indication service 

primitive.

Figure 5.6 is a timing diagram that depicts the exchange of CPDUs that occurs when 

an entity sends out conference invitations. The figure shows the exchange of the CPDUs 

between entities A, B, C and D. Each entity is represented by two column. The left column 

shows the exchange of protocol service primitives between the protocol user and the protocol 

entity. The single vertical line represents the interface between the protocol user and the 

protocol entity at the CSAP. The direction of the arrow indicates whether the protocol user or 

protocol entity issued the service primitive. A user issued service primitive results in sending 

the CPDU, shown in the right column, to a peer protocol entity. A protocol issued service 

primitive is the result of receiving the CPDU, shown in the right column, from a peer protocol 

entity.

The right column shows the exchange of CPDUs between the entity and other peer 

protocol entities. The double line represents the interface to the underlying layer protocol 

services that are used to send and receive data between the entity and other peer protocol 

entities. The direction of the arrow indicates whether the CPDU is being sent or received by 

the entity.

In figure 5.6, entity A, at the protocol user's request, invites entities B, C, and D to 

participate in a conference by sending each of the an IR CPDU. The figure then shows entities 

B and C confirming the invitation with an IC CPDU and entity D rejecting the invitation with
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Figure 5.6: This a timing diagram that shows Entity A inviting entities B, C, and D to 
participate in a conference. At the end, entities B and C confirm the invitation and entity D 
rejects the invitation.

a RJR CPDU.

S J .1 J  Revoking a Conference Invitation

An inviting entity can revoke all pending invitation by sending a RVR CPDU to all



95

pending invited entities. A pending invited entity, that receives a RVR CPDU, no longer 

considers itself an invited entity and informs the local user of this by issuing a 

C-REVOKE.indication service primitive. An inviting entity revokes the pending invitations at 

the request of the local user, that issues a C-REVOKE.request, or when leaving the conference. 

53.1.4 Invitation Response

An invited user can reject an invitation by issuing a C-REJECT.request service 

primitive. The invited entity will then send an RJR CPDU to the inviting entity. An inviting 

entity that receives a RJR CPDU from an invited entity informs the local user, by issuing a 

C-REJECT.indication service primitive, that the invited user rejected the invitation.

An invited user can accept an invitation request by issuing a C-ACCEPT.request 

service primitive. The invited entity then sends an AR CPDU to the inviting entity and then 

wait for an AC CPDU from the inviting entity. The invited entity becomes an accepting invited 

entity.

An inviting entity that receives of an AR CPDU from a pending invited entity performs 

the following:

•  It changes its successor pointer to point to the accepting invited entity, 

thus, inserting the invited entity into the logical ring of participating 

entities;

•  The entity sends an AC CPDU to the invited entity with following 

parameters:

A STATUS parameter with its information field 

containing SUCCESS.

A SET SUCC parameter with its information field 

containing the inviting entity's previous successor,
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which will become the invited entity's successor. If 

this is the First AR CPDU to be received from an 

invited entity, the SET_SUCC parameter will 

contain the inviting entity, since the inviting entity 

has no successor.

•  It then waits for an ACC CPDU from the invited entity, confirming 

the receipt of the linkage information.

It should be noted that the conference connection becomes active with sending of the first AC 

CPDU.

It is possible, that at the time the invited entity receives the AR CPDU, the invited 

entity can not be inserted into the logical ring. This can happen, for example, when the inviting 

entity is involved with inserting another invited entity into the ring. The inviting entity then 

sends an AC CPDU with the STATUS parameter information field containing WAIT.

An accepting invited entity that receives an AC CPDU with a STATUS parameter 

information field containing WAIT, waits a short amount of time and retransmits the AR 

CPDU. If the STATUS parameter information field contains SUCCESS, the accepting entity 

considers itself an active participant and performs the following:

•  sets its predecessor to point to the inviting entity;

•  sets its successor to point to the entity which is in the SET SUCC

parameter;

•  multicasts an ACC CPDU to all conference participants, to inform

them of a new conference participant and to confirm the linkage 

information sent by the inviting entity in the AC CPDU;

•  informs the protocol user that it is a conference participant by issuing
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a C-ACCEPT-STATUS.indication service primitive; and 

•  perform the set predecessor mechanisms of the next section (5.3.1.S) 

in order to inform its successor of its new predecessor. If the entity 

is the first one to accept an invitation, then the entity's predecessor 

and successor are equal and the entity's successor already knows its 

predecessor. Thus, there is no need to perform the set predecessor 

mechanism.

An entity that receives an ACC CPDU issues a C-ACCEPT.indication informing the 

local user of the new conference participant.

Figure 5.7 displays the exchange of CPDUs that occurs when a pending user either 

accepts or rejects a conference invitation. The Figure assumes entity A to be the inviter and 

entities B, C and D to be pending invited entities. Entities B and D accept the invitation and 

entity C rejects the invitation. In the Figure, the "ID* used in the ACC CPDU indicates that the 

destination field of the CPDU is the conference identification number and the CPDU is being 

multicast to all conference participants. At the end, entities A, B and D are conference 

participants with the logical ring looking like the following: A -* D -* B -* A.

53.1 JS Set Predecessor

An entity that sets its logical successor, by receiving an AC CPDU, or resets its logical 

successor, by receiving a LR CPDU, must inform its new successor of its new predecessor. This 

is done by sending a SPR CPDU to its new successor. An entity that receives an SPR CPDU 

updates its predecessor pointer to point to the source of the data unit and sends a SPC CPDU 

to its new predecessor. Figure 5.7, described in the previous section, shows the exchange of the 

SPR and SPC CPDUs between entities B and D. This occurs after entity B accepts the 

invitation and receives its successor information from the inviter, entity A, in the AC CPDU.
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Figure 5.7: Tuning diagram showing pending invited entities responding to the invitation. Entity 
A is the inviter. Entities B and D accept the invitation an entity C rejects the invitation. At the 
end, entities A, B and D are participants.
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5.3.1.6 Set Successor

An entity informs its predecessor of its new successor by sending a SSR CPDU to its 

new successor. An entity would perform this function as a result of a recovering from a break 

in the logical ring. More details of this can be found in section 53.3.2. An entity that receives 

an SSR CPDU updates its successor pointer to point to the source of the data unit and sends 

a SSC CPDU to its new predecessor.

5.3.1.7 Expanding a Conference

At any time, a participating user can invite additional users to participate in an ongoing 

conference by issuing a C-INVITE.request. The same process that is described above for 

sending a conference invitation would be performed.

53 .15  Suspending and Resuming a Conference Connection

A user's request to suspend a conference connection is handled locally by the protocol 

entity and involves no exchange of CPDUs with any other protocol entity. A user issues a 

C-SUSPEND.request service primitive. The protocol flags the connection as suspended and 

responds by issuing a C-SUSPEND-STATUS.indication. A suspended connection means that 

any data that the entity receives is not passed up to the local user. Section 5.3.2.2 explains in 

detail how a suspended entity that receives a DSR CPDU (the CPDU that contains data being 

sent to an entity's successor) from its predecessor passes it to its successor.

When a suspended user issues a C-RESUME.request, the protocol flags the connection 

active and responds with a C-RESUME-STATUS.indication service primitive.

5.3.1.9 Conference State

A user requests the state of the conference by issuing a C-STATE.request service 

primitive. The entity then sends, to its successor, a STR CPDU with the ORIG parameter Field 

containing itself. An entity that receives a STR CPDU, and is not the originator of the STR
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CPDU, adds a LIST parameter with the information Field containing itself and the state of the 

entity. The state indicates if the entity is active or suspended. It then sends the newly formed 

STR CPDU to its successor. Eventually, the STR CPDU makes its way around the logical ring 

back to the originating entity of the STR CPDU. The originating entity compiles a status list 

of the remote protocol entities from the LIST parameters in the STR CPDU and passes it to 

the local user by issuing a C-STATE-STATUS.indication.

5.3.1.10 Removing a Participant from the Conference

At a user's request, by issuing a C-REMOVE.request service primitive, an entity can 

forcibly remove a remote entity from the conference by sending a RMR CPDU to the remote 

entity indicated in the service primitive. This is a request sent to (he remote entity to remove 

itself from the conference. The entity then waits for a RMC CPDU from the remote entity. 

Upon the receipt of a RMC CPDU from the remote entity, the entity issues a 

C-REMOVE-STATUS.indication informing the local user that the remote user has been 

removed from the conference.

An entity that receives a RMR CPDU from a remote participating entity,

•  sends a RMC CPDU to the entity that sent the RMR CPDU, 

confirming the request to remove itself from the from the conference;

•  issues a C-REMOVE.indication service primitive, informing the local 

user that it has been removed from the conference;

•  leaves the conference, as described in the next section.

53.1.11 Leaving the Conference

An entity leaves the conference either at the request of the user that issues a 

C-LEAVE.request or due to the receipt of a RMR CPDU, as described in the previous section. 

An entity leaves the conference by sending a LR CPDU to its predecessor with the SET_SUCC
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parameter information field containing the leaving entity’s successor. It then waits for a LC 

CPDU from its predecessor.

An entity, that receives a LR CPDU from its successor, determines whether there are 

only two participating entities left in the conference, which occurs when its successor is equal 

to its predecessor. This indicates that the active conference has ended. If the conference has 

ended, the entity sends a LC CPDU to the leaving entity, to confirm the LR CPDU. The 

protocol entity then informs the user the conference has ended by issuing a C-

REMOVE.indication service primitive, if there are no pending invited entities. If there are 

pending invited entities, it will then inform the local user that a remote user left the conference 

by issuing a C LEAVE.indication and wait for a response from the pending invited entities.

If there are more than two participating entities, indicating the conference is still active, 

the entity

* updates its successor to contain the entity provided in the

SET_SUCC parameter information field of the LR CPDU;

* multicasts a LC CPDU, with the LEAVING parameter information 

field containing the leaving entity, to all participating entities to 

inform them that an entity is leaving the conference and to confirm 

the LR CPDU sent by the leaving entity,

•  informs the local user that the remote user left the conference by

issuing a C LEAVE.indication service primitive; and

•  performs the set predecessor linkage procedure described, previously, 

in section 53.1.5.

A participating entity that receives a LC CPDU informs the local user that a remote 

user has left the conference by issuing a C-LEAVE.indication.
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Figure 5.8: Timing diagram that shows the ending of a conference.
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Figure 5.8 is a timing diagram displaying the ending of a conference. The Figure 

assumes the logical ring to look like the following: A - * C - * D - * B - » A .  Entity A forcibly 

removes entity D from the conference. This results in this logical ring: A -► C -» B -* A. Then 

entity A leaves the conference resulting in the logical ring like this: C -♦ B -» C. Entity C leaves 

the conference and the conference has ended.

It is possible for two or more consecutive entities of the logical ring to send a LR 

CPDU at the same time. A leaving entity that receives a LR CPDU from its successor does not 

respond by sending a LC CPDU. If it did, the information sent in the SET SUCC parameter 

of the LR CPDU that the leaving entity sent to its predecessor would be invalid. Instead, it 

waits for the leaving entity’s predecessor to inform the leaving entity's successor of its new 

predecessor. Then, the leaving entity’s successor will send a new LR CPDU to its new 

predecessor.

However, it is also possible for all participating entities to send a LR CPDU at the 

same time. This can result in all entities waiting for an LC CPDU and not receiving it. To allow 

an entity to detect this situation, the PASS parameter is added to the LR CPDU and is used 

in the following way:

•  A leaving entity that receives a LR CPDU from its predecessor

"passes" the LR CPDU to its predecessor by sending an LR CPDU 

with a PASS parameter and an ORIG parameter containing the 

originating entity of the LR CPDU.

•  An entity, not leaving the conference, that receives a LR CPDU with 

a PASS parameter takes no action on this CPDU. (It will issue a 

SPR CPDU to its new successor.)

•  A leaving entity that receives a LR CPDU with a PASS parameter



and is not the originator of the LR CPDU passes the CPDU to its 

predecessor. This is done by forming and sending, to its predecessor, 

a LR CPDU with a PASS parameter and a ORIG parameter 

containing the remote entity that was in the ORIG parameter 

information field of the LR CPDU it received.

•  A leaving entity that receives a LR CPDU, with a PASS parameter 

and ORIG parameter containing itself, is an indication that all 

entities are leaving the conference at the same time. The leaving 

entity considers the conference ended and takes no action.

Figure 5.9 is a timing diagram that shows what occurs when all entities leave at 

same time. The figure assumes the logical ring to be the following: A - * C - * D - * B - * A .  

following occurs at each entity:

•  it sends a LR CPDU to its predecessor;

•  it receives an LR CPDU from its successor;

•  it forms a LR CPDU with a PASS and ORIG parameter and send it

to its predecessor;

•  it receives, from its successor, two LR CPDUs with a PASS 

parameter and the ORIG parameter information field containing 

remote entities;

•  it "passes' the two received LR CPDUs to its predecessor; and

•  it receives an LR CPDU with a PASS parameter and an ORIG 

parameter information field containing itself, indicating the end of the 

conference.
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Figure 5.9: A timing diagram that shows all entities leaving the conference at the same time.

5.3.1.12 Conference Termination

An entity detects the conference has been terminated in the following ways:

•  An entity that receives a LR CPDU when there are only two 

participants in the conference is an indication that the active 

conference is being terminated. As stated previously, when the

entity's successor is equal to its predecessor the entity knows there 

are only two entities left in the conference.

•  An entity leaving the conference receives an LR CPDU, with a PASS 

parameter and is the originator of the "passed* LR CPDU, is an
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indication the conference has terminated.

53.2 Data Delivery

The protocol provides the mechanism to deliver data in three ways:

•  Multicast data to all participating entities.

•  Send data to the entity's successor in the logical ring.

•  Unicast data to a remote participating entity.

The multicast data can be sent using the multicast capabilities of the underlying layer, if they 

exist. Otherwise, the logical ring can be used to multicast the data to all entities. For multicast 

data, only unacknowledged data delivery is provided. On the hand, successor data and the 

unicast data can either be acknowledged or unacknowledged, depending on the options 

requested by the user at the time of conference initiation. The sections that follow describe the 

mechanism used to implement the three types of data delivery.

533.1 Multicast Data

To send data to all conference participants, a user issues a C-CONF-DATA.request 

service primitive. The entity then encapsulates the data into a DCR CPDU and multicasts the 

CPDU to all participating entities. An entity that receives a DCR CPDU passes the data to the 

user by issuing a C-CONF-DATA.indication service primitive. (At present, it is assumed that 

the underlying layer provides multicast data delivery services.)

5 3 3 3  Successor Bound Data

A user issues a C-SUCC-DATA.request service primitive to send unacknowledged data. 

The entity encapsulates the data into a DSR CPDU and sends the CPDU to its successor. An 

active entity that receives a DSR CPDU from its predecessor responds by passing the data to 

the local user by issuing a C-SUCC-DATA.indication service primitive. A suspended entity that 

receives a DSR CPDU, passes the data to its successor by forming and sending a DSR CPDU,
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containing the data it received, to its successor.

A user can issue a C-SUCC-DATA-ACK.request service primitive to send 

acknowledged data. The protocol encapsulates the data into a DSR-ACK CPDU and sends the 

CPDU to its successor. The entity then waits for a DSC CPDU from its successor. An active 

entity that receives a DSR-ACK CPDU from its predecessor responds by sending a DSC 

CPDU to its predecessor and passes the data to the local user by issuing a 

C-SUCC-DATA-ACK.indication service primitive. A suspended entity that receives a 

DSR-ACK CPDU, passes the data to its successor by forming and sending a DSR-ACK CPDU, 

containing the data it received, to its successor and then waits for a DSC CPDU. At the receipt 

of the DSC CPDU, the suspended entity sends a DSC CPDU to its predecessor. The protocol 

uses a stop-and-wait data delivery mechanism. A new DSR-ACK CPDU is not transmitted until 

the old DSR-ACK CPDU is confirmed with a DSC CPDU.

The DSR-ACK and DSC CPDUs contain a sequence number which eliminates 

duplicate data packets. Each protocol entity maintains two counters. One contains the send 

sequence number which indicates the next packet to be transmitted to its successor, XSEQ#, 

and the other contains the receive sequence number which indicates the next packet to be 

received from its predecessor, RSEQ#. An entity that transmits a DSR-ACK CPDU uses the 

XSEQ # for the SEQ # field of the data unit. XSEQ# is incremented at the receipt of a DSC 

CPDU with a sequence number equal to XSEQ#. XSEQ# is reset every time the successor 

pointer is reset.

An entity that receives a DSR-ACK CPDU from its predecessor sends a DSC CPDU 

with a SEQ # parameter information field containing the SEQ # of the DSR-ACK it received 

from its predecessor. The entity compares the SEQ # field with the RSEQ#. If SE Q # is less 

then RSEQ#, the DSR-ACK CPDU is a duplicate and the data is not passed up to the user.
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RSEQ# is incremented at the receipt of a DSR-ACK CPDU with a sequence number equal 

to RSEQ#. RSEQ# is reset every time the predecessor pointer is reset.

53 2 3  Unicast Data

The protocol can unicast data to any remote entity participating in the conference. 

Since there is no point-to-point connection between the two entities, unicast data delivery is 

similar to a datagram service. A user requests to send unicast unacknowledged data to a remote 

user by issuing a C-DATA.request service primitive. The entity encapsulates the data into a DR 

CPDU and sends the CPDU to the remote entity provided by the local user. An entity that 

receives a DR CPDU from a remote participating entity responds by passing the data to the 

local user by issuing a C-DATA.indication service primitive.

A user requests to send unicast acknowledged data to a remote user by issuing a 

C-DATA-ACK.requcst service primitive. The entity encapsulates the data into a DR-ACK 

CPDU and sends the CPDU to the remote entity provided by the local user. The entity then 

waits for a DC CPDU from the remote entity. Upon the receipt of the DC CPDU, the entity 

issues a C-DATA-ACK-STATUS.indication indicating the successful delivery of the data. An 

entity that receives a DR-ACK CPDU from a remote participating entity responds by sending 

a DC CPDU to the source entity and passes the data to the local user by issuing a 

C-DATA.indication service primitive.

533  Error Detection and Recovery Mechanisms

There are three categories of errors that are detected by the protocol. They are:

•  An entity that sent a request CPDU (such as, AR, IR, DSR-ACK, 

etc.), did not receive a matching confirm CPDU (such as, AC, IC,

DSC, etc.) that is expected.

•  An entity's successor is not responding to a request, indicating the
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inability to communicate with its successor and, thus, a break in the 

logical ring.

•  An entity's predecessor is not responding a request, indicating the 

inability to communicate with its predecessor and, thus, a break in 

the logical ring.

When an error is detected, the protocol attempts to recover from the error. The following 

sections present the mechanisms that are used to detect and recover from these errors. 

5 J J .1  Unconfirmed CPDU Error Detection and Recovery

When an entity sends a CPDU that requires a confirming CPDU, a timer is started. 

If a timeout occurs, that is, a confirm CPDU was not received within a set time limit, an error 

has occurred. The protocol first attempts to recover by retransmitting the CPDU. Of course, 

another timeout can occur and the protocol can retransmit the CPDU again. A limit is put on 

the number of retransmissions that are allowed. When the number of retransmissions exceed 

the limit, the protocol takes the appropriate actions described in tabic 5.3.

Table 5.3 lists pairs of CPDUs. Each pair consists of a requesting CPDU and its 

confirming CPDU for which the above described timeout and retransmission mechanisms arc 

performed. For each pair, the actions that are taken when the retransmission limit is exceeded 

are listed.

Table 53: Actions Performed When Exceeding Retransmission Limit

Requesting
CPDU

Confirming
CPDU

Exceeded Retransmission Limit 
Actions

AR AC Issue a C-ACCEPT-STATUS.indication with the 
STATUS parameter indicating failure.



110

Table 5 J : Actions Performed When Exceeding Retransmission Limit

Requesting
CPDU

Confirming
CPDU

Exceeded Retransmission Limit 
Actions

AC ACC Set the successor pointer to the entity's previous 
successor, if one existed. If one does not exist, 
which occurs with an inactive conference that is 
in the initiation stage, the conference remains 
inactive and the entity waits for an AR CPDU 
from an invited entity.

DR-ACK DC Issue a C-DATA-STATUS.indication with the 
STATUS parameter indicating failure.

DSR-ACK DSC Indicates a break in the logical ring. Perform 
successor recovery described in section 5.3.3.2.

IR IC Issue a C-INVITE-STATUS.indication with the 1 
STATUS LIST parameter indicating failure. |

LR LC Indicates a break in the logical ring. Perform 1 
predecessor recovery described in section 5.3.3.3. |

PRR PRC Either indicates where the break in the logical |  
ring occurred, or a fatal error has occurred. 1 
Take the actions as described in section S.3.3.3.

RMR RMC Issue a C-REMOVE-STATUS.indication with 
the STATUS parameter indicating failure.

SPR SPC Indicates a break in the logical ring. Perform 
successor recovery described in section 5.3.3.2.

SRR SRC Either indicates where the break in the logical 
ring occurred or a fatal error has occurred. Take 
the actions as described in section S.3.3.2.

SSR SSC Indicates a break in the logical ring. Perform 
predecessor recovery described in section 5.3.3.3.

S J J i  Successor Recovery

As indicated in table 5.3, an entity detects a loss of communications with its successor 

when its numerous retransmissions of a DSR-ACK or SPR CPDU are not confirmed with a 

DSC or SPC CPDU, respectively. This indicates a break in the logical ring. The entity attempts



(o reestablish communications with its successor in the following way.

•  The recovering entity sends a SRR CPDU, with the ORIG parameter 

containing itself and the NR_SUCC parameter containing the entity's 

successor in the logical ring, to its predecessor. The recovering entity 

then waits for a SRC CPDU.

•  Three possible events can occur at the recovering entity;

If it receives a SRC CPDU from its predecessor, it 

enters a recovery wait state.

If it times out and has not exceeded its 

retransmission limit, then the entity retransmits the 

SRR CPDU, as above.

If it times out and has exceeded its retransmission 

limit, a fatal error has occurred and the entity 

considers the conference terminated in error.

•  Three possible events can occur at the entity in a recovery wait state;

If it receives a SSR CPDU from an entity, the entity 

performs the set successor mechanisms described in 

section 5.3.1.6. The ring is whole and the recovery 

process has terminated in success. The entity then 

retransmits the DSR-ACK CPDU, if it was that 

CPDU that detected the successor error.

If it times out and has not exceeded its restart 

recovery limit, then the entity restarts the recovery 

process by retransmitting the SRR CPDU.



If it times out and has exceeded its restart recovery 

limit, a fatal error has occurred and the entity 

considers the conference terminated in error, 

entity that receives a SRR CPDU from its successor performs the following: 

It sends a SRC CPDU to its successor.

The entity checks the NR SUCC of to sec if it is the entity that is 

not responding to the originator of the recovery process.

If it is the entity, it performs the set successor 

mechanisms, described in section 5.3.1.6, by sending 

a SSR CPDU to its predecessor, the originator of 

the recovery process. The ring is whole and the 

recovery process has terminated in success.

If it is not the entity, it passes the successor 

recovery request to its predecessor by sending a 

SRR CPDU to its predecessor. The SRR CPDU's 

ORIG and NR_SUCC parameters contain the 

information the entity received in the ORIG and 

NR SUCC parameters of the SRR CPDU it 

received from its successor. The entity then waits 

for a SRC CPDU.

Three possible events can occur to the entity passing the successor 

recovery request to its predecessor.

If it receives a SRC CPDU from its predecessor, 

the entity terminates its participation in the recovery



process.

If it times out and has not exceeded its 

retransmission limit, then the entity retransmits the 

SRR CPDU, as above.

If it times out and has exceeded its retransmission 

limit, the entity assumes that the break in the logical 

ring is with its predecessor and attempts to close 

the ring by making the originator of the recovery 

process its predecessor. It docs this by setting its 

predecessor pointer to the originator of the recovery 

process and performs the set successor mechanisms 

described in section 5.3.1.6. The ring is whole and 

the recovery process has terminated in success.

Figure 5.10 is an example of a successor recovery process. The Figure assumes the 

logical ring t o b e : A - » C - » E - » D - » B - » A .  Entity E is not shown in the figure because it does 

not participate in the recovery process. Entity C detects that it lost contact with its successor, 

entity E. The Figure ia a timing diagram that shows how the entities interact to correct the 

break in the logical ring. (This Figure is a bit different than the ones used in this section so far. 

Since the successor recovery procedure does not involve the issuance of a service primitive, the 

figure only shows the interaction between the entities.)

The Figure shows the recovery process is started by entity C sending a SRR CPDU to 

entity A, its predecessor. Entity A receives the CPDU, conFirms it with a SRC CPDU, and then 

passes the request by forming and sending a SRR CPDU to its predecessor, entity B. Entity 

B receives it, conFirms and passes it to entity D. Upon the receipt of the SRR CPDU from



114

Entity A

SRR (CAC.E) • 
SRC A C )- 
SRR (A.B.C.E) >

SRC (BA)

Entity B Entity C Entity D
SRR (CAC.E)

SRC A C ) — —
SRR (A.B.C.E) *  —
SRC (BA)---------- ---
SRR(B,D,C,E)___*.

SRC (D,B) -  —

SRR (B.D.C.E) -  —■
8RC (D.B)---------- ---
g a p  ,

SSR (D.C) —  — '

<TO» 
n a a  p t r . c ) -  ,

<TO>
8RR (D.E.C.E)—

<TO>
SSR (D.C) —  -

SSC (C.D) — „
SSC(C.D)—  —

Figure 5.10: Timing diagram showing the successor recovery process, 

entity B, entity D confirms the CPDU and passes the request to its predecessor, entity E. 

However, entity E docs not respond with a SRC CPDU. Entity D times out and retransmits 

the SRR CPDU, twice. When it times out a third time, entity D assumes the break in the 

logical ring occurred with its predecessor and sends a SSR to entity C. Entity C responds with 

a SSC CPDU and the successor recovery process is successfully terminated.

5 J J J  Predecessor Recovery

As indicated in table 5.3, an entity detects a loss of communications with its 

predecessor when its numerous retransmissions of a LR or SSR CPDU are not confirmed with 

a LC or SSC CPDU, respectively. This indicates a break in the logical ring. The entity attempts 

to reestablish communications with its predecessor in the following way:

•  The recovering entity sends a PRR CPDU, with the ORIG parameter



containing itself and the N R P R E D  parameter containing the entity's 

predecessor in the logical ring, to its successor. The recovering entity 

then waits for a PRC CPDU.

Three possible events can occur at the recovering entity;

If it receives a PRC CPDU from its successor, the 

entity enters a recovery wait state.

If it times out and has not exceeded its 

retransmission limit, then the entity retransmits the 

PRR CPDU, as above.

If it times out and has exceeded its retransmission 

limit, a fatal error has occurred and the entity 

considers the conference terminated in error.

Three possible events can occur at the entity in a recovery wait state: 

If it receives a SPR CPDU from an entity, the 

entity performs the set predecessor mechanisms 

described in section 5.3.I.5. The ring is whole and 

the recovery process has terminated in success. The 

entity then retransmits the LR or SSR CPDU, 

whichever was the CPDU that detected the 

predecessor error.

If it times out and has not exceeded its restart 

recovery limit, then the entity restarts the recovery 

process by retransmitting the PRR CPDU.

If it times out and has exceeded its restart recovery



limit, then a fatal error has occurred and the entity 

considers the conference terminated in error, 

entity that receives a PRR CPDU from its predecessor performs the following: 

It sends a PRC CPDU to its predecessor.

The entity checks the NR_PRED of to see if it is the entity that is 

not responding to the originator of the recovery process.

If it is the entity, it performs the set predecessor 

mechanisms, described in section 5.3.1.5, by sending 

a SPR CPDU to its successor, the originator of the 

recovery process. The ring is whole and the recovery 

process has terminated in success.

If it is not the entity, it passes the predecessor 

recovery request to its successor by sending a PRR 

CPDU to its successor. The PRR CPDU's ORIG 

and NR PRED parameters contain the information 

the entity received in the ORIG and NR PRED 

parameters of the PRR CPDU it received from its 

predecessor. The entity then waits for a PRC 

CPDU.

Three possible events can occur to the entity passing the predecessor 

recovery request to its successor.

If it receives a PRC CPDU from its successor, the 

entity terminates its participation in the recovery 

process.



If it times out and has not exceeded its 

retransmission limit, then the entity retransmits the 

PRR CPDU, as above.

If it times out and has exceeded its retransmission 

limit then the entity assumes that the break in the 

logical ring is with its successor and attempts to 

close the ring by making the originator of the 

recovery process its successor. It docs this by setting 

its successor pointer to the originator of the 

recovery process and performs the set predecessor 

mechanisms described in section S.3.1.5. The ring is 

whole and the recovery process has terminated in 

success.

Figure 5.11 is an example of a predecessor recovery process. The figure assumes the 

logical ring to be: A -* C -* E -* D -* B -► A. As before, entity E is not shown in the figure 

because it docs not participate in the recovery process. Entity D detects that it lost contact with 

its predecessor, entity E. The figure is a timing diagram that shows how the entities interact to 

correct the break in the logical ring.

The figure shows the recovery process is started by entity D sending a PRR CPDU to 

entity B, its successor. Entity B receives the CPDU, confirms it with a PRC CPDU, and then 

passes the request by forming and sending a PRR CPDU to its successor, entity A. Entity A 

receives it, confirms and passes it to entity C. Upon the receipt of the PRR CPDU from entity 

A, entity C confirms the CPDU and passes the request to its successor, entity E. However, 

entity E does not respond with a PRC CPDU. Entity C times out and retransmits the PRR
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Entity A Entity B

PRR (D.B.D.E) -  —

Entity C Entity D

— u PRC (B.D) — ------- 'PR R (B A D ,E )___^
PAR (BAD.E) --------■
PRC (A.B) — -  r
pop ( i r n q -  , PRC (A.B) —------ --

PRR (A.C.D.E) -

PRC(CA) —---------
PRC(CA)----------
pop p r n n -  L

<TO> 
pop ̂  c  n  c) _

<TO>
p ° » r c n c > -  L

<TO>
SPR (C,D) fc-

SPR (C.D) —  — ’
8PC (D.C) L

SPC (D .C )-- —

Figure 5.11: Timing diagram that shows the predecessor recovery process.

CPDU, twice. When it times out a third time, entity C assumes the break in the logical ring 

occurred with its successor and sends a SPR to entity D. Entity D responds with a SPC CPDU 

and the predecessor recovery process is successfully terminated.

5.4 Conferencing Protocol Formal Specification

This section presents the formal specification of the conferencing protocol operation. 

The standard method for formal protocol specification is to model the protocol as a finite state 

machine [TANN88, HALS88]. A finite state machine is in a defined state at every instant of 

time. A state consists of all the values of variables. Defined events drive the machine. For each 

state, there are zero or more transition rules that depend on the events that occur. The 

transition rules consist of actions the machine should take and the state to which the machine 

should switch. When an event occurs in a particular state, the machine takes the actions and
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switches to the state defined in the transition rule for that event and state.

However, the normal finite state machine turns out to be too restrictive for practical 

use. Since the states of the protocol machine are dependant on all the values of all its variables, 

any realistic protocol specification involves an immense number of states. The extended finite 

state machine was developed for protocol specification. It allows states to maintain their own 

variables. The machine can then react based on the values retained in these variables, in 

addition to the event and the state of the machine [TANN88].

The finite state machine can be represented by either a finite state diagram, or a 

programming type language, or a transition table that defines the events, conditions, actions and 

state transitions of the finite state machine. The next section presents the finite state machine, 

using a state transition table, that models the conferencing protocol operation. The subsequent 

sections define the variables, events, conditions and procedures used by the finite state machine.

5.4.1 Finite State Machine

The conferencing protocol will be formally specified using a state transition table to 

represent the finite state machine that models the protocol. A separate table will be presented 

for each state of the machine. The events that drive the machine are in the first column of the 

table and are defined in section 5.4.3. The column also contains the conditions, defined in 

section 5.4.4, that must be satisfied for the actions of the second column to be taken. Each state 

contains only those events and conditions that result in an action and/or state transition. All 

other events and conditions are erroneous for that state and no action or state transition takes 

place. The actions of the second column are assignments to variables and calls to procedures. 

The procedures are defined section 5.4.5. The third column contains the transition states.

The states of the machine are numbered, with the numbers running between 0 and 8. 

State 7 indicates the protocol entity is a conference participant. The are substates of state 7 that
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are represented by 7.xx, where xx are numbers running from 00 to 41. States 7.xx indicate the 

protocol entity is a conference participant, however, the protocol entity is also involved in some 

other process. As an example, states 7.01 through 7.03 are involved with maintaining the linkage 

information for the logical ring of conference participants. Those events and conditions that 

have the same actions and state transitions for all the states numbered 7jcx are put into a 

separate table numbered state 7.

The following is the finite state machine that models the conferencing protocol:

State 0: Idle [

Event A Conditions Action Next State

C-INVTTRrequestflNVTTED LIST, 
OPTIONS)
& not busy

add to non confirmed 
set CONF ID 
ID”-  CONF ID
scndJR (INVTTEDLIST, ID, OPTIONS) 
start IR timer

1.Invitation Sent

C-1NVME. request 
A busy

CAUSE -  BUSY 
C-REMOVE.indication (CAUSE)

O.ldle

recIR  (SOURCE.ID,OPTIONS) 
A not busy

INVITER -  SOURCE 
send IC (INVITER) 
C-INVITE.indication (INVITER, 

OPTIONS)
CONF ID -  ID

2.1nvited |

rec IR (SOURCE) 
A busy

CAUSE -  BUSY 
scndRJR (SOURCE, CAUSE)

O.ldle

State 1: Invitation Sent

Event A Conditions Action Next State

recJC (SOURCE)
|  A in nonconfirmed

removefrom nonconfirmed 
add to_pending 
STATUS -  SUCCESS 
C-INVITE-STATUS.indication (SOURCE, 

STATUS)

l.Invitation Sent
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State 1: Invitation Sent

Event A  Conditions Action Nest State

recAR (SOURCE) 
A  in_pending

SET SUCC -  SELF 
STATUS -  SUCCESS 
send AC (SOURCE, STATUS, 

"SETSUCQ 
startA C tim er 
remove ftomjtending 
SUCC -  SOURCE 
PRED -  SOURCE

7.03 Acceptance 
Setup

recAR (SOURCE)
A  innoncon firmed'

SET SUCC -  SELF 
STATUS -  SUCCESS 
send AC (SOURCE STATUS, 

"SETSUCC) 
start AC timer 
remove from nonconfirmed 
SUCC * SOURCE 
PRED -  SOURCE

7.03 Acceptance 
Setup

recRJR (SOURCE, CAUSE) 
A  invited » 1

C-REMOVEindicalion (CAUSE) O.ldle |

recRJR (SOURCE, CAUSE) 
A  innonconfirmed 
A  invited > 1

remove from nonconfirmed 
C-REJECT.indication (SOURCE 

CAUSE)

l imitation Sent H

rec RJR (SOURCE.CAUSE) 
A  in_pcnding 
A  invited > 1

removefromjrending 
C-REJECT.indication (SOURCE 

CAUSE)

1.Invitation Sent

C- LEAVE, request scnd RVR (PENDING) O.ldle

IR to
A  under IR limit

send IR (NONCONFIRMED, ID, 
"OPTIONS) 

start IR timer 
increment IR

1.Invitation Sent

IR to
A  over IR limit 
A  pending > 0

C-INVTTE-STATUSindication
(NONCONFIRMED, FAILED) 

clear nonconfirmed

1.Invitation Sent

IR_to
A  over IR limit 
A  pending -_0

C-INVTTEindication
(NONCONFIRMED, FAILED)

O.ldle

|  State 2: Invited

|| Event A  Conditions Action Next State

|  C-ACctiPT.request send AR (INVITER) 4Acceptance
start AR timer Sent

|  C- REJECT, req uest (CAUSE) send RJR (INVITEE CAUSE) O.ldle
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State 2: Invited

Event A  Conditions Action Next State

tec RVR (SOURCE)
" *  (SOURCE -  INVITER)

C-REVOKE.indication O.ldle

State 4: Acceptance Sent

Event A  Conditions Action Next State

tec AC (SOURCE,STATUSSET SUCC) 
" A  SOURCE -  INVITER 

A  STATUS -  SUCCESS

stop AR timer 
PRED SOURCE 
SUCC -  SET SUCC 
C-ACCEPT-STATUS.indication 

(CONNECTED)
RET STATE -  7.00 
send ~ACC (CONF ID) 
send’sPR (SUCC)' 
start SPR timer

7.01 .Participant/ 
Set Predecessor

rec AC (SOURCE, STATUS) 
‘  A  SOURCE -  INVITER 

A  STATUS -  WAIT

stopAR timer 
start wait timer

4-Acceptance
Sent

rec RVR (SOURCE)'
'  A  SOURCE -  INVITER

C-REVOKE.indication O.ldle 1

I waitTO sendAR (INVITER) 
start_AR_limer

4-Acceptsnce
Sent

A RTO
A  underAR limit

send AR (INVITER) 
start_AR_timer 
increment AR

4AccepUnce
Sent

ARTO
A  over AR limit

C-ACCEPT-STATUS.indication (FAII.ED) 2.lnvited |

Notes:
‘ cross of RVR and AR

State 7: Participant

Event A  Conditions Action Next State

C-INVITE.request (INVITED IJST, 
OPTIONS)

add to nonconfirmed 
ID -  CONF ID
scndJR (INVTTED LIST, ID, OPTIONS) 
start IR timer

7.Participant

rec IC (SOURCE)
A  in nonconHrmed

removefromnonconfirmed 
add to_pcnding
C-INVnE-STATUS.indication (SOURCE, 

SUCCESS)

7.Participant |
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State 7: Participant

Event A Condition! Action Next State

rec RJR (SOURCE, CAUSE) 
A innoncon firmed

remove from nonconfirmed 
C-REJECT.iiidication (SOURCE, 

CAUSE)

7.Participant

rec RJR (SOURCE. CAUSE) 
A in_pcnding

remove from_pending 
C-REJECT.indication (SOURCE 

CAUSE)

7.Participant

IR to
A under IR limit 
A nonconfirmed_>_0

send IR (NONCONFIRMED, ID, 
'OPTIONS) 

stanJR jim cr 
increment IR

7.Participant

IR_lo
A over IR limit

C-INVrrE-STATUS.indication
(NONCONFIRMED, FAILED) 

clear nonconfirmed

7.Participant

rec AC (SOURCE)
A SOURCE -  PRED

send ACC (CONFJD) 7Partieipant

rec ACC (SOURCE, ID)
” A ID -  CONF ID 

A SOURCE *"SUCC

C-ACCEPT.indication (SOURCE) 7.Participant

rec LC (SOURCE, ID, LEAVING) 
'  A ID -  CONFJD

C-LEAVE.indication (LEAVING) 7.Participanl

C-CONF-DATA.request (DATA) SOURCE -  SELF 
ID -  CONF ID
sendDCR (ID, SOURCE DATA)

7.Participant 1

C-DATA.request (DEST, DATA) SOURCE -  SELF 
ID -  CONF ID
send DR (DEST, SOURCE ID, DATA)

7.Psr1icipant ||

|| C-SUCC-DATA.request (DATA) send DSR (SUCC, DATA) 7.Participant |

|  rec DSR-ACK (SOURCE, DATA, SIX)#) 
1 " A SOURCE -  PRED 
I A SEQ# -  RSEQ#
|  A notsuspended

send DSC (PRED, SEQ#) 
incrRSEQ#
C-SUCC-DATA-ACK.indication (DATA)

7.Participant ||

rec DSR-ACK (SOURCE, DATA) 
" A SOURCE -  PRED 

A SEQ# < RSEQ#

send DSC (PRED, SEQ#) 7Participant

rec DSR (SOURCE, DATA) 
~ A SOURCE -  PRED 

A not_suspcndcd

C-SUCC-DATA.indication (DATA) 7.Participant

rec DSR (SOURCE, DATA) 
'  A SOURCE -  PRED 

| A suspended

send DSR (SUCC.DATA) 7.Partiopant
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State 7: Participant

Event A  Conditions Action Next State

rec DR (SOURCE, ID, DATA) 
A ID -  CONF ID 
A  not_suspended

C-DATA.indication (SOURCE, DATA) 7.Participant

C-DATA-ACK. request (DEST, DATA) SOURCE -  SELF 
ID -  CONF ID 
DATA DEST -  DEST 
send D’R-ACK (DEST, SOURCE, ID, 

'DATA) 
start DR timer

7.Participant

rec DC (SOURCE)
'  A  SOURCE -  DATA DEST

stop DR timer
C-DATA-STATUS.indication (SUCCESS)

TParticipant

DR J o
A  undcr DRJimit

SOURCE -  SELF
ID -  CONF ID
DEST -  DATA DEST
scnd DR (DEST, SOURCE ID, DATA)
start DR timer
incr 1)R

1
7.Participant

|  D R jo
|  A  over DRJimit

C-DATA-STATUS.indication (FAILED) 7.Participant

|  rec DR-ACK (SOURCE, ID, DATA) 
1 ~ A  ID -  CONFJD 
[| A not suspended

C-DATA-ACK.indication (SOURCE, 
DATA) 

send DC (SOURCE)

TParticipant

rec DCR (ID, SOURCE, DATA) 
" A  ID -  CONFJD 

A  not suspended

C-CONF-DATA.indication (SOURCE 
DATA)

TParticipant

C-REVOKE. request send RVR (PENDING) 
clear nonconfirmed 
clear_pending

TParticipant

C-REMOVE request (RMT ENTITY) REMOVED ENTITY -  RMT ENTITY 
scndRMR (REMOVED ENTfTY) 
start RMR timer

7.Participant

tec RMC (SOURCE)
~ A  SOURCE-REMOVEDENTITY

stop RMRjimer 
C-REMOVE-STATUS.indication 

(SUCCESS)

7.Participant I

RM Rjo
A  under_RMR_limit

scnd RMR (REMOVED ENTITY)
start_RMRjimer
increment_RMR

TParticipant

RM Rto
A  over RMRJimit

C-REMOVE-STATUS.indication
(FAILED)

TParticipant

C-STATE. request ORIG -  SELF
send STR (CONFJD, ORIG)

TParticipant 1
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State 7: Participant

Event A Condition* Action Nest State

rec STR (ID. ORIG, UST) 
*  ID -  CONF ID 
a  ORIG *  SELF

add list
sendSTR (ID, ORIG, UST)

TParticipant

rec STR (ID. ORIG, UST) 
” a  ID -  CONF ID 

a  ORIG -  SELF

compile status lid
C-STATTvSTATUS (STATUS IJST)

TParticipant

C-SUSPEND.request set suspend
C-SUSPEND-STATUSindication

TParticipant

C-RECONNECT.request resetsuspend
C-RECONNECT-STATUS.indication

7.Participant

1 State 7.00: Participant

|  Event a Conditions Action Next State

|  rec_AR (SOURCE) 
I a  in_pending

SET SUCC -  SUCC 
STATUS -  SUCCESS 
send AC (SOURCE, STATUS,

“s i r r s u c c )
start AC timer 
PREV SUCC -  SUCC 
SUCC~- SOURCE 
resetXSEQ# 
remove from_pending

7 03.Acceptance 
Setup

rec AR (SOURCE)
a  in nonconfirmed

SET SUCC -  SUCC 
STATUS -  SUCCESS 
send AC (SOURCE STATUS, 

"SETSUCC) 
start AC timer 
PREV SUCC -  SUCC 
SUCC"- SOURCE 
resetXSEO#
remove from nonconTtrmed

7.03 Acceptance 
Setup

recSPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
send’sPC (PRED)

7.Participant

rec LR (SOURCE, SET SUCC) 
'  a  SOURCE -  SUCC 

a 3 or more_participants

LEAVING -  SOURCE 
send LC (ID, LEAVING)
SUCC -  SET SUCC 
reset XSEQ#" 
sendJSPR (SUCC) 
start SPR timer
C-LEA vindication  (SOURCE) 
RET STATE -  7.00

7.01.Set 
Predecessor
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State 7.00: Participant

Event A  Condition* Action Next State

rec LR (SOURCE)
'  A  SOURCE -  SUCC 

A  leas_than_3_participants 
A  invited > 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-LEAVEindication (SUCC)

2.Invitation Sent

rec LR (SOURCE)
'  A  SOURCE -  SUCC 

A  lesslhan 3_psrticip«nts 
A  invited -  0

LEAVING -  SOURCE 
send LC (ID, LEAVING)
C-REMOVE indication

(CONFERENCEENDED)

O.Idk

C-LEAVE. request

---

SET SUCC -  SUCC 
send~LR (PRED, SET SUCC) 
start LR timer

8.Leavin|

rec PRR (SOURCE.ORIG.NR PRED) 
" A  SOURCE -  PRED 

A  NR PRED *  SELF 
A  ORJG *  SELF1

send PRC (PRED)
send”PRR (SUCC, ORIG, NR PRED) 
start PRR timer 
RCVR ORIG -  ORIG

7 12 Pass
Predecessor
Recovery

rec PRR (SOURCE.ORJG.NR PRED) 
'  *  SOURCE -  PRED 

A  NR PRED *  SELF 
A  ORIG -  SELF'

7.00 Participant

rec PRR (SOURCE.ORIG.NR PRED) 
" A  SOURCE -  PRED 

A  NR PRED -  SELF

send PRC (PRED) 
SUCC -  ORIG 
reset XSEQ# 
sendJSPR (SUCC) 
start SPR timer 
RET STATE -  7.00

7.01 Set 
Predecessor

rec SRR (SOURCE.ORIG.NR SUCC) 
I '  A  SOURCE -  SUCC 
|  A  NRSUCC *  SELF

send SRC (SUCC)
send~SRR (PRED, ORIG, NR SUCC) 
start SRR timer 
RCVR ORIG -  ORIG

7.22 Pass 
Successor 
Recovery

|  rec SRR (SOURCE.OR1G.NR SUCC) 
1 '  A  SOURCE -  SUCC 
I A  NR SUCC -  SELF

send SRC (SUCC) 
PRED -  ORIG 
reset RSEQ# 
send JSSR (PRED) 
start_SSR timer

7.02. Set 
Successor

I C-SUCC-DATA-ACK. request (DATA) sendDSR-ACK (SUCC, DATA XSEQ#) 
startD SRtim er

7.41.Data Sent

rec DSR-ACK (SOURCE, DATA, SEQ#) 
" A  SOURCE -  PRED 

A  SEQ# -  RSEQ#
A  suspended

send_DSR-ACK (SUCC, DATA XSEQ#) 
start_DSR_timer

7.41.Data Sent
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State 7.00: Participant

Event A Conditions Action Next State

recRMR (SOURCE, CAUSE) C-REMOVE.indication (SOURCE) 
tend RMC (SOURCE) 
s e t "su c c  -  SUCC 
send~LR (PRED, SETSUCC) 
start LR timer

8.Leaving

Notes:
' Ring integrity mny have recovered before the recovery request reached the entity that was not 

responding.

H II| State 7.01: Set Predecessor

1 Event A  Conditions Action Next State

1 rec SPC (SOURCE)
” A  SOURCE -  SUCC 

A  RET STATE -  7.00

stop SPR_timer 
check evcntqucuc

7.00.Participant

rec SPC (SOURCE)
" A  SOURCE -  SUCC

& RET STATE -  7.11 _

stop SPR timer
send~PRR (SUCC, ORIG, NR PRED) 
start PRR timer

7.11 Predecessor I 
Recovery Start 1

tec SPC (SOURCE)
” A  SOURCE -  SUCC 

A  RET STATE -  7.12

stop SPR timer
send” PRR (SUCC, ORIG, NR_PRED) 
start PRR timer

7.12 Pass 1 
Predecessor I 
Recovery |

rec SPC (SOURCE)
” A  SOURCE -  SUCC 

A  RET STATE « 7.41

stop SPR timer
send” DSR-ACK (SUCC DATA) 
start DSR timer

7.41.Data Sent H

rec SPC (SOURCE)
” A  SOURCE -  SUCC 

A  RETSTATE -  8

stop SPR timer 
SET” SUCC -  SUCC 
send~LR (PRED, SET SUCC) 
start LR timer

8. Leaving

SPRto
A  underSPRJimit

scndSPR (SUCC) 
startSPRtim er 
increment SPR

7.01.Set
Predecessor H

SPRto
A  over SPR limit 
A  RET STATE *  7.11

NR SUCC -  SUCC 
ORJG -  SELF
scnd SRR (PRED, ORIG, NR SUCC)
start SRR timer
RCVR STATE -  RET STATE

7.21.Successor 
Recovery Start

SPRto
A  over SPR limit 
A  RET STATE » 7.11

falalerror O.ldle

recLR (PASS)’ 7.01.Set D 
Predecessor y
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State 7.01: Set Predecessor

Event A  Conditions Action Nest State

rec LR (SOURCE, SET SUCC) 
’  A  SOURCE -  SUCC 

I A  3_or_more_participants

stop SPR timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING)
SUCC -  SET SUCC 
reset XSEQ#" 
scnd~SPR (SUCC) 
set SPR timer
C-LEAVE.indication (SOURCE) 
RET STATE -  7.00

7.01 Set 
Predecessor

rec LR (SOURCE)
" A  SOURCE -  SUCC 

A  lcss_than_3_participants 
A  invited > 0

stop SPR timer 
LEA_VING -  SOURCE 
sendLC (ID, LEAVING) 
C-LEAVE.indication (SUCC)

2.lnvitation Sent

rec LR (SOURCE)
~ A  SOURCE -  SUCC 

A  lessthan 3_participants 
A  invited « 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-REMOVEindicalion

(CONFERENCE ENDED)

O.ldle 1

CLEAVE, request queue event 7.01.Sct 1 
Predecessor |

C-SUCC-DATA-ACKrequest (DATA) queue event 7.01. Set H 
Predecessor |

rec DSR-ACK (SOURCE, DATA, SEQ#) 
" A  SEQ# -  RSEQ#

A  suspended

queue event 7.01 Set I 
Predecessor |

recPRR (SOURCE,ORIG,NR_PRED) queue event 7.01 Set |  
Predecessor 1

rec SRR (SOURCE,ORIG,NR_SUCC) queue event 7.01 Set 
Predecessor

recRMR (SOURCE) qucuc_evcnt 7.01 Set 
Predecessor

recSPR (SOURCE)
” A  RET STATE *  7.11

PRED -  SOURCE 
reset RSEQ# 
send’SPC (PRED)

7.01 Set 
Predecessor

rec SPR (SOURCE)
~ A  RET STATE -  7.11

PRED -  SOURCE 
reset RSEQ# 
send'sPC (PRED)
RET STATE -  RCVR STATE

7.01 Set 
Predecessor

rec AR (SOURCE)
A(in_nonconflrmed | in_pending)

STATUS -  WAIT
send AC (SOURCE STATUS)

7.01.Set 
Predecessor

Notes:
‘ received a passed along LR CPDU (look at state 8).
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State 7.02: Set Successor

Event A Condition! Action Next State

rec SSC (SOURCE)
” A SOURCE -  PRED

stop_SSR_timcr
checkeventqueue

7.00.Participant

rec DSR-ACK (SOURCE, DATA, SEQ#) 
" A SEQ# -  RSEQ#

A suspended

queueevent 7.02.Set
Successor

1 SSRto
I A underSSRJimit

send SSR (PRED) 
start SSR timer 
increment SSR

7.02.Set
Successor

SSRto
A over SSRJimil

NR PRED -  PRED 
ORJG -  SELF 
PRED -  NULL
sendPRR (SUCC, ORIG, NR PRED) 
start PRR timer 
RCVR STATE -  7.00

7.11.Predecessor 
Recovery Start

recLR (SOURCE, SET SUCC) qucue_cvcnt 7.02.Set |  
Successor |

C-LEAVE. request queue_event 7.02.Set 1 
Successor |

C-SUCC-DATA-ACKrequest (DATA) queue event 7.02.Set I 
Successor |

recPRR (SOURCE,ORIG,NR_PRED) queueevent 7.02.Sel I 
Successor |

rec_SPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
sendJSPC (PRED)

7.00.Participant

recSRR (SOURCE,ORIG,NR_SUCC) queue event 7.02.Set
Successor

recRM R (SOURCE) queuc_evcnt 7.02.Set
Successor

recA R (SOURCE)
A(in_noncon firmed | in_pending)

STATUS -  WAIT 
sendAC (SOURCE, STATUS)

7.02.Set
Successor I

State 7.03: Acceptance Setup

Event A Condition Action Next State

tec ACC (SOURCE, ID)
" A ID -  CONF ID 

A SOURCE -  SUCC

stop AC timer
C-ACCEPT.indication (SOURCE) 
check event queue

7.00.Pirticipant

AC to
A under_AC_limit

send AC (SUCC, STATUS, SET SUCC) 
increment AC

7.03 .Acceptance 1 
Setup 1
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State 7.03: Acceptance Setup

Event A Condition Action Next State

AC to
A overACJimit 
A 3_or_more_pnrticipnntt

SUCC -  PREV SUCC 
resctXSEQ# 
sendJsPR (SUCC) 
start SPR timer 
RET STATE -  7.00

7.01.Set
Predecessor

AC_to
A over AC limit 
A lea_than_3_partieipants 
A invited > 0

check_event queue Limitation Sent

AC to
A over AC limit 
A lea thsn_3_participants 
A invited « 0

O.ldle

C-LEAVE. request queueevent 703Acceptance 
Setup

C-SUCC-DATA-ACK.request (DATA) queueevent 7.03 Accepts nee 
Setup

I rec DSR-ACK (SOURCE, DATA, SEQ#) 
" A SEQ# .  RSEQ#

A suspended

queueevent 7.03 Acceptance 
Setup

rec PRR (SOURCE,ORIG,NR_PRED) queueevent 7.03 Acceptance 1 
Setup |

rec SPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
sendJsPC (PRED)

7.03 Accepts nee 
Setup

recSRR (SOU RCE.O RIG.N R_SU CC) queue_cvent 7.03 Acceptance 
Setup

rec RMR (SOURCE)

"

queueevent 7.03 Acceptance 
Setup |

rec AR (SOURCE)
A(in_nonconnrmed | in_pending)

STATUS -  WAIT
send AC (SOURCE, STATUS)

7.03 Acceptance 
Setup

Notes:
' received ■ passed along LR CPDU (look at state 8).

State 7.11: Predecessor Recovery Start ||

Event A Condition Action Next State |

rec PRC (SOURCE)
" A SOURCE -  SUCC

stop PRRjimer 
start rcvr timer

7.13. Predecessor I 
Recovery Wait 1
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Slate 7.11: Predecessor Recovery Start

Event 4k Condition Action Next State

PR R to
4  under_PRR_limit

icndPRR (SUCC ORIG, NR PRED)
startPR R tim er
increment PRR

7.11. Predecessor 
Recovery Start

PR R to
4  over PRR limit

fatal_error O.ldle

rec SPR (SOURCE)
" A  RCVRSTATE *  8

stop PRR timer 
PRED -  SOURCE 
reset RSEQ# 
sendJSPC (PRED) 
checkeventqueue

7.00.Participant

I rec SPR (SOURCE)
" A  RCVR STATE » 8

stop PRR timer 
PRED -  SOURCE 
send SPC (PRED) 
s e t ’su c c  -  SUCC 
send~LR (PRED, SET SUCC) 
start LR timer

8. Leaving

rec DSR-ACK (SOURCE, DATA, SEQ#) 
'  A  SEQ# -  RSEQ#

|  4k impended

queueevent 7.11. Predecessor 
Recovery Start

1 rec LR (SOURCE SET SUCC) 
1 " 4k SOURCE -  SUCC 
H 4k 3_or_more_participants

stop_PRR timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING)
SUCC -  SET SUCC 
reset XSEQ#‘  
sendJSPR (SUCC) 
start_SPR timer
C-LEAVindication (SOURCE) 
RET STATE -  7.11

7.01. Set 1 
Predecessor 1

I rec LR (SOURCE)
1 " A  SOURCE -  SUCC 
1 4k lest than 3_participants 
1 A  RCVR STATE *  8 
|  A  invited > 0

stop PRR timer 
LEA'VING -  SOURCE 
send LC (ID, LEAVING) 
C-LEAVEindication (SUCC)

1.Invitation sent I

|  rec LR (SOURCE)
1 4k SOURCE » SUCC 
1 A  lessjhan 3_par1icipanu 
I A  RCVR STATE *  8 
|  A  invited ■ 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-REMOVEindication

(CONFERENCEENDED)

O.ldle |

I rec LR (SOURCE)
1 “ 4k SOURCE -  SUCC 
I A  less than 3_part ici pants 
I 4k RCVR STATE -  8 
|  A  pending > 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
send~RVR (PENDING)

O.ldle 1
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State 7.11: Predecessor Recovery Start

Event A Condition Action Next State

rec LR (SOURCE)
'  A SOURCE -  SUCC 

A leu than 3_participants 
A RCVR STATE -  8 
A pending_*_0

LEAVING -  SOURCE 
send LC (ID, LEAVING)

O.ldle

C-LEAVR request queueevent 7.11.Predecessor 
Recovery Start

C-SUCC-DATA-ACK. request (DATA) queueevent 7.Il.Predecesxor 
Recovery Start

rec PRR (SOURCRORJG.NR PRED) queue event 7.11 Predecessor 
Recovery Start

rec SRR (SOURCRORIG.NRSUCC) queue event 7.11 Predecessor 
Recovery Start

rec RMR (SOURCE) queueevent 7.11 Predecessor 
Recovery Start

rec AR (SOURCE)’
Afin nonconfirmed | in_pending)

STATUS -  WAIT
send AC (SOURCR STATUS)

7.11.Predecessor 
Recovery Start

|  Notes:
|  ’ Since communication in progreu with SUCC, inserting a new entity in the ring is currently not 
|  possible.

State 7.12: Pass Predecessor Recovery |

Event A Condition Action Next State |

rec PRC (SOURCE)
" A SOURCE -  SUCC

stop PRRjimer 
check event queue

7.00Participant I

PRR j o
A under PRR limit

send PRR (SUCC, ORIG, NR PRED)
start_PRRjimer
increment PRR

7.12.Pass 1 
Predecessor 1 
Recovery |

PRR to
A over_PRR_limit

SUCC -  ORIG 
reset XSEQ# 
sendJSPR (SUCC) 
start SPRjimer 
RET~ STATE -  7.00

7.01.Set 
Predecessor

C-LEAVR request queue event 7.12.Pass
Predecessor
Recovery

C-SUCC-DATA-ACK-request (DATA)

.

queue event 7.12.Pass
Predecessor
Recovery
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S ta te  7.12: Pass Predecessor Recovery

Event A Condition Action Next State

pec DSR-ACK (SOURCE. DATA. SEQ#) 
” *  SEQ# -  RSEQ# 

a  impended

queueevent 7.12. Paa
Predecessor
Recovery

rec LR (SOURCE. SET SUCC) 
~ a SOURCE -  SUCC 

a 3_or_more_participants

stop PRR timer 
LEAVING -  SOURCE 
send LC (ID. LEAVING)
SUCC -  SET SUCC 
reset XSEQ#" 
send’sPR (SUCC) 
start_SPR_timcr
C-LEA Vindication (SOURCE) 
REINSTATE -  7.12

7.01 .Set 
Predecessor

|  rec LR (SOURCE) 
i " a  SOURCE -  SUCC

a kssthan 3_participants 
a  invited > 0

stop PRR timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-LEAVEindication (SUCC)

2.Invitation sent

rec LR (SOURCE)
" a  SOURCE -  SUCC 

a  kssthan 3_parlicipants 
a  invited ■ 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-REMOVEindication

(CONFERENCE ENDED)

O.ldle

1 rec SPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
send'sPC (PRED)

7.12.Pass 1 
Predecessor 1 
Recovery |

9 rec PRR (SOURCE.ORJG.NR PRED) 
I " a  SOURCE -  PRED 
|  a  RCVR OR1G -  ORIG

send PRC (PRED) 7.12 Pass |  
Predecessor 1 
Recovery

I rec PRR (SOURCE.OR1G.NR PRED) 
|  '  a  SOURCE -  PRED 
1 a  RCVR ORJG *  ORIG

queue event 7.12 Pass
Predecessor
Recovery

1 rec SRR (SOURCE.OR1G.NR SUCC) queue event 7 .12 Pass
Predecessor
Recovery

1 rec RMR (SOURCE) queue_event 7.12 Pass
Predecessor
Recovery

1 rec AR (SOURCE)
I A(in_pending | innonconfirmed)

STATUS -  WAIT
send AC (SOURCE STATUS)

7.12.Pass
Predecessor
Recovery
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S ta te  7.13: Predecessor Recovery W alt

Event A  Condition Action Next State

rec SPR (SOURCE)
" A  RCVR STATE *  8

stop rcvr timer 
PRED -'SOURCE 
reset RSEQ# 
send 'SPC (PRED) 
checkevenlqueue

7.00.Partictpant

rec SPR (SOURCE)
'  A  RCVR STATE -  8

stop rcvr timer 
PRED -'SOURCE 
reset RSEQ# 
send SPC (PRED)
SIT SUCC -  SUCC 
send'LR (PRED, SET SUCC) 
start LR timer

8.Leaving

fl rec DSR-ACK (SOURCE, DATA, SIX)#) 
|  ~ A  SEX)# - RSEQ#
H A  suspended

queueevent 7.13. Predecessor I 
Recovery Wait 1

rrvrTO
A  underRCVR limit

send PRR (SUCC, ORIG, NR PRED)
start PRRtimer
incrementRCVR

7.11. Predecessor |  
Recovery Start I

rcvr_TO
A  over RCVR limit

fatal error O.ldle

1 rec l.R (SOURCE, SET SUCC) 
I A  SOURCE •  SUCC 
1 A 3  or_more_participanls

LEAVING -  SOURCE 
send LC (ID, LEAVING)
SUCC -  SET SUCC 
reset XSEQ#" 
scndJsPR (SUCC) 
starlSPRlim er
C-LEAVEindication (SOURCE)

7.15. Predecessor
Recovery/Set
Predecessor

|  rec l.R (SOURCE)
1 " A  SOURCE -  SUCC 
1 A  less than 3_participants 
I A  RCVR STATE * 8 
|  A  invited > 0

stop rcvr timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-LEAVE.indication (SUCC)

2.Invitation Sent H

1 rec LR (SOURCE)
1 ~ a  s o u r c e  - succ
I A  less than 3_participants 
I A  RCVR_STATE t  8 
| A  invited_-_0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-REMOVEindication

(CONFERENCEENDED)

O.ldle |

rec LR (SOURCE)
A  SOURCE -  SUCC 
A  less than 3j»rticipants 

I A  RCVRSTATE - 8 
] A  pendinj_>_0

LEAVING - SOURCE 
send LC (ID, LEAVING) 
send'RVR (PENDING)

O.ldle
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State 7.13: Predecessor Recovery Wait

Event A  Condition Action Next State

rec LR (SOURCE)
" A  SOURCE -  SUCC 

A  less than 3_participants 
A  RCVR STATE -  8 
A  pending ■ 0

LEAVING -  SOURCE 
send LC (ID. LEAVING)

O.ldle

C-LEAVE request queueevent 7.13.Predecessor 
Recovery Wait

C-SUCC-DATA-ACX. request (DATA) queueevent 7.13.Prcdeccssor 
Recovery Wait

rec PRR (SOURCE.ORJG.NR PRED) queue event 7.13 Predecessor 
Recovery Wait

rec SRR (SOURCEORIG.NR SUCC) 
'

queuc_evcnt 7.13 Predecessor 1 
Recovery Wait |

rec RMR (SOURCE) queue event 7.13 Predecessor I 
Recovery Wait |

rec AR (SOURCE)
A(in_nonconfirmed | in_pcnding)

STATUS -  WAIT
send AC (SOURCE STATUS)

7.13. Predecessor I 
Recovery Wait |

State 7.15: Predecessor Recovery/Set Predecessor |

Event A  Condition Action Next State |

rec SPC (SOURCE)
" *  SOURCE -  SUCC

stop SPR timer 713. Predecessor 1 
Recovery Wait |

SPR to
A  under SPRJimil

send SPR (SUCC) 
start_SPR_timer 
increment SPR

7.1S.Predecessor 1 
Recovery/Set I 
Predecessor |

SPR to
A  over SPR limit

fatal error O.ldle I

rec SPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
send'SPC (PRED)
RLT’ STATE -  RCVR STATE

7.01 Set 
Predecessor

rec DSR-ACK (SOURCE DATA, SEQ#) 
~ A  SEQ# -  RSEQ#

A  suspended

queue event 7.15.Prcdecessor
Recovery/Set
Predecessor

rcvr TO
A  under RCVR limit

RET STATE -  7.11 
increment RCVR

7.01.Set
Predecessor

rcvrTO
*  over_RCVR_limit

fatalerror O.ldle
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State 7.15: Predecessor Recovery/Set Predecessor

Event A  Condition Action Next Slate

recLR (PASS)' 7.1S.Predecesaor
Recovery/Set
Predecessor

C-LEAVE. request queuccvcnt 7. IS.Predecessor
Recovery/Set
Predecessor

C-SUCC-DATA-ACK. request (DATA) queue event 7.1S.Piedecessor 
Recovery /Set 
Predecessor

I recPRR (SOURCE.OR1G.NR PRED) queueevent 7.15 Predecessor
Recovery/Set
Predecessor

recSRR (SOURCE.OR1G.NR SUCC) queue event 7.15 Predecessor
Recovery/Set
Predecessor

ret RMR (SOURCE) queue event 7.15 Predecessor
Recovery/Set
Predecessor

recA R (SOURCE)
&(in_nonconfirmcd | in_pending)

STATUS -  WAIT
send AC (SOURCE, STATUS)

7.15.Prcdeccssor 
Recovery/Set 
Predecessor |

Notes: 1 
‘ received a passed along LR CPDU (look at state 8). |

State 7.21: Successor Recovery Start f
Event A  Condition Action Next State |

rec SRC (SOURCE)
” *  SOURCE -  PRED

stopSRRjim er 
start rcvr timer

7.23.Successor I 
Recovery Wait |

SRR to
& underSRR limit

scnd SRR (PRED, ORIG, NR SUCC)
start_SRR_timcr
increment SRR

7.21.Successor I 
Recovery Start |

SRR to
A over SRR limit

falalerror O.ldle I

rec SSR (SOURCE)
A  RCVR STATE -  7.00

stop SRR timer 
SUCC -  SOURCE 
reset XSEQ# 
send JSSC (SUCC) 
checkeventqueue

7.00.Participant |
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Stale 7.21: Successor Recovery Start

Event A  Condition Action Next State

rec SSR (SOURCE)
'  A  RCVRSTAIE -  7.41

"

stop SRR tinier 
SUCC -  SOURCE 
reset XSEQ# 
send SSC (SUCC)
send’ DSR-ACK (SUCC, DATA, XSEO#) 
start DSR timer

7.41.Data Sent

rec AR (SOURCE)
A(in_nonconfirmed | injtending)

STATUS -  WAIT
send AC (SOURCE, STATUS)

7.21.Successor 
Recovery Start

rec LR (SOURCE, SETSUCC) 
A  3_or more_partici pants

stop SRR timer 
LEAVING -  SOURCE 
send I.C (ID, LEAVING)
SUCC -  SET SUCC 
reset XSEQ#" 
sendJSPR (SUCC) 
start SPR timer
C-LEA Vindication (SOURCE) 
RET STATE -  RCVR STATE

7.01 Set 
Predecessor

rec LR (SOURCE)
A  less than 3_participanu 
A  invited_> 0

stop SRR timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-LEAVEindication (SUCC)

2.1nvitatk>n sent

rec LR (SOURCE)
A  lessjhan 3_participants 
A  invited * 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-RIiMOVEindication

(c o n f e r i:n c e_e n d e d )

O.Idle

C-LEAVE. request qucueevcnt 7.21.Successor 
Recovery Start

C-SUCC-DATA-ACK-request (DATA) qucue_event 7.21.Successor 
Recovery Start

rec DSR-ACK (SOURCE, DATA, SEQ#) 
I " A  SEO# -  RSEO#

A  suspended

queueevenl 7.21.Succcssor 
Recovery Start

rec SPR (SOURCE) PRED -  SOURCE 
reset RSEO# 
send'SPC (PRED)
send'SRR (PRED, ORIG, NR SUCC) 
start SRR timer

7.21.Successor 1 
Recovery Start B

recPRR (SOURCE,ORIG,NR_PRED) queue_evcnt 7.21 .Successor |  
Recovery Start

rec SRR (SOURCEORIG.NR SUCC) 
'

queue event 7.21 .Successor 
Recovery Start

1 rec RMR (SOURCE) queueevent 7.21.Successor 
Recovery Start |
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State 1 2 1 : Pass Successor Recovery

Event A  Condition Action Next State

fee SRC (SOURCE)
" *  SOURCE -  PRED

stopSRRtim er 
check event queue

7.00.Participant

SRR_to
underSRR limit

send SRR (PRED, ORIG, NR SUCC) 
start SRRjimer 
increment SRR

7.22.Pass
Successor
Recovery

SRR to
~A overSRR limit

PRED -  ORIG 
reset RSEO# 
sendJSSR (PRED) 
start SSR timer

7.02.Set
Successor

|  recLR (SOURCE, SET SUCC) queue event 7 22.Pass 
Successor 
Recovery

1 C-I.EAVE request queue event 7.22.Pass
Successor
Recovery

|  C-SUCC-DATA-ACKrequest (DATA) queue event 7.22.Pass
Successor
Recovery

1 ree DSR-ACK (SOURCE, DATA, SEQ#) 
I " A  SEO# -  RSEO#
| A  suspended

queueevent 7.22.Pass
Successor
Recovery

rec_SPR (SOURCE) PRED -  SOURCE 
reset RSEO# 
send'sPC (PRED)
send~SRR (PRED, ORIG, NR SUCC) 
start SRRjimer

7.22.Pass 
Successor 
Recovery |

rec SRR (SOURCE.ORIG.NR SUCC) 
~ A  SOURCE -  SUCC 

A  RCVR ORIO -  OR1G

send SRC (SUCC) 7.22 Pass I 
Successor 1 
Recovery ||

I rec SRR (SOURCE.ORIG.NR SUCC) 
|  “ A  SOURCE -  SUCC 
|  A  RCVR ORIG * ORIG

qucueevent 7.22 Pass H 
Successor H 
Recovery II

1 rec PRR (SOURCE,ORJG,NR_PRED) queueevent 7.22 Pass 
Successor 
Recovery

rec RMR (SOURCE) queue event 7.22 Pass 
Successor 
Recovery

recA R (SOURCE)
&(in nonconnrmed | in_pending)

STATUS -  WAIT
send AC (SOURCE, STATUS)

7.22.Pass I 
Successor 1 
Recovery |
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State 7.23: Successor Recovery Walt

Event A  Condition Action Next State

rec SSR (SOURCE)
'  A  RCVRSTATE -  7.00

stop rcvr timer
SUCC - ' s o u r c e  
reset XSEQ# 
•end'sSC (SUCC) 
check_event_qucue

7.00.Participant

1 rec SSR (SOURCE)
I ’  A  RCVR STATE -  7.41

stop rcvr timer
SUCC -  SOURCE 
reset XSEQ# 
send'SSC (SUCC)
send^DSR-ACK (SUCC, DATA, SEQ#) 
start DSR timer

7.41.Data Sent

rcvrTO
& under RCVRIimit

scndSRR (PRED, ORIG, NR SUCC) 
start SRR timer 
increment RCVR

7.21.Successor 
Recovery Start

rcvr TO
A  over RCVR limit

fatal error O.ldle

rec AR (SOURCE)
&(in nonconfirmcd | in_pending)

STATUS -  WAIT
send AC (SOURCE, STATUS)

7.23.Successor 
Recovery Wait

recLR (SOURCE.SET SUCC)
& 3 or more participants

"

stop rcvr timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING)
SUCC -  SET SUCC 
reset XSEQ#' 
sendJSPR (SUCC) 
start SPR timer
C-LEA vindication  (SOURCE) 
RET STATE -  RCVR STATE

7.01.Set 
Predecessor

recLR (SOURCE)
a  less than_3_participants 
a  invited > 0

stop rcvrjimer 
LEAVING -  SOURCE 
sendLC (ID, LEAVING) 
C-LEAVEindication (SUCC)

2.lnvitation sent

recLR (SOURCE)
a  less than_3_participants 
a  invited_«_0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-REMOVE.indication

(CONFERENCEENDED)

O.ldle

C- LEAVE, request queue event 7.23.Successor 
Recovery Wait

C-SUCC-DATA-ACK-request (DATA) queue event 7.23.Successor 
Recovery Wait

rec DSR-ACK (SOURCE, DATA) 
~ a  SEQ# « RSEQ# 

a  suspended

queue event 7.23.Succcssor 
Recovery Wait 1
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State 723: Successor Recovery Wait

Event A Condition Action Next Sutc

tecSPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
send~SPC (PRED)

7.23.Succcsaor 
Recovery Wait

1 rec PRR (SOURCE,ORIG,NR_PRED) queue event 7.23.Successor 
Recovery Wait

I rec SRR (SOURCE,ORIG,NR_SUCC) queue event 7.23.Successor 
Recovery Wait

I rec_RMR (SOURCE) queue event 7.23.Succesaor 
Recovery Wait

State 7.41: Data Sent

Event A Condition Action Next State

rec DSC (SOURCE, SEO#) 
H '  A SEQ# -  XSEQ#

A SOURCE -  SUCC 
A not suspended

stop_DSR_limer 
incrXSEQ# 
check event queue

7.00.Participant

rec DSC (SOURCE, SEO#) 
'  A SEO# » XSEQ#

A SOURCE -  SUCC 
A suspended

stop DSR timer 
incr'xSEQ#
send DSC (PRED, RSEQ#)
incrRSEO#
check_event_queue

7.00.Par1icipant

DSRto
A undcrDSRJimit

send DSR (SUCC, DATA, XSEQ#)
startD SRtim er
increment DSR

7.41.Data Sent |

DSRto
A over DSR limit

NR SUCC -  SUCC
ORJG -  SELF
RCVR STATE -  7.41
send SRR (PRED,NR_SUCC,ORIG)
startSRRtim er

7.21.Successor I 
Recovery Start 1

rec AR (SOURCE)
A(in_nonconfirmed | injrending)

queue event 7.41.Data Sent 1

rec LR (SOURCE, SET SUCC) 
'  A SOURCE -  SUCC 

A 3 or more_participants

stop DSR timer 
LEAVING « SOURCE 
send LC (ID, LEAVING) 
SUCC -  SET SUCC 
reset XSEQ#" 
send j)S R  (SUCC, DATA) 
start DSR timer

7.41.Data Sent I

rec LR (SOURCE)
'  A SOURCE -  SUCC 

A less than 3_participanls 
A invited > 0

stop DSR timer 
LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-LEAVE.indicalion (SUCC)

2.1nvitation Sent 1
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State 7.41: Data Sent

Event A Condition Action Next State

rec LR (SOURCE)
" A SOURCE -  SUCC 

A lessjhan 3_pirticipanU 
A invited * 0

LEAVING -  SOURCE 
send LC (ID, LEAVING) 
C-REMOVEindication

(CONFERENCEENDED)

O.ldle

|  C-SUCC-DATA-ACK. request (DATA) queueevent 7.41.Data Sent

I recSPR (SOURCE) PRED -  SOURCE 
reset RSEQ# 
send JSPC (PRED)

7.41.Data Sent

|  rec PRR (SOURCEORIG.NR PRED) qucucevcnt 7.41.Data Sent

| rec SRR (SOURCEORIG.NR SUCC) queue event 7.41.Data Sent

| rec RMR (SOURCE) queue event 7.41.Data Sent

State 8: Leaving

Event A Condition Action Next State |

rec LC (SOURCE, ID, LEAVING) 
" A SOURCE -  PRED 

A pending > 0

stop LR timer 
send” RVR (PENDING)

O.ldle 1

9 rec LC (SOURCE ID, LEAVING) 
" A SOURCE -  PRED 

A pending -_0

stop_LR_timer O.ldle |

LR_to
A under_LR_limit

sendl.R  (PRED, SET SUCC)
start_LR_timer
increment LR

8. Leaving

LR to
A over LRJimit

ORIG -  SELF 
NR PRED -  PRED 
PRED -  NULL
send PRR (SUCC, ORIG, NR PRED) 
start PRR timer 
RCVR STA1E -  8

7.11.Predecessor
Recovery
Start

recSPR (SOURCE) PRED -  SOURCE 
send SPC (PRED) 
scnd~LR (PRED,SUCC) 
start LR timer

8.Lcaving 1

rec LR (SOURCE)'
" A SOURCE -  SUCC

ORIG -  SOURCE
send LR (PRED, PASS, ORIG)

8.Leaving n

rec LR (SOURCE PASS, ORIG) 
” A SOURCE -  SUCC 

A ORIG *  SELF'

send LR (PRED, PASS, ORIG) 8.leaving 1
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State 8: Leaving

Event A  Condition Action Next State

rec LR (SOURCE, PASS, ORIG) 
'  A  SOURCE -  SUCC 

A  ORIG -  SELF"
A  pending_>_0

send RVR (PENDING) O.ldle

rec LR (SOURCE, PASS, ORIG) 
'  A  SOURCE -  SUCC 

A  ORIG -  SELF"
4k pending -_0

O.ldle

Note*:
* consecutive entities in the logics 1 ring lesve st the same time. I 
"  all entities leave at the same time. |

5.42 Variable Definitions

This section defines the variables, counters and constants that are used in the state 

table. These variables arc referred to directly by the state table and/or by the events, conditions 

and procedures defined later in the chapter.

AC# is a counter that keeps track of the number of times an invited entity has

retransmitted the same AC CPDU to the inviting entity.

AC_LIMIT is a limit on the number of times the same AC CPDU can be retransmitted.

AR# is a counter that keeps track of the number of times an inviting entity has

retransmitted the same AR CPDU to an invited entity.

A R L IM IT  is a limit on the number of times the same AR CPDU can be retransmitted.

BUSY is a value of the CAUSE parameter.

CAUSE is a parameter of the RJR CPDU and C-REMOVE.indication service

primitives. It gives the reason an event or action has occurred. The possible 

values of the parameter are BUSY, LINK_BUSY, LEAVING, NOANSW ER, 

REJECTED and CONFERENCE-ENDED.

CONF ID is an identification number that uniquely identifies the conference connection.
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CONFERENCEENDED

is a value of the CAUSE parameter.

DATA is a parameter of the DR(-ACK), DCR, and DSR(-ACK) CPDUs, and the

C - D A T A ( - A C K ) .  r e q u e s t ,  C - D A T A ( - A C K ) .  i n d i c a t i o n ,  

C - C O N F - D A T A . r e q u e s t ,  C - C O N F - D A T A . i n d i c a t i o n ,  

C-SUCC-DATA(-ACK).request and C-SUCC-DATA(-ACK).indication 

service primitives. It contains conference data.

DATA DEST is a CSAP that identifies the entity to which the last DR CDPU was sent.

DEST is a CSAP that identifies the destination of the CPDU.

DR# is a counter that keeps track of the number of times an entity has

retransmitted the same DR-ACK CPDU.

DRLI MI T  is a limit on the number of times the same DR-ACK CPDU can be

retransmitted.

DSR# is a counter that keeps track of the number of times an entity has

retransmitted the same DSR-ACK CPDU to its successor.

DSR_LIMIT is a limit on the number of times the same DSR-ACK CPDU can be 

retransmitted.

ENTITY_LIST is a list containing CSAPs that identify peer protocol entities.

EVENTQUEUE

is a list that contains events that the protocol was unable to process at the 

time the event occurred. The protocol will attempt to process these events 

when it is able.

FAILED is a value of the STATUS parameter.

ID is a parameter of the IR CPDU. It contains the CONF ID.
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INVITED

INVITER

IR #

I RLI MI T

LEAVING

INVITED_LIST is a parameter of the C-INVITE.request and C-INVITE.indication service 

primitives. It is a list of one or more CSAPs that identify the remote entities 

that arc invited to a conference.

is a parameter of the C-INVITE.indication service primitive. It is a CSAP that 

identifies a remote entity that is invited to a conference, 

is a parameter of all three C-INVITE service primitives. It is a CSAP that 

identifies the entity which sent out the conference invitation, 

is a counter that keeps track of the number of times an inviting entity has 

retransmitted the same IR CPDU to an invited entity, 

is a limit on the number of times the same IR CPDU can be retransmitted, 

is a parameter of the LC CPDU. It is a CSAP that identifies the entity that 

is leaving the conference.

LINK_BUSY is a value of the CAUSE parameter.

is a parameter of the STR CPDU that contains a CSAP that identify a peer 

protocol entities participating in the conference.

is a counter that keeps track of the number of times an entity, requesting to 

leave an ongoing conference, has retransmitted the same LR CPDU to a 

remote entity.

is a limit on the number of times the same LR CPDU can be retransmitted, 

is an identifier of an invalid CSAP. This is used to equate the SUCC and 

PRED to an invalid CSAP when the successor or predecessor is not known. 

NO ANSWER is a value of the CAUSE parameter.

NONCONFIRMED

is a list of CSAPs that identify the invited entities that have not confirmed the

LIST

LR #

L RLI MI T

NULL
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N R P R E D

NRS UCC

OPTIONS

ORIG

PASS

PENDING

PRR#

PRRLI MI T

PRED

PREV SUCC
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invitation request. That is, the remote entities have not responded to the IR 

CPDU with a IC CPDU.

is a parameter of the PRR CPDU. It is a CSAP that identifies the remote 

entity that is not responding to its successor.

is a parameter of (he SRR CPDU. It is a CSAP that identifies the remote 

entity that is not responding to its predecessor.

is a parameter of the IR CPDU, and the C-INVITE.request and 

C-INVITE.indication service primitives.

is a parameter of the LR, PRR and SRR CPDUs. It is the originating entity 

of a predecessor or successor recovery procedure, or leave request, 

is a parameter of the LR CPDU. It indicates that the LR CPDU did not 

originate from the sending entity, but originated from or either was passed by 

the sending entity's successor.

is a list of CSAPs that identify the invited entities that confirmed the invitation 

request, but have not accepted or rejected the invitation. That is, the entities 

has not responded with an AR or RJR CPDU.

is a counter that keeps track of the number of times an entity has 

retransmitted the same PRR CPDU to its successor, 

is a limit on the number of times the same PRR CPDU can be retransmitted, 

is a CSAP that identifies the remote entity that is the entity’s predecessor in 

the logical ring of conference participants.

is a CSAP that identifies the entity's previous successor in the logical ring. The 

entity's successor has been changed due to the receipt of a AR CPDU from 

an invited entity.
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RCVR# is a counter that keeps track of the number of times an entity, who has lost

contact with its predecessor or successor, has restarted the logical ring 

recovery procedure.

RCVRLIM IT is a limit on the number of times the logical ring recovery procedure can be 

restarted.

RCVR ORIG is a CSAP that keeps track of the entity that is the originator of a predecessor 

or successor recovery procedure.

RCVRSTATE is the state in which the protocol entity should end up after a predecessor or 

successor recovery procedure.

REMOVEDENTITY

is a CSAP that identifies the entity to which a RMR CPDU has been sent.

REJECT is a value of the STATUS parameter.

REJECTED is a value of the CAUSE parameter.

RET_STATE is the state to which the protocol entity should return after a specific event has 

occurred.

RM R# is a counter that keeps track of the number of times an entity has

retransmitted the same RMR CPDU to its successor.

RMR_LIMIT is a limit on the number of times the same RMR CPDU can be retransmitted.

RMT ENTITY is a CSAP that identifies a remote peer protocol entity.

RSEQ# is the expected sequence number of the next DSR-ACK CPDU to be sent by

an entity's predecessor.

SELF is the CSAP that identifies the local protocol entity.

SET SUCC is a parameter of the AC and LR CPDUs. It informs the receiving entity of

its new successor in the logical ring of conference participants.
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is a field of the DSR-ACK and a parameter of the DSC CPDU. It indicates 

the sequence number of the DSR-ACK CPDU that is being sent or 

confirmed.

is a CSAP that identifies the remote peer protocol entity which is the source

of the CPDU for the current event that is being processed.

is a counter that keeps track of the number of times an entity has

retransmitted the same SPR CPDU to its successor.

is a limit on the number of times the same SPR CPDU can be retransmitted.

is a counter that keeps track of the number of times an entity has

retransmitted the same SRR CPDU to its predecessor.

is a limit on the number of times the same SRR CPDU can be retransmitted.

is a counter that keeps track of the number of times an entity has

retransmitted the same SSR CPDU to its predecessor.

is a limit on the number of times the same SSR CPDU can be retransmitted.

is a parameter of the AC CPDUs, and the C-INVITE-STATUS.indication and

C-ACCEPT-STATUS.indication service primitives. It contains the answer to

either an invitation, accept or join request. The possible values of the

parameter are SUCCESS, FAILED, CONNECTED, WAIT and REJECT.

is a CSAP that identifies the remote entity that is the entity's successor in the

logical ring of conference participants.

is a value of the STATUS parameter.

indicates whether the conference connection is active or suspended, 

is a value of the STATUS parameter.

is the sequence number of the DSR-ACK CPDU to be sent next to an entity's
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successor.

5.4J Event Definitions

This section defines the meaning of events used in the first column of the state table.

AR_to indicates the timer that was started when the AR CPDU was sent timed out.

AC_to indicates the timer that was started when the AC CPDU was sent timed out.

DR_to indicates the timer that was started when the DR-ACK CPDU was sent timed

out.

DSR_to indicates the timer that was started when the DSR-ACK CPDU was sent

timed out.

IR_to indicates the timer that was started when the IR CPDU was sent timed out.

LR_to indicates the timer that was started when the LR CPDU was sent timed out.

PRR_ to indicates the timer that was started when the PRR CPDU was sent timed out.

rcvr_to indicates the timer that was started when the recovery process was initiated

timed out.

RMR_to indicates the timer that was started when the RMR CPDU was sent timed

out.

SPR_to indicates the timer that was started when the SPR CPDU was sent timed out.

SRR to indicates the timer that was started when the SRR CPDU was sent timed out.

SSR_to indicates the timer that was started when the SSR CPDU was sent timed out.

wait_to indicates the timer that indicates the amount of time that has elapsed waiting

to resend the AR CPDU has timed out.

rec AC (SOURCE, STATUS, SET SUCC),
rec ACC (SOURCE, ID),
rec~AR (SOURCE),
rec”DC (SOURCE),
rec DCR (SOURCE,ID, DATA),
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rec DR (SOURCE, ID, DATA),
rec~DR-ACK (SOURCE, ID, DATA),
rec DSC (SOURCE, SEQ#),
rec~DSR (SOURCE, DATA),
rec~DSR-ACK (SOURCE, DATA, SEQ#),
rec"lC (SOURCE),
recJR (SOURCE, ID, OPTIONS),
rec LC (SOURCE, LEAVING),
rec~LR (SOURCE, SET SUCC, PASS, ORIG),
rec PRC (SOURCE),
rec~PRR (SOURCE, ORIG, NR PRED),
rec RJR (SOURCE, CAUSE),
recRM C (SOURCE),
rec~RMR (SOURCE, CAUSE),
rec RVR (SOURCE),
rec SPC (SOURCE),
rec~SPR (SOURCE),
rec"SRC (SOURCE),
rec~SRR (SOURCE, ORIG, NR SUCC),
rec SSC (SOURCE),
rec~SSR (SOURCE) and
rec~STR (SOURCE, ORIG, STATUS LIST)

indicate the receipt of the indicated CPDU from the SOURCE. With each of

these event definitions is a list of all possible parameters that can be part of

the CPDU. However, not every CPDU must contain all the parameters listed

with the event definitions. Additionally, the state table only lists those

parameters that are pertinent to the particular event, conditions and actions

taken by the state table.

C-INVITEjrquest (INVITED LIST,OPTIONS),
C-ACCEPTxequest,
C-REJECTxequest (CAUSE),
C-REVOKE request,
C-LEAVE .request,
C-REMOVE.request (SOURCE),
C-STATE .request 
C-SUSPENDxequest 
C-RESUMExequest 
C-CONF-DATAxequest (DATA),
C-SUCC-DATAxequest (DATA)
C-SUCC-DATA-ACK.request (DATA)
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C-DATAxtqucst (DATA) and 
C-DATA-ACK.request (DATA)

indicate that the protocol user has issued the indicated conferencing protocol

service primitive. These service primitives are the service primitives that have

already been defined in chapter 4.

5.4.4 Condition Definitions

This section defines the conditions that are used in the first column of the finite state

machine.

busy indicates whether the entity is too busy and can not create a conference

connection.

in_nonconfIrmed

indicates whether SOURCE is in the NONCONFIRMED list. 

in_pending indicates whether SOURCE is in the PENDING list.

lnvited_=_Q indicates whether the total number of entries in the PENDING and

NONCONFIRMED lists combined is equal to zero. This occurs when both 

lists are empty.

invited_>_0 indicates whether the total number of entries in the PENDING and

NONCONFIRMED lists combined is greater than zero. There is at least one 

entry in the PENDING and/or NONCONFIRMED lists. 

lnvlted_=_l indicates whether the total number of entries in the PENDING and

NONCONFIRMED lists combined is equal to one. There is only one entry 

in either the PENDING or NONCONFIRMED lists, but not both.

invited_>_l indicates whether the total number of entries in the PENDING and

NONCONFIRMED lists combined is greater than one. There is at least two
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entries in the PENDING and/or NONCONFIRMED lists, or one entry in the 

PENDING list and one entry in the NONCONFIRMED list. 

Iess_then_3_participants

indicates whether there arc less then three entities that are participating in the 

conference. This occurs when SUCC = PRED. 

nonconnrmed_ > _0

indicates whether the number of entries in the NONCONFIRMED list is 

greater than zero. There is at least one entry in the NONCONFIRMED list. 

not_busy indicates whether the entity is not too busy and can create a conference

connection.

not_suspended indicates whether the connection is active, that is, the SUSPEND variable 

indicates the connection is active. 

overA R JIm lt indicates whether A R # > AR LIMIT. 

over_AC_limit indicates whether A C# > AC LIMIT. 

overD R JIm lt indicates whether D R # > DR LIMIT. 

over_DSR_limit indicates whether DSR# > DSR LIMIT. 

over_IR_IImlt indicates whether IR #  > IR_LIMIT. 

ove r LRI i ml t  indicates whether LR # > LR LIMIT. 

over_SPR_limit indicates whether SPR# > SPR LIMIT. 

over_PRR_limIt indicates whether PR R # > PRR LIMIT.

over RCVR limit

indicates whether RCVR# > RCVR LIMIT.
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over_RMR_limlt

indicates whether RMR#  > RMR LIMIT. 

over_SRR_Iimit indicates whether SRR#  > SRR LIMIT. 

over_SSR_limlt indicates whether SSR# > SSR LIMIT.

3_or_more_partici pants

indicates whether there are three or more entities that are participating in the 

conference. This occurs when SUCC # PRED. 

pending_=_0 indicates whether the number of entries in the PENDING list is equal to zero.

This occurs when the list is empty. 

pending_>_0 indicates whether the number of entries in the PENDING list is greater than 

zero. There is at least one entry in the PENDING list, 

suspended indicates whether the connection is suspended, that is, the SUSPEND variable 

indicates the connection is suspended. 

under_AR_limlt indicates whether A R # < AR LIMIT. 

under_AC_llmit indicates whether A C # < AC_LIMIT. 

under DR limit

indicates whether D R # < DR LIMIT. 

unde r DSRI i ml t

indicates whether DSR# < DSR LIMIT. 

under_IR_limit indicates whether IR #  < IR LIMIT. 

under LR Iimit indicates whether LR# < LR LIMIT.

unde r SPRI i ml t

indicates whether SPR# < SPR LIMIT.
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under_PRR_limit

indicates whether PR R # < PRR LIMIT. 

under_RCVR_llmit

indicates whether RCVR# < RCVRLIMIT.  

u n d e r RMRI l ml t

indicates whether R MR #  < RMRLI MI T.  

under_SSR limit

indicates whether SSR# < SSR LIMIT. 

under_SRR_limit

indicates whether SRR# < SRR LIMIT.

5.4.5 Procedure Definitions

This section defines the actions of the procedures that arc used in the second column 

of the state table. The procedures are divided into two groups. The first group defines all 

procedures except for those that deal with forming and sending the CPDUs to the remote peer 

protocol entities. Those procedures arc defined in the second group.

add list adds a LIST parameter containing the entity's CSAP and connection status

(active or suspended) to the LIST parameters of the STR CPDU the entity

just received.

add_to_nonconfInned

adds the CSAPs in the IN V ITED LIST to the NONCONFIRMED list.

add_to_pending adds the SOURCE to the PENDING list.

C-INVITE.indication (INVITER, OPTIONS),
C-INVITE-STATUSJndication (INVITED, STATUS LIST),
C-ACCEPTJndication (INVITED),
C-ACCEPT-STATUSJndication (STATUS),
C-REJECT.indication (INVITED, CAUSE),
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C-REVOKEJndicatlon,
C-LEAVEJndlcation (RMT ENTITV),
CREMOVEJndlcation (SOURCE, CAUSE),
C-REMOVE-STATUSJndi cation (STATUS),
C-STATE-STATUSJndlcation (STATUS LIST),
C-SUSPEND-STATUSJndicatlon,
C-RESUME-STATUSJndlcatlon 
C-CONF-DATAJndicaUon (SOURCE, DATA),
C-SUCC-DATAJndlcation (DATA),
C-SUCC-DATA-ACKJndlcatlon (DATA),
C-DATAJndicatlon (SOURCE, DESTINATION, DATA),
C-DATA-ACKJndication (SOURCE, DESTINATION, DATA) and 
C-DATA-ACK-STATUSJndication (SOURCE, DESTINATION, STATUS)

are conferencing protocol service primitives that are used by the protocol to

communicate with the protocol user. These service primitives are the service

primitives that have already been defined in chapter 4.

checkeventqueue

checks the EVENT_QUEUE and processes all the events that are queued.

clear nonconllnned

dears the NONCONFIRMED list from all its entries.

clear_pending clears the PENDING list from all its entries.

fatal_error a fatal error has occurred. The protocol entity is dropping out of the 

conference. 

increment_AR increments A R # by one. 

lncrement_AC increments A C # by one. 

increment_DR increments D R # by one. 

increment_DSR increments DSR# by one. 

increment_IR increments IR #  by one. 

increment_LR increments L R # by one. 

increment SPR increments SPR# by one.
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Increm cntPRR increments PR R # by one. 

increment_RCVR

increments RCVR# by one.

increment_RMR

increments RM R# by one. 

incrcment_RSEQ#

increments RSEQ# by one. 

increment_SRR increments SRR# by one. 

increment SSR increments SSR# by one. 

increment_XSEQ#

increments XSEQ# by one. 

queue_event queues an event on to the EVENT_QUEUE. The event can not be processed 

at the time it occurs. It will be processed later. 

remove_from_nonconflrmed

removes the SOURCE from the NONCONFIRMED list. 

remove_from_pending

removes the SOURCE from the PENDING list, 

reset suspend resets the SUSPEND variable to indicate the connection is active. 

se tC O N F ID  sets the conference identification number for the conference, 

set suspend sets the SUSPEND variable to indicate the connection is suspended. 

start_AC_timer starts the timer that indicates the amount of time that has elapsed since the 

AC CPDU has been sent to a remote protocol entity. 

s ta r tA R tim e r  starts the timer that indicates the amount of time that has elapsed since the
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AR CPDU has been sent to a remote protocol entity.

startD R tlm er

starts the timer that indicates the amount of time that has elapsed since the 

DR-ACK CPDU has been sent to a remote protocol entity. 

start_DSR_timer

starts the timer that indicates the amount of time that has elapsed since the 

DSR-ACK CPDU has been sent to a remote protocol entity, 

start IR timer starts the timer that indicates the amount of time that has elapsed since the

IR CPDU has been sent to a remote protocol entity,

start LR_timer starts the timer that indicates the amount of time that has elapsed since the

LR CPDU has been sent to a remote protocol entity,

start PRR_timer

starts the timer that indicates the amount of time that has elapsed since the 

PRR CPDU has been sent to a remote protocol entity.

start rcvr_tlmer

starts the timer that indicates the amount of time that has elapsed since the 

predecessor or successor recovery procedure has started, 

s tart RMR_timer

starts the timer that indicates the amount of time that has elapsed since the 

RMR CPDU has been sent to a remote protocol entity.

start_SPR_timer

starts the timer that indicates the amount of time that has elapsed since the 

SPR CPDU has been sent to a remote protocol entity.
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sUrt_SRR_Umer

starts the timer that indicates the amount of time that has elapsed since the 

SRR CPDU has been sent to a remote protocol entity.

start_SSR_timer

starts the timer that indicates the amount of time that has elapsed since the 

SSR CPDU has been sent to a remote protocol entity.

start wait timer

starts the timer that indicates the amount of time that has elapsed waiting to 

resend the AR CPDU.

stops the timer that indicates the amount of time that has elapsed since the 

AC CPDU has been sent to a remote protocol entity, 

stops the timer that indicates the amount of time that has elapsed since the 

AR CPDU has been sent to a remote protocol entity.

stops the timer that indicates the amount of time that has elapsed since the 

DR-ACK CPDU has been sent to a remote protocol entity. 

s to p D S R tim e r

stops the timer that indicates the amount of time that has elapsed since the 

DSR-ACK CPDU has been sent to a remote protocol entity. 

stop_LR_timer stops the timer that indicates the amount of time that has elapsed since the 

LR CPDU has been sent to a remote protocol entity.

stop_PRR_Umer

stops the timer that indicates the amount of time that has elapsed since the 

PRR CPDU has been sent to a remote protocol entity.

s to p A C tlm e r

s to p A R tlm e r

s to p D R tlm e r
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stop_rcvr_timer stops the timer that indicates the amount of time that has elapsed since the 

predecessor or successor recovery procedure has started. 

s to p R M  R tlm e r

stops the timer that indicates the amount of time that has elapsed since the 

RMR CPDU has been sent to a remote protocol entity.

s to p S P R tim e r

stops the timer that indicates the amount of time that has elapsed since the 

SPR CPDU has been sent to a remote protocol entity.

stop_SRR_tlmer

stops the timer that indicates the amount of time that has elapsed since the 

SRR CPDU has been sent to a remote protocol entity.

stop_SSR_tlmer

stops the timer that indicates the amount of time that has elapsed since the 

SSR CPDU has been sent to a remote protocol entity.

The procedures described in remainder of this section form and send the CPDUs to 

remote peer protocol entity. The operation of the procedures will be described in a pseudo­

code and use the following routines.

for_each entity (ENTITY_LIST) procedure

traverses through the ENTITY LIST and the procedure that follows 

is performed for each entity in the list.

fonn CPDU (CPDU_type, PARAMETERS)

forms the CPDU specified by CPDU type with the specified 

PARAMETERS.
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t-send (DEST, CPDUtype, CPDU)

sends the CPDU to the DEST entity using the services provided by 

the lower layer. It is this routine that interfaces with the services of 

the transport layer. A more detailed description of the routine's 

operation and interface with the transport layer is described in the 

next section.

There is a separate procedure for each CPDU type. With each procedure definition 

is a list of all possible parameters that can be part of the CPDU. However, not every CPDU 

must contain all the parameters listed with the procedure definitions. The state table lists only 

those parameters that should be included in the CPDU.

The procedure definitions are grouped together since all the procedures in each group

arc similar in their operation. The differences between the procedures are the CPDU type and

the parameters to be included in the CPDU. Thus, in the pseudo-code of each group, X X X  is

to be replaces by the appropriate CPDU type and PARAMETERS is to be replaced by the

appropriate parameters.

sendAC (DEST, STATUS, SET SUCC),
sendACC (ID),
send AR (DEST),
send DC (DEST),
send~DCR (ID, DATA),
send~DR (DEST, ID, DATA),
send DR-ACK (DEST, ID, DATA),
send~DSC (DEST, SEQ#),
scnd DSR (DEST, DATA),
send~DSR-ACK (DEST, DATA, SEQ#),
send IC (DEST),
send~single_IR (DEST, ID, OPTIONS),
send LC (DEST),
sendLR  (DEST, SET SUCC),
send~PRC (DEST),
send PRR (DEST, ORIG, NR PRED),
send~RJR (DEST, CAUSE),
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send RMC (DEST),
send~RMR (DEST, CAUSE),
send_single RVR (DEST),
scnd SPC (DEST),
sendSPR  (DEST),
scnd_SRC (DEST),
send SRR (DEST, ORIG, NR SUCC),
scnd SSC (DEST),
scnd_SSR (DEST) and
scnd STR (DEST)

form_CPDU ( X X X , P A R A M E T E R S);
tsend (DEST, X X X , CPDU);

send IR (ENTITY LIST, ID, OPTIONS) and 
send~RVR (ENTlfY LIST)

for_each_entity (ENTITYLIST)
sendsingle X X X (DEST, P A R A M E T E R S);

5 i  Lower Layer Interface

As stated previously, the conferencing protocol creates a conference connection among 

application processes. It assumes the underlying protocol layer, to which it interfaces, provides 

transparent end-to-end transmission of data. This interface would occur most naturally at the 

transport layer of the ISO OSI reference model. Since the conferencing protocol creates a 

multipoint connection between application processes, the conferencing protocol is viewed as a 

session layer protocol with the ability to create and regulate a multipoint, session layer, 

conference connection among multiple session layer users. An application process uses the 

protocol to create a session layer multipoint connection. It should be noted that, at present, ISO 

only defines point-to-point communication at the session layer. However, defining a 

conferencing protocol as part of the session layer can be found in [Leun89] and [Leun90].
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Tabic JA  ISO Transport Protocol Service Primitive Used By Conferencing Protocol

Service Primitive Function

cormoction-orisnttd

T-CONNECT.request (calling TSAP, called TSAP) 
T-CONNECT.indicalion (calling TSAP, called TSAP) 
T-CONNECT.tesponse (calling TSAP, called TSAP) 
T-CONNECT.confirm (calling TSAP, called TSAP)

Creates a transport layer 
connection between the calling 
TSAP and the called TSAP.

T-DISCONNECT.request 
T-DISCONNECT.indication

Terminates the transport layer 
connection.

T-DATA.rcqucst (user data) 
T-DATA.indicatkm (user date)

Sends data over the transport layer 
connection.

connectionless

T-UNIDATA.request (source TSAP, destination 1SAP, user data) 
T-UNlDATA.indication (source TSAP, destination TSAP, user data)

Connectionless transport layer 1 
services. |

The interface to the transport layer is described in the terms of the transport protocol 

service primitives defined by ISO. It is assumed that both connection-oriented and 

connectionless transport protocol services are available to the conferencing protocol. The 

connection-oriented services are used to create transport layer connections between the 

conferencing protocol entity and its predecessor and successor in the logical ring of conference 

participants. The connectionless services arc used to transport multicast CPDUs and unicast 

CPDUs to other conference participants. (It should be noted, the protocol can be implemented 

over a transport layer that only provides either a connection-oriented or connectionless service.) 

Table 5.4 lists the ISO transport protocol service primitives that are used by the interface to the 

transport layer. They arc a subset of the service primitives defined for the ISO transport 

protocol [STALL91, TANN89). These services are available to the conferencing protocol entity 

at defined TSAPs. It is also assumed that the T-UNIDATA service primitive provides multicast 

capabilities by using a multicast TSAP for the destination TSAP parameter.

ISO, at present, only defines a one-to-one connection between a CSAP and a TSAP.
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However, a conferencing protocol entity must communicate with its successor, its predecessor 

and other participating entities. The entity must also create two transport layer connections; one 

with its successor and the other with its predecessor. Thus, the conferencing protocol entity 

must interface with two connection endpoints (CEPs) (Toma87) of the TSAP providing the 

connection-oriented transport layer services, called the C-TSAP. One CEP is used to create a 

transport layer connection with the entity's successor, called the S-CEP. The other CEP is used 

to create a transport layer connection with the entity's predecessor, called the P-CEP. In 

addition, the protocol interfaces with the TSAP that provides the connectionless oriented 

transport layer service, called the U-TSAP, to send unicast and multicast CPDUs to remote 

conferencing protocol entities.

The remainder of the section details the interface to the transport layer. Specifically, 

it details

•  creating and terminating the transport layer connections between the 

entity and its predecessor and successor,

•  which service primitive is used to send and receive each CPDU, and

•  over which TSAP and/or CEP is each CPDU sent and 

received.

The interface is described in two procedures called t-send and t-receive. Section 5.5.1 describes 

the actions of the t-send procedure and section 5.5.2 describes the t-receive procedure. The 

actions of these procedures are described in pseudocode.

5 i . l  t-send Procedure

The t-send procedure was introduced previously in section 5.4.5 as part of the 

definitions describing the "actions* within the Finite state table. The procedure was defined then 

as to send CPDUs to remote protocol entities by using the services provided by the lower layer.
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More specifically, the t-send procedure

*  requests the creation and waits for confirmation of transport layer 

connections,

*  requests the termination of transport layer connections, and

* sends CPDUs to remote entities using the appropriate service 

primitives.

The t-send procedure uses the transport protocol service primitives listed in table 5.4.

In describing the actions of t-send procedure, the following procedures are used by the

pseudocode.

connection exists (cep)

is a function that returns TRUE if the a connection exists over the CEP

specified in cep.

p-cep (service jrrimitive, parameters), 
s-cep (service_primitive, parameters) and 
u-tsap (serviceprimitive, parameters)

are procedures that issue transport layer services primitive at the CEP or

TSAP specified in the procedure name. The service prim itive  parameter

contains the service primitive to be issued. The parameters to be used with the

primitive are specified in the parameters parameter.

remotejp-tsap (dest), 
remote j- tsa p  (dest) and 
remote_u-tsap (dest)

are functions that return the indicated TSAP of the remote CSAP contained

in the dest parameter. If dest of the remote u-tsap procedure contains the

conference identification number, the remote_u-tsap function returns a
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multicast TSAP.

waitJorconfirmation

is a procedure that waits for a signal indicating the receipt of a

T-CONNECT.confirm service primitive.

The following is the pseudocode describing the actions of the t-send procedure:

t-send (dest, cpdutype, cpdu)
(

switch (cpdutype) [ 
case ACC: 
case AR: 
case DC: 
case DCR: 
case DR: 
case DR-ACK: 
case IC: 
case IR: 
case RJR: 
case RMR: 
case RVR:

u-tsap (T-UNIDATA.request, U-TSAP, 
remoteu-tsap(dest), cpdu);

break;

case AC: 
case SPR:

if connection_exists (S-CEP)
s-cep (T-DISCONNECT.request); 

s-cep (T-CONNECT.request, C-TSAP, 
remote_p-tsap(dest)); 

wait_for_confirmation; 
s-cep (T-DATA.request, cpdu); 
break;

case SSR:
if connectionexists (P-CEP) 

p-cep (T-DISCONNECT.request); 
p-cep (T-CONNECT.request, C-TSAP, 

remotes-tsap(dest)); 
walt_for_confirmation; 
p-cep (T-DATA.request, cpdu); 
break;



I

case LC:
s-cep (T-DISCONNECT.request); 
u-tsap (T-UNIDATA.request, U-TSAP, 

remote_u-tsap(dest), cpdu);
break;

case DSR: 
case DSR-ACK: 
case PRR: 
case SRC: 
case SSC: 
case STR:

s-cep (T-DATA.request, cpdu); 
break;

case DSC: 
case LR: 
case PRC: 
case SPC: 
case SRR:

p-cep (T-DATA.request, cpdu); 
break;

) /* switch */
) /* t-send */

SS2 t-receive Procedure

The t-receive procedure interfaces with the transport protocol in the opposite direction. 

The procedure

•  responds to the request to create a transport layer connection and

•  receives the CPDUs from remote entities over the different CEPs 

and TSAPS.

The t-receive procedure uses and reacts to the transport layer service primitives listed in table 

5.4.

The procedures used by t-send is also available to t-receive. The following procedures
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arc used by (-receive in addition to the previously described procedures.

sipxalC PD U event (cpdu)

disassembles the CPDU into its field and parameter. It then signals the

protocol entity of the receipt of a CPDU, the type of CPDU received and the

parameters.

si,ffialconfirmation

signals the waitJorconfirmation procedure, described earlier, that a

T-CONNECT.confirm service primitive has been received.

wait Jor_primitive (primitive, parameters)

waits for the transport protocol to issue a service primitive. This procedure

handles the service primitives issued by the transport protocol at all CEPs and

TSAPs. Upon return from (he procedure, the service primitive that was issued

and its parameters are contained in primitive and parameters, respectively.

The following is the pseudocode describing the actions of the t-receive procedure:

t-receive ()
(

while (1) (
wait_for_primitive (primitive, parameters); 
switch (primitive) {

case T-CONNECT.indication: 
if calledTSAP —  P-CEP

p-cep (T-CONNECT.response, callingTSAP,
P-CEP);

else if calledTSAP —  S-CEP
s-cep (T-CONNECT.response, callingTSAP,

S-CEP);
break;

case T-CONNECT.response: 
s i gnal_c onf i rma t i on; 
break;
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case T-DATA.indication: 
case T-UNIDATA.indication:

slgnalCPDUevent (user-data); 
break;

} /* switch */
} /* while */

} /* t-receive */

Sj6  Protocol Implementation

The conferencing protocol was implemented in the Brooklyn College Local Area 

Network Laboratory (BrookLAN). The laboratory currently consists of an IBM PC AT file 

server and seven remote workstations (three Compaq 386/20s, two IBM PC ATs, and two IBM 

PCs). Five portable PCs, (Three Toshiba 3200s and two Compaq PCs) are connected to the 

network as needed. The workstations and file server arc networked with three different 

networks: an Ethernet, a Proteon Pronct 10 mbs token ring and an IBM token ring.

The program implementing the conferencing protocol is written in the C programming 

language. The protocol is implemented over a lower layer that provides a connectionless service. 

It implements the services and mechanisms described for the protocol. They include:1

•  Initiating a conference connection among the workstations including 

sending, accepting, rejecting and revoking conference invitations.

•  Expanding a conference to include additional workstations.

•  Contracting a conference including leaving an ongoing conference and 

removing a remote workstation from the conference.

•  Setting up and maintaining a logical ring among the participating 

workstations by setting and modifying the successor and predecessor

1 At present, the program does not implement the services to suspend and reconnect a conference connection (C-SUSPEND and 
C-RECONNECT), request the state of the conference (C-STATE), unicast data (C-DATA and C-DATA-ACK) and send unacknowledged 
successor data (C-SUCC-DATA).
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pointers, and detecting and recovering from erroneous breaks in the 

logical ring.

•  Multicasting unacknowledged conference data to all workstations.

•  Sending acknowledged data to the workstation's successor in the 

logical ring.

The program implements the finite state machine that specifics the conferencing 

protocol as described in section S.4. It implements the variables, events, conditions and actions 

(sections 5.4.2 - 5.4.5) defined for the transition table that represents the finite state machine. 

The program mimics the state transition table (section 5.4.1) by executing the actions and state 

transitions staled in the transition table for all the events and conditions defined for each state 

of the transition table.

The protocol was initially implemented on a single machine to test that it executed all 

operations defined for the transition table. This was done by simulating the exchange of CPDUs 

between protocol entities. The sending of CPDUs was simulated by writing to the workstation's 

display all CPDUs that are to be sent to remote protocol entities. The receipt of CPDUs was 

simulated by keying in from the keyboard the events indicating the receipt of a CPDU from a 

remote protocol entity. All events and conditions were tested to verify that the program 

executes all actions and state transitions described in the transition table for the finite state 

machine.

The complete protocol was then implemented to allow for the direct exchange of 

CPDUs between the workstations running over a live Ethernet. The program was tested 

between three workstations and did establish, maintain, expand, contract, terminate, and send 

unacknowledged multicast and acknowledged successor data over a conference connection. It 

established the conference connection as a logical ring of conference participants, and sets and
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modifies the successor and predecessor pointers correctly. The error recovery mechanisms was 

tested by shutting down the program of a participating workstation before it left an ongoing 

conference. The remaining workstations did reestablish the logical ring. It should be noted the 

timeout mechanisms for the program was simulated by keying in from the keyboard all timeout 

events.

The following is an analysis of the number of CPDUs that are required to establish and 

terminate a conference among the conference participants. The analysis assumes N  conference 

participants, N  - 1 entities were invited by an inviting entity, N  - 1 entities accepted the

invitation and no timeouts occur throughout the whole process. The following is the number

of CPDUs that are required to establish the conference:

•  N  - 1 IR and IC CPDUs for the inviting entity to send out the 

conference invitation to each invited entity.

•  N  - 1 AR, AC and ACC CPDUs for each invited entity ■ > accept the 

conference invitation and be inserted into the logical ring.

•  N  - 2 SPR and SPC CPDUs for each invited entity accepting an 

invitation, except for the first accepting entity as explained in section 

5.3.1.4, to update the predecessor pointer of its successor.

For conference termination it is assumed that all conference participants leave in turn. 

Thus, there are no "passed" LR CPDUs. The following is the number of CPDUs required to 

terminate the conference:

•  N  - 1 LR and LC CPDUs for each participating entity, except for the 

last remaining entity, to leave the conference and set the successor of 

its predecessor.

•  N  -2  SPR and SPC CPDUs for each participating entity that receives
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an LR CPDU, except for the last remaining entity, to set the 

predecessor of its new successor.

Thus, a conference with N  participants requires a minimal of U N  - 15 CPDUs to 

establish and terminate a conference. Of course, this docs not include any recovery mechanisms 

including the possible retransmission of lost CPDUs and possible breaks in the logical ring.
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Chapter 6

Conclusion

A distributed conferencing protocol has been presented. Its function is to setup, 

maintain, transfer data over and terminate a conference connection among multiple users. The 

protocol uses a distributed conference connection control mechanism that views a conference 

'4S a logical ring of conference participants. It allows for expansion and contraction of ongoing 

conferences. The conferencing protocol is viewed as a session layer protocol.

The conference protocol service provides have been presented and provide the user 

with the ability to:

•  invite remote users to a conference (whether for a new conference or 

to an ongoing conference),

* revoke a pending invitation (that is, an invitation that was neither 

accepted nor rejected),

•  accept an invitation to a conference (to become a conference 

participant),

•  reject a conference invitation,

* inquire about the state of the conference (specifically, which users are 

participating in the conference),

*  suspend the conference connection (to terminate any data transfer 

and still remain a participant of the conference),
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•  reconnect a suspended connection (to resume data transfer),

* leave an ongoing conference,

* remove a remote user from an ongoing conference,

•  multicast conference data to all conference participants,

* send data to the user's successor in the logical ring of participants

and

•  unicast data to a conference participant.

The CPDUs and mechanisms that arc used by the peer protocol entities to establish 

and maintain a conference connection and establish a logical ring of participating entities were 

described. A formal specification of the protocol as a finite state machine was presented. The 

protocol was specified to interface with the ISO OS1 transport layer protocol. An 

implementation of the protocol over a PC-based Ethernet was described.

As stated previously, the conferencing protocol is a session layer protocol. However, 

many of the functions that ISO defined for the session layer are not currently included in the 

protocol. These functions include the use and management of tokens, synchronization points 

and activities. Further development of the protocol would incorporate these features into the 

conferencing protocol. Additionally, the application protocols must be developed to interface 

with the conferencing protocol.

The protocol was implemented over an Ethernet. Due to the broadcast nature of 

Ethernet and the relatively small sizes of LANs, in general, this type of environment is amicable 

to any type of conferencing scheme. On the other hand, large, long-haul, packet-switched 

networks do not have this advantage and arc not as affable to conferencing. It is in this long- 

haul environment that the full advantage of the distributed conferencing protocol might be 

realized. Further research would include implementations over long-haul, packet-switched
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networks.

Additional studies of the protocol would include a quantitative analysis of the protocol 

performance. A method must be developed to measure the efficiency of the protocol as 

compared with other conferencing schemes and over different types of networks; that is, 

broadcast versus non-broadcast networks.

Additional research would include the development of a full service multimedia 

conferencing system that will use the conferencing protocol that has been presented. This will 

show the full power of the conferencing protocol.
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