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Abstract
NON-COMMUTATIVE CRYPTOGRAPHY: DIFFIE
HELLMAN KEY EXCHANGE AND CCA SECURE
CRYPTOSYSTEMS USING MATRICES OVER GROUPS
RINGS AND DIGITAL SIGNATURES

By: CHARALAMBOS M. KOUPPARIS

Advisor: Delaram Kahrobaei

As computing speed has been following Moore’s law without any
inclination of tapering out, the need for ever more secure crypto-
graphic protocols is becoming more and more relevant. During the
past one and a half decades the field of non-commutative (or non-
abelian) group based cryptography has seen a surge in interest.

Through this work we will present the classical Diffie-Hellman
public key exchange protocol (DH PKE) [8] and discuss two im-
portant notions related to it, the Computational Diffie-Hellman
assumption and the Decision Diffie-Hellman assumption [3]. We
then proceed to look at a new platform group based on matrices
over group rings and present work done by myself in collaboration
with Delaram Kahrobaei and Vladimir Shpilrain, (the work can be
found in [7]). We discuss the viability of the new platform group
and point out its benefits.

Additionally, I in collaboration with Delaram Kahrobaei and



Vladimir Shpilrain propose to use the new platform group in the
Cramer-Shoup cryptosystem. We demonstrate how one can imple-
ment the system using our platform and prove that the system is
still CCA-2 secure. Our work is presented in [6].

Finally, we discuss the notion of classical digital signatures fol-
lowing the work of Goldwasser and Bellare [14] and Schnorr [30].
We then discuss some non-commutative digital signatures includ-
ing those proposed by Ko, Choi, Cho and Lee [20], Wang and
Hu [35] Anjaneyulu, Reddy and Reddy [1] and Chaum and van
Antwerpen [4]. We conclude by presenting work done my myself
in conjunction with Delaram Kahrobaei [5] which discusses a new
non-commutative digital signature. We propose using groups for
which the Conjugacy Search Problem is hard (see [25]), or any
group which is secure against length based attacks, such as poly-

cyclic groups (see [12]), as the platform for this signature.
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Preface

Non-commutative (or non-abelian) cryptography is a relatively
nascent field in mathematics. It however has gained traction since
its beginnings some thirteen years ago with the publishing of non-
commutative cryptographic protocols by Anshel-Anshel-Goldfeld
[2]. Further impetus to research in this field was motivated by
research of Ko-Lee et. al. [21] utilizing specific non-abelian groups
(braid groups). This field has drawn research from mathematics
and computer science, both fields which actively deal with cryp-
tography, and has produced new results for cryptographic systems
utilizing non-commutative groups. The primary concern of any
cryptographic protocol is its security. This is not only guaranteed
by the protocol employed but by the group (platform group) the
protocol is executed over. In this work we will investigate various
cryptographic protocols over a new (and old) non-commutative
platform groups.

We start in Chapter 1 with a brief introduction to the classi-

cal Diffie-Hellman key exchange protocol. We discuss the various

Viil
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platform groups for which it may be implemented over and give
some examples. Lastly we will discuss the various methodologies
of attacking the Diffie-Hellman protocol and look at the benefits
and drawbacks of each.

In Chapter 2 we discuss the two important notions related
to the Diffie-Hellman protocol, namely the Computational Diffie-
Hellman assumption and the Decision Diffie-Hellman assumption.
They play a crucial role in the security of the Diffie-Hellman public
key exchange.

We discuss group rings in Chapter 3, (we refer the reader to
[24] and [10] for a more comprehensive list of proposed platform
groups.). Group rings will serve as a building block for our plat-
form groups. Furthermore, we briefly talk about units in groups
rings and provide some methods of constructing such elements in
a given group ring. Units of group rings arise in discussions of the
Cramer-Shoup cryptosystem and digital signatures.

We proceed in Chapter 4 to describe a new platform for the
Diffie-Hellman public key exchange protocol. We illustrate how
the protocol can be adapted, what parameters must be set and
discuss the advantages of our new platform. We present experi-
mental results to verify the some security assumptions and discuss
methods of attacking this protocol utilizing our groups. In par-

ticular we demonstrate how this setup is more secure than the



standard approach and methodologies employed today.

Next in Chapter 5 we describe how the previously proposed
platform groups can be used in the Cramer Shoup cryptosystem.
We show that working with a subset of the original groups that we
can still carry out this protocol. We the continue to discuss and
prove security of this scheme against adaptive chosen ciphertext
attacks. Finally we describe the parameters needed in the setup
and a method for generating the needed elements.

Digital signatures are an important development in modern
cryptography and are discussed in Chapter 6 . We look at some
classical digital signatures including the more popular RSA and
El Gammal digital signatures. After working though commutative
digital signatures we discuss some of the newer non-commutative
digital signatures.

Lastly, in Chapter 7, we describe a new digital signature al-
gorithm that relies on non-commutative groups. We work through
the various notions of security for digital signatures and show that
this new signature is sound and complete, secure against data forg-
ing and existential forgery. We then discuss some of the possible

platform groups which can be used for this digital signature.



Table of Contents

Acknowledgements vi
Table of Contents xi
1 Classical Diffie-Hellman key exchange 1
1.1 Imtroduction . . . . . . . . .. ... ... ... ... 1
1.2 Diffie-Hellman Protocol . . . . . . . . . . ... ... 2
1.3 Security of Diffie-Hellman protocol . . . . . . . .. 4
1.4 Platform Groups . . . .. .. ... .. ... .... 6
1.5 Methods of Attacking the Diffie-Hellman protocol . 8
1.5.1 Baby-step Giant-step Algorithm . . . . . . . 8
1.5.2 Pohlig-Hellman Algorithm . . . . ... ... 9
1.5.3 Pollard’s Rho Algorithm . . . . . ... ... 11

2 Computational Diffie-Hellman and Decision Diffie-
Hellman 12
2.1 Introduction . . . . . . .. ... ... 12
2.2 Definitions . . . . .. ... oo 13
2.3 Results concerning DDH . . . . .. ... ... ... 16
3 Group Rings 19
3.1 Introduction . . . . ... .. ... ... ... ... 19
3.2 Group Rings . . . . . . ... 20
3.2.1 Units of Group Rings . . . . . .. ... ... 22
4 A New Platform For The Diffie-Hellman PKE 24
4.1 Diffie-Hellman public key exchange protocol . . . . 25

4.2 Platform Group Parameters, Size and Advantages . 26

X1



xii

4.3 Diffie-Hellman Key Exchange Protocol Using Ma-

trices Over Z,[S,,] . . . . . oo 28
4.4 Experimental Results . . . . . ... ... ... ... 30
4.4.1 Results concerning the Decision Diffie Hell-
man assumption . . . . . . . .. ... ... 34
4.4.2 Results concerning low orbits . . . . . . .. 38
4.5 Attack Methods for Public Key Exchange Protocols 42
4.5.1 Baby-step Giant-step Algorithm . . . . . . . 42
4.5.2 Pohlig-Hellman Algorithm . . . . ... ... 45
4.5.3 Pollard’s Rho Algorithm . . . . . ... ... 46
4.5.4 Quantum Algorithms . . . . . . ... . ... 47
4.6 Conclusions . . . . .. .. ... ... 49
CCA-2 Security of Cramer-Shoup With Matrices
Over Group Rings 51
5.1 Imtroduction . . . . . . . .. ... o1
5.1.1 Definition of provable security against adap-
tive chosen ciphertext attack . . . . . . . .. 52
5.1.2 The Cramer-Shoup Scheme . . .. ... .. o4
5.2 A CCA-2 secure cryptosystem using matrices over
group TiNgS . . . . . o o e 55

5.3 Adaptive CCA security for matrices over group rings 57
5.3.1 Parameters for the Cramer-Shoup-like scheme

using matrices over group rings . . . . . . . 65
Digital Signatures 72
6.1 Introduction . . . . . . .. ... ... L. 72
6.2 Ingredients of Digital Signatures . . . . . . . . . .. 73
6.3 Classical digital signatures . . . . . . .. ... ... 75
6.3.1 RSA Digital Signature Scheme . . . . . . . . 75
6.3.2 El Gamal Digital Signature Scheme . . . . . 76
6.3.3 Schnorr Digital Signature Scheme . . . . . . 77

6.4 Non-commutative digital signatures using non-commutative
groups and rings . . . . . ... ... ... 78
6.4.1 Braid Groups . . . . .. ... ... ... .. 78
6.4.2 Division Semirings . . . . .. ... ... .. 81

6.4.3 General Non-Commutative Rings . . . . . . 84



7 A Non-Commutative Digital Signature

7.1 Introduction . . . .
7.2 A new non-commuta

tive digital signature . . . . . .

7.3 Security Analysis of the Signature Protocol . . . . .

7.3.1 Completeness
7.3.2 Data forging

7.3.3 Existential Forgery . . . . . . ... ... ..

7.3.4 Soundness .
7.4 Proposed Platforms

Bibliography

xiil

85
85
86
87
87
88
89
91
92

94



List of Figures

4.1 DDH results for M® vs. M€ . . . . . . . ... ... 36
4.2 Security results for M® vs. N . . . ... ... ... 37
5.1 DDH results for M vs. M°¢ . . . . . . . ... ... 59
5.2 Security results for M*vs. N . . . ... ... ... 60

X1v



List of Tables

1.1 Baby-step giant-step algorithm . . . . .. ... .. 9
4.1 Speed of Computation . . . .. ... ... ... ... 32
4.2  Orbit match search . . . . . . .. ... ... .... 40
4.3 Adapted Baby-step giant-step algorithm . . . . .. 43

XV



Chapter 1

Classical Diffie-Hellman key
exchange

1.1 Introduction

Public key cryptography arose out of the deficiencies that surfaced
during the early days of cryptography. Namely, when two parties
wished to agree upon a secret key which would then be used to se-
curely exchange information they would have to use a secure, but
non-cryptographic, method of establishing the secret key; this is
known as key exchange. Essentially, key exchange (public or pri-
vate) is a method in cryptography which allows users to exchange
encrypted messages by fixing a secret key and following a simple
protocol which ensures that only the legitimate parties involved in
the protocol exchange information.

The initial methods of key exchange involved sending the key



via a trusted courier for example or even setting the key via a
face-to-face meeting. Clearly this presents a number of significant
practical limitations and difficulties to securely exchanging secret
information. Public key cryptography arose as a natural answer to
the then established methods of secure communication. These new
methods allowed parties to exchange information securely, while
communicating over a public channel, without actually having to

agree on upon a secret key a priori.

1.2 Diflie-Hellman Protocol

The Diffie-Hellman public key exchange protocol is an example of
one of the earliest public key exchange protocols implemented in
the field of cryptography. This protocol allows information to be
exchanged securely and secretly between two parties who do not
necessarily have knowledge of each other, in such a way so that no
one else can easily obtain access to the transferred “secrets.”

The Diffie-Hellman key exchange was introduced in 1976 by
Whitfield Diffie and Martin Hellman [8]. This protocol allowed
users to establish secure channels on which to exchange informa-
tion (or secret keys), regardless of whether or not an adversary is

listening on the same communication channel. We note however



that the DH protocol as presented hadn’t addressed the problem
of verifying the actual identity of the other person involved in the
key exchange.

The protocol is based on number theoretic properties and was
initially implemented using the multiplicative group of integers
modulo p (Z,), where p is a prime number. This is one of the
simplest implementations and for it one also needs an element
g € Zy, which is a primitive root modulo p. If two parties, Alice
and Bob, wish to use the DH protocol to establish a secret key

they perform the following algorithm.

1. Alice first determines the group Z, and chooses g € Z,, a

primitive root mod p.

2. Alice then chooses an integer a € Z and computes A := g°

mod p. She then makes publicly available the tuple, (g, p, A).

3. Bob upon receiving the public information from Alice chooses

b € Z and computes and publishes B := ¢ mod p.
4. Alice computes K4 := B* mod p.
5. Bob computes Kp := A’ mod p.

6. Now since (g%)° = (g°)* the shared, but secret key, K, which



Alice an Bob can use to encrypt messages is known to both

parties as K := K4 = Kp.

Example 1.2.1. Suppose Alice chooses the prime 647 and 37 as

a primaitive root mod 647.

o Alice then chooses a = 21, and computes 37?' mod 647 =

247.
o Alice publishes (p, g, A) = (647,37,247).

e Bob picks b = 53 and computes 37° mod 647 = 222. Bob
publishes (B) = (222).

o Alice computes 222! mod 647 = 193.
e Bob computes 2473 mod 647 = 193.

Alice and Bob are now both in possession of the same secret key,

K =193.

1.3 Security of Diffie-Hellman protocol

Provided that the group G and the element g are chosen appro-
priately the protocol is considered secure, see e.g. [22] for details.
One method that an eavesdropper Eve may use to figure out the

secret key is to solve the Discrete Logarithm Problem.



Definition 1.3.1. Given a multiplicative group G of order p, the
Discrete Logarithm Problem (DLP) for G is defined as follows.

Given g,y € GG determine an integer x such that ¢* =y mod p.

Of course in the example previously given the DLP is easily
solved since the numbers we used were relatively small. In practice
the prime p used for the DH protocol is 1000 bits in size, that is, of
the order of 219 ~ 103", This then allows choosing much larger
integers a,b as well. Hence a brute force attack, simply cycling
through all powers of g to determine a or b, is not a simple task.

One may think that Alice and Bob face the same problem of
having to compute a large number of multiplications, thus fac-
ing the same problem as the eavesdropper. However, as Alice
and Bob are each in possession of their secret keys a and b re-
spectively, they can simply use a “square and multiply” algorithm
that requires O(log, n) multiplications to compute ¢". For example
g7 =(((g")")") - ((¢*))*- ¢* - 9.

Currently there is no known efficient algorithm of quickly solv-
ing the DLP. However, while it may seem that Alice and Bob’s
secret key is safe assuming Eve cannot solve the DLP, this is not

entirely correct. Eve in fact knows the values of ¢* and ¢°, and



her problem is to determine ¢*. Hence, while solving DLP is in-
feasible, this is not the precise problem Eve needs to solve. The
security of the DH protocol relies on the difficulty of the following,

potentially easier, problem.

Definition 1.3.2. Given a prime number p and an integer g. The
Diffie-Hellman Problem (DHP) is the task of computing the value

of ¢®* mod p, given the known values of ¢* mod p and ¢® mod p.

Clearly if one is able to solve the DLP one can solve the DHP.
We point out however, that no one has yet been able to determine

if solving the DHP is equivalent to solving the DLP.

1.4 Platform Groups

The original Diffie-Hellman protocol was proposed using the multi-
plicative group of integers modulo p, Z;, where p is a prime. Since
then various other groups have been proposed as a platform for the
DH protocol. Key elements of a platform group include its size,
security, and the amount of resources expended to store elements
of and compute with the group.

Since groups derived from integers inherit many number theo-
retic properties and are easily understood and investigated, these

were some of the original (and current) platforms used for the DH



protocol. A more recent development in public key cryptography
is to use elliptic curves as platform groups.

An elliptic curve over a finite field F,, E(F,), is defined in terms
of the solutions to an equation over . Different forms of equations
may be used to define elliptic curves over F, depending on the

choice of ¢.

Example 1.4.1. Let ¥, be a prime finite field, where p is an odd
prime. Let a,b € F, satisfy 4a® + 276> # 0 (mod p). Then an
elliptic curve E(F,) over F, defined by the parameters a,b € F,
consists of the set of solutions (points) P = (x,y), where z,y € F,
to the equation:

y? = 2° 4+ ax + b (mod p)
along with the extra point O called the point at infinity.
One can define an elliptic curve Diffie-Hellman public key ex-

change protocol using elliptic curves over finite fields along with

their inherited multiplication.



1.5 Methods of Attacking the Diffie-Hellman

protocol

The various choices of platform groups for the DH protocol make
the DLP and DHP problems hard to efficiently solve. However,
while the DLP and DHP problems are intractable by themselves,
there do exist algorithms that take advantage of the underlying
group structure and allow attacks to be carried out on the DH

scheme, by attacking the DLP problem.

1.5.1 Baby-step Giant-step Algorithm

One method of attacking the classical discrete logarithm problem
which is due to Shanks [31], is the baby-step giant-step algorithm.
The algorithm computes discrete logarithms in a group of order
¢ in O (y/q polylog(q)) time, where polylog(q) is O((log(q))") for
some constant c¢. The algorithm proceeds as follows:

This algorithm basically relies on a space-time tradeoff. The
order of the algorithm and the space complexity is roughly O(y/n)
(versus O(n) for a brute force attack), while the algorithm requires

O(s) memory. Hence one can choose s as needed to optimize the



Baby-step giant-step algorithm

Input: g,y € G, n = |G|
Output: x € Z,> ¢* =y mod n

Set s := [v/n]

Set t := [n/s]
Set h =y
for j=0tos
Compute g; = ¢’ and store (J, 95)
fori=0tot

Check if h is the second component g; of a pair,
(4, g; ), previously stored

If so, return is + j

Else set h = hg™*

Table 1.1: Baby-step giant-step algorithm

algorithm for either speed or space requirements. Baby-step giant-
step is mostly used for prime order groups, but works for every fi-
nite cyclic group. Finally, it is not necessary to explicitly know the

order of the group, an upper bound to the order is also sufficient.

1.5.2 Pohlig-Hellman Algorithm

When the order of a group is not prime, the algorithm introduced
by Pohlig and Helman [28] is more efficient than the baby-step
giant-step algorithm. This algorithm leverages the composite or-
der of the group by breaking down the original DLP into smaller

subproblems by use of the generalized Chinese remainder problem.
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Specifically, let the order of an element ¢ € G be q. For the
Diffie-Hellman scheme we would like to find an x such that ¢g* = y.

Suppose additionally we know a factorization

n
q = H di,
i=1
where the ¢; are relatively prime. Then we have that
(gqmi) = (gx)q/%' — y?% fori=1,...n.
Now by the Chinese Remainder theorem we can write
Lig = Ly, X -+ X Ly,

and we are left to solve the n instances of the discrete logarithm
problem in the smaller groups, i.e. if we define ¢; = ¢%/%, we are
looking to find the solutions {z;}", for which ¢/" = y9/% = g*.
The complexity of this algorithm in the worst case, i.e. when
n is prime, is O(y/n), however, the algorithm is more efficient

when the order is smooth. In particular, if n = H p;t is the
1

prime factorization of n, then the complexity can be stated as

(Y eillogn + /i) ([22))

i
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1.5.3 Pollard’s Rho Algorithm

A final approach which should be discussed for attacking the dis-
crete logarithm problem is Pollard’s rho algorithm, [29]. The in-
puts to this algorithm are the group elements g and y, and the
output is an integer x such that ¢g* = y. The algorithm first looks

¢ for a,b,c

for an orbit, which has the general form ¢%’ = g%
and d € N. This is usually achieved by using Floyd’s cycle-finding
algorithm. So long as b # d one can take the logarithm with base

g to determine n:

gayb _ gcyd

= a+blog,y = c+dlog,y

=270
=lo

The running time of this algorithm is O(+/(p), where p is the

largest factor of n, the order of the group.



Chapter 2

Computational Diffie-Hellman
and Decision Diffie-Hellman

2.1 Introduction

As most cryptographic protocols are probabilistic in nature, either
in generation of the underlying groups, parameters or secret (and
hence shared) keys, we will further discuss what notions of security
there are for such protocols. In this chapter we will discuss 2 con-
cepts following Boneh’s exposition [4], namely the Computational
Diffie- Hellman (CDH) and the Decision Diffie-Hellman assump-
tions. These assumptions are what help guarantee the security
of probabilistic cryptographic protocols that rely on the Diffie-
Hellman algorithm.

Loosely speaking, satisfying the CDH assumption implies that
there does not exist an efficient algorithm for breaking the DH

12



13

problem. I.e. if we define the Diffie-Hellman function as
DHy(g" ¢") = g,

then the claim is that there is no efficient algorithm which com-
putes the function DH,(x,y) in a group G. While the DDH
assumption implies that the information once can extract from
(g%, ¢") is minimal. To be precise, the DDH assumption implies
that there is no efficient algorithm which can distinguish between
the two distributions generated by the two triples (g%, ¢°, g¢®°) and
(g% " g°), the first being a valid DH triple, the latter being a

random triple.

2.2 Definitions

We will proceed to define the Decision Diffie Hellman and Compu-
tational Diffie Hellman algorithms in this section. We should note
that DDH assumption is more stringent than CDH assumption.
It can be shown that even if a group satisfies the CDH assump-
tion that while the eavesdropper, Eve, may not be able to recover
the shared secret key, it is still feasible for her to predict 80% of
the bits of ¢? with non-negligible probability. It has been noted
that while in some groups the CDH assumption is believed to be

trivially true, while the DDH assumption is trivially false. Hence
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most cryptographic systems rely on the DDH assumption and not

the CDH assumption.

Definition 2.2.1. A group family G is a set of groups G = {G,}
(Boneh restricts to only cyclic groups), where p ranges over an
infinite index set. We denote by |p| the size of the binary repre-
sentation of p. We assume there is a polynomial time algorithm

(in p which given p and two elements of G, outputs their sum.

Definition 2.2.2. An Instance Generator, G, for G is a random-
ized algorithm that given an integer n, runs in polynomial time in
n and outputs some random index p and a generator g of G. Note
that for each n, the Instance Generator induces a distribution on

the set of indices p.
We provide some simple examples of group families:

1. Let p = 2p; +1 where both p and p; are prime. The @), be the
subgroup of quadratic residues in Z;. This is a cyclic group

of prime order. This family of groups is parameterized by p.

2. Given a prime p and E,;/F, be an elliptic curve where |E, |

is prime. The group is parameterized by (a, b, p).

Definition 2.2.3. A CDH algorithm for G is a probabilistic poly-

nomial time (in |p|) algorithm satisfying, for some fixed @ > 0 and
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sufficiently large n:

1
Pr[A(p, g, 9% ¢") = g™ > —

where g is a generator of Gjy. The probability is over the random
choices of (p,g) according to the distribution induced by ZG(n),
the random choice of a, b in the range [1, |Gy|] and all the random
bits used by A. The group family G satisfies the CDH assumption
is there is no CDH algorithm for G.

Definition 2.2.4. A DDH algorithm for G is a probabilistic poly-
nomial time (in |p|) algorithm satisfying, for some fixed o« > 0 and

sufficiently large n:

1
‘Pr[A(p,gvg“,gbvg“b) = “true”’] — Pr[A(p, g, 9% ¢", g°) = “false”]| > —

where ¢ is a generator of G,. The probability is over the random
choices of (p, g) according to the distribution induced by ZG(n),
the random choice of a,b in the range [1, |G}|] and all the random
bits used by A. The group family G satisfies the DDH assumption
is there is no DDH algorithm for G.

Note we call the difference between the two probabilities in the
definition of DDH the advantage of algorithm A. We point out
that the definition of DDH aims to capture the difference between
the distributions of (p, g, g%, ¢°, ¢®°) and (p, g, g% ¢°, ¢), i.e. these

distributions are computationally indistinguishable.
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2.3 Results concerning DDH

Since we know that CDH is weaker than DDH and for a secure
cryptographic protocol one wants to ensure that the DDH assump-
tion holds, we ask what is the weakest assumption that implies
DDH? Presently there are no known simple assumptions that im-

ply DDH except for slightly weaker assumption of perfect-DDH.

Definition 2.3.1. Let G be a family of finite cyclic groups. A
perfect-DDH algorithm A for G correctly decides with overwhelm-
ing probability whether a given triplet (z,y,z) € Gg is a proper
Diffie-Hellman triplet. To be precise, for fixed a > 0 and enough

n we have

1
Pr[A(p,g,9% ¢", g°) = “true’|a = bc] > 1 — —
n

1
PrlA(p.g,9% ¢, 9°) = “true’|a # bc] > =

where the probability is over the random choices of (p, g) according
to the distribution induced by ZG(n), the random choice of a, b, ¢ in
the range [1, |G,|] and all the random bits used by .A. We say that
G satisfies the perfect-DDH assumption is there is no polynomial
time algorithm which decides whether DH,(z,y) = z for most
triplets.
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It was shown independently by Stadler [33] and then Naor and
Reingold [27] that the two assumptions, DDH and perfect-DDH,
are equivalent. Boneh provides a slightly stronger result by apply-

ing it to groups with only an upper bound to their size.

Theorem 2.3.1. (Boneh) Let G be a family of finite cyclic groups
of prime order. Let s(p) be an efficiently computable function such
that |G| < s(p) for all p. The G satisfies the perfect DDH as-

sumption if and only if it satisfies the perfect-DDH assumption.

Proof Sketch[Boneh] The fact that the DDH assumption im-
plies perfect-DDH is trivial. We prove the converse. Let O be a
DDH oracle. That is, there exists an o > 0 such that for large

enough n

1
b by _ o« 9 b o« »
Pr[A(p,g,g“,g 7ga ) = “true ] - PI‘[A(p,g,ga,g 7gc) = “true ]‘ > ﬁ

The probability is over the random choice of a, b, ¢ in [1, Gy|], and
the random choice of (p,g) according to the distribution induced
by ZG(n). We construct a probabilistic polynomial time (in s(p)
and |p|) perfect-DDH algorithm, A, which makes use of the ora-
cle O. Given p,g and z,y,z € Gy, algorithm A must determine
with overwhelming probability whether it is a valid Diffie- Hellman
triplet or not. Consider the following statistical experiment: pick

random integers wuy,us, v in the range [1,s(p?] and construct the
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triplet

v, U1

(2, 7)) = (ag",yg"™, 2"y a2 g")

Case 1.Suppose (1,7, z) is a valid triplet, then z = g%,y = ¢*, 2z =
g®. For some a,b. It follows that (z/,1/,2') is also a valid triplet.
Furthermore, one can show that (2',¢/,2") is chosen from a dis-
tribution which is statistically indistinguishable from the uniform

distribution on proper Diffie-Hellman triplets in G,.

Case 2. Suppose (z/,y/,2') is not a valid triplet. Then = =

/

g%,y = ¢°,z = g™+ for some ¢ # 0. In this case, 2’ = g%,y =

", 2 = ¢*"¢’. Note that since ¢ # 0 we know that ¢° is a gen-
erator of Gy. Consequently, the distribution of g is statistically
indistinguishable from uniform. It is not difficult to show that the
distribution on (2, %/, 2) is statistically indistinguishable from the
uniform distribution on Gg’. ]

We note that during subsequent results we will restrict the CDH
and DDH assumptions to a group family of only one member as

later we will be focusing on single groups, and general results for

the group families yet to be investigated.



Chapter 3

Group Rings

3.1 Introduction

The security of a cryptographic protocol lies in both the actual de-
tails of the protocol, but also in the choice of platform. Depending
on which algebraic structure a protocol is defined over, this offer
various benefits or drawbacks to the cryptographic scheme. For
our particular protocols we will be interested in matrices defined
over group rings. This results in an algebraic structure that is a
semigroup and which inherits a lot of the important properties of
groups, rings and matrices. We will briefly discuss group rings, pro-

vide some examples and some key results concerning group rings.

19



20

3.2 Group Rings

Definition 3.2.1. Let GG be a group written multiplicatively and
let R be any commutative ring with nonzero unity. The group ring
R|G] is defined to be the set of all formal sums

Zﬂ'gz‘

9:€G

where r; € R, and all but a finite number of r; are zero. If F'is a

field, then F[G] is the group algebra of G over F.

Loosely speaking a group ring can be thought of a free module
over the group G with scalars from R endowed with the multipli-
cation from the ring. One can naturally define the augmentation
map € : R[G] — R, which sends g; — e, i.e.

€ Z rigi | = Z T
gi€G i

The sum of two elements in R|G] is defined by
Y aigi |+ | Do bigi | =D (ai+bi)g:
9:€G 9.€G gi€G
Note that (a; + b;) = 0 for all but a finite number of i, hence the
above sum is in R[G]. Thus (R[G], +) is an abelian group.
Multiplication of two elements of R[G] is defined via the dis-

tributive law and by the use of the multiplications in G and R as
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follows:

(Z aigi> (Z biQi) = Z ( Z ajbk) g
g:€G 9;€G 3:€G \ 9j9k=9;

As an example of a group ring, we consider the symmetric group
S5 and the ring Z7 and form the group ring Z7[S5]. We will write
the identity element of S,, as e. Sample elements and operations

are

a = 5(123) + 2(15)(24) + (153)
b = 3(123) + 4(1453)
a+b=(123) + 2(15)(24) + (153) + 4(1453)
ab = (5(123) + 2(15)(24) + (153))(3(123) + 4(1453))
= 15(132) + 20(145)(23) + 6(14235)
+8(124)(35) + 3(12)(35) + 4(1435)
— (132) 4 6(145)(23) + 6(14235) + (124)(35)
+3(12)(35) + 4(1435)
— (3(123) + 4(1453))(5(123) + 2(15)(24) + (153))
15(132) + 6(15243) + 3(15)(23) + 20(12)(345)
+8(13)(254) + 4(1345)
= (132) + 6(15243) + 3(15)(23) + 6(12)(345) + (13)(254)

+ 4(1345)
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3.2.1 Units of Group Rings

We will later be discussing units in group rings and hence a brief
description of units and their construction is in order. If R is a

ring we denote by U(R) the multiplicative group of units of R,
UR)={reR|Isec Rors=sr=1}

Similarly for a group ring, R[G| we denote its group of units as
U(R[G]). We denote by U;(R[G]) the subgroup of units of aug-
mentation 1 (where 1 is the identity element of R) in U(R[G]),

namely

U(R|G]) = {U(RIG]) | e(u) = 1}

For example if our group ring is Z[G] for some group G then

€(u) = £1 and hence
U(Z|G)) = £ (Z[G])
In the same manner for any arbitrary ring R we will have
U(R[G]) =U(R) x U (R[G])

Some units can be easily constructed as they can be built up
from the units found in R and elements of G with finite order.
For example if r € R is an idempotent element, r> = 0, then

(1—7)(147) =1 and hence 1 £ are units in R and by extension
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R[G]. In a similar fashion any idempotent element of R (r* = 0)
is a unit or R and R|G].

If g € G is an element with finite order, p" (¢?" = 0), where
the characteristic of the ring R is p, then (1 — ¢)?" = 0 in R[G],
therefore « = 1—g is nilpotent. Hence the elements 1+« are units,
1 —a = g and is trivial, but 1 + o = 2 — g is always nontrivial
provided char(G) # 2. Note that g— ¢* = g(1—g) is also nilpotent
hence 14=(g—g¢?) are nontrivial units unless g*> = 1, the pattern can
be repeated to obtain further units. For more advanced methods
of constructing units, or classification of units we refer the reader

to [23] (chap. 8).



Chapter 4

A New Platform For The
Diffie-Hellman PKE

Although the Diffie-Hellman public key exchange protocol has been
around for some time, there is still ongoing research as to how one
may improve the protocol. Currently, various veins of research fo-
cus on improving and coming up with different platform groups to
use in this protocol. In general the choice of the “correct” platform
group affords any protocol with an additional layer of security and
in many cases may be the deciding factor in the protocol’s security
and use.

Depending on which group a scheme is implemented and carried
out over there are often multiple security parameters which need
to be specified and investigated as to their ability to provide more
(or less) security. In addition to the parameters that define the

platform group, the methods which are used to attack a protocol
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often depend on the structure of the group. In this chapter we
proceed to define a new platform group (semigroups in our case)
for the Diffie-Hellman public key exchange. We then demonstrate
its security and discuss its effectiveness as a choice for a platform

group, we follow our work in [18].

4.1 Diffie-Hellman public key exchange proto-

col

Let’s recall the original implementation of the Diffie-Hellman pub-
lic exchange protocol which uses the multiplicative group of inte-
gers modulo a prime p as their platform, Z,. Alice and Bob are in
possession of private keys a and b respectively and they can both
compute their shared private key ¢* from the public information
(9.G, g% ¢",p). If it not feasible for Eve to compute g without
solving the Discrete Logarithm Problem 1.3.1 or the Diffie-Hellman
Problem 1.3.2.

Depending on the choice of platform group however, these prob-
lems vary in difficulty. Hence, one wishes to work with a group
which is secure against attacks to these these particular problems.
Various groups have been proposed for this algorithm and in the

next section we will investigate and porpose a new platform group.
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4.2 Platform Group Parameters, Size and Ad-

vantages

Although the protocol is generally considered adequate, there is a
slight disadvantage to working with Z, where p, a and b are chosen
to be fairly large. The main drawback to this is that computation
with 300-digit numbers (1000-bit binary numbers) is not particu-
larly efficient, both in terms of time and space. Additionally, re-
ducing the result mod p is further computationally intensive. This
is one of the main reasons why the Diffie-Hellman key exchange
protocol isn’t suitable for devices that have limited computational
resources. Hence there is a need and ongoing research for other
platform groups where the Diffie-Hellman protocol can be carried
out more efficiently, in particular one seeks public/private keys of
smaller size.

The platform which we propose to use is a semigroup of ma-
trices (of a small size) over a group ring, with the usual matrix
multiplication operation. More specifically, we will be working
with matrices over the group ring Z,[S,,], where Z, is the ring
of integers modulo n and S, is the symmetric group of degree

m. In order to assert that this semigroup is a plausible choice for
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a platform group one needs to address the Computational Diffie-
Hellman and Decision Diffie-Hellman problems, (chapter 2). In
addition one must also address certain questions about the struc-
ture of the chosen semigroups.

The parameters we suggest (2 x 2 or 3 x 3 matrices over Z7[S5])
provide for a fairly large keyspace as compared to the original
Diffie-Hellman groups (7% ~ 101 for 2 x 2 matrices and 718 ~
10913 for 3 x 3 matrices). When using these groups storing a single
2 X 2 matrix over Z7[S5] requires roughly 1440 bits, and a single
3% 3 matrix requires about 3240 bits. Hence, the key size is roughly
similar to what is needed in the “classical” Diffie-Hellman protocol
where storing an integer of the order of 103" requires around 1000
bits. The matrix storage requirements can be further reduced by
about %th if we use a storage container that requires no space for
elements in the polynomials which are zero.

An additional advantage to this choice of platform group is the
multiplication of matrices over Z;[Ss]. In this setup multiplying
elements is relatively easier and potentially faster than multiply-
ing numbers for large p. There is an additional speed advantage
since one can precompute the group multiplication table for S5 (of

order 120). Hence, in order to multiply two elements of Z7[Ss]
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there isn’t any actual multiplication involved in Ss, there is just
rearrangement of a bit string and multiplication in Zy.

Finally, these platforms groups offer an additional advantage
from a security standpoint over Z,. In particular we discuss how
“standard 7 attacks (baby-step giant-step, Pohlig-Hellman, Pol-
lard’s rho) of the Diffie-Hellman protocol will not work in our

setup.

4.3 Diffie-Hellman Key Exchange Protocol Us-

ing Matrices Over Z,|[S,,]

While the symmetric group S, is relatively small for small m,
when we form the group ring Z,,[S,,], the size of this new structure
grows reasonably fast, even for small values of n and m. This is
the primary reason for choosing this structure as the underlying
platform for the Diffie-Hellman protocol. Furthermore, once we
start considering matrices over these group rings the platform’s
size is even larger. For example for 3 x 3 matrices over Zr7[Ss],
M37Z7[S5], the order of this ring is 7" ~ 1073, Since we're only
using matrix multiplication these rings are really semigroups in our
case and these serve as the platform for our protocol. The protocol

to be carried out by Alice and Bob is essentially the same.
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Alice chooses a matrix M € M3Z7[S;5] and a large positive inte-
ger a, computes M® and publishes (M, M) keeping a secret. Bob
chooses another large integer b and computes then publishes M?.
Both Alice and Bob can now compute the same shared secret key,
namely (M?)? = (M?)2,

As we have previously mentioned multiplication of matrices in
this semigroup is very efficient. Of course, in this semigroup, as
in any other semigroup, one can use the “square and multiply”
algorithm for quickly computing powers of the elements involved.

In order to assess the security of this platform, we need to ad-
dress the two Diffie-Hellman assumptions about this semigroup.
Namely, does our semigroup satisfy the DDH and CDH defini-
tions? We will investigate the stronger DDH assumption in a later
section.

Finally, one must also be concerned with the algebraic structure
of M3(Z7[Ss]). To be precise, we need to make sure that powers of
matrices in this semigroup do not fall into an orbit of low order.
Essentially what we wish to investigate and avoid is the concern
that if Alice chooses a random integer a and a random matrix
M, when does M"™ = M*? For security purposes this relationship
should not hold for n < k << a (similarly for b chosen by Bob).
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If this were to happen, then an eavesdropper Eve could first de-
termine n and k, then she would easily be able to find the values

c and d, where 1 < ¢,d < k, such that M* = M¢ and M® = M.

Hence Eve can easily compute the shared secret key as

Mab _ (Ma)b _ (Mc)b _ (Mb)c _ (Md)c _ MCd.

4.4 Experimental Results

While the CDH assumption may only be answered theoretically,
we can still investigate the DDH assumption experimentally. We
will also look at the low orbit question in this section. To construct
the matrix semigroups we implemented the necessary group ring
and matrix procedures in C4++. We allowed for the choice of which
symmetric group to use and which ring Z,, to use as well. For sym-
metric group multiplication we imported their Cayley tables. To
generate random group ring elements and hence random matrices,
we used a standard implementation of a uniform distribution on
the coefficients of the polynomials.

We carried out various experiments in My (Z,[S,,]). While the
symmetric group can be varied, we propose using S5. This symmet-
ric group is well researched and is small so it makes computations

and analysis tractable. Furthermore, one also retains the benefit
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of S5 in that it only has one normal subgroup, the alternating sub-
group As of index 2. Thus any group theoretic attacks, such as
using homomorphisms to tease out information about the protocol
are restricted on S5 to the sign homomorphism from Sy to Zo.

We also naturally implemented a “square and multiply” routine
to speed up computations for exponentiation. With this procedure
we can easily and quickly compute high powers of random matrices
from our matrix semigroups. Some of the results are summarized
in table 4.1.

We should point out that the computations were carried out on
an Intel Core2 Duo 2.26GHz machine, utilizing only one core, with
4GB of memory. The average time was computed after randomly
drawing 250 matrices and measuring the time required for each ex-
ponentiation. From a design standpoint no real optimizations were
in effect, and we were only using one processor. Thus, we believe
that with additional insight and thinking the computational time
may be reduced significantly. In particular one may wish to set
up the program to utilize all available cores on a machine. There
may be further optimizations based on how one stores the matri-
ces and how one implements the various algorithms and procedures

involved in the DH protocol.



Table 4.1: Speed of Computation

Matrix Size | Z,, | Exponent | Avg. Time (s)
2x2 2 1010 0.06
2x2 3 100 0.06
2x2 ) 100 0.06
2x2 7 10%° 0.06
2 x 2 2 10100 0.58
2 %2 3 10100 0.58
2 X2 5 10100 0.58
2 X2 7 10100 0.59
2x2 2 101000 5.97
2x2 3 101000 6.11
2x2 ) 101000 5.98
2x2 7 101000 6.66
3x3 2 10%° 0.19
3x3 3 100 0.20
3 %3 5 100 0.20
3 X3 7 100 0.20
3 %3 2 10100 1.95
3 %3 3 10100 1.95
3 %3 5 10100 1.94
3 %3 7 10100 1.94
33 2 101000 20.17
3 %3 3 101000 20.15
3 %3 ) 101000 19.72
3 %3 7 101000 19.74

32
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As a comparison for our computational times we refer the reader
to the results of ([19]). In the paper, E. Kasper presented an im-
plementation of the DH key exchange protocol over the elliptic
curve P-224. Without any optimizations they can carry out 1800
operations per second for the DH protocol. We note that in using
P-224 you require approximately 340 operations for a single “expo-
nentiation”. Based on this, they would require about 0.2 seconds
per DH exponentiation, versus our 0.6 seconds in My (Z7[S5]).

We note than while working through the experiments involving
computing average speeds of exponentiations we noticed that the
time it took per exponentiation was independent of the number of
non-zero terms in the polynomials we chose as entries for our ma-
trices, it didn’t matter if we started with polynomials have many
non-zero terms or only a few. An simple intuitive explanation for
this results relies on the fact that any symmetric group can be gen-
erated by a set of two particular group elements. If we're working
with 2 X 2 matrices there is a good chance that, in choosing the
4 polynomial entries of the matrix, when multiplied together they
will invariably generate all elements of the symmetric group. The
argument is even stronger for matrices of larger size. Hence with

only a few multiplications it is conceivable that we get random
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group ring elements of random length mixing through the matrix
entries.
A generic random group ring element from Zs[S;] is of the form

Z a,;0;. Using a simple binomial distribution calculation
07;655,0[1'622
shows that with a probability around 93% a random element of

this group ring will have between 50 and 70 non-zero terms.

4.4.1 Results concerning the Decision Diffie Hellman as-

sumption

While in this section results will only be presented for 2 x 2 matri-
ces, it is reasonable to assume that these results would also apply
and hold for larger sized matrices. In order to test whether or
not the DDH assumption holds for these platform groups we need
to look at two distributions, one generated by M and another
generated by M€ If the DDH assumption holds there these two
distributions should be indistinguishable. To setup the experi-
ments we randomly chose a and b from the interval [10%2,10%),
and a random c in the interval [10%4,100). This setup generates
ab that have about the same size as c.

In order to investigate the distributions generated by these pa-

rameters we needed to look at each polynomial entry in the final
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matrices M and M¢. For 500 random choices of M, a,b and ¢ we
looked at the frequency distribution of the elements of S5 in each
position of the final matrices.

From these 500 runs we created the Q-Q plots of M versus
M€, which tested the similarity of the frequency distributions of the
elements of S5 per entry of the matrices. In the following graphs we
used the notation M = (gt ¢2). Q-Q plots, also known as quantile
plots, are a graphical tool used in statistics for comparing quantiles
of the cumulative distribution function (cdf) of a distribution F to
the corresponding quantiles of the cdf of a distribution G. Q-Q
plots are plots of the pairs (F'~(p), G~1(p)), where p € [0,1]. If
the Q-Q plot is a straight line, then the two distributions are of
the same type, however they may still have different means and
standard deviations as described by their slopes and intercepts, see
[5] for more details.

We can see the Q-Q plots in figure 4.1 of the distribution of M@
versus M€ From the figure we can see that the two distributions
appear to be identical. Thus there is no information leaked by
Alice or Bob about M® by their respective choices of a and b.
This experimentally confirms the validity of the DDH assumption

in our situation.
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QQ Plot of frequency of elements of S5 occuring in entries of M2 vs M°
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Figure 4.1: DDH results for M® vs. M¢

We also need to test the possibility of information about a be-
ing given away by publishing (M, M%), for a given choice of M
and a. In a similar fashion to the one described above we car-
ried out an experiment to detect if any information leaked about

a. In particular we wanted to test if a random matrix N and a
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randomly generated key M* were indistinguishable. We again car-
ried out 500 experiments where we chose random a € [10%,10%),
random M and N and then plotted the resulting Q-Q plots of
the frequency distributions of elements of S5 showing up in the

polynomials entries of the matrices M® versus N, see figure 4.2.

QQ Plot of frequency of elements of S; occuring in entries of N vs M*
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Figure 4.2: Security results for M vs. N

From the above plot it is again clear that a random matrix N
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and M“ are in fact indistinguishable.

4.4.2 Results concerning low orbits

Experimentally identifying low orbits is a laborious task. One has
to compute all powers of the matrix M up to M*. Each power of
the matrix needs to be stored in some form and then this entire se-
ries needs to be compared with itself to find duplicates. Currently
this is both prohibitive in terms of both time and space.

We propose to cut down on time and space required for these
comparisons by only storing the numbers of terms of the poly-
nomials in each entry of the matrix. This way we only end up
storing 4 integers per matrix (for 2 x 2 matrices) instead of the
full matrix. Hence we’ve reduced the problem of checking if two
matrices are identical to checking if there are any repeats in a
list of 4-dimensional vectors. There is one obvious caveat to this
approach, we cannot tell with certainty if we have hit an orbit
solely based on 2 vectors being identical, as the matching of vec-
tors does not translate to identical matrices. We can however use
this method to determine if there may be a match, i.e. if we
find two identical vectors, then we can actually recompute those

powers of M that produced those vectors and check for a match
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there. In reality we waited for 3 consecutive matches, i.e. the set
of vectors for {M*, M1 M2} must match the set of vectors for
{M7, M7t M7+2} in order, before we computed the powers of the
matrices, as it could be a simple coincidence to have 2 random
vectors being equal.

This method allowed us to significantly improve the running
time of our algorithm, however we still needed to sacrifice more
for time and space considerations. The exponent a forces us to
store every vector for M hence creating a list of vectors from
[1,a]. While the list may not be too long to handle, we still had to
search through this list and find duplicate vectors. In a simple list
of numbers which is a long, we would need (a — 1)! comparisons
to determine that there wasn’t a match in the list. Because we
are dealing with vectors we need to match all 4 components of a
vectors so in fact the comparisons one must carry out are much
more. With this in mind we decided to work with a = 10,000 and
a = 1,000, 000.

We ran this experiment with our variations on the ring size and
matrix size. For each exponent we run 250 scenarios. The results
of these experiments can be seen in table 4.2.

From these first results one can see that increasing the order
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Table 4.2: Orbit match search

Group Ring | Exponent of Matrix | Percent Matches
My(Zs[S5)) 104 86.4%
My (Zs3]S5)) 10 6.8%
My(ZsSs)) 10 0.4%
My(Z7]S5)) 10 0.0%
M3(Zs[S5)) 10* 26.4%
M;5(Zs[S5)) 108 2.6%
M;5(Z+]S5)) 108 0.0%

of the ring (algebra in this case) decreases collisions the most,
by about a factor of 10. Furthermore, increasing the size of the
matrices used further reduces the number of matches by about a
fourth. We only worked with 10* for the smaller matrices as this
gave us a quick lower bound for the number of matches when the
parameters change. We see furthermore from this table that Zs
and Z7 look like good candidates for the the choice of ring. As
storing en element of Zs or Z; requires the same amount of bits
we propose using the latter as the ring.

We also propose an additional method of tackling the low orbit
question. This involves looking at the “type” of elements in the
chosen matrix M. We will denote by e group ring elements with
an even number of terms, and by o group ring elements with an

odd number of terms. We can rephrase the question of orbits as
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such, do there exist n, k € N with n+k << |My(Z7[S5])| such that

M™M= M (4.4.1)

=M"(M"—1)=0. (4.4.2)

Suppose the matrix M we start with is of the form M ~ (2¢9). If
we compute powers of this matrix will always end up with the same
form as the original matrix, i.e. M"™ ~ (¢2). Hence, observing that
the identity matrix I ~ (25) and the zero matrix O ~ (£¢), the

form of (4.4.2) above becomes

Hence in choosing our matrix M we may want to exclude matri-
ces which have a form that leads to a valid equation. After a quick
analysis of the 16 different matrix forms for 2 x 2 matrices, there
are in fact some possible candidates for which the orbit question
has an obvious negative answer, as the matrix on the left hand
side is not of the form of the zero matrix.

Some of these remaining matrices however have powers that
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cycle through different forms. For example, if M ~ (

S

(e

~—
—
=
@)
]

M~ (32) (4.4.3)
M?~(53) (4.4.4)
M~ (25) (4.4.5)
MY~ (32) (4.4.6)

One can indeed work through the details and verify that equa-
tion (4.4.2) is not satisfied is M™ and M* are of the same form as
M? above. Hence while we can somewhat simplify the question of

low orbits, the problem can still be investigated further.

4.5 Attack Methods for Public Key Exchange

Protocols

In this section we briefly discuss three of the standard method
of attacking the classical discrete logarithm problem and we fur-
ther discuss why these methods will not work with our choice of

platform semigroup.

4.5.1 Baby-step Giant-step Algorithm

A well known method of attacking the classical discrete logarithm

problem, due to Shank’s, is the baby-step giant-step algorithm,



43

(see 1.5.1). This algorithm computes discrete logarithms in a
group of order ¢ in O (/g polylog(g)) time, where polylog(q) is
O((log(q))¢) for some constant c. If adapted to our situation, this

algorithm would look as follows.

Baby-step giant-step algorithm

Input: M, A € M3(Z;[S5]), n = |M3(Z7[S5))|
Output: r e N> M*=A

Set s := [\/n]
Set t := [n/s]
for i =0 to s
compute and store (i, AM")
for j=0tot
compute M; = M7s
if M; = AM’, for some i, return js — i

Table 4.3: Adapted Baby-step giant-step algorithm

As the algorithm stands there are a couple of points which need
to be discussed. The first is that we need to provide a good method
of storing the matrices the algorithm uses. This could be possible
with a hash function, in which case the insertion and lookup times
are constant in time. However, as our matrices are fairly complex
objects, and we need to take into account the storage requirements

of the algorithm.
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One may point out that it is unlikely that the order of a chosen
matrix M with be the same as the order of a group ring. So
one may get away with using a smaller value of n4. However,
this requires a priori knowledge of the order of M. Since little is
known about the structure of this group, the order is hard to find,
and we’re not guaranteed that such an order even exists. We're
essentially back to looking for (low order) orbit collisions as in the
previous section. Our best guess in this case would have to be the
order of the semigroup.

Storage requirements are also problem in this algorithm. Each
polynomial entry in the matrix can be represented by a sequence
of 120 three-bit coefficients. Hence we can use a 360 bit string to
encode an element of Z;[S;5]. This means for each matrix we will

require 360 x 4 bits for storage. In the setup of this algorithm

we are required to store /| M3(Z7[Ss])| = V7540 ~ 10%° matrices.
This works out to be a huge amount of space that we need to
store all this information. Thus it seems that this algorithm is
already infeasible in terms of the space needed to store the data.
Of course one may optimize the method of storing the matrices
however, given the sheer number of matrices one needs to store,

this algorithm seems prohibitive.
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One approach which has often been suggested to decrease space
requirements is to decrease the value of s, hence increasing ¢. This
would have the algorithm running instead of in O(y/n) time, it
would run in O(n/t) time. Every time we reduce by half the storage
requirements of this algorithm, we end up doubling its running
time. In the end though, regardless of what s and ¢ are chosen
to be we will still need to perform s + ¢t group operations in the
two loops of the algorithm. Based on this algorithm the number
of group operations is minimized when s = ¢ = \/n. Hence we will
still need at least 10%7 group operations to run this algorithm. In
the end it seems that both space and time requirements make this
algorithm unsuitable for attacking the discrete logarithm for our

semigroups.

4.5.2 Pohlig-Hellman Algorithm

Another classical algorithm for attacking the discrete logarithm
problem is the Pohlig-Hellman algorithm, (see 1.5.2). This algo-
rithm relies on the order of the group element and the generalized
Chinese Remainder theorem to break the problem into smaller
subproblems.

The problem with this algorithm for our setup is that the order
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of a matrix in M;5(Z7[Ss]) does not relate to the size of the actual
semigroup. In fact, as this is a semigroup the number of invertible
elements is assumed to be very small. Additionally, since the order
of this semigroup is 7% the Chinese Remainder theorem, were it
to apply, doesn’t really help in breaking this problem into smaller
parts. If one does manage though to break the problem into smaller
subproblems, we still need to solve the discrete logarithm problem
for our semigroup, which so far as we know can only be done via

brute force.

4.5.3 Pollard’s Rho Algorithm

Finally, the last classical algorithm which can be used to attack the
DH scheme is Pollard’s rho algorithm, (see 1.5.3). We recall that
the inputs to this algorithm are the group elements M and N, and
the output is an integer n such that M" = N. The algorithm stops
when it has reached an orbit of form M*N? = M°N?, for a,b,c

and d € N. It then takes logarithms with base M to determine

The problem here is that in applying Floyd’s cycle-finding al-

gorithm in Pollard’s rho attack, the knowledge of the order of the



47

cyclic group generated by M is essential. However, in our situa-
tion, not only is the order of a random matrix M unknown, but
more importantly, since a random matrix M is not going to be
invertible with overwhelming probability, other considerations are
not applicable, orders don’t make sense (rather orbits do). Finally,
even if one were able to find such a match, compute logarithms in
our group is still a brute force attack. Hence it appears that with
not much difficulty one can produce public and shared keys that

cannot be attacked using this algorithm.

4.5.4 Quantum Algorithms

It is a well known problem that current cryptographic protocols
are vulnerable to quantum algorithm attacks. The Diffie-Hellman
problem in particular is susceptible to attacks based on Shor’s
algorithm. Shor’s algorithm allows one to rephrase the discrete
logarithm problem as a hidden subgroup problem (HSP) and then
leverage the existing quantum algorithms developed for the HSP
to recover the secret exponents.

We propose that our protocol is even secure against such quan-
tum algorithm attacks.. We know that the HSP relies on the ex-

istence of a function f : G — S such that f is constanct on cosets
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of the unknown subgroup H < GG and also takes on distinct values
for each coset. In our setup we need to recast the the discrete
logarithm problem as a HSP, as such we define f : Zy X Zny — G,
such that f(a,b) = g%’ where a,b € Zy, g, € G, ¢® = x and
lg] = N. One then rewrites this as f(a,b) = gt*°%* and hence
f is constant on the sets L. := {(a,b)|a + blog, z = c}.

This means that in our instance, we are looking for the following

hidden subgroup
H = Ly ={(0,0), (log, z, 1), (2log, x,—2),- -+ , (N log, z, —N)}.

Now in order to apply the HSP algorithms one would need to know
the order of a matrix. However, this isn’t known a priori and it’s
also the case that invertible matrices are sparse in our setup and
we furthermore aim to avoid using them. Thus is appears that in
our our setup the function f is ill-defined.

Finally, for a given random non-invertible matrix it is highly
improbable that the function f will be distinct on cosets of the
subgroup H or even constant on the different cosets. To demon-
strate this assume that M is a non-invertible matrix. Then we
know that M will either end up in an orbit or will become the
zero matrix. If M enters an orbit, let’s use an example where

M? = M and the secret exponent we are seeking is a = 12. The
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subgroup we are trying to identify then is
H = {(07 0)? (127 _1)9 (247 _2)7 (367 _3): e }

Based on our hypothetical setup we obtain that (36, —3) ~ (18, —3),
but (18, —3) ¢ H, for if it were then (36, —3) — (18, —3) = (18,0) €
H, which is a contradiction. On the other hand, assume that M
ends up as the zero matrix, say M?° = 0 and again a = 12. If

this happens then f is no longer constant on the subgroup H as

0=f(24,-2) # f(12,—1) = I.

4.6 Conclusions

In summary, it appears that our group provides simple and tractable
keys. It is easy to compute with them and the group satisfies nu-
merous cryptographic assumptions needed to prove security of the
protocol carried out over this group. We have shown that tradi-
tional methods of attacking the DH protocol do not apply to our
scheme and that even the current quantum algorithms (which are
not yet widely deployed or used) are not able to provide much

traction either.
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We end with the note that the platform semigroup can be fur-
ther enhanced (from a security standpoint) by changing the under-
lying group. This is achieved by instead of using the full symmet-
ric group, switching instead to the alternating subgroup As of Ss.
This effectively bars all group theoretic attacks. The new choice
of platform group obviously decreases the overall semigroup size,
but one can counter this by either increasing the size of the ring,

or the size of the matrices used.



Chapter 5

CCA-2 Security of
Cramer-Shoup With Matrices
Over Group Rings

5.1 Introduction

One of the often sought results for cryptosystems is security against
adaptive chosen ciphertext attacks (CCA-2 security). The Cramer-
Shoup cryptosystem is a generalization of E1Gamal’s protocol which
satisfies this requirement. The proof of security relies only on a
standard intractability assumption, namely, the hardness of the
Diffie-Hellman decision problem in the underlying group (see [7],
[32]), and a hash function H whose output can be interpreted as
a number in Z, (where ¢ is a large prime number). Finally, one
needs an additional requirement, that is, it should be hard to find

collisions in H. It was shown in the original paper that in fact with

o1
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a fairly minor increase in cost and complexity of the algorithms in-
volved, we can completely eliminate H. We will discuss first the
classical Cramer-Shoup cryptosystem and then present our work
in [17], which addresses the same cryptosystem but instead uses

matrices over group rings as the platform group.

5.1.1 Definition of provable security against adaptive cho-

sen ciphertext attack

Through a series of papers by Naor and Yung, Rackoff and Simon,
Dolev, Dwork and Naor the formal definition of security against
active attacks was developed. The driving ideas behind this notion
were alternatively called chosen ciphertext security or, equivalently,
non-malleability. An intuitive explanation of this definition is that
even if an adversary is allowed to have arbitrary ciphertexts of his
choice decrypted, he still gets no partial information about other
encrypted messages. For more information see [7], [32].

One defines the following game, which is played by the adver-
sary. First, one runs the encryption scheme’s key generation al-
gorithm, with the necessary input parameters. (In particular, one
can input a binary string in {0, 1}", which describes the group G

on which the algorithm is based.) The adversary is then allowed
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to make arbitrary queries to the decryption oracle, decrypting ci-
phertexts which he has chosen.

The adversary then chooses two messages, my and m;, and
submits these to the encryption oracle. The encryption oracle
chooses a random bit b € {0,1} and encrypts m;. The adversary
is then given the ciphertext, without knowledge of b.

Upon receipt of the ciphertext from the encryption oracle, the
adversary is allowed to continue querying the decryption oracle. Of
course the adversary is not allowed to submit the output ciphertext
of the encryption oracle.

Finally, at the end of the game, the adversary must output
v’ € {0,1}, which is the adversary’s best guess as to the value of b.
Define the probability that & = b to be 1/2 + €(n), €(n) is called
the adversary’s advantage, and n ~ |G|.

A cryptosystem is CCA-2 secure if the advantage of any polynomial-
time adversary is negligible. Note here that we define a negligible
function as one which grows slower than any inverse polynomial,

n~¢ for any particular constant ¢ and large enough n.
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5.1.2 The Cramer-Shoup Scheme

The following is the general Cramer-Shoup cryptosystem protocol
as defined over a group G: Secret Key: random x1, xo, Y1, Y0, 2 €
Ly

Public Key:

group G; g1,92 #1in G
c = glxngl'z’ d — gly192y2
h = glz.

Encryption of m € G: E(m) = (uy, us, €,v), where

up =g, uy = g2", e = h'm,v = c"d"®, where r € Z, is random,
and

a = H(ui, us,e).
Decryption of (uy,us,e,v):

If v = w1 T uy™ 2 where o = H(uy, us, e),
then m = e/u;”

else "reject”

Theorem 5.1.1. [7] The Cramer-Shoup cryptosystem is secure
against adaptive chosen ciphertext attacks assuming that (1) the
hash function H 1is chosen from a universal one-way family, and

(2) the Diffie-Hellman decision problem is hard in the group G.
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The proof of this theorem can be deduced easily from the same
theorem as applied to our platform semigroup. The only difference
arises from the two experimental facts we use to validate CCA-2
security for our semigroup, whereas for general groups one needs a
more robust proof, which relies the ability to compute inverses in
the chosen platform group (which is also why we needed a different

technique for the proof), see [7] for the full proof.

5.2 A CCA-2 secure cryptosystem using ma-

trices over group rings

In the previous chapter we proposed a public key exchange scheme
using matrices over group rings. The public key exchange proto-
col was essentially the usual Diffie-Hellman, but we used matri-
ces over a group ring of a (rather small) symmetric group as the
platform and discussed it’s security by addressing the Decision

Diffie-Hellman (DDH) and Computational Diffie-Hellman (CDH)

problems for this platform.

In this section we propose using the same platform (although
a smaller subset thereof) and show that a scheme similar to the

Cramer-Shoup scheme is CCA-2 secure. Our adapted protocol is
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as follows:

Secret Key: random x1, To, Y1, Yo, 2 € Zy,

Public Key: 3 x 3 non-identity matrices My, My € M3y3(Z7[S5])
such that M is invertible and

MMy = MMy, h = M~
Cc = M11’1M2£E27 d= MlylMQyQ.

Encryption of a message N € M;s,3(Z7[S5]): Generate E(N) =

(u1,ug,€,v), where

T T
up = My, ug = My,
e=h"N, v=cd",
r € Zy, is random, and a = H(uy,ug,e).

Decryption of (ug,us, e,v): If

— T1t+ay Totay
v=u™M Lo ™? 2
where a = H (uy, us, €), then
N = (ulz)_le

(Note that u, is invertible since M; is chosen to be invertible.)
else "reject”.
Remarks: M, must always be chosen to be an invertible matrix,

whereas M, is just any matrix such that M; M, = MsM;. One
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must also decide what group Z, to use, i.e., n must be specified.
Details for specifications of M;, My and n are outlined in a later

section.

5.3 Adaptive CCA security for matrices over

group rings

We will show by essentially proving Theorem 5.1.1 for our plat-
form , that if for invertible matrices over Ms.3Z7[S5] the DDH
problem is hard, then the previously mentioned cyrptosystem is

secure against adaptive chosen ciphertext attack. That is to say,

Theorem 5.3.1. The Cramer-Shoup cryptosystem using the semi-
group G = M3y377[S5] is secure against adaptive chosen ciphertext
attack assuming that (1) the hash function H is chosen from a uni-
versal one-way family, and (2) the decision Diffie-Hellman problem
s hard in the group G.

Before beginning the proof of the theorem we will need be re-
assured that the following two facts hold with a certain level of

certainty:

1. Given an invertible matrix M € G = M343Z7[S5] and ran-

dom integers a,b and ¢ € N, it is not possible to distinguish



o8

between the distributions generated by (M¢, M® M®) and
(M®, M®, M¢) (DDH assumption)

2. Given an invertible matrix M € G = Mj34377[S5] and a ran-
dom integer a, it is not possible to extract information about
a from M® and M. In other words, the distributions gener-
ated by a random matrix N and M“ are indistinguishable (no

information is leaked when choosing parameters).

We offer the following two experiments as evidence for the plau-
sibility of the above facts. For each of these tests we used invertible
matrices over the group ring Ms.3Z7[S5]. In the first test we chose
a random invertible matrix M (see section 5.3.1) and random in-
tegers a, b and ¢ € N. We chose a and b in the interval [10%2, 10%7)
and c in the interval [10*,10°%) so that ab and ¢ were roughly of
the same size. For each pair of resulting matrices M® and M¢ we
counted the frequency of elements of S5 appearing in each entry.

Repeating this 500 times for randomly chosen M, a, b and ¢, we
obtained a frequency distribution of elements of the group ring in
each entry of the two matrices. From this we created the QQ-plots
for each of the 9 matrix entries. QQ-plots are a quick and easy way
to test for identical distributions, in which case the plots should

be straight lines. As we can see from Figure 5.1, it appears that
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judging by the distributions which are generated via this process
it is not possible to distinguish DH pairs (M¢, M, M) from non-
DH pairs (M®, M° M¢).

QQ Plot of frequency of elements of S5 occuring in entries of M° vs M*®
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Figure 5.1: DDH results for M vs. M¢

For experimental verification of the second fact, we conducted
a similar experiment, i.e., for each of the 500 draws we varied all

parameters N, M and a. We again generated QQ-plots as shown
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in Figure 5.2, and these again show that no information about a

is leaked from publishing M and M*.

QQ Plot of frequency of elements of S5 occuring in entries of M? vs N
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Figure 5.2: Security results for M* vs. N

We are now in a position to prove Theorem 5.3.1. The proof will
proceed in a similar fashion as Cramer-Shoup’s original proof. We
will begin by constructing an algorithm D to attack the DDH as-

sumption. This algorithm relies on a probabilistic polynomial time
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adversary A attacking our scheme, which succeeds with probability
p, Pa(Success) = p. Denote by DH the set of valid Diffie-Hellman
tuples (My, Ms, M7, MJ), and by R the set of all random tuples
(My, My, M3, My). Then the algorithm is constructed as follows:

e D receives input (M7, My, M3, My) from DH or R

e Pick x1,x9,y1,Y2,2 € Z, and a universal one-way hash func-

tion H

The adversary A receives the public key, PK, which is

(M, My, ¢ = MP M3, d = MY MY, h = M, H)

The adversary picks two messages mg, m; and publishes them

D picks b € {0,1} and passes to A
(M37 M47 M?f * My, M§?1+06332Mi/1+0492),

where a = H(M3, M4, M?)Z . mb)

With this information A tries to determine b and returns its

guess b
o If b =V return “DH”, else “R”

The proof is then verifying that this algorithm cannot attack
the DDH problem. It is built from the following three claims.
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Claim 1: |P(D = DH|DH) — P(D = DH|R)| < e. This
claim is trivially true since D is a PPT algorithm and the DDH
assumption holds as verified previously.

Claim 2: P(D = DH|DH) = P4(Success). If we are given a
DDH tuple, then all decryption queries succeed for A. Hence the
output of A will match the choice of b with P4(Success).

Claim 3: |P(D = DH|R) — 1| < e. Since P(D = DH) =
P(A = b), the proof of this claim relies on the proof of two pieces.
We need to show that for all decryption queries where u; = M{*
and uy = M3? with r; # 79, the decryption verification fails with
non-negligible probability. In addition to this, we must also show
that assuming all invalid decryptions fail, the adversary A does
not learn any additional information about z.

We first start with the latter piece. If all invalid decryptions
fail, then the only additional information A receives is when valid
decryptions are performed. Thus, at the onset of the attack A only
has information available that is given to him from PK, namely
h = Mj{. If A submits a valid ciphertext (u},uj,€e’;v’"), where
w, = M, then A obtains that h" = Mfr/. However, based on
the results above, if we denote M = M7, then " = M" and the

distributions of any random matrix N and M" generated by r’ are
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indistinguishable, hence nothing is revealed about z.

Furthermore, from the encryption information passed to A, the
only additional information A has is M3 - m;, which leaves him
with obtaining information from M3 and M7, i.e. solving a Diffie-
Helmann problem, which we assumed was difficult in our scheme
setup.

We are now left with showing that decryption almost always
fails for invalid ciphertexts. Suppose that the adversary submits
an invalid ciphertext, (u},u), €', v") # (u1,ug,e,v). Then we have
the following cases:

Case 1: If (uj,ug,e) = (uj,ub,e’) and v # ¢/, then the hash
values v and o/ will be the same, however decryption will certainly
be rejected.

Case 2: If (ug,u9,e) # (uj,ub,€e') but a = o/, then this means
that A has found a collision in H. But we assumed H was colli-
sion resistant, and since A runs in polynomial time, this can only
happen with negligible probability.

Case 3: If H(uy,ug,e) # H(ujy,u), €'), then we have the fol-

lowing system of equations where we denote by log = log,, and
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] rh
w = log(Ms), and uy = M{*, u}) = M, ug = M3? and ubh, = M,*:

log c =x1 + wxs (5.3.1)
log d =y + wys (5.3.2)
log v =rix1 + wroxs + ariy; + awrays (5.3.3)
log v =r{x1 + wrhze + 'y + ' wryys. (5.3.4)

These equations are linearly independent as can be verified by

looking at

(1w0 O\

0 O 1 w
det = w(ry — 1) (ry — 1) (@ — &)
1 Wry arpy «owrs

r
/ / 1,/ / /
\7’1 wry a'r] « wr2)
The above determinant is nonzero since we are considering bad

decryptions and hence

1 7é 7’,1,7“2 7é T/27Oé 7é O/'

Therefore, almost surely any bad decryption queries of this form
will be rejected.

Thus we have shown from Claim 3 that the adversary A is
unable to correctly determine b given a random tuple, which we

saw is equivalent to our algorithm not being able to distinguish a
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random tuple from a DH tuple when given a random tuple. This
together with Claim 1 shows that our algorithm cannot distinguish
between tuples no matter what the input was. And finally, from
Claim 2, we get that the adversary is unable to attack our scheme

with an adaptive chosen ciphertext attack. ]

5.3.1 Parameters for the Cramer-Shoup-like scheme us-

ing matrices over group rings

In this section we will now address two problems relevant to key
generation in our scheme, namely, (1) how to sample invertible

matrices and (2) how to sample commuting matrices.

Invertible matrices

Sampling invertible matrices can be done in a multitude of ways,
employing various techniques. The first method is to construct a

matrix which is a product of elementary matrices,

MﬁE

where Fj; is any elementary matrix chosen at random from Ms,3(Z7[S5)).
Elementary matrices can be of one of the three types we describe

below.
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A matrix that either switches row ¢ with row j, 7; ;, or multiplies
row ¢ by u, T;(u), or adds u times row j to row 4, 1; ;(u), (note that
u should be an invertible element of Z7[S5]). The general form of

each matrix is given below.

We can then easily compute M ! as
n
1 1
M - H En—i—H
i=1

The drawback of generating an invertible matrix this way is that

we do not have a good grasp of the randomness embedded in this
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process. In particular, how large must n be to generate a truly
random matrix? Given that there are 3 different types of elemen-
tary matrices, does it matter in which order they we construct and
multiply this product and does the number of elementary matri-
ces of each form matter? These are questions that have not been
addressed and may influence the final invertible matrix generated
in unknown ways.

The results in the previous sections are based on a different
method. Instead of the sampling random elementary matrices,
we propose an alternative generation method. We start with an
already “somewhat random” matrix, for which it is easy to com-
pute the inverse. An example of such a matrix is a lower/upper

triangular matrix, with invertible elements on the diagonal:

ur g1 92
M=10 u g3
0 0 Uus

Constructing the inverse of this matrix involves solving a matrix
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equation,
M-M1'=1
ur g1 92 ul_l gs 95 1 00
=10 u g3| | 0 wy' g |=[010
0 0 wug 0 0 wug' 001
= g1 = —u; gruy’

-1 -1 -1 -1 -1
g5 = Uy gilUg g3z — Uy GaUg

-1 -1
g6 = —Uy gsuz -

We then propose taking a random product of such invertible up-
per and lower triangular matrices. Given that these matrices are
by construction more complex than elementary matrices, it seems
reasonable to assume that we arrive at a more uniform distribution
sooner than by simply using elementary matrices. In our experi-
ments we used a product of 20 random matrices, where each term
of the product was chosen randomly as either a random invertible
upper or lower triangular matrix.

As mentioned previously, the benefits of this method are that

inverses are easy to compute and that the chosen matrix already
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has a large degree of randomness built in. In particular, any el-
ement of Zz[S5] can be used off the diagonal, and any invertible
elements of the group ring can be used on the diagonal. These of
course include elements such as nu € Zz[S5], where u € S5 and
n € 4.

Finally, we note that the order of the group GL3Z7[S5] of in-
vertible 3 x 3 matrices over Z;[S;] is at least 10313, Indeed, if we
only count invertible upper and lower triangular matrices that we

described above, then we already have (7 - 120)%(7120)3 ~ 10313

martrices.

Commuting matrices

Now that we have sampled an invertible matrix (M; in our nota-
tion — see Section 5.2), we have to sample an arbitrary (i.e., not
necessarily invertible) matrix Ms that would commute with M.
For a given matrix M; € G, define My = Zle a; M}, where a; €
Zr are selected randomly. Then it is clear that My My = MyM;. A
reasonable choice for k is about 100 as this would yield 71% ~ 10%°

choices for M,, which is a sufficiently large key space.
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Additional Parameters

In the introduction of the Cramer Shoup algorithm adapted to our
group rings we mentioned that we needed to specify the value of n
for Z,,. Based on experiments in our previous chapter we suggest
n ~ 101 This seemed a reasonable choice of exponent since
it both allowed quick computations and ensured that the power a
matrix was raised to could not be obtained via brute force methods
alone.

We additionally use a hash function H in our algorithm as in
the original Cramer and Shoup paper. The only requirements of
H are that it is drawn from a family of a universal one-way hash
functions. This requirement is in fact less stringent than requiring
the hash function to be chosen from a family of collision resistant
hash functions. The latter implies that upon choosing a hash func-
tion H, it is infeasible for an adversary to find two different inputs
x and y such that H(x) = H(y). The weaker notion implies that
upon choosing an input  and drawing a random hash function H,
it is infeasible to find a different input y such that H(x) = H(y).

Again we point out that in their paper Cramer and Shoup also
provide details of their same scheme without requiring the use of

any hash functions. The modified algorithm is only slightly more
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complicated but relies on the same principles and can be applied

to our setup as well.



Chapter 6

Digital Signatures

6.1 Introduction

Digital signature schemes are often cited as one of the most fun-
damental and useful inventions of modern cryptography. Such
signature schemes are already quite widespread today - they are of
particular use in email (see [3]). A common explanation of digital
signatures uses the analogy of a signed letter (message, document,
etc.) from the non-digital world. In this setup a person signs a
document, seals it in an envelope and then mails it to a recipi-
ent. When the recipient receives the envelope they then open and
examine the document. In particular they pay close attention to
the signature, which allows them to verify the authenticity of the
document and that the author was in fact the expected sender of

the envelope.

72
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In a similar fashion a digital signature scheme provides a way
for any particular user to sign messages so that their signatures
can later be verified by anyone else. To be specific, each user
wishing to sign a message creates a matched pair of private and
public signatures for the message (using the signer’s public key).
The person receiving the message can then verify and convince
themselves that the message contents have not been altered since
the message was signed. Furthermore, the signer can not later deny
having signed the message, as no one but the signer possesses their
private key. The recipient can perform the inverse operations of

opening the letter and verifying the signature.

6.2 Ingredients of Digital Signatures

We follow the notation of Goldwasser and Bellare in their MIT
lecture notes (for further reading and definitions see [3]). A digital
signature scheme within the public key framework, is defined as a

tuple of algorithms (G, o, V).

e The key generation algorithm G is a probabilistic, polynomial-
time algorithm which on input a security parameter 1%, pro-
duces pairs (P,S) where P is called a public key and S a
secret key. (We use the notation (P,S) € G(1%) to indicate
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that the pair (P, S) is produced by the algorithm G.)

The signing algorithm o is a probabilistic polynomial time
algorithm which is given a security parameter 1%, a secret key
S in the range G(1%), and a message m € {0, 1}*, produces
as output a string s which we call the signature of m. (We
use the notation s € o(1%, S, m) if the signing algorithm is
probabilistic and s = o(1%,.S,m) otherwise. As a shorthand
when the context is clear, the secret key may be omitted and
we will write s € (S5, m) to mean that s is the signature of

message m.)

The verification algorithm V' is a probabilistic polynomial
time algorithm which given a public key P, a digital signature
s, and a message m, returns 1 (i.e "true”) or 0 (i.e "false”)
to indicate whether or not the signature is valid. We require
that V(P,s,m) = 1 if s € o(m) and 0 otherwise. (We may
omit the public key and abbreviate V (P, s,m) as V(s,m) to
indicate verifying signature s of message m when the context

is clear.)

The final characteristic of a digital signature system is its

security against a probabilistic polynomial time forger.



75

Note that if V is probabilistic, we can relax the requirement
on V to accept valid signatures and reject invalid signatures with
high probability for all messages m, all sufficiently large security
parameters k, and all pairs of keys (P, S) € G(1%). The probability
is taken over the coins of V and S. Note also that the message
to be signed may be plain text or encrypted, because the message

space of the digital signature system can be any subset of {0, 1}*.

6.3 Classical digital signatures

We briefly mention a some of the classical digital signatures, again

following [3].

6.3.1 RSA Digital Signature Scheme

The RSA Digital Signature Scheme is based on the RSA cryptosys-
tem. The public key consists of a pair of integers (n, e) where n is
the product of two large primes, e is relatively prime to ¢(n) ( ¢
is Euler’s totient function). The secret key, d, is chosen such that
ed = 1 mod ¢(n). One signs a message by computing the signa-
ture o(m) = m? mod n. To verify that this is a valid signature one
raises the signature to the power e and compares it to the original

message.
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6.3.2 El Gamal Digital Signature Scheme

The El Gamal Digital Signature Scheme is based on the Diffie-
Hellman key exchange (DHKE) problem, and the difficulty of solv-
ing this problem. Presently, it is suggested that the best approach
to tackling the DHKE problem is to first solve the discrete log
problem. However, it is unknown whether computing a discrete
log is as hard as solving the Diffie-Hellman problem.

The scheme works as follows:

e Public key: A triple (y,p, q), where y = ¢* mod p, where p is

prime and g is a generator of Z.
e Secret key: x € Z such that y = ¢g* mod p.

e Signing: The signature of message m is a pair (r, s) such that

0#r,s#p—1and g" = y"r® mod p.
e Verifying: Check that ¢ = y"r® mod p actually holds.

In order to generate a pair (r, s) which constitutes a valid signa-

ture, the signer begins by choosing a random number k such that
0#k#p—1and GOD(k,p—1) = 1. Define r = ¢g* mod p. Next

xr+ks mod p.

we need to determine an s such that ¢ = y"r* = ¢
Looking at the exponents in this equation we have the relationship

m = zr+ks (mod p—1). Solving this for s yields s = (m—axr)k™!
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mod p — 1. The signature of m is then the pair (r,s). It is obvious
that if an attacker could solve the discrete logarithm problem, he
could break the scheme completely by computing the secret key
x (or y) from the public information. Moreover, care needs to
be taken in choosing the pseudo random number generator, since
if an attacker finds k£ for one message, he can solve the discrete

logarithm problem.

6.3.3 Schnorr Digital Signature Scheme

The Schnorr signature algorithm’s security is is based on the in-
tractability of certain discrete logarithm problems [30]. This sig-
nature scheme is considered one of the simplest digital signature
schemes to be provably secure in a random oracle model. It is both
efficient and allows for the generation of short signatures.

The scheme proceeds as follows:

e Public key: The tuple (q,g,y) where g is a generator of the

X

group GG with prime order ¢ and y = ¢*.
e Secret key: x € Z;.

e Signing: Choose k € Z;, let r = ¢*, e = H(M||r), where ||
denotes string concatenation and H is a cryptographic hash

function. Then set s = k — xe.The signature is thus (s, e).
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e Verifying: Let r, = ¢°y°, e, = H(M||r,). If e, = e then the

signature is verified.

6.4 Non-commutative digital signatures using

non-commutative groups and rings

6.4.1 Braid Groups

Ko, Choi, Cho and Lee in 2002 [20] proposed a digital signature us-
ing braid groups where they assume the conjugacy search problem
is hard, but the conjugacy decision problem is feasible.

To describe the algorithm we will need to work through some of
their definitions. For each particular braid b € B,,, there exists a
canonical representation b = A"mmy - - - m, where A is the funda-
mental braid, 7; are permutation braids and u is an integer. Hence
we can naturally define inf(b) = u,sup(b) = u+1 and I(b) = 1. We
can also use ~ to denote the equivalence relation of conjugacy
among braids. Furthermore, one can define the distance between

two braids x and y as
d(z,y) = min{l(b)|y = b xb}.
Define the super summit set SSS(x) of a braid = by

SSS(x) ={b € B,|b ~ x,inf(b) = maxinf(x), sup(b) = minsup(z)},
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where maxinf(x) is the maximum among infimums of all braids
conjugate to x and minsup(x) is the minimum among supremums

of all braids conjugate to z. Define B,,(I) = {b € B,|0 < inf(b), sup(b) <
l}.

With the notion of a distance we can also define the d—neighborhood

S(z,d) of x in SSS(x) as follows
S(z,d) ={y € SSS(z)|d(z,y) < d}.

Finally, they describe an algorithm which generates a random

braid in S(z,d). The random super summit braid generator
RSSBG(z,d) = (', a),

upon input a braid x and an integer d, outputs a random braid
2’ € S(x,d) and a braid a € B,,(d) such that 2/ = a za.
We can now describe their braid signature scheme:

Key generating algorithm

e Select a braid x € B,(l) such that x € S55(x)

e Choose (2/,a) by running RSSBG(x,d)

e Return the public key p = (z,2'), and a remains secret
Signing algorithm

e Choose (a,b) by running RSSBG(x,d) again
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e Compute h = H(m/||a) for a message m and let 3 = b~ 'hb
and v = b~ taha'b

e Return the signature o = (o, 3,7)
Verifying algorithm
e Compute h = H(ml|a)

e Accept if and inly if « ~ x, § ~ h, v ~ h, a8 ~ xh and

ay ~ 2'h

In 2009 Wang and Hu [34] proposed a new digital signature
based on a non-commutative group. Their signature scheme is
based on the root extraction problem over braid groups.

The information published is the index n of the braid group, an
integer ¢ > 2 and a collision-free one way hash function H. Key
generation involves randomly chosen braids b, ..., bg, r such that b,

and b; commute, for all ¢ and j. The signer computes
o =rbir~t fori=1,..,k

The public key is then (ay, ..., g ), and the private key is (b1, ..., bg, 7).

To sign a chosen message m, the signer chooses a random braid

1

s and calculates H(m) = hy...hg, t = sr™ and

k
u=Ss (H b?’) st
i=1
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The signature for the message m is (u,t).

The verify the signature one computes

k
— hi
v = | |0‘z‘
i=1

and checks that the following equation holds
u® = tot!

They further proved that an existential forgery of the imple-
mentation under no message attack gives a solution to a variation
of the conjugacy search problem; see [34].

We note that in general braid group based schemes are sus-
ceptible to Length-Based Attacks (see [26], [11] and [13]) and as
such may not be suitable as platforms for non-commutative digital

signatures.

6.4.2 Division Semirings

Another example of generating digital signatures over non-commutative
algebraic objects was given by Anjaneyulu, Reddy and Reddy in
2008 [1]. They consider polynomials over non-commutative di-
vision semirings. They assume that the computational Diffie-
Hellman problem is hard in their setup. Additionally their sig-

nature also relies on the difficulty of the Generalized Symmetrical



82

Decomposition (GSD) problem as applied to their rings.

Let R be a non-commutative division semiring, define P, =
{f(a)|f(x) € Z+y[z]}, where a € R. Then the GSD problem ap-
plied here is called the Polynomial Symmetrical Decomposition
(PSD) problem. Ile., given (a,z,y) € R® and m,n € Z, find
z € P, such that y = 2Mx2".

The public information is the tuple (S, m,n, M, H), where S
is the non-commutative division semiring, m,n € Z and H is a
cryptographic hash function which maps the message space M to
S.

Alice publishes (p, ¢, y) where p, g are chosen randomly from S
and y is generated by choosing a random polynomial f(z) € Z~|x]
such that 0 # f(p) € S, and computing y = f(p)"qf(p)".

To generate a signature Alice choses another random h(z) €

Z~o[z] such that h(p) € S and she defines

u = h(p)"qh(p)".
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She then computes

r=f)"HM)uf(p)"
s = h(p)"rh(p)"

a = h(p)"rf(p)"

B =f(p)"H(M)h(p)"
vy = h(p)"H(M)h(p)"

She then publishes (u, s, «, 5,v1) as the signature of the message
M.

Bob verifies this is a valid signature by computing

vy = ay B
He accepts the signature if and only if

u_lvl = 3_102.

The authors propose in their paper that their signature is secure
against data forging of the message and also against existential
forgery. However, upon further inspection we believe that both
these claims may be incorrect. In particular, if we replace a valid
message M with a forged message My, then the signature already
sent would be valid. Although M is used in creating the signa-
ture, it is not needed in verification of the signature. Hence the

verification test will succeed regardless of the message passed.



84

For existential forgery one is required to produce a valid sig-
nature for any message of their choosing. As such, after some
inspection of the private and public keys involved one can easily
choose their own parameters that satisfy their verification algo-
rithm, i.e. the equations are easily solvable for arbitrary choices of

messages and simple parameters.

6.4.3 General Non-Commutative Rings

In order to limit the ability of a third party from verifying the
validity of a signature, Chaum and van Antwerpen [6] introduced
the notion of undeniable signatures. Just as in the construction of
a digital signature, undeniable signatures depend on the signer’s
public key in addition to the message being signed. However, ver-
ification can only be achieved by interacting with the legitimate
signer through a confirmation protocol.

Additionally, this method allows the signer to deny the signa-
ture. In particular, if the signer refuses to deny, or fails to deny
the signature, then the signature is assumed to be legitimate. Fur-
thermore, as the signer’s cooperation is required for verification
of the signature they are protected from verification attempts by

unauthorized third parties.



Chapter 7

A Non-Commutative Digital
Signature

7.1 Introduction

We will proceed to define a new non-commutative digital signa-
ture which has some advantages over existing schemes following
our work in [16]. The signature draws elements, from amongst
other sources, the Diffie-Hellman key exchange and the Schnorr
digital signature. The novelties of the signature allow once to
chose any infinite non-commutative group for which the conjugacy
search problem is infeasible as the platform group. Furthermore,
we propose that both existential and data forgery are not possible
with this signature, with the caveat that periodically one may have

to update and change their public key.

85
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7.2 A new non-commutative digital signature

Let G be an infinite group, which is finitely presented with ex-
ponential growth rate, such that the search conjugacy problem is
exponential in time. In this signature we use f to represent a
simple mapping function f : G — {0, 1}*, which maps our group
to some binary representation that can be digitally encoded. We
will also be using a collision-free hash function H which maps into
G. We note that for our algorithm Alice’s public key will have
to be updated/changed periodically depending on the number of

messages she transmits.

e Setup The signer, Alice, chooses a group element g, a private
key s € G and an integer n € N. Here we require n =
H;Zl p;*, where py, are prime and e, € N. She then computes
xr = ¢ and publishes . Note, when exponentiating with
an element of h € G we are representing conjugation, g" =

h~'gh. Furthermore, the centralizer of g should be trivial.

e Key generation: The signer wishes to sign the message m.
She picks ¢t uniformly at random from G, a random factoriza-

tion of n = n;n;. and computes the key y = g™’
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e Signature: To generate the signature o compute the follow-

ing:

h = H(ml||f(y))

a=tshy

Alice then publishes her signature o = (y, @, n;) and the mes-

sage m.

e Verification: To verify the signature compute b’ = H(m/||f(y)).

The signature is valid and accepted if and only if
ynja _ xh’y

7.3 Security Analysis of the Signature Protocol

We note that some of the security of this algorithm is achieved
by using elements of Schnorr’s digital signature for commutative
groups. In particular, the use of string concatenation and a hash

function were borrowed from this scheme.

7.3.1 Completeness

Assume we are given a valid signature generated by Alice (y, a, n;),
and the public key z. It is trivial to check that Bob will always

accept the signature as valid following the verification algorithm.
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First Bob computes ' = H(m||f(y)) = h. He then must verify
the equality y™® = 2"V, The left hand side yields

s

y Jo ynjt_lshy

nin;tt~'shy — nshy _ l’hy

=9 9

As h/ = h the equation is valid, hence the protocol is complete.

7.3.2 Data forging

Suppose that the forger Eve replaces a valid message which was
signed, m, with a forged message, m;. When Bob computes b’ =
H(my||f(y)) # H(m||f(y)) = h he wont be able to verify that
Yy = g % ™. This equation in general doesn’t hold unless
there is a collision in the hash function for the particular choices
of (m,y, f), which is unlikely given our assumptions about H.
Alternatively for this equation to hold Eve would have to be able
to generate a forged message m’; which produces " = H(m/|| f(y))
such that the following is valid y™® = z*"Y. This is a difficult task
as this then involves existential forgery, which we discuss in the
next section. Furthermore, the message Eve signs m’Ji will likely
not have any valid interpretation as it was chosen in order to satisfy

the equation and not the other way around.
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7.3.3 Existential Forgery

Assume now that Eve wishes to sign a forged message my. She
must then find a method to generate a valid signature without
knowledge of the secret keys Alice has been using. To be precise
she needs to produce o = (y;, ay, n;j,) which passes the verification
algorithm. This is where it is crucial that one incorporates the
exponent n into the algorithm. For if n = 1 then the verification
step reads
Y = 2 - yﬂh’y R — - yﬂ — 7.

Hence, choosing 8 determines y, which in turn gives us h and thus
«. Combining all this yields an existentially forged signature for
any msg.

Repeating the above calculation in our case (n # 1) yields
yif = .

In order to solve this equation y, 8 and n; must be determined. A
priori it is not clear how this may be done. One may proceed by
choosing 2 of the 3 unknowns and solving for the third.
Assuming one follows this method, if 5 is the last parameter left
to be determined, then we must solve a CSP problem, which we
assumed to be difficult for our given platform group. Thus it seems

that one must first choose # and one of the remaining parameters.
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Suppose we decide to choose n; next, thus we need to solve
g ="

for y. In this case however we are not generally guaranteed a
solution to this equation, as this would imply both, the existence of
and the ability to, compute n//' roots in the underlying group. This
is neither computationally feasible nor guaranteed if the platform
group is chosen appropriately.

Hence it seems we are forced to choose both § and y first. We
are now tasked with solving a DH problem which may or may not
have a solution and as we have already discussed, and additionally
is assumed to be computationally hard.

Based on the above analysis we believe that existential forgery of
this protocol is not possible, unless one already knows a particular
root of x. It is here where the need for a composite n is necessary.
It turns out that some roots of x can in fact be computed once
Alice has sent out a message and its signature. In effect, one can
determine an ng-h root of z by computing y®¥ .

In order to hinder Eve from forging a message using an already
used and published n; Alice needs to keep a public list updated

with the n;’s she has used thus far. She could for example update

and publish this list after every time she signs a message. Thus, if
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we receive a message with an n; which has already been used then
we know it can not be from Alice.

Another option is an adaptive chosen ciphertext attack, where
Eve gets to submit messages of her choosing for signing. Again
this method of attack is unlikely to succeed as the most Eve will
obtain is a distribution of ¢~!s, which is random and should yield
no information about s nor ¢. Via this attack method Eve will
be receiving information about n as well (she will be receiving
various divisors of n), however, as suggested before, Alice should
periodically update her secret keys. For example, once Alice has
exhausted a small list of factorizations we recommend switching
to a new x and n. This switch can be prolonged if careful choices
are made in the factorization of n. In particular we can specifically
choose not to include certain prime factors of n when choosing the
integers n; that are published. Or one might possibly also restrict

the size of the exponents for the primes used in when choosing n;.

7.3.4 Soundness

An additional method of breaking the security of this protocol
requires the eavesdropper to recover s, t or n. Since neither g nor

n were ever published, nor were they needed, there isn’t a clear
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method of starting a CSP attack. One would either have to be able
to attack the random algorithm which generates £ and hence obtain
information about ¢~ 's, or there would have to be some method of
attacking the hash function. Thus it appears that the security of
this signature generation protocol relies on the appropriate choice
of a hash function and the method by which one generates random
group elements. We additionally note that care must be taken as
to how the elements are transmitted. Since an eavesdropper can
always read back s~'t from the publicly available information, for
all random ¢, we must ensure that s~ 't doesn’t leak any information

about s.

7.4 Proposed Platforms

As for most digital security schemes the choice of a platform group
is a huge part of the security and success of the protocol. For
this particular digital signature we obviously need to use platform
groups for which the Conjugacy Search Problem is hard. Such non-
commutative groups have been discussed in [25]. In particular, any
group which has been deemed secure against Length Based Attacks

and other attacks may be used. In lieu of this, we advocate using
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polycyclic groups as they have been previously proposed for cryp-
tography in [9], [14] and [15]. Furthermore, Garber, Kahrobaei and
Lam in [12] have carried out some experiments which show that
well-chosen polycyclic groups, with high Hirsch length, are secure
against length based attacks. For a survey on non-commutative

group-based cryptography see [10] and [25].
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