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Abstract
A NEURAL NETWORK MODEL FOR TRAFFIC MANAGEMENT IN
BROADBAND NETWORKS
by
Ahmed Abd El _Hameed Tarraf
Advisor: Professor Tarek Saadawi

Co-advisor: Professor Ibrahim Habib

Asynchronous Transfer Mode (ATM) Broadband networks support a wide range of
multimedia traffic (e.g. voice, video, image, and data). This research presents a novel
framework for traffic management at the cell level using Neural Networks {(NNs). Our
new approach incorporates bank of NNs for traffic characterization and description,
another NN system for traffic enforcement, and finally a reinforcement learning-based
NN to provide a rate-based feedback access control. The NN traffic description method
presents a novel approach to characterize and model the multimedia traffic. A bank of
backpropagation NNs is used to characterize and predict the time bit-rate variations of
the multimedia packet’s arrival process. The NN traffic enforcement system includes
two policing mechanisms: one is the "Neural Network Traffic Enforcement Mechanism
(NNTEM)", the second is the "Reinforcement Learning Neural Network Controller”.
Both mechanisms do not rely upon the policing of simple parameters such as mean bit-
rate, peak bit-rate, or burst duration, but rather an elaborate and very accurate policing
of all higher-order moments via the probability density function (pdf) of the traffic. The
rate-based feedback control is applied at the access node of the network and is

implemented by the reinforcement learning method which, also, ensures an optimal
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control approach. The algorithm utilizes a feedback controt signal to throttle the peak bit-
rate of the arrival stochastic process to the input statistical multiplexer. The feedback
control signal is produced (using the NN controller) such that the system performance
is maximized. The system performance is defined in terms of the buffer overflow and
the coding rate of the input source(s). The results of our new approach show that it is
extremely effective in controlling and managing the ATM multimedia traffic when

compared (o existing methods such as Leaky Bucket and other window-type mechanisms.
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I. Introduction

The hopes of carrying out a high speed network in the near future has been pinned to the
rising star of Asynchronous Transfer Made (ATM). The ATM technique has been
recommended by the CCITT as the transport vehicle for the future Broadband Integrated
Services Digital Networks (B-ISDN) [1]. These networks are designed to provide
multimedia traffic services. These services have wide range of both traffic characteristics
and demands ( Quality of Services (QOS) requirements).

The ATM solution provides the flexibility to integrate the transport of services
with a wide range of bandwidth requirements by assigning fixed-length cells to virtual
connections on an "as needed basis”. ATM also provides the potential to obtain improved
bandwidth efficiency through the statistical muitiplexing of variable bit-rate (VBR), or
bursty traffic streams. In ATM networks, cells from different connections are
multiplexed or switched using common fabrics independent of the connections’
characteristics and demands. This chapter presents an introduction to the traffic

management in broadband networks using Neural Networks (NNs).

1.1 Introduction to Neural Networks

A Neural Network is a parallel, distributed information processing structure consisting
of processing elements (PEs) (neurons) interconnected via unidirectional signal channeis
called connections. Each processing element (PE) has a single output connection that

branches (fans out) into as many collateral connections as desired; each carries the same
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signal the processing output signal. The processing element output signal can be of any
mathematical type desired. the information processing that goes on within each
processing element can be defined arbitrarily with the restriction that it must be
completely local; that is, it must depend only on the current values of the input signal
arriving at the processing element.

The structure of the NNs makes them non-algorithmic, massively paraliel
comouting devices. They do not require the laborious programming needed to break a
problem down into a form suitable for parallel processing. Indeed, a NN cannot be
programmed. Instead it is trained by exposing it to a specified data set of information
environment, which enables its self-organizing and learning capabilities to produce a
desired goal.

There are two operation phase in NN information processing. They are learning
phase and retrieving phase. In the training phase, a training data set is used to determine
the weight parameters that define the NN model. This trained model then will be used
later in the retrieving phase to process real test patterns and yield classtfication results.
Learning Phase: A salient feature of NNs is their learming ability. They learn by
adaptively updating the weights that characterize the strength of the connections. The
weights are updated according to the information extracted from (new) training patterns.
Usually, the optimal weights are obtained by optimizing (minimizing or maximizing)
certain "energy” functions. For example, a popular criterion in supervised learning is to
minimize the least-squares-errors between the desired output value and the actual output
value.

Retrieving Phase: Various nonlinear systems have been proposed for retrieving desired

or stored patterns. The results can be either computed in one shot or updated iteratively
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based upon the retrieving dynamics equations. The final neuron values present the output
to be retrieved.

The NNs are commonly categorized in terms of their corresponding training
algorithms: fixed-weights networks, supervised networks, and unsupervised networks.
There is no leaming required for the fixed-weights networks, so a learning model is
supervised or unsupervised.

Supervised Learning Rules: Supervised leaming requires the pairing of each input pattern
with a targel pattern representing the desired output, together these are called tramning
pair. Usually a network is trained over all a number of such training pairs. An input
pattern is applied, the output of the network is calculated and compared to the
corresponding target pattern, and the difference (error) 1s fed back through the network
and weights are changed according to an algorithm that tends to minimize the error, The
patterns of the training set are applied sequentially, and errors are calculated and weights
adjusted for each pattern, until the error for the entire training set is at an acceptably low
level.

Unsupervised Learning Rules: unsupervised learning requires no target pattern for the
outputs, and hence, no comparisons to predetermined ideal responses. The training set
consists solely on input patterns. The learming algonthm modifies network weights to
produce output patterns that are consistent, that is, both application of one of the training
patterns or application of a pattern that is sufficiently similar to it will produce the same
pattern of the outputs. The tramning process, therefore, extracts the statistical properties
of training set and groups similar patterns into classes. Applying a pattern from a given
class to the input will produce a specific output pattern, but there is no way to determine

prior to training which specific output pattern will be produced by a given input pattern
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class. Hence, the output of such a network must generally be transformed into a
comprehensible form subsequent to the training process. This does not represent a serious
problem. It is usually a simple matter to identify the input-output relationships established
by the network.

From an application-driven perspective, one can explore neurai networks’
strengths in nonlinear, adaptive, and parallel processing. NNs have found many
successful applications in computer vision, signal/image processing., speech/character
recognition, expert systems, medical image analysis, remote sensing, robotic processing,
industrial inspection, and scientific exploration. The application domains of NNs can be
roughly divided into following categories: association/clustering/classification, pattern
completion, regression/generalization, and optimization.

Neural networks were proposed to solve some control probtems [2].[3].
Applications to the communications networks control were reported in [4],[5]-{7].
However NNs have not been used in the context of multimedia traffic modeling and
characterization. In this research, a three-layered backpropagation NN is used to
characterize and predict non-renewal type processes. NNs based on backpropagation
algorithm, can learn a nonlinear relation between many variables. These networks have
been used in a number of deterministic and stochastic problems [8], [9]. It has been
found that these nctw?rks perform well in most cases with accurate results.

Backpropagation networks have basically three layers, referred to as input layer,
hidden layer(s), and output layer. Each layer contains a number of processing elements
(PE), and is fully connected to the next layer. The input data vector is presented via the
input layer which fans out the input data without making calculations. The data flows

along the connections toward the hidden layer(s) and the output layer. The final result
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of this operation is that the input data vector is transformed (mapped) into some
corresponding output vector at the output layer. Each PE in a hidden or output layer has
a connection from each PE in the preceding layer. Associated with each of these
connections is an adaptive weight. The output of a PE in a hidden or output layer 1s
calculated by applying an activation function to the weighted sum of the input to that PE.
Various activation functions such as S-shaped functions (sigmoid) and bump function
(Gaussian), [9] are available.

During the learning phase of operation, the actual output data vector is compared
1o the desired output data vector, and the errors between these two vectors are calculated.
The error values are then used to calculate the new wetghts for all output and hidden
layers PEs and thereby reduce the error in the network output. This process is repeated
until the mapping from the input vector to the output vector has been trained to the
desired accuracy. The idea is to find a set of weight values that result in maximum
accuracy and minimum error. The error criterion used by backpropagation networks is

the Mean Squared Error (MSE) [10].

1.2 ATM Traffic Management

Performance requirements during the information transfer phase of a connection can
range from stringent cell delay vanation for delay-sensitive services (such as voice and
video) to stringent cell loss probability for loss-sensitive services (such as data files
transfer). In managing the wide range of traffic types and performance requirements, the

key challenge is the equitable and efficient allocation of network resources. The network
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provider may, of course, wish to accept any and all connection requests. However, the
network provider also has the responsibility to ensure that the admission of a new
connection does not adversely affect the performance of other connections sharing those
network resources.

Therefore, traffic management functions are required to ensure that enough
resources and satisfactory performance are provided to all accepted connections. This
capability is relatively simple to implement if the utilization of the network resources,
such as bandwidth, is not a concem. In this case, non statistical multiplexing (i.e.,
deterministic multiplexing) can be deployed, meaning that sufficient resources will be
reserved to support each connection’s peak bandwidth requirements. If the network
provider is striving for increased network utilization through statistical multiplexing,
additional traffic control functions must be considered. The challenge then is to design
effective traffic management algorithms that allow reasonable utilization of network
resources, while also remaining simple, easy to implement and robust to evolving ATM
traffic characteristics.

Hence, the primary role of the traffic management is to protect the network and
the user in order to achieve network performance objectives. An additional role is to
optimize the use of network resources.

The objectives of the traffic management for B-ISDN are as follows:

- The traffic management should support a set of Quality of Service (QOS) classes
sufficient for all foreseeable B-ISDN services.

. The traffic management should minimize network and end-system complexity

while maximizing network utilization.

To meet these objectives, the following functions form a framework for managing
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and controlling traffic in ATM networks and may be used in appropriate combinations

[11}, see figure (1.1).

- Network Resource Management (NRM): Provisioning may be used to allocate
network resources in order to separate traffic flows according to service
characteristics.

* Connection Admission Control (CAC) is defined as a set of actions taken by the
network during the call set-up phase in order 10 determine whether a virtual
channel connection (VCC)/virtual path connection (VPC) request can be accepted
or should be rejected.

* Feedback controls are defined as the set of actions taken by the network and by
the users to regulate the traffic submitted on ATM connections according to the
state of the network elements.

* Usage Parameter Control (UPC) is defined as the set of actions taken by the
network to menitor and control the traffic, in terms of traffic offered and validity
of the ATM connection, at the user access. lts main purpose is to protect network
resources from malicious as well as unintentional misbehavior, which can affect
the QOS of other already established connections, by detecting violations of
negotiated parameters and taking appropriate actions,

- Priority Control: the user may generate different priority traffic flows by using
the Cell Loss Priority bit. A network element may selectively discard cells with
low priority if necessary to protect as far as possible the network performance for
cells with mgh priornity.

- Traffic shaping mechanisms may be used to achieve a desired modification of the

traffic characteristics.
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As a general requirement, it is desirable that a high level of consistency be
achieved between the above traffic management functions,

The QOS is defined by a set of parameters such as delay, delay variability (jitter),
and Cell Loss Rate (CLR). A user requests one ATM QOS class from the QOS classes
that a network provides. The requested QOS class ts a part of the traffic contract. The
network commits to meet the requested QOS as long as the user complies with the traftic
contract.

Most of traditional implementation methods of the traffic management functions
are based upon the results obtained from analytical performance evaluation such as
queuing models. A major shoricoming of the currently available queuing models is that
only steady-state results are tractable and consequently, any traffic management function
tailored on the basis of such models can ensure optimal performance onty under steady-
state conditions. However, performance control methods that dynamically manage traftic
flows according to changing network conditions require understanding of dynamics.
Furthermore, in these models, hypotheses concerming the detailed knowledge of systems
under study can seldom be justified in reat-life.

This research presents an adaptive traffic management model using Neural
Networks (NNs) which can meet the foregoing requirements of the ATM traffic
management. This research is motivated by applying the powerful apparatus of NNs to
traffic management problems. The potential benefits expected from using Neural
Networks for traffic management are:
1-Adaptive leaming, detatled description and mathematical understanding about the
underlying network to be controlled are not required as a NN can learn from

observations or examples during the course of network operation.
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2- High computation rate due to the massive parallelism of the hardware implementation
of NNs.

3- Generalization on learning, a NN has the ability to generalize learning to what has
never been seen. This particulariy useful for learning a dynamic environment for traffic
management in ATM networks where observations may be incomplete, delayed or
partially available.

4- High degree of robustness or fault tolerance due to the nature of distributed

processing.

1.3 Neural Network Model for Traffic Management in ATM Networks

In this research, we have introduced a solution for the ATM traffic management using
NNs which can automatically adapt 1o new network situations. The block diagram of the
proposed ATM traffic management using NNs ts shown in figure (1.2). As tllustrated in
the figure, NNs are applied to the call level control tunctions such as connection
admission control (CAC) because their abilities to learn nonlinear functions with many
inputs and outputs allow prediction of QOS from observed traffic and, hence, the choice
of the optimal control values. NNs are, also, applied to the cell level control functions
such as traffic measurements, traffic enforcement (policing) and rate-based feedback
congestion control at the access to the network. Moreover, the NNs are expected to be
applied to the network control functions such as optimal link capacity assignment and
dynamic routing because of their ability to solve optimization problems. NNs could

approximate the complicated input-out reactions by selecting significant inputs and
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deriving feature parameters from input data autonomously. Thus, a controller employing
NNs would be very efficient when used in an ATM network by learning the changing
characteristics of the traffic. Moreover, the training of many NNs interconnected to each
other is expected to be able to integrate alt control levels from the bottom up to the
network control level.

This research is primarily concerned with appiying NNs to the cell level control.
Qur contributions are several: 1) First, we have proposed a new traffic description tool
using NNs. We will prove that the NN descriptor does, in tact, predict the time bit-rate
variations of all types of multimedia traffic. Hence, it is possible to design new
congestion control algorithms that can avoid congestion by pre-allocating the necessary
resources {(bandwidth and butfers). 2) Next we provide a new traffic enforcement
algorithm, also, based upon the use of NNs, We will also prove that our algorithm is
capable of providing the maximum policing function via the policing of not only first-
order moments but also all higher order moments of the traffic. This is made possible
by policing the pdf of the tratfic. 3) Finally, we apply NNs to the problem of providing
the optimal control of potential congestion arising in the access node statistical
multiplexer buffer.

In the rest of this section we survey both the call ievel and the cell level control
functions and the proposed NNs solutions. We start with the traffic measurement and
prediction because of its importance in determining the parameters that specify different

traffic patterns.



1.4 Traffic Measurement and Description

Any traffic management function must make use of the information, in terms of traffic
parameters, that passes across the User Network Interface (UNI). Traffic parameters
describe the traffic characteristics of an ATM connection. For a given ATM connection,
traffic parameters are grouped into a source traffic descriptor, which in tumn is a
component of a connection traffic descriptor [11].

Traffic Parameters:

A traffic parameter is a specification of a particular traffic aspect. It may be
quantitative or qualitative. Traffic parameters may for example describe peak cell rate,
average cell rate, average burst length, and/or source type (e.g., data terminal,
telephone, video phone, etc..).

ATM Traffic Descriptor:

The ATM traffic descriptor is the generic list of traffic parameters that can be
used to capture the traffic characteristics of an ATM connection.
Source Traffic Descriptor:

A source traffic descriptor is a subset of traffic parameters belonging to the ATM
traffic descriptor. It is used during the connection set-up phase to capture the intrinsic
traffic characteristics of the connection requested by a particular source. The set of traffic
parameters in a source traffic descriptor can vary from connection to connection.
Connection Traffic Descriptor:

The connection traffic descriptor specifies the traffic characteristics of the ATM

connection at the UNI. The connection traffic descriptor is the set of traffic parameters
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in source traffic descriptor, the Cell Delay Vanation (CDV) tolerance and the
conformance definition that is used to unambiguously specify the connection traffic
descriptor 10 allocate resources and to derive parameter vatues for the operation of the
UPC. The connection traffic descriptor contains the necessary information for
conformance testing of cells of the ATM connection at the UNI.

Any traffic parameter and the CDV tolerance in a connection traffic descriptor

should fulfill the following requirements:

* be understandabie by the user or terminal equipment; conformance testing should
be possible.
* be useful in resource allocation schemes meeting network performance

requirements
* be enforceable by the UPC.

These criteria should be respected since users may have to provide these traffic
parameters and CDV toierance at connection set-up phase. In addition, these tratfic
parameters and CDV tolerance shouid be useful to the CAC algorithm so that network
performance objectives can be maintained once the connection has been accepted.
Finally, they should be enforceabie by the UPC in case of non-compliant usage in order
to maintain the network performance.

Traffic Contract Specification:

A traffic contract specifies the negotiated characteristics of a connection at a UN!L. The
traffic contract at the UNI will consist of a connection traffic descriptor and a requested
QOS class. It also will include the definition of a compliant connection. The connection
traffic descriptor consists of all parameters and the conformance definition used to

specify unambiguously the conforming cells of the ATM connection, i.e.:
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* The source traffic descniptor (e.g., peak cell rate, average cell rate and average
burst length)

* The CDV tolerance

Traffic Contract Parameter Specification.

* Peak cell rate is a mandatory traffic parameter in any source traffic descriptor.

* The cell loss rate and QOS class must be explicitly specified in the connection-
establishment SETUP message.

* The cell delay variation tolerance is a mandatory parameter in any connection traffic
descriptor.

Peak Cell Rate.

The peak cell rate traffic parameter specifies an upper bound on the traffic that
can be submitted on an ATM connection. Enforcement of this bound by the UPC allows
the network operator to allocate sufficient resources to ensure that the network
performance objectives (e.g. for cell loss rate) can be achieved.

Average cell rate:

The average cell rate is an upper bound on the conforming average rate of an
ATM connection. Enforcement of this bound by the UPC could allow the network
operator to allocate sufficient resources, but less than those based on the peak cell rate,
and still ensure the performance objective can be achieved.

Cell Delay Variation Tolerance:

ATM Layer function (e.g. cell multiplexing) may alter the traffic characteristics
of ATM connections by introducing cell delay variation. When cells from two or more
ATM connections are multiplexed, cells for a given ATM connection may be delayed

while cells of another ATM connection are being inserted at the output of the
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multiplexer. Consequently with reference to the peak emission time T (i.e., the inverse
of the contracted peak cell rate), some randomness may affect the inter-arrival time
between consecutive Virtual Path Connection (VPC)/ Virtual Channel Connection (VCC)

cells as monitored at the UNL. The upper bound on the "clumping” measure is the CDV

tolerance.

[.5 Neural Networks Traffic Measurements

Variable Bit-Rate (VBR) sources produce multimedia traffic that possess high bit-rate
fluctuations over relatively short time periods. This traffic is highly bursty and correlated
in the sense that its interarrival time has a squared coefficient of variations C? (which is
the ratio of the variance to the square of the mean value) that is higher than that of the
simple uncorrelated Poisson process. For example, it was shown in [12] that the value
of C?is 18.1 for the packet arrival process due to a single voice source, which is very
large considering that of a Poisson process which has C? = 1, It was also observed that
over short time intervals, the superposition process of M voice sources does look like a
Poisson process (provided that M is large enough M > 120), however over long time
intervals, positive correlations exist amoag the successive packet interarrivals. The
cumulative effect of these correlations causes the process to substantially deviate from
the Poisson process.

In general, the traffic can be characterized by a point process {13]. It is essential,
in ATM networks, to provide efficient admission control and traffic enforcement

techniques in order to avoid serious congestion problems. These techniques require
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specific knowledge of the statistical-behavior of the input traffic declared via its traffic
descriptors [14],{15]. Parameters such as peak bit-rate, average bit-rate, and burst length
(which is the duration of the peak bit-rate) are often used as a simple set of parameters
that can be used to characterize the multimedia traffic [15],[16]. More complicated
second-order time domain parameters (e.g. IDC, IDI, ...etc.) are also used to fully
capture the burstiness and the correlations properties of the arrival stochastic process
especially those of VBR video and voice sources [17]. Mathematical models such as
Continuous Time Markov Chain (CTMC), Semi Markov Modulated Process (SMMP),
and Markov Modulated Poisson Process (MMPP) [ 18] are used to characterize and model
the traffic with many approximations that limit their efficacious. Traffic characterization
using simple parameters often ignores most of its important correlations and burstiness
properties. Hence, leading to the definition of incorrect UPC parameters, that could
seriously advert the network performance [19]. The performance of the UPC function
can be improved by using more sophisticated parameters that police the probability
density function (pdf) of bit-rate of the source [20},[21]. Unfortunately in most cases, this
pdf can not be described by a known mathematical modei.

Moreover, almost all traffic management and enforcement mechanisms are based
upon the assumption that the user must explicitly declare the UPC parameters (such as
the peak and average bit-rates). In practice, this assumption is impossible to meet since
the user, in most cases, have no explicit knowledge of the connections’ traffic statistics.
Therefor it is unrealistic to implement any mechanism based upon such conjectures. The
practical and more realisiic approach is to design a traffic measurement tool that will
measure the traffic parameters in real-time. However such tools will not be able to

compute second-order moments in real-time. Another aiternative to mathematical
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approaches is to employ NNs which is the subject of our contribution.

We have introduced a novel approach to this problem by using NNs [22].[23].
NNs can characterize and predict the bit-rate vanations of complex stochastic processes
using simple parameters such as the number of cell arrivals within a certain time period
(count process). The traffic prediction is achieved as the NN learns the actual pdf of the
traffic via the count process which keeps track of the number of cell arrivals in a fixed
time interval. The traffic measurement function shown in figure (1.2) involves a
backpropagation neural network which is used to characterize and predict the statistical
variations of the packet arrival process resulting from the superposition ot N packetized
video sources and M packetized voice sources. The NN is trained to characterize (and
predict) the arrival process over a fixed measurement period of time based upon sampled
values taken from the previous measurement period. The duration of each sample is
chosen such that the correlation properties of the arrival process are captured. The
reported results show that the NNs can be successfuily utilized to characterize the
complex non-renewal process resulting from the aggregate video-packet and voice-packet
arrival processes with extreme accuracy. Hence, NNs have an excelient potential as
traffic descriptors in admission control and traffic enforcement functions in ATM

networks.

1.6 Conneciion Admission Control

Connection admission control is defined as the set of actions taken by the network at the

call set-up phase in order to establish whether a virtual channel connection or a virtual
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path connection can be accepted or rejected. The information contained in the traffic
contract will be accessible to the CAC function. On the basis of connection admission
control in an ATM based network, a connection request is accepted only when sufficient
resources are available to establish the connection through the whole network at its
required QOS while maintaining the QOS of existing connections.

For each connection request, the CAC function will be able to derive the following

information from the traffic contract:

* Values of parameters in the source traffic descriptor
N The requested QOS class

* The value of the CDV tolerance

* The requested conformance definition

Connection admission control makes use of the derived information and the network
operator’s definition of a compliant connection to determine:

* whether the connection can be accepted or not;

* traffic parameters needed by the UPC;

" routing and allocation of network resources.

1.7 Neural Networks for Connection Admission Control

This section describes the NN connection admission control function shown in figure
(1.2). Here are two NNs connection admission control methods: leaming control method

and hybrid admission method.



[.7.1 Learning Control Method for Admission Control

In the learning control method for the admission control [4], a NN creates a decision
function by learning the behavior of the operating multiplexer. The shape of the function
is expected to be correctly modified when the characteristics of the multiplexed calls
change. Control accuracy will also improve as the NN gains experiences.

The controller uses a 3-layered fully connected NN with backpropagation. Input
signals to the NN will be the observed multiplexer status (such as cell arrival rate. cell
loss rate, call generation rate, trunk utilization rate, number of connected calls) and the
declared parameters contained in a call set-up request (such as average bit-rate and bit-
rate fluctuation of the call and holding time). Also a history of the past observed status
will be input to the NN in parallel format when the sequence of the data is expected to
contain significant information. Output signals are the predicted service quality
parameters and the decision values for acceptance or rejection (such as predicted values

of cell arrival rate and cell loss rate, and the cell rejection rate)

1.7.2 Hybrid Admission Control

The hybrid admission control [24] method defines a subroutine of CAC called link
admission control (LAC), which is performed at each node along the network path
connecting the source and destination node. The purpose of LAC is to establish whether
the link can accept a new connection request or it shouid be rejected. The hybrid
admission control method uses the NN to improve the link bandwidth efficiency. The

scheme comprises a supervised multi layer perception (MLP), combined with a tractabie
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analytical approximation.

A NN is used to implement an accurate performance modet. The multi perception
is trained to recognize the nonlinear relationship between a link state vector and a QOS
measure calculated by the heterogeneous fluid flow model. The link state vector contains
statistical measures of the requested aggregate link traffic and is computational easy to
obtain. The link state vector may be based on user-provided traffic descriptor or on

traffic measurements that reflect actual user charactenstics,

1.8 Usage Parameter Control

Usage parameter control is defined as the set of actions taken by the network to monitor
and control traffic in terms of traffic offered and validity of the ATM connection, at the
user access. lts main purpose is to protect network resources from malicious as will as
umintentional misbehavior which can affect the QOS of other already established
connections by detecting violations of negotiated parameters and taking appropriate
actions.

UPC Requirements

The operation of the UPC mechanism, utilized by a network operator, will not violate
the QOS objectives of a compliant connections. A number of desirable features of the
UPC algorithm can be identified as follows:

* capability of detecting any non-compliant traffic situation.

* selectively over the range of checked parameters (i.e., the algorithm could

determine whether the user’s behavior is within an acceptable region).
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* rapid response time to parameter violations.

* simplicity of implementation.

1.9 Neural Networks Policing Mechanisms

Due to the absence of a channel structure in ATM-based networks, the user’s traftic can
easily overwhelm the network resources leading to serious congestion problems. Traffic
enforcement (policing) is required to control the user's traffic to an agreed "contract”
determined at the call set-up phase. The policing mechanism controls the traffic via a set
of user declared descriptors or parameters such as the peak bit-rate, mean bit-rate, and
the burst duration. These parameters are also used by the connection admission control
(CAC) algorithm that decides to accept a new connection on the link if the required
QOS is guaranteed for the new connection while maintaining the QOS of the existing
connections. Hence, at the call set-up phase, a traffic contract is "agreed-upon” between
the network and the user. According to that contract, the CAC algonthm maintains a
specific QOS for the user's connection as long as the user does not violate his contractual
parameters that characterize the traffic. 1t a violation of this contract (either caused by
a malfunctioning terminal or due to a deliberate attempt by the user) is detected, the
policing mechantsm will enforce the original contractual parameters by an appropnate
action. This action can be either cell-dropping [25] or throttling the source bit-rate [26].
The policing mechanism must fulfill the following requirements:
1-1t must be capable of detecting and taking a swift controi-action, whenever a violation

occurs, on real-time basis.
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2-It must be simple, and cost effective to implement in hardware.

3-1t must be transparent for connections that respect the traffic contract and take no
policing actions on their cells. On the other hand, it should act on all cells violating the
contract in order to confine the traffic to its contractual agreement.

4-1t must have a short dynamic reaction time (which is measured by the delay from the
instance a violation occurs till it is detected) in order to avoid the flooding of the
relatively small buffers in the network by violating cells.

To meet these somewhat conflicting requirements, several policing mechanisms
have been proposed, such as the leaky bucket [27]-[29], source rate throttling [30],
window mechanisms [20].{31}, and several others (see [32],[33] and the many references
there-in).

In summary, any policing mechanism can be classified into a measuring
algorithm, that monitors the traffic parameters to be policed (UPC parameters), and an
action to be taken when these parameters are violated. Several options exist for the
choice of the policed parameters. For example, one mtght consider a set of parameters
such as peak and mean bit-rates. One might, also, choose a set such as the maximum
number of cells (X) that can arrive in certain time interval T. There are two conflicting
factors that influence the choice of the UPC parameters: 1) The set must be simpie
enough, such that it can be easily monitored and enforced. 2) The set must fully
characterize the traffic bit-rate time-variations in order to enhance the statistical
multiplexing gain required for bandwidth allocation in the CAC algorithm.

Most of the existing policing mechanisms attempt 1o police the peak and the mean
bit-rates of the traffic. However the peak and mean policing functions check only one

parameter of the pdf of the bit-rate of the source. The fundamental policing problem,
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with respect to mean cell-rate policing, is that the characteristics of the source must be
estimated in a short time period (sampling period), which gives rise to a certain
probability of incorrect policing decision, An extension of the sampling period, on the
other hand, increases the reaction time of the mechanism, leading to possible
inaccuracies and uncertainties in estimating the traffic characteristics and consequently
causing an increase in the margin between the policed bit-rate and the actual bit-rate.
Thus the effectiveness of the policing function as well as that of the CAC function is
reduced.

A promising policing mechanism is the one that attempts to police the pdf of the
traffic [21],[34]. Unfortunately in most cases, this pdf can not be described by a known
mathematical model. Moreover it involves complex calculations of higher order moments
that can be not achieved on a real-time basis. For example, the Gabarit policing
mechanism [21) approximates the pdf by a mathematically well defined distribution (e.g.,
a Gaussian distribution). However, due to the complexity of its implementation, it is
unfeasible to police the Gaussian envelop continuously over all points. Hence, a stair-case
shape function is used to approximate the Gaussian envelope leading to errors in the
estimation of the policing parameters.

The policing function shown in figure (1.2) involves a NN-based policing
mechanism. We have introduced two policing mechanisms using NNs, they are "Neural
Network Traffic Enforcement Mechanism (NNTEM)" and "Neural Network Controller
Using Reinforcement Learning Method for ATM traffic Policing”. These mechanisms
are based upon an accurate estimation of the pdf of the traffic via its count process and
implemented using NNs. The pdf-based policing is made possible only by NNs. This is

due to the fact that pdf policing requires complex calculations, in real-time, at very high
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rates which is not feasible via conventional mathematical approaches.

The NNTEM method [35] does not explicitly calculate any higher order moments
in order to police the pdf of the traffic. It does that, however, via the NN transfer
function which implicitly learns the pdf of the traffic count process through several
millions of learning trials. Hence the NNTEM, does not rely upon the policing of simple
parameters such as mean bit-rate, peak bit-rate, or burst duration, but rather an elaborate
and very accurate function (pdf) which includes all the statistical properties of the tratfic,
Moreover, the NNTEM actually predicts (through the NN leaning algorithm) any
violations in the count process bit-rate violations. Ilf the source traffic violates its
"agreed-upon” characteristics declared via its pdf, a violating signal (error signal) is
generated. This signal 1s used to regulate the traffic by dropping the violating cells.

The architecture of the NNTEM is composed from two inter-connected NNs. The
first NN is trained to learn the pdf of an "ideal non-violating” traffic, whereas the second
NN is trained to capture the "actual” charactenstics of the "actual” offered traffic during
the progress of the call. The output of both NNs (which is an accurate estimate of the
traffic bit-rate fluctuations in the next measurement period) is compared. Consequently,
an error signal is generated whenever the pdf offered traffic violates its "ideal” one. The
error signal is, then, used to shape the traffic back to its onginal values.

The Neural Network-based controlier using reinforcement leaming method for
traffic policing {36] is an extension of the NNTEM. Where the error signal produced in
NNTEM is fed to another NN-based controller that interprets it, together with some
predefined optimization function. The reinforcement learning method is used to tune the
weights of that NN-based controtler to minimize the violations of the source traffic from

its "agreed upon™ characteristics.
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The architecture of the Neurai Network Controller Using Reinforcement Learning
Method is composed from critic function and control function. The critic is composed
from the previous NNTEM and a performance measure (cost function). The role of the
NNTEM in this case is just to generate the error signal. which is used, by the critic
function, to produce an evaluation signal based upon a certain performance measure. A
reinforcement learning method uses the evaluation signal to adjust the weights of a third
NN, in the control function that generates a control signal capable of maximizing the
system performance by dropping the violated cells (i.e., minimization of the traffic
violations). The reported resuits prove that our policing mechanisms are very effective
in detecting (and controlling) all possible kinds of traffic violations (e.g., peak and mean
bit-rates violations).
Another advantage of the proposed NN policing mechanisms over other ones
(such as leaky bucket) is that these mechanisms, from the control systems point of view,
are considered as open loop control systems where the traffic 18 observed before the
dropping switch with no provisions for measuring the actual traffic fed 1o the network.
However, our approach is a closed loop control system that measures the traffic after the
action of the dropping switch (just before the traffic enters the network). The advantage
of the closed loop control system over the open loop one [37], is that the closed loop
system controls the disturbances that might have happened to the controlled variable, the
traffic in our case, after the controller. Hence our mechanism provides maximum

control over the actual traffic entering the network.



1.10 Congestion Control by Neural Networks

The feedback control function shown in figure (1.2) involves an adaptive congestion
control mode! using NNs which can meet the foregoing requirements of congestion
control. The presented algorithm 1s a preventive type and is applied at the access node
of the network (i.e., at the User Network Interface {UNI)) [26]. It is a rate-based optimal
control implemented by the reinforcement tearning NN. The algorithm uses a feedback
control signal to throttle the peak bit-rate of the input arrival process to the input
statistical muitiplexer. The feedback control signal s appiied to the input source coder.
This signal wiil control the source rate by decreasing the coding rate (number of bits per
sample). The feedback control signal is produced by a NN-based controlier. This
feedback control signal is an optimal control signal in the sense that it is determined in
such way to maximize the system performance. The system performance is measured by
a certain performance index which combines two important systern performance
measures:

1) The input multiplexer buffer overflow (this will reflect the CLR for the accepted
calls)

2) The level of the coding rate of the input source(s).

We have solved the optimal control probiem using the reinforcement leaning NN
method. In this method, the weights of a NN-based controller are tuned continuously in
order to maximize the system performance.

Algorithm features

Since the proposed algorithm is a rate-based optimat control implemented by the
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reinforcement learning NN. Therefore, it has the advantages of the rate-based control
method, the optimal control method, and the reinforcement learming NN method.
The advantages of the rate-based method are as follows:
1) This method is a prevenative type congestion control, where it is applied at the input
access node to the network, and its speed is not limited by the propagation delay. Hence,
any contro! action will be taken in time to avoid the potential congestion,
2) This method is a closed loop scheme, so unlike the open loop methods (e.g., Leaky
bucket, window mechantsms) it measures the level of the cells in the input multiplexer
buffer and consequently it does not allow excess cells to enter the network by generating
a feedback control signal which is function in the number of the cells in the tnput
multiplexer buffer. Hence this method decreases the CLR and consequently maintains the
QOS.
3) This method provides the means of maximum possible shaping of the input arnival
process through decreasing the peak bit rate (unlike the ceil dropping methods or shaping
buffers methods). Consequently the bandwidth aliocated to the input call can be reduced
and yet the same required QOS will be achieved.
4) The statistical multiplexing gain is erhanced, since more sources can be supported for
each multiplexer.

The optimal control nature of the proposed algorithm introduces the following
advantages:
1) The proposed algorithm optimizes the system behavior not only by minimizing the
CLR but also by maximizing the level of the coding rate.
2) Since the performance index contains two performance measures (the CLR and the

tevel of the coding rate), one can weigh the refative importance of these two performance
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measurcs, For example, one might put more weight on the CLR than on the level of the
coding rate, this will lead to decrease the CLR to very low value and decrease the quality
of the coding information.

Solving the optimai control problem using the reinforcement learning NN method
introduces the tollowing advantage:
An accurate mathematical modet for the system to be controlled is not essential in the
reinforcement learning NN method. For example to solve this probiem using the classical
optimal control theory, an accurate mathematical model for the arrival process and for
the distribution of the number of the cells in the input multiplexer buffer is mandatory.
Any error in that mathematical model will degrade the operation of the controller and
consequently lead to an accurate control. More over, this model (if it exists) requires
complex computations which are infeasible to be implemented in real time. While, the
reinforcement leaning method 1s based upon improving the performance of the system
in terms of the defined performance index and is built using simple model for the system
to be controlled.

The reported results of this controller prove its efficacious in both decreasing the

CLR of the accepted calls while increasing the quality of the coded information,
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II. Characterization and Prediction of Packetized
Multimedia Traffic in ATM Networks Using Neural

Networks

This chapter explains the operation of NNs as traffic descriptors and predictors in
ATM networks as shown in figure (1.2). The role of the NN, in this application, is to
capture the unknown complex relationship between the past and future values of the
traffic. In other word, the NN is employed as an adaptive predictor that learns the

stochastic properties of the traffic [22],[23].

II.1 A Neural Network Model For Traffic Characterization And

Prediction

Figure (2.1) illustrates the basic idea in training a NN to act as a predictor. The packets’
arrival process, from the source(s), is represented by the data vector [H(i +m)] which is
the NN target output vector. [H(i+m)] provides the NN with the bit-rate information
from which the predictions will be made. The NN predicts the bit-rate variations by
exploiting the inherent correlations that exist among the arrivals in the packet arrival
process. For training purposes, the input data vector [(H(i)] to the NN, is the delayed
value of the data vector [H(i+m)]. The NN, then tries to match the target output data
vector [H(i + m)] with its predicted output data vector [H(i + m)] by adjusting its weights.

It, then, follows that when the input to the NN bypasses the delay unit, the output vector
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[H(i +m)] is a prediction of the values the traffic will have in the future. The delay unit,
shown in figure (2. 1), delays its input {H(1+m)] for m time steps. Assuming that the NN
requires a negligible amount of time to compute its output from its input, then the NN,
after training, provides estimates for the values of traffic (H(i+m)] m steps in the future,
This approach to adaptive prediction rests on the assumption of a parameterized class of
models for functional relationship between the current and past values of the traffic and
its later values, or equivalently between earlier values of the traffic and its current
values.

Figure (2.2) shows a typical backpropagation NN architecture used in this

application. The NN model used is

[(Ai+m)) -NNA[H(D)]), (W)} (2.1)

NN, denotes the neural network transfer function, where [{W] presents the weight
matrices of the hidden and output layers. The vector [H(i)] can be used to present the
instantaneous values of bit-rate over the past measurement period (T,,) up to the present
instant i. Alternatively, the same vector [H(i)] can be used to represent the count process
N(0,t) which measures the number of packet arrivals in time (0,t). In this proposal, the
count process N(0,t) is used for traffic descriptor in ATM networks due to its robustness
against the delay variability of the packets interarrival times. Thus, the vector [H(1)}
consists of m samples of bit-rate process or m samples of the count process. These
samples are obtained by sampling the arrival process at every sampling period (T).
[F(i +m)] is the output vector from the NN, presenting the expected traffic over the nexi

measurement period (T,,), see figure (2.3). It then follows that,
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The Neural Network input traffic pattern [H(i)] is expressed as
hi{i)
hi{i-1)
(H(1)] = ' (2.3)
lh{i-m-1)

Where h(i) is the value of h(t) at the sampling instant i expressed in packets/sec. The
target traffic pattern for the next m measurement intervals [H(i +m)] is expressed as

[ h{i+m)
h{i+sm-1)

[H{i+m)] = ' (2.4)

h(i+1)

where m represents the number the PEs in the NN input and output layers.

The measurement period T, and the sampling pertod T, have a direct effect on
the NN structure and compiexity. The NN can characterize the traffic over an arbitrary
length measurement interval T,,. However, increasing T, while maintaining a small
number of samples, within tt, will give a poor prediction. Because, in this case, the
number of samples in the input traffic pattern (equal to m) will not be sufficient to
capture the fluctuations of the arrival process. On the other hand, increasing T, and
decreasing T, (i.e., increasing number of samples) will give an excellent prediction, at
the expense of a massive increase in the number of PEs in the NN. Increasing the

number of PEs of the NN leads to a prolonged training time of the NN (the training time
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of the backpropagation is proportional to the number of PEs). Needless to mention, the
complexity of the NN physical realization will be magnified by several orders of
magnitude. So firstly, T, should be selected to give a reasonable prediction window.
Secondty, T, should be selected such that the input traffic vector {H(i)] would reveal the
bit-rate fluctuations of the arrival process during the measurement interval. In the mean
time, a reasonable number of PEs in the selected NN architecture is maintained.

The proposed model was verified by matching the statistical characteristics of the
arrival process to those of the proposed NN model. The arrival process is a correlated
non-renewal process and can be characierized by several parameters such as the mean
arrival rate, the variance of the number of packet arrivals, the index of dispersion for
intervals (IDI), the index of dispersion for counts (1DC), the autocorrelation R(n) of the
number of packet arrivals and the third moment of the number of packet arrivals. The
variance of the number of packet arrivals in an interval t V(t), the IDC, and the R(n)
were used to measure how well the output process, from the NN, matched the actual
arrival process. These parameters were chosen since they could best capture the increase
in the variance of the arrival process over the sum of consecutive intervals [15].

Let the count process N(0,t) denote the number of packet arrivals in interval (0,1).

Let M.(t) be the ith moment of N(O,t), it then follows that;

M () =E[N1(0, )] (2.5)
where the variance of the number of arrivals in (0,1), V(t) is given by
vit) =M, (t) -M?2(¢) (2.6)

The index of dispersion for counts satisfies
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vic)

Ife) -
(€) M. (C) {2.7)
The autocorrelation R(n) is defined as follows:

varix(m)]

where x(m) is the number of packets arrivals during the m™ interval, E[.] is the
expectation, varf.] is the variance, and A is the mean of x(m). A detailed calculation of

V(t) , I(t), and R(n) is given in the next section

I1.2 Characterization of Packetized Voice Traffic

This section reports the NN characterization of voice traffic, where the offered traffic to
the neural network is selected 10 be the arrival process resulting from superposition of
M packetized voice sources. This process possesses positive correlations among the
packet arrivals in adjacent time intervals. The complexity of this process stems from the
bursty nature of the packet arnval process from single voice source [18]. Figure (2.4)
shows a typical ON/OFF periodic process due to a singie packetized voice source. The
ON and OFF time periods are assumed to be exponentially distributed random variables
with mean 1/« and 1/B, respectively [18]. During the ON period a fixed number of
packets is generated, each having duration of T milliseconds.

In order to best select the sampling interval T,, a number M of voice sources were
simulated and their aggregate arrival process was observed at every T,. Several

experiments had been performed using different values for T, . Figures (2.5) and (2.6)
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show the arrival process sampled at T, = 10 msec, and T, = 100 msec, respectively.
The power spectral density [38] for the sampled traffic was calculated for each
experiment. It was found that the maximum frequency component of the autocorrelation
function of the arrival process to be 30 Hz as illustrated in figures (2.7) and (2.8). In this
work, the sampling interval T, was selected to be 10 msec corresponding to a sampling
frequency of 100 Hz (that is greater than twice the maximum frequency component).
This choice guarantees that the used sampled version of the arrival process captures all
correlations contained in the actual process. Figures (2.7) and (2.8) show the power
spectral density of the arrival process sampled at T,=10 msec, and T,=100 msec

respectively.

I1.2.1 Simulation Results

Extensive simulations were performed to obtain the NN data set, for both training and
production phases, and also to assess the performance of various NNs architectures. The
packet arrival process, resulting from superposition of M packetized voice sources, was
simulated on a Sun Sparc station 330 using the C language.

In the simulation model, the packet generation process of each votice source was
modeled exactly as shown in figure (2.4) with fixed packetization period T=16 msec.
The peak bit-rate of the voice source is 32 kbps. Two burstiness sets for this model were
used, set Bl and set B2. For set Bl: the mean active period (1/a) and the mean silence
period (1/B) are 350 msec and 650 msec respectively. In that case the mean bit-rate is
11.2 kbps (that is (350/(350+650))*32). Whereas set B2 has 1/a=200 msec, and

1/8=300 msec, hence, the mean bit-rate in this case is 12.8 kbps.
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To generate the NN input data set, the simulation model was run for 30 minutes
and about 10 million packets were generated. The prediction window size (T,) was
chosen to be 50 msec. Hence, with T,= 10 msec, the length of each of the vectors [H(i))
and [H(i+m)] is 5. The training data consisted of numerous numbers of [H(i}] and
[H(i+m)] vectors observed over the simulation run time.

Two simulation runs were performed. In the first one, {H(1)] and [H(i + m)] were
generated by sampling the arrival stream, at every T, , using the bit-rate as a traffic
descriptor. Whereas in the second one, [H(i)] and {H(i +m)] were generated by sampling
the count process N(0,t) at every T,. Also, during the second run, the vartance of the
number of arrivals V(t), the IDC, and R(n) were calculated by dividing the simulation
time into adjacent intervals each of length KT, where (K=1,2,....). Let Ny, be the
number of packet arrivals in the Lth interval. Since the variance is defined as the
difference between the mean of the squared and the squared of the mean. Then the

variance V(KT)) is:

fiy

no Y (2.9)
VIKT,) =n, 'Y N[ty N
L=1 L=1

where n is an integer division of the simulation time by K [12]. The first term in the left
hand side of above equation presents is the mean of the squared of N, ., whereas the
second term presents the squared of the mean of Ny, . The IDC is defined as the

variance over the mean. Then the IDC can be given by
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V{KT,)
TKTy) = oo = (2.10)
o35 )

The autocorrelation R(n) was calculated by forming a vector (V) such that the
elements of this vector present the number of packets arrivals during the consecutive
intervals (each of length T,). The XCORR(.) and COV(.) funcuons of the MATLAB

signal processing tools [39] were used to calculate R(n) as tollows:

 XCORR(V,’biased’) (2.11)

R(n) - coviv)

The NNs were simulated using HNC Inc. EXPLORENET 3001 package [40].
Several experiments were performed using various backpropagation NNs architectures.
During the work-course of this section three NNs architectures were used, they are called
NN-1, NN-2, and NN-3. NN-1 has § PEs in the input layer, 5 PEs in the hidden layer,
and 5 PEs in the output layer, referred to as (5,5,5), while NN-2 is (5,10,5) and NN-3
is (5,20,5). The activation functions of these NNs were selected to be sigmoid where the
steepness parameter (a factor determines the non-linearity of the sigmoid function) was

selected by trial and error method to obtain good results.

11.2.2 Numerical Results

In this section, we demonstrate the validity of the proposed NN model by comparing the

numerical results obtained from this model to those obtained from the simulation model.

Four experiments were performed to produce the results.
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Experiment (2.1):
In this experiment the parameter set Bl was used with M =150 voice sources. NN-1 was
used to predict the next five values (m=35) of the bit-rate arrival process. Figure (2.9)
shows the predicted traffic output from NN-1 after 2000 sampling intervals. It is clear
that the NN has captured the stochastic behavior of the armval process. It is very
interesting to note that the NN estimate is very close to the actual traffic, with a very
small estimation error.
Experiment (2.2):
In this experiment the parameter set Bl was used with M =150 voice sources. NN-I,
NN-2, and NN-3 were used to predict the number of packet arrivals over the next five
(m=35) sampling period. The variance of the number of arrivals and the IDC were
calculated for the stream output from NN-1, NN-2, and NN-3 as shown in figures (2.10)
and (2.11). It is clear that NN-3 performs better than NN-2, and NN-1 because it has
higher number of PEs in its hidden layer (20 PEs). Figures (2.10) and (2.11) illustrate
that the predicted tratfic has the same statistical characteristics as those of the actual input
traffic.
Experiment (2.3):
In this experiment the parameter set Bl was used with M=50, M=100, and M=150
voice sources. NN-3 was used to predict the number of packet arrivals over the next five
(m=35) sampling periods. Figure (2.12) shows the increase in the variance as the number
of multiplexed sources increases. it is interesting to note that the IDC of a single voice
traffic source ts identical to that of M sources over long consecutive intervals, according

to the following equation [12]:
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n

VAR[)Y N;{(0, )] (2.12)
I(t;n)s= - . VaRrlN, (0, £)) =I{t;1)

neE{N {0, )] E[N, {0, t)]

where n is the number of the multiplexed sources. It is clear from figure (2.12) that NN-
3 is a better predictor that NN-1 and NN-2, thus validating the results of experiment
(2.2). These results can be explained as follows [12]: According to equation (2.12), the
superposition packet-arrival process can never be regarded as a Poisson process
(completely random) over long time intervals. Increasing the number of the multiplexed
sources does not decrease the degree of randomness of the arrival process. This is due
to the cumulative effect of the positive small correlations from consecutive packet arrivals
over a long time period. Hence for a given NN structure, the prediction improves only
as the randomness over the same long time period decreases.

Experiment (2.4):;

In this experiment, sets Bl and B2 were used with M =150 voice sources. NN-3 was
used to predict the number of packet arrivals over the next five {m=5) sampling periods.
Figures (2.13) and (2.14) show the variance and [DC for the traffic. NN-3 predicts the
traffic of set B1 better than that of set B2. The result can be easily explained similarly

to the explanation given for experiment (2.3) previously.

1.3 Characterization of Multimedia Traffic

This section reports NN characterization of multimedia traffic resulting from the
superposition of N packetized video sources and M packetized voice sources.

The video traffic i1s generated by simulating a variable bit-rate (VBR) video source
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which comprise mainly head and shoulder video sequences types without scene changes.
The picture sequences, produced by the video source, comprise a lot of redundant
information, hence a suitable compression technique is employed to remove this
redundancy, while maintaining a constant picture quality. A number of coding algorithms
are employed to code the video signal such as interframe differential pulse code motion
(DPCM), intraframe DPCM, conditional replenshiment (CR), motion compensation
discrete cosine transfer (MC-DCT) [41]-[43]. In this section, a simulation of a VBR
source employing scene without abrupt movement is used.

The change in the coding bit rate process of a VBR video source is described by
a number of mathematical models [44],[45]. however, the burstiness of the VBR video
source depends upon the compression algorithm and the nature of the video scene. For
a scene without abrupt movement (head and shoulders video type), it was proved in [44]
that the bit-rate has a bell shaped stationary probability density and has exhibit significant
correlations for an interval of several frames. Also, this burstiness depends upon the time
scale to evaluate the coded information variation. In this section, the bit-rate encoded
information is evaluated frame by frame. Rate variations caused by line scanning is
assumed to be smoothed out before packet assembly. In this proposal, the simulation
model used to generate the VBR video coded traffic is a continuous-state discrete-time
process. A first order autoregressive (AR) Markov process X(n) that takes into
consideration the autocorrelation of the sequence is used. The first order AR model does
not capture the long-term slow-decaying correlations but it does capture the short-term

fast-decaying correiations. The definition of the AR process is as foilows [44]:
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X{n) =axX{n-1) +bG{n) (2.13)

where X(n) is the bit-rate during the n th frame, G(n) is a sequence of independent

Gaussian random variables, where a and b are constants.

11.3.1 Simulation Results

The packet arrival process, resulting from superposition of N packetized video sources
and M packetized voice sources, was simulated on a Sun Sparc station 330 using the C
language.

In order to select the sampling interval T, typical N video sources are simulated
and their aggregate arrival process is observed at every T,. We selected a (VBR) video
source that produces 30 trame/sec. Several experiments have been performed using
different values for N and T, as shown in figures (2.15) and (2.16). The power spectral
density for the sampled traffic was calculated for each experiment as shown in figure
(2.17) through (2.19). It was found that the maximum frequency component of the
autocorrelation function of the arnival process to be 15 Hz. In this research, the sampling
interval T, , for the video traffic, was selected to be 1/30 sec. (1/number of frame per
second). This result is expected since the a video source produces 30 frame/sec, and the
coded information is taken to be constant during the frame. This means that observing
the video traffic at every 1/30 sec will guarantee that the obtained sampled version of the
video arrival process captures all correlations contained in the actual video traffic. For
the voice traffic it is shown in section 11.2 that 10 msec. sampling interval is sufficient

to capture all variations of the voice arrival process. For the multimedia traffic resulting
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from mutitiplexing of N video sources and M voice sources, it is clear that sampling
interval of 1/30 sec will not be sufficient to capture the voice traffic fluctuations.
However, taking the sampling interval T,=10 msec ensures that the instantaneous
variations for both video tratfic and voice traffic will be captured.

In the simulation of the video source the parameters used in this model are [44]:
a=0.8781, b=0.1108, the mean of ((n) is 4.3 Mbps, where the variance of G(n) is
unity.

In the simulation of the voice source, the packet generation process of each voice
source is modeled exactly as in section 11.2. The parameters used in this model are:
mean active duration }/a=350 msec, mean silence duratton 1/B=650 msec, fixed
packetization period T=16 msec.

During the course work of this section, four NNs architecture have been used,
they are labelled NN-4, NN-5, NN-6, and NN-7. NN-4 has 1 PE in the input layer, one
slab in the hidden layer of S PEs, and 1 PE in the output layer, referred to as (1,{5}.,1).
and NN-5 has { PE in the input layer, two slabs in the hidden layer (the first slab has
10 PEs, and the second slab has 5 PEs), and | PE on the output layer. NN-3 is referred
to as (1,{10,5},1), while NN-6 is (5,{10,5},5), and NN-7 is (5,{20,15,10},5). The
activation functions of these NNs were selected to be sigmoid where the steepness
parameter was selected by trial and error method to obtain good resutts in the sense of
matching the values V(t), IDC, and R(n) of the predicted process to those ot the original

process.
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11.3.2 Numerical Results

In this section, we demonstrate the validity of the proposed NN mode! by comparing the
numerical results obtained from this model to those obtained from the simulation model.
Five expenments were performed to produce the results.

Experiment (2.5).

In this experiment, we used N=1, M =0 (one video source and no voice sources). NN-4
was used to predict the video count arrival process over the next frame interval (n=1,
T, =1/30 sec). Figures (2.20), (2.21), and (2.22) show that the variance, the index of
dispersion, and autcorrelation of the predicted video traffic, output from NN-4, match
those of the actual traffic with small error. It is clear that NN-4 has captured the
stochastic behaviors of the arrival process.

Experiment (2.6);

In this experiment, we used N =10, M =0 (ten video sources and no voice sources}. NN-
5 was used to predict the homogenous superposition video count arrival process over the
next frame interval (m=1, T, =1/30 sec). Figures (2.23), (2.24), and (2.25) show that
the predicted traffic, output from NN-5 has the same statistical characteristics as those
of the actual input traffic. It is clear that NN-5 performs better than NN-4 because it has
higher number of PEs in its hidden layers.

FExperiment (2.7):

In this experiment, we used N=1, M =1 (one video source and one voice source). NN-5
was used to predict the multimedia (heterogenous superposition process) count arrival
process over the next sampling period (m=1, T, =10 msec). Figures (2.26), (2.27), and

(2.28) show that NN-5 characterized and predicted the multimedia traffic with extreme
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accuracy. It is interesting to observe that NN-5 performance in this experiment is better
than that in experiment (2.6), where it was exposed to video traffic only. This can be
explained as follows:

The statistics of the multimedia traffic, resulted from superposition of one video source
and one voice source, are dominated by the statistics of the single video source traffic
as shown in figure (2.29). Where it shows the autocorrelation function of the multimedia
a traffic compared wits those of the single video source traffic and single voice source
traffic. It is clear that autocorrelation function of the multimedia traffic is very close to
that of the single video source traffic. Hence, when we atiempt to predict heterogenous
multimedia traffic composite of one video and one voice, we actually attempt to predict
the video arrival process, and since in this experiment the prediction window size, (m=1
with T, =10 msec), was smaller than that for experiment (2.6), (m=1, T, =1/30 sec).
NN-5§ performed better in this case.

Experiment (2.8):

In this experiment, we used N=1, M =1 (one video source and one voice source). NN-6
was used 10 predict the multimedia (heterogenous superposition process) count arrival
process over the next five sampling period (m=35, T, =10 msec). Figures (2.30), (2.31!),
and (2.32) show that NN-6 characterized and predicted the multimedia traffic with good
accuracy. Since the prediction window size has been increased in experiment, we get
certain prediction error compared with the results obtained in experiment (2.7).
Experiment (2.9):

In this experiment, we used N=5, M =3 (five video sources and five voice sources).
NN-7 was used to predict the multimedia (heterogenous superposition process) count

arrival process over the next five sampling period (m=5, T, =10 msec). Figures (2.13),
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(2.34), and (2.35) show that NN-7 characterized and predicted the multimedia traffic
with reasonable accuracy. By comparing these results with those of experiment (2.6), we
can conclude that the homogenous superposition arrival process (as in experiment (2.6))
is simpler to be characterized and predicted than the heterogenous one, since the
heterogenous arrival process is more bursty than the homogenous arrival process.
Experiment (2. 10): Real time video signal
In this experiment, we used a real time video data, to generate the arrival process,
instead of the AR simulation model. The real time video data used here is the output of
the Motion Picture Expert Group (MPEG) coder [46]. We obtained this data trom the
video processing and telecommunication lab, Department of Electrical Engineering
University of Pennsylvania, where there is MPEG Tool as shown in figure (2.36). Figure
(2.37) shows the real time video signal for one video source (N=1) output from the
MPEG Tool. Further details of the MPEG Tool can be found in [47].
NN-4 was used to predict the video count arrival process over the next frame interval
(m=1, T, =1/24 sec). Figure (2.38) shows the predicted video traffic produced by NN-4
compared with the actual real time video signal. It is clear that the predicted traffic
follows the actual one even during the burst periods. Figures (2.39), (2.40), and (2.41)
show that the variance, the index of dispersion, and autcorrelation of the predicted video
traffic, output from NN-4, match those of the actual traffic with small error. It is clear
that NN-4 has captured the stochastic behaviors of the real time video signal.

This experiment proves that not only the NN approach can characterize the
simulated traffic but the real time traffic as well.

Based upon the above experiments, we have concluded that a suitable NN

architecture can be chosen to characterize a specific type of traffic. After completing the
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training phase of the NN, it learns the pdf of the offered traffic. Hence, the NN can be
used as an effective traffic descriptor. It describes the traffic by its actual pdf (instead
of the approximated simple parameters such as the peak and mean bit-rates). In ATM
networks, traffic management techniques require traffic parameters that can capture the
various traffic characteristics. Adaptability to changes in the traffic characteristics is also
important for robustness. The proposed model using the NNs is suitable for implementing
an effective ATM traffic descriptor, since it can adaptively predict the traffic by learning
the relationship between the past and the future traffic varnations. The potential of the
proposed model is demonstrated by its efficacious to predict the packets’ arrival process
of the superposition of N video sources and M voice sources. The results show that NNs
can be trained to learn the pdf of the arrival process hence it can function as an adaptive
predictor,

Our main contributions, in proposing the NN method, is manifested by the fact
that our method is a very realistic approach to not only measure but also predict the
muiltimedia traffic. The direct consequence of this achievement is that out method does
not need any user declared parameters in order to characterize the traffic. We have stated
previously, it is rather conspicuous to assume that the user would declare any parameters

about the traffic. Therefore, our novel approach is pioneering work in this direction.
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III. Neural Network Traffic Enforcement Mechanisms

This chapter presents how NN can be used as traffic enforcement mechanism in the
ATM networks. We recall that in ATM networks, a set of user declared parameters that
describes the traffic characteristics, used by the UPC algorithm, is required for the CAC
and traffic enforcement (policing) mechanisms. At the call set-up phase, the CAC
algorithm uses the UPC parameters to make a call acceptance decision. During the call
progress, the policing mechanism uses the same parameters to control the user’s tratfic
within its declared vaiues tn order to avoid possible congestion problems. In this
chapter, a novel policing mechanism using neural networks (NNs) is presented. The
mechanism is based upon an accurate estimation of the probability distribution function
(pdf) of the traffic via its count process and implemented using NNs. The pdf-based
policing is made possible only by NNs, This is due to the fact that pdf policing requires
complex calculations, in real-time, at very high rates which is not feasible via
conventional mathematical approaches. The architecture of the policing mechanism is
composed from two inter-connected NNs. The first NN is trained to learn the pdf of an
"ideal non-violating” traffic, whereas the second NN is trained to capture the "actual”
characteristics of the "actual” offered traffic during the progress of the call. The output
of both NNs (which is an accurate estimate of the traffic bit-rate fluctuations in the next
measurement period) is compared. Consequently, an error signal is generated whenever
the pdf offered traffic violates its "ideal” one. The error signal is, then, used to shape
the traffic back to its original values. The reported results, prove that our policing

mechanism is very effective in detecting (and controlling) all possible kinds of traffic



74

violations (e.g.. peak and mean bit-rates vtolations).

1I11.1 Neural Network Traffic Enforcement Mechanism (NNTEM)

The system structure for the NNTEM is shown in figure (3.1) [35]. In the NNTEM, the
traffic source is characterized via the pdf of its count process. The NNTEM method does
not explicitly calculate any higher order moments in order to police the pdf of the traffic.
It does that, however, by the NN transfer function which implicitly learns the pdf of the
traffic count process through several millions of learning trials. Hence the NNTEM, does
not rely upon the policing of simple parameters such as mean or peak bit-rates, it rather
uses an elaborate and more accurate function which includes all the statistical properties
of the traffic. Moreover, the NNTEM actually predicts (through the NN leaning
algorithm) any violations in the count process bit-rate violations. If the source traffic
violates tts "agreed-upon” characteristics declared via its pdf, a violating signal (error
signal) is generated. This signal can be used to regulate the traffic by different ways, the
simplest one is to use this signal to drop the violated cells. We define two phases of
operation: 1) Off-line training phase. 2) On-line operation phase.

In the Off-line training phase, NN is trained, to capture the actual pdf of the
ideal traffic non-violating (a traffic that does not violate its pdf during the call progress).
For example, consider a multimedia source that generates three types of traffic (data,
voice, and video) NNI1 is trained to learn the characteristics of each type and any
possible combinations of those types (e.g., video and voice, data and voice, etc.). Hence,

different classes of traffic characteristics are defined and stored in NN1. In the call set-up
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phase, the user will dectare the connection's class of traffic and accordingly, NN1 will
select the corresponding input-output mapping function that contains specific information
about the pdf of that class of traffic.

The NN lecarns the pdf of the traffic as it learns the relationship between current
and past values of the number of cell arrivais within a certain measurement period (count
process). NN2 is also a backpropagation NN which is trained to predict the future values
of the pdf of the actual offered traffic (which may exhibit violations in its pdf) during the
call progress. In the on-line phase (the call progress phase), the current and past values
of the count process are fed to both NNI1 and NN2. NN|! predicts the future values of
the count process of the traffic based upon its inputs and upon the actual pdf of the non-
violating traffic, whereas NN2 predicts the same for the actual offered traffic (i.e.. it
actually predict the violations based upon past history). If the source traffic does not
violate its "agreed-upon” characteristics, both NN1 and NN2 produce almost the same
outputs in the next time interval. Hence, the error signal between NN1 output and NN2
output is almost zero, and no policing action is taken. While, if the NNs detect any
violations an error signal, is produced, and a corresponding policing will be taken. The
error signal is function only, of any violations that may occur in the shape of the traffic
bit-rate variations depicted by the count process. However, in order to achieve an
acceptable level of robustness, in the policing action, one might specify a certain
threshold of the error signal. Any error signal that is less than the threshold value will
be discarded and no policing action will be taken.

Traffic Source modet:
In this section, we used an ON/QFF voice source model (explained in section

11.2.1) to demonstrate the efficacious of the policing mechanism. This model has been
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used in earlier publications to model packetized voice [12],[13],{18], stll picture [20],
and interactive data services. It allows the relevant parameters namely peak bit-rate [b].
mean burst (ON) duration [1/a], mean OFF (silence) period [1/8], mean bit-rate[m], to
be varied independently of each other. This model was used to generate the count
process (X, T,), where (X) is the number of cells arriving in a time interval (T, ).
NNTEM:

As mentioned above, during the off-line training phase, NN1 learns the bit-rate variations
of the traffic (in terms ot the count process (X, T,)). it predicts future value(s) ot (X,
T,) (represented by[H(i+m)]) based upon the current and past values of (X, T))
(represented by [H(i)]). By doing this prediction process, NNI1, actually learns pdf of
(X, T,). In other word, after completion of the training phase of NNI, and upon the
introduction of the traffic pattern of (X, T,) to its inputs, it maps these inputs to its
outputs via the already captured pdt of the non-violating traffic. Once NN learns the pdf
of the ideal "non-violating™ traffic, 1t does not learn any new traffic-patterns. During the
on-line operation phase, it acts as reference bench-mark model for the ideal “non-
violating” traffic. Whereas in the on-line operation phase (call progress) NN2 continues
to learn new traffic-patterns which are violations of the original ideal traffic.

It is clear from the previous discussion, that the traffic generated from a source
can be categorized into one of two possible categories. Either a "non-violating” (ideal)
traffic category, or a "violated" traffic category. If NNI is exposed to a traffic that
belongs to the ideal category, it produces outputs that are extremely close to the actual
future values. NN2 is trained "off-line” as welt as "on-tine". The main purpose of NN2
is to predict the future value(s) of (X, T,) for the two traffic categories mentioned

above. During the off-line learning phase, NN2 is trained to both categortes, and learns
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how to predict the future values of both "violating" and "non-violating” traffic. It is
important in the training phase, that NN2 encounters all possibie violations that might
occur (e.g., peak, mean.... etc.). Although, the structure and the leaning rates of NN2
could be different from those of NN1, but NNI and NN2 still have the same size of
input vectors and output veclors .

In the on-line operation phase, both NN1, and NN2 are exposed to the same
current and past values of (X, T,) through the input traffic vector [H(i)]. A violating
signal (error signal) is generated by subtracting the output vector [A¢G +m)] of NN from
that of NN2. This signal tells how far the current traffic, generated from the source,
violates its "agreed-upon” contractual values. The violating signal will be zero if the
traffic does not violate its "agreed-upon” pdf. and will be non-zero if it does. This signal
is then, used to drop the violated cells, or more efficiently, it can be fed to another third
NN that interprets this signal, together with some pre-defined optimization function,
Based upon that function, the error signal could be ignored, amplified or multiplied by
some factor. For example, one might wish to ignore the short term violations in the peak
bit-rate as long as the mean bit-rate is not violated. Such added functionality can be
simply incorporated by adjusting the optimization function such that less weight is given

to the error signal generated by such types of violations.

H1.1.1 Simulation Results

The cells’ arrivai process, resulting from the packetized voice source, was simulated

assuming a voice source peak bit-rate of 32 kbps and an ATM cell size of 53 bytes. The

nominal values of the relevant parameters for that source are: b, =32 kbps, I/a=350
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msec, 1/8=650 msec, and m,,=11.2 kbps. A traftic that has these parameters and does
not violate them during the call progress is an ideal "non-violated” traffic. NNI is
trained using the above parameters in the oftf-line phase of operation, to tearn the pdf of
the count process. It is trained to predict the count process for the next sampling period
(T, =10 msec) based upon 20 past values of the count process. Hence it contains 10 PEs
with hidden layer, and one PE in the output layer. The tramning data set of NN1(20,10,1)
consisted of millions of sets of [H(i)] and [H(i+m)] vectors observed by running the
simulation model for several hours. Similarly, in this phase of operation, NN2 is trained
to predict the count process for different types of traffic (violating and non-violating).
The training data set of NN2 contained all possible traffic patterns that might appear due
to any violations in its pdf. For simplicity, we considered the following cases of traffic
violations:

case(1): The traffic violates both the peak bit-rate and the mean bit-rate.

case(2): The traffic violates the peak bit-rate only.

case(3): The traffic violates the mean bit-rate only.

The "on-line” operation phase starts as soon as the call gets accepted by the CAC
algorithm at the call set-up phase. During this phase, the learning rate parameter (a
parameter determines the speed of learning of the NN) of NN is set to zero, since it is
not required from NNI1 to learn any characteristics about the offered traffic. Since the
function of NN2 is to predict correctly the future values of the offered traffic, its leamning
rate is adjusted such that NN2 continues to learn new traffic-patterns.

During this phase of operation , both NN1 and NN2 are exposed to both the past
and the current values of the traffic during the call progress, through the vector [H(i)].

An error signal is generated, by comparing the output of NN1 and that of NN2, which
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is used 1o control the status of the cell dropping switch (see figure (3.1)). If the source
traffic is a non-violating one, both NN1 and NN2 give aimost the same value for the
count process (X, T,) over the next sampling period. In this case the error signal is zero,
and no cells will be dropped. Whereas if the traffic violates its contractual UPC
parameters, NN1 gives a prediction of the count process (X, T,) based upon the pdt of
the ideal traffic stored in it, whereas NN2 predicts the violating traffic, over the next

sampling period. In that case the error signal will not be zero, and the violating cells will

be dropped.

111.1.2 Numerical Results

In this section, we demonstrate the effectiveness of the proposed NNTEM by
demonstrating its capability to produce an error signal whenever a violation of the pdf
occurs. Four experiments were performed to explore how the error signal is generated
for the different violations cases mentioned in the previous section. Figure (3.2) shows
the pdf of the ideal traffic as well as for each of the different violations cases.
Experiment (3.1):

In this experiment, the offered traffic during the call progress does not violate its
contractual UPC parameters, the pdf of that traffic is shown in figure (3.2a). Figure (3.3)
shows the NN1 output compared with the actual one, It is clear that NN1 prediction is
very close to the actual traffic values, and NNI1 capture the statistical properties of the
ideal traffic as can be assisted by figure (3.4) which shows the autocorrelation function
of the traffic produced by NNI compared with that of the actual traffic. Figure (3.5)

shows the error signal for that case. In this case, the signal is zero because the offered
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traffic to NN has the same pdf, as that captured by NN1. No policing action is taken

in this case.

Experiment (3.2):

In this experiment, the offered traffic violates its contractual UPC parameters through
an increase in both its peak and mean bit-rate. The resuiting pdf of this traffic is shown
in figure (3.2b) . In this case the traffic relevant parameters were b=1,5b,, and
m=1{.5m,. Figure (3.6a) shows the generate error signal which indicates how far the
offered traffic has deviated from its ideal case. All violating cells are then dropped.
Figures (3.6b) show the predicted count process produced by NN2, predicted output
process produced by NN, the error signal, and the policed count process over the first
5 sec. Figures (3.6¢c) show the histogram of the offered traffic (before the dropping
switch), the histogram of the policed traffic (after the dropping switch) and the histogram
of the "ideal” traffic. It clear that the histogram of the policed traffic is close to that of
the ideal traffic. For example, for the ideal traffic, no more than 5 cells are arnved
during one sampling period T, (as shown by the histogram of the idea! traffic). For the
policed traffic, also, during one sampling period T,, no more than 5 cells are allowed
to pass the switch and enter to the network.

Experiment (3.3).

In this experimen!, the traffic violates, only, the peak-bit rate such that b=1.5b,. The pdf
of this traffic is shown in figure (3.2c). Figure (3.7) shows the error signal for that case.
From figures (3.6) and (3.7), we can see that the error signal generated from peak and
mean violations and that generated from a peak violation onty, have similar time varying
characteristics and are very close in magnitude. This implies that violations of the peak

bit-rate dominate those of the mean bit-rate. It, also, explains the reason that almost all
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existing policing mechanisms have tremendous difficulties enforcing both peak and mean
bit-rates violations. As a matter of fact, these results prove that our NNTEM is capable
of policing both short-term and long-term violations.

Experiment (3.4);

In this experiment, the offered traffic violates, only, its mean bit-rate such that
m=1.5m, . The pdf of this traffic is shown in figure (3.2d). Figure (3.8) shows the error
signal in that case. By reference to figures (3.6), (3.7) and (3.8), it is clear that the
error signal in that case is less in magnitude than those of others types of violations and
has different time varying characteristics. This result confirms that peak and mean bit-
rates violations are not detectable by the same measuring algorithm. Since a measuring
algorithm that can detect the peak bit-rate violations must have very short reaction time,
yet the same algorithm must have a longer reaction time to detect violations in the mean
bit-rate. This problem has been soived by our pdt-based NNTEM algorithm.

It is clear from the above results that the NNTEM can easily detect both mean and
the peak bit-rate violations, with a single NN architecture. The problem of policing both
the mean and the peak bit-rates using a single set of parameters has been a challenging
problem for all existing flow enforcement mechanisms. Our proposed NNTEM solves

this problem via a pdf-based algorithm uttlizing the learning capabilities of NNs.
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IEH.2 A Neural Network Controller Using Reinforcement Learning

Method for ATM Traffic Policing

In this section, a NN controller using reinforcement learning method tor traffic policing
is presented [36]. The architecture of the NN-based controller is composed of critic
function and control function. The cntic function uses the NNTEM explained in the
previous section. The error signal produced by the NNTEM used by the critic function
to produce an evaluation signal based upon a cenain performance measure. A
reinforcement learning method uses the evaluation signal to adjust the weights of a third
NN. in the control function that generates a control signal capable of maximizing the

system performance (i.e., minimization of the traffic violations).

111.2.1 Reinforcement learning _type policing function

In supervised leaning systems [48], the correct "target” output values of the NN
are known for each input pattern. But in some situations there is less detailed information
available. [n the extreme case there is only a single bit of information, saying whether
the output is right or wrong. Reinforcement learning procedure is applicable to this
extreme case. Reinforcement learning is a form of supervised learning system [49]
because the NN does, after all, get some feedback from its environment. The
performance measure for a supervised leaming system is defined in terms of a set of
targets outputs by means of a known error criterion (e.g.., mean square error). Whereas

reinforcement learning addresses the problem of improving performance as evaluated by
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any performance measure whose values can be supplied to the learning system.
Consequently, in tasks of this kind there exist desired network output signals, fed to the
environment (i.e., the system to be controlled), namely those that lead to optimal
environment performance-but the learning system is not told what they are because there
is no agency knowledgeable enough to act as this kind of teacher. The problem, then,
is to find those optimal control signals. In the case of reinforcement learning, however,
the situation is more general than that for the supervised learning system in that instead
of trying to determine target control signals from target environment response, one tries
1o determine target control signals, or desired changes in the control signals, that would
lead to increases in a measure of the environment performance. This is illustrated in
figure (3.9) which shows a reinforcement-learning NN-based controller interacting with
the environment and receiving an "evaluation signal" generated by a "critic” capable of
evaluating plant performance. Viewed this way, reinforcement learming essentially
involves two problems. The first one is to construct a critic capable of evaluating plant
performance. The second, is to determine how to alter controller outputs to improve
performance as measured by the critic.

Since the main objective of this section is to design a controller which optimally
minimize the violations of the source’s traffic from its "agreed_upon” characteristics, and
since there is no target control actions corresponding to a specific type of traffic
violation, we have introduced a reinforcement_based learning method which tunes the
weights of a NN-based controller in order to achieve an efficient policing function
capable of detecting and policing the different cases of the source’s traffic violations,
expressed in terms of peak and mean bit-rates violations, both long term and short term

ones. Our selection of reinforcement learning method is based on the following:
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I- The knowiedge (in terms of the target control signal required to control a certain type
of traffic violation) required to apply any other learning method, is not available.

2- Modei-based adaptive control systems can not be used in our case, because the range
of assumptions in the model (of the system to be controlled) may not be justified to the
degree necessary to obtain the desired refinements in the performance.

3- Adjusting the control rule by direct appeal to the performance measure ( as in our
case), can shorten the chain of assumptions on which a method is dependent.

Reasons such as these, which all involve aspects of the usual tradeoffs between
the acquisition of the knowledge and its use for control, suggest that direct adjustment
of the control law via reinforcement learning can play a useful role in control and police
the source’s traffic violations.

The proposed system consists of a critic part and NN-based controller part. The
inputs to the system are the sampled values of the traffic count process and the system
output is the control signal used to drop the violated cells. Figure (3.10) shows the NN
scheme used as a controller while figure (3.11) shows the block diagram of the
reinforcement learning type NN-based controller applied to police the source’s traffic
violations.

The critic part of the system consists of our previous mechanism NNFEM and the
performance measure as follows:

NNI1 is a backpropagation NN which is trained, off-line, to capture the actual pdf of the
ideal non-violating traffic. NN2 is also a backpropagation NN which is trained to predict
the future values of the actual offered traffic (which may exhibit violations in its pdf)
during the call progress phase. In the on-line phase (the call progress phase), the current

and past values of the count process are fed to both NNI and NN2. NNI1 predicts the
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future values of the count process of the traffic based upon its inputs and upon the actual
pdf of the non-violating traffic, whereas NN2 predicts the same for the actual offered
traffic (i.e.. it actually predict the violations based upon past history). If the source traffic
does not violate its "agreed-upon” characteristics, both NN1 and NN2 produce almost
the same outputs in the next time interval. Hence, the error signal (¢) between NNI
output and NN2 output is almost zero. While, if the NNs detect any violations an error
signal (¢) is produced. The error signal (¢) is function in the violations that may occur
in the shape of the traffic bit-rate variations depicted by the count process. In NNTEM,
this error signal {¢) is used to drop the violated cells. In this section, this signal is used
by the performance measure (cost function) (J) to adjust the weights of the NN-based

controller in order to improve the system performance. The cost function is defined by:

= - (3.1)
J(P) Z; O(hy (k) —n(k))z?: Qe? (k) '
- =1

where P is the trial number, L. is the sampling number within one trail, h(k) is the switch
output (policed traffic, expressed as count process at sample number k). hy k) is the
desired value of the traffic (expressed as count process), and ¢ is the error signat between
NN1 output and NN2 output (output error). Minimization of this cost function implies
minimization of the source’s traffic h{k) from its desired value h,(k) over the interval
[1,L]. The constant Q is a weighting factor used to minimize the traffic violations.
The NN of the controller has three layers with no inner feedback loop and no
direct connection from the input layer to the output layer as shown in figure (3.10). Both
the hidden and the output layers have a sigmoid function [48] to provide the nonlinear

mapping capability. The NN output is the environment input, u(k) (the control signal,
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O=u(k)=<1). This control signal is used to control the operation of the dropping switch
or a more complicated device that control the flow of the cells to the network. For
example, this device could introduce some delay (AT) between the transmission of the
consecutive cells. The value of (AT) could be varied according to the control signal

u(k). The NN controller is expressed by the following equation {50}]:

u{ky=HBwT(P) FIWw{P)I(k)]} (3.2)

where w is the weight vector from the hidden layer to the output layer, W is the weight
matrix from the input layer to the hidden layer. Function f is the sigmoid function

defined by the following equation {48]:

) 1
£(x) 1+exp ( -x3) (3.3)

where x is the input to the sigmoid function and S is the parameter determining its shape.

| is the input vector to the controtler, expressed as follows:

IT{k)=1{h{k), hi{k-1),h{k-2),h(k-3)) {3.4)

Both the weight vector, w, and the weight matrix, W, are tuned so as to minimize the
cost function, J, which is defined by (1.3). There are many methods to tune the weights
of the NN such as steepest descent method, Newton’s method, quasi Newton method,
and conjugate gradient method [49]. Because the steepest descent method has the
advantages of being simple and highly parallel, we used it to tune the weights of the NN

as following:
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w(Pt+tl) =wip)-n g‘iéi; {3.5)
9J ( P) (3.6)

W(P+1) :W(P) _WW

where 7 is the parameter determining the convergence speed of the weights tuning. The
work reported in [48] and {51} has proved the conversion of the cost function using the
weight tuning algorithm given in equations (3.5) and (3.6).

Our controller is designed to regulate the source’s traffic around its ideal values,
where it measures the output traffic from the dropping switch. The following equation

describe the output of the dropping switch:
hik)=u{k)+h; (k) {3.7)

where k is the sampling number, hi(k) is the source’s traffic expressed as the count
process at sample number k, h(k) is the switch output (expressed as count process at
sample number k), and .

In order to realize the reinforcement mechanism shown in (3.5) and (3.6), it is
necessary to derive the details of (3J(P)/aw(P)) and (3J(P)/dW(P}) which is given in

appendix 1.
111.2.2 Simulation Results
In this section, we demonstrate the effectiveness of the proposed controlier by

demonstrating its capability to produce a control signal whenever a violation of the pdf

occurs. Four experiments were performed to the show pdf of a traffic and to explore
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how the control signal is generated for the different violations cases mentioned in
section III.1.1.

Experiment (3.5):

In this experiment, the offered traffic during the call progress does not violate its
contractual parameters. Figure (3.12) shows the pdf of that traffic, compared with the
pdf of the output traffic from the ccll dropping switch and the pdf ot the "ideal" traffic.
it is clear that the pdf of the output traffic (policed traffic) and the pdf of the "ideal”
traffic are the same because the offered traffic has the same pdf captured by NNI.
Hence, in this case the error signal (¢) is zero and the control signal U is unity, and no
cells are dropped.

Experiment (3.6):

In this experiment, the offered traftic violates its contractual parameters through an
increase in both its peak and mean bit-rate. The resulting pdf of this traffic is shown in
figure (3.13) . In this case the traffic relevant parameters were b=1.5b,,, and m=1.5m,,.
Figure (3.13) shows the pdf of the output traffic (from the switch) compared with that
of the ideal traffic. Figure (3.13) illustrate that the pdf of policed traffic matches that of
the ideal traffic with extreme accuracy. Figure (3.14) shows the control signal generated
by the controller to police that traffic violation.

Experiment (3.7):

In this experiment, the traffic violates, only, the peak-bit rate such that b=1.5b,,. The pdf
of this traffic is shown in figure (3.15). Figure (3.15) compare the pdf of the policed
traffic to that of the ideal traffic. It is clear from that figure how well is the proposed
controller in detecting and policing that type of traffic violation. Figure (3. 16) shows the

control signal generated in this case.
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Experiment (3.8):
In this experiment, the offered traffic violates, only, its mean bit-rate such that
m=1.5m,,. The pdf of this traffic is shown in figure (3.17). Figure (3.17) shows the pdf
of the policed traffic compared with that of the ideal traffic. This figure proves the
efficiency of the proposed controller to detect and police the mean bit-rate violation of
the traffic. It is interesting to mention here that the same controtler used to police the
peak bit-rate violation is used to police the mean bit-rate violation. This justifies the fact
that the proposed controller is capable of policing both the mean and the peak bit-rates
violations with extreme accuracy.

It is clear from the above results that the proposed reinforcement learning type
policing function can easily detect both mean and the peak bit-rate violations, with the
same NN architecture. The problem of policing both the mean and the peak bit-rates
using a single set of parameters has been a challenging problem for ail existing traffic
enforcement mechanisms. Our proposed controller soives this problem via a pdf-based
algorithm utilizing the learning capabilities of NNs, and by direct adjustment the weights
of the NN in order to minimize the cost function using the reinforcement learning

method,
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Fig. 3.2 Histogram of the count process
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Fig. 3.3 Comparison of the output process from NN 1 with the simulationr one
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Fig. 3.4 Comparison of the autocorrelation function of the count process
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o  Fig. 3.6b predicted count process (NN2 output) (peak and mean violated by 1.5)
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Fig. 3.6c Histogram of the offered traffic (before the dropping switch) {peak and mean viclated by 1.5)
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Fig. 3.12 Histogram of the count process. no violations

B2 Policied tarffic

LA

2 0] ideal traftic

N

N

Input traffic

7%

No. of cells



Y
—+

¥§8883

pry
[=]
o

o

AT

Fig. 3.13 Histogram of the count process, peak and

mean violations

No. of cells

5

B Policied traffic
[D Ideal traffic

Input traftic

- |

6 7

104



105

Fig. 3.14 Control signal, peak and mean violations
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IV. Congestion Control for ATM Networks by

Reinforcement Learning NN

This chapter exptains the function of the NN as congestion control in the ATM networks
as shown in figure (1.2). ATM allows for statistical multiplexing at the cell level.
Statistical multiplexing occurs when the capacity of an output channel is less than the sum
of the peak connection bandwidth, but is larger tan their average total bandwidth
requirement. The statistical gain is the factor by which the sum of the peak bandwidth
exceeds the output channel’s capacity. Statistical multiplexing, therefore, relies on the
input channels begin bursty due to vanable information transfer rates. Hence, the
statistical gain directly depends on the bandwidth utilization and traffic characteristics of
the input channels.

Achieving any statistical gain results in finite probability of ceil-level overload or
congestion, Controls are necessary to engineer the probability of occurrence of
congestion and possibility to minimize the impact of congestion on end users. Congestion
can be controlled to a limited extent by the provisions of buffers. The buffers will absorb
excess information until the sum of the input rates drops below the output rate of the
multiplexer. The larger the buffer, the greater the overload that can be absorbed, but at
the expense of delay. Buffering can help avoid but can not eliminate congestion, as there
is stitl a finite probability of buffer overflow, unless the duration of the overload is bound
by some constraint. The only recourse in the case of buffer overflow is to discard
information.

Congestion control in ATM networks is difficult because of the different quality
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of service (QOS) requirements (e.g., cell loss rate (CLR), delay, and delay varnability)
that must be guaranteed for each type of the traffic. For example, some services such as
voice, real-time video, and data for real time control have very strict delay requirements,
whereas some services such as file transfers have very strict CLR requirements. More
over, the high speed links (155 Mbps and over) has increased the propagatton-bandwidth
product. Which is a measure of the amount of traffic that can be in transient during a
propagation delay time. Therefore, reactive form of congestion control based upon end-
to-end feedback is inappropriate in the ATM environment.

Broadband ATM networks are subject to the uncertainties about traffic patterns
and large variations in the network conditions. Tratfic demands from users are often
unpredictable. It is becoming increasingly difficult to model the statistical behavior of
many types of diverse traffic and QOS requirements. Therefore, congestion control in
ATM networks must be able to adapt gracefully to the dynamic behavior of traffic and
the time-varying nature of network conditions, especially when new services are being
continually introduced after network design and installation. Unlike traditional data
network, performance-driven control is vital to congestion control design in ATM
networks. Control algorithms should be effective in terms of taking action immediately
at the onset of congestion and they should further, preferably, be incorporated into
hardware implementation. These ongoing design requirements represent a significant

challenge to the next generation of congestion control schemes.
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1V.1 Congestion Control

This section presents an adaptive congestion control model using Neural Networks
(NNs) which can meet the foregoing requirements of congestion control. This research
is motivated by applying the powerful appa-atus of NNs to congestion control problems
for which conventional approaches have proven ineffective or constructive procedures do
not exist for adaptive control. The presented algorithm is a preventive type and is
applied at the access node of the network (i.e., at the User Network Interface (UND)
[26]. The algorithm is a rate-based optimal control one and is implemented by the
reinforcement learning NN. The algorithm uses a feedback control signal to throttle the
peak bit-rate of the input arrival process to the input statistical multiplexer (see figure
(4.1)). The feedback control signal is applied to the input source coder. This signal will
control the source rate by decreasing the coding rate (number of bits per sample). The
feedback control signal is produced by a NN-based controller. This feedback control
signal is an optimal control signal in the sense that it is determined in such way to
maximize the system performance. The system performance is measured by a certain
performance index which combines two important system performance measures:
1) The CLR (i.e., the input multiplexer buffer overtlow).
2) The level of the coding rate of the input source(s) coder(s).

We have solved the optimal control problem using the reinforcement leaning NN
method. In this method, the weights of a NN-based controller are tuned continuousty in

order to maximize the system performance.



1V.2 Congestion Control Algorithm

The main objective of this section is to design a controller that can optimally minimize
the input multiplexer buffer overflow while maintaining the coding rate (of the sources)
at its maximum values most of the time. Since decreasing the coding rate (via the
feedback control signal) could degrade the quality of the information (voice or video).
It is evident that the optimal value(s) of the feedback optimal control signal (source
throttling signal ) that can achieve can not be determined quantitatively. Hence the best
approach to the problem is to apply a reinforcement_based learning method which can
tune the weights of a NN-based controller in order to achieve an efficient congestion
control aigorithm capable of maintaining the QOSs of the different users at the required
values.

In this section, we present a congestion control algorithm for input voice/video
arrival process using NN. The algorithm senses the congestion by measuring the number
of the cells in the input multiplexer buffer at the access node to the network, and then
take a control action by throttling the input sources’s coding rates (see figure (4.1)). The
control low is optimatl one in the sense that it is determined to optimize the performance
of the system. The performance index (cost function) of the system combines two
performance measures. The first performance measure is defined in terms of the input
multiplexer buffer overflows whereas the second performance measure is defined in
terms of the level of the coding rate of the input sources. In this application, the
optimal control low is the one that can minimize the performance index of the system by

minimizing the first performance measure (buffer overflow) and maximizing the second
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performance measure (the level of the coding rate). The importance of minimizing the
buffer overflow is to minimize the CLR of the accepted calls during the call progress
phase. On the other hand the importance of maximizing the level of the coding rate is
to increase the quality of the coding information (voice or video).

It clear now that we the congestion control problem can be formulated as an
optimization problem. It is very difficult for the classical optimal control methods to
solve this problem because these methods rely upon a very accurate mathematical model
for system to be controlled. In our case, these methods need a very accurate model that
can characterize the arrival process with the distribution of number of the cells in the
input multiplexer buffer. Since this model does not exist, more over if this model exists
it should be adaptive for the continuous changes of the characteristic of the arrival
process and it involves very long computation time. Hence it will be infeasible to be
implemented on the real time. These limitations of using the classical optimal control
methods in our application have motivated us to use reinforcement learning NN method
to solve the optimal control problem in our application.

The reinforcement learning NN method evaluates the performance of the system
in terms of the defined performance index, consequently generates an evaluation signal.
This signal is function in the deviation of the system performance from the optimal one.
This evaluation signal is used to adjust the weights of a NN controller such that the
produced feedback control signal, from the controller, when applied to throttle the
coding rates of the input sources, it results in maximization of the system performance
(minimization of the performance index). Hence the reinforcement leaning NN method
depends mainly on the defined performance index of the system and it always tends to

minimize that index even though it might uses very simple mathematicai mode! for the



114
system.

The proposed congestion control algorithm consists of a critic part and a NN
controller part as shown in figure (4.2). The system to be controlled (the environment)
composites the input traffic sources and the input multiplexer buffer at the access node
to the network (UNI). The cells® arrival rate to the input multiplexer buffer depends upon
the coding rate of the input traffic sources while the departure rate of the cells form the
input multiplexer buffer depends upon the link capacity (in Mbps). In this application,
the link capacity is constant, hence, the number of the cells in the multiplexer buffer is
highly depends on the arrival process. The inputs to the control algorithm are taped
delay values of the number of the cells in the multiplexer buffer and taped delay values
of the feedback control signal. The controtler output i1s the feedback control signal
which is fed to the mput traffic sources to change their coding rates. The critic part
involves the performance index of the system (cost function) to be minimized. According
to this cost function the critic part evaluates the system performance and generates an
evaluation signal which is function in the deviation of the system performance from the
desired optimal one, and is used to change the weights of the of the NN controller.

Figure (4.3) shows the NN scheme used as a controiler. It has four neurons in the
input layer, four neurons in one hidden layer, and one neuron in the output layer. The
input layer neurons are fully connected to the hidden layer neurons via the weight matrix
[W], on the other hand, the hidden layer neurons are connected to the output layer
neuron via the weight vector [w]

As mentioned before, the reinforcement learning mechanism involves two parts,
critic part and control part. The critic part of the system uses defined performance index

{cost function) to adjust the weights of the NN controller in the control part. The cost
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function has two performance measures, one presents the buffer overflow whereas the
other one presents the level of the coding rate of the input traffic sources. The buffer
overflow performance measure is the summation of the values of the buffer overflows
over the optimization period. These buffer overflows are shown in figure (4.4.a) which
illustrates the number of the cells in the input multiplexer buffer compared with the
maximum length of that buffer (n,,,). The buffer overflow performance measure is a
summation of the number of the cells that exceeds the maximum buffer length during the
overload periods, this summation is carried out over the optimization period. One
optimization period might have more than one overioad period. The level of the coding
rate performance measure is defined by summing the squared differences between the
maximum value of the feedback contro! signal and the instantaneous values of the
feedback control signal. Figure (4.4.b) illustrates the feedback control signal versus time
compared with the maximum value of that signal. The level of the coding rate of the
input traffic sources performance measure is the summation of squared of these
differences during the opttmization pertod. these differences are shown in figure (4.4.b).

In other word, the objective of the proposed controiler is t0 minimize the area
above the maximum buffer length in figure (4.4.a) and minimize the area under the
maximum control signal in figure (4.4.b).

We defined the cost function (J) as:

L
J(P) f; R,S,(k+1) (ny(k+1) ~n(k+1))2+R, (u (k+1) -u(k+1))? 4.1

where
P: is the trial number

L: is the length of the optimization interval.



116

ntk+1): is the number of cells in the buffer at the sample k+ 1
ngk+1): is the congestion threshold level within the multiplexer buffer
ng{k+l) S, (4.2}
[T is the maximum length of the input multiplexer buffer
S.(k+1): is the given by
Sk+D=1 if nk+1) = nyk+1)

Sk+1)=0 if ntk+1) = nyk+1)
S.(k+1) is used to make the cost function defined in terms of the buffer overflow, not

just the difference between the number of the packets in the buffer and the buffer length.

R,: is the weight value on the buffer overflow performance measure
wk+1): is the feedback control signal at the sample k + |
ugk+1): is the desired value of the feedback control signal, it is also the maximum

value of the feedback control signal.
u{k+l) su, (k+1) (4.3)

R,: is the weight value the on the level of the coding rate performance
measure. This term reflects the weight on achieving a certain voice/video
quality.

The controlled source coding rate is defined by the equation:
Clk) =u(k) =C, {4.4)

where C, is the maximum uncontrolled coding rate ot the source, and C(k) is the
controlled coding rate at sample k, where u(k) is the feedback control signal produced

by the controller at sampie k. (u(k) =<1). Since C(k) < C, , therefor, the maximum
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value of the control signal is unity. i.e., u,=1.

The cost function can be rewritten as:

2 2 2 {(4.5)
J(P) =g R,S,{k+1)€(k+1) +R €’ {k+1)

The term ¢ , represents the cell loss and the term ¢, represents the deviation of the
voice/video quality from its maximum value. Hence the feedback control signal is
determined in order to minimize the cell loss rate in the mean time minimize the
deviation of the voice/video quality from its maximum value.

The NN of the controller has three layers with no inner feedback loop and no
direct connection from the input layer to the output tayer as shown in figure (4.3). Both
the hidden and the output layers have a sigmoid function [44}] to provide the nonlinear
mapping capability. The NN output is the environment input, u(k). This NN is

expressed by the following equation [50]:

ulk)=fAwT(P)Flw(P)I(Kk)]!} {4.6)

where w is the weight vector from the hidden layer to the output layer, W 1s the weight
matrix from the input layer to the hidden layer. Function f is the sigmoid function

defined by the following equation [48]:

. 1
f (x) Tvexp (“x5) (4.7)

where x is the input to the sigmoid function and § is the parameter determining its shape.

I is the input vector to the controller, expressed as follows:

IT(k)=[n{k),n{k-2),uik-1),u(k-2),) (4.8}
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Both the weight vector, w, and the weight matrnix, W, are tuned so as to minimize the
cost function, J, which is defined by (1.4). There are many methods to tune the weights
of the NN such as steepest descent method, Newton’s method, quasi Newton method,
and conjugate gradient method [49]. Because the steepest descent method has the
advantages of being simple and highly parallel, we used it to tune the weights of the NN

as following:

w(P+l)=w(p)-ng% {4.9)
W(P+1) =W{P) -n gﬁg (4.10)

where 75 is the parameter determining the convergence speed of the weights tuning. The
work reported in [48] and {S1] has proved the conversion of the cost function using the
weight tuning algorithm given in equations (4.9) and (4.10). In order to realize the
reinforcement mechanism shown in (4.9) and (4.10), it is necessary to derive the details

of (0J(P)/aw(P)) and (aJ(P)/3W(P)) which is given in appendix |Il.

IV.3 Simulation

The controtler, the voice sources and video sources are simulated on SunSparc
work station using the C language. A voice source is simulated using the ON/OFF model
and a video source is simulated using the first order autoregressive (AR) Markov

process.

The coding rate of the voice/video sources will be reduced in steps (corresponding
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to number of bit per sample). The controlled source coding rate will take the following
values according to the feedback control signal:
Clk) =C,

Cik) =0.75C,

C{k)=0.5C,
These three values of the coding rate are corresponding to three values of the feedback
control signal:
u(k)=1, utk)=0.75. and u(k)=0.5, respectively.
Hence, the control signal produced by the controller is quantized to those three values
before apphed to the voice sources.

The number of the cells in the buffer is measured at every sampling period (T,),
and also the control signal is applied at every T, . At given sampling instant (k) the
controtler measures the number of the packets in the buffer, and also apply the feedback
control signal.

The values of the sampling period T, , the length of the optimization period L.
the weights R, and R, affects the performance of the system in terms of the CLR and
The voice/video quality.

several experiments have been performed using different values of the above
parameters, and the corresponding of values of the CLR and voice/video quality also

have been calculated, to show the performance of the controller.
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IV.4 Results

In this section we show some of the experiments using different values of the control
parameters. In these experiments, the voice sources are simulated using the ON/OFF
model with 1/8 = 0.350 sec and 1/a = 0.650 sec. The video sources are simulated using
the first order autoregressive process mentioned above. The parameter used in this
model are: a=0.8781, b=0.1108, the mean of G(n) is 4.3 Mbps, and the variance of
G(n) is unity.

Experiment (4.1):

In the first experiment, we considered infinite length multiplexer buffer, and packets
from 150 voice sources were statistically multiplexed, with link capacity of 1.53 Mb/sec.
We assumed 1n ,this expennment only, that the coding rate of a voice source can be
changed smoothly from C, to zero, i.e. no quantization is made to the feedback control
signal. The value of the control parameters were as follows:

R.=0.01, R,=10, n;=50, {=0.1, T,=0.0lsec. L.=10T, .

Figure (4.5) shows the feedback control signal and the uncontrolled aggregate arrival
process resulted from the 150 voice sources. The feedback control signal starts at about
0.1 and grows toward |. During this grows, the control signal gets some drops in its
value at a specific times. These drops are because the input process has experienced
some high burstiness periods. This indicates that the controller has successfully sensed
the increased in the burstiness in the arrival process and consequently has dropped its
output feedback control signal, to throttle the coding rate of the arrival process. Figure

(4.6) shows the number of the cells in the buffer versus time and figure (4.7) shows the
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cost function versus time. The cost function starts with high value and converges to zero
and gets some increases at the moments of high burstiness of the arrival process,
whoever it converges to zero very rapidly. This ensures the conversion of the weight
tuning algorithm given in equations (4.9) and (4.10).

Experiment (4. 1):

Starting from this experiment, we used a finite buffer length of 50, to limit the delay to
125 usec. 150 voice sources were involved with the link capacity of 1.53 Mb/sec {about
110% utilization). The control parameters were:

R,=0.4, R,=10, n,=30, {=0.2, T,=0.0tsec. L=10T, .

Figure (4.8) shows the feedback control signal and the number of the cells in the buffer
versus time. The control signal oscillates between 0.5, 0.75, and 1, this corresponding
to coding rate of 0.5C,,, 0.75C,,, and C,,. Figure (4.9) shows the histogram of the number
in the cells in the buffer compared with that for the uncontrolled case, it demonstrates
the effect of the controller in reducing the buffer overflow. The CLR in this experiment
is 10*. Figure (4.10) shows the histogram of the control signal, from which it is clear
the most of the time the sources are operated at the 0.75 of the maximum coding rate
(i.e., at 0.75C,), and the corresponding voice quality are 0.72 of the maximum voice
quality. Figure (4.11) shows the cost function versus time, it starts with some high
number and converges very rapidly and it experiences some perturbations due to the
increase in the burstiness in the input process, whoever it converges.

Experiment (4.3).

In this experiment, we show the efficacious of the controller in decreasing the CLR and
increasing the voice quality. The control parameters were:

R,=0.2, R,=10, n,=30, §=0.2, T,=0.0lsec. L=5T, .
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Figure (4.12) shows the CLR and the voice quality versus time, where the CLR
decreases with the time and also the voice quality gets better with time. This because that
the weights of the NN controller start with arbitrary random values, and the critic part
evaluates the performance of the system via the cost function and then tunes the weights
of the NN controller. In this experiment, the weights were updated at every L. (=5T,)
and after 600 sec the controller has achieved a CLR of 10™ and a voice quality of 0.8
of the maximum voice quality.
Experiment (4.4);
This experiment demonstrates the effect of the parameters R,, and R, on the
performance of the controlier. The control parameters were:
n, =30, ¢=0.2, T,=0.0lsec. L.=5T, . The ratio R,/ R, are changed from 0.0]1 to 0.1.
Figure (4.13) shows the CLR and the voice quality versus R,/ R, . As shown, as the
weight of the CLR-part of the cost function, R, increases the CLR gets better (decreases)
and the voice quality decreases and vice versa. This justifies the tarde off between
decreasing the CLR and increasing the voice quality, whoever, one might increase the
weight of either one to achieve certain required performance. Hence the proposed
controller aliows the network operator to choose the ratio of satisfaction of the required
QOS and voice quality. for example, he might choose to decrease the CLR in the
expense of decrease the voice quality, or vice versa, or choose to maintain the CLR low
and also maintain the voice quality at an acceptable level.
Experiment (4.5):
This experiment shows the effect of the length of the optimization interval (L). The
control parameters were:

n,=30, {=0.2, T,=0.01sec. The ratio R,/ R, were changed from 0.01 to0 0.1, and L
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takes the values of 2T,, 5T,, 10T,, 20T,. As can be shown from the group curves given
in figure (4.14), for low value of L, we get better performance in terms of decreasing
the CLR and increasing the voice quality as shown in the curve for L.=2T,. Whoever,
for high values of L. we get low CLR and low voice quality, this because that the weights
of the NN controiler are updated, by the critic part, at every L. Hence, by increasing L.,
there will be a considerable time elapsed between the increase of the burstiness of the
arrival process and take the swift action (i.e. tune the weights of the controlier in order
to accommaodate with this increase in the burstiness).

Experiment (4.6);

In this experiment, we show the CLR versus load for both the controiled system and the
controlled system, we also show the voice quality versus time for the controlled system.
The control parameters were:

R,=0.2, R,=10, ny=30, {=0.2, T,=0.01sec. L=5T, .

Figure (4.15) shows the CLR versus load for both the controlied system and the
uncontrolled one. 1t is clear the effectiveness of the controller in maintaining the CLR
low while it is continuously increases with the load for the uncontrolled system. Figure
(4.16) shows the voice quality versus load. It decreases as the load increases, whoever
it is still at an acceptable value.

The following experiments were performed to test the proposed algorithm with
the video arrival process. 16 video sources were statistically multiplexed at the input
multiplexer buffer. We used a finite buffer of length of 20 cells with the link capacity
of 62.4 Mbps to limit the delay to 125 usec.

Experiment (4.7).

In this experiment, the control parameters were:
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R,=0.2, R,=10, n,=15, ¢{=0.5, T,=0.001sec. L=10T, .
Figure (4.17) shown the feedback control signal and the number of the video cells in the
buffer versus time. Figure (4.18) shows the histogram of the number of the video cells
in the buffer under the control of the proposed algorithm compared with the histogram
of that number for the uncontrolled case. The controller has reduced the CLR to 10 in
the mean time maintained the video sources operating at their maximum coding rate at
most of the experiment time, as shown in Figure (4.19). It shows the histogram of the
teedback control signal. the correspond video quality is 0.889 from its maximum value.
Experiment (4.8):
In this experiment, we show the effect of the parameter R, in determining the value of
the obtained CLR. The control parameters were:
R,=0.3, R,=10, n;=15, ¢=0.5, T,=0.001sec. L=10T, .
The value of R, is increased in this experiment compared with the tast experiment ( R,
=0.2). Figure (4.20) shows the histogram of the number of the cells in the buffer and
the corresponding CLR is 107, Figure (4.21) shows the histogram of the feedback control
signal, from which it is clear that the control has maintained the video sources operating
at 0.75 of their maximum coding rate at most of the time, and the corresponding video
quality is 0.85 of the maximum value. It is clear form these results that by putting more
weight on decreasing the buffer overflow (by increasing R,), we get less CLR in the
expense of decreasing the video quality. This experiment assures the sensitivity of the
proposed algorithm to the relative values of the parameters R, and R,. Hence, these two
parameters can be used by the network operator to achieve certain performance.
Experiment (4.9).

In this experiment, we show the CLR versus load for both the controlled system and the
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controlled system, we also show the video quality versus time for the controlied system.
The control parameters were:
R,=0.2, R,=10, n,=15, {=0.2, T,=0.00isec. L=10T, .
Figure (4.22) shows the CI.R versus load for both the controlled system and the
uncontrolled one. It is clear the effectiveness of the controller in maintaining the CL.R
low while it is continuously increases with the load for the uncontrolled system. Figure
(4.23) shows the video quality versus load. It is decreased as the toad increases, whoever
it is still at an acceptable value.

From all of the above experiments we conclude that the proposed congestion
control algorithm is capable of controlling the voice arrival process and the video arrival
process as well. It gives the maximum contro! for the CLR and the required quality of

the coded voice and video information.
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Fig. 4.2 Neural Network congestion controller
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Fig. 4.5 Feedback controt signal
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Fig. 4.5 "cont." Feedback control signal
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Fig. 4.8 Feedback control signal
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Fig. 4.9 Histogram of the numbar of voice cells in the

Numbar of
OCCUrTences

buffer

1800 o
1600
1400 {
1200 _] without control
1000 §
800 §7
600 §
400 {7
200 §;

2 with control

:,_; ELELEETTTY Wy Ademadantall
CNTOXOANTLIORYILLSYUIBRIIIIC?
Number of celis



////////
-

//////////

////

W

/1

§85F8588°

4

Feesdback control signal



Cost function (J)

250

200

100

Fig. 4.11 The cost function

137

.\_,.wr%

.

time (sec)

L‘gr _, .C_r\,r
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Fig. 4.13 Cell loss rate and voice quality versus Rn/Ru
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Fig. 4.14a Cell loss rate and voice quality versus Rn/Ru
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Fig. 4.14b Call loss rate and voice quality varsus Rn/Ru
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Fig. 4.14c Cell loss rate and voice quality versus Rn/Ru
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Fig. 4.14d Cell loss rate and voice quality versus Rn/Ru
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Fig. 415 CLR versus the utilization
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Fig. 4.16 CLR and voice quality versus the utilization

0.0002 »— —&— —— e
0.00018 -
0.00016 -

000014 —&—— CLR
Ooogf : -—&— voice quality
0.00008 +
0 00006 +
OO(IIMJ p
0.00002 - _

04 a «

25 50 75

% Utiization

o o
]
quality

143



Number of cells

146

Fig. 4.17 Number of the video celis in the buffer
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Fig. 4.18 Histogram of the number of the video cells in the
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Fig. 4.21 Histogram of the feedback control signal
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Fig. 4.22 CLR versus the utilization
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Fiq. 4.23 CLR and video quality versus the utilization
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V. Conclusions and Future work

In this research, we have introduced a scheme for ATM traffic management using NNs.
The scheme 1s composed from cell level control functions, call tevel control function and
network level control function. This research is mainly concentrated with the cell level
control functions. The cell level control functions includes a traffic measurements
function, traffic enforcement function and a feedback congestion control function, all
implemented by NNs.

Based upon the obtained results for the traffic measurements using NNs, we
conctude that a suitable NN architecture can be chosen to characterize the multimedia
traffic. After completing the training phase of the NN, it will learn the pdf of the offered
traffic. Hence, the NN can be used as an effective traffic descriptor. It describes the
traffic by its actual pdf (instead of the approximated simple parameters such as the peak
and mean bit-rates). The proposed model using the NN is suitable for implementing an
effective ATM traffic descriptor, since it can adaptively predict the traffic by learning
the relationship between the past and the future traffic vanations. The potential of the
proposed model is demonstrated by its efficacious to predict the packet arrival process
of: the superposition of M voice sources, the superposition of N video sources, and the
superposition of N video sources and M voice sources. The results show that NNs can
be trained to learn the pdf of the arrival process hence it can function as an adaptive
predictor.

The traffic enforcement function of the cell level traffic management scheme

includes a pdf-based NN traffic enforcement mechanism (NNTEM). In this mechanism,
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a set of two inter-connected backpropagation NNs are used to characterize and predict
any violations of the traffic pdf. The proposed NNTEM is suitable for the highly variable
multimedia traffic enforcement in ATM-based networks. This is achieved by utilizing one
NN to capture the actual pdf of the ideal "non-violating" traffic, while the other one is
trained to adaptively characterize and predict any type of traffic violations by learning
the relationship between the past and future traffic variations. The NNTEM polices the
actual pdf of the traffic which includes all the statistical properties of the traffic. The
error signal produced by the NNTEM can detect the individual contractual parameter
violations as well as any combinations of the contractual parameter violations. This error
signal is used to drop the violated cells.

As extension for the NNTEM, a Neural Network controller using reinforcement
learning method is introduced. This mechanism is composite of critic and control
functions, that are used to characterize, predict, and police any violations in the traffic
pdf. The role of the critic function is to produce an evaluation signal which is function
in the traffic violations. The critic function uses the NNTEM to produce an error signal
function in the violations of the actual pdf of the traffic which includes all the statistical
properties of the traffic. A reinforcement learning method defines a cost function in terms
of traffic violations. The method uses the error signal to tune the weights of the NN in
the controller part in order to achieve a control signal capable of optimally policing the
traffic violations. The proposed system solves the fundamental problem challenging
most of the existing flow enforcement mechanics which is the difficulty in policing both
the mean and the peak btt-rates, simuitaneously. The system can be easily configured
and trained to incorporate any types of multimedia traffic by a simple modification of its

input vector to include the learning of the pdf of the new traffic types. Although the
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training phase requires extensive numbers of tnals, it does not affect the performance
since it is done "off-line" and before the actual "on-line” or production phase of the NN.

The feedback control function involves an adaptive congestion control model
using NNs. The presented algorithm is a preventive type and is applied at the access
node of the network. The algorithm is a rate-based optimal control implemented by the
reinforcement learning NN. The algorithm uses a feedback control signal to throttle the
peak bit-rate of the input arrival process 1o the input statistical multiptexer. The feedback
control signal is applied to the input source coder. This signal wili control the source rate
by decreasing the coding rate (number of bits per sample). The feedback control signal
is produced by a NN-based controller. This feedback control signal is an optimal control
signal in the sense that it is determined in such way to maximize the systermn performance.
The system performance is measured by a certain performance index which combines
two important system performance measures:

1) The input multiplexer buffer overflow (this will reflect the CLR for the accepted
calls)
2) The level of the coding rate of the input source(s)

We have solved the optimal control problem using the reinforcement leaning NN
method. In this method, the weights of a NN-based controller are tuned continuously in
order to maximize the system performance. Since the proposed algorithm is a rate-based
optimal control implemented by the reinforcement learning NN. Therefore, it has the
advantages of the rate-based control method, the optimal control method, and the
reinforcement leaming method. The obtained results of that algorithm have assured its
potential and effectiveness in maintaining a low CLR in the mean time maintaining a high

voice and video quality.
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Although the proposed traffic management scheme shows excellent results with
the simulated system (i.e., input voice and video sources and input multiplexer buffer),
it is expected that the proposed scheme works successfully with the real time system (as
indicated by experiment (2.10)). Hence, we suggest 1o build a real time test-bed system
which should be composed from variable bit-rate voice and video sources, dropping
switches and input multiplexer buffer. The proposed NN cell level traffic management
scheme can be implemented using hardware or software to generate the cell dropping
signal (s) that control the operation of the dropping switch (s) and the feedback control
signal that changes the coding rate of the input voice and video sources.

We also suggest to implement a call level tratfic management scheme, and a
network level management scheme using NNs and combine these two schemes with our
cell level traffic management scheme to obtain the total NN traffic management solution

illustrated in figure (1.2).
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Appendix 1

This appendix explains the detailed derivation of (0J(P)/dW(P)) and (3J(P)/dw(P))
used in equations (3.5) and (3.6) respectively. We start with (dJ(P)/dW(P)):

From Equation (3.1), with Q=0.5, (dJ(P)/aW(P)) is expressed as follows:

AJ(P) . % _ Ohik) __x~_, 4 Oh{k) du(k) (A1)
S E) ?:1 (hy(k) ~hK)) Sy ; € k) F % 3w (E)
OJ(P) __ = ou ( K) (A2)
(e g € Fwcpy B (K
Define x1 and x2 as follows:
x1=wT{P) F{W(P)YI{k))=wT(P) f{x2) (A3)
xX2=W{(P) I(K) {Ad4)
Then, from equation (3.2), u(k) can be defined as :
U(K) =f(x1) (AS)
From equation (AS), (du(k)/dW(P)) can be expressed as:
Ju(kK) _df{x1) Jxl1 (A6)
oW ( P) dx1 OW{P)
Where (dx 1/0W(P)) is defined as:
ox1 of (x2) Ox2 (A7)

=w 7 {p)
oW ( P) ox2 OW(P)
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It Follows that:

ox1 _

W—W(P)Q%%‘?—)—I(K) (A8)
Hence from (A6) and ( AB), we can get:
Theretore
L
- OF(x1) 1, py OF(X2) ;.
W{p+1) w(p)m;e(k)hi(k) g W (P) S Tk (A10)

Similarly  (dJ(P)/dw(P)) can be expressed as:

L
w(P+1) =w{P) +11;e(k)hi(k}%f(x2) (A11)
=1
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Appendix II

This appendix explains the detailed derivation of (3J(P}/aW(P)) and (a1(P)/dw(P})
used in equations (4.9) and (4.10) respectively. We start with (dJ(P)/aW(P)):
From equation (4.5) (3J(P)/dW(P)) is expressed as follows:

aJ{p) _ on{k+1) >R k+ du({k+1) (A12)
—_—&aw o) ;st (k+1)€, (k+ IJ—BW( — *2R.e, ( l)—aw(p)

TP _ ¥ . L.y On(k+1) dulk) . 1y Qulk+1)
B_&W(p] Z;zR,,S,,(k 1)e, {(k+1) 30 K oW (D) 2R (k l}T_—_W(p} (A13)

L
J( ] - ¥ + - k aU{k} +2R k+1 aU{k*l) Al4
) ;zfensn(k 1)e,(k+1)h"{ )W W€y ( )_am-_ ( )

where h°(k) is the amount of the uncontrolied traffic (measured in number of cells)
emitted from the traffic sources during one sample pertod (from Kk to k+1).

Define x1(k) and x2(k) as follows:

x1{k) =wT{P) F{W(P) I{k))=wT(P)F(x2({k)) (ALS)

x2{k) =W(P) I(K) (Al6)

Then similarly as we did in appendix I, W(P+1) can be expressed as:



L f{x2{k
W(P+1) =W(P) *'lg 12R,S, (k+1)e, (k+1) b (K) %{lwnp) %’%ﬁ

Of (x1(k+1)) v py OF(X2(Kk*+1)) 7 poy))

+2RE kA1) =y Ox2{k+1)

Similarly  (3J(P)/dw(P)) can be expressed as:

L (K af(xlfk)f( 2(k))
w(P+1) =w{P) +n? (2R,S,(k+1)€, (k2 1) B (k) S5 oima= £ (x
=1

) L1y OF (x(k+1)) k2 1))
2R, e ) S ey £ e t)

I{k)

{(A18)
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