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Abstract

PHYSICAL LAYER IMPACT ON WIRELESS MOBILE AD-HOC NETWORK
PERFORMANCE

by
Merlinda Drini
Advisor: Professor Tarek Saadawi

In this thesis, we propose performance optimization challenges of ad hoc
networks using cross layer design. Due to size and mobility requirements of the nodes
that make up these networks, the routing protocols employed often must deal with limited
performance. Thus, it is necessary to consider models and constraints at multiple layers
when we explore network performance limits. The formulations of these cross-layer
problems are usually in very complex forms and are mathematically challenging.

We introduce effective mathematical tools that can model time varying wireless
channels in a discrete time domain. These mathematical tools, known as Markov models,
have been proved as very proficient way of modeling wireless communication parameters
such as channel fading statistics and Bit Error Rate (BER) performance.

We start the analysis of wireless channel first using 2-state Markov model, which
in spite of network performance enhancement, cannot be very efficient in all scenarios,
since wireless channel characteristics dynamically change in time. Next we demonstrate
that using higher order of Markov chains, it is possible to implement a more realistic
channel. However, increasing the number of states increases the computational
complexity. Thus, we use a 3-state Markov model of the wireless channel as a tradeoff

between complexity and the performance.



We propose an optimal algorithm on how the physical layer channel state
information can be translated into the QoS parameters in higher layers. Since a cross-
layering between the physical layer and the routing protocol has been proven to be
significant, we introduce a development of physical layer-constrained routing algorithm
that switches between the best possible routes as a function of Signal to Noise Ratio
(SNR). We explore cross-layer adaptation of the route selection to channel conditions, to
optimize network throughput. We propose a physical layer aware routing that switches
between the best possible routes as a function of SNR.

Furthermore, to improve the performance of wireless ad-hoc networks, we
implement a new metric based on the channel SNR information and lifetime of the links,
for optimal route discovery. Introducing this new parameter, called Link Lifetime (LLT),
we show how we can reduce the control overhead by avoidance of frequent routes
reestablishment, and realize sudden route maintenance in mobile ad hoc networks.

Finally using numerous simulations, we analyze the performance of an ad-hoc
routing protocol. Our results indicate that employing this new metric of LLT and 3-state
Markov chain model, we achieve more stabile routes, thus, dramatically improving the

overall performance of a mobile ad-hoc network.
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Chapter 1

Introduction

1.1. Motivation

The explosive increase in wireless packet-data applications, such as wireless web
browsing, real-time mobile multimedia streaming, and interactive applications motivates
the rapid development of the next-generation mobile wireless networks. The associated
communication channels and traffic patterns in mobile wireless networks are more
unpredictable than the traditional wired networks. On the other hand, the future
multimedia applications impose stringent and diverse Quality of Service requirements,
which cannot be satisfactorily addressed through the traditional layering network-
protocol architecture which i1s a widely known, well accepted framework for

communication systems.



The layered networking architecture has been the key to the enormous success
and widespread usage of the Internet, as well as the initial development of wireless
systems. The success of the layered architecture has been its ability to provide modularity
and transparency between the layers.

However, in order to support the revolution of new applications, a new era of
network architectures has emerged. A major challenge is to understand at a fundamental
level how to best design and control these networks, referred to as “wireless ad-hoc
networks”.

Mobile Ad-Hoc Networks (MANETS) are networks of mobile devices that are
formed in an ad-hoc manner. The devices that participate in such networks have wireless
communication capabilities with limited range transmitters, and thus can directly
communicate with other devices that are within their range. Some of the devices
occasionally volunteer to forward some of the messages they receive, or in other words,
act as routers, thereby forming a multi-hop network with a wider reach. Yet, there is no
fixed infrastructure, the network is continuously changing, and routers are elected on
demand. In other words, the networking issues are handled in an ad-hoc manner.

Ad hoc networks have emerged recently as an important trend of future wireless
systems. The evolving wireless networks are seriously challenging the traditional OSI
layered design. In order to provide high capacity wireless access and support new
multimedia network, the various OSI layers and network functions should be considered
together while designing the network.

Actually, system performance improvements for wireless ad hoc networks could

arise from some communications between different layers, considering certain smart



interactions between them in the system design. This general concept is known as cross-
layer optimization.

Correspondingly, a cross-layer design paradigm would be needed to achieve
transmission protocol stack performance while meeting these new challenges. The cross-
layer designs and protocols tend to be very essential approaches for the mobile wireless
and ad hoc networks where unpredictable variables such as node mobility, node density,
and network dimensions make the diverse and stringent wireless QoS requirements even
harder to satisfy.

Traditionally, network protocols are divided into several independent layers. Each
layer is designed separately, and the interaction between layers is performed through a
well defined interface. The main advantage of this type of approach is architectural
flexibility. One implementation of a layer can be seamlessly replaced with another
implementation. For example, if an old protocol has to be replaced with a newer one,
there is no need to modify the rest of the network stack.

The Cross layer concept is a new way to see the quality of service in the network.
It does not consist in the addition of reservation mechanisms of bandwidth or any other
ad-hoc mechanism, but in adapting the current mechanisms at one level to the underlying
levels.

In this thesis, we discuss performance optimization challenges of ad hoc networks
and cross-layer design. Ad hoc wireless networks were implemented by using Network
Simulator, OPNET, and the wireless physical and network layer of two types of routing

protocol models have been included in the simulation. Simulations show that the



performance begins to drop due to congestion, the mobility and fading, which cause the
route failures and packet loss in wireless environment.

To improve the performance for wireless networks, we implemented a signal
strength aware cross-layer design. The network layer adaptively selects a transmission
path based on the channel signal strength and link lifetime information from physical
layer. This information is sent to a routing protocol as a stability aware routing metric for
optimal route discovery. We modified the source codes in Physical layer and the routing
of the ad-hoc network protocols. The simulations show that physical layer aware routing,
improves the network performance in terms of throughput, overhead, and end-to-end

delay.

1.2. Contribution

Unlike infrastructure based networks in which routers are usually considered to be
trusted entities, in ad-hoc networks, routing is performed by the devices themselves.
Thus, there is a high risk that some of the links between nodes of an ad-hoc network
would could easily broke down. Therefore, the possibility of having broken links,
respectively the paths in the system, motivates the development of reliable broadcast
protocols for ad-hoc networks.

The common theme of most research in this area is the optimization of the
physical layer performance measures without considering a cross layer approach to
evaluate the interaction of physical layer with higher layers in improving the network

performance measures.



Since the interaction between layers is significant in the design and
implementation of wireless ad-hoc networks, we have attempted to address this
interaction studying first the effect of the Physical Layer notion in the Quality of Service
performance of wireless networks. Some of the most important inherent properties of the
Physical Layer that make the design of protocols more complicated, include the
attenuation of radio signals over long range communications called path loss, and the
fading effect caused by multipath propagation. In order to mitigate these effects, we have
to use more sophisticated reception algorithms, considering many important issues such
as fading effects and the interference caused by multiple active sources.

Our main contribution in this work is to design optimal communication
algorithms which are based on cross-layer approach, mainly considering the interaction
between Physical and Network layer in the design and performance evaluation of
protocols.

Our work presented in this thesis aims at contributing to the persistent evolution
of wireless communications. The thesis evaluates different aspects of cross layer design
by studying the potential benefits of interactions among the physical and network layers.
For analysis of upper layer characteristics, a simplified physical layer model has to be
chosen to model the physical layer characteristics. In this dissertation we first employ the
widely used 2-state Markov model, which, despite network performance enhancement,
cannot be very efficient in all scenarios. Using 3-state Markov model we demonstrate
more accurate network results.

Our focus is on the design, analysis, and performance evaluation of the routing

protocols for ad hoc networks. These constitute as the extension and adaptation of the



existing reactive and proactive routing protocols, which introduce a new paradigm in the
context of route selection. Theoretical analysis and computer based simulations show that
the modified versions of these protocols outperform their standard versions. It is also
shown that the appropriate modeling of the wireless channel behavior is the basis for
finding network aware cross layer processing algorithms which are capable of exploiting
the predictability of the links’ lifetime during the route selection. The link lifetime

prediction is realized using the mean sojourn time of the states in FSMC.

1.3. Thesis Outline

This thesis is outlined as follows. In Chapter 2, we present the channel model of the
system and study the impact of Physical Layer in the routing decision in ad-hoc networks,
modeling wireless channel with Finite State Markov Chain. In Chapter 3, we address the
effect of joint cooperation between Physical and Routing Layers, and the resulting
network throughput increase due to this interaction, using two-state Markov Modeling of
the channel. In Chapter 4 we show how increasing the number of states in FSMC results
in increasing the network throughput under a multihop communication setting, evaluating
the performance of an ad-hoc protocol. In order to gain more insight to the problem of
multi hop communication we further study the issue of the wireless communication
channel in Chapter 5, in the context of common radio channel impairments like multipath
fading, path loss and interference, and numerically show the performance gain achieved
by optimally choosing the routes based on the new metric, Link Lifetime. Finally the

concluding remarks and future work are given in Chapter 6.



Chapter 2

Wireless Channel Model

2.1. Introduction

The major problem with transmitting information over wireless channels is the
issue of link reliability. Wireless channels have high channel bit error rate and limited
bandwidth. The high bit error rate degrades the quality of transmission and the network
performance. The notion of a link in wireless ad hoc networks is different from that in the
wired network, where the links exists between two nodes only if they are connected by a
physical medium. Each wireless node can communicate with any other node within its
transmission range, which depends on the SNR at the receiver and the coding scheme
used by the transmitter.

The quality of wireless channel among the mobile nodes is time varying due to
fading, shadowing and pathloss. Given that the shortest-path metric does not take into

account the physical channel variations of the wireless medium, it is desirable to select



the routes with minimum cost based on some other metrics which are aware of the
wireless nature of the underlying physical channel. In self-organized network, there are
many other metrics to be considered: Power, Packet Loss, Maximum available bandwidth
etc. These metrics should come from a cross-layer approach in order to make the routing

layer aware of the local issues of the underling layers.

2.2. Wireless Channel Model

The signal transmitted from a mobile node to others, loses part of its power along
the way. This happens because of the distance it travels and the terrain across which it
travels. The radio wave (signal) propagation is generally modeled by the combination of
large scale and small scale propagation models [1].

Large-scale fading is due to the distance loss and shadowing effects and changes
relatively slowly. As the node moves over longer distance, the average signal strength
gradually decreases. This way large scale fading is of interest, because the movement
tendency of the nodes enables us to discover routes which are more likely to fail.

On the other hand, node movement over short distances may cause the rapid
variation of the received signal strength, thus, giving rise to small scale fading. Small
scale fading can be modeled by Ricean fading (with line of sight) or Rayleigh fading
(with no line of sight).

Slow fading can be caused by events such as shadowing, where a large
obstruction such as a hill or large building obscures the main signal path between the

transmitter and the receiver. The amplitude change caused by shadowing is often



modeled using a log-normal distribution with a standard deviation according to the log-
distance path loss model.

The simplest path loss model is well known free space model, which predicts the
received power as a deterministic function of distance. The communication range with
this model is represented as an ideal circle. But in reality, the received power at certain
distance is a random variable due to multipath propagation effects. Since, the free space
model predicts the mean received power at distance d, a more general model, so called
the shadowing model has to be used.

The shadowing model extends the ideal circle model to a richer statistic model:
nodes can only probabilistically communicate when near the edge of the communication
range.

The more realistic physical layer includes a channel with both path loss and
shadowing. This consists of two parts. The first one is known as path loss model, which
also predicts the mean received power at distance d, denoted by Pr(d). It uses a close-in

distance, do. as a reference. P,(d) is computed relative to P.(do) as follows.

where B, is called the path loss exponent, and is usually empirically determined by

field measurement. The value of B for free space propagation model is 2.

Since the path loss is usually measured in dB the previous eq. becomes
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The second part of the propagation model reflects the variation of the received
power at certain distance. It is a log-normal random variable, that is, it is of Gaussian

distribution if measured in dB. The overall shadowing model is represented by

{ P’(d)} = —IOﬂlog(di] + Xugs ---(2.3)

0

~
£y
N—

where ygp is a Gaussian random variable with zero mean and standard deviation
ogp., Which is called the shadowing deviation, and is also obtained by measurement.

Eqn.(3) is also known as a log-normal shadowing model.

2.3. Interference impact

In a wireless ad-hoc network, because nodes share a common channel,
interference usually has a greater impact than noise.[2]. In addition, thanks to in-band
transmissions from nodes that are out of range, but close enough to cause interference, as
well as crosstalk from near-band transmissions, the interference level can have large,
rapidly changing values. Hence we focus on the SINR, rather than the SNR, signal to
noise ratio.

Computation of interference and noise at each receiver is a critical factor in
wireless communication modeling, as this computation becomes the basis of SINR

(Signal to Interference and Noise Ratio) or SNR (Signal to Noise Ratio) that has a strong
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correlation with PER (Packet Error Rate) on the channel. The power of interference and
noise is calculated as the sum of all signals on the channel other than the one being
received by the radio plus the thermal (receiver) noise. The resulting power is used as the
base of SNR, which determines the probability of successful signal reception for a given
packet [3].

Thus, a communication between two nodes u and v is successful if the SINR
(Signal to Interference and Noise Ratio) at the receiver v is above a certain threshold
which depends on the desired transmission characteristics (e.g channel, data rate etc.).
More formally, denoting the signal strength of a packet from node u (sender) at node v
(receiver) by Pv(u), a packet on the link (u,v) from node u to node v is correctly received

if and only if SINR is above a certain threshold.

siNR—— Bl o5 L (24)
N+Zwev' })V(W)

where N is the background noise, v’ is the set of nodes simultaneously transmitting and 6
is a constant which depends on the data rate, channel characteristics, modulation scheme
etc.

Since in a realistic channel the interference cannot be excluded, from now on, we
will refer to SINR as SNR. Accordingly, N represents the background noise plus the total

interference of all neighboring transmissions.

2.4. Introduction to Finite State Markov Chain

Wireless has proved to be one of the most important and fastest growing fields of

communications especially during last few decades. To achieve reliable communication,
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we model a wireless channel to analyze its performance and to find ways to improve the
reliability of a particular system.

In our work we perform the stochastic analysis of a Wireless communication
channel. Our study is based on a Finite State Markov Model. The channel switches
between different states. Each state corresponds the probability that a packet sent by the
transmitter will be received by receiver or will be lost. The transition between the
different states of the channel is administrated by a Markov chain; this Markov chain is
not observed directly, but the received packet provides some probabilistic information

about the current state of the channel.

2.5. Finite State Markov Chain Model

The signal-to-noise ratio (SNR) experienced by mobile terminal is complex
mobility-dependent stochastic process resulting in three fading components each of
which significantly influence performance of the wireless channel: pathloss component,
shadowing and multipath.

If we consider Rayleigh fading channel, then the received signal is the sum of
signals with different phases caused by different paths, which can be modeled as a
random variable. In a multipath propagation environment with additive Gaussian noise,

received SNR has also the Rayleigh distribution with probability density function
1 /4
P =—exp| == | ...(25)
e e

Where v, is the average SNR, which is physical layer depended and can be

expressed as
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Where Pt(dBm) is the transmitter output power, Li(dB) is the implementation
loss, due to connecting cables or antenna patterns, PN(dBm) is the receiver hardware
related noise power and LP(dB) is the radio propagation path loss which general
expression can be found as

Ly =G, +G,log, /. +Gylog,,d 5 7y

Gl1, G2, G3 are constants corresponding to application scenarios, fc is the carrier
frequency and d is the distance between the transmitter and receiver.

In one word given the physical layer conditions, the average received SNR
enables us to characterize the channel variation at the physical layer using the finite state
Markov chain channel model, known as FSMC.

The basic requirement for defining a Markov process is to specify the probability
of making the next transition state for each state in the process and for each transition
time.

P.(s,4 = ls,=1)
Thus must be specified for 1 <=1, j <= N, where 1, ] denote the state index and n is the
discrete time index.

The N2 transition probabilities that describe the Markov process are generally
represented by NxN transition probability matrix generally denoted as P. The transition

probability matrix of a Markov process can be graphically represented with the transition
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K-Izi-ﬂ- )

K-1,K-1

Figure 2-1 State diagram of Finite State Markov Chain

diagram, where the nodes represent the states of the process itself.
Let S=sl1,s2,...,sK, denote the state space of a stationary Markov chain with K states.
State’s space S is that of K different channel states with corresponding SNR thresholds,
I'k, in increasing order [4].
0=T, <[, <T, <---<T, <[ =0 --(2.8)
The channel is in state k, if the received SNR is between I'k and I'k+1.
S,;relr,.r,] k=012,.,K-1 ..(2.9)
Considering the mobility of the nodes, their motion of a certain speed causes the
Doppler frequency, fm, then the number of times that the received signal crosses the
given threshold, I'k, in the positive or negative direction only, is known as the level

crossing rate of level I'k, and is given with

N, ) = /27z_rkfm exp[_erJ ...(2.10)
y 7
fv

_JY .(2.11)

F. is the carrier frequency, v speed of the node and c is the speed of light.
Thus the transition probabilities from state sy, to state sk+1, Pyy:i, can be
expressed as a ratio of the level crossing rate at threshold I'k:;, and the average number

of signal segments per second staying in state sy.
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The transition probabilities can be approximated as

N[, )T
Pk,k+1 = ( k+l) Lo k=12,..K-1 ...(2.12)
7k
N(T, )T
k,k=1 :#, k:2,3,...,K .“(2‘13)
7

where Tp is the packet transmission time and

e r T, ..(2.14
Ty = jp(y)dy=exp[—?k]—exp(—%j -

Consequently knowing the transition probabilities the steady state probabilities can be

calculated as

l_Pk,kH_Pk,K—la if 0<k<K
Py =\1=Fyu, if k=0
=Py x1s if k=K

...(2.15)

PC = I.PiiJ(K+1)x(1<+1) +(2:16)

where Pc is the transition matrix of the FSMC model.

2.6. Conclusion

The goal of this chapter was to develop the terminology, definitions, and basic
concepts of modeling a random wireless channel that can be a function of time, frequency
and speed. These concepts include shadowing effects, the impact of interference and

multipath propagation effect.
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Errors introduced by a wireless medium are more frequent and profound than
contemporary wired media. Some of these errors, which are not corrected by the physical
layer, result in Medium Access Control layer bit errors and packet losses. Design of
wireless protocols and applications can benefit substantially from a thorough
understanding of these inter layer impairments. We evaluate and propose Finite State
Markov-based stochastic chains to model the channel behavior for both bit errors and

packet losses.
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Chapter 3

Modeling Wireless Channel with 2-

State Markov Chain Model

3.1. Introduction

Routing in MANET (Mobile Ad Hoc Network) is challenging due to the dynamic
nature of network topology and the resource constraints. To maximize the channel
resource utilization and minimize the network transfer delay along the path, the shortest
path with minimum hops scheme is often adopted.

Reference [24] shows that routing in multi-hop wireless networks using the
shortest-path metric is not a sufficient condition to construct good quality paths, because
minimum hop count routing often chooses routes that have significantly less capacity
than the best paths that exist in the network. Specially, the nodes near the center of the

network carry high loads when the routing protocol uses shortest path route strategy.

However, the quality of wireless channel among the mobile nodes is time varying

due to fading, shadowing and pathloss. Given that the shortest-path metric does not take
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into account the physical channel variations of the wireless medium, it is desirable to
select the routes with minimum cost based on some other metrics which are aware of the
wireless nature of the underlying physical channel. In self-organized network, there are
many other metrics to be considered: Power, Packet Loss, Maximum available bandwidth
etc. These metrics should come from a cross-layer approach in order to make the routing
layer aware of the local issues of the underling layers.

In this chapter we perform the stochastic analysis of a Wireless communication
channel. Our study is based on a Finite State Markov Model. The channel switches
between different states. Each state corresponds the probability that a packet sent by the
transmitter will be received by receiver or will be lost. The transition between the
different states of the channel is administrated by a Markov chain; this Markov chain is
not observed directly, but the received packet provides some probabilistic information
about the current state of the channel. The major problem with transmitting information
over wireless channels is the issue of link reliability.

Wireless channels have high channel bit error rate and limited bandwidth. The
high bit error rate degrades the quality of transmission and the network performance. The
notion of a link in wireless ad hoc networks is different from that in the wired network,
where the links exists between two nodes only if they are connected by a physical
medium. Each wireless node can communicate with any other node within its
transmission range, which depends on the SNR at the receiver and the coding scheme

used by the transmitter.
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3.2. 2-State Markov Model

Now our attention will be given to the realization of wireless channels, first
considering the simplest case of a channel having only two states, and observing the

errors generated by this channel. The generation of an error depends upon a threshold

P Bad

Pss

Figure 3-1 Two state Markov Model

level, which is the probability of generating error. If the probability is less than the
threshold, the error probability can be neglected. If the probability is higher than the
threshold, then it is assumed that the error is generated. This is known as simplified two
state Markov chain channel model or Gilbert-Elliot model. In this model the source has
two states: G (for good or no errors) and B (for bad or burst errors).

We use PGB to denote the transition probability from state “Good” to state “Bad”,
and use PBG to denote the transition probability from state “Bad” to state “Good”. Due to
the nodes’ mobility, both probabilities are functions of the nodes’ mobility profile and the
channel parameters. Transition probability matrix and steady state probabilities are given

with the expressions below.
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'P.. P

R=| Gﬂ (3.1
_PBG PBB
P P

= GB BG } ..(3.2)
_PBG+PGB PBG+PGB

The channel is assumed to either be in a “Good” state or in a “Bad” state during a packet
transmission. We consider the situation in which the success of a packet transmission in a
given state is determined by comparing the received SNR to a threshold. Above the
threshold, the packet is decoded successfully with probability 1. Otherwise it is lost with
probability 1.

The value of SNR threshold is not chosen arbitrarily, it is a function of the
maximum symbol error probability of the channel that our application and protocol can
assume. It was shown that the SNR is related to the packet length [34]. However SNR
threshold using the multipath fading channel is considerably different from the additive
white Gaussian noise (AWGN) channel [25]. Given the parameters in our scenario first
we calculate average received SNR and then select appropriate SNR threshold for the

specified packet error rate.

3.3. Related work

In [5], the paper introduces an enhanced MAC protocol for multi-channel and
multi-rate IEEE 802.11 which enables wireless ad hoc networks to opportunistically
exploit the presence of frequency diversity in this way: if the signal to noise ratio on the

current channel is not favorable, mobile nodes can opportunistically skip to better quality
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frequency channels enabling data transmission at a higher rate. This maps the channel
conditions at the PHY layer to the MAC. The channel reservation control packets
employed at the MAC layer can be utilized at the physical layer in exchanging channel
estimation information to enable an adaptive selection of a spectrally efficient
transmission rate. In addition to this, [6], explains how the channel adaptive information
gathered at the MAC layer can be communicated to the routing layer via different routing
metrics for optimal route selection.

In [7], the authors describe and analyze how the existing ad-hoc routing protocols,
reactive and proactive, differ in the mechanisms they use to select paths, detect broken
links, and buffer messages during periods of link outage. But current routing protocols
favor routing traffic based on shortest path, thus causing a bottleneck. Given that the
shortest-path metric does not take into account the physical channel variations of the
wireless medium, it is desirable to select the routes with minimum cost based on some
other metrics which are aware of the wireless nature of the underlying physical channel.
In self-organized network, there are many other metrics to be considered: power, packet
loss, maximum available bandwidth, etc. These metrics should come from a cross-layer
approach in order to make the routing layer aware of the local issues of the underling
layers. Authors in [8] explored three primitive physical layer parameters: interference,
packet success rate, and data rate to determine the best path. But using three metrics in
the same time is not an easy task, which raises the complexity of the routing algorithm.
The paper addresses the routing problem analytically, and it shows that if the metrics are

well defined it is an NP-Complete Problem.
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One more paper suggests that routing should take into account physical layer
characteristics. In particular, the bit error rate (BER) at the end of a multi-hop route may,
under certain conditions, represent a good pointer of the physical layer status [9],
however the performance evaluation of any routing protocol was not presented.

Reference [9] presents a cross-layer ad-hoc routing approach based on link
connectivity assessment in network topology and suggests a framework for proactive
enhancements to the OLSR protocol. Authors deploy an IEEE 802.11b based vehicular
network and demonstrate the effectiveness of link-quality assessment based
enhancements in improving the performance of inter-vehicle ad hoc routing.

In our approach, the objective is to propagate the information, particularly, SNR,
from the physical layer up to the routing to improve the performance of the existing
protocols. The performance of these routing protocols, traditional DSR and DSR with
CLD, and OLSR and OLSR with CLD, are analyzed by computer simulations based on

OPNET Network Simulator [11]

3.4. Simulation Model

Our simulation model uses OPNET Network simulation tool, which provides a
development environment supporting the modeling of communication networks and
distributed systems.

The OPNET modeling architecture is structured in a hierarchical fashion: The
Network, Node, Process, and External System modeling environments. Finite state

machines provide a natural representation for protocols. In regard of ad-hoc protocols, all
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MANET routing protocols in OPNET, are made a child process of IP. The advantage of

making the MANET model a child process of IP is two-fold:

e Ease of interface to IP without any requirements of any ICIs (Interface Control
Information) to be passed between modules

e No changes to the node model structure required

In order to improve the end-to-end performance of an ad hoc network, we develop a
feedback control mechanism, therefore enhancing the node model structure of the wireless LAN
workstation and that of the MANET station, thus making these as generic node models. This is

shown below:
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Figure 3-2 Wireless LAN Workstation Node Model with CLD
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Figure 3-3 MANET Station Node Model with CLD
Since there is no separate module for the MANET models, we enhance the IP module

with a new cross - layer function as can be illustrated in the process model of ip_dispatch below.
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Figure 3-4 Process model of IP
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if (op_stat local read(RECEIVER BUSY INSTAT) < threshold)
{
snr = op_stat local read(RECEIVER BUSY INSTAT);
op_prg log entry write(ip log handle,
"WARNING (S) : \n"
" Local Statistics of SNR \n &%f ",

snr );
}
if (intf ici ptr == OPC _NIL)
{
intf ici ptr = op ici create ("ip param");
}
if ((pkt_fields ptr->protocol == IpC Protocol Dsr) ||

(pkt fields ptr->protocol == IpC Protocol Tora))
{

op_intrpt schedule call (op sim time(), O,
ip dispatch stat intrpt handle, é&snr);

op_ici attr set (intf ici ptr, "rte info fields",
intf ici fdstruct ptr);

op_ici attr set (intf ici ptr, "rte snr", snr);

op_pk ici set (ip pkptr, intf ici ptr);
oo ici attr aet (intf ici otr. "rte snr". &snr):

Figure 3-5 A part of OPNET code with performed modifications

3.5. Overview of DSR

The Dynamic Source Routing (DSR) protocol was designed especially for

MANET applications. Its main feature is that every data packet follows the source route

stored in its header. This route gives the address of each node through which the packet

should be forwarded in order to reach its final destination. Each node on the path has a

routing role and must transmit the packet to the next hop identified in the source route.

Each node maintains a Route Cache in which it stores every source route it has

learned. When a node needs to send a data packet, it checks first its route cache for a

source route to the destination. If no route is found, it attempts to find one using the route

discovery mechanism.
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A monitoring mechanism, called route maintenance, is used in each operation
along a route. This mechanism checks the validity of each route used.

The Dynamic Source Routing protocol (DSR) is a simple and efficient routing
protocol designed specifically for use in multi-hop wireless ad hoc networks of mobile
nodes. DSR allows the network to be completely self-organizing and self-configuring,
without the need for any existing network infrastructure or administration. The protocol
is composed of the two main mechanisms of "Route Discovery" and "Route
Maintenance", which work together to allow nodes to discover and maintain routes to
arbitrary destinations in the ad hoc network.

All aspects of the protocol operate entirely on-demand, allowing the routing
packet overhead of DSR to scale automatically to only that needed to react to changes in
the routes currently in use. The protocol allows multiple routes to any destination and
allows each sender to select and control the routes used in routing its packets, for
example for use in load balancing or for increased robustness. Other advantages of the
DSR protocol include easily guaranteed loop-free routing, operation in networks
containing unidirectional links and very rapid recover when routes in the network change.
The DSR protocol is designed mainly for mobile ad hoc networks of up to about two

hundred nodes, and is designed to work well with even very high rates of mobility.

3.5.1. The DSR Route Discovery

If node S wants to communicate with node D, it needs to find a route on demand
by using the route discovery mechanism. Node S broadcasts a Route Request packet in

the network. This Route Request contains the address of the initiator, the address of the
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target, a field sequence number (set by the initiator and used to identify the request), and
a route record. The latter is the field where a record of the sequence of hops taken by the
Route Request is accumulated dynamically. Each node in the network maintains a table
in order to detect a duplicate Route Request packet received.

A node propagates the Route Request if it is not the target and if it is the first time
it receives this packet. The first node receiving this Request that has a valid route in its
route cache for node D initiates a Route Reply packet back to node S. This Route Reply
contains the list of nodes along the path from node S to node D. The first part is the
information gathered along the path of the Route Request (that is, from node S to the
node replying); the rest of the list is the information found in the route cache of the
replying node. Moreover, it may occur that destination node D itself receives a Route
Request packet, e.g. no node along the way before node D has an accurate route from
node S to node D in its route cache. In this case, node D sends a Route Reply packet
containing the path just created dynamically from source S to destination D, i.e., the path
traversed by the first Route Request packet received by node D. This path is the
minimum delay route from node S to node D. Node D discards all Route Request packets

corresponding to the same route discovery process after the arriving of the first one.

Figure 3-6 Route discovery process in DSR
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3.5.2. DSR Route Maintenance

The route maintenance mechanism ensures that the paths stored in the route cache
are valid. If the data link layer of a node detects a transmission error, the node creates a
Route Error packet and transmits it to the original sender of the data packet. This Route
Error packet indicates which link is “broken”, i.e., the node that detected the error and the
node it was trying to reach. When a node receives a Route Error packet, it removes the
link in error from its route cache and for each route containing this link, truncates the
route from the hop before the broken link. In order to have feedback on the status of each
hop, several acknowledgement mechanisms may be used, e.g. acknowledgement at the
MAC layer level, request of an explicit acknowledgement from the next-hop receiver in
the data packet header, or passive acknowledgement (that is, a node overhears the next
node forwarding its packet).
For example:

e Node A is sending a packet to E using the route A-B-C-D-E. A is responsible for
the correct delivery of the packet to B. B is responsible for the correct delivery of
the packet to C and so on. The correct delivery can be assured through an
acknowledgement.

e A node like C tries to forward the message and waits for the acknowledgement. C
will retransmit the message a fixed number of times if no acknowledgement
arrives.

e After that, C will initiate a route error message.
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Figure 3-7 Route maintenance process in DSR

3.5.3. Route Cache

Each node implementing DSR MUST maintain a Route Cache, containing routing
information needed by the node. A node adds information to its Route Cache as it learns
of new links between nodes in the ad hoc network; for example, a node may learn of new
links when it receives a packet carrying a Route Request, Route Reply, or DSR source
route.

Likewise, a node removes information from its Route Cache as it learns that
existing links in the ad hoc network have broken; for example, a node may learn of a
broken link when it receives a packet carrying a Route Error or through the link-layer
retransmission mechanism reporting a failure in forwarding a packet to its next-hop
destination.

Anytime a node adds new information to its Route Cache, the node SHOULD
check each packet in its own Send Buffer to determine whether a route to that packet's IP
Destination Address now exists in the node's Route Cache (including the information just
added to the Cache). If so, the packet SHOULD then be sent using that route and

removed from the Send Buffer.
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3.5.4. Replying to RREQ using Cached Routes

A node receiving a Route Request for which it is not the target, searches its own
Route Cache for a route to the target of the Request. If it is found, the node generally
returns a Route Reply to the initiator itself rather than forwarding the Route Request. In
the Route Reply, it sets the route record to list the sequence of hops over which this copy
of the Route Request was forwarded to it, concatenated with its own idea of the route
from itself to the target from its Route Cache. However, before transmitting a Route
Reply packet that was generated using information from its Route Cache in this way, a
node must verify that the resulting route being returned in the Route Reply, after this
concatenation, contains no duplicate nodes listed in the route record. Figure illustrates a
case in which a Route Request for target E has been received by node B, and node C

already has in its Route Cache a route from itself to E.

A AB

\ @

Figure 3-8 Finding cached routes in DSR

3.6. DSR with Cross - Layer Design (CLD)

We implement the physical parameter aware routing metric by modifying the
dynamic source routing (DSR) [12] protocol. We demonstrate the benefits of inter layer
interactions in low mobility scenarios, applying the routing metric to route discovery and

the route maintenance.
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3.6.1. Route Discovery

To perform a route discovery, if the source node doesn’t have the valid route in its
cache, it starts with the broadcasting of a route request (RREQ) packet that contains the
address of the initiator, the address of the target, the request identifier, and the route
record. Besides the information required for DSR such as the destination address and the
sequence number, the node includes a physical layer parameter which indicates the
quality of the path. Here, we are using SNR as the physical layer parameter.

In the route record field, each node appends its address as a hop sequence only if:

e it did not detect a duplicate RREQ and

e the value of the SNR is higher than the required threshold.
So whenever a node receives a RREQ packet, the physical parameter -SNR is
determined and if the value of SNR is less than the required threshold, then the RREQ

packet is discarded. This is shown in Figure 3-9, below.

i @"R«_;O\
T

NN
Figure 3-9 RREQ messages during the route discovery with Link State
(SNR << link with SNR lower than SNR threshold)
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From Figure.3-9, for example, we can see that node j, measuring the received
SNR, has detected that the link (i-j) SNR is less than the required SNR threshold;
therefore, it does not propagate the RREQ any further and will not be potential transit
node in the path.

If the above criterion is satisfied and the node is not the target it propagates the
route request again. When the destination node receives the RREQ message, it initiates
the route reply, RREP, packet back to the source node. This route reply contains the list
of nodes along the path from source to destination. Since SNR is used as criteria in the
selection of the routes, we have to ensure that during the route maintenance phase, all
existing routes meet the criteria of exceeding SNR threshold, otherwise such route is
invalid.

When the RREP reaches its destination, the source node begins using this route
for delivery of the packet, which at the same time meets the QoS criteria set by the SNR

threshold.

3.6.2. Route Maintenance

Route maintenance is DSR’s standard operation mode. While in route
maintenance, DSR routes data packets using the source route. On receiving a data packet,
a node unicasts the packet to the node listed as the next hop in the source route. If the link
to the next node is broken, the node detecting the failure sends a route error packet back
to the sender.

Nodes overhearing the route error packet invalidate entries in their routing caches

as needed. Upon receiving the route error packet, the sender attempts to find a new route
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to the destination node in its cache, and if none is found, switches to the route discovery
mode.

Even though DSR has the maintenance mechanism, it is applied only during the
packet transmission. To maintain the route “freshness”, in this approach during the route
reply, each node will keep track of its first neighbor from which it has received the RREP
message for the first time.. Periodically this node will send some kind of “HELLO
messages” to its first neighbor along the path. This node replies with ACK but only when
the link status is “Good”, which is determined by the SNR value.

The absence of this control message within a certain period of time, which is
determined with TIME EXPIRY, means that it has to inform the nodes in its upstream
link sending the RRER message. When RRER message reaches the source node, it
updates its cache and deletes the existing path with the broken link.

If the link state was not considered, the neighbor sensing would not give accurate
results. Control messages have small packet size compared to a data packet and are sent
with lower data rate, which makes them more likely to reach a receiver than a data
packet, especially over weak links. Using link quality criteria, it is possible to detect a
longer route when link quality is changing to “Bad”. .If the SNR of the link does not
improve for a period of time determined with TIME EXPIRY, then the link layer realizes
that this degradation may be due to a change of the topology, so it informs the network
layer about the unavailability of the link.

TIME EXPIRY is determined as the mean sojourn time that the channel remains
in the “Bad” state. Again from the two state Markov chain channel model we can derive

the mean duration of the “Bad” state in this way:
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. First we suppose that the fading is slow enough that the packet with a certain length
remains in the same state during the packet transmission time, 7,. This means that the
state transitions only will happen in the packet boundaries.

. Knowing the packet length, we calculate packet transmission time and SNR
threshold.

. For a given SNR threshold, there always exists probability of error, which we denote
as pg,, in the “Good” state and pg, in the bad state.

If we indicate Pgg, Probability that a channel will remain in the “Good” state and Pgp,
the probability the channel will remain in the “Bad” state, then the mean duration

time of a good state, T, and that of a bad state, Tg, are given by

T:L _ TP
°T1-p_ (3 L=1"p .04

The flow charts for route discovery and route maintenance are shown below.
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Figure 3-11 Route Maintenance Process for DSR with CLD

3.7. Simulation of DSR with CLD

The cross-layer algorithm described above was implemented and evaluated in

OPNET v 11. We present results using the scenario investigating the performance

benefits of DSR with CLD in wireless mobile environment. All the nodes in the network
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are configured to work under ad hoc mode. We used the EEE 802.11 Wireless LAN
model with the ad hoc network configuration.

A network of size (4000 x 4000) m2 was chosen, but the size of the network is not
restricted. The nodes in our scenario are mobile but the position of wireless nodes is
arbitrarily chosen. The mobility assigned to each node during simulation within OPNET
is an important factor in the performance of the protocol. Each node is assigned a
trajectory, which is generated from the traffic simulator. The trajectories profiles are
presented in Figures 3-12 and 3-13. The network model for the ad-hoc network is shown

in Figure 3-14.

_ﬁl:l:llt Trajpectory Informabion |
T rajezion name: lde
= Poe(km] | 7 Pae |[km)| Digance(m] | Akwde(m]| Traeaiss Tina Giraued Yfait Time .ﬂ;l
Speed
1 0.000 coooo nta 0.000 n'a nta 00.00:
2 0ms 1.564 1.563. 781 0.0a0 1Em1E 1= 3587 100000
k| -0.635 1.474 G E26 oo T9mdH 35 1.2 a0z
q -1.430 -0.372 1.891.147 0.;man TmaT.38s 9220 0n.o0s:

y e o
¥ Coordinates aie relative o object s poaiion Growd spesed in Irr-."hl—j
DElance in Im
skiudein [mees =]
et | Delcte | Bedefre . | [ 0E ]| GCarcel |

Figure 3-12 Trajectory_1 Profile



38

—* Edit Trajectory Information il
Troiechory name: Irrld.E
= Pos (k] Y Pozkm) Distance lm] | Alitede [m] Tremerse Time | Grownd | wéalk Tim= 2=]
Speed
1 0.0 0o n'a 0.aoo nia n'a a0 s
2 nms 1.5a4 1.562781 0.ooo TEm1531= 4.587 1000 DOz
3 H1.6B5 1 474 FOS625 naom 15md 835 1327 an ms=
o -1.4z20 RN F 1.291.147 n.ooo Smrhr a8 9.320 0o Doz
A1 i Ll_J
v Coordipates ars ielafive (o object's poakon Gmownd spesd n: | mirh =l
D klance m | el s =l
Aallicude i | e s =

Figure 3-13 Trajectory_2 Profile

e =0 =]
Ol [k S Joanaics [opalogr Toellec  Proicoals QES Wiedewi  Delp
Hw RO OD B LE
T == 1 i 12  BoAL =]

e

Bl

[ |

140, .38

Figure 3-14 Network Scenario with DSR Protocol




39

3.8. Overview of Optimized Link State Routing Protocol
(OLSR)

Optimized Link State Protocol (OLSR) [13] is a proactive routing protocol, so the
routes are always immediately available when needed. OLSR is an optimization version
of a pure link state protocol. So the topological changes cause the flooding of the
topological information to all available hosts in the network. To reduce the possible
overhead in the network protocol uses Multipoint Relays (MPR). The idea of MPR is to
reduce flooding of broadcasts by reducing the same broadcast in some regions in the
network. Another reduce is to provide the shortest path. The reducing the time interval
for the control messages transmission can bring more reactivity to the topological
changes.

OLSR uses two kinds of the control messages: HELLO and Topology Control
(TC). HELLO messages are used for finding the information about the link status and the
host’s neighbors. With the HELLO message the Multipoint Relay (MPR) Selector set is
constructed which describes which neighbors has chosen this host to act as MPR and
from this information the host can calculate its own set of the MPRs. the HELLO
messages are sent only one hop away but the TC messages are broadcasted throughout
the entire network.

TC messages are used for broadcasting information about own advertised
neighbors which includes at least the MPR Selector list. The TC messages are

broadcasted periodically and only the MPR hosts can forward the TC messages.
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3.8.1. Neighbor/Route Discovery

A node sends a HELLO message to identify itself and to report a list of
neighboring mobile nodes. From a HELLO message, the mobile node receives
information about its immediate neighbors and 2-hop neighbors, and selects MPRs
accordingly .

A TC message originates at an MPR node announcing who has selected it as an
MPR. Such messages are relayed by other MPRs throughout the entire network, enabling
the remote nodes to discover the links between an MPR and its selectors.

Periodic HELLO messages are used to establish neighbor links and to distribute
MultiPoint Relays (MPRs), determined by algorithm. MPR nodes are some selected
nodes that have more connectivity to other nodes. These nodes have two main
advantages:

a) Reduce the amount of flooded messages, and

b) Find the shortest path.

With the reduction of control messages, OLSR can react quickly to topological

changes.

3.8.2. Routing Table Calculation

MPR set maintains a set of neighbors that are selected as MPRs, while MPR
selector set records a set of MPR-selector tuples and describes the neighbors that have

been selected by this node as MPRs.
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Topology information base (TIB) maintains topology information about the
network. This information is acquired from Topology Control (TC) messages and is used
for routing table calculations. Each node maintains a routing table which allows it to
route data, destined for the other nodes in the network. The routing table is based on the
information contained in the local link information base and the topology set. Therefore,
if any of these sets are changed, the routing table is recalculated to update the route
information about each destination in the network. By default, OLSR the neighbor state
holding time is set to be 3 times the value of the default OLSR HELLO interval; the
OLSR TIB holding time is 3 times the default value of the TC interval. TIB and link tuple

timers’ expiry interval equals the TIB holding time interval.

3.8.3. Route Maintenance

HELLO messages track link connectivity. Topology Control (TC) messages,
distributed by MPRs, propagate link state information throughout the network, and are
broadcast periodically as well as when there is a change to the topology.

Control traffic consists of periodic HELLOs and TC messages. Overhead is
controlled by MPR broadcast and redistribution of TC messages throughout the network,
rather than broadcasts of link state from each router.

When new nodes join the network, a node detects its new neighbors with a link-
sensing process by sending periodic HELLO message. When nodes leave the network, or
links between nodes go down, the corresponding link state in the link set and neighbor

state in the neighbor set will be removed after the state holding timers expire.
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In addition, periodic topology control (TC) messages help recover from loss of
topology information caused by state corruption or nodes restarting. It is clear that the
internal state maintenance in each node is related directly to the refresh intervals and so

changing these will impact the protocol as a whole.

3.9. OLSR with Cross — Layer Design (CLD)

The Optimized Link State Routing Protocol (OLSR) [13] is developed for mobile
ad hoc networks. It operates as a table driven and proactive protocol, thus exchanges
topology information with other nodes of the network regularly. The nodes which are
selected as a multipoint relay (MPR) by some neighbor nodes announce this information
periodically in their control messages. Thereby, a node announces to the network, that it
has reachability to the nodes which have selected it as MPR. In route calculation, the
MPRs are used to form the route from a given node to any destination in the network.
The protocol uses the MPRs to facilitate efficient flooding of control messages in the net-
work.

Each node maintains information about the set of neighbors that have selected it
as MPR. This set is called the "Multipoint Relay Selector set" (MPR selector set) of a
node. A node obtains this information from periodic HELLO messages received from the
neighbors.

We propose the routing algorithm which selects the route that provisions a higher
SNR along its hops to the destination.

When a node is initially detected via a HELLO message it is entered in the

neighbor table, but it is selected as MPR and broadcast to other nodes via HELLO
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messages only if the SNR to this neighbor is found to be above SNR threshold. This
neighbor is considered during routing table calculation. This way, the risk of sending data
packets to a neighbor to which SNR is below some threshold, and having them dropped,
is avoided.

The OLSR with CLD selects the minimum hop count route, providing the link
meets the requested SNR threshold. If several routes exist, the route with the highest
available SNR is chosen. It allows the route between the sender and receiver to adapt to
changing network conditions and accordingly switch between nodes as the intermediate
hop. A node running the OLSR with CLD protocol measures the average SNR to all its
neighbors and distributes this information via HELLO messages. On receiving a HELLO
message, the SNR to the neighbor entries is parsed and stored in the neighbor table. The
routing protocol performance can hence be judged effectively by observing the change of
route from receiver to sender node with respect to SNR variation to other nodes.

Each node in the network maintains topology information about the network. This
information is acquired from Topology Control (TC) messages and is used for routing
table calculations.

Routes are constructed through advertised links and links with neighbors. A node
must at least disseminate links between itself and the nodes in its MPR-selector set, in
order to provide sufficient information to enable routing only through the links with high
SNR. This prevents calculation of routes passing through a weak link and this
information being disseminated to other nodes in the network. Thus, only nodes which
are connected to neighbors with high quality links, process the control and overhead

information.
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A network size in this scenario is (1000 x 1000) m2, and only few nodes are

mobile, which start moving after few seconds along the path specified by the trajectory

during the simulation period. The trajectory profile is presented below.
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Figure 3-16 Network Scenario with OLSR Protocol
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We use two different scenarios for simulation of DSR and OLSR, since our
intention is not to compare the performance between these two protocols, but between
these and their modified versions.

The traffic parameters are presented in the Table 1.

Parameters Value
Modulation Scheme DsSS. BPSK
Traffic rate 11 Mbps
Mobility model Random-Wavpoint
Propagation —Path loss Two-Fay
Propagation fading model Rayleigh. Rician
MAC protocol 202.11
ICarmer Fraquency 24GHz
Traffic FTP
Paclket size 312 bytes
F.outing protocol DSR OLSR
Terrain dimensions 4000X4000m | 1000=<1000m
Sumulation tume 3600 s 180 s
Node numbers 80 50
SNER. Threshold §[dB] 20[dB]
Transmission Power 0.005W 0.100 W
Transmussion Range 1000 m 250 m

Table 1. The parameters values and the simulation scenarios
used in our simulations

3.11. Performance Metrics

We simulated the traditional DSR routing protocol and DSR with CLD scheme,

and OLSR routing protocol and OLSR with CLD. We compared their performance
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observing the average end-to-end delay, the routing overhead, and the average throughput
vs simulation time.

One of the primary objectives of an ad-hoc routing protocol is to maximize
energy efficiency which can be measured by parameters such as routing overhead.
Figures 3-17 and 3-21 show the comparison between this two protocols with their
modified versions with CLD, with regard to routing overhead.

Clearly, DSR with CLD outperforms DSR allowing routes to be attained with
significantly lower overhead since it is looking for more reliable paths. The nodes discard
the RREQ messages if the SNR value is less than the requirement. Although the
maintenance mechanism of the modified DSR needs periodical broadcast of HELLO
messages, this control packets do not increase the routing overhead compared to the
retransmitted data packets, which have significant larger packet size, since they carry the
entire route in the header.

Average end-to-end delay of data packets includes all possible delays in the nodes
and the links. As it is illustrated in Figures 3-19 and 3-22, DSR and OLSR have increased
delay due to the buffering delays of route recoveries and the retransmission delays at the
link layer. DSR with CLD and OLSR with CLD lead to better end-to-end delay
performance because the nodes acquire sufficient information from physical layer to
construct more reliable paths. The paths built from these links reduce the probability of
failure, especially in the mobility scenario, thus improving the end-to-end delay.

Figures 3-18 and 3-20 present the visible improvement of average throughput of
DSR with CLD and OLSR with CLD, which outperform traditional DSR and OLSR.

When the channel conditions are poor retransmissions result in higher delays and this
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leads to reduced throughput. Exchanging the information between physical layer and
network layer, the network layer may adapt itself, selecting the most reliable paths, and

thus achieving higher throughput.
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Average End-to-End Delay (OLSR) (sec)
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Figure 3-22 Average Delay(sec) for OLSR and OLSR with CLD

3.12. Conclusion

The main goal of this chapter is to describe our approach for modeling cross - layer using
2-state Markov Chain Model. The traffic around a node may change more quickly in a mobile ad
hoc network because nodes are joining or leaving neighbor groups, which may increase or
decrease the interference. We present a network architecture that supports QoS in wireless ad hoc
networks using the algorithm which monitors the channel conditions during data transmission and
feeds this information to the routing layer. The motivation of this chapter was to explore the
routing protocols with cross-layer design and present the benefits of this approach with its impact
on the transport layer and overall network. The simulation results show that network throughput
can be greatly improved and average packet delay can be significantly decreased by using cross-

layer architecture.
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Chapter 4

Modeling Wireless Channel with 3-

State Markov Chain Model

4.1. Introduction

Gilbert-Elliot model is basic model and is not enough for modeling of the wireless
channel in most cases. Hence we consider a more complex case where the channel
consists of more than two states. Each state can have a different threshold level, and
depending on a given threshold, we associate an error probability with that state. In our
approach we use three state Markov chain model, where there are two good states, G1
and G2 and a single bad state, B. This gives us an insight for modeling wireless channels
more accurately.

If we consider that the probability of transition from state G1 to state B and vice

versa is very low, we can represent this with the flow diagram given below.
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Figure 4-1 Three-State Markov model of a channel

Where the transition probabilities are given with the following matrix:
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We consider the situation in which the success of a packet transmission in a given
state is determined by comparing the received SNR, to the thresholds in each state, each
of which has certain packet error probability.

In a physical layer model our point is to calculate the symbol error rate which in a
wireless network is a function of SNR. If binary FEC is used then it may not be practical
to determine the symbol error rate, since the error correction is performed at the bit level.
Then the physical layer model calculates the bit error rate after FEC. Hence the bit error
rate, BER, in each state can be obtained from a selected modulation scheme. Since we
have used BPSK modulation scheme, accordingly, the BER, the probability of a symbol

error for a given SNR threshold, I', can be calculated from

BER = f(I')=1-®+/2T ..(4.2)

A ...(4.3)
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Where ®(I") is normal Gaussian function.
Given that we know the average BER and assuming that the bits in a packet can
be considered to be independent from one another, the packet error rate, PER, can be

expressed as a function of equivalent BER and the packet length L.

PER =1-(1- BER)' (44)

If we denote with PERpesh, the maximum tolerable PER for an application, then
the probability, Pcomect, Of packet received correctly after k+1 retransmissions can be

determined with

. ...(4.5)

Coreect

= 1 - PERThresh

PER,, = (PER)k+1 ...(4.6)

The value of SNR threshold is not chosen arbitrarily, it is a function of the
maximum packet error probability of the channel that our application and protocol can
assume.

Given the parameters in our scenario, first we calculate average received SNR and

then select appropriate SNR threshold for the specified packet error rate.
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Figure 4-2 Received SNR for a link vs. simulation time
(SNR thresholds between three states are given with solid yellow lines)

We implement the physical parameter aware routing metric by modifying the
dynamic source routing (DSR) [12] protocol. We demonstrate the benefits of inter layer
interactions in low mobility scenarios, applying the routing metric to route discovery and

the route maintenance.

4.2. Route Discovery (3-State)

To perform a route discovery, if the source node doesn’t have the valid route in
its cache, it starts with the broadcasting of a route request (RREQ) packet that contains
the address of the initiator, the address of the target, the request identifier, and the route
record. Besides the information required for DSR such as the destination address and the
sequence number, the node includes a physical layer parameter which indicates the

quality of the path. Here, we are using SNR as the physical layer parameter. To
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implement three state Markov Chain, in the header of the RREQ packet is added a new
field, NUM_FLAG, which indicates the number of links in “Excellent” state.
In the route record field, each node appends its address as a hop sequence only if:

e it did not detect a duplicate RREQ and

e the value of the SNR is higher than the required threshold.
So whenever a node receives a RREQ packet, the physical parameter -SNR is determined
and if the value of SNR is less than the required threshold, then the RREQ packet is
discarded.

Besides, each node updates the value of NUM FLAG field according to its
current SNR value: if the link is considered “Excellent”, the value of NUM FLAG is
increased byl. NUM_FLAG defines the number of “Excellent” links. Nonetheless, if
“Excellent” link is not found, the “Fair” link may be selected. This ensures that the signal
quality of the best links is always retained in the packet header.

If the above criterion is satisfied and the node is not the target it propagates the
route request again. When the destination node receives the RREQ message, it initiates
the route reply (RREP) packet back to the source node. The use of the signal quality
information in the packet header allows the protocol to make an informed decision
regarding selection of a communication path between source and destination nodes. The
destination node replies to that RREQ, which has the higher value of NUM_FLAG. This
route reply contains the list of nodes along the path from source to destination. Since
SNR is used as criteria in the selection of the routes, we have to ensure that during the
route maintenance phase, all existing routes meet the criteria of exceeding SNR

threshold, otherwise such route is invalid. In this case, when a RREQ arrives at a node
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that has a cache, we have to propagate the RREQ packet along the cached route to verify
that the SNR threshold is met. When the RREP reaches its destination, thus guaranteeing

QoS requirements, the source node selects this route for packets delivery.
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Figure 4-3 Route Discovery Process
(Intermediate Node) for DSR with CLD (3-State)
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4.3. Route maintenance (3-State)

Route Maintenance is DSR’s standard operation mode. While in route
maintenance, DSR routes data packets using the source route. On receiving a data packet,
a node unicasts the packet to the node listed as the next hop in the source route. If the link
to the next node is broken, the node detecting the failure sends a route error packet back
to the sender. Nodes overhearing the route error packet invalidate entries in their routing
caches as needed. Upon receiving the route error packet, the sender attempts to find a
new route to the destination node in its cache, and if none is found, switches to the route
discovery mode.

Even though DSR has the maintenance mechanism, it is applied only during the
packet transmission. To maintain the route “freshness”, in this approach during the route
reply, each node will keep track of its first neighbor from which it has received the RREP
message for the first time.. Periodically this node will send some kind of “HELLO
messages” to its first neighbor along the path. This node replies with ACK but only when
the link status is in state “Good1”, which is determined by the SNR thresholdl. On the
other hand if SNR value is less than SNR threshold1, but greater than SNR threshold?2,
the node replies with WARN message, which determines the state “Good2” of the link.
When a node receives a WARN message, implies that the link is going down, therefore
the source within a certain period of time could switch to an alternate route, if it exists or
to start a new route discovery process.

The absence of the control message within a certain period of time, which is

determined with TIME EXPIRY, means that it has to inform the nodes in its upstream
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link sending the RRER message. When RRER message reaches the source node, it
updates its cache and deletes the existing path with the broken link.
TIME EXPIRY is determined as the mean sojourn time that the channel remains

in the “Bad” state.

1, = (4.7

Where, Tp is packet transmission time.

4.4. Simulation results

The cross-layer algorithm described above was implemented and evaluated in
OPNET v 11 [11].

We present results using the scenario investigating the performance benefits of
DSR with CLD in wireless mobile environment. All the nodes in the network are
configured to work under ad hoc mode. We used the IEEE 802.11 Wireless LAN model
with the ad hoc network configuration.

A network of size (4000 x 4000) m2 was chosen, but the size of the network is not
restricted. The nodes in our scenario are mobile but the position of wireless nodes is
arbitrarily chosen. The mobility assigned to each node during simulation within OPNET
is an important factor in the performance of the protocol. Each node is assigned a
trajectory, which is generated from the traffic simulator. This will provide realistic node
movement. Mobility of a mobile node generates a Doppler shift, which is a key parameter

of fading channel.
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A three-state Markov model was used for the links on a path. The SNR thresholds
are chosen from the packet loss probabilities of the states.

We simulated the traditional DSR routing protocol and DSR with CLD scheme in
mobile environment. We compared their performance observing the average end-to-end
delay, the routing overhead, and the average throughput vs simulation time.

One of the primary objectives of an ad-hoc routing protocol is to maximize
energy efficiency which can be measured by parameters such as routing overhead.
Figure 4-7 shows the comparison of routing overhead for two state and three state
channel modeling when using DSR and modified version of this protocol.

Clearly, DSR with CLD outperforms DSR allowing routes to be attained with
significantly lower overhead since it is looking for more reliable paths. The nodes discard
the RREQ messages if the SNR value is less than the requirement. Although the
maintenance mechanism of the modified DSR needs periodical broadcast of HELLO
messages, this control packets do not increase the routing overhead compared to the
retransmitted data packets, which have significant larger packet size, since they carry the
entire route in the header.

Errors introduced by a wireless medium are more frequent and profound than
contemporary wired media. Some of these errors, which are not corrected by the physical
layer, result in Medium Access Control (MAC) layer bit errors and packet losses. Design
of wireless protocols and applications can benefit substantially from a thorough
understanding of these MAC layer destructions. In Figure 4-8, the MAC layer data
dropped is presented. We show that when using the cross layer optimization and three

state Markov model, there is a visible improvement with respect to MAC layer data loss.
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Average end-to-end delay of data packets includes all possible delays in the nodes and
the links. As it is illustrated in Figure 4-5, DSR has increased delay due to the buffering
delays of route recoveries and the retransmission delays at the link layer. DSR with CLD
leads to better end-to-end delay performance because the nodes acquire sufficient
information from physical layer to construct more reliable paths. The paths built from
these links reduce the probability of failure, especially in the mobility scenario, thus
improving the end-to-end delay.

The mobile ad hoc networks were used to collect data and transfer packets. The
throughput of packets transmitted is one of the parameters to evaluate the networks
efficiency. Observing from Figure 4-6, cross layer optimization of DSR made visible
improvement of average throughput, which outperforms traditional DSR. When the
channel conditions are poor retransmissions result in higher delays and this leads to
reduced throughput. Exchanging the information between physical layer and network
layer, the network layer may adapt itself, selecting the most reliable paths, thus achieving

higher throughput.

4.5. Conclusion

In this chapter we applied a cross-layer design concept using the physical layer
parameters as one of the metrics to the routing algorithm.  We have applied this
technique to the DSR protocol and showed the improvements in the various routing
protocol performance parameters.

Based on our observations, we conclude the following: The two state Markov

model, known as Gilbert-Elliot model which was widely used in the research to evaluate
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the communication system is not enough for modeling a real channel. By applying the
higher order of Markov chains, it is possible to implement a more realistic channel.
However, increasing the number of states increases the computational complexity.
Consequently we used a three state Markov model of the wireless channel as a trade off
between complexity and the performance.

Our results indicate that the cross-layer design using three state Markov chain
provides a better improvement in the routing protocol performance when compared to the

traditional DSR routing protocol or the two state Markov chain model [36]
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Chapter 5

Link Lifetime based Routing

5.1. Introduction

The layered networking architecture has been the key to the enormous success
and widespread usage of the Internet, as well as the initial development of wireless
systems. The success of the layered architecture has been its ability to provide modularity
and transparency between the layers.

However, in order to support the revolution of new applications, a new era of
network architectures has emerged. A major challenge is to understand at a fundamental
level how to best design and control these networks, referred to as “wireless ad-hoc
networks”.

Since human-operated devices will more likely be used indoor, it leads to many
issues related to the strength of signal fading in this environment. Recently, it has been

suggested that a possible interaction might exist between various parameters of the ad-
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hoc networks and, more precisely, between the propagation model and the routing
protocol.

Our focus is laid on the Physical layer which has a great impact on the
performance of the system, being responsible for the nodes connectivity and overall
network throughput. This is known as cross-layer design, which unlike the traditional
architecture allows information exchange between OSI layers. The cross-layer design is
very promising field of investigation. The use of physical (PHY) layer information in the
routing decision, which we implemented in our work, is the result of the cross-layer
dialogue between the PHY and the Network layers.

As an example we demonstrate the usefulness of the use of Link Lifetime as a
metric in the selection of routes, thus modifying the Optimized Link State Routing
(OLSR) protocol. In this work we address the problem of link and route stability,
focusing particularly on the multipoint relay (MPR) selection method, as well as that of
determining the optimal path for any pair of nodes.

Through actual simulation runs, we show that the modified OLSR protocol is
more responsive to variations in network connectivity and can take preemptive actions in
choosing stable and durable routes. The main contribution of this work is as follows:
introduction of link-quality evaluation methodology based on SNR and link lifetime, for
enhanced adaptability of ad-hoc routing in a dynamically changing topology.

The rest of this chapter is organized as follows. Section 2 surveys related work.
Section 3 examines the wireless communication channel model, and describes common
radio channel impairments like multipath fading and path loss, while the impact of

interference is explained in section 4. Section 5 elaborates the Finite State Markov Chain
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model of the channel. Section 6 presents the overview of OLSR protocol followed by
analytical cross-layer framework based on signal quality and link lifetime route selection.
Section 7 then presents simulation-based evaluation results. Finally, the chapter finishes

with concluding remarks of our work.

5.2. Related Work

Node mobility causes links between nodes to break frequently, thus terminating
the lifetime of the routes containing those links. An alternative route has to be discovered
once a link is detected as broken, incurring extra route discovery overhead and packet
latency. A simple solution to reduce the frequency of this costly discovery procedure is to
choose a long lifetime route carefully during the route discovery phase rather than a
simple random shortest-path route scheme. Reference [14] studies the effect of node
mobility in the link lifetime distribution noting that the smaller the moving probability p,
the longer lifetime a link tends to have. When both nodes are not moving (p = 0,) the link
never breaks. But in wireless propagation environment small scale fading makes it
difficult to recognize the node’s moving tendency and cannot be simply ignored.

Link lifetime plays an important role in routing protocols design and performance.
There has been some investigation into the estimation and predictability of link lifetimes.
Reference [15] examines many predictors in urban environments, however, such
predictors would require knowledge of the location of the node, the path loss across the
link, and the age of the link.

In [16] authors present a new design of the Movement Prediction based Routing

concept (MOPR) [17], concept, which is more adapted to vehicular networks conditions.
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They consider that each vehicle in the network is supposed to have locally available all
its neighbor’s movement information (position, speed, and direction). By knowing the
movement information of vehicles involved in the routes (including source and
destination), MOPR can roughly predict their positions in the near future in order to
predict the lifetime of the link between each pair of vehicles in the path. Both, [16] and
[18] rely on information provided by a Global Positioning System (GPS) about the
current positions and velocities of two neighboring nodes to predict the expiration time of
a link. However communicating the movement information to all the neighbors through
the control messages, increases the routing overhead in the network and our intention is
to reduce it in order to achieve improvement in routing performance.

The Route-Lifetime Assessment—Based Routing (RABR) [19] uses an affinity
parameter based on the measured rate of change of signal strength averaged over the last
few samples in order to estimate the lifetime of a link. A metric combining the affinity
parameter and the number of links in the route is then used to select routes for TCP
traffic. However, shadow and multipath fading experienced by the received signal make
the estimation of link lifetime error prone.

In [20], authors propose a signal strength based service discovery (S3D)
framework as a solution by steering the service discovery over reliable links. They show
improvement in service delivery success ratio based on link quality aware service. The
link quality is typically measured as Signal to Noise Ratio (SNR).

Reference [21] presents a cross-layer ad-hoc routing approach based on link
connectivity assessment in network topology and suggests a framework for proactive

enhancements to the OLSR protocol. Authors deploy an IEEE 802.11b based vehicular
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network and demonstrate the effectiveness of link-quality assessment based
enhancements in improving the performance of inter-vehicle ad-hoc routing. Every node
in the network can maintain the history of averaged Signal to Noise Ratio values (SNR)
to its neighbors., then from the average rate of change of SNR, is estimated the affinity
between two nodes. Yet, the affinity between two nodes is only a prediction of the

lifetime of the link.

5.3. OLSR with Cross - Layer Design (SNR and LLT)

In this section, we propose the routing algorithm which selects the route that
provisions a higher SNR along its hops to the destination. When a node is initially
detected via a HELLO message it is entered in the neighbor table, but it is selected as
MPR and broadcast to other nodes via HELLO messages only if the SNR to this neighbor
is found to be above SNR threshold. Since we model the wireless channel with three state
Markov model, we take into consideration two SNR thresholds. Thus, if SNR of the link
is found to be higher than the first threshold, the link is considered “Excellent”, but if its
SNR is between two thresholds, that node is being selected as MPR according to the
lifetime of the link. This neighbor is considered during routing table calculation.

The variations in signal strength, Figure 5-3, affect ad-hoc network protocols in a
way that differs from other wired network architectures. For example, in regard to SNR
value, a link may be considered “Excellent”, nevertheless, it may not be long living.. In
mobile ad hoc networks, the impact of mobility on the link and route lifetimes is of major

importance for the design of efficient MAC and network layer protocols [22].
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In our work we propose a solution to this problem by introducing special
algorithm dedicated to Link-Lifetime (LLT) estimation, which is based on the use of the
normalized mean sojourn time in calculation of the LLT. This value is normalized in
regard of maximum holding time of the routing table of the protocol. Besides this, the
direction of the movement of the sending and receiving node can be determined by
comparison of the previous SNR value, already stored in the neighbor table, and the new
received SNR value: if the existing value is lower than the received one we say that the
nodes are approaching each other. This mechanism is very efficient in calculating the
stability of the link. Thus in our CLD mechanism we consider two constraints, which
together characterize the new metric: stability.

The control packets HELLO and TC are generated in similar way. However, the
HELLO packets, along with the neighbor sensing, now, are used to calculate the LLT
based on the link SNR experienced during transmission from the neighbors. Using this
information MPRs are selected among the one hop neighbors to reach all the two hop
neighbors with the maximum LLT and SNR, as a new metric. MPRs, in turn transmit TC
messages with link quality and LLT information to all the nodes in the network. This
metric further is used as criteria in computing the routes between a source and the
destination pair.

Each node in the network periodically generates HELLO messages and
transmits to all the one hop neighbors. However, in the HELLO message’s header are
included two more fields: SNR and the speed of the source node for calculating the LLT
metric. When a HELLO packet is received by a node, the SNR value is stored in the

neighbor table. Besides, according to the speed of source node and the previous SNR, the
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LLT of the link is computed by each node. This information is treated as the stability of

the link and it is recorded in the neighbor table, too.

The criteria for MPR selection in OLSR with CLD protocol is to consider the

SNR level of the one hop nodes as a link quality metric, and to select maximum lifetime

links, to increase their stability.

MPR selection algorithm can be described as follows:

In the empty set of MPRs , first identify all two hop neighbors of a node u,
which have only one neighbor in the one hop neighbor set, and add those
nodes to the MPR set. If there are multiple neighbors from node u, select that
neighbor as MPR, which results in greatest stability, means maximum SNR
and LLT.

Each node in the network that is selected as MPR, by at least one of its
neighbors, transmits a TC message periodically. The TC messages in our
algorithm are also modified to include the link quality and LLT between the
MPR node and its selectors. TC messages are forwarded thorough the network
like usual broadcast messages from the MPRs. Since only the MPRs generate
the TC messages that contain link stability information, the overhead of the
transmission is reduced significantly, in contrast to the traditional OLSR
protocol.

In the topology table of the nodes, each node maintains information about
SNR and the LLT obtained from the TC messages. The routing table
calculation is based on this information. The routing table of a node, enables it

to route packets for other destinations in the network. It consists from the
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entries such as the destination address, next hop address and the path lifetime
from the source to the destination.
e The path lifetime, moreover is calculated as the minimum lifetime of the
consisting links.
This prevents calculation of routes passing through a weak link and this
information being disseminated to other nodes in the network. Thus, only nodes which
are connected to neighbors with high quality links: highest SNR and LLT, process the

control and overhead information.

Figure 5-1 Network Example. Route selection in traditional OLSR
Route selection with SNR and LLT metrics —

ﬁ

As an example, we will consider a network topology extended with the two
metrics, which constitute the SNR and LL of the links. The letters indicate the link status
and the number along the lines indicate the LL of the links in a successful transmission

from a node to a neighbor node. The idea behind this is to select the MPRs in a way such
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that all the 2 hop neighbors have the maximum lifetime of a path through the MPRs to
the current node.

Now, we show how node S selects its MPRs based on the network depicted in
Figure 5-1. For source node, S, we have two different routes: S-2-7-10-11-16-18-D and
S-3-6-12-11-15-17-D. By the traditional method the first route will be selected. But this
is not the most stable route. Let’s start with the route selection on link by link bases.
Node S has five possible routes: S-1-8, S-2-8, S-2-7, S-3-6, S-3-7 but it selects the
highest SNR and maximum lifetime route, S-3-6. To reach 6, S selects 3 as MPR. Then to
reach 8§, it selects 2 as MPR. By following the same procedure, to reach 5, 12 and 13,
node 6 is selected as MPR. To reach 8, 9 or 10, 7 is selected as MPR. To reach 15, nodes
12 or 13 may be selected as MPRs. But it accomplishes the best route if it selects node 12
as MPR. Furthermore to reach 16, the node 11 or 15 may be selected as MPR. By the
algorithm described above, the node 11 is selected as MPR. And to reach D, the nodel7

1s selected as MPR.

5.4. Simulation of OLSR Protocol Under Different Radio
Propagation Models

While propagation models such as fading, shadowing and path loss are not part of
the radio models in simulators, they control the input given to the physical layer models
and have great impact on their performance. We first study the performance of traditional

OLSR protocol in a specific network configuration comprising 100 nodes within an area
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of the size of 1000x 1000 meters. All other parameters of this scenario can be seen in the
Table 1).

We will present results from two main propagation models:

a) Additive White Gaussian Noise (AWGN) and Free Space

b) Rayleigh fading with log normal shadowing model

The free space model with the Additive White Gaussian Noise, (AWGN), is used
as a basic reference model and is also considered to be idealized propagation model. The
AWGN is the noise in an ideal channel where no signal fading occurs. With this path loss
model, even nodes far from the transmitter can receive packets, which can result in fewer
hops to reach the final destination. Therefore, simulation results with the free space path
loss model tend to be better than with other path loss models, such as log normal
shadowing model.

We show that OLSR routing protocol performs very well with the free space path
loss model. Keeping all other parameters constant, and employing log-normal shadowing
model, the transmission range of the nodes drops about 40%, in regard of free space path
loss model. However, one way to improve the transmission range with log-normal
shadowing model is to increase the transmission power of the nodes, Figure 5-4, but this
does not yield that the free space path loss model perform better, due to increased
interference. For the battery operated nodes, increased power yields in short network
lifetime. If the power of each simultaneous transmission is increased, signal and
interference power increase proportionally while thermal noise power remains constant.

Thus, at some point thermal noise becomes approximately negligible, i.e., the network
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becomes interference-limited, and any further increase in transmission power provides
essentially no benefit. [23].

Another way of increasing throughput is a cross-layer ad-hoc routing approach,
explained in the previous section, based on link connectivity assessment, deploying the
SNR, as a new metrics in route selection. Nodes will be selected as MPRs only if the
links connected them are above some required threshold. The network throughput has
almost the same enhancement with power adjustment. This can be seen in the Figure 5-5.

Our simulation model uses OPNET Network simulation tool, which provides a
development environment supporting the modeling of communication networks and
distributed systems. Undoubtedly, OPNET is the industry's leading environment for
network modeling and simulation. However, as a packet-oriented simulation tool, it is not
well suited for simulation at the physical layer which involves bits and signals in
communication. By default, OPNET assumes a Gaussian channel model is used and does
not consider any fading. The Gaussian channel is a much more idealized environment for
communication than a fading channel. For any SNIR of practical interest, the bit error
rate, BER in a fading channel is much higher than that in a Gaussian channel. In a
consequence, it is difficult to simulate some prominent wireless communication effects,
such as pathloss, fading, shadowing in OPNET.

Therefore to solve this problem, we add a Rayleigh fading channel model to
OPNET and implement the fading effect in simulation by modifying the transiver
pipeline stages. Second, it is found that the OPNET Wireless Suite uses a fixed value of

the pathloss exponent without considering that different environments have different
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pathloss exponents. In our enhanced wireless model, we add different pathloss exponents
and the shadowing effect, again implementing as a function in pipeline stages. Figure 5-2.
Simulation results of the OLSR protocol performance are presented below, to
verify our physical-layer enhanced wireless models and display their application in
OPNET simulator.
The remainder of this section focuses on the cross-layer enhancement of the

routing protocol, taking into account only the simulation of Rayleigh fading channel.
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/* When using TMM, the TDA OPC TDA RA RCVD POWER will */
/* already have a raw value for the path loss.
*/

if (op_td is set (pkptr, OPC _TDA RA RCVD POWER))
{
path loss = op td get dbl (pkptr,
OPC_TDA RA RCVD_ POWER) ;
}
else

{

/* Caclculate wavelength (in meters).
lambda = C / tx _center freq;

/* Get distance between transmitter and receiver (in */
/* meters) .
*/
prop distance = op_td get dbl (pkptr,
OPC_TDA RA START DIST);

/* Compute the path loss for this distance and
/* wavelength.
*/
if (prop_distance > 0.0)
{
/* Inputing Rayleigh factor/
shadowing factor =
op_dist outcome (op dist load("normal", 0.0, 4.0));
rayleigh factor =
op_dist outcome (op dist load("rayleigh", 1.0, 0.0));

* Kk K
* kK

* kK

}

/* Compute the in-band transmission power by multiplying */
/* the transmission power with the overlap ratio between */
/* the frequency bands of the transmitter and receiver.

*/

chanmatch status = op_td get int (pkptr,
OPC_TDA RA MATCH STATUS) ;

Figure 5-2 Part of code inserted in the OPNET Pipeline stages

The ability of a routing algorithm to find an optimal route will be exposed by its

throughput, packet loss and delay measurements.
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Simulation results show that the OLSR protocol with CLD yields better
performance compared to the best-effort OLSR protocol and significantly improves
throughput by using our proposed algorithm. From the Figure 5-6, it can be seen that the
cross-layer use encourages transmission over more stable links, thus achieving higher
throughput values. On the contrary transmission over the poor channel conditions with
low LLT, leads to the transmission with errors, and the higher number of dropped packet,
Figure 5-7. As expected, we see fewer losses in OLSR with CLD, as our metric favors
minimum loss paths. In addition to this, the packet transmission time will be reduced,
leading to a smaller average delay. Original OLSR protocol has frequent route changes,
which has a negative impact on the delay performance, because of the time needed for the
nodes to update their routing tables, Figure 5-8.

The ability of a routing protocol to scale networks is highly dependent on its
ability to control routing traffic overhead. Routing traffic contains messages that a
routing protocol needs to establish new routes through a network, maintain routes or
repair broken routes. These can be simple HELLO messages which are sent periodically
to allow neighboring nodes to learn about the presence of fellow nodes or they can be TC
messages containing routing tables. As seen from Figure 5-9, the routing overhead of the
protocol, which main part are TC messages, is decreased accordingly to the quality of the
links. TC messages are sent only when the change in network is determined. When links
are chosen with good quality and stability, less TC messages will be sent, which causes
lower number of MPRs selected, Figure 5-10. The main function of the Multi-Point
Relay (MPR) of the Optimized Link State Routing protocol is to reduce the flooding

overhead compared with classic flooding. When OLSR protocol has less MPRs, the
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coverage of the TC broadcast traffic is narrower and adjacent nodes will be receiving less

routing traffic.
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5.5. Conclusion

Using the above mentioned Rayleigh fading and shadowing model and
considering the interference this chapter makes the following contribution:

It presents a network architecture that supports QoS in wireless ad hoc networks
using the algorithm which monitors the channel conditions during data transmission and
feeds this information to the routing layer. The motivation of this work was to explore the
routing protocols with cross-layer design and present the benefits of this approach with
its impact on the transport layer and overall network.

This chapter shows also how network throughput behaves for different path loss
models. Moreover our results indicate that the network throughput under the multipath
fading and shadowing is far less than that under the free space path loss model, which is
used in the majority of existing studies. But it can be greatly improved by using the cross-
layer architecture.

The goal of our work was not only to find a route from a source to a destination,
but an optimal route that satisfies the end-to-end QoS requirement, in terms of quality

and lifetime.



Parameters Value
Modulation Scheme BPSK
Traffic rate 1 Mbps
Radio Tx Power 0.005 W

Mobility model Random-Waypoint
Propagation model Rayleigh fading
MAC protocol 802.11

Packet size 512 bytes

Routing protocol OLSR

Carrier Frequency 2.4 GHz

Terrain dimensions 1000mx1000m
Simulation time 180 s

Nodes number 100

Traffic CBR

SNR Thresholds 22[dB] 17[dB]

Transmission Range

250 m

Speed

1-20 m/s

Table 2. Parameters values in the simulations of OLSR with CLD and LLT

84
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Chapter 6

Conclusion and Future Work

6.1. Conclusion

The wireless channel is a widely used but rarely understood element in the design of
communication systems today. One can often find people working with various parameters of a
wireless channel without an understanding of the basics. Techniques for modeling and simulating
channel conditions play an essential role in understanding network protocol and application
behavior.

In this thesis we demonstrated how the modeling of the channel using Finite State
Markov Chain analytical model yielded significant improvement in wireless ad hoc network
protocol performance. Since computer simulation is often used to help predict many aspects of
the behavior of communication channels, we introduced

¢ A mathematical model, which describes the channel, and
e Computer program used to imitate the channel behavior based on this model.

We presented a network architecture that supports QoS in wireless ad hoc networks using

the algorithm which monitors the channel conditions during data transmission and feeds this

information to the routing layer. We have applied this technique to the DSR and OLSR
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protocols, and showed the improvements in the various routing protocol performance
parameters.

We have also showed how network throughput behaves for different path loss
models. Moreover our results indicate that the network throughput under the multipath
fading and shadowing is far less than that under the free space path loss model, which is
used in the majority of existing studies. But it can be greatly improved by using the cross-
layer architecture.

The goal of our work was not only to find a route from a source to a destination, but
an optimal route that satisfies the end-to-end QoS requirement, in terms of channel SNR

and Link Lifetime.

6.2. Future Work

There are two main issues where our future work will be based: Trust and Security in
MANETs.

Since mobile nodes in Mobile ad hoc network can move arbitrarily the topology may
change frequently at unpredictable times. Transmission and reception parameters may
also impact the topology. So it is very difficult to find and maintain an optimal route
taking trust as a parameter.

Nodes in Mobile ad hoc network communicate over wireless links. Therefore
efficient calculation of trust is a major issue in mobile ad hoc networks because an ad hoc
network depends on cooperative and trusting nature of its nodes. As the nodes are
dynamic the number of nodes in route selection is always changing thus the degree of

trust also keep changing.
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Whenever a node receives a request to relay traffic, it normally performs an action on
the request while practically; intermediate node may not wish to consume their energy to
carry some other node’s traffic. This is known as malicious behavior of a node and that
node is referred as a malicious node. It is very difficult to incorporate certification
mechanism in ad hoc networks, because reliability and maliciousness has to be taken care
as separate issues.

In wireless networks reliability and security is a global issue while trust is a local
issue of the routing and so the trust based model has to be specifying a security analysis
of the proposed model against attacks. Therefore there is need to develop a trust based
model considering security as an important parameter, when developing routing protocol

for wireless ad-hoc networks.
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