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Abstract

KNOWLEDGE, CONSENSUS and COMMUNICATION
by
Paul J. Krasucki

Adviser: Professor Rohit Parikh

We investigate what levels of knowledge of a formula are attainable in a
distributed system depending on available types of communication. Systems
with ability for synchronous broadcasts are investigated as well as purely
asynchronous systems. Levels of knowledge are defined in a language with
knowledge operators and also in a language with common knowledge oper-
ators. Characterization of attainable levels of knowledge is given extending
the results of [PK1).

We also analyze systems where private information is not communicated
directly. Instead, processes communicate values of a certain function. Here
we give some sufficient and necessary conditions for reaching consensus be-
tween processes on the value of this function. Special consideration is given
to the case when values of one-bit functions (the decision functions) are

communicated. The results of [PK2] are considerably extended.
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Chapter 1

Introduction

Yeh Chueh asked Wang I.' “Do you know what is common
to all things?" “How should I know?" he replied. “Do you
know that you don't know?" “How should I know?" he
replied again. “Then are all things not knowable?" “How
should I know? Still, let me put it this way: How do you
know that what I say I know may not really be what I don't
know? How do you know that what I say I don't know may

not really be what I know?..." @

4Chuang Tse [Ch], p.40

1.1 The Notion of Knowledge

What knowledge is - this problem has been discussed by philosophers for ages
and no universally accepted answer is in sight. In spite of a lack of agreement
on what knowledge is - the notion of knowledge is constantly used not only

in everyday English, but also in science.
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Economists might say that an agent’s choice of strategy depends on his
knowledge. Computer scientists analyzing correctness of algorithms for dis-
tributed systems might say that some process will not enter a critical section

unless it knows that no other process is going to enter it (see [PR]).

What is an appropriate formal model for knowledge, that is a much more
recent problem. Here also there is no agreement among scientists, although
there is a certain formalism - knowledge based on information - which turned
out to be useful in both computer science and economics. This notion of

knowledge we will adopt in this work.

We know that a certain fact A is true, if according to the information
we have about the world it must be true. If our information about the
world is false, then it will happen that we won’t consider the real world
possible, and in such case we will know something that is false. These are
the things we want to exclude when we talk about knowledge. Therefore we
will assume that information accessible to individuals (processes, agents) is

always reliable.

To set up some formal framework let’s assume that there is some set
of possible worlds W. All the properties that agents are interested in are
subsets of W. We furthermore assume that if an agent is in a particular
world - and knows that he is in this world (can exclude all other worlds as
impossible), then he can answer all the queries he might be interested in
(the answers are part of the description of the world, and decoding them is
feasible). However, if he cannot narrow down the set of possible worlds to a

singleton - there is some uncertainty. Still he knows some fact if it is true in
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all the worlds he admits as possible - the real world must be among them.
Before we are able to define the meaning of “knows” formally, we need to

concentrate on information of agents.

Information is the narrowing down of uncertainty. If I receive some infor-
mation, then I can exclude all the worlds I was admitting so far as possible,
which are incompatible with this new information. In other words I can
divide my set of possible worlds into two classes - compatible with received

information and incompatible. That is after the information is received.

What about the moment before? Suppose that I am waiting for some in-
formation. I know what “kind” of information I am waiting for, and therefore
I can anticipate possibilities. For example knowing the list of participants
in a horse race - bookmakers can put odds on all possible winners; if I know
that my friend is arriving to New York City on an afternoon plane from
San Francisco - I can consider all possibilities (and make plans for every
possibility). Anticipated information partitions our set of possible worlds
into disjoint sets. After the information is received - the agent can confine
himself to one of these sets - the one that is compatible with the information

received.

Information anticipated by an agent defines a partition on the set W,
which corresponds to some equivalence relation on W. Two worlds w and
w’ are equivalent for ¢, if in both w and w’ ¢ would have received the same
. information. Let’s denote the agent i’s equivalence relation as =; and the

corresponding partition of W as P;.

We will assume some ground language L, s.t. for every w € W and for
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every formula 4 of L either w |= A or w [~ A. L can be extended to a larger
language L* which is the closure of L under knowledge operators K; and the

usual truth functional connectives. K;(A) means intuitively that i knows A.

1.2 Syntax and Semantics

Technically, the notion w = A for A in Lt is defined by recursion on the

complexity of A.

If A is in L, then the semantics is given. For the truth functional con-

nectives we have the following:
wE-Aiffwj A
wEAVBifwEAorw B
For the knowledge operator we have the following:

wkE KAiff Vu'=;w, w' = A

Note that this is exactly the same as Kripke's semantics of the modal
operator O (neccessity - see [K]) with imposed properties of modal logic S5.

The following system of axioms is sound regardless of L:!
(1) all (instances of) tautologies.
(2) Ki(4) — A
(3) Ki(A — B) — (Ki(4) — Ki(B))

1The soundness of the system means of course that every theorem of it holds at every
model - in every set W with every possible partition.
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(4) Ki(A) = Ki(K;(A))

(8) ~Ki(4) — Ki(~Ki(A))

(6) If A is an axiom under (1)-(6) then so is K;A
The only rule of inference is modus ponens:

(R1) Modus Ponens: From A and A — B infer B

i in axioms (2)—(6) is arbitrary. From now on, - A will mean that A has

a proof in this system. Similarly I' - A where I is a set of additional axioms.

If our language is purely propositional then this set of axioms is complete
for the class of all models in which the accessibility relation /%; used in the

semantics of K; operators is an equivalence (see [P2]).

Even in the propositional case the problem of deciding the satisfiability
of a formula is computationally hard. Ladner [Lad] proved that in the case
of one knower it is NP-complete, while Halpern and Moses showed that in
the case of n knowers, where n > 2 the same problem becomes PSPACE-

complete [HM2].

Of course in case of a richer language the situation gets even worse.

1.2.1 Common Knowledge

When two persons ¢ and j are both present when a certain fact A is an-
nounced, then the person i knows A and the person j knows A. But since
they were both present, each of them is aware of the fact that the other one

knows A (K;K;A and K;K;A). Also, ¢ knows that j knows that ¢ knows 4
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and similarly j knows that ¢ knows that j knows A. Carrying that further
we can justify that in the described situation for every string z of alternating

operators K; and Kj, zA will be true.
We will call this common knowledge of A among ¢ and j.

We can extend the notion of common knowledge to any group of processes
U, and we can add to the language common knowledge operators Cy for all
groups of processes U C {1,...,n}. Formally the semantics of the common

knowledge operator is given by the following definition:

wkCyA iff wlEzA forallz € (U K,)*
seU

Equivalently, we can define common knowledge as the smallest fixed point

of an operator ¥, where U(A) = A A A; K;(A)2.

So for every A we have:

Vi e U K;CyA iff CyA

Another characterization of common knowledge follows directly from the
semantics of knowledge operators. If we define =~y as a meet of all ~; for

¢ € U, we will have the following:

wlECrA if VYwapyw, vw'EA

It is easy to check that a logic obtained from L by taking the closure of
L under all common knowledge operators and all logical connectives (L¢)

will have the properties of the modal logic S5, so the axiom system from the

2If X is some other fixed point, then X — Cy A
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previous section will remain sound (where in all axiom schemas we replace

K; by an arbitrary Cy). We can add one more axiom:

VCU — (Cy—Cy)

Note that if CyA is true for a group of processes U, then everybody in
U knows exactly the same about the other members of U knowledge of A.
No more knowledge of A can be obtained among the processes in U. No
communication within U can add any knowledge of A. The fact that U is
a group doesn’t change anything, the group U behaves like a single process

with respect to A.

Common knowledge has been investigated by many people. It is a notion
of paramount importance in distributed systems. As it turns out common
knowledge is a necessary condition for synchronization of processes in a dis-
tributed system. Common knowledge has this property, that it is always

achieved simultaneously by all processes involved (see [HM]).

1.3 What i1s Communicated

Our knowledge increases when we receive some information. This in turn
corresponds to a decrease in the level of uncertainty of how the world looks
(in which of the possible worlds do we live). This level of uncertainty can
decrease in two ways: some event happens (we were not able to predict the
result beforehand - e.g. tossing tossed a coin) or we receive some information

from outside. This latter case is the case we are going to deal with.
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Information is useful only if it is relevant for solving some problem a
person is interested in. Moreover this relevance must be apparent to the
person involved. Suppose that I am interested in the weather forecast for
New York City but instead I hear the forecast for Chicago. Most likely (even
if there is some connection between the forecast for the New York City and
the forecast for Chicago) I \;vill discard the information about the weather in
Chicago as totally useless. On the other hand if I am going to Chicago - and it
is Chicago weather I am interested in - then the received information will be
all that I needed. That’s why before we analyze how some given information

affects our knowledge we always have to ask ourselves - knowledge of what?

In our work we will talk about the knowledge of the truth value of a
formula. Moreover, it will always be fixed beforehand what formula we have

in mind.

Suppose that the formula we are interested in is A. Information received
from outside - from somebody else - may be of two kinds. It can be either
direct - we can get a message saying “A is true” (or “A is false”), or we may
get indirect information. We can learn something that is relevant, but will
not give us immediate knowledge about the truth value of A. For example
we can learn that B is true. Now if we know that C A B — A then if we
know C, we will learn A. If we don’t know anything about C, the knowledge
of B is not going to help us in determining the truth value of A (although
in some cases it may happen that it will increase the likelthood of A for us,

or our degree of belief in A, still it will not change our knowledge).

In the following two chapters I will discuss both situations: when A is
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communicated directly and when a function is communicated instead.

Let me illustrate both cases using a well known puzzle of men wearing hats
- wise men puzzle (the same puzzle is also known as the puzzle of unfaithful
wives, and the puzzle of dirty children see [HM], [MDH], [P2]). Incidentally
puzzles played a very important role in the rgsearch of knowledge - and this

particular puzzle is the most celebrated one...

1.4 Wise Men Puzzle

There are three men in a room. Each of them is wearing a hat. A hat may
be either blue or red. Every man can see the colors of the other twg hats,
but cannot see the color of his own hat. Every man is supposed to find out

the color of his hat.

Let’s look at a model of that situation. In general there is 8 possible
states of the world - eight triples of the form (a;aza;) where each of a; can
be either b or r (to be interpreted as “a; is b if man number ¢ is wearing a

blue hat”, similarly r stands for a red hat).

The men do not directly communicate the colors of the hats they see.
Instead they say “yes” if they know the colors of their own hats, “no” if they
don’t. For every man, the information given is of the form “the two other
men have the following colors of their hats”. Therefore, in every world for
every man there is another possible world, equivalent to the real one. In this
other world he sees the same ‘thing, the only difference is in what he cannot

see, the color of the hat on his own head. E.g. if 1 sees a blue hat on 2’s
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head and a red hat on 3’s head, the two worlds rbr and bbr are possible for

him.

In the puzzle it is announced in the presence of all 3 men that at least one
of them is wearing a blue hat. This public announcement creates common
knowledge among the 3 men of the fact that there is only 7 possible states

of the world. The triple rrr can be excluded.

The reasoning of the agents in case they all are wearing blue hats is given
in figure 1.1. (It can be shown that the whole puzzle generalizes to the case

of n people for any n).

The key information which enables the third man to find out the color
of his hat is that he knows that man 2 knows that man 1 knows that rrr
cannot occur. Formally - K3K;K; A, where A is “the real world cannot be
rrr ". This is true since fact A was announced publicly when all 3 men
were present. If instead of a public announcement three letters were sent -
one to each man saying: “ the real world cannot be rrr” then the third man .
couldn’t legitimately carry out the same reasoning. It is now conceivable for
him that he is the only one who received such a letter, so others don’t know
that the world rrr is impossible. His situation is not much better for him
if we change the letters so they will read: “ the real world cannot be rrr,
moreover the same message is sent to all three men”. If our mailing system is
not perfect (messages may be lost or delayed) then there will be some doubt

in the third man whether the others received relevant information on time

or not, and he will not be able to figure out the color of his hat.

Generally if I receive a message “A” then I know A (I will always assume
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Class bbb, rbb

corresponds to the

1st man’s partition N
bbb, rbb| |[bbr,rbr| |[brb,rrb| |brr | situation where
of the set of | I | | | J L j 1 sees two blue hats.
possible worlds His hat may be

either blue or red.

First man knows
the color of his hat
only if he sees

two red hats.

pmmmmy Py ===y

f ]
1st man’s announcement' no ! 1 NO ¢ 't NO ' s‘.

-—-- tacaad lacaaad

2nd man’s partition

of the set of
possible worlds

[bbb,brb| [rbb,rrb| [bbr,brr| [rbr]

Second man knows
the color of his hat
if he sees two red hats
or if the first man
; s+  would have made
1 Y8 v Qdifferent
announcements
in the worlds in
his equivalence class.

f[mm=-y ~m-ay

4 k]
2nd man’s announcement! NO ! I NO ' yes .

, "
3rd°r;1:}rl1essz: !:;tlon [bbb,bbr| [rbb,rbr| [brb,brr| [rrb]

possible worlds -

Vs

(==
3rd man’s a.nnouncement yes ; ' ye

[Sp—)
--——
[Nt
---
[Np—y

Let’s suppose that the real world is bbb (all three men are wearing blue hats).
Then, when the first person says “I don’t know” (no), then the second person
doesn’t learn anything. If the situation }‘1ad been brb also the first person
wouldn’t ha.\;e known. But if the real world were bbr then the second person
would have known that his hat is blue - after hearing “no” from the first
person he would exclude the world brr (in that world the first person would
have said “yes”). So bbr cannot be the case, therefore the third person

learns that the real world is bbb.

Figure 1.1: Wise Men Puzzle
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that the messages are true, moreover their truth value once true - will remain
true, formulae are persistent). But if there is some uncertainty about the
delivery of a message, then the sender will not know that the message was
delivered (if ¢ is a sender and j is a receiver then K;A, K;A will both be
true but K;K;A - meaning that : knows that j knows that A is true - will
not be true) until he receives an acknowledgment from i. We will investigate
in chapter 2 how the knowledge of one process of the knowledge the other
process... of the knowledge of still some other process of a formula A changes
when processes communicate A (and what do they know about it) to each

other.

It is apparent that there is a certain notion of a level of knowledge implicit
here. This notion will be defined formally in chapter 2. We will investigate,
extending slightly the results of [PK], how the attainability of the levels of

knowledge depends on the means of communication available in the system.

To anticipate what we will do in chapter 3 let me go back to the Hats
Puzzle. As you can see in figure 1.1, no matter what the real situation is,
the third person will know it: in every case, he will be able to exclude one of
the possibilities, so his equivalence relation becomes equality. Notice that we
assumed here that everybody listens to what everybody else is saying - we
have an “auction” set-up. What if the first man tells secretly to the second
man (so the third man doesn’t hear) whether he knows or not. Notice that
in such a case also the third man will know the color of his hat! The fact
whether all the communications were public or private (one to one) - turned

out to be irrelevant! But this is not always the case.
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Let’s try to modify our example. Let’s assume that the initial announce-
ment is “not all three hats are of the same color”. In such a situation two

worlds are excluded: bbb and rrr. We can see the new situation in figure 1.2.

In this puzzle everybody communicates a different function (for the same
set of possible worlds it may happen that one person knows what the color
of his hat is, and the other person doesn’t). We will deal with simpler cases
when all persons communicate values of the same function. In this set up
an example of such a function would be - person says “yes” if he knows that
there is at least one person who knows what the color of his hat is. It is easy
to see that for such a function after somebody says “yes”. everybody would
say “yes”. In such a case consensus would have been reached, though the
individual knowledge would remain different. That is the kind of a problem

we will deal with in the chapter 3.

1.5 A note about the next two chapters

The main results of this thesis are contained in chapters 2 and 3. Much of
the work done here originated from two papers ([PK1] and [PK2]) written
jointly with professor Rohit Parikh.

In chapter 2 there is an extension of the research started with [PK1]. The
notion of the level of knowledge originally defined in [PK1] is generalized to
a language with common knowledge operators. The model of a distributed
system introduced here is a general formal model for the systems where all

the information that processes can gain is via communication.
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1st man’s partition rrbb l

of the set of
possible worlds

[bbr,rbx| [brb,rrb| [brr]

First man knows
- .- r====1 r====9 - .-

1 .
1st man’s announcement ' Y€s ! ' NO ' o ! « yes 1 the color of his hat
temmed bmommd bommed t=---2 if he sees two red hats

or two blue hats.

2nd man’s partition :
of the set of [ brb | [rbb,rrb| [bbr,brr| [rbr |
possible worlds
! |-};‘: r----l l---- r----l
2nd man’s announcement; Y€S | R A 1Y%} Second man always knows

the color of his hat,

) e
3rdol??ﬁlessl;: x:;txonl bbr | |rbb,rbr| |brb,brr| | rxb |

possible worlds

- fm=—m= po=——y po=—-

3rd man’s announcement! Y€s : 20 v 20 ' yes .

leao=d loaaad lacmald

Here ”?” indicates that the answer depends on whether the third person has
heard what the first person said. In the case when the communication was
public - the third person has heard what the first person said - then "?”
should be replaced by “yes”. In case of private communication - ”?” should
be replaced by “no”. Notice also that in case of public communication, the
third person will always say “yes”, which in turn gives no information to the
first person. In case of the “one to one” communications the third person
might not know what the real world is, but if he communicates back whether
he knows or not to the first person - the first person will learn about the real
world! The two cases are entirely different.

Figure 1.2: Wise Men Puzzle 2



CHAPTER 1. INTRODUCTION 15

In chapter 3 the model used is exactly the model from [PK2)]. The results
from [PK2] are followed by new results which give some necessary and some
sufficient conditions for reaching consensus where processors communicate
values of a function defined on the set of subsets of possible worlds. Special
consideration is given to the least informative non-trivial functions, 0-1 func-
tions. These functions in a computer science set-up would correspond to the

situation where messages are 1 bit long,

Since there are some results included in this thesis which were obtained

jointly with prof. Parikh, these results are marked with (j).



Chapter 2

Levels of Knowledge

2.1 Model of a Distributed System

In order to deal with knowledge in distributed systems, we need first to
specify exactly what we mean by a distributed system, describe our model.
First, we give an informal description of the model we are going to use.

Precise definitions will follow in the next section.

We assume there are a finite number of processes, 1, ..., n, which compute
and communicate with each other by either asynchronous messages or by
broadcasts. Our network is fully connected (there is a channel from every

process to every other process).

Asynchronous communication consists of two phases: send and receive.
All messages sent are ultimately delivered (and they are delivered in the
order in which they were sent) but the delay (transmission time) may be

arbitrarily long.

16
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Broadcasts are fully reliable, synchronous communications! where all pro-

cesses involved simulteneously receive the message sent by one of them.

We consider three kinds of systems - systems where only synchronous
communication is availa.blé, systems where only asynchronous communica-
tion is available and systems where both kinds of communication are avail-
able. For simplicity I will assume that these are the only means of commu-

nication.

There is assumed to be a global clock in the background which orders
all events, but this clock is not available to the processes. Time is discrete
and the clock is set to 0 at the beginning of every computation and grows in

increments of one.

We want to make sure that for every processor in our system there are
facts known .initially only to this processor. To accomplish that we assume
that every process starts its computation with some initial value, a string
(finite) of 0's and 1's. This initial value may correspond to some local non-

deterministic input, e.g. the result of a sequence of coin tosses by a processor.

At each moment of global time, zero or more events may take place, at
most one at each process. This finite set of local events constitutes a global
event and a global history is simply a possible sequence of global events.
What global histories are possible is determined by the programs of the

varijous individual processes as well as by the properties of the means of

1The two kinds of communications can be looked at as two kinds of communication media
e.g. mailing system (asynchronous) and telephone lines (synchronous). Since we allow for
synchronous communication between more than two processes at a time, our telephone
system must have “conference call” capability.
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communication. The protocol P is just the set of all possible global histories?
closed under the prefix operation. P corresponds to the set W of possible

worlds in the general definition. Worlds w € W are histories H € P.

Our model is similar to that used by Parikh & Ramanujam ([PR]). The
main difference is that we assume that there is no global clock in the system
accessible to the processes (“common clock” in [PR]). They do not put this
restriction. In [PR] terminology, our local histories are always individual

views of “time-free” global histories.

It is also very similar to the model used by Chandy and Misra, but we
allow different events to occur locally in different sites at the same instant
of time. This can be interpreted in two ways: either we can treat time in
our system as “less refined” then in [CM], or we can interpret our system as

synchronous, events in all sites are governed by the same global clock.

Even assuming that our system runs in synchronous rounds, we ensure
that processes are not able to record it. That is because if a process is
inactive in a certain round (his action is “null” event), it cannot perceive
it. Consequently he cannot draw any conclusions about the others after

observing his local clock (counting his local events).

We allow for broadcasts which are immediate communications in which

2The way we use the word “protocol” is the same as in [PR]. Let me quote:

There may be some finite mechanism for ensuring that no history outside the
protocol is actually ever possible and usually it is this mechanism that is called
the protocol, but we shall prefer to work abstractly and hope that the reader
will forgive this transgression. This decision is really analogous to the decision
in mathematics to study sets rather than properties.
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a group of processes is involved. It is similar to CSP communication, only it

allows more then one recipient at a time.

Since immediate communications may seem unrealistic let me give a pos-

sible implementation:

Let’s assume that computation is done in synchronous rounds. There
are tokens in the system which enable processes to broadcast. Assigning of
tokens is done by some token manager which makes sure that in every round
it is impossible for a processor to participate in 2 broadcasts. In every round

the system executes the following sequence of actions:

1. Some processors wake up.

2. Processors with tokens may do a broadcast. If they do, messages in
the buffers connecting broadcasting processor with the recipients of the
broadcast are reordered so that the broadcast becomes first in all the

buffers.

3. Processors who are recipients of a broadcast wake up and read the

message.

4. Processors which are not recipients of a broadcast may either read a
message from a buffer or send a message or perform some local com-

putatons or finally may sleep.

5. Tokens are reassigned.

A global event in our model is a description of all the local actions taken by

all the processors in a single round.
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2.2 Definitions

.2.2.1 Models

Here we formally specify our class of models. Let N = {1,...,n} be the set
of all processors. Every processor ¢ has infinitely many possible initial states
v. Every initial state is a string of 0’s and 1’s (v € {0,1}*). The set of initial
states for : we denote by Vi. The set of global initial states is V = x1, V..

From now on we will use lower case letters to denote everything pertaining
to a single process. Capitals will be used where all the processes are involved
(e.g. v; is an initial state of a processor ¢, while V' is an initial configuration

of the whole system: V = (vy,...,v,)).

Events: E; denotes the set of all events in which processor ¢ can partic-

ipate (events local to ¢). There are the following types of events (or actions):

1. L;: Local computation steps,
2. s(¢,j,m): Sending a message m to a processor j, j € N.
3. r(j,%,m): Receiving a message m from a processor j, j € N.

4. be(i,U,m): Sending a broadcast m to a group of processors U, i € U C
. N. The same event is receiving a broadcast m by a group of processes

U.

E; = L;U{s(i,j,m)me M, je N}U {r(j,{,m)lm € M, j € N}
U {be(G,U,m)lm € M, i,j € U C N} U {be(é, Uym)|m € M, i € U C N}
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We define the set of global events G in our system. G C X, (E; U
{null}) (a cartesian product) s.t. if (e1,...,€i...,en) € G for some 7 and
ei = be(j, U, m) then for all i € U, ey = be(j, U,m). If ¢; = null for some i,
it means that there is no local event at ¢ at this point. Note that null is not
local to any process. We use the notation (G); to denote the ith coordinate

of G, 50 (€1y.0ey €iy s n )i = ;.

Histories: A history (a run) is an input value followed by a sequence of
events. Let’s call the set of all possible histories of the system - protocol P.
So P C V; G". Protocols are always closed under taking an initial segment
of a history: H € P implies that every H’ which is an initial segment of H
isin P.

We will require that for every receive in every history in every protocol
there is exactly one corresponding send and it occurs before receive (this

condition we will call time-consistency).

We say that two histories H and H' are compatible iff they start with

the same input values.

We can define the concatenation of compatible histories:
If H, =V;Gy;...;Gk, and Hy = V;GY;...; G}, then H is the concatenation
of Hy and H; iff H =V;Gy;...; Gk Gy;. .. ; Gy,

Local histories are the projections of global histories onto the sets of local

events of the processors. They are “time-forgetting”.

We assume that a global event-the ticking of the clock-takes place even if

no local events take place at a particular moment (this corresponds to events
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of the form (null,...,null), and so the length of a global history is just the
amount of time elapsed. However, what each process sees at any moment
of time is its local event, if any, and its local history is simply the sequence
of local events. Given ¢, and the global history H, the local history A; is
uniquely defined and we let ®; be the map which takes us from H to h;.

We can inductively define ®;’s as follows:
®:(H);e; iff (G)i=e; € E;
‘I’i(H;G)={ () ©
®,(H) iff (G)i = null

where ®;((v1y...,9n)) = (V1y...,0n )i = v;.

So ®; is like ()i (when we extend projection to histories) only it erases

null events.

Local history is everything the processor sees, so all the global histories

*which correspond to the same local history h; look the same to the proEessor

¢. Note that the length of ®;(H) is less than or equal to the length of H. In
fact length(®;(H)) = length(H) iff there are no null events on : in H.

For every ¢ we can define an equivalence relation on the set of global

histories:

H o~y H O 8,(H) = 3:(H')

We use capital letters to denote global histories, events etc, lower case

letters do denote local histories, events etc.

Time: Global time of an event G in a global history H, Time(G, H), can
be defined as the length of the initial segment of H up to (and including)
G (this is the time when the event G has occurred in the history H. Of
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course if the same event occurred more then once we have to specify which

occurrence we are interested in).

Note that since null &€ E; for all i, then processes do not have access
to the global clock. They can introduce their own local logical clocks, but
these clocks do not have to coincide. Local time of ¢; in h; can be defined

as time(e;, hi) — the length of h; up to (including) e;.

The lack of the access to the global clock, together with the closure con-
ditions for the protocol guarantee that the only “possible causality” ordering
that can be defined corresponds in case of asynchronous systems to Lam-

port’s [Lam] “happened before” ordering?®.

Messages: .We require our processes to be “honest” - they only send (or
broadcast) messages which they know are true. Messages m are knowledge
formulae (formulae of the form zA where z is a string of knowledge operators
Cu,Cu, . ..Cl, and A is some boolean combination of Py,... P,). Formally, if
®;(H) = hi; (3,4, B) or ®;(H) = hi; be(z,U, B) and H € P, then if ®;(H') =
h; then H' = K;B (semantics of K;,Cy is given in the following section).

Closure Conditions for the Protocol: We impose some additional
conditions on the protocol P. We want to ensure that the initial state of
¢ (v;) cannot be known to any other process j at any run of the system,
unless j learns about v; from some communication. We want to exclude the

possibility that something is common knowledge “accidentally”. To achieve

3 ey — ey iff ey is send, e is receive of the same message, or e;, ez are local to the same
process and e; occured earlier than ez. e; happened before ez iff e; —* e2 where —* is the
reflexive, transitive closure of —. In a system where we allow broadcast one more condition
is needed in the definition of —. e; — e3 if e; and ez are two local projections of the same
broadcast.
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that we will make sure that all the initial states are possible. Moreover, if v;
is the initial state of 7, all other strings v} will remain i)ossible for j as initial
states of ¢, unless j gets some message from i to the contrary (directly or via

some other processors).

1) All vectors of input values are possible: YV s.t. V = (vy,...,v,)
where every v; is a sequence of 0's and 1’s there is some H € P s.t. for some
H, H=V;H.

2) No sequence of local events on some group of processes can influ-
ence possible actions of some other group of processes unless there are some

communications (of course assuming that both groups are disjoint).

For that we need some closure conditions on the set of all protocols. The
first condition can find in (CM] as the first of their principles of computation

extension .

We need one definition:
Let G = (e1,...€n), Gis on U if U = {i|(G) # null} (so U is the set of

processes which have some local events in G).
Closure conditions:

(i) Extension Rule:

Let Vi e U, H =; H', none of ¢; is receive r(j,z,m) for any j not in U, then
(H'eP, H;GEP) = H';GeP
The extension rule guarantees that if we have a protocol P, some history

H in P and some action of a group of processes U is possible in H, then

the same action must be possible in every history H’ which looks the same
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to all processes in U unless it violates time-consistency. In order to explain
why e; cannot be a receive from the processor outside of U let us examine

an example:

Let N = {1,2,3}, U = {1,2}.
H = (null,null, s(3,1,m)), H' = (null,null,null). Clearly H ~; H' and
H =, H'. If we take G = (r(8,1, m),null,null) s.t. H;G € P then requiring

H’; G to be in P would violate time-consistency.

The following conditions assure that no process can get any additional
information about the other processes by observing its own local events (no
hidden synchronization). These conditions are necessary because (unlike
[CM]) we allow local events at different sites at the same instant of time.
Condition (i) says that if some local events have occurred in parallel, and
the sets of participating processes were disjoint, they could have occurred in

sequence. We'll call it the splitting rule.

(ii) Splitting Rule:
G =(e...en),GEV,GisonU. Given U, Uy s.t. UyUU; = U and U,,U;
disjoint, then we can “split” any G into G; and G3:

(H;GeP) = H;G;G,€P

where (G); = (G1); for i € Uy, (G); = (Gz); for i € Us, (Gy); = null = (G2 )k
for j € Uy, k € U, provided that we don’t split any broadcasts: (G); =
be(i, Vym) = VCU, V VCU.,.

Condition (ii) says that if some local events have occurred in sequence,

the sets of participating processes were disjoint, and there was no send receive

pair in them, they could have occurred in parallel.
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(iii) Joining Rule:
Given Uy, U; s.t. Uy UU; = U and Uh, U, disjoint, Let G be on Uy, G5 on
Us, and if (G1)i = s(%, 4, m) then (G2); # r(i, 7, m).

(H;G1;G, €eP = H;GeP)

where (G); = (G:); for ¢ € Uh, (G); = (G.); for i € U

We will show that in fact there is no “accidental” learning of private facts.
These facts can be learned by a processor only when it receives a message

(either a broadcast or an asynchronous message). We have the following:

Proposition 1: If H = K;P;, (G); = e where ¢ is neither a receive nor

a broadcast (where i is not a sender), then H; G & K;P;.

Proof: If H }~ K;P;, then 3H' € P H ~; H' H' [~ P;.
We can split G into G, and G; so that (G1); = e, (G2); = null, and for all
J #1, (Gh)j = null, (G2); = (G); (splitting rule).
H;G;G; €P, H;G,;G, =; H; G
H'; G, € P (extension rule), H'; Gy =; H; Gy, H';G, £ P;
H'; Gy =~; H;Gy =; H;Gy;G; =; H; G ]

Systems: We consider three kinds of systems. Asynchronous systems
are the systems as described above but without broadcasts. So in asyn-
chronous systems the only communications are via send and receive. Syn-
chronous systems are the systems in which all the communications are done
using broadcasts. Here we don’t have events send and recetve.  Finally,
we use the name mixed communications systems for the systems with both

kinds of comimunications available.
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2.2.2 Language and Semantics

Let Lo be a language which describes properties of the global histories in a
protocol P. So for every sentence A in Lo, and for every history H € P, A

is either true or false in H.

We want to make sure that in every history initially every processor has
some “private” information not known to any other processor. To accomplish
that we assume, that we have in our language a countable set of propositions
Ly = {Q:;}i zen- Q,-_j is the proposition that the jth input value of 7 is 1. All
Q;,; are independent. Private information of ¢ in H are P,; which are Q;;
or its negation depending on whether Q; ; is true in H or not. Note that the
private information is not a truth value of any formula, but whick formula

we're looking at.

L is the closure of Ly under truth functional connectives. L can be ex-
tended to a larger language Lc which is the closure of L under common
knowledge operators Cy (for U C N) and the usual truth functional connec-
tives. Cy(A) means that there is common knowledge of A among processes

from U.

Often we talk about the knowledge of a single process, such a case corre-
qunds to C(;). We will then use the notation* K; for C{iy- When we restrict
ourselves to a subset of L¢ in which all common knowledge operators are in
fact the knowledge operators (the sets U in Cy are always singletons) then

we use the notation Lg.

Fact that Cf;j = K; was noticed earlier, compare e.g. [FI]. It is important that we
assume that Lx and Lc are S5 (we need at least S4).
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The class of all models we are going to consider is the class of all protocols
P as described in the previous section. Let’s fix PT Now we define the notion
H |= A for A in L* by recursion on the complexity of A.

0) If A is from Lo then the semantics is given.

1) If A is @;; then A is true in H if the jth bit of an input of processor
iin H is 1:
HEA if H=(v,...,0);H, (v); =1

2) The case for the truth functional connectives is clear. If 4 is =A’ then
HEA ff HIEA
If Ais BV C then
HiE=A if (HEB or H|=C’.)

3) If A is of the form Cy(B), then A is true in H iff A is true in every
H' s.t. there is a chain of processors j,...,%x and a chain of histories H =

HyyoyHpey, Hy = H' 5.4, for every 1 < j <n H; = Hjq,.

Also, we can define a new equivalence relation:
~yasH~y H' if 3i€U H~; H'.
Then, if ~f; is defined as the reflexive, transitive closure of ~y®°, then we

have the following equivalent semantics for the common knowledge operator:

HEA if VH'eP HayH — HEB

SNote that =zj; is the meet of all =y;.



CHAPTER 2. LEVELS OF KNOWLEDGE 29
If U is a singleton then we have semantics for knowledge operators:

HEKA if VH'eP H~H — H'EA

Also if U is empty, then Cy A iff A.

Notice that =; is an equivalence relation, and we have the same semantics
for the knowledge operator as in the general case. Moreover =}, is also an

equivalence relation. So S5 axioms hold.

In our constructions we will often use “private facts” P;. They have the

following important property: H = K;P; iff H |= P; and
YW1, Vo, Hy, Ha(Vi; Hy =i H A Vi Hy =; H) — (W) = (V2);)

The m* private fact P, of a processor i is whether Q; or its complement

is true. In our system every processor may have any number of private facts.

2.3 Levels of Knowledge

Consider a formula A and some global history H. The formula may be true
but not known to anyone. In that case we have H = A but not H = Cy(4)
for any non—empty U. Or perhaps it may be known to some ¢ that A is true.
In the latter case, K;(A) is true. The formula K;K;(A) expresses the stronger
assertion that not only is A known to ¢, but also that this fact is known to
J, (it is known to j, that it is known to ¢, that A is true). Note that K;(A)
stands for C(;;3(A) and K;Ki(A) stands for C(;3C{;}(A4). Still more is known

in the system if among i and j everybody knows, that everybody knows,
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..., that everybody knows A. This is common knowledge of 4 between ¢
and ] which is denoted by Cy;;3(4). Thus it is clear that a formula that is
known, in some sense, may be known at a higher or lower level. The highest
possible level of knowledge here is Cn(4), A is common knowledge for the
whole group, which holds if for all strings = of knowledge operators A holds.
We shall give now the precise definition of the level of knowledge, but first
let’s look at the set T'(A, H) of all strings of knowledge operators = s.t. zA4

is true in H:

T(A,H) = {z|z € Z; and H = 24}

where Z¢ = {Cu}ucn. If we replace ¢ by Zx = {K;, K, ..., K}, we use
the notation Tk (A, H). If there is some non-empty string z in T'((A4, H) then
T(A, H) is infinite ( |T(4, H)| = Ro) and Tx(4, H) is also infinite. This is a

consequence of the following theorem:

Theorem 1: Let ¢ be the alphabet whose symbols are {Cy}ycn For
all z, y, in I, and all formulae 4, for all H, V CU C N, H | zCyCyyA
iff H = zCyCyyA iff H = zCyyA.

Proof: Notice that if V C U C N, then H' =~ H" =} H iff H' =3,
H" =~ H iff H' ~}; H. Therefore VH H = CyCyyA if H = CyCyyA
iff H |= CyyA. Now by the necessitation rule, for all H, alla € &, H
aCyCyyAiff H = aCyCyyA iff H |= aCyyA. Using induction on the length
of z we get: H = zCyCyyA if H |= 2CyCyyA iff H |= 2CyyA for all
T € X" ( o

We can obtain the following as a corollary, but I will prove it directly

using a syntactic argument.
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Corollary 1 (j): Let Zx be the alphabet whose symbols are {K;,...,K,}

For all @ in Xk, and for all z, y, in T}, and all formulae A4,

F zayA & zaayA

~

and hence for all H, H k= rayA iff H |= raayA. l.e. repeated occurrences
of a are without effect and if zay € Tx(A, H) then Vn za™y € Tk (4, H).

Proof: By axiom 4 and axiom 2 I ayA < aayA. It is easy to show
that because of the axiom scheme (6) the following limited necessitation rule
works:

If - A then I K;A for any i.

Applying this rule, we have I K;(ayA « aayA). Using axiom 3 we obtain -
KiayA < K;aayA, so by induction we get for all z, in *, I zayA « zaayA.
0

Since occurrences of substrings of the form CyCy or CyCy don’t carry
any more information than strings Cy (if V' C U), we define levels of knowl-
edge of formulae by excluding all strings containing consecutive occurrences
of two knowledge operators indexed by sets of which one is included in an-

other.

Deflnition : Given a formula A and a history H, the level of A at
H, L(A,H) is the set of ¢ in I such that H |= zA, and z contains no
substrings CyCy, CyCy forany V CU C N.

If H is clear from the context, or not important, then we shall drop it as
a parameter. If we restrict ourselves to the K; operators, we denote the level

of A in H by Lx(A, H).
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2.4 Embeddability

Now we will try to characterize levels of knowledge. First we need to intro-
duce the embeddability ordering on strings which turns out to be important

here.

Definition : Given two strings z and y, we say that z is embeddable
in y (z < y), if all the symbols of = occur in y, in the same order, but not
necessarily consecutively. Formally:

Nz<z,e<cforallz
2) o < y if there exist ', 2", ¥/, y", (¥',y" # €), such that z = 2’2", y = y'y",
and 2’ <y, 2" < y".
and .S is the smallest relation satisfying (1) and (2).
Thus the string aba is embeddable in itself, in aaba and in abca, but not

in aabb.
Properties of the embeddability relation <

Fact 1: Embeddability is a well partial order, i.e. it is not only well
founded, but every linear order that extends it is a well order (equivalent

condition: it is well founded and every set of mutually incomparable elements
is finite).
Fact 2: Embeddability can be tested in linear time.
For a proof of fact 1 see [H]. Fact 2 is straightforward.
We also need a stronger relation defined on %, which we call C-embeddability.

Definition : Given two strings = and y, we say that = is C-embeddable
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iny (z 2 y),if

NIV CU then Cy X Cy

2) z 2 yif thereexist 2', 2", ¥', y", (¥',y" # ¢€), such that z = z'z", y = y'y",
and ' </, =" < ¢".

and = is the smallest relation satisfying (1) and (2).

Fact 3: For ény z,yex, e<yiffz X y.
Fact 4: C-embeddability is a well partial order.

Fact 3 is easy. It is also easy to check that C-embeddability is a partial
order. It is well founded, because regular embeddability is well founded and
for given z € Tg there are only finitely many y € % s.t. |z| = |y| and y < =.
There are only finitely many incomparable elements in I with respect to
<, and there are more incomparable elements with respect to < than with

respect to <, so X is a well partial order. ' Q

If < is a partial order on S, we can define a notion of a downward closed

subset of S:
Definition : R C S is downward closed iff € RimpliesVy <z y € R.

We will look at downward closed sets with respect to embeddability and

C-embeddability.

Theorem 2 : Let ¢ be the alphabet whose symbols are {Cy}ucn.
Then for all strings z, y L3, if £ < y then for all histories H, if H |= yA
then H |= zA.

Proof: We use induction on the sum of lengths of z and y. If the sum

is 0, then the lemma is immediate. Otherwise y must be nonempty and let
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y be Cyy'. Now either # X y' or z is Cvz’ (V C U) and 2’ < y'. In the
first case yA implies y'A which (by induction hypothesis) implies zA4. In
thé second case, y'A implies 2’4 by induction hypothesis, and therefore by
necessitation Cyvy'A implies Cyz'A, so since Cyy'A implies Cyy’'A, we get

yA implies 2 A. O

Corollary 1 : Every level of knowledge is. a downward closed set with

respect to <. m]

Corollary 2 (j): Let Xk be the alphabet whose symbols are {Kj, ..., K, }.
Then for all histories H and all z,y in *, if z < y and H |= yA then H |= zA.
a

Corollary 3 (j): Every level of knowledge in L is a downward closed'

set with respect to <. ‘ 0
Note also the following:

Corollary 4 (j): The complement of every level of knowledge is

upward closed with respect to the order < (< if we are restricted to Lg). O

So far we have a necessary condition for the set of strings of knowledge
‘operators to be a level of knowledge of some formula in some history. So,
for example we know that there is no formula A and no history H, s.t.
H = K;K A and H |= -K,A. This is because if K;K; € L(A, H) then since
L(A, H) is downward closed, and K3 is in the smallest downward closed set
of strings containing K, Kj, therefore it must be in every downward closed
set of knowledge strings containing K;K,, so it must be in L(A, H). This

shows the importance of the notion of the smallest downward closed set of
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strings of knowledge operators including given set X. We will call this set a
downward closure of A (we denote downward closure of X by dc(X)). Since
downward closure is an important notion, we start by investigating some

properties of the operation of downward closure.

2.5 Downward Closures

Definition: The downward closure of X C £* is the smallest (with respect
to inclusion) downward closed set containing X. Let’s denote the downward

closure of X by de(X).
Properties of Downward Closure

In fact 5 we can replace X by < (case of Lg) and it remains true. Also
in facts 6 and 7, downward closure can be taken with respect to either < or

=. In fact 8 we are talking about <.

Fact 5: If A, B are downward closed then A C B iff for every a € A
thereis b € B s.t. a % b.

Fact 6: dc(AU B) = dc(A) U de(B)

Fact 7: dc(AB) = dc(A)dc(B) (the downward closure of the concatena-
tion of sets is equal to the concatenation of downward closures)

Fact 8: dc(A*) = U* where U = {oloc € £,3z € A o <z}

Facts 5,6 and 7 are straightforward. To prove fact 8 first notice that
for any U C X, U* is downward closed, and clearly dc(A*) € U*. To show
that U* C dc(A*) let’s assume that in fact there is some string z € ¥*, s.t.
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¢ € U* and ¢ ¢ de(A*). Say z = a;a;...a,, where for every a;, a; € &
and there is z; € 4, s.t. a; £ z;. z123...z, € A", therefore z;75...z, €
A*. Clearly de({z122...2,}) C dc(A*), but by fact 7, de({z122...2,}) =
de({z1}...de({zn}). So since a; < z; for all i = 1,...,n then a; € de({z;})

for all i = 1,...,n, so ¢ = a1a,...an € de({z122...7,}) C dec(A4*) and we get a

contradiction.
Note that as a consequence of the fact 8 we have the following:

Fact 9: dc(A™) = dc({Cu(A)}) where U is the set of all processes men-

tioned in A.
Fact 10: If axr < by and a A b then az < y.

We’ll prove fact 10 by induction on the sum of lengths of z and y.

If both z and y are empty then fact 10 is trivially true. So we will assume
that y is not empty.

If £ = € then since a =< by'there must be (both non-empty) y1,¥2 s.t. a =
ny2 = by. wy is by’ for some y'. If a < y., then we are done since y, is
embeddable in y. Otherwise a < y; and since a A b, then by LH. a <X ¥/, so
a X y (y' is embeddable in y).

So suppose that both z and y are not empty, ar X by and a A b. So, there
must be some z;, 22 and 1,2, (non-empty) s.t. az = z,z2, by = y1y2 and
z1 X y1 and 2 X y2. But then z; = az’ <X y; = by’ and a A b and 2’ is no
longer then z while y' is shorter then y and by the LH. az’ < ¥’ and since

Zg X yo then az'z; = az S y'y2 = y. o

Finally we have an analog of fact 8 for the full language L.
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Fact 11: de({Cu}) = U(Cv)ycu
The proof of fact 11 is very similar to the proof of fact 8.

~

2.6 Characterization of levels of knowledge

Now we look at the possibility of characterization of levels of knowledge.

. Let L(A, H) be a level of knowledge. Let L(A) denote the complement
of L(A). Then under each element of L(A) there is a minimal element.
Moreover the set of minimal elements is a set of mutually incomparable
elements and is therefore finite. Let m(A) = {z,...,zx} be the set of minimal

elements of Z(A). Then
L(4) = {y|3z e m(4) =z 2y}

Thus the level of A is completely characterized by m(A) and we get the next

theorem.

Theorem 3 (j): There are only countably many levels of knowledge
and in fact all of them are regular subsets of L* (where ¥ is either g or

c). . 0

Corollary : The membership problem for a level of knowledge can be

solved in linear time.

The fact that L(A) can be characterized by a finite number of minimal
elements of L(A) is true about the levels in L¢ as well as about the levels in
the smaller language Ly. The difference between the full language and the

restricted language becomes obvious when we try to characterize L(A) using
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maximal elements.

Let’s first consider the case of the restricted language Lg.

2.6.1 Levels of knowledge in Ly

In this section, by Lx we denote {Kj,...,Kn}, downward closure is with

respect to <.

For every set L(A) we can look at the set of all maximal elements of
L(A) with respect to < (may be empty !). Clearly these maximal elements
are necessarily mutually incomparable. However, the set L(A) need not
be characterized by them since if A is common knowledge, then the set of
maximal elements is empty but this will also be the case if 4 is not even

true, in which case L(A) does not even contain the empty string.

Since distinct sets L(A) have the same maximal elements, maximal ele-
ments cannot characterize L(4). However, in case of finite levels, maximal

elements do in fact characterize L(A).

Theorem 4 (j) : If L is a non-empty finite subset of I}, then L is

downward closed iff for some k,

k
L= U de({z:})
i=1
where z; € ¥}%. This theorem reiterates the fact that the finite levels are
characterized by their maximal elements (z,,..., zx are maximal).

Proof : Clearly if L is a union of downward closed sets, by fact 6 L is

downward closed.



CHAPTER 2. LEVELS OF KNOWLEDGE 39

Let L be a finite downward closed set, L = {z1,...,2n}. Consider L' =
iy dc({zi}). Clearly L C L'. Let z € L'. Then there is ¢ s.t. € dc({z;}).
Since z; € L and L is downward closed, then ¢ € L. So L = L’ and therefore

L' is the required representation of L. a

Corollary: If two finite sets L(A), L(A') have the same maximal ele-

ments, they must coincide.

In order to analyze infinite levels, first we need to establish some more
properties of downward closed sets. The following theorem generalizes the
representation from the previous theorem to the case of infinite levels. It will

be used in obtairiing a “normal form” theorem for the levels of knowledge.

Theorem 5 : If L is a subset of £}, then L is downward closed iff for

some k, ,
L= i_Uldc({:c,-, Duj de({zi, }ui,...ui de({zi,,, })
where z;; € Ik, u;; € Lk for j =1,..., k.
Proof:
e
u;; are all downward closed, so by facts 6,7,8 L is also downward closed.

=

L is a downward closed subset of £}, so L is regular, so L is the language
described by some regular expression a. We prove that L can be expressed

in the proper form by induction on complexity of a.

if @ € Zg or a = € or & empty - theorem is obviously true.
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if @ = a; U a; then by the LH. oy = U, A;, ap = Uf;l B;, where
A;, B; are all of the required form. Then @ = oy U ag = U{-‘;l A; U Uf?__l B;.
Since union is associative we can obtain the proper representation by simply

renaming elements of a,.

if @ = aya, then by distributivity of concatenation with respect to the
union: ((z1 U z2)(11 U 32) = z1y1 U z1y2 U 2291 U z232), we get the right
representation (of course there are more elements in the sum, and elements

are longer).

~

if a = af then L = a = dc(a}) = u*, whereu = {o|lc € Tk, Iz € a0 <
z} by fact 9, so a = UL, u}, where u; C k. 0
We found a representation of downward closed sets (therefore levels of

knowledge). We prove now that there is a unique minimal representation of

such a form.

Theorem 6 : Every set of the form X = de({z,})u]...de({zn}usde({zns1})
is; directed with respect to the embeddability relation <. In other words: for

all z/,2"” € X thereisz € X s.t. 2’ <z and 2" < z.

Proof: Let 2’ = y1v1..¥nUn¥ns1 and 2" = zywy...2 Wy 2n41 Where y;, 2; €
de({z:}), vi,w; € u} for i = 1,...,n. Then if we take z = 181...ZnSpTn41
where s; = v;w; for ¢ = 1,...,n then clearly ' < z, 2" < z and of course

rz e X. 0

Theorem 7 : If A C U§-=1 Bj, where A, B; are all of the form as in

theorem 6, then there must be some j s.t. 4 C B;.

Proof: Suppose that A C U}, B; and for all j A € B;. then there are
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z; € A, j =1,..,1,st. z; ¢ B;. By the theorem 6 applied [ — 1 times we
can find z € 4 s.t. for all j z; < z. Since all B; are downward closed, then

z is not in any of them, so z ¢ U§~=1 B; and we get a contradiction. =

Theorem 8 : If L is downward closed then there is a representation
of L of the form L = Uf-;l A, i £ j = A € A, where for all 4;, 4; =
de({zi, })uj,...uf de({zi,,, }), for some z;; € T, ui; € Bk, j = 1,...,n s.t.
for every other representation of L of the same form, if L = U§-=1 B;, then

k <l and for every A; there is some B;, s.t. A; = B;.

Proof : Clearly we have a minimal representation of L, L = U, 4;

and suppose we have some other representation of L of the same form L =
U§-=1 B;, then for every i, 4; C U§~=1 B; and all A; and B;’s are directed sets
of the proper form, so by the theorem 7, for every A; there is B; s.t. A; C B;.
Similarly, by applying theorem 7 to B; we get some m s.t. B; C Ap, so we‘
have for every i, some j,m s.t. 4; C B; C A,,. By minimality of {4;}i=1,..x

representation ¢ = m, therefore we have A; C B; C 4; so 4; = B;. O

Corollary (Normal Form Theorem) : Every level of knowledge L of
a formula in a distributed system has a unique representation of the following

form:

where
A= dc({xix })ua...dc({a:,-n,d }) = dc({mi:u;1'°'xin+x })a A; g Ai for i 7é.7

Lk = {Ky,..., Kp}, Ti; € Zks ui; 2k. 0
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2.6.2 Levels of knowledge in L¢

In the full language Lc we can characterize levels of knowledge by listing its
(finitely many) maximal elements. Now £¢ = {Cu}vcn, downward closure

is with respect to <.

Theorem 9: X is downwa:rd closed iff there are 4;, i = 1,...,m, s.t.

where 4; is of the form dc({Cu, ... Cl,,}) for all i.

Proof: Obviously if X has such representation, it must be downward

closed.

Let’s suppose that X is downward closed. X must be regular (see theorem
3). Now we can easily prove the existence of the required representation by
an induction on complexity of the regular expression describing X (using
facts 6,7,8,11). )
Corollary 1 : Every level of knowledge L in T is characterized by a

finite set of maximal elements M = {m,,...,ms}.

Proof: Let M be a set of these A; from the last theorem, which are
maximal with respect to X. Elements in M are incomparable because < is

a partial order (fact 4). )
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2.7 Realizing Levels

Since we now know that every level of knowledge is a downward closed set of
strings, the interesting question arises whether given a downward closed set of

strings L we can find some formula A and some run of a distributed system
(history H) s.t. L = L(A,H). The answer, it turns out, depends on the
kind of communication available in the system. In a system with unreliable
delivery time (asynchronous system) we are able to realize only finite levels
of knowledge (this slightly generalizes the result of Halpern and Moses [HM]
that no common knowledge can be achieved in an asynchronous system). In
systems where all the communications are instantaneous broadcasts with at
least 3 processors - synchronous systems - we are able to realize all levels
of knowledge. In case there are only 2 processors, and “broadcasts” are
the only medium of communication, we are not able to realize finite levels
containing strings longer then 1. In the full systems, where there are two
communication media: synchronous broadcast, and asynchronous send and

receive, we are able to realize all levels.

So in the following sections we analyse separately these three kinds of
systems:
1) Systems where only asynchronous communications are available.
2) Systems where only synchronous communications are available.
3) Systems where both synchronous and asynchronous communications are

available.

Before we proceed with realizing levels of knowledge, we say something

about the propertiés of formulae, which we will look at.
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Definition: A formula A is persistent if whenever H = A and H'
extends H, then H' = A.

Theorem 10 (j): If A is persistent then so is K;(A) for any i.

Proof: Suppose H |= K;(A) and H' extends H. Suppose that for some
H", ®;(H") equals ®;(H'). Then for some initial segment H; of H", ®;(H,)
equals ®;(H). Hence H, satisfies A and by the persistence of A, so does H”.
Since H" was arbitrary with &;(H ”5 = &;(H'), H' satisfies K;(A). a

Theorem 11: Every formula 4 which is a boolean combination of P;’s

is persistent. a

Theorem 12: Every formula of the form zA where 4 is a boolean
combination of P;’s, and z is a string of knowledge operators is persistent.

(]

From now on we will look only at formulae of the form as in the last

corollary.

2.7.1 Asynchronous Case

We now look at the question of the levels of knowledge in asynchronous
systems. Only possible communications are via send and receive, where
the arrival time of the message is not guaranteed. In the formal model we
exclude broadcasts, so no event is local to more then one processor. This

model corresponds to Chandy & Misra's model [CM].

What are the consequences of the fact, that messages although eventually

delivered may remain in the mail (buffer) for an unbounded amount of time?
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Suppose that a process ¢ sends a message to a process j that a certain formula
A (whose truth value is invariant over time) is true. Then when process j
receives the message, it knows A and that ¢ knows A. Thus K;(K;(4)) is
true. However, ¢ does not know that j has received the message and hence

Ki(K;(K;(A))) does not hold until 7 receives an acknowledgement from j.

-

Let’s see that this fact is valid in our model. We’'ll take only a 2 processor
system, the processors are 1 and 2. Let I be an initial configuration of the
system in which the first bit of an input of the first processor is 1 (and this
single bit is the whole input of 1). So I = (v1,v;), v1 = 1. Let P, say the
input value of the processor 1, so P, = @,,;. Slightly abusing notation we
will write that I |= Py, instead of I |= P, = Q1,1. P, is private to 1. Now let
H be a history which starts in the initial configuration I and in which 1 sends
a message to 2 informing~him that P, is Q;,; and this message is received by
2 in the next instant of time. H = I;(s(1,2, P,), null); (null,r(1,2, P,)), and
H k= KK, P,.

Let H' be a histc.>ry in which the same message is sent, but it is delayed, it is

not received by 2 in the second instant of time: H' = I;(s(1,2, P,), null); (null, null)

Because of the extension rule H' must be in the protocol.

Clearly H ~, H'.

Let H" be a history with the same input configuration, but in which 1is
slow and hasn’t sent anything yet: H" = I;(null, null); (null,null) (again
because of the extension rule H” must be in the protocol).

H" ~, H'.

Let H'" = I,; where [ is an initial configuration in which 2 receives the same
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input as in H, but 1’s input is 0 instead of 1. H" is in the protocol because
of the first closure condition (all inputs are possible).

H" ~3 H", and we get:

H" =~y H" =3 H' =1 H, so H” =~; H' ~; H, so since H"” [ P, then
H £ KK, P,, therefore also H . K; K. K, P;.

It seems reasonable to suppose that a back and forth interchange of mes-
sages will only make a finite amount of difference and we proceed to show

now that this is indeed the case.

Theorem 13 : Let A be a formula of the form z B, where z is a string of
knowledge operators and B is a boolean combination of private facts P;. Let
H [ K;A. Then if H" = H; H' and there is no receive in ®;(H’) (neither
of the form of r(l, j,m) for some I, nor be(l,U,m) where j € U, I # j), then
H" & K;A. Informally: a process may learn something about the others

only when it receives a message.

Proof: Proof by induction on the length of H’. If length of H' is 0 then
the theorem clearly holds. So suppose that H' is H};G. If H; H| ¢ K;A
then there is some H, ~; H; Hj s.t. H; b= A. By the splitting rule if G is not
a broadcast, we can split it: there are G, G s.t. H; H}; Go; G is in P where
(Gh); = (@)j, (G1)i = null for i # j; (G2)i = (G);, for i # j, (G2); = null.
H; Hy; Go =~; H; H}, so Hy =; H; Hy; G2 By the extension rule H,; G; must
be in P (G, was not a receive!). Furthermore Hy;G, ~; H;H'. If z was
empty (A is a boolean combination of private facts), then if Hy & A, then
Hy; G, ¢ A. If z is K,y, then by the induction hypothesis since s has not

received any message in G he didn’t learn anything, so if H; f A, then
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Hy;G1 = A. So in any case H; H' = H" [+ K; A. o

As a consequence we get the following theorem, which corresponds exactly

to Chandy and Misra’s [CM] theorem 5.

Theorem 14 [Chandy, Misra]: If for some histories H, H', s.t. H is

an initial segment of H':
H' K K;.K,Aand H [ K, A

then in H'— H there must be a sequence of messages: mp_1,Mn-2,...,Mq s.t.
my-1 is sent by n and reaches n — 1 (maybe via some other processes),...,m;
is sent by 2 and (maybe indirectly) reaches 1 (messages may be different but
they all must imply A). Moreover if A doesn’t depend on any local event of
n (its truth value depends on some event e¢ & E,) then there must be some

event of the form r(i,n, m).occurring after H but before s(n,n — 1,m,_,).
Proof: By induction on n using theorem 13. a

Theorem 15 (j): Suppose communication is asynchronous and A is a
persistent formula. Let H and H’ be global histories such that H' extends H.
Then L(A, H') includes L(A, H) and there is a finite X such that L(4, H') C
de(X = L(A, H)) (where A* B = {zy|z € A, y € B}).

Proof: The fact that the level increases with time follows from the fact

that we deal with persistent formulae.
For the second part we use the theorem of Chandy and Misra.

Since there are only finitely many events G between H and H’, there are
only finitely many possible sequences of events as above and a finite set of

strings z for which the conditions of theorem 14 are satisfied. Let X be the
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set of these strings, then X satisfies the conditions of the theorem. ]

We will try to characterize precisely how the level of knowledge grows

when a message is received.

-~

Theorem 16 : Suppose that a history H is exactly the following
sequence of messages: s(n,n — 1,K,P,); r(n,n — 1,K,P,)

s(n—-1n~-2,K,1K,P,); r(n—1,n-2,K,1K,P,)

s(2,1,K,..K,P,); r(2,1, K;.. K, P,)

where P, is initially (in the empty history) known only to n; then

L(Pn, H) = dC{KlI{Q...I{n}

Proof: It is easy to notice that de{K1 K,...K,} C L(P,, H).

The other inclusion we prove by induction on the length of H. If it is 0
then H is empty so P, is known only to n. So assume that the theorem is

true for histories up to length n.

Let’s assume then that thereis some y s.t. H |= yP, andy € de{K1 K»...K,, }.
So y must be non-empty. Let then y = K;y'. Then either i was not mentioned
in the sequence of messages (¢ was not any of {1,...,n})- but in such a case ¢
would have known P, initially (it hasn’t received any messages, see theorem
13) - which contradicts our assumption. So it must be that ¢ € {1,...,n}.
Then if we express K, K;...K, as zK;2' where K; picked is the leftmost oc-
currence of K; in K1 K,...K,,. Let's define H' as the initial segment of H
up to the last receive by i. 7 doesn’t learn anything in H — H' (he doesn't

receive any messages), so if H |= K;y'P, then H' = K;y'P,. H = H";G
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where (G); = r(s,i,m). By the splitting rule we can split G into G; and
G, where G, is a receive on i, G, is null on i. H”;Gy; G, must be in the
protocol. H' =; H"; Gy, so H” |= y'P,. Then by the induction hypothesis
y' € de({2'}), so ¥’ < 2’ and therefore y < K, K,...K,. 0

Theorem 17 : Suppose H realizes L(A, H) and H' realizes L(4, H')
for some formula A which is a boolean combination of P;. Moreover, H and
H' are compatible and in both H and H’ only strings of the form zA are
communicated. Suppose that H” is the concatenation of H and H', and
initially A is known in H” only to processes which knew A initially in H or
in H'. Then:

L(A,H")=L(A,H)UL(A,H')

Proof: Clearly L(A,H)U L(A,H') C L(A,H").
Let’s suppose H” = yA.

If y is empty, then we are done, since H }= A.

Otherwise let yA be true in H”, where y is (say) K;3'. Suppose that
K,y' € L(A,H). Then there must be some point T s.t. H;Hr = K1y'A,
H; Hr = Kiy'A (for all Hyv s.t. Hp < Hr < H'). By theorem 13 Hr has
as the last event some G s.t. (G); =r(l,7,zA). So y' < lz. But the event G
was a part of H’. Message sent and received in H' must have been true in

H'. So Hr = K1y’ A, so H' = yA. o

Note that H and H' could be executed in parallel. In fact we can take
any minimal H” s.t. both H and H' are embeddable in H". o

We now show that all finite downward closed sets are actually attainable
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as knowledge levels L(A) of formulas in asynchronous systems.

Theorem 18 (j): Every finite downward closed set is the set L(4, H)

for an appropriate A and H in some asynchronous protocol.

Construction: Let X be a finite downward closed set of nonrepeating ~
strings from X*. We construct a formula A and a history H such that

L(A,H)=X.
1) If X is empty then A is the formula false.

2) If X consists of the empty string, then A is the conjunction P, and P,
where: P, is a predicate whose truth value is initially known only to process
1, P, is a predicate whose truth value is initially known only to process 2,

and H is the empty history.

3) Otherwise X has nonempty strings and therefore the set of all max-
imal strings M in X is rionempty. Let M = z,,25,...,2,. Let z; =
Kikiyo-- Ki2) Kiqny for i = 1,...,r. Then we take A to be a Vi_; Pi).

Let H; = s(2(1),%(2), K1 4); 7(:(1), i(2), K1 A); 5(:(2),i(3), K, I A);
S(i(k = 1),i(k), Kik-1).--Ki2) K1) A);

r(i(k — 1), i(k), Kig-1)..-Ki2) Ki1) 4).

Clearly L(A, H;) = de(z;) U {j(1)lj = 1,...,v}. Now by theorem 5 if

H = Hy; Hy;...Hy then L(A, H) = UL, dc(z;).

Note that H could be any permutation of H;’s, in fact all H;'s could be

executed in parallel. 0O
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2.7.2 Synchronous Case

The situation with synchronous communication is much better as we see

next. We start with a preliminary result.

Theorem 19 (j): The set L(A) is infinite iff it includes common knowl-

edge of A between two distinct processes ¢ and j.

Proof: One direction is clear, as common knowledge between ¢ and j

includes all strings in {K}, K;}*.

N

Conversely, suppose that L(A) does not include common knowledge of
any two distinct ¢,j. Then, since L(A) is downward closed, for any such 7,7,
there must be a maximum Ali(7, j) number of alternations between K; and
K; in any string in L(A). Let m4 be the largest of these Ali(7,j) and let p
be 7n4 *n?. Now any nonrepeating string of léngth greater than p+1 has at
least p+1 alternations, and hence more then m 4 for some specific alternation
between K; and K. Thus no string in L(4) can have length greater then
p+ 1 and L(A) is finite. o

So how can we create infinite levels? We need synchronous communica-

tion.

Theorem 20 : If we broadcast “zA” where z is a string of knowledge
operators and A is a boolean combination of propositions P; among the
group of processes U, then the created level of knowledge of A increases by
~ the downward closure of {Cy}. Formally: If H = H';G, Vj € U (G); =
be(z,U,zA), V3' € U (G)j = null, then:

L(A,H) = L(A, H') U dc({Cu})de({z})



CHAPTER 2. LEVELS OF KNOWLEDGE 52

Proof: Let H be as in the premises of this theorem. Then H = A (our
processes are honest and 4 may be broadcasted). Moreover since it is a prop-
erty of all histories in the protocol, it is common knowledge that formulae

sent (or broadcasted) are true and remain true (all formulae persistent):
= Cn(H = H';G; H” and (G); = be(i,U,zA) — H = zA)

this implies that for every U C N:
k= Cu(H = H';G; H" and (G); = be(i,U,zA) — H = zA)

so in order to prove that H |= Cyz A it is enough (since common knowledge is
closed under modus ponens) to show that H |= Cy(H = H';G; H" and (G); =
be(i,U,zA). But it is a property of P that if for some j € U, (G); =
be(i,U, B) then for all j € U, (G); = be(i,U,B). So VHy ~y. H (H =
H';G;H" and (G); = be(:,U,zA) ) — (Ho = H};G;H{ and (G); =
be(i, U,z A)). Therefore H |= CyzAso H |= de({Cy})de({z}), H |= de({Cuz})A.

The theorem follows since no process outside of U received any message. O

We now prove that in the presence of synchronous communication every
downward closed set of strings without repetitions is the level of knowledge

of some formula under some history.

Definition : Given strings z;, ..., Z, not containing repetitions, let N(zy, ..., zx)

be the set {y|Vi < k, z; £ y}.

Theorem 21 (j):
(8) N(s1, 0y 28) = AN (i) 1§ < k.
(b) If z = ay...an, then N(z) = (X — a1)*...(Z — an)".

Proof : The first part is obvious.
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To see (b) we use induction on m.

First of all, it is clear that N(z) includes the right hand side. For suppose
Yy € (¥ —a)"...(8 = am)*. If y has no a;, then it is certainly in N(z).
Else the first occurrence of an a; in y must be from the (X — a;)* at the
earliest. y is then of the form y,a;y, where y; contains no a; and y; is in

(2 —a2)*...(¥ — an)*. By induction hypothesis a...a, € y2 and so z £ .

Suppose now that y is in N(z). We want to show that y € (Z—a;)*...(Z—

am)*. If m =1 then this is immediate. Otherwise we know that z £ y.
If a; £ y, then y € (£ — a1)* and hence y € (£ — a1)"...(Z — am)".

If a; < y then y = y1a1y2, where a; € y; and as...a, £ y2. In that case
Y2 € (£ — a2)*...(X — an)* by the induction hypothesis and y; € (T - a;)".

Since a; # aj, the result follows. a

The next theorem will show us how to realize N(z). We take a sequence
of broadcasts to N — 1 processes at a time. Let’s assume that at time T,
group Ur receives a broadcast and at time T 4 1 group Ur4, (both of N —1
processors). Then the processor sending broadcast at T + 1 (ar41) will be
one of the processors in Ur,1 N Uz, and the message sent will be the string
of common knowledge operators Cy,, ... Cy, followed by a fixed formula P,

private to a;.

Theorem 22: Let H be a history in which the private information of
sy is P,, and every event GT occuring in H at time T for T = 1,...,[, (where
! =length(H)) is of the form: (GT); = be(a,,, N — {ar}, mr) for all a,, # ar,

asp # ar-1, (GT); = null otherwise. Where m; = P,,, mry1 = CN-(ap}mT.
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Then:
L(P,, H) = dc(Cn-{a)} - - - CN-{ay})

Proof: Induction on the length of H. Clearly if | = 1 then L(P,,,H) =
CN -t} “

Suppose that for histories up to the length [ — 1 theorem is true. Now we
can use theorem 19: if H = H'; G' where (G'); = bc(a,, N — {&1},m;) then
L(Py,,H) = L(P,,, H') Udc(CN-{a}CN={a1} + - - CN~{a1})-

Since by I.H. L(P,,, H') = de(Cn-{a;_,} - - - CN-{a;}) then
L(P,,,H) = de(Cn-(a} - - CN={a1}) O

Corollary 1 (j): In a system with at least 3 processors, for every z in

X%, there exists a history H and a formula A such that L(A4, H) is just the

set of strings without repetitions in N(z).

Proof: By fact 9, U* = dc(Cy). Therefore by induction on m,
and fact 8 (dc(A; B) = dc(A);de(B)), Us...Ur = de(Cy,...Cy,,). Soin
particular N(q;...a1) = L(P,,, H). 0

Theorem 23 (j): Every downward closed set L of strings without rep-

etitions is L(A, H) for suitable A and H in a synchronous system with at

least 3 processors.

Proof : Let {z1,...,zx} be the set of minimal elements of the set of strings

without repetitions which are not in L. Then L is N(zy,..., k).

" If k = 0 then all strings without repetitions are in L and L is just common

knowledge, which can be achieved by taking the formula A to be a tautology.

Otherwise for each z; we can find a P; and a history H; such that
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L(P;, H;) is exactly N(z;). Now let H be H;...H; and A be the conjunction
of the P;. (We assume the P; are all independent so that if 7 # j then H;
conveys no information about P;). Then y € L(A, H) iff H |= yA iff for all
J, H=yP;iff for all j, H; = yP; iff for all j, y € N(z;) iff y € L. ]

Theorem 24: In a two processor system with only synchronous com-
munication available, no finite level containing strings of length > 2 can be

achieved for any formula A.

Proof: Suppose that H |= K KA, and H [ Cyy0)A. If A persistent
and in the empty history 1 knows that 2 knows A, then A must be true in all
histories and therefore must be common knowledge. So 1 must have learned
that K,A in H, so there must have been a communication between 1 and 2
to that effect, but there are only synchronous communications in the system,

and these create common knowledge - contradiction. i

2.7.3 Both Kinds of Communication Available

If we have both kinds of communications in the system, we can directly realize
every level. We show first how to realize a level in normal form. Later we
will also show how to realize the level given by the set of minimal strings of
the complement. As we will see from the examples in a following section, if
we have some specification of the level of knowledge to be achieved, which is
incomplete (doesn’t specify a unique level), then the two constructions will

give us different levels of knowledge.
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Construction:

L= LkJ de(X:)

i=1

where X; = Ti(m) - -« Ti(1)y Tij) € 2"0.

We take A = Vf-‘=1 P,(;) where s(2) € Uj, s.t. ;) = Cy,. We create H; to
realize the level of knowledge dc(X;) of a formula P,;) for every ¢, and then

we take H to be the concatenation of all H;’s.
Let X; = CU,,, . -CUI-
(i) If Uy is not a singleton then s(¢) initially sends a broadcast P,(; to all

the processes in U;. Otherwise it does nothing,.

(ii) Sender of the last broadcast (to U;) sends asynchronously all that he
knows about P,(;) to one of the processes in Ujy (if there was no broadcast
yet, s(2) is a sender).

(iii) Recipient of the last asynchronous message broadcasts all that he

knows about P,(; to all processes in Ujy;. . O

We can also construct any level specified by a set of minimal strings of a

complement.

Construction:

L= N(.’Dl, ...,.'L'k)
wheré z; € Yg.

We take 4 = AL, Py;) where s(i) € Uj, s.t. z; = yCy,. We create H; to
realize the level of knowledge N(z;) of a formula P,; for every 7, then we

take H to be a concatenation of all H;’s.
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Let z; = Cy,,...Cu,.
(i) s(?) initially sends a broadcast P,(; to all the processes not in Uj.

(ii) Sender of the last broadcast (to N — U;) sends asynchronbusly all
what he knows about P,(;) to one of the processes not in Uj4y (if there was

no broadcast yet, s(i) is a sender).

(iii) Recipient of the last asynchronous message broadcasts all what he

knows about P,(;) to all processes in N — Ujy,. a

N

2.7.4 Limited n-casts

If in our system we have only a limited broadcast capability, then not all

levels of knowledge can be achieved. Precisely:

Theorem 25: If in a system of IV processes all the broadcasts are to
groups of n processes (n < IV), then no Cy A can be realized for any |U| > n,

for aﬁy formula A which is not true in all the histories.

Proof: Broadcast bc(i, U, m) creates common knowledge of m among U.
A sequence of broadcasts of up to n processes (say to Uy, ..., Ui) will create
de(Cy,Cu,_, - .. Cy) where all U; for i = 1,..., k have at most n elements. Let
U’ be a set of n’ elements where n’ > n. Then Cy € de(Cy,Cu,_, ... C1), so

it is not realized by a sequence of k n-casts. a
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2.8 Examples

Every level of knowledge can be generated in an appropriate system. Prac-
tically there may be two kinds of reasons we want to obtain some particular
level of knowledge: _

1) We want to have enough knowledge in the system so we specify which
strings L we want to have included in a realized level L(A, H).

2) We want to prevent certain processes from knowing some facts about the
others, in such situation we would specify a set L’ of the strings we don’t
want to include in L(A4, H). ‘

Let’s consider now a pair (L, L) as a knowledge specification for our system,

and let’s look how we could realize it.

1. If I'Ndc(L) is not empty then (L, L') cannot be realized for any formula.
For example if L = {K;,K;, K3}, L' = {K;,K3} then there is no
system which realizes (L, L’).

2. So a necessary condition for realizability of (L, L’) is:

VmeLVYm' e L' =(m'<m)

Now we have two possibilities:

If de(L')—L' = de(L) then (L, L') uniquely specifies the level, which

can be realized for an appropriate formula in an appropriate system.

Let’s look at an example. We have some fact F', and we want to create
a history H, s.t. H = KoKpF, H |= KgK¢F, H |= KcK4F (these
three facts already imply that H = K4F, H = KgF, H = Kc¢F,
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but we also want H | ~(KuaK¢F), H E ~(KgKsF), and H =
=(K¢KpF). Soour specificationis (L, L), L = {KaKp, KpKc, Kc K.},
L' = {K4K¢,KpKa,KcKp}. Notice that in this case, since we ex-
clude the possibility of common knowledge between any pair of pro-
cesses, our level of knowledge must be finite. In fact these requirements

characterize the level of knowledge completely. The level we are looking

for is exactly the set L(A, H) = {KaKp, KgK¢c,KcKa,Ka,Kp, Kc,¢€}.

We can attain (L, L') by a protocol in which (for example) all 4, B,C
independently learn about F, A sends a message F to C, C sends F
to B, B sends F to A, and all messages are sent asynchronously. In
a synchronous system we can achieve (L, L’) by a protocol in which
first we use a broadcast to bring about common knowledge of the fact
(pAgAT) — F. Then A broadcasts p to {4, B}. Later B broadcasts
CiaByp to {B,C}. Similarly first C broadcasts ¢ to {B,C}, later C
broadcasts C(p,c)q to {B,C}, finally A broadcasts r to {4,C}, and
then A broadcasts C(4,cyr to {4, B},

If (L,L') can be realized but there is z € * s.t. = & de(L) and

=(3Im’ € L' m’ < z) then the level is not uniquely specified (we can

include z in (L, L’) but we don’t have to!).
The smallest level realizing (L, L') is de(L) and the largest one is N(L')
(or de(Z* - L')).

Let for example L = {C(2)/}, L' = {K3K:} In order to realize
(L,L’) we can take just dc(L). This can be done by taking formula A
to be P, and a history: s(3,1, K3Ps); r(3,1, K3P3); be(1, {1,2}, K3 Ps).
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Another possibility is to realize N(Ks ).

2.9 Applications

An example of a practical situation where there is a necessity of a certain
finite level of knowledge was given by Halpern and Zuck [HZ], who used the

concept of knowledge for proving correctness of certain protocols.

Suppose that a sequence of bits is communicated in an asynchronous sys-
tem where messages can be delayed (or lost); but if they are received - they
must be received in order. Bit sending protocol is correct if all the bits sent
are received. In [HZ] it is proved that a necessary and sufficient condition for
the correctness of a bit sending protocol is I, K, K, K, (“value of the first bit”)
meaning - “sender knows that the receiver knows that the sender knows that
the receiver knows the value of the first bit”, whenever the sender sends a

second bit.

So in order to implement this protocol it is enough to achieve a specified

level of knowledge.

There are a lot of examples showing that common knowledge is necessary

for correctness of certain protocols.

More interestingly, Moses and Tuttle [MT] proved that certain synchro-
nized action problems not only require common knowledge, but also that
there is always a most efficient solution which is an implementation of a sim-
ple knowledge based algorithm (algorithm where there are explicit tests of

knowledge).
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Using higher level “knowledge” based language in designing consensus
algorithms is possible because of one very important property of common
knowledge: it is always achieved by all the processes involved simultaneously.
The synchronization algorithm simply says: “repeat .... until CyA” for a

certain formula A.



Chapter 3

Consensus

3.1 Introduction

So far we have been considering an increase in the level of knowledge of a
given formula A in the system, where A was communicated (or 4 preceded

by a sequence of knowledge operators).

Now we will look at the situation when we are interested in the knowledge
among processes of one particular fact - what is the real global history H. If
some process ¢ knows that the global history is H, then clearly H = K;A for
all A s.t. H |= A. If our language is rich enough to distinguish all histories
- it corresponds to looking at knowledge of some formula ¢ which is true in

H and false in all other histories.

We will consider the situation when we have some fixed finite global his-
tory H which is a result of a run of some distributed system, where everybody

knows everybody else’s program and this fact is common knowledge among

62
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all processes. The situation is static - running the protocol is not a part of a
history. Processes are trying to determine H, and this process of determin-
ing H is not a part of H. Because of that I will talk about worlds or states

rather then histories.

Let’s look at the situation where W is the set of possible worlds and
processes’ information is given as a partition of 1. Moreover these partitions
are common knowledge. We will assume that all the partitions are finite.

This is reasonable since our processes are finitary.
We will assume from now on that communication is synchronous.

It is easy to notice that in such a situation when two processes com-
municate, and are able to send exactly what they know about H, i.e. a
complete description of the set of all histories compatible with his local his-
tory, then everything that the processes can learn, they will learn after one
round. The situation will stabilize and what they both will know - is that
the real world is one of the worlds in the appropriate element of the coarsest

common refinement of both partitions.

The interaction between both processes in that case will proceed as fol-
lows: process 1 sends an element of his partition containing the real world to
the process 2, process 2 takes the intersection of the set he has gotten from 1
and an element of his own partition containing the real world and sends this
set to 1, 1 takes the intersection of this set and the element of his partition.
This set will turn out to be equal to the set he has just received. From now

on both processes will be sending the same set.

Not always processes communicate all what they know. There are natural
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situations where agents instead of communicating all what they know about
the set of possible worlds, communicate values of a certain function whose
domain is the set of sets of possible worlds and codomain is some space of
messages. This may be because the capacity of communication channels is
limited, or because agents are competing and they do not want to reveal all
their information. Good example of such a situation is when agents received
different information about the item being auctioned and based on these
private information they are willing to bid. Their bids are prices, amount of
money they are willing to pay, not what they have learned about the item.

In such case price is a function communicated.

We are going to investigate situations of that type. We will assume that
all processes are communicating the same function, moreover this fact is

common knowledge among them.

This function may be not 1-1. In that case in general we cannot expect
that the knowledge of both processes will be the same, as we can see from

the following trivial example:

Example 1 : Take IV = {q,b} and let P, = {{a,b}}, P, = {{a}, {8}}
and f is the constant function 0. Then processor 1 will know nothing, while
2 will know what the real world is. Nobody will learn anything from com-

munication. Constant function doesn’t give any information. O

Since we cannot reasonably require the same knowledge of two processes,
perhaps at least we will be able to achieve consensus among them regarding
the value of f. After all, the function f may represent the only available

description (code) of the set of worlds (histories).
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This model was investigated by economists. Consider the following in-
terpretation: 1V is some set of possible results of an experiment, and two
processes (now persons or agents) receive some information about the result.
There is common knowledge between them of what kind of information
they both receive, but the actual information is unknown. Both persons are
interested in computing the probability of a certain event. There is some
prior probability distribution on W given, and it is shared by both agents.
Without any additional information they would both have the same value
- p(E). But if person 1 learns that the result w is in P;(w), then he can
compute a new probability as p(E|Py(w)). This is his posterior probability
of E. Similarly, 2 can compute his posterior probability p(E|P(w)).

There is no a priori reason why p(E|P,(w)) = p(E|P,(w)), but surpris-
ingly Robert Aumann [A), has shown in 1976 that when the posteriors are
common knowledge between two processes, then they must indeed be the

same. Like-minded agents cannot “agree to disagree”.

Aumann didn’t address the question how the agents computed their pos-
teriors and how they could become common knowledge. Geanakoplos and
Polemarchakis [GP)] first investigated the procedure in which one agent com-
putes his posterior, sends the value to the second agent, who in turn computes
his new posterior excluding from his set of possible worlds all the worlds in
which the first agent would have sent a different value; sends this new poste-
rior back to the agent one, and so on - this process continues until (as they
have proved) - both agents’ posteriors will converge to the same value, which

will happen after k + ! rounds where k, [ are numbers of sets in partitions of
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agents 1 and 2 respectively.

This process of reaching consensus may be illustrated by the example in

figure 3.1.

Cave [C] and Bacharach [B] noticed that the property of the conditional
probability function that was crucial in both Aumann’s and Geanakoplos-
Polemarchakis’ proofs is that if the conditional probability of a certain event
is the same in two disjoint sets, then the conditional probability of this event
in the union of the two sets wiﬂ be the same as it was in both of them.
This property was called union consistency by Cave and the “sure - thing”
principle by Bacharach. Cave and subsequently Bacharach proved that if
two agents communicate values of some function satisfying the sure-thing
principle back and forth revising their sets of possible worlds and therefore

recomputing values of the function - they will end up with the same values.

All these results generalize to the case when there are n > 2 agents and
all the agents in turn communicate their values of a function so all of them
hear all these values - and there is common knowledge among them of this

fact. This was also investigated by Cave.

The situation where every announcement is public corresponds in com-
puter science to the case of a broadcast from reliable source. In economics

it corresponds to an auction.

But prices are not always set up via auctions. Communication in the
system is not always synchronous n-cast. Very often there are private com-

munications between agents, inaccessible to others.
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Here we will show how conditional probabilities of an event are communicated
back and forth between two agents. We assume that the space consists of 8
points. Every point can be eith-r 0 or 1. This can be interpreted as 8 possi-
ble results of an experiment, results marked 1 will support some hypothesis,
results 0 - not. Agents are interested sn the probability that the hypothesis is
true. We assume that all the results are initially equally likely. Note that the
prior probability (if no information is recesved by agents) is 8/4. Now let’s

look at the protocol:

Results (the real result is w,)

w, W w3 Wy Ws We Wy Ws

| 0 1 1] |0 1 1] |1 1}
lz/s

lo 1] [+ of [1 1] [1 1]
l1/2

| 0 1 1] o 1 1 |1 1]
lz/a |

lo a1f {1 of [x 1] [t 3
ll

[ 0 1 1] [o 1 1] |1 1]
ll

lo 1] {1 of [2 1} [1 1

and from now on both agents will send 1.

Figure 3.1: Example of Exchanging Conditional Probabilities Among 2

Agents
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In fact, the situation when there are more then two agents involved,
and agents communicate using person-to-person links inaccessible to other
agents (binary channels) is much more difficult to analyse. This is because
even when there are 3 agents, and their information partitions are common
knowledge among them, if they communicate values of f in a ring (1 to 2, 2
to 3, 3 to 1 and so on) then since 3 doesn’t know what 2 has heard from 1
it usually can imagine more then one scenario which made 2 send the value

he has sent, so it is more difficult for him to exclude worlds.

*

We will give the general formula for updating agents knowledge. We will
also define a class of fair protocols, protocols in which all the agents’ infor-
mation will affect all other agents’ knowledge. This will be necessary if we
hope for consensus among agents. Of course if an agent doesn’t communi-
cate with anybody - Wwe cannot expect consensus between this agent and the
others! It will turn out that for n > 2 the sure-thing principle is not enough.
We will show an example where n = 3 and the function communicated sat-
isfies the sure-thing principle but consensus is not reached. We will define
a stronger condition - weak convexity, which will turn out to be sufficient
" for n < 3 but will not work for n > 3 (we will show an example). Finally,
a still stronger condition will be defined (strong convexity) which will force

consensus for all n.

Also we will give examples of important functions (especially 0-1 func-
tions) which are not strongly convex but still bring consensus for any n and
we will discuss some necessary conditions for guaranteeing consensus regard-

less of the partitions and the real world.
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3.2 Basic Notions

We assume given a space W, the space of states (or of possible worlds) and

n participants with finite partitions P; of W.

Let Pi(r) be the equivalence class of world z in partition P;. Let z = y
mean that for all 7, P(z) = Pi(y). We will say that a subset X of W is
closed if z in X and z = y imply that y is also in X. If P* is the common
refinement (join) of the P;, then X is closed iff it is a union of Pt equivalence
classes. Note that since the P; are finite, so is P*. Similarly, we will use the
expression i-closed to describe a union of elements of the partition P;. Note

that an i-closed set is closed, but not necessarily vice versa.

In our model time is discrete, all agents have access to a global clock
(so we have common clock), which is set to 0 before communications start.
Now by a protocol we mean a pair of functions s(¢),r(t) from the natural
numbers (> 0) to the set {1,...,n} . Here ¢ stands for time and s(t), r(t) are,
respectively, the sender and the recipient at time t. So s(t) = ¢, r(¢) = J
means that at time ¢ i communicated with j (i sent a message which was

received by j).

Definition : Given a protocol (s(t),7(t)) consider the directed graph whose
vertices are the participants { 1,...,n} and there is an edge from ¢ to j if there
are infinitely many ¢ such that s(t) = 7 and r(¢) = j. Then the protocol is
fair if the graph above is strongly connected, i.e. if there is a path of directed

edges which passes through every vertex at least once, returning to its origin.
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If the participants are observing a fair protocol, then not only will each
participant be a recipient and a sender infinitely many times, but each par-

ticipant will receive information from every other, possibly indirectly.

We will assume for simplicity that always s(¢ + 1) = r(t). However this

assumption is not necessary.

The simplest example of a fair protocol is a “round-robin” protocol -
where the first person sends value of f to the second person, second to
third,...., and so on, until it reaches the last - nth person, who sends back to
the first person. And this cycle is repeated forever. Formally if participants
are labeled from 0 to n-1, then this protocol can be expressed as s(t) =

r(t — 1) =t mod n.

Let f be some function from a set of non-empty subsets of the state space
W to some domain D (f is the function whose values are communicated)?.
If f is intended to be a conditional probability, then we assume given a
probability measure 7 on W and some event A contained in W. Then f(X)

for X C W is just w(A|X) = 7(ANX)/7x(X) where n(X) # 0

Suppose now that p = (s(t),7(t)) is some protocol. We define by induc-
tion on ¢ the message m(x,t) sent at time ¢, and C(z,,t), the set of possible

states for 7 at time ¢, given that the real state is z.

C(z,?,0) = P(z)

If : = r(t), then C(z,i,t + 1) = C(=,1,t) N {y|m(y,t) = m(z,1)}
where m(z,t) = f(C(zx,s(t),t)).

!From now on whenever we consider f : 2% — D, we will assume that f is defined for
the non-empty sets only and f is defined for all closed subsets of W.
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If i # r(t), then C(z,i,t + 1) = C(x,1,?).
We let v(z,i,t) = f(C(z,i,t)) so that m(z,1) is just v(z,s(t),t)

Theorem 1 (j): If z = y then for all i, t, m(z,t) = m(y,t) and C(z,i,t) =
C(y,i,1).

-~

Proof : Straightforward, by induction on t. 0
Theorem 2 (j): If all P; are finite, then there is T s.t.
Y, iV 'S T C(w,i,t) = C(w,i, ')

so for every ¢ we have some limiting partition of W (moreover this partition

is finite).

Proof: For all z,¢, C(x,1,1t) is a non-increasing function of t. Also it is
a nonempty union of P* equivalence classes. Since P* is finite, C(z,i,1) is
eventually constant. Let t(x,7) be the least ¢ such that for ¢/ > ¢, the value

of C(z,1,t') is the same.
t(z,i) = Min{t|Vt' 2 ¢ f(C(z,1,t")) = f(C(z,1,1))}

Then #(z,7) depends only on the P* equivalence class of z. Since P* has
finitely many equivalence classes, and there are finitely many ¢, we can find
T s.t.
T = Maz{t(z,?)]: £ n, z € W}

Clearly C(z,1,t) is constant for all t' > T regardless of z,i. T does of
course depend on the protocol (s(t),7(t)). It follows also that m(z,t) =
f(C(z,s(t),t)) depends only on z and s(t) if t > T. We write C(z,i,00) to
indicate the limiting value of C(z,7,t). Note also that there is finitely many

possible limiting values (must be less then |2 +| and Pt is finite). 0o
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Values communicated depend on the protocol. In the following example
we will show that even in the simple case of two agents, the final values
will change if we change who initiates communication (so we will have same
partitions. same function and the same communication graph - but change

in the protocol will result in a change of final values).

Example 2 : Let W = {z,.75,23.74,75,76}. Let's assign weights to
points in W w(x;) = w(zy) =0, w(zz) = w(x3) = 1, w(zs) = 3, w(zg) = 4.
We will take our function f(.A) to be the average of the weights of points in

A. So:

_ EQGAU'(CI)

(later on we will see that function f will always lead to consensus in fair

protocols). Let's define partitions:

Py = {{z1, 22} {z3. 74}, {25. 76}}

P, = {{1‘191‘3‘15}~ {1'2-1‘4‘-76}}

If we take the real world to be z;, and then consider the situation in which 1
starts communication - we will get consensus value 1/2. On the other hand

if 2 starts communication - the consensus value will be 0 (see figure 3.2).

So change in the protocol changes consensus values. Now we will keep the
protocol fixed (fair) and we will look how the changes in functions communi-
cated will affect the final values (most important is of course which functions

will give consensus). First, let's look when two functions will give us exactly

the same information.

For subsets of W let's define the following relation (depending on f):

X =; Yiff f(X)=f(Y)
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II II
I LT 2 1 O 1
/ T3 | T4 . / 1 0
real real
world zs | T world 3| 4 :

Figure 3.2: Example when Different Protocols give Different Consensus Val-
ues

Let’s notice that if values of f and g are communicated according to the

same protocol, and all partitions are the same, then:
xy==y = Cylz,i,t) = Cy(z,1,1)

for every i.r.t.

As a consequence. the final knowledge of all agents is the same when two

functions defining the same equivalence relation ~; are communicated:
rRy=xy, = Cy(z,1,0¢) = Cy(z,1,0)

for every i,z,t.

When two functions can distinguish the same sets of worlds, they carry
the same amount of information and they will give agents the same knowl-
edge. It seems reasonable then to order functions according to how informa-

tive they are. Before we give a formal definition, let’s look at two extreme

cases.
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The least informative is a constant function as it doesn’t carry any infor-
mation. Every agent at the end of any protocol when values of a constant
function are communicated will know exactly what he knew before the com-

munication started - for every z,1,t, Cy(z,i,t) = Pi(z) if f is constant.

The other extreme is a function which distinguishes every two subsets of
. . In the following theorem we will show that in such a case what agents

eventually learn is everything they could possibly know together.
Theorem 3: Let f: 2% — S be 1-1 (injective), then:
Cy(z,i,00) = P¥(z)
for every z,1.
Proof: Notice that re: s==214, where Id is the identity function on 2%,
and when we send C(z,i,t) directly the final values will be P*(z). D
We have the following corollary:

Corollary 1 : When we communicate a 1-1 function according to a
fair protocol, consensus on the value of the function among agents must be

reached. m}

Now we will formalize the notion of a function being more or less infor-
mative then another. Let f < g iff &;C~,. Clearly < is a partial order.
Moreover constant functions are minimal elements of <, while 1-1 functions

are maximal.

One important fact worth noticing here is that when no learning takes
place in some world in a protocol in which a more informative function

is communicated, there can be no learning if in the same world some less
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informative function is communicated according to the same protocol:

Theorem4: If f < g, and for some world z, for all t, Cy(z,,t) = P(z),
then for the same world z, for all ¢, Cy(z,i,t) = P;(z).

Proof: Induction on t. 0O

Unfortunately, as we will see from the following example, it may happen
that a less informative function communicated in the same fair protocol
with the same initial partitions may at the end bring more knowledge to

participants.

Theorem 5: There is a 2-person protocol P and two functions f, g s.t.

f<g and when f,g are communicated according to P, then
Cj(l‘-, ia OO) C Cg(:l), ia OO)

for some z,1.

Proof: We will construct an appropriate example. Let W = {a,b, ¢, d}.
Let "’
P = {{a,b}.{c,d}}

P, = {{a,c},{b,d}}

Both functions will be conditional probabilities of certain events E, F, so
f(X) = p(E|X), g(X) = p(F|X) where initial probabilities are given as
follows:

p(E|a) = p(E|b) = p(Fla) = p(F|b) = 1/2, p(E|d) = p(F|d) = 1/4, p(E|c) =
3/4, p(Flc) =1/3

It is easy to check (see figure 3.3 ) that f < g, but C(a,1,00) = {a}, while
Cy(a,1,00) = {a, b}. )
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Figure 3.3: More Informative Function Gives Less Knowledge

This shows that the more informative functions do not necessarily bring
more knowledge. Also. they are not necessarily more likely to bring about
consensus (constant functions always bring consensus!). The question can be
asked what are these important properties of functions that decide whether
they bring consensus or not. We are interested in the situation when the
protocol is fair. but the information given initially to participating agents
may differ. The question is. for which functions f must consensus on the

value of f be always reached. no matter how we choose the initial partitions.

3.3 Sure-Thing Principle

The case of two agents is well known - this was the case investigated by
Geanakoplos and Polemarchakis and also by Bacharach. Let’s define (fol-
lowing Bacharach) the “sure-thing” principle (Cave referred to the same

condition as union consistency):
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Definition: Function f : 2% — D satisfies the sure-thing principle iff

for every pair of disjoint sets A, B C V:
f(A)=f(B) = f(AUB)=f(4)

Note that the conditional probability function f(X) = f(E|X) always

satisfies the sure-thing principle.

Theorem 6 [Geanakoplos-Polemarchakis, Cave, Bacharach]: If
two agents communicate values of a function satisfying the sure-thing prin-

ciple, then they must reach consensus on the value of this function.
Proof: Seee.g. [B]. ]

It turns out that the sure-thing principle is not only a sufficient condition
for reaching consensus among two agents, but it is also a necessary condition,

as we can see from the following:

Theorem 7 : If f doesn’t satisfy the sure-thing principle then there
are partitions P, P; such that if agents communicate values of f, then no

consensus is reached.

Proof: If f doesn’t satisfy the sure-thing principle, there must be two
disjoint sets 4,B C W s.t. f(A) = f(B) =p, f(AUB) =gq, and p # q.
Then let’s define Py, P, as follows:

P, ={A,B,W - (AU B)}

P,={{AUB},W - (AUB)}

We will show that for all worlds in A U B no consensus can be reached. Let
the real world w be in A (if w € B then the reasoning is the same). 1 sends p

to 2. 2 cannot exclude an3-' world because in all the worlds in AU B 1 would
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have sent p, so he sends f(4 U B) = ¢ back to 1. This in turn will not give
any information to 1, so his next message will be p as it was before and this

process will continue ad infinitum. O

It turns out that when we consider even three agents communicating
values of f according to some fair protocol - the sure-thing principle is too
weak. As the following theorem shows, there are functions which satisfy the

sure-thing principle, but they don’t bring consensus in case of three agents.

Example 3 [j]: There is a function f : 2V — R satisfying the sure-
thing principle, a fair protocol P, and partitions P, P, P; of W s.t. when
values of f are communicated according to P, then no consensus between

agents is reached.

Let the space 1V equal the set {1,2,3,4,5,6,7,8}. The function f satisfying
the “sure thing” principle takes integer values and is defined as follows: let

the subsets of 7/ be numbered X;,X,... and let num(X;) be i.

Now we let:
F({1,2}) = £({3,4}) = f({1,2,3,4}) =11
f({5,6}) = f({7,8}) = f({5,6,7,8}) = 2
f{1,3}) = f({5,7}) = f({1,3,5,7}) =38
f({2,4}) = f({6,8}) = £({2,4,6,8}) = 4
F({1,8)) = F({2,6)) = £({1,2,5,6)) =5
- f({8,7}) = f({4,8}) = f({3,4,7,8}) = 6
and for all other subsets X of WV, f(X) = num(X) + 6.

This ensures that f satisfies the sure-thing principle. Now the partici-

pants are a,b,c and their partitions F,, P;, P, are defined by
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15 2.6 3,7 4.8

Figure 3.4: Three agents, Sure-Thing Principle Satisfied, No Consensusin a
Fair Protocol )

P, = {{1.2},{3.4}.{5.6},{7,8}}

P, = {{1.3}.{2,4},{5.7).{6.8})

P. = {{1,5}.{2.6},{83,7},{4.8}}.
The real world is 1.

Notice that a sends a 1 to b so b knows that the real world is in {1,2,34}.
He learns nothing since he knew anyway that it was in {1,3}. Similarly, b
sends a 3 to ¢ who learns nothing thereby and ¢ sends a 5 to a who also
learns nothing. Since the three participants have learned nothing in the first

round, they will repeat their signals ad infinitum and consensus will not take

place (see figure 3.4). ‘ ' ]
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We will now turn into the case of three agents.

3.4 Weakly Convex Functions

Now we will introduce a stronger condition than the sure-thing principle;
this condition, weak convexity, implies the sure-thing principle, but not vice-
versa. Weak convexity turns out to be a sufficient condition for reaching

consensus among three agents.

Definition: A function f is weakly convez iff f : 2" — R and for every

A,B C WV disjoint,

Min(f(4), f(B)) £ f(AU B) < Maz(f(A), f(B))

All averaging functions are weakly convex, also conditional probability
is weakly convex. Note that another equivalent way of expressing weak
convexity is that f is weakly convex iff for every disjoint 4, B there are
numbers a, b such that a,b € [0, 1] (they are both in the closed interval 0-1)
and a+ b =1 and .

f(AU B) = af(4) + bf(B)

Theorem 8 (j): If there is a space W, finite partitions Py,...,P, of W
and a weakly convex function f s.t. for some fair protocol Pr, the sets of
possible limiting values are P!,...,P", then there exist finite partitions P},...,
P! of W and protocol Pr’ with the same graph as Pr such that executing
Pr', we get the same set of limiting values, but no one gains any knowledge

during the execution of Pr'. Le. C(w,t,1) = C(w,?,00) for all ,w.
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Proof: Simply take P/(w) to be C(w,i,00) and let Pr'(t) = (s(t +
T),r(t 4+ T)) where Pr(t) = (s(1),7(t)) and T is such that stability (no

further change in the C’s) is always reached by time T. O

In particular, if no consensus was reached in the first case, then in the
second case also there will be no consensus, and moreover, no learning will

ever take place.

Theorem 9 (j): Suppose there is a space W, a world w € W and a
weakly convex function f such that when w is the actual world, and values
of f are communicated according to a fair protocol, then no consensus takes
place. Then there is another weakly convex function f’, taking values in
{0,1} such that no consensus is reached whén values of f’ are communicated

according to the same protocol.

Proof: To see that this theorem is true, assume by theorem 8, that the
sets C(x,i,00) are the same as the sets P;(z). Let z,7,j be such that ¢,
differ on the limiting value when the real world is z, and say v(z,7,00) =
J(Pi(z)) < v(x.j,0c) = f(Pj(x)). Let a be such that

f(Pi(z)) < a < f(P;(z))
and a is not a value of f. Now let, for all closed X:
F(X)=0if f(X)<aand f(X)=1if f(X)>a.
The reader can easily check that f' is weakly convex and consensus does not

take place. In fact, there is no learning with f' either. mi

We note that for 2-valued functions, weak convexity is equivalent to the

“sure-thing"” principle. Note also that the last theorem does not hold for the
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functions f satisfying only the “sure-thing” principle. For this reason the
following theorem also needs the weak convexity assumption. The reduction

from the general case to the 2-valued case cannot be carried out.

Theorem 10: If f is weakly convex and the protocol P is fair then if 3
participants communicate values of f according to P then consensus on the

value of f must be reached.

Proof: To prove the theorem, assume that the values of a weakly convex
function f are communicated between 1,2,3 using some fair protocol and
consensus is not reached. By the previous two theorems we can assume that
f is {0,1} -valued and no knowledge is gained during the execution of the

protocol.

Call a closed set X unstable iff for some persons ,j in a world w from X,
¢ and j have different values. Let U = Y{X|X is unstable}. U # 0 since we

assumed that consensus is not reached. We can now express U in two ways:
(G) U = J{C(w,i,00)|f(C(w,i,00)) =0 f(C(w,i ©1,00)) =1

(ii) U = (J{C(w,i,00)|f(C(w,i,00)) = 1 f(C(w,i ©1,00)) =0

(where 16y = ¢ —y mod 3). The first representation is obtained by looking
at a person who sends 0 and receives 1 (there must be such a person), and
the second representation is obtained by looking at a person who sends 1
and receives 0.

Each union is disjoint. This is because suppose that a closed set X is

unstable. Then let's take some world w € X. In w if one person receives 0

and sends 1, other person receives 1 and sends 0 then the third person will
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in w receive and send the same value. So w will be exactly in one set in the

first representation and exactly in one set in the second representation.

The first representation forces us to assign f(U) = 0 while the second
representation requires f(U) = 1 so we have a contradiction. This proves

theorem 10. O

Note that for more then three people this proof breaks down, if we have
four people communicating in a “round-robin” protocol, then if we have U -
the set of all unstable elements, represénting U using (i) and (ii) might give
us non-disjoint sets, so we are not forced to assign any value to them. And
as we will see soon, weak convexity doesn’t guarantee consensus in case of

more then tliree agents:

Example 4 [j]: ? There is a weakly convex function f s.t. when values
of f are communicated among 4 agents according to a fair protocol, then no

consensus can be reached.

Proof: We give an example of a weakly convex function f, s.t. > when
values of f are communicated by 4 people using "round-robin” protocol then

no consensus is reached.

Let the space W be the set {a,b,c,d,e]}.
Let the function f: 2% — {0,1} be defined as follows:
fla) = f(b) =1
f(e) = £(d) = §(e)
flaUc) = f(aUd) = f(aUe) = f(bUc) = f(bUd) = f(bUe) = f(aUb) =1

2Ashok Chandra helped in constructing this example.
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f(cUd)= f(cUe)= f(dUe)=0

flaucUd)= f(bUudUe)= f(cudUe)=0

f(bUcUd) = f(aUdUe) = f(aUcUe) = f(bUcUe) = flaUbUc) =
flaubud)= f(aUbUe)=1

flaucUdUe)= f(bUcUdUe)=0
flaubuUcud) = flaUbUdUe) = flaUbUcUe) =1
flaubUcudUe) =1

It can be easily checked that f is weakly convex. To complete our example
we need to define partitions of W for all four participants:
P = {{a},{b,c,d}, {e}}

Py = {{b},{a,c,d},{e}}
Py = {{b},{a,d, e}, {c}}
Py = {{a}, {b,d,e}, {c}}

If the real world is d then 1 sends value 1 to 2, but 2 learns nothing since
Py(d) = {a,c,d} C {w]f(P(w)) = 1} = {a,b,¢,d} so 2 sends value 0 to 3.
Similarly 3 learns nothing upon receiving 0 from 2, and therefore sends value
1 to 4, 4 learns nothing and sends 0 to 1, 1 doesn’t learn anything so the
situation is stable. Nobody learns anything, and there is no consensus. In
fact notice that for this particular example there is no world w € W s.t. the
consensus will be reached in w. World d has an interesting property that

values communicated "oscillate”. )

Clearly weak convexity is not a necessary condition for reaching consen-
sus, since there are some injective functions which are not weakly convex. We

will investigate necessary conditions later on, but first let’s see what kind of
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sufficient condition we can find for the general case of any number of agents.

3.5 Strongly Convex Functions

It is enough to strengthen the convexity condition slightly to guarantee con-
sensus in the general case. This stronger version we will call strong convexity,
or simply convexity.

Definition: Function f, f : 2¥ — R is convez iff f is weakly convex,

and for every 4, B C 1V disjoint, if f(A) # f(B) then:

Min(f(A), f(B)) < f(AU B) < Maz(f(A), f(B))

Note that the conditional probability is convex. Also, like in the case of
weak convexity there is another, equivalent way of expressing convexity: fis
convex iff for every disjoint A, B there are numbers a, b such that a,b € (0,1)

(open interval) a4+ b =1 and

f(AUB) = af(A) +bf(B)

Theorem 11 (j): For every strongly convex function f, if f is commu-
nicated according to a fair protocol, consensus on the value of f must be

reached.

Proof: To proceed with the proof of the theorem, we assume for simplic-
ity that n = 3, and that for all ¢, s(t) = t mod 3 and r(t) = (¢t + 1) mod 3.
~ This protocol is evidently fair. Later on we will show how to generalize the

proof to any n and to any fair protocol.
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We will say that p is a possible limiting value for i if there is an z such
that p = f((C(z,7,0c)). Let the possible limiting values for individual 1 be
P1y.-y Pk With p1 < p2 < ... < p. Similarly (¢4, ...,¢,) are the values for 2 (in
order) and (r1,...,7) are the limiting values for 3. We want to show that

for all z, the limiting values generated by z, do not depend on 1.

Let p be a possible limiting value for 1 and let E(p) be the set of all =
such that f((C(z,1,00)) = p. Then we can represent E(p) as:

E(p) = J{C(z,1,0)|f(C(z,i,00)) = p
hence f(E(p)) = p by the “sure thing” principle. Call p and q compatible if
there is an = such that f(C(z,1,00)) = p and f(C(:z:,2,oo)) = gq. We now
note that for such an z, for large ¢ }vith t = 1 mod 3, 1 sends the value p to

2 but:
C(z,2,t +1) = C(x,2,t) = C(x,2,00)

and hence

C(=,2,00) € f({yIC(z,1,t) = p}) thus C(z,2,00) C E(p)
Thus E(p) is a union of sets of the form C(u,2,00) and hence p must be an
average of those values ¢; which are compatible with it.

Consider p;, the smallest of the p’s. The set of values g compatible with
it must contain at least one element < p, and hence ¢; < p;. By symmetry

ry < q1 and p; < r;. Hence all are equal. (Notice here that this will also be

true for f weakly convex.)

But now note that only ¢, can be compatible with p; since the other g;

are strictly greater and the average of q; with any other ¢; would be strictly



CHAPTER 3. CONSENSUS . 87

greater than ¢,. Similarly, only r, is compatible with q; and only p; with
r1. Thus, after time T if any of 1,2,3 is sending p,, they all are, and if one
of them isn’t, then none of them is. (Here proof breaks down for functions

which are weakly convex but not convex.)

Thus in particular, p; can be compatible only with ¢; for i > 2, ¢; with
ri for ¢ > 2 and rp with p; for ¢ > 2. We can now repeat our argument and
show that p; = g2 = r; and any of them forces the others. By induction we

get. for all 7, p; = q; = r; and all force each other.

We note now that our argument only used the fact that we are able to
find a chain t; < t; < ....,< t,, all greater than T and such that
(a) s(t;) =1
(b) the sender at t;4, is the recipient at ¢; and
(c) the chain passes through all participants, finally returning to 1. (1 may
occur in between also). This is clearly implied by the condition of fairness

so the theorem is proved. O
As a corollary we get the following:

Corollary 1 (j): If W is a probability space such that all elements of
P* have nonzero probability, and A is some event, then the limiting proba-

bility of A is the same for all 7, j, provided that the protocol is fair.

Proof of corollary: We note that in this case P(A4,1,1), the probability

of A for 7 at time ¢, is #(A|C(z,7,t)) and 7(A]X) is a convex function. O

Example 5 [j]:  Let’s consider the case of statistical inference by

Bayesian individuals. Suppose there are two dice, d, is fair but the other,
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d; is fair only between {1,2,3,4,5} , never showing 6. d; is; worth 1 dollar
and d; is worth a hundred dollars. The two dice are put in a box which is
shaken, and then one of the dice is taken out and tossed, showing a 2. Of
two gamblers a, b, a is told that the result was under 4, while b is told that
it is even. a now evaluates the probability that the die is d; as 6/11, and
hence his expected value for the die will be $ 55. However, b thinks that
the probability that the die is d; is only 4/9 and his expected value for the
offered die will be $ 45. Thus if the die is offered at fifty dollars, clearly a
would bﬁy it, and b would not. What will happen if they communicate their
values of the die to each other? Will these values converge? What if there

are more than 2 gamblers?

To put this problem abstractly, Suppose that the random variable X
takes values in a set W. X is distributed according to one of a finite number
of probability distributions 1, Wy, ..., Wi. We also have n individuals each
of whom has his information partition P; of the set . The individuals share
a utility function u:{ W;, W,,..., Wi} — R, say u(WW;)=u;. The result w of an
experiment performed (to measure X) is (partially) communicated to each

person by specifving P;(w).

The individuals communicate values of f : 2 — R where for A C W,

f(A4) =5, p(W;]A) - u;. In order for f to be defined for all i-closed subsets
| of W, we need to assume that for A € P*, p(A) > 0. It is easy to check
then that for disjoint, non-empty subsets 41,42 of W, if p(4; U Ag) # 0,
then f(4:1 U 4z) = f(41) - (p(A2)/p(A1 U A2)) + f(Az2) - (p(41)/p(A1 U 42)).

Hence f is convex so that when values of f are exchanged, then by the strong

»
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convexity theorem, consensus will be reached. m]

We will see later on that in the case described in the example consensus
will be reached even if the only message communicated is whether the person

is willing to buy a die or not.

3.6 Domination on Worlds

3.6.1 Cycles and the lack of consensus

So far the only necessary condition for reaching consensus was the sure-thing
principle. Now we will try to find some stronger necessary conditions for the

case of more then two agents communicating,.

In order to find these necessary conditions we will look first at some

examples of functions which do not guarantee consensus.

Robert Aumann gave the following colorful example showing why it may
happen that consensus émong communicating individuals is not reached de-

spite the fact that they are "like-minded”.

Suppose there are three detectives: Adams, Brown and Cox. In the detec-
tive school they all learned that adults are more reliable than teenagers (ma-
turity), teenagers than children (accuracy) and children than adults (disinge-
nuity). There are 3 material withesses in the case: an adult, a teenager and
. a child. Testimony of every witness points to a different suspect. It is com-
mon knowledge that Adams interviews the adult and the teenaéer, Brown

the child and the adult, and Cox the teenager and the child. Predictably,
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Adams believes the adult, Brown the child, and Cox the teenager. Adams
now tells Brown whom he is going to arrest, which Brown knew, since he
also interviewed the adult, but then Brown prefers testimony of the child.
He in turn tells Cox whom he is going to arrest and so on. Nobody gains any
information from what he is told; and nobody’s mind is changed by what he

-

is told.

Crucial in this example was the cyclicity of the “reliability” relation on
the set of witnesses (possible worlds). In this chapter I will try to formalize
the concept of one world being more “believable” then the other, in a sense
this more “believable™ world like the more reliable witness “dominates” the

other. This notion will be made precise in the following definition.

Definition : Let’s definc a domination relation (>;) generated by f
on 2% as A =, B iff A,B disjoint, f(A)#{(B) and f(A U B) = f(4)

Properties of >;

Fact 1: If f is weakly convex, two-valued, then

C-;AUB, ANB=0, f(A)=f(B) = C=;AANC»=,B

Proof: Suppose otherwise. Let C %y A. Then (since f is 2 valued)
A >4 C. But we have f(AUBUC) = f(C) (because C >; AU B but also
f(AUC) = f(A), so since f(B) = f(A) then weak convexity forces us to
assign f(4) to f(AU BUC) (notice that B and AU C are disjoint). D

Fact 2: If f is weakly convex, two-valued, 4, B, C are disjoint, then

f(AUB) = f(AUC) # f(AUBUC) = A»;BANA>=;CABUC+; A
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Proof : Clearly it is impossible that f(A4) = f(B) = f(C), so suppose
that f(4) = f(B) # f(C), but then f(AUB) = f(A), so f(AUBUC) = f(C)
(since it is not equal to f(AUB) = f(A)). But then by fact 1 C >=; A so f(AU
C) = f(C) # f(A) = f(AU B) - contradiction. Similarly it is impossible
that f(A4) = f(C) # f(B). So it must be that f(B) = f(C) # f(A). Then
suppose that A %; B, so B »>; A therefore f(4 UB) = f(B) = f(C), so
f( AUBUC) = f(C) which is a contradiction. Hence 4 »; B, and by similar
argument A >; C. Then clearly since f(AUBUC) # f(AUB) = f(4) it
must be that BUC »,"A. O

Fact 3: If f is weakly convex, two-valued, then

f(4) = f(B) # f(AUB) =
" ANB>;A-BANANB»=;jA-C AN(A-B)U(A-C)»;ANB
Proof : Apply fact 2 to sets A’,B’,C’ where 4'= AUB, B'=A- B,
C'=B - A. 0

Fact 4: If f is weakly convex, two-valued, A, B,C, D are disjoint then

A>—;B>—;C>—;D = A>—;D

Proof : By weak convexity f(AUBUCUD) = f(A) (since we can
express AUBUCUD = (AU B)U(CUD) - union of two disjoint sets
with the same value assigned by f). So suppose that D >; A, but then by
representing AUBUCUD as (AUD)U(BUC) it must be f(AUBUCUD) =
f(B) = f(C) # f(A) and this is a contradiction.

Definition: The relation > is cyclic iff there is a sequence of sets of
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worlds A, ..., 4; s.t.
Al g Ag >y o5 Ak > A

This sequence we will call a cycle of length k.
If >, is not cyclic we will call it acyclic.

Note that the fact that >, is acyclic is equivalent to the fact that <

2" ;> is embeddable into < R,>>. °
Fact 5: If f is 2-valued then all the cycles in >, are of even length.

Proof: Let’s suppose that 4;,...,A; form a cycle in >; where f is
9-valued. Without loss of generality we can assume that f : 2% — {0,1}
and f(4;) = 1. Then for all even 7, f(A;) = 0 and for all odd j, f(4;) =1
(i, < k). So since f(Ax) must be 0 (A; >, A;) then we can conclude that

k is even. D

Definition : A set of sets of worlds A C P(W") has pairwise disjoint

dominators with respect to f iff

VA, Az € A f(4 — A) = f(A)

Intuitively we don’t want two sets in our collection to share some “strong”
(dominating) subset of worlds. Other way of expressing this condition is to
say that

VA, A2 € AAINA ¥y AL — A

Theorem 12: If >, is cyclic, f is a two-valued function and moreover

there is a cycle A; »; A2 >y ... 7 An >; A; which has pairwise disjoint
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dominators with respect to f, then there exist partitions P,,..., P, of W s.t.,
when values of f are communicated in any world w € U 4; in an n-person

round-robin protocol then no consensus is reached.

Proof: Suppose that we have a cycle in > of length n = 2m (see fact
5). Ay =5 A2 =5 ... =5 Ay, and f(A; — 4;) = f(Ai) for i # j. Let's
assume that f(Az) = 0 and f(Ay-) = 1 for k£ = 1,...,,n/2. Now we
will construct partitions P, ..., P,. In P; we define A;- in the following way:
A, =A4; - (AU Ai,):
P, = {A,UA,, 45,..,4, W -UA)
P = {A4,U A3, A1, A}, ..., AL, W — U A}
P; = {43 U Ay, A}, A%, AL, ., AL W — U A

P, ={4,U 4, 4}, 4},..., Al _,,W —-UA;}
In any world w € A;, all people except the person z — 1 will send f(4;) while

the person i — 1 will send the opposite value. =

Note also that the original example of a weakly convex 0-1 function for

which consensus among 4 people is not reached was of this kind.

Corollary 1 : : If > is cyclic, f is a two-valued function and moreover
there is a cycle in »; built up of pairwise disjoint sets, then there exist
partitions Py,..., P, of W s.t., when values of f are communicated in any
world w in any of the sets forming the cycle in an n-person round-robin

protocol then no consensus is reached.
Proof: If A;, A; disjoint, then f(A; — A;) = f(A:i). O

Of course question is whether cyclicity of > is a sufficient condition
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for existence of partitions that might lead to a situation with no consensus
reached. The answer to that is negative - as we will see from the following
example - therefore the additional condition, that sets in a cycle have pairwise

disjoint dominators, turns out to be essential.

Example 6 : This is a weakly convex function with cyclic domination
relation s.t. in every world in every partition consensus on the value of f
must be reached in every fair protocol.

W = {a,b,c,d, e}

f(a) = f(b) = f(c) = f(d) = 1

f(e) =0and Vi€ {a,b,c,d} f({e,i}) =0
f({b.d,e}) = f({a,c,e}) =0

for all other sets A, f(A4) =1.

Clearly > is cyclic, since
{a} = {b,e} >, {d} >4 {c,€} >; {a}
First let's notice the following property of f: forany B C 4, {e} »; A —

{e} > B (this is because e is the ouly element on which f gives value 0).

Now we will prove that f guarantees consensus; suppose otherwise, then
there are some agents 2 and ¢ + 1 s.t. 2 sends0 and i+ 1 sends 1 in w. If ¢

sends 0 in w, then e € C(¢,w, 00). Nothing is learned, so
C(i + 1,w,00) C ( {C(Z,w, 00)|f(C (i, w,0) = 0} = C(i,w, 00)

But then e € C(¢: + 1,w,00), and by the property of f mentioned earlier,

f(C(i +1,w,00) = 0. So we have a contradiction. D
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3.7 Decision functions

So far we were dealing with 0-1 functions. These are the functions that carry
the least amount of information, at most 1 bit. These functions are not only
a source of examples where no consensus among agents is guaranteed. They
are genuinely important since they are decision functions. They naturally
model a situation in which the communication between agents is limited to a
yes/no answer. In economics it can be for example whether agent is willing
to bet (trade) or not. In computer science it may be the choice of an input

value of a single bit.

Another interesting example is a truth value of a formula when the set

W is a space of propositions.

There are some quite natural examples of decision functions, which when
communicated in a fair protocol must create consensus among participants.
Let’s consider first the situation when our set W of possible worlds is finite.
Now let’s assume that we have probability distribution of a certain property
E on . One of the most interesting cases is when we want to decide “yes”
iff p(E|X) > a, where X is current set of possible worlds for an agent and «

i1s some fixed threshold value.

We will prove that in such a case in fact consensus is guaranteed. This

will be a consequence of the following theorem:

Theorem 13: If w is some weight distribution on W (finite), and if a

decision function based on the weighted average is communicated in a fair
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protocol; where f defined by:

f(.4)={1 iff [Tacar(a))/]4] > a

0 otherwise

(for some a) then consensus is reached.

Proof: Let'’s suppose that consensus is not reached. Then when we
shift w. to get w': W — R. w'(4) = w(A) — a, we can express f as:
1 iff Seeaw’(a) >0

f(4) = { ,
0 iff Seaw’(a) <0

Note that:
Tacaw'(a) _ Saes(w(a) — a) - Tacaw(a) — |Ala - Teeaw(a) _
|-4] |-4] |4] | 4]
So in fact:

<« !
Teeaw'(a) . Zacaw(a)
a— > 0 lﬁ —

14| . | A

If consensus is not reached in some fair protocol when values of f are com-

>«

municated then there must be some unstable worlds, worlds w for which
there are two agents i,j s.t. in a stabilised situation (when nothing more
can be learned) : sends 0 and j sends 1.

Let’s call the set of unstable worlds U. U is not empty. We can express U

in two ways: U = Uy = U; where
Uo = | J{C(i,w, )| f(C(i,w,00)) = 0, f(C(iH1,w,00)) =1}
and

Ur = J{C(, v, 00)lf(C(j, v, 00)) = 1, f(CG 8 1,0, 00)) = 0}

Juw!
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For Uy we have a sequence of inequalities of the form
> w'(a)<0
a€C(i,w,00)
Adding up this sequence we’ll get inequality
b = Z ko w'(a) <0
a€llp
where %, is the number of sets C(i,w,0c) C Up s.t. a € C(7,w,00). Similarly
by looking at U; we'll get
Ba= > l-w'(a)>0
ael’y

where /; is the number of sets C(j,u’,00) C U, s.t. a € C(j,w’,0).

But now notice that if during the execution of one round of the protocol
for a certain world w value communicated was changed [,, times from 0 to 1,
then value communicated must have been changed the same number of times
from 1 to 0. So k, =, for every a. Thus 8, = ; and we get a contradiction.

O

Remark 1: Notice that f is weakly convex, since if A, B are disjoint,

then if f(4) =0 and f(B) = 0 then’
Taeaw(a) < alA]
Trepw(b) < a|B|
and adding these two equalities we get
Tacaw(a) + Tyepw(d) < a(|4] + [B])

so f(AU B) = 0. Similarly if f(4) = f(B) = 1. D
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Remark 2: Not every decision function with an acyclic domination
relation can be expressed as a decision based on weighted average. For

example if we have

{a} >, {b} and {a} >, {c} but {b,c} > {a}

then we cannot assign weights to a, b, ¢ so that f would be based on averages

of weights. O

As a corollary to theorem 13 we will prove that every decision function
based on conditional probability brings consensus when communicated ac-

cording to a fair protocol.

Theorem 14 : If py is a rational number, then the decision function dg

dE(A) = {1 iff p(E]A4) > po

0 otherwise

.

based on conditional probability of E brings consensus when communicated

according to some fair protocol.

Proof: Let |P*| =n. Let’s order elements of P*: X,,...,X,. Let W' =
{wi1,...,wy}. Thereisamappingm : P* — W' m(X;) = w;. Wecan extend
m to the all closed subsets of W in a natural way: m(X) = U{m(X;)|X; €
Pt}, Clearly if the values of the function f’ are communicated according
to the same protocol in W with partitions P; and in W’ with partitions P/
defined by a mapping m (where f'(m(X)) = f(X)) then consensus on f’ is
reached iff consensus on f is reached. So, w.l.0.g. we can assume that our

space W is finite.

Now let’s notice that if all the worlds are equally likely, then when we

take p(E N {w}) to be the weight of w, then dg(A) is just an average weight
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of A, so our theorem follows directly from theorem 13.

If weights of the points are different, we can create another set W', and
a mapping ¢ : W' — W, s.t. weights of all points are the same in W/, and
for all sets in P, pu(E|A) = pw(E|p(A)) (we extend ¢ to a mapping
P(W'") — P(W) in the obvious way). So if there is no consensus in general
case, there would be no consensus in a case where all the points are equally

likely. . D

The last theorem deals with the case when agents are willing to bet on E
iff their beliefs that E is true are above certain threshold value. If I assign
value p(E|A) to the set A, it means that the degree of my belief in E if all I
know about the real world is A is p(E|A4).

This is the classical Bayesian approach. The degree of belief assigned
by an individual to A is a sum of beliefs assigned to elements of A. This
requires prior assignment of probabilities (masses) to all points in the domain
(all possible worlds). Very often this is not a realistic assumption. Also, for
the same reason if a Bayesian individual assigns pp to A, then he is forced
to assign 1 — pg to =A. But the value of po may be low not because of
individual’s high disbelief in A but simply because of the lack of information.
As a remedy to these problems with the classical approach, another way of
computing bcliefs was proposed by Dempster and later on developed by
Shafer [D], [Sh). Here instead of requiring the prior probability distribution
on W we will require probability distribution on P(W)..If prior probability
of E (I will call it "mass” of E - mg) is assigned to a set A - it means that

we are not willing to assign any part of it to any of the subsets of 4 (we
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don’t know where it should be located in A), but we are willing to assign the

whole of it to A. In the Dempster-Shafer approach belief P, is defined as:

P.(ElA) = EBgAmE(B)

As we will see P, is not necessarily weakly convex, therefore consensus
on the value of P, in a fair protocol is not guaranteed. This is shown as the

following example:

Example 7 : P. is a Dempstér-Shafer belief function and values of P.
are communicated then the consensus on value of P, is not guaranteed (even

for 2 people).

Let W = {a,b} and let P. be defined using mass function m as follows:
mg({a}) = mg({d}) = 1/4, me({a,b}) = 1/2
Now P.(E|A) = Epcame(B), so:
P.(E|{a}) = P.(E|{b}) = 1/4, P.(E[{a,b}) =1
Let’s take the following partitions:
P = {{a},{0}}
P, = {{a,b}}

3.7.1 Voting Schemes

In Aumann’s example (section 3.6.1) the set of possible worlds was inter-
preted as a set of witnesses and agents have to choose the most reliable one,
and make a decision which follows the recom'r'nendation of the most reliable
witness. This is a quite common situation. Very often, agents must make

a decision based on a expertize - but experts disagree. We have to consider
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the views of all the experts who (as far as we know) might be right, and
then choose. We assume here that one expert is in fact right, and none of
the agents will ever exclude the expert who is right from consideration. We
can further interpret this as a vote among the experts. In case of a decision
function we will interpret worlds as votes “for” (when value is 1) or “against”
(when value is 0); ‘a function which assigns our decision depending on the
experts’ votes we will call a voting scheme. Voting schemes are important
in many applications, they are also sometimes called social choice functions.
We will show that in both extreme cases - democracy and dictatorship -

consensus must be reached.
First we will consider “democracy™.

Theorem 15: If we have preassigned values from {0,1} to all elements
of a finite set W, and our function f is defined as a fixed majority vote with
fixed default value in case of a tie (say 0), then consensus on the value of f

in a fair protocol must be reached.

Proof : If we have our f defined as:

F(A) = {1 iff |{ala € A w(a) = 1}| > p|{a|a € A w(a) = 0}]

0 otherwise

then we can express f as:

£(4) = {1 iff [Sa,eaw(ai)]/|4] > p

0 otherwise
a

Note that if we add the third value - say “undecided” which will mean
e.g. that the vote must be repeated in case we have a tie, consensus also

must be reached.
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Theorem 16: If we have preassigned values {yes,no} to all elements of
a finite set W, and our function f is defined as a fixed majority vote with
value “undecided” in case of a tie, then consensus on the value of f in a fair

protocol must be reuched (it may be “undecided”).

Proof: We can define f as:

1 iff [Eq,eaw(ai)]/|A] > p

fl(A) = 41/2 iff [So,eaw(ai))/|4] = p

0 iff [So,eaw(ai)]/|4| < p
We interpret 1 as “yes”, 0 as “no”, 1/2 as “undecided”. Notice that\ fis
weakly convex, and x;==, so consensus is guaranteed for both f and f’
or for neither of them (see theorem 3). Let’s suppose that consensus is not
reached for f’. But then consensus would not be reached for some functior{
g of the form:

o) = {1 if [Za,ear(ai)]/|4] > po

which is impossible by the previous theorem. : O

0 otherwise

Now we will analyze “dictatorship” (or rather the strictly hierarchical
. case). Here I assume that there is an ordering of experts (worlds), s.t. for
every two experts there is always a “preferred” one, or - if we cannot choose
between them, they recommend the same thing (the hierarchy of experts is
shared by all agents, and this fact is common knowledge). Then consensus

among agents must be reached as the following theorem shows.

" Theorem 17: Let f: W — S, let < be some ordering of W, s.t. <is
reflexive, transitive and for every pair wy, w2 of elements from W w; < w; or

wy < wy, if w; £ wp and wp; < w, then f(w;) = f(w,); then when values of
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f' are communicated in a fair protocol, then consensus among agents must
be reached, where f’ is defined as follows:

f'(A) = f(ap) where qq is the least element of A with respect to <.
Proof: Let’s look at the situation when nothing is learned.
C(w,i+1,00) C | J{C(w',i,00)|f(C(w',i,00)) = p;}
where p; is the value sent by i. By the definition of f we must have in each
C(w,1,00) some dominating world z;, so:
Vi 3z; x; € C(w,1,00)
VezreClw,i,oo)r < a;

so we have:

In Smn-l S '--le an

therefore by the property of <, all f(z;)’s must be equal. o

3.7.2 Other two-valued functions

There are other interesting and important decision functions which guarantee
consensus in a fair protocol. First we will get a result which is a direct

consequence of the previous theorem.

Theorem 18: Every function f : W — R (where W - finite) of the
form:
f(A) = maz({f(a)la € A})
brings consensus in a fair protocol (the same is true for f defined as mini-

mum).



CHAPTER 3. CONSENSUS : 104

Proof: Notice that if we define w; < w; iff f(w;) < f(w;) then < will

have all the properties required in the previous theorem, moreover:
f(4) = f(ao)st.ap € A, Va€e Aa < ag

so f can be expressed the way theorem.. requires. o

Corollary : If 1V is a space of propositions (finite) with a certain boolean

valuation v : 1V — {0,1} and we define ..

f(4)=v(Vae 4)

where v’ is a natural extension of a valuation v then the consensus when
values of f are communicated in a fair protocol must be reached. (Similarly

for f(A) =v'(Aa € A))

Proof : Notice that f(A4) = maxz({v(a)|a € 4}). ]

3.8 Summary

In this chapter we investigated the protocols, in which agents hide certain
private information using common coding function. We showed how certain
characteristics of coding function force the agents to reach consensus on the
value of the function in every protocol in which everybody can influence

everybody else's knowledge infinitely many times.

We were using examples from economics because the initial work in this

area was done by economists. But this model has a natural computer science

interpretation.
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Let 11" be a set of global histories (of fixed length) of a distributed system
with a global clock accessible to all the processors. Every processor ¢ has a

partition of TV given by his local history - projection function $ as:
P(H) = {H'0(H') = &:(H))

let’s also assume that there are finitely many elements in every partition.
We assume that the programs run by the processors are common knowledge.
Therefore all the partitions are common knowledge. Now the processors start

the procedure to determine the global state (global history).

This procedure is not considered to be a part of the history. They send
messages according to some fair protocol, where messages are some codes of

their local histories (coding mechanism is common to all).

Coding may be necessary because of the limited capacity of the commu-
nication buffers, limit on the length of messages. It is irrelevant whether

communications are synchronous 2-casts or asynchronous send and receive.

Since such an interpretation fits the framework described in this chapter,
all the results will apply and the ability of the system to reach consensus
among processors on the code of a global history will depend on the properties

of the coding function exactly the way we found here.



Chapter 4

O pén Problems

4.1 Problem of logical omniscience

There was a lot of criticism of S5 axioms for knowledge. Although we have
obtained many interesting results using models satisfying these axioms, still
it seems like they fail to capture some intuitive properties of knowledge. And
they seem not to be well suited to describe certain properties of both human

beings and computers.
The fact that knowledge is closed under modus ponens:
Li(A— B) ANN;A = KB

implies that knowers are perfect reasoners!. For example if we take first

order logic (or some first order theory) where modus ponens is the only

1The problem arises because possible worlds semantics is used, not because we assume
that information partitions the set of possible worlds W. Suppose that we don't require our
relation &; to be an equivalence, instead we take any binary relation R; on W. When the
semantics of a knowledge operator K is given by w | K;A iff Vu', (w,v') € R; v’ | A,

106
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rule of inference; then if a knower knows the axioms, then he knows all the

theorems.

Moreover?, he knows what he doesn’t know, so if some statement is false,
he cannot know it, therefore he knows that he doesn’t know it. So if our
knower knows a complete set of axioms, he can decide the validity of every
statement by “introspection”. No open problems remain. Ev‘erybody is

omniscient. And this clearly, is neither an attribute of men nor machines.

This problem, known as a problem of logical omniscience still lacks a

satisfactory solution, though several attempts have been made.

The main application of logic of knowledge to computer science so far
seemed to be in proving correctness of distributed protocols by showing that
they do in fact implement certain knowledge-based algorithms. Also some-
times it is much easicr to write high-level, knowledge-based algorithms as a
first step towards solving some practical problem in the area of distributed
computing. In such an algorithm there may be instructions of the form:
if ;A then do actionl else do action?
including explicit tests of knowledge. If a processor ¢ cannot compute the
truth value of I';A4, the algorithin which includes a knowledge test becomes

useless.

To exclude such situations we would like to say that ¢ knows A iff A

is true in all histories compatible with H for i and ¢ is able to compute

closure of knowledge under modus ponens will remain sound. We may modify the possible

worlds semantics so that the closure under Modus Ponens is not guaranteed anymore. One

of possibilities is introducing “queer” possible worlds, worlds in which everything is possible,

so nothing is known (see [Fi]). This approach certainly requires further investigation.
?Here assumption that a; is an equivalence becomes crucial.
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K;A. Depending on what “i is able to compute” means, we will get different
notions of resource-bounded knowledge. We will describe some of these in

the following section.

4.1.1 Resource-bounded reasoning

"To avoid the property of logical omnisciénce Yoram Moses proposed the
following approach [M]: keep the classical definition of knowledge with S5
axioms. This will be implicit knowledge. But we also need to consider
resource-bounded knowledge (relative, explicit). His definitionis: H = KP A
iff H |= K;4 and there is a decision algorithm M for K; A4 (complexity of M
within bound B) which on: input h;, where h; = ®;,(H) gives the answer

“true”.

How does the knowledge generator M work? Input is the local history.
So if the relevant fact involves other processes, then we first need to generate
the set of all global histories compatible with h;. Then we need to check that

in fact every history generated in such a way satisfies A.

My objection is that it may happen that there is an appropriate resource-
bounded algorithm to decide A , but the knower i might not know it. This
would create paradoxical situations: say when it was proven that Linear
Programmingis in P then immediately all P-bounded knowers learned all the
facts that required LP in their decision procedures. similarly, suppose that
some day somebody finds a fast (P) factorization algorithm. Does it mean

that factorization is effectively known today to every P-bounded knower?
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Also Moses applied his definition only to the case of unreliable systems
where complexity was in terms of a number of failures. It is not'quite clear
what the results of applying his definition to fully reliable systems (like the
one described in the chapter 2) would be. The natural complexity measure
seems to be in terms of the length of a local history. The complexity of
knowledge algorithms in case of different protocols certainly seems worth

studying.

Moses’ approach was developed by Fischer and Zuck in [FZ], where the
authors (probably to avoid paradoxes we l}ave mentioned) introduced one
more parameter in the definition of knowledge. Now processor i knows A4
with a resource bound B relative to the machine M iff there is a machine M
accessible to z, which computes K;A within bound B. Here processes might
not know some A in spite of the existence of an algorithm to determine that
in fact ;A holds. This algorithm may be not known to ¢. Still properties

of this new notion of knowledge remain to be examined.

A different solution to the problem of logical omniscience was proposed
by Rohit Parikh in [P4]. He argues that when we talk about knowledge we
usually mean one of 2 different notions: either a “linguistic knowledge” (an
ability to consistently answer queries about A) or a “behavioral knowledge”
which is an ability to consistently perform different actions depending on the

truth value of A.

Later he gives a definition of a “knowledge algorithm” as a database to-
gether with a procedure which on input which is a pair (question, resource

bound) answers to a question (yes - if the procedure can answer it positively
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within a resource bound) and updates a database. This definition acknowl-
edges the fact that by (even unsuccessful) trials of answering queries our
knowledge may grow, so in the next attempt we use what we’ve learned ear-
lier and we may answer positively (within a resource bound) something that
couldn’t be answered within the same resource bound before the database
was updated. So far, the properties of 1;110\\'1edge defined in such a way also

remain to be investigated.

4.1.2 Probabilistic Knowledge

When we look at distributed processes, information which is the basis for
the processors’ knowledge is obtained by a processor through the messages
received from the others and through the observation of its own behavior (if
processors are non-deterministic, observing local actions gives information

to a processor).

So far we have been assuming that the information that processors receive
is always perfect. What if there is some chance of an error? Then intuitively
we have learned something, but we cannot ezclude any of the possible worlds.
What has happened is that some of the worlds have became less likely than

tlie others.

If the probability of the message being correct is high, then we might say
that with this high probability we know, what we would have known if the
message is guaranted to be correct. This leads to a notion of probabilistic

knowledge, which recently attracted a noticeable interest.
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Another notion of probabilistic knowledge may be derived from analyzing
the situations where messages are always correct, but their connection with
the truth value of a formula is probabilistic. As an example of such a situation
we can consider weather forecasting. Today’s temperature, humidity etc can
be recorded correctly and still based on all that information we are only able

to talk about the probability of rain tomorrow.

There were some attempts to define logics which can handle both proba-
bility and knowledge (e.g. [LS], [HMc]), but knowledge there was usually in-
dependent of probability. In [HZ] probabilisti¢ knowledge was defined in the
context of the resource-bounded reasoning. There i knew A with probability
pif i has a probabilistic machine for answering queries about A (probabilistic
algorithm). The problem of defining what “; knows A with probability p”
means so that this reflects properties of the world rather then the fact that

¢ is using some particular probabilistic algorithm, remains open.

4.1.3 Restricted Views

So far we indicated what attempts were made to handle two idealizing as-
sumptions about knowers:

1. unlimited computing power

2. perfect information

When we talk about the computing power, there are two problems involved:
limited resources that the machine can use for computations (e.g. in terms
of, if we use Turing Machine model, number of steps required, or number of

squares of the worktape-used) and also limited size of the machine itself (in
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terms of the number of states).

Since our model assumed that every two local histories of { which are
different, also appear different to i, we implicitly assume that ¢{ has an
unbounded memory and unbounded number of states. This assumption can
be lifted quite naturally without any major change of the model. In [HM] the
authors gave the following semantics of the knowledge operator: H |= IK;A
iff VH' s.t. vi(H) = vi(H') H' | A, where v; is a view function for the
ith processor. It never distinguishes more then its local history (if ®;(H) =
®;(H') then vi(H) = v;(H')) but it may distinguish substantially less. In a
possible worlds semantics such a definition defines an equivalence relation, so
again we face the problem of logical omniscience. Here processors are perfect
reasoners with unlimited computing power, but (possibly) with a limited
number of states, which in turn may restrict their ability to remember local

histories.

This kind of interpretation applies to our work described in the chapter
3. There communicating agents had their knowledge given as partitions, but
what they were communicating wasn’t what they knew, it was some function
f which provides only partial information. Qur f corresponds to the view
function of [HM], but it models a limitation on the message size (channel

capacity) rather then the limitations of processors themselves.
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4.2 Lack of KnoWledge

Often we need to know that somebody doesn’t know something. This kind of
“negative™ knowledge is especially important in cryptography. Unfortunately
formulae of the form —I\’; 4 are not persistent, so our procedures for realizing
levels of knowledge cannot be used. Chandy and Misra [CM] showed that
knowledge can be lost in asynchronous systems by sending a message. If a
sender knew that a receiver didn’t know a certain fact, then after he sends a
message informing of this fact, he neither knows that the intended receiver
knows the fact, since the message may be still in the buffer, nor does he know
that the receiver doesn’t know that fact, since the message could have been

delivered promptly.

Still, the knowledge of formulae which are not persistent is not very well
understood. There may be some formulae false upon sending which become
true when received and vice versa. As an example of such a surprising formula
consider a statement (due to Dexter IXozen) “You don’t know it, but there

is a bug crawling on your back”.

Problems with the reasoning about the non-persistent formulae corre-

spond to known problems with non-monotonic reasoning,

4.3 Other directions for further research

All the problems mentioned in this chapter require further research. Here

I want to mention some other open problems in the area of application of
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knowledge to computer science.

1. Knowledge-based semantics for programming languages (for distributed
systems) leading to a knowledge-based proof systems. CSP seems to

be a language suitable for such approach.

2. Comprehensive analysis of the properties of distributed protocols in

terms of knowledge (properties like safety, liveness, fairness etc).

There is one important open problem left directly related to our research.

What is the complexity of the consensus algorithms (in terms of the

number of rounds needed)?

We know that when 2 people reach an agreement, ¥+ rounds are enough
(where k,l are the number of elements in the partitions of both people).

What is a sufficient number of rounds in case of n people?

Another natural extension of our research would be some notion of the
distance between the levels of knowledge, and a corresponding analysis of
how to create a level L' of A starting with a level L in a cheapest way
(where presumably synchronous communication is more “expensive” then

asynchronous communication).

Certainly, knowledge based analysis is a new and very promising area of
theoretical computer science. Relatively very little was done so far, since
the interest in using knowledge to reason about distributed systems is quite
recent. New theorems wait to be discovered, new applications wait to be

found.
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