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Abstract

A PACKAGE OF ALGORITHMS FOR SOLVING HARD
PROBLEMS IN GROUP THEORY

by

Dmitry Bormotov

Advisor: Alexei Miasnikov

In this thesis we developed some methods of a new emerging area of mathe-
matics, which we call experimental algebra. We designed new algorithms, both
deterministic and heuristic, aimed at hard problems in algebra. Using these algo-
rithms we solved some open problems in groups and semigroups. These algorithms
are implemented and organized in a package. In addition to implementations of
stand-alone algorithms for solving particular problems, the package contains a va-
riety of reusable components - tools that can be used to modify the behavior of
existing algorithms, to form alternative strategies and to build new algorithms out

of provided components.
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Part 1

Introduction



Chapter 1

Discussing the thesis

1.1 Brief description of thesis results

In this thesis we developed some methods of a new emerging area of mathematics,
which we call experimental algebra. We designed new algorithms, both deterministic
and heuristic, aimed at hard problems in algebra. Using these algorithms we solved
some open problems in groups and semigroups. These algorithms are implemented
and organized in a package. In addition to implementations of stand-alone algo-
rithms for solving particular problems, the package contains a variety of reusable
components - tools that can be used to modify the behavior of existing algorithms, to
form alternative strategies and to build new algorithms out of provided components.

In Chapter 3 we describe genetic algorithms for solving equations in free groups
and free semigroups. This is the first time genetic algorithms have been used suc-
cessfully in algebra. Notice that there is a famous Makanin’s algorithm for solving
equations. The best known upper bound for this problem is PSPACE and there are
no known implementations for the algorithm, which are practical, not now and not
likely to be in the future. Our algorithms, on the other hand, are capable of finding

some (not necessarily all) solutions quickly.



In Chapter 4 we present an effective deterministic algorithm for finding all so-
lutions of one-variable equations in free groups. It is known that all solutions of an
one-variable equation can be described by a closed form - a finite union of paramet-
ric words, but there are no algorithms, which can produce it. Applying Makanin’s
algorithm would not be practical and also will not describe the solutions in the
closed form. Our algorithm is the first one to do so and it has a polynomial-time
complexity.

In Chapter 5 we demonstrate how genetic algorithms can be used in solving
an open problem, namely the so-called Genus problem. We do so by reducing a
quadratic equation for the Genus problem to a system of many equations in a free
semigroup and solving the system by a specially designed genetic algorithm.

In Chapter 6 we apply regression models and other pattern recognition tech-
niques to the task of classifying primitive elements of a free group. We suggest
a general method, which allows one to uncover hidden mathematical structure for
primitive elements only by looking at simple properties of words that represent
them. We show that using these methods one can get some mathematical infor-
mation about primitive elements without any prior algebraic knowledge about free
groups. For example, using pattern recognition methods we have been able to re-
cover Whitehead theorem and Nielsen criterion for free groups of rank 2.

In Chapter 6 we experiment with Dehornoy forms for words in a braid group.
Our primary goal is to evaluate how well these forms perform when used for hid-
ing information. We present a number of attacks against these forms as used in
the known Anshel-Anshel-Goldfeld (AAG) crypto-system. Our best hybrid attack
(genetic algorithm together with pattern recognition tools) recovers the key for a
reduced key-size AAG - when the key length is 35% of the recommended length.

In Chapter 8 we introduce a key hiding method for 3DES, which is based on

Dehornoy forms in braid groups. We suggest a way to use the Dehornoy algorithm,



which makes it difficult to recover the 3DES keys when either theoretical or practical
(by a hacker) attack is mounted. The implementation of this method has been
extensively tested for performance and is likely to become a part of a commercial

software.

1.2 Motivation

1.2.1 Heuristic algorithms

Many problems in groups are undecidable. Even decidable problems are usually
exponential in nature and cannot be approached by modern computers now or in
the near future. The same is true for many polynomial algorithms since the power
of the polynomial involved is to big for the problem to be completed in real time.
While algorithms for solvable problems may be optimized and otherwise adapted
for the computers, the unsolvable ones pose the real problem. Fortunately, many
interesting problems are recursively enumerable. For example, the word problem in
a finitely presented group. It easy to write a program which would list all words
representing trivial elements in a given finitely presented group by enumerating all
consequences of defining relations. So any trivial element will eventually appear on
the list. The problem is, no matter how short your word is, there is no bound for the
number of consequences we need to look through in order to find it. To simplify the
discussion let us consider a particular method of enumerating trivial words. Assume
that we have an infinite amount of memory and therefore can represent any group as
a Cayley graph. First we choose the origin, say vertex v. Then we add every relator
from a given presentation as a closed path from v to v, labelling every edge of this
path by the corresponding letter of the relator. After that we can continue building
the graph by adding all conjugates of the relators in the way just described. It is

clear that such a graph represents all trivial elements of the group. Given a word one



may try to start at v and follow the edges corresponding to the letters of the word.
If the word was read successfully in the graph, and the vertex we end up in is v,
then the word is trivial. The problem is that for an infinite group the corresponding
graph is infinite. However, we can already use it while it is being constructed, in
other words we can see if the word is already on the trivial list. Given a group
with five generators (ten, if counting inverses) the graph may contain 10'° words of
length ten in the worst case. Well, given a good computer we can enumerate all
these words. What about words of length 20?7 No computer can do 10%°, not now,
not in 10 years. What about 30,40,1007 The fact is, we can enumerate all paths in
the graph in a very small radius only.

The alternative to full enumeration is the random selection method. Just pick
a random number of randomly chosen consequences of the given relators, freely
reduce their product and compare the result with your word. The chance that you
get a match is as negligible as before. The probability of finding the wanted word
is 1/10%°, 1/10%°, 1/10% etc.

The third approach for searching words or any other objects or solutions is
thought of a “smart” search, which will not enumerate all solutions or choose them
randomly but perform a search of the solution space based on the given information.
The subject of this chapter is a genetic search or genetic algorithms for searching a
space of solutions. It is a parallel beam search which incorporates techniques used
by biological evolution.

We had much success in applying genetic algorithms for solving problems in
combinatorial group theory. Their fast performance and advantages they had over
many other approaches made them an important part of Magnus [1] - the software
that contains a few hundreds algorithms for infinite groups. Magnus is being devel-
oped in the City College of New York, funded by National Science Foundation and

freely available for everybody.



Another way to solve problem quicker is to use pattern recognition methods.
Pattern recognition may provide valuable information about the properties of objects
under consideration, may uncover some hidden structure, which would enable one
to understand the problem better and then solve it more efficiently. Objects, such as
words for example, can possibly be separated into classes, each satisfying a specific
property, and then each class can be dealt with separately and more efficiently than
trying to deal with all of them together. An uncovered information can also be used
in heuristic algorithms to improve their performance. For example, one can use such
information in a fitness function or genetic operators to reduce the search space of

a genetic algorithm.

1.2.2 Braid group cryptography and Dehornoy forms

There are number of public encryption schemes based on difficulty of solving the
word and conjugacy problems in braid groups [61, 62, 63]. The braid groups are of

interest to cryptographic community because they can possibly offer:
e Immunity from quantum computer attacks.
e Protection from side-channel attacks.

e Faster speed for generating and transmitting keys.

In the mentioned above public key exchange protocols the communicating parties
send messages to establish a common key. The cryptography in these schemes is
based on the assumption that the conjugacy problem in braid groups is hard to
solve, and so the parties exchange words conjugated by some other private words
in a braid group. To prevent an attacker from simply reading private conjugators
from the messages being exchanged, and therefore avoid the difficulty of solving
the conjugacy problem, these conjugated words need to be shuffled, so that the

conjugators are difficult to extract.



To hide the conjugators one can, for example, compute some known normal
form for a word being sent and send it instead, or send an image of homomorphism
into some other presentation for a braid group, such as Burau or colored Burau
representation. Taking a word in its Dehornoy form is another possible choice for
shuffling the word. For instance, it is used in [62] as the first of two steps to hide
the conjugators. One reason for using Dehornoy forms is of course that it is very
efficient to compute. On the other hand it seems that it mixes a given word very
well. Here we would like to experiment with Dehornoy forms in order to understand

how good this mixing really is.



Chapter 2

Heuristic algorithms

2.1 Genetic algorithms

The following is a very brief introduction into genetic algorithms. For more details
see [2, 3].

Genetic algorithms (GAs) provide a learning method motivated by analogy to
biological evolution. In the broadest sense, a GA creates a set of solutions that
reproduce based on their fitness in a given environment. The process follows this

pattern:
1. An initial population of random solutions is created.

The classical genetic algorithm operates with population of bit strings, hence
genetic operators operate with bits too. Of course, often it is necessary to repre-
sent solutions differently and modify operators accordingly. Solutions or population
members are initialized randomly at first and, if the algorithm stops, one or some of
them will be real solutions to the problem. Solutions can be words, relations, group

representation, sets or any other objects.

2. Each member of the population is assigned a fitness value based on its evaluation



against the current problem.

Fitness is a very important notion in GAs. Every potential solution is constantly
evaluated, i.e. assigned a numerical value or a score, and like in nature the fittest
will survive. It is always difficult to chose a fitness function which evaluates every
potential solution or hypotheses accurately. The more accurate function we give the
faster algorithm will work. At least we have to assure that the fitness of an optimal

or real solution has the best fitness value possible.

3. Solutions with a higher fitness value are most likely to parent new solutions

during reproduction.

Survival of the fittest is implemented by fitness proportional selection or roulette
wheel selection. The probability Pr(s;) of selecting solution s; for reproduction is

given by
Fitness(s;)

P i) = 5
r(s:) I_ Fitness(s;)

where p is the population size. This process of selecting population members for
reproduction is called selection. Then we perform reproduction by selecting p pairs
(s1, s2) according to the distribution of Pr(s;) and applying the Crossover operator.
Corresponding to biological crossover, the software version combines a pair of parents
by randomly selecting a point at which pieces of the parents’ bit strings are swapped,
i.e. we take a randomly chosen initial segment of the first parent and concatenate
it with the terminal segment of the second parent, thereby producing an offspring.
Then these offspring are exposed to mutation - a random change in a string, usually

mean inverting one or more bits.

4. The new solution set replaces the old, a generation is complete, and the process

continues at step 2.

The final step is called replacement. Here the new offspring produced by crossover
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and affected by mutation replace the old population and the process continues from
step 2. It is important to notice that we may want to replace only part of the old
population by new members. Usually it helps to keep a few members with the best

fitness values in the population. This process is called elitist selection .

2.2 Pattern recognition

Here we discuss all basic definitions, notions, and notations concerning pattern

recognition (PR) systems. For more details see [52].

2.2.1 General remarks on Pattern Recognition tasks

One of the main applications of Pattern Recognition (PR) techniques is classification
of a variety of given objects into categories. Usually classification algorithms or
classifiers try to find a set of measurements (properties, characteristics) of objects,
called features, which gives a descriptive representation for the objects.

Generally, pattern recognition techniques can be divided in two principal types:
e supervised learning;
o unsupervised learning (clustering).

In supervised learning the decision algorithms are “trained” on a prearranged dataset,
called training dataset in which each pattern is labelled with its true class label. If
such information is not available, one can use clustering. In this case clustering
algorithms try to find clusters or “natural groupings” of the given objects. In this
paper we use supervised learning pattern recognition algorithms.

Every pattern recognition task of the supervised learning type has to face all of

the following issues:
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. Obtaining the data. The training datasets can be obtained from the real
world or generated by reliable procedures, which provide independent and

representative sampled data.

. Feature extraction. The task of feature extraction is problem specific and
requires knowledge of the problem domain. If such knowledge is limited then
one may consider as many features as possible and then try to extract the

7

most “significant” ones using statistical methods.

. Model selection. The model is the theoretical basis for the classifier. A par-
ticular choice of the model determines the basic design of the classifier (though
there might be some variations in the implementation). Model selection is one
of the most active areas of research in pattern recognition. Usually model
selection is closely related to the feature extraction. In practice, one may
try several standard models starting with the simplest ones or more economic

ones.

. Evaluation. Evaluation of the performance of a particular PR system is an
important component of the pattern recognition task. It answers the question
whether or not the given system performs as required. To evaluate a system
one can use various accuracy measures, for example, percentage of correct
answers. To get reliable estimates other sets of data that are independent

from the training sets must be used. Such sets are called test datasets.

Typically we view a PR system as consisting of components 1)-4).

. Analysis of the system. Careful analysis of performance of a particular
classifier may improve feature extraction and model selection. For example,
one can look for an optimal set of features or for a more effective model.
Moreover, through analysis of the most significant (insignificant) features one

may gain a new knowledge about the original objects.
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2.2.2 Feature Vectors

A feature vector is just a vector of properties about the object of interest, in our
case about the mathematical object of interest. The properties are chosen to be ones
thought to be relevant to the problem. We will illustrate the selection of features
for words in a free group F' = F(X) with basis X.

Let w be a reduced word in the alphabet € X*!. Below we describe features of
w which characterize a certain placement of specific words from F(X) in w.

Let K € N be a natural number, vy, ...,vx € F(X) be words from F(X), and

Up,...,Ugs1 € F(X) be subsets of F'(X). Denote by
C(w,Uyvy ... vgUg1)
the number of subwords of the type
U1V1U2 . . . VKUK 41,

where u; € Uj;, which occur in w. For fixed K, v1,...,vk,Ui,...,Ukq1 we obtain a
counting function

weF — C(w,Uyvy ... vxUk.1) €N (2.1)

The normalized value

1
mC(w, Ull)l ce UKUK+1)

is called a feature of w and the function

1
weF — WC(w,le o Ug1) €R
w

is called a feature function on F. Usually we omit U; in our notations if U; = 0.

If C = (Ci(w),...,Cn(w)) is a sequence of counting functions like (2.1) one can
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associate with w a vector of real numbers:

fo(w) = . Cy(w), ..., Cx(w) > € RN

- fwl

which is called a feature vector. Every choice of the sequence C gives a vector fa(w)
which reflects the structure of w.

For example, if a € X*! then C(w,a) counts the number of occurrences of
the letter a in w. The feature vector (where for simplicity we assume that the

components are written in some order which we do not specify)

Jo(w) = 1 <C(w,a) |ae X+ >

|w]

shows the frequencies of occurrences of letters from X*! in w. The feature vector

fu(w) = ﬁ < Clw,v) | o] =2 >

shows the numbers of occurrences of words of length two in w relative to the length
of w.

To visualize some structures described by the counting functions above we as-
sociate with a given word w € F(X) a weighted labelled directed graph I'(w). Put
V([(w)) = X* For given z,y € X*! and v € F(X) we connect the vertex z
to the vertex y by an edge with a label v and weight C'(w, zvy). Now, with every
edge from z to y with label xvy one can associate a counting function C'(w,zvy),
and vice versa. It follows that every subgraph I' of I'(w) gives rise to a particular
set of counting functions Cr of the type C(w, zvy), and conversely, every set C of
counting functions of the type C(w,zvy) determines a subgraph I's of I'(w). For
instance, the feature mapping f; corresponds to the subgraph I'y(w) of I'(w) which

is in a sense a directed version of the so-called Whitehead graph of w.
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Let U, be the set of all words in F' that are length n. Let W, be the set of all
words in F' that are of length n or less. Other relevant features can be defined as

follows. Each corresponds to various subgraphs of the graph I'(w):

fQ(UJ) = m < C(’LU,ZL'lU1$2) | T1,T2 € Xil >
1 +1
f3(w) = m < Cl(w,x1Uszs) | k1,29 € XT7 >
1 +1
fa(w) = ] < O(w, 21Usrs) | 21,29 € XT° >;
1 +1
f5(w) = m < O(w7l’1W1I2) | T1,T9 € X >

1
fﬁ(w) = m < C(M,$1W3£L’2) | X1,To € )(:l:1 > .

2.2.3 Pattern Recognition Tools and Models

There is a variety of pattern recognition tools that are useful for determining a
way of making a distinction given a set of feature vectors from one class and a set
of feature vectors from another class. For each given class of objects, we sample
objects from the class and construct the set of corresponding feature vectors. The
pattern recognition technology provides a way of determining a best or near best
boundary in the feature space that distinguishes the one class from the other. In
this section we will review some of the basic techniques. The reader interested in a

fuller discussion may consult general references [58],[5][6],[7].

Principal Components

There are occasions when the feature vectors coming from a class either all lie in
a small dimensional flat or most of them lie in a small dimensional flat. Principal

component analysis can determine this.
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Let x1,...,zn be the set of feature vectors sampled from a given class. Define

their sample mean p by

Define their sample covariance C' by

C—%;(ﬂc—u)(m—u)’

Let tq,...,tx be the eigenvectors of C' with corresponding eigenvalues Ay > Ay ... >
An. Should the feature vectors indeed lie in a small dimensional flat, then there will
be a K < N such that \, =0, k=K +1,..., N.

In this case, feature vectors x coming from objects that are in the class can be

recognized by testing whether or not
|T(z —p)l[ =0

where T is a N x (N — K) matrix whose columns are eigenvectors tx1,...,ty.
Those in the class will have ||T'(x —u)|| = 0. ||T'(z—p)|| > 0]] is a sure indication
that x comes from an object out of the class, but there may be some objects out of
the class for which ||T'(z — p)|| = 0.
In the case of two classes, we form the matrix 77 from the zero eigenvalue eigen-
vectors of the covariance matrix from the class one feature vectors and the matrix
T, from the zero eigenvalue eigenvectors of the covariance matrix from the class two

feature vectors.

Now if ||T1(z — p1)|| = 0 and ||Ta2(x — pe)|| > 0, we assign vector x to class
one. If ||Ty(z — p1)|| > 0 and ||T2(z — pe)|| = 0, we assign vector z to class two. If
|71 (z — p1)|| = 0 and ||T2(x — us)|| = 0, feature vector & comes from an object that

is both class 1 and class 2. If ||Ty(z — p1)|| > 0 and ||T2(z — pa)|| > 0 feature vector
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x comes from an object that is neither class 1 nor class 2.

Classifying by Distance

Let T7 and T, be defined as before. We form the discriminant function

f(@) = [Ty (x = p)l = [[Ta(x = o)

which measures the difference between feature vector  and the flat associated with
class 1 and the flat associated with class 2. The decision rule is to assign vector z to
class 1 if f(x) > 0, otherwise assign to class 2. Here, after the discriminant function
is defined we determine the value of 6 that minimizes the error.

Classifying by distance can also be done with respect to the class means. Here

the discriminant function is defined by

fl@) = (z = ) Cr iz — pu) = (v — p2)' O3 (2 — i)

As before, the decision rule is to assign vector z to class 1 if f(z) > 6, otherwise
assign to class 2. Here also after the discriminant function is defined we determine

the value of # that minimizes the error.

Linear Classifiers

Classifying may be done by a linear decision rule. Here the discriminant function is
given by
flz) =2z

where vector v is the weight vector and is the normal to the hyperplane separating
the feature space into two parts.

If f(z) < 6 the decision rule is to assign the vector = to class 1 otherwise to class
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2. There are a variety of ways to construct the weight vector v. One method is by

regression.

Regression Classifier

In the regression classifier, we form a matrix A whose rows are the feature vectors.
We form a vector b whose kth component is 0 if the kth feature vector comes from
class one and whose kth component is 1 is the kth feature vector comes from class
two. We determine the weight vector v as that vector that minimizes ||Av—b||. The

minimizing vector v is given by the normal equation

v=(AA)TAD

The discriminant function is defined by

f(z) =7z

We assign a vector to class one if f(z) < # and to class two otherwise. 6§ is chosen

to minimize the error of the assignment.

Quantizing

Let f be a discriminant function. We evaluate f(z) over all the sampled vectors
from class one and from class two to determine the range. We divide the range in
a fixed number M of quantizing intervals. The simplest way is called equal interval
quantizing. Here the range is divided up into M equal intervals. In each interval
the number of sampled vectors coming from class one and coming from class two is
determined. The interval is labelled by the class of the majority of the vectors in it.

A vector x having discriminant value f(z) which falls into the mth quantizing

interval is assigned to the class that labels the quantizing interval.
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Another simple alternative quantizing scheme is to divide the range into intervals
each of which have the same number of sampled discriminant values. This is called
equal probability quantizing.

A more complex scheme is to divide the discriminant range into M intervals in

such a way that the classification error is minimized.
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Chapter 3

Equations in words

3.1 Introduction

Solving equations in equationally defined free algebras (Unification) is a widely used
technique in Computer Science, see e.g. [8]. In particular, solving equations in free
semigroups, i.e. word equations, is of great interest in e.g. associative rewriting and
completion, string unification in PROLOG-3, extensions of string rewrite systems,
unification in some theories with associative non-commutative operators, and in
symbolic mathematical packages.

The problem of solving word equations was considered at least since the late
fifties by A. Markov (see [9]). Partial solutions were known long ago: in the late six-
ties Hmelevskii [9] solved the problem for equations in three variables, Matiyasevich
[10] solved it for the case in which each variable occurs at most twice, and in the
seventies Lentin [11], Plotkin [12], and Siekmann [13] gave semi-decision procedures.

In 1976 Makanin [14] solved the problem in its complete generality giving us
an algorithm to decide if arbitrary systems of word equations have solutions (the
case of systems of equations reduces easily to the case of only one equation). Some

year later, in 1982, again Makanin proved that solving equations in free groups
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was a decidable problem [15]. Both Makanin’s algorithms have received very much
attention. The enumeration of all unifiers (which gives all possible solutions to
an equation as well) was done by Jaffar for semigroups [16] and by Razborov for
groups [17]. In the meantime, there has been some work simplifying various aspects
of the algorithm and even some implementations [18, 19, 20, 21]. Also, Schulz [20]
generalized the result for the case of variables with regular constraints.

Jaffar in [16] calculated an upper bound for the running time of Makanin’s al-
gorithm which was four times exponential in the length of the equation. Later
Kodcielski and Pacholski [22] improved it to non-deterministic triple exponential
time. More detailed analysis by Gutiérrez [24] and Diekert [26] showed an upper
bound of double exponential space-complexity (i.e. no more than triple exponential
time-complexity). The best upper-bound so far is EXPSPACE [25]. Plandowski,
without using Makanin’s algorithm , presented an upper-bound of PSPACE for the
problem of satisfiability of equations in a free semigroup [27]. On the other hand, the
analysis of the complexity of Makanin’s algorithm for groups was done by Koscielski
and Pacholski [23], who showed that it is not primitive recursive. With respect to
lower bounds, the only known lower bound for both problems is NP-hard, which
seems to be weak for the case of free groups.

In this chapter we describe genetic algorithms for solving equations in free groups
and free semigroups. This is the first time genetic algorithms have been used suc-
cessfully in algebra. Our algorithms are capable of finding some (not necessarily all)

solutions quickly.
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3.2 Solving equations in a free group

3.2.1 Problem statement

Given a free group F' we define an equation in variables x1, xo, ..., x,, over F' as formal

equation of the form

G155 T G = 1, (3.1)

where g; € F,¢; = £1. The problem is to find a solution, i.e. a substitution for the

variables x; such that the equation becomes identity in F'.

3.2.2 The algorithm

Population

Since we are looking for a solution for a given equation, it is natural to work with
a population of solutions, i.e. population consisting of a finite number of substitu-
tions for the variables of the equation. The algorithm uses population of 50 tuples
of words. Each tuple has the same number of elements as the number of variables
and thereby represent one possible substitution for the variables. At the beginning
every substitution for every variable for all 50 solutions is generated randomly. Ex-
periments showed that the lengths of the random words does not make a significant
difference, since even when starting with very short words and given a small proba-
bility for increasing the length, the algorithm was able to adapt and found a solution

for the equation which had only lengthy solutions.

Fitness function

The fitness function has to measure how close a potential solution is to a real so-
lution. Here we defined it in the following way. A member of the population, say

(wy, ..., wy,), defines a substitution for the variables of equation (3.1): z; — w;. Then
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the length of the substituted image

f(w17 7wn) = |g1wz€1192wz€22wf:gn+1|

is the fitness value of (wq,...,w,). If (wq,...,w,) is a real solution to the equation
(3.1), its fitness value is 0. Otherwise it is strictly greater than 0. Moreover, the
longer the substituted image we get the further from 0 is the corresponding fitness
value. So, the algorithm’s goal will be to minimize members’ fitness values, with 0
as the optimum value.

One might say that such fitness function is not adequate, since for example,
it assigns a better value to an image of length 1 than to an image of length 5,
while it might happen than 1 is a local minima, a misleading way, and 5 is one
step apart from a solution. It may happen, of course. However, in addition to the
fitness function, a genetic algorithm has powerful operators like crossover, mutation
and others. The search performed is much more complicated than a simple one-
directional search. In such an environment GA is a capable of considering a great
variety of solutions no matter how limiting the fitness function is. And because of
the nature of GA, reaching a local minima does not pose such a big problem as in
many other methods, like gradient search in neural networks, for example.

The fact is, a simple function like this performs exceptionally well. One might
think more and design a more accurate fitness function, if it seems possible, therefore
helping the algorithm. One must remember, however, that more sophisticated func-
tion will probably take more time to compute, therefore slowing down the algorithm.
And it is not always clear who is right, our intuition or evolution? Remember, that
we started to apply genetic algorithms since we couldn’t solve the problem in the
first place. Our approach is the following. Save your time and use the simplest

function possible, the one which is naturally adequate. Then, when the algorithm is
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finished, invent and play with other functions, so that there’s something to compare
them with.

In order to simplify the use of roulette wheel selection and to keep analogy with
biology - the fitter the better - the fitness values are changed in the following way.
Every fitness value v is assigned the value of difference between the maximal fitness
value and v. Therefore the best solution now has the largest value and we are
maximizing it. In addition, to speed up the evolution, fitness scaling was applied.

In this case every fitness value was replaced by its square.

Crossover

Crossover between two tuples of words is done coordinate-wise, i.e. the first coor-
dinate of the first tuple crosses over with the first coordinate of the second tuple,
the second coordinate of the first tuple crosses over with the second coordinate of
the second tuple and so on. Therefore we need to define a crossover on words. The
algorithm uses a counterpart of the classic one-point crossover for bit strings. In
other words, we take a random initial segment of the first word and concatenate it

with a random terminal segment of the second word.

Mutation

Mutation on tuples can again be defined through a mutation on their components
- words. A mutation is random change in a bit string or in a word, and requires us
to invert one or more bits or one or more generators in a word. The following three
mutations were used in the algorithm:

Insert a new letter in a randomly chosen position - 10% chance

Delete one randomly chosen letter(generator) from the word - 10% chance

Replace one randomly chosen letter by a different one - 80% chance

It might be a good idea to replace these fixed probabilities to variables, values of



25

which are dependent on the length of the mutated word.

Replacement

The replacement works almost as usual. All members of the population get re-
placed by new members except the first one, which is always replaced by the best

representative of the old population. This is a simple form of the elitist selection.

3.2.3 Experimental results
Experiment 1

Let us consider a simple experiment where equations are of the form

aVz bV =1

where x is a variable, a and b are generators of a free group, IV is a positive integer.
Though solutions are obvious in this case, the genetic algorithm does not know that
and therefore, the experiment is sound. Given a simple equation like this we can
control the length of the minimal solution for each N and estimate the growth of time
needed for different lengths. The table below shows the results of this experiment
for minimal solutions of lengths 10,20,30,40,50,60,100 and 200. For each length it
contains the average number of generations, the average time of one generation and
the average time needed to find the solution. All averages were computed based on
20 consecutive runs of the algorithm. All time values are in seconds and were taken

on PentiumII-400MHz machine.



26

Length | Avg number of generations | Avg time per generation | Avg time
10 13 0.00810277 0.105336
20 38.7 0.00878626 0.340028
30 175.3 0.0107125 1.8779
40 194.7 0.0133946 2.60792
50 215.3 0.0152716 3.28797
60 412.7 0.0168407 6.95016
100 899.5 0.026206 23.5723
200 2013 0.0473142 95.2434

As can be seen from the description of the algorithm and as confirmed by the
table above, the average time per generation is growing linearly with the length of
the equation. The number of generations can also be bounded by a linear function,
and therefore the average time can be bounded by a quadratic polynomial. Though
a more thorough analysis is needed, the experiment has already shown dramatic

improvement over exponential (at least) algorithm discussed above.

Experiment 2

As experiments have shown, though the genetic algorithm does not use the fact that
the given equation has a particular form, still it much easier to evolve words, pieces

of which are of the form a”. Here we consider a more difficult for GA equation:

wizws = 1

where x is a variable, w; and wy are randomly generated words in the free group
with the condition that there is no cancellation occurs in the word w; w;*. This

way we still control the length of the minimal solution. The results are given in the



table in the same fashion as above.

Length | Avg number of generations | Avg time per generation | Avg time
10 111.2 0.00581994 0.647177
20 1298 0.00791865 10.2784
30 62214.3 0.010184 633.589
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The genetic algorithm was still capable to find a solution in every randomly

generated case in a feasible time. It is important to notice that the exponential

algorithms cannot be used to find solutions for length 20 or 30. Also, it is interesting

to see the difference in amounts of time it takes the program to solve virtually the

same problem. As an example, the table below shows time measurements for 10

consecutive runs of the genetic algorithm.

Experiment number | Number of generations | Time (in seconds)
1 8966 109.559
2 184698 1904.29
3 217421 2159.09

46386 476.261
5 60479 618.543
6 560 5.89761
7 39147 412.737
8 50516 506.43
9 12995 132.838
10 975 10.2399
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Other experiments

The equations considered above had only one variable. The purpose of this was the
desire to control the length of the minimal solution which is difficult when given
many variables. In Magnus we tried and were successful to solve equations with five
and more variables. There is a discussion group on equations on the Magnus home
page [1] where anyone can suggest an equation to solve. The reason for the group
is to test GA against the problems interested to people and to improve the existing

implementation.

3.3 Equations in a free semigroup.

3.3.1 Solving equations in a free semigroup

The case of a free semigroup (free monoid) G is somewhat simpler than solving
equations in a free group, since we don’t have cancellations. There exists very

simple algorithm to solve equations of the type

91T, §2Tiy - T4, = C (3.2)

in a free semigroup. Here x1,x,,...,z, are variables, C' and g; are constants in
G. Obviously, the length of each variable is bounded by |C|. So full enumeration
works (in theory!). But again it takes exponentially many steps. As before genetic

algorithm performs much better.

3.3.2 The algorithm
Population

As in the case of equations in a free group, the genetic algorithm for solving a

“graphic” equation works with a population of tuples, where each component of
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each tuple is a word which substitutes one variable. The population size is again 50,
since this number has found to be efficient in many experiments. In the beginning
every word generated randomly. For the genus problem (see Section 5) we know
that the length of the constant is 28 and we have 9 variables. Therefore, there is no

need to generate random words longer than 28/9 ~ 3.

Fitness function

After applying a substitution to the left part of the equation (3.2) the algorithm
needs to compare the result with the given constant. In general, we have two words
which we want to compare. And the closer they are to each other, the bigger the
fitness function should be. Again, keeping in mind the importance of simplicity, I
chose the Hamming distance to be a fitness function in this case. First the shorter
word gets extended by appending an unused before character, $ for example. Then
both words are compared coordinate-wise. The fitness value is initialized to zero
and gets increased by one for every mismatch between the characters. Therefore,
fitness is equal to zero when two words are identical and we want to minimize the
fitness function once again. As before we change it to the equivalent maximization
task and scale the fitness values.

Often when comparing two words, it is preferable to compute the Hamming
distance between the first word and all cyclical permutations of the second and then
choose the least distance as a fitness value. For example, the words abed and bed will
be different in every coordinate and therefore have fitness four. On the other hand
they are similar, since they have a big common piece bed. The new fitness function
will notice this similarity and assign a better value one, which should speed up the
algorithm. For the genus problem (see Section 5) we must compare any substitution
image with every cyclical permutation of the given constant. So such a procedure is

not only desirable but a must do. Putting it into the fitness function kills two birds
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with one stone.

Crossover

Crossover between two tuples of words is done coordinate-wise, i.e. the first coor-
dinate of the first tuple crosses over with the first coordinate of the second tuple,
the second coordinate of the first tuple crosses over with the second coordinate of
the second tuple and so on. Therefore we need to define a crossover on words. The
algorithm uses a counterpart of the classic one-point crossover for bit strings. In
other words, we take a random initial segment of the first word and concatenate it
with a random terminal segment of the second word.

Different from the algorithm for the equations in a free group, crossover was
applied not to all pairs but to 95% only. This is best experimentally found chance

of crossover for this task.

Mutation

Mutation on tuples can again be defined through a mutation on their components
- words. A mutation is random change in a bit string or in a word, and requires
us to invert one or more bits or one or more letters in a word. The following three
mutations were used in the algorithm:

Insert a new letter in a randomly chosen position - 10% chance

Delete one randomly chosen letter(generator) from the word - 10% chance

Replace one randomly chosen letter by a different one - 80% chance
Different from the algorithm for the equations in a free group, mutation was applied
not to all pairs but to 95% only. This is best experimentally found chance of

mutation for this task.
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Replacement

After a number of experiments the best way to perform replacement was the strongest
form of elitist selection [4] : a member of the new population will replace a mem-
ber of the old population only if it has better fitness value. In other words, the

population on every generation consists only of the best solutions found so far.

3.3.3 Comparing genetic and direct algorithms

Though a simple enumeration of all substitutions on variables of a given equations
is futile, in some special cases it is possible to limit the amount of enumeration
and hence, speed up the algorithm. For example, when considering nine forms for
the genus problem (see Section 5) one notices that these equations are quadratic
with nine variables, each variable occurs exactly twice and they are placed in such
a way that being substituted they seriously limit possibilities for other variables.
Therefore a “smart” direct algorithm can be written, which would takes these into
account and cut the enumeration dramatically. The table below is the comparison
between genetic algorithm described in this chapter and the best direct algorithm
we could provide in a reasonable time. The first column contains the number of
an equation from the theorem. The second and the third - the time needed to
obtain a solution by genetic and direct approach correspondingly. All time values
are given in seconds and taken on PentiumlII-400MHz machine. The average time
spent by genetic algorithm is 98.13012. The average time spent by direct algorithm
is 251.11076. So, despite all the efforts, the genetic algorithm still outperforms on
average. It is important to notice that the direct algorithm was designed to suit this
particular case while the genetic algorithm works for every equation. Also, it took

about ten times more time to implement the direct approach.



Equation number

Genetic algorithm

Direct algorithm

(5.2) 32.5003 427.094
(5.3) 88.0291 87.2012
(5.6) 129.897 416.294
(5.8) 160.607 250.337
(5.9) 79.6172 74.6276
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Chapter 4

Effective algorithm for finding all
solutions of one-variable equations

in free groups

4.1 Introduction

In 1960 Lyndon proved that one needs only finitely many parametric words to de-
scribe solutions of one-variable equations over F' [46]. Further progress in this di-
rection was made by Appel [37] and Lorents [45], who gave the exact form of the
required parametric words. Namely, it turned out that the solution set of E(x) in

F' is contained in a finite union of sets of the type

{p"q|p,qge F,neZ}. (4.1)

Their argument was rather technical; they used direct computations in free groups
and the Nielsen cancellation method. Recently, Chiswell and Remeslennikov gave
an alternative proof of this result [39], which is based on ultrapowers and algebraic

geometry over groups. They showed also that the solution set of F(x) is precisely
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a finite union of sets of the type (4.1). Another recent result is due to Gilman and
and Myasnikov [36], who used context free languages to show that solutions of E(x)

are a finite union of sets of the form

{prpbpdpaptplps | (i,5,k,1) € S}

where the p;’s are words over ¥*, and S is a semilinear subset of N*.

Our result is an effective deterministic algorithm for finding all solutions of one-
variable equations in free groups. This is the first algorithm that solves the problem
and describes all solutions in the form (4.1). We also show that it has a polynomial-

time complexity.

4.2 Definitions

Let F' be a free group with a basis X. Let ¥ = X U X!, For a word w € ¥* we
denote by w the reduced form of w. Observe, that there are usually several different
ways to obtain w from w. We will assume that elements from F' are presented by
reduced words in Y. For words u,v € ¥* we write u o v in the case that there is no
cancellation in uv, i.e., |uv| = |u| + |v|.

Let

E(x) = uyz%ugz® . . . ugx

be an element of a free product of an infinite cyclic group generated by x and the
free group F, i.e., E(X) is a word in one variable z with ¢; € {1,—1} and with
constants u; € F. By E(v) we denote the word obtained by replacing =% with v.
The subword v of E(v) is called the i-s occurrence of v in E(v). Formal expressions
of the form F(z) = 1 are called one-variable equations over F. An element v € F

is a solution of E(x) =1 if E(v) is freely equal to 1 in F.
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Definition 1 We say that the i-s occurrence of v cancels out in E(v) if there exists
a way to reduce the word E(v) such that all letters from v cancel out during this

reduction process.

Definition 2 We say that an element v € F is a pseudo-solution of E(x) = 1 if

some occurrence of v cancels out in E(v).

Remark. Obviously every solution of E(z) = 1 is also a pseudo-solution of F(z) =

1.

4.3 Pseudo-solutions of one-variable equations over

free groups

4.3.1 Main results

The following result shows that solutions of arbitrary one-variable equations over F'
are pseudo-solutions of cubic ones. It has been stated in [36] in a slightly different

manner, but the same argument works here as well.

Theorem 1 [Reduction to the cubic equations] Let d > 3 and let
E(z) = wiz@usx® .. cugx =1

be a one-variable equation over a free group F. If v is a pseudo-solution of E(x) =1

in F' then v is a pseudo-solution of an equation of the type
T Ut =1 (4.2)

for somei=1,...,d—1 (where ¢, = 0).
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In section 4.3.3 we show that pseudo-solutions of cubic equations are, in fact,
pseudo-solutions of some particular quadratic equations which one can find effec-

tively.

Theorem 2 [Reduction to quadratic equations| Let

E(x) = 2% u2%uqz® = 1

be a cubic one-variable equation over F. Then one can effectively find a finite set
Q(FE) of quadratic one-variable equations over F such that if v is a pseudo-solution
of E(x) =1 in F then there exist elements vy, vy € F and equations Q1, Qs € Q(E)

such that v = vy o ve and v; is a pseudo-solution of Q;, i = 1,2.

Remark 1 In fact, one may assume that quadratic equations from the set Q(E) are
of a particular form. Namely, one can effectively find a finite set Q'(E) of quadratic

one-variable equations over F' of the type

Q(E) = {a%w;xz | i € I}, (4.3)

and a finite set of elements C' of F' such that if v is a pseudo-solution of E(z) =1
in F' then there ezist equations Q1,Qs € Q'(E) and elements ¢; € C such that

v =11 0vy and v; = ¢; o t; where t; is a pseudo-solution of Q;, i =1,2.

In section 4.3.2 we give a precise description of pseudo-solutions of quadratic

one-variable equations over F.

Theorem 3 (Pseudo-solutions of quadratic equations) Let

E(z) = uyiz“ugx?uz = 1

be a quadratic equation over F'. Then there are finitely many pairs (a;, b;) of elements
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from F such that every pseudo-solution of E(x) = 1 in F takes the form a;b! for

suitable i and n € Z. Moreover, one can find these pairs (a;, b;) effectively.

4.3.2 Pseudo-solutions of quadratic equations
There are two principle cases, which we consider in separate lemmas.

Lemma 1 Let u,v € F. The left occurrence of v cancels out in vuv if and only if

one of the following cases holds:

(i) v=u;" where u = uj ouy, or

1

(i) v = uy uy' where u = up o ul.

Proof. Suppose that v doesn’t cancel out in vu, then v = vy o uy* and u = u; 0 uy

such that vu = v; o us and vy # 1. We have vuv = vy oug - v1 0 ul_l, therefore wus
. —1

cancels out in ug(vq o uy ).

Case 1. Let |ug| < |v1]. Then v; = u; 'vy; and

vuv = vy (v ouyt) = uy P o vy - (v oup ).

1

Hence v11v1; = 1 and v1; = 1, so vuv = u, " o ul_l and uy = 1. Therefore v; =1 -

contradiction.

Case 2. Let |uy| > |v1|. Then uy = ug o v] ' = Uy 0 Uy and

_ -1 _ (-1 -
vuv = (v1 0 ugy)uy - = (Ugy © U9y U]
Hence u; ' = uyy' o ugy o ujy,
1 1 1

V=010 ul_l = Ugy OU] = Ugy O u2_11 O Ugg O ul_ll,

and u = uy 0 Uy = U1y O Uy O U2, O Ugy. This finishes the proof.



38

Remark. It may seem that (iz) implies (7). However the following example shows

that this is not the case. Let w € F, consider the following product w=!-w?. Then

2 1

w™! does not necessarily cancels out in w?. Indeed, let w = w; "' o w o w; where

wy # 1, then w™ - w? = wi' o w o w; where w;* "belongs” to w™?.

Lemma 2 Let u,v € F. The left occurrence of v cancels out in vuv™" if and only

if v takes one of the following forms:

(i) v =uy" where u = uy o uy;

n 1

(i) v = sy ru™ where u =r"tosor and s = s, 0 sy-cyclically reduced.

Proof. Suppose that v doesn’t cancel out in vu. Consider two cases.

1 1 1

Case 1. There is no cancellation in uv=". Then v = vyou™", and vuv™" = vy ~uov1’1.

By induction we get v = wou~"™ and the left occurrence of w cancels out in wuw 1.

Sou=1uyouy, w=u; and v=u; ou"

Case 2. Suppose that there is some cancellation in wv™'. Then v = uy or, v=! =

1

r~'vy ! such that uv™!

1

=wujovy ' and r # 1. Then vuv™' = (vyo7r)-(u;ov,y ). Since

1 1

vgor cancels out we have |uy| > |r|. Therefore u; = r~'osand u =ujor =r"'osor

and vuv™" = vy(s o vy ). By the previous case v, = 57" 0 57" where s = 5; 0 59, 50

v:sflos_"or andu=r"losor.

Notice that in case 1.) element wu is cyclically reduced and therefore case 1.)

follows from case 2.) by taking r = 1.

Lemma 3 Let ¢i,c9,c3 € F, €1,65 € {1,—1}. If v is a solution of a quadratic
equation

E(z) = ez ezey = 1,

then v takes the following form:

v=cot,
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where ¢ € F' and t is a pseudo-solution of a quadratic equation of type:

E'(z) = P wz’,

where w € F, 61,05 € {1,—1}.

Proof Let v be a solution of cjz®cyx®c3 = 1. Then v is also a solution of
czc1xeoxr® = 1, which we rewrite as cyx“cox® = 1, where ¢4 = c3c;. v being
a solution means that all occurrences of v cancel out in cjvtcov®. If v cancels
out, then v = vy o0 v9, vy cancels out in c4v; and vy cancels out in vecov2. Then

C4 = C41 O Cgo, V] = 0221. We have two possibilities for e,:
B . 1 _ -1
a) €3 = €1, then vy cancels out in vycacyy © Vg, OF Vacsvy, Where 5 = cacyy -

b) e = —ey, then vy cancels out in vycovy 16 ¢49. Then either vy cancels out in

Vg CoUqy Lor (29 L cancels out in UgCaUy L

O

Proof of Theorem 3. To prove the theorem we will consider all possible cases
that v can cancel out in x“ux®,¢; € {1,—1}:

Case 1. The left occurrence of v cancels out in vuv. Then v takes one of the forms
from lemma 1.

1

Case 2. The left occurrence of v cancels out in vuv~". Then v takes one of the

forms from lemma 2.

Case 3. The left occurrence of v cancels out in v—!

wv~!. By replacing each occur-
rence of v by v~! and applying lemma 1 we can show that the forms in this case are
inverses of the forms from lemma 1.

Case 4. The left occurrence of v cancels out in v~'uv. Similarly, by replacing v by

vt the forms are inverses of the forms from lemma 2.
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1

Case 5. The right occurrence of v cancels out in v~!'uv~. The forms can be

1

obtained by replacing v by ™" in lemma 1.

Case 6. The right occurrence of v cancels out in vuv. By taking inverse of vuv we

1

can see that the forms can be obtained by replacing u by v~ in case 3.

Case 7. The right occurrence of v cancels out in vuv~!. Replace u by ©~! in lemma

2.
Case 8. The right occurrence of v cancels out in v~ !uv. Replace u by u~! in case
4. O

4.3.3 Reduction of cubics to quadrics

Proof of Theorem 2. To prove the theorem we consider several cases. Cases 1
through 3 are the principal ones and the rest follow from them.

Observe first, that the result is obvious if the middle occurrence of v does not
cancel out in E(v). Indeed, in this event either v cancels out in v“u;v or v
cancels out in v<?uyv®, and the result follows. So we may assume now that the
middle occurrence of v cancels out in E(v).

Case 1. Assume ¢; = —1,¢9 = 1,63 = —1. Thus the middle occurrence of v cancels
out in v tuyvusvt.

To prove this case it is enough to notice that the middle occurrence of v cancels

1

out in v~ luyvuev ™! if and only if v = v; o vy such that v; cancels out in

U2_1 ©) ’Ul_l U1V (44)

and v, cancels out in

vaug(vy o t). (4.5)

If vy cancels out in (4.4) then one of the following holds:

a) vy cancels out in v 'u ;.
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b) v;! cancels out in vy 'ujvy, since there is no cancellation between v, ' and vy *

in (4.4) and so in order for v; to cancel out, v;* must cancel out first.
Similarly if ve cancels out in (4.5) then either
a) vy cancels out in vyuyvy ', or
b) wy ' cancels out in vouvy '

Case 2. Assume ¢; = 1,65 = 1,e3 = 1. Thus the middle occurrence of v cancels
out in vujvusv.

Then v = v o vy such that the right occurrence of vy cancels out in vy o vy - uvy
and the left occurrence of vy cancels out in vyug - v1 © vs.
Suppose that v; cancels out in us - v1. Then v, = u2_21 and us = U9 © Ugy. Therefore
the left occurrence of vy cancels out in vete;vs.

Similarly we consider the case when v, cancels out in vou;.

So the left occurrence of vy cancels out in vaus - v; 0 v9 and v; doesn’t cancel out

in usv;. Suppose that vo does not cancel out in usv,. Then vy = ros, ugv; = s+

ot,
r # 1 and veug-v;0v9 = rotowy. Since r # 1 must cancel out this case is impossible.

Suppose that usv; cancels out in the left occurrence of vy. Then vy = r o s,
Ut = s 1 and vauy -v1 0vy = r-r05s. Then r = 1, which means this case is possible

only if vy cancels out in veusov; - the only case left to consider. Now we have the

following possibilities:

a) vg cancels out in vouy. Then vy = u2_11 where us = gy 0 uge. Therefore the

right occurrence of v; cancels out in vy o u2_11 S Up - VY.

b) Suppose that vy does not cancel out in vyus. Since vy cancels out in veugvy

1 1

we have us =ros, vo =yor ", y#1and vy = s~ oz Then y cancels out
in vousv; = yz and z = y~ ' o 2. Since the right occurrence of v; cancels out

in v1 o vy - uyv; and ve doesn’t cancels out in veu; (we already considered this
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case ) we may assume that v; cancels out in voujv;. We have now vouqv; =

1 —

yort-u -stoy oz where s7!

oy~ ! oz cancels out. Therefore y—*

1 1

cancels out in y or~! - u; - s7t oy~ ! taking the inverse we get y - t - y~! where

t = suj'r and the left occurrence of 3 cancels out. Notice that r~tu;s™! # 1,

1

indeed otherwise z; = 1 and v = v, 0wy = s Loy L oyor~!, therefore y =1 -

contradiction.

So vy and vy take the form v; = c1ycy, where ¢1,co € F and y cancels out
iny-t-y ! By applying lemma 2 we can see that each v; can be written

in the form ab"c, a,b,c € F. Then v; is a solution of quadratic equation

[a=txc™t b] = 1. Applying lemma 3 finishes the proof of b).

Case 3. Assume ¢; = —1,¢e9 = 1,€3 = 1. Thus the middle occurrence of v cancels
PR
out 1In v~ U1 vUV.

Let v = v1 o vy. Then the right occurrence of v; cancels out in

vyt ovy !t ugy (4.6)

and the left occurrence of vy cancels out in

VU9 *+ V1 © Va. (47)

As in case 1., if v; cancels out in (4.6) then one of the following holds:
1) vy cancels out in vflulvl, or
2) vy cancels out in vy tuyv;.

We consider 1) and 2) separately:

1) Notice that this case is the symmetrical (reading from right to left) version of
lemma 2. So, by repeating proof of lemma 2 we have that v; takes one of the

following forms:
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a) v = u;y where u; = uq; 0 uy;

1 1

b) vy = ufr~'s; ! where u = r~'osor and s = s; o so-cyclically reduced. Or we

1

can write v; in a form without cancellation: v; =7 ! os"o0s;" - also found in

the proof of lemma 2.

In case a) the left occurrence of vy cancels out in vyuguly o vo. Let uz = usuy,

then vy cancels out in veuzvy.

1

In case b) the left occurrence of vy cancels out in vougr=—" o s™ o sy Lo v,

1 1

Let us assume that r~ 03”032_1 cancels out in usr™ 05"032_1. Then us = ugi 0ugg,

1

rlos"os,! = uy and vyupr?

os"o 32_1 0 Uy = Ul V. SO, vy cancels out in
VaU21V2.
If r~' 05" 05, does not cancel out in uy - 7' 0 s” 0 55 ', then we consider two

possibilities:

1 1

a) Let vy cancel out in ugr™ 05"052_1. Then uyr™ os"osg1 =tioty and vy = tl_l.

So, vy is in the form, which is a particular case of ab™c, where a,b,c € F.
Hence, vy is a solution of quadratic equation [ 'zc™!, 0] = 1. Applying lemma

3 finishes the proof of a).

1

1 loghos,! =

b) Suppose v, does not cancel out in usr— o s" o s;1. Then usr™
2

1

U21 © U22, Vg = Vg1 ou;ll, V21 # 1 and VUl ~ O s o S;l O V9 = V91 © U9 O V9. But

V91 must cancel out, so we have contradiction.

2) By letting v/ = v; ' we again have a case of lemma 2. Hence we can prove case
2) by following the proof of case 1) step by step.

Case 4. The middle occurrence of v cancels out in vujvusv™!.

It is clear that v cancels out in a quasi-equation if and only if v cancels out in its

1

inverse. The inverse of vuyvuov ™" is vuy v 'uy 'v™!. Let z = v~ and replace each

1 1

occurrence of v by z. We will have z~'u; ' zu; ' 2. Now we can apply case 3 and find
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1

quadratic equations for z. Since z = v™", inverting this equations will give us the

quadratic equations for v.
1 1 1

Case 5. The middle occurrence of v cancels out in v~ w0 U™ .

1

Similarly, taking the inverse of v~lu;v ™ uyv™" we have vu; lvu; 'v. Now the set

of quadratic equations can be obtained by applying case 2.

1 1

Case 6. The middle occurrence of v cancels out in v~ uv ™ uyv.

1

The inverse of v uv ™ ugv is v uy 'ouy v, Apply case 3.

Case 7. The middle occurrence of v cancels out in vuv ™ ugv ™.

Let z = v~!. Replacing v by 2 results in 27 'u;zusz. Now the equations are the
inverses of the equations from case 3.
Case 8. The middle occurrence of v cancels out in vu;vtugv.

Asin case 7, let z = v~!. Replacing v by 2 results in 2~ 'u; zus2~*. The equations

are the inverses of the equations from case 1.

This finishes the proof.

4.4 Description of solutions of one-variable equa-
tions over F

Appel [37] and Lorents [45] gave the exact form of the parametric words, which
describe solutions of one-variable equations over F.

Now we show how one can derive their description from the results above. For
the sake of completeness we provide a few definitions from language theory and a
simple lemma from [36].

A language is bounded if it is a subset of w} - - - w} for some w; € ¥*. Lemma 4
shows that bounded context—free languages are related to semi-linear subsets of N,
the set of n—tuples of non—negative integers. A semi-linear set is a finite union of

linear sets, and a linear set is one of the form m + M for m € N™ and M a finitely
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generated submonoid of N". Semi-linear sets are closed under intersection, monoid
homomorphism from N™ to N, and Cartesian product [43]. The last part means

that if T'C N™ and TV C N™ are semi-linear, so is T x T" c N™*™,

Lemma 4 If L C ¥* is context—free and {u;,v; 1 < i < n} C X*, then J =

{1y dn) | w0 - - - ugvin € L} is semi-linear.
Proof. L' = LN wujv]---u; vy is the intersection of a context-free language with a
regular one and so is context—free. Define

T ={(ir, 1, vins Ju) | w07 - uprvi € L',

It suffices to show that Z is semi-linear as J can be recovered from Z by operations
which preserve semi-linearity.

Let A = {bj,¢; | 1 < i < n} be a new alphabet. By [43, Lemma 2.6] L" =
(bt - binedn | (iy, 41, - -+ in, jn) € I} is context-free, and Parikh’s Theorem [38,

Section 2.4] applied to L” says that Z is semi-linear. O

Corollary 1 Let

E(x) =ujz® - ugz =1

be a reduced one-variable equation over F. Then the solution set of E(x) =1 in F

1S a finite union of sets of the form

{rivda | (i,5) € S}

where the py,pa,q € F and S is a semilinear subset of N?.
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4.5 Description and Complexity of the Algorithm

Let

E(z) = wpz%usx® .. ugx =1 (4.8)

be an one-variable equation of degree d over a free group F. As usual we assume
that all constants u; € F' are freely reduced. Clearly, up to conjugation every one-
variable equation over F' can be written in the form (4.8). The length of the equation
E(z) is defined by:

d

[=|E@)| = |ul +d.
i=1
To find all solutions of F(z) = 1 we perform the following steps:

Algorithm 1 [Finding all solutions of E(x)/

1) Enumerate all subwords of E(x) of the type
T Uy (4.9)

including also subwords r¢uixusx® and x—1ugru,x.

2) For every cubic equation (4.9) find the quadratic equations
5

201w (4.10)

as described in Theorem 2.

3) For every quadratic equation (4.10) find all its pseudo-solutions in the form
ab™c, (4.11)

as described in Theorem 3.
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4) Use pseudo-solutions from (4.11) to describe all pseudo-solutions of the cubic
equations (4.9) in the form
ab™ ed™e, (4.12)

where a,b,c,d,e € F,ny,ny € N.

5) Determine (as in Lemma 9 below) for which values ny, ny the pseudo-solutions

(4.12) are solutions of the equation E(x) = 1.

Remark. We assume above that d > 3. Indeed, the case d = 1 is trivial. If d = 2
then Lemma 3 reduces the situation to the quadratic equations 4.11, in which case

one can proceed directly to the step 3) of the algorithm.

Theorem 4 [Correctness and time-complexity of Algorithm 1] Algorithm 1 com-

putes all solutions of the one-variable equation (4.8) in O(d® - 1) time.

We start the proof of the theorem with the following lemmas.

Lemma 5 Let the left occurrence of v cancels out in vuv, where |u| < 1, then the
number of possible forms ab"c of type (4.11) that v takes is O(l), for each such form

lal, 0], |c| <1, and they can be computed in O(I?) time.

Proof. According to lemma 1 v is one of the following:
(i) v = u;" where u = uj o ug, or
R, Jp | _ 2
(ii) v = ugy u; where u = uy o us.

In case (i) the number of initial segments of u is O(l). Each such initial segment
has length O(), so to write down all of them would take O(I?) operations.

In case (ii) we have O(l) possibilities for u;. For each such possibility we need
to check if the rest of u is a square. This can also be done in linear time. Indeed,

let w be a square, then w in a freely reduce form will look like w; o wy 0wy 0w} L
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Then we can find w; in linear time by repeatedly comparing and removing letters
from both ends of w. What’s left is w’ = ws o wy, which can be checked by putting
two pointers: one at the beginning of w’, the other at its half-length, and then
comparing the corresponding letters and simultaneously moving both pointers to
the right. This also takes O(l) time. So, we do O(l) operations for O(l) possibilities

for u;. Then the total work is O(I?).

Lemma 6 Let the left occurrence of v cancels out in vuv™", where |u| <1, then the
number of possible forms ab"c of type (4.11) that v takes is O(l), for each such form

lal, 0], |c| <1, and they can be computed in O(I?) time.

Proof. According to lemma 2 v is one of the following:

(1) v = u;* where u = u o uy;

1

(ii) v =s;'ru™ where u = r"!osor and s = s; 0 sp-cyclically reduced.

In case (i) the number of initial segments of w is O(l). Each such initial segment
has length O(l), so to write down all of them would take O(I*) operations.

In case (ii) it takes O(l) time to find r. Then we have O(l) possible choices for
s1. For each choice of s; we write down v, which again takes O(l) time, so the total
work is O(1?).

The following lemma is a known result for free groups and included here without

proof:

Lemma 7 Let G be a free group. Then for any sequence of elements uy, ..., ug, g €

G if the equality

uyuy ...oup =g (4.13)

holds for infinitely many integers n then:
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a) g=1;

b) there exist i,j, where 1 <1i < j <k, such that
wi...uj =1 and |us,w] =1 for any s,t € {i,...,j}. (4.14)

(we call such u; ... u; a cancellation segment);

c) the equality (4.13) holds for all integers n.
Lemma 8 Let |al, ||, |c| <. Then:

1) One can effectively decide in O(d’l) steps whether E(ab™c) = 1 for infinitely

many n € Z or not.

2) If E(ab™c) = 1 only for finitely many n then all such n are bounded by K |E(x)|,
where K < 3ld.

Proof. Substitute ab™c into E(x) = 1 and rewrite E(ab™c) in the conjugacy-power

form:

S(m) — (bﬂfl)mn(bﬂ;lﬁl—l)ezn o (bqj;l,..ﬂl 1)&1”@1 o ﬂd -1 (415)

where w; are obtained from u; and a,b in rewriting E(ab™c). This takes O(ld) +
O(l) = O(ld) steps. By Lemma 7 it must be a cancellation segment in (4.15). If
here are no such segment then ab™c is not a solution for infinitely many n. Otherwise,
delete the cancellation segment from (4.15) and repeat. This allows one to decide
1).

According to Lemma 7 cancellation segment u; . .. u; satisfies
wi...u; =1 and [us,u] =1 forany s,t €{i,...,j}.

To find a cancellation segment we start with wu;, multiply it on the right by us and

check for identity, then multiply by ug and so on. We do this O(d) times while



20

cancelling no more than O(1) letters on each step. Then repeat this process starting
with uy, then us, and so on, O(d) times in total. The complexity of this process is
O(d?l). All possible commutators can be precomputed beforehand, which is O(d?)
commutators in O(d?l) steps. Then it is enough to look up O(d) commutators on
each step: [uq,us), [ug, us), ..., [ug_1,uq). Therefore, finding a cancellation segment
takes O(d?1)+O(d?(1+d)) = O(d?l) steps. We can remove at most O(d) cancellation
segments, so 1) takes O(d®l) steps.

To prove 2) notice that if ab™c is not a solution of E(x) = 1 for infinitely many n
then in the process of deleting the cancellation segments described in 1) one arrives
to the point where there are no cancellation segments in (4.15). In this event one

may assume that in (4.15) all the neighbors
(bui_ ...ﬂll)ein7 (bﬁ;‘_lynﬂ;l)ai-&-l”
do not commute. Notice, that one can also assume that b is cyclically reduced

(otherwise one can change a, b, ¢ accordingly). Observe that in the product

(bﬂfl...ﬁfl)sm<bﬁ;r11...ﬁ;1)eiﬂn (4.16)
the cancellation cannot be longer than |u;, 1| + 2|b|. Indeed, in this case b would
commute with @;11. So if n > 2(|u;1 1| + 2|b|) then the powers b" do not cancel

completely in (4.16). Therefore, if
n|b| > max{2(|t;1| +2(b|) | i =1,...,d} + |ty ... Ug (4.17)

then E(ab™c) # 1.
Notice that by Lemmas 6 and 5 one has |u;| < 3l and also |4y ... u4| < 3ld. So if

n > 3ld then E(ab"c) # 1. For better performance the algorithm computes estimate
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(4.17) for each case of ab"c.

Lemma 9 Let |al, ||, |c],|d|, |e|] < 1. Then:

1) One can effectively find in O(d*1?) steps all integers ny for which E(ab™ cd™e) =

1 for infinitely many ny € 7Z.

1) One can effectively find in O(d*1?) steps all integers ny for which E(ab™cd™e) =

1 for infinitely many n, € 7Z.

3) Let nqy be an integer such that E(ab™ cd™e) = 1 only for finitely many ny € Z
and ny be an integer such that E(ab™cd™e) = 1 only for finitely many ny €
Z. If E(ab™cd™e) = 1 then |ni|,|na] < O(|E(x)|) and this bound can be

effectively found.

Proof. To prove 1) we repeat the argument from Lemma 8. To this end rewrite
ab™cd™e in the form a;d™e where a; = ab™c. Then one can write E(a;d™e) in
the power-conjugacy form as in (4.15) and repeat the cancellation process described
in Lemma 8. In this case to find a cancellation segment one has to solve the corre-

sponding commutation equation which involves the exponent n;. Namely,
[(ba;l...al—l)em7 (bﬁ;_ll...ﬁl_l)si+1n] =1, (4.18)
where a is replaced by a; (and b by d, and ¢ by e). This implies
(b, u;1] =1 (4.19)

so by Lemma 8 either n;y < O(l) or commutation holds for arbitrary n;. In the
former case we got a bound on n; and in the latter one we can continue and look
for another commutation segment. Notice, that this process will stop and at some

point we will get that some equation of the type (4.19) have only finitely many
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solutions for n, otherwise E(x) = 1 would have solutions ab™ cd™e for all ny and
ny - impossible.

The process is organized as follows. We enumerate d—1 neighboring commutators
of type (4.18). For each one we solve the corresponding equation of type (4.19) in
O(d?!) steps by applying Lemma 8. In case that n; < O(l) we enumerate all possible
values for ny, substitute each of them into the power-conjugacy form of type (4.15)
and continue working with the resulting forms as in Lemma 8. The total work is
(O(d31) + O(a®*1)O(1))(d — 1) = O(d*I?).

2) is similar to 1) and 3) is similar to Lemma 8.

Proof of Theorem 4.

Step 1. of the algorithm enumerates d cyclical subwords of type (4.9). According
to theorem 1 we can find all solutions of E(x) = 1 by enumerating all pseudo-
solutions of these subwords. Notice that for each occurrence of z in E(x) = 1 there
is a subword of type (4.9), which contains that = in the middle. Then it is enough
to consider only the cases where the middle occurrence of x cancels out.

Step 2. According to theorem 2 if v is a pseudo-solution of one of the subwords
of type (4.9), then v = v; o vy and each v; can we written as ¢ o t, where ¢ is a
pseudo-solution of a quadratic equation of type (4.10). Notice that in the proof of
the theorem there are only finite number of quadratic equations of type (4.10) that
need to be considered both for v; and vy. Also notice that |¢| <1 and |w;| <.

On step 3. we find the pseudo-solutions for v; and vy in the form (4.11). We
can do this since the proof of theorem 3 reduces all cases to two principal ones,
which we considered in lemmas 5 and 6. According to these lemmas there are O()
possibilities for each v; and v, and to compute those we need O(I?) operations.

On step 4. we concatenate forms for v; and v, and construct all possible forms
for v = vy 0 vy of type (4.12). There are O(I) possibilities for each vy and vg, so the

number of forms for v is O(I?). The length of each form is O(I), so we need O(I?)
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operations to write them down. The total work consists of computing forms for vy,
vg, and v and is O(I%) + O(I*) + O(I*) = O(I*) operations.

Step 5. For each form of type ab™cd™e we apply the procedure described in
Lemma 9 in the case that both n; and n, are not equal to zero. If one of them
is zero then we can save some work by applying Lemma 8. In any case the total
work for each form is no more than O(d*l?) operations. We have O(I?) such forms

to check for each of d cyclical subwords, so the total complexity of the algorithm is

O(d*2) - O(12) - d = O(d® - 1%).



Chapter 5

Quadratic equations and the genus

problem

5.1 Introduction

Quadratic equations, i.e. equations where every variable occurs at most twice,
deserve a special interest. Comerford and Edmunds [31, 30] found an algorithm
for solving quadratic equations and described all solutions. Their algorithm is at
least exponential but is much better than the general Makanin’s algorithm. It is also
known that the quadratic case is the principal one: Kharlampovich and Myasnikov
[33] showed that the quadratic case is the principal one for equations over free
groups, i.e. the problem of solving an arbitrary equation over a free group can be
reduced to solving a finitely many quadratic equations.

In this chapter we demonstrate how genetic algorithms can be used in solving
an open problem, namely the so-called Genus problem. We do so by reducing a
quadratic equation for the Genus problem to a system of many equations in a free

semigroup and solving the system by a specially designed genetic algorithm.

o4
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5.2 Problem statement and known results

The genus problem is important because of its applications in topology and logic.
The problem can be stated as follows. Let f be an element from the derived subgroup
of a free group F. Genus of f is the minimal number of commutators, say n,
such that f can be expressed as a product of n commutators. Let us consider the
quadratic equation

2.2 9 2
T XoT3Ty =

where x1, x9, x3, x4 are variables. Genus of a solution

Ty =Up, Ty = U, Ty = U3, Ty = Uy (u; € F)

is the genus of the product ujususuy. Genus of the equation is the supremum of the
genuses of all its solutions. What is the genus of the equation?

For a long time, the only known example were ones of genus 1. J. Comerford and
Y. Lee [34] were the first to find a solution of genus 2 and prove it. D. Spellman came
up with a possible example of the equation of genus 2. The program described here
has been used to check this example and confirmed his hypothesis. Until now it was
very difficult or sometimes impossible to construct or check a possible solution of
genus 2. Genetic algorithm provided a quick and simple (in real time) way to express
a given word as a product of two commutators, if it can be expressed. There’s also a
direct non-genetic algorithm which is much slower but can say “no” when the word

cannot be expressed.



56
5.3 Reduction to free semigroups

So we need to solve the equation

ly1,y2][y3,y4] = C,

where C' has form z;zex324 as discussed above. Since the word C' can sometimes
be very long and in order to speed up further tests for solving problems for genus
3,4,etc, it preferable to reduce solving the equation in a free group to solving a
number of equations over a free semigroup. This is possible because of the result

obtained by J.Comerford, L.Comerford and C.Edmunds [35]:

Theorem The equation [y1,y2][y3, y4] = C has a solution if and only if there is
a cancellation-free solution to an equation W” = Cy where Cj is a cyclically reduced

conjugate of C' and W” is one of the following:

tpgr ' ptsq rs Tt uay T vy (5.1)
pgr o tuzy T tu T sq T s Tz y 2 Y (5.2)
pgrtp tuxzy T uT ey T sg T rs Y (5.3)
pgrtp Hysq rs T et uzy e Y (5.4)
pgr o My et uzsg rs Ty e Y (5.5)
sxyzs ‘pte T g T e T luy T e g, (5.6)
sxyzs Tpquy 't pTlr g e e e (5.7)
seyzs rluy M Wgrpta e T g pT Y (5.8)
pqm"luflz’lq’lys’lfr”lzt’ly’lpflxstu, (5.9)

At this point in order to try resolving the genus problem one need an efficient
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algorithm for solving equations in a free semigroup. We use the algorithm described

in Section 3.3.

5.4 Experimental results

5.4.1 An example of genus 2
This example comes from J. Comerford and Y. Lee [34]. Let

T, = CLBA,
Ty = abAABAbaaBA,
x3 = abABA,

T4 = aaabA

Then z?z3z3r2 = 1 and C' = z 257374 is NOt a commutator.

Performing the substitution will give us
C = aBAabAABAbaaBAabAB AaaabA

As computed by the genetic algorithm it can be expressed as a product of two

commutators:

[ABabaBaba, ABabABAba] [ABAba, AB|

The commutators computed by genetic algorithm are different from those found
by J. Comerford and Y. Lee. In fact, it is important to notice that because of the
non-deterministic nature of the genetic algorithm one may get different solutions
each time the algorithm is run. Since the constant C' above is not very long, the

algorithm was able to find a solution in about 1 second on a PentiumlII machine.
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5.4.2 Another possible example of genus 2
In the example produced by D. Spellman

T = a,

T9 = Bab,

r3 = aaBaabbAABAAbLAA,

z4 = aaBaabaaBaa BAAbAABAAbAA

Then z?z3z322 = 1 and C' = z1297374 is not a commutator.

Performing the substitution will give us

C = ab taba®b 'a?b’a % b La2ba2a?b  a®ba?b a?b a2 ba b a2 ba 2

As computed by the genetic algorithm it can be expressed as a product of two

commutators:

[a®b~'a%ba®b aba™t, a*ba*ba*bratba b a ba )

and

[a™!, aba*b"'a " *ba 7]

There is more than one solution for this example. The genetic algorithm needs

about 5-7 minutes to produce one of them.
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Chapter 6

Pattern recognition methods and

primitive elements in F5

6.1 Introduction

Let F,, = F(z1,...,x,) be a free group of rank n with basis {z1, ..., z,}. An element
w € F, is called primitive if it is a member of some free basis of F),, i.e., if there
exists an automorphism of F,, that takes w to x;.

Much is known about primitive elements in F,. There are various necessary
conditions on primitivity, which tell one on how primitive elements in F, should
look like [49]. However, these conditions are far from being sufficient.

The classical way to determine whether an element w € F}, is primitive or not
is to run the Whitehead’s algorithm on w [50]. This algorithm has quadratic time
complexity in the length of the input word w. However, it depends exponentially on
the rank n of the free group F,,. For F,, with n > 5 the algorithm becomes unfeasible.
An alternative approach is to run a genetic version GW of the Whitehead’s algorithm
[51]. The algorithm GW is very efficient in practice even for large ranks, but it has

its own drawback of being an “one-way” algorithm: given a primitive element w

60
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GW often terminates quickly providing a proof that w is, indeed, primitive. On
the other hand, if GW does not terminate quickly, there is no guarantee that the
element w is not primitive.

In this chapter we describe a pattern recognition system that recognizes primitive
elements in F,. The corresponding classification algorithm (the classifier) has linear
time complexity and reasonably high accuracy (88%). However, our purpose to
design this system was quite different. We use the system as a research tool in
experimenting with primitive elements in F5, trying to find some hidden patterns
in the reduced words representing these elements. It turns out that this approach
provides valuable insights on the structure of primitive and non-primitive elements.

In Section 6.2 we describe the basic pattern recognition system. In Section 6.3
an iterative clustering procedure is introduced which allows one to uncover various
clusters and relate them to the corresponding properties (features) of the elements.
The following two sections demonstrate how this method can be applied to the
set of primitive elements. In Section 6.4 we evaluate performance of the classifier
and in the last Section 6.5 we show that analysis of the most significant features
immediately leads one to the known results on free groups: Whitehead’s cut-point

theorem and the Nielsen’s test on primitivity.

6.2 Pattern recognition system

We refer to Section 2.2 for all basic definitions, notions, and notations concerning
pattern recognition (PR) systems.
Our basic (PR) system is a natural adjustment (to the case of primitive elements)

of the PR system described in Section 2.2. More precisely, the

Features. We use the feature vectors of the type defined in Section 2.2.2. For
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example, the feature vector

f<w>=@ < Clwv) | o] =2 >

shows the numbers of occurrences of words of length two in w relative to the length
of w. We also use other counting functions in our feature vectors, such as C(w,y*z),
C(w,y**z), C(w,y***z), where y and z range over all possible letters from X*! =

{21, ..., 27", ..., 27} and * stands for an arbitrary letter from X*!.

Model. Our model is based on the linear regression classifier described in Sec-
tion 2.2.3. Namely, for a word w with a feature vector f(w) we compute first the

discriminant function

P(w) = Bf(w)

where (3 is the vector of regression coefficients obtained from the training data set.
The decision rule is based on the equal interval quantizing method described in
Section 2.2.3.

We denote the obtained PR system by P; and the corresponding classifier by
Ry p.

Sometimes we modify the system Py, to accommodate the quadratic regression
model, as follows. For a given feature vector-function f =< fi,..., f,, > define a
new feature vector-function f’ by adding to f all pair-wise products of components
of f:

fr=<fu... . o fifo, fifo, o fufa >

Then the linear regression PR system Py is equivalent to the system based on the

corresponding quadratic regression model.

Evaluation. To evaluate the performance of the the classifier R;s we use the

accuracy measure described in Section 2.2.3.
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Training data set We generate the training data set D for the system Py as follows.

Roughly speaking, we start with a set of short words, primitive and non-primitive,
and apply to them a sequence of Whitehead automorphisms chosen at random until
the prescribed length is achieved. We also cyclically reduce the words after each ap-
plication of an automorphism. More precisely, our training set D consists of 10000
elements, where one half is primitive and the other is not primitive. The element’s
length varies from 5 to 1005.

To assure that all lengths are represented we divide D into 50 bins Bj ... Bs,
each containing 100 primitive elements and 100 non-primitive elements, such that
By contains only elements of length from 5 to 24, Bs - from 25 to 44, and so on.

Here are the algorithms for generating D:
Algorithm 1. Generate primitive part.

Choose a letter from the basis at random and assign it to w.

Repeat until all bins are full:

1. Apply a randomly chosen Whitehead automorphism to w.
2. Cyclically reduce the result.

3. Check the length of w.
If the corresponding bin B; has space put w into it.

Otherwise, go to step 1.

Algorithm 2. Generate non-primitive part.

Choose a word of length 10 at random and assign it to w.
If w is primitive (Whitehead algorithm) repeat the previous step.

Repeat until all bins are full:
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1. Apply a randomly chosen Whitehead automorphism to w.
2. Cyclically reduce the result.

3. Check the length of w.
If the corresponding bin B; has space put w into it.

Otherwise, go to step 1.

We would like to note that choosing random elements of length 10 at the be-
ginning does not affect the representativeness of D. By applying randomly chosen
Whitehead automorphisms we are able to construct elements of various Whitehead

minimal lengths ( defined in [55]). We chose 10 for computational reasons only.

6.3 An iterative clustering procedure

In this section we suggest a general method that can be used to uncover a hidden
structure in a given set of data.

Let D be a given set with a unary predicate P(z). Put
Dy={xeD|Px)=0}, Di={x € D] Px)=1}.

Consider the following task: given sets Dy and D; (or some sample subsets of them)
find some ”interesting” properties of elements from Dy and D;. To put it more
precisely, let f = (fi,..., f.) be a feature vector-function on D. One may view
features f; (and their combinations) as particular properties of elements from D. In
this setting the task above amounts to finding some combinations of the features f;
which describe reasonably big clusters of elements in Dy or in D;.

To solve the task we use the following iterative clustering procedure ICP. Let P

be a particular PR system with the feature vector-function f. For certainty, assume
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that Py is the PR system based on linear regression model with the equal interval

quantizing decision rule.

Step 1. Searching for a cluster.

Take the set D as a training data set for Py and find a corresponding vector of
regression coefficients §. Denote by d(x) = (f(z) the corresponding discriminant
function and by Ry g the corresponding classifier. If there exists a quantizing interval
I (or a sequence of consecutive intervals) such that most of elements x with d(z) € 1
are from the subset D; (i = 1,2) then we say that Rz found a cluster.

In the case that no clusters were found, one may look for new features replacing

the feature vector-function f by a new one.

Step 2. Finding significant features.

Let C; be a cluster found on Step 1. We used the feature vector-function f to
find Cy. It may happen that some of the features in f are essential (significant) for
finding C'; and some of them are not. There are several standard methods to find
significant features for the cluster C} (see [58] for standard tests on significance).

Intuitively, the set of significant features for € gives the combined set of prop-
erties that separates C7 in D. This, in a sense, gives a particular solution to the

task above.

Step 3. Iteration.
Remove the cluster C found on Step 1 from the set D and denote D' = D — (.

Run ICP on the set D’.

After n iterations of ICP one has intervals I, ..., I, clusters C1, ..., C,, sets of
the most significant features gy, ..., g,, vectors of regression coefficients 3y, ..., 3,,
and the corresponding discriminant functions dy,...,d,. One can construct now a

new ”“combined” classifier R as follows. Given x € D compute dy(z). If dy(z) € I

then classify « with respect to Ry, 5,. If € I then compute dy(x) and repeat the
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procedure.

Step 4. Analysis of clusters and features.

Given a cluster C; as above and the corresponding vector of significant features
g; one may try to analyze g; and extract the ”combined meaning” of the features
from g;. This may provide an algebraic hypothesis on the structure of elements from
C;, thus resulting in a sufficient condition for an element x € D to belong to the set
Dy (if C; C Dy) or to the set Dy (if C; C Dy).

Sometimes, such an analysis may provide a good new feature vector, hence a

better classifier.

Step 5 Preprocessing: partitioning the data set D.

It happens sometimes that ICP fails on Step 1 because the linear regression does
not work on the whole set D, but the set D is the union of subsets By, ..., B,, such
that the system Py works quite efficiently on every subset B; producing a regression
coefficient vector 7; with ; # «;. In other words, there is no unique vector of
regression coefficients that works efficiently for all B;’s. In this event one may try
to partition first the set D using some known clustering algorithms and then apply

ICP to each of the obtained clusters.

6.4 Classification by subwords

In this section we illustrate the performance of the iterative clustering procedure on
the PR system P; defined before.

The accuracy of the classifier Ry based on the system Py with the linear re-
gression model is only 55%. The classifier Ry based on the quadratic regression
model has accuracy around 72%. The cubic regression model gives about the same

accuracy measure as the quadratic one. Now we may apply the next step of the
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Figure 6.1: Classification by subwords

iterative clustering procedure.

Figure 6.1 shows the corresponding quantizing intervals and the number of prim-
itive and non-primitive elements in each interval. Omne can notice a subclass of
non-primitive elements in the left part of the figure (before the interval 64), which
is separated perfectly from the rest. This means that the procedure found a first
cluster and Step 1 of the procedure is finished.

On Step 2 the procedure did not reduce the number of features, i.e., all the
features turned out to be equally significant. On Step 3 the procedure removed
these perfectly classified elements from the data set, which resulted in a new data
set. At this point the procedure repeated Step 1 and found another cluster.

The resulting two-step classifier has an improved accuracy of 85%. It happened
that we could repeat this process one more time and the resulting three-step classifier
has accuracy of 88%. Afterward no more clusters of significant size could be found
and the improvement of the accuracy became negligible.

In the Table 6.1 we collected results of experiments with the iterative clustering

procedure on other feature vectors.
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Features After Step 1 | After Step 3
C(w,v) 2% 88%
C(w,y*z) 72% 80%
C(w,y**z) 75% 85%
C(w,y***z) 1% 81%
C(w,y****z) 75% 85%
C(w,y**z) and C(w,y****z) 75% 85%

Table 6.1: Accuracy of classifiers for various subword features.
6.5 Classification by exponents

In this section we demonstrate how ICP may lead one to purely algebraic conjec-
tures. First we introduce new features of the type we have not considered before.

Any word w in F, can be written in one of the following two forms:
w=a"b"a"b"* . .. a" """
o ce
or

_ M1 ,n1pme N2 mg M
w="0"a"b"a"™ ... 0" a" .. .|

where i, k, n;, and m; are non-zero integers. Since a cyclic permutation does not
change the primitiveness of a word, we can always consider that all words in D are

written in the first form. Let us denote a vector of exponents in w by e(w):
e(w) =< ny, My, ... Mg, Mg, ... >

and denote by |e(w)| the length of vector e(w).

D is a finite set and so n;’s can only have a finite number of different values in
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D. Let us denote these values by uy, ..., uy:
ni € {uy, ..., up}.

m;’s can also have only a finite number of different values in D. Let us denote these
by v, ..., v,

m; € {v1, ..., v4}.

Then we define our new features as follows. Feature g; for a word w is the number
of times a occurs with exponent u; in w, where 1 < i < p. Feature h; for a word w
is the number of times b occurs with exponent v; in w, where 1 < j < ¢. These new

features form a new feature vector f”:

1
———— < g1y s Gpy Ry, oo By >
()] =

f(w) =

Applying Step 1 through 4 of ICP using the feature vector f” we can find new
clusters and build a new classifier R¢». However, R;» does not have a better accuracy
than the classifiers from Section 6.4, and so we move to Step 5 of ICP - partitioning
the data set. As mentioned before, in order to do that we can try to run known
clustering algorithms. Alternatively, we can partition D using some simple criteria.
For example, let us forget for a moment whether or not elements in D are primitive,
let n be the number of times letter a occurs in word w divided by the length of
w, let p be the mean value of n computed on the data set D and let Q(w) be the

following;:
L n <y

Q(w) =

0, otherwise.

Using Q(w) we can partition D into two subsets. Now we can apply Step 1 of
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the ICP to both subsets separately. Experiments show that we can find big clusters
in both partitions. In other words, we achieve much better results when compared
to applying Step 1 to the whole data set D. Testing features on significance shows
that in the first partition the most significant features depend only on b, while in the
second partition they depend only on a. Moreover, these features in both partitions
are of the same type and the only difference between them is the letter that they
depend on. At this point we can continue to work with both partitions separately.

However, since automorphism

ar—b
¢ =
b—a
does not change whether or not an element is primitive, we can apply it to all words
in D, join both partitions together and continue working with a single data set.
Applying ¢ proved to be very useful. Clearly we can further modify D by

applying other automorphisms in the hope of achieving better results. We then

further normalize the data set by applying

-1

b—s b1

and cyclic permutations, so that our words will always start with a and end with b.
We can do this since ¢’ or cyclic permutations do not change whether or not a word
is primitive. We will call the normalized data set D’.

Applying IPC to D’ using the feature vector f” showed that there are two most

significant features in our vector. Let us call them f; and fs:

1. fi - the number of times a occurs with exponent 1

2. fo - the number of times a occurs with exponent -1
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Figure 6.2: Classification by using f; and f,

Classifier Ry separated a large subset of non-primitive elements from the rest
of D’ (see the left part of Figure 6.2 ). Let us call this separated part by class C
and the rest of D" by class Cs.

By plotting the values of f; against f; in both classes (see Figures 6.3, 6.4 ) we
can clearly see that the picture for (y is very different from the picture for Cs. The
points of (% lie exactly on one of the axis or extremely close to it. Being on one of
the axis implies that either f; = 0 or fo = 0. In other words, the exponents have
the same sign. On the other hand, the picture for C} shows that exponents in C
do not have the same sign.

Clearly, we found a new piece of information, which we now incorporate into a

new feature:

F 1, if a has the same sign;
3 pu—

0, otherwise.

Experiments show that a single feature f3 performs as well as f; and f, combined.
This demonstrates the process of constructing new features out of the discovered

ones as described in Step 4 of ICP.
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We will also have the same results if we replace a by b in the definition of features

f1, f2, f3. Interestingly enough, we actually found a theorem proved by Nielsen [57]:

Theorem (Nielsen criterion). Let’s consider word w in Fy, which starts
with a’s and ends with b’s but the exponents for a given generator do not all have

the same sign. Then w is not primitive.

Another way to construct new features is to use other representation for words,
for instance the Whitehead graph. The Whitehead graph Wh(w) for word w €
F(zy,...,x,) is constructed as follows. The vertices of Wh(w) correspond to gen-
erators z; and their inverses. For every subword x;z; in w, Wh(w) contains an edge
connecting vertex x; to x;l, for every subword :L’i:c;l in w, Wh(w) contains an edge
connecting vertex z; to x;, and so on.

We can add all properties of the Whitehead graph to our feature vector. Testing
our best features against the new ones will give us another interesting fact. f3
separates a subset of non-primitive elements, which contains more than 99% of all
elements, whose Whitehead graph does not have a cut point. This leads us to

another well known theorem:

Theorem (Whitehead). Let w be a word in Fy. If the Whitehead graph of

w does not have a cut point, w cannot be primitive.



Chapter 7

Attacking Dehornoy forms

7.1 Introduction

In this chapter we experiment with Dehornoy forms for words in a braid group. Our
primary goal is to evaluate how well these forms perform when used for information
hiding.

Section 6.1 gives the necessary background material on Dehornoy forms and
algorithms involved. It also discusses how we generate test data for our experiments,
so that the set of all possible inputs is adequately represented.

Section 7.2 describes our experiments on data leakage. It discussed various
metrics used and concludes on how much information is leaked when Dehornoy
algorithm is used for data hiding.

Section 7.3 contains partial attacks on the first of the two encryption steps of
the AAG crypto-system [62]. This is the step where Dehornoy algorithm is used.
Different attacks are described, each of which pinpointing a possible vulnerability

and suggesting an adjustment of parameters to make the system stronger.

74
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7.1.1 Definitions

In this section we briefly review the necessary material on Dehornoy forms and
specify the forms and algorithms being used in our experiments. For more details

on Dehornoy forms see [59].

Definition. Artin’s braid group B, is the group generated by o1, ...,0,_1 sub-

mitted to the relations
1. 0,0; = 0jo; where |i — j] > 2

2. 0i0i+10; = 0,410,041 for all 7 = 1, e, = 2

Definition. The braid word w is reduced (or in Dehornoy form) either if w is
the nullstring, or if the main generator of w, defined as the generator with lower

index occurring in w, occurs only positively or only negatively.

As showed by Patrick Dehornoy in 1994 [59, 60], computing the Dehornoy form

for braid word w automatically solves the word problem for w:

Proposition. A nonempty reduced braid word cannot be equivalent to the

nullstring.

The process of computing a Dehornoy form for w consists of finding special

subwords in w called handles and deleting them in a systematic way.

Definition. A ¢;-handle is a braid word of the form ojvo;©, where e is +1 or
—1 and the word v contains only generators 0'2:1 with k < j—1or k> j. A main
handle of w is a subword of w that is a g;-handle, where o, is the main generator of

w.

To delete handle ojvo;© one can use a so-called local reduction, which is to apply

in the handle the alphabetical homomorphism ¢;. defined by



76

ot

]P—>5

. +1 —e _+1 ¢
Pie | Oin 0505 05

o oy fork # 5,7 + 1

It is clear that applying local reduction will remove one handle. One can also
see that it might create one or more other handles instead. The authors in [59]
define so-called permissible handles and argue that if only these types of handles are
removed than the process of finding reduced forms will terminate in finitely many
steps.

There are many ways and strategies of computing reduced forms. Obviously, if
one is only interested in solving the word problem for a given word, then it is enough
only to remove the main handles, which lessens the time of the computation. In
this chapter we will use so-called fully reduced forms, i.e. the forms obtained after

all handles have been eliminated. They are more of interest for data hiding, since
e the change to the original word is much greater;
e there are more choices of a paths the computation might follow;
e on average, the resulting word is shorter than the original word;
e these forms are used for data hiding in the AAG crypto-scheme [62].

To compute fully reduced forms we will use a simple, though not necessarily

most efficient, “FullHRed” algorithm from [59].
Algorithm. Repeat the following steps until word w is fully reduced:
1. Remove the leftmost handle of w by applying local reduction.

2. Freely reduce the result.
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7.1.2 Generating test data

The main question here is how to generate test data, which adequately represents
the whole set of possible inputs. Since braid groups are infinite, their elements are
not uniformly distributed. The same problem remains if we replace infinite group
B,, by a ball with a radius k, where k is a big enough number, but not too big to
make practical computations impossible. For details refer to [64] and [65].

In our case the problem is somewhat simpler, since we generate random words,
not elements. In the crypto-schemes [61, 62, 63] the authors randomly generate
words to build public and private keys and therefore our experimenting with random
words is appropriate.

To further simplify the problem, since we are dealing with real life crypto-
schemes, we do know the parameters being used and so, we do not need to deal
with randomly chosen infinite words, but with randomly generated words of partic-
ular lengths, or particular range of lengths.

In order to generate a random word of length [ in a group with n generators, we
use an uniform pseudo-random generator to choose the first letter with a probability
1/2n and all the remaining ones with probability 1/(2n — 1).

To ensure representativeness of the test data set we use the approach suggested

in [51]. Typically we construct data set Sy as a union:

L K
Stest - U U Wi 1 (wi,l € Bn)a

I=11i=1

where L is the maximum length considered and K is the number of words generated
for each length.

As mentioned above we know what L is for our experiments. Also, it is mean-
ingless to start from length 1. A handle may only occur in a word of a length at

least 3. Since we are interested in data hiding, we would like to apply to a word
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more then just a few local reductions, which is impossible for very short words. So,
in our experiments we consider words of length at least 20. The justification for this
is that in real crypto-systems, the Dehornoy algorithm is applied to much longer
words - a few thousand letters long or more.

As of the choice for K, the bigger K we take, the more precision we will have
for the result. On the other hand, we would like K to be as small as possible,
so that the experiments consume less time and therefore allow further bigger scale
experiments to finish in a reasonable time. Typically we are interested in some
numerical characteristic of the set Si.s, which represents a feature either of this set
or the algorithm. Let us call it x(Sis). For instance, in the next section we are
interested in numerical characteristics, such as the average length of fully reduced
words for Si.s or the Hamming distance between words from Si.s; and their reduced
forms. We then fix a small real number € > 0 and pick K as small as possible, such
that any increase of K will imply a change in x(Sjes) within €.

All our experiments show that K = 200 gives us the exact value of x(Sis) that
we consider up to 3 or 4 digits after the decimal point. The further increase of K
results in stabilizing the further digits, but since we consider this precision sufficient,

we choose K = 200 for all experiments. So, finally, we define S;.s to be

Stest = U Uwi,l (wi,l € Bn)a

where [L1, L2] is the range of length that we are interested in.
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7.2 Measuring data leakage

7.2.1 Cyclical Hamming Distance

To analyze how well the Dehornoy form performs when used for data hiding, we will

work with the set of pairs

Sn = {(w?w)}v

where w € Sies, W is the fully reduced form of w, and n is the number of generators
of braid group B,,.1.Here we would like to find out how well the information w is
hidden in its Dehornoy form w, or, in other words, how different is w from w. To
measure this difference we would like to use a numerical characteristic or a metric.
One possible choice is the cyclical Hamming distance between two words - yu, (w, ).

To define p,(w,w), first we modify the words to be of the same length. This
can be done by appending some previously unused symbol (’$’, for example) to the
shorter word as many times as necessary, so that w and w now have the same length
[. Let us define w[i] to be the letter of a word w at position 7, where 1 <4 <[ and

define a new function c¢(i, w,w):

1, ifwli] = wli]
0, ifwli] # wli]

c(i,w, W) :

The Hamming distance d(w,w) is then

d(w,w) = Zc(z,w,w)

=1
The Hamming distance may be able to shed some light on how well w is “hidden”
when taken in its Dehornoy form w. Does w still contain some significant information

on w? In case of words the significant information may mean that w and w share
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a long common subword, which will increase the hamming distance. d(w,w) will
also increase if there are some common letters at the same positions in both words.
Hence, the bigger the Hamming distance between w and w, the more information
leakage we have in its Dehornoy form.

We also need to notice that simply computing d(w,w) may not be enough to
establish if w and w have a common subword. The local reduction process replaces
subwords by subwords, thereby changing the length of the word and shifting parts
of it. In other words, the long common subword may still be there, but it might be
shifted and not accounted for by d(w,w), which works on one position at a time.

To account for the shifts we use the cyclical Hamming distance h(w,w) instead

h(w,w) = max d(w,w),

where S is the set of all cyclical permutation of w.
Dividing h(w,w) by the length of w will give us the characteristic of how many
percents of information from w is being leaked. We will name this characteristic

pp(w, w) and use it to evaluate our experiments:

7.2.2 Experimental data

In addition to data leakage, another interesting question about Dehornoy forms is
their length on average when compared to the length of the original words. This
might also influence the Hamming distance pu,(w,w). For example, if the full De-
hornoy form is to be much shorter than the original word, then obviously puy(w,w)
will be small and somewhat less useful as an information leakage measure. In [59]

the author state that the fully reduced form is usually shorter than the original
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word. Our experiments confirm that fact and show that though the Dehornoy forms
are shorter on average, they are only somewhat shorter.

The table below shows the ratio % for different braid groups with rank n and
different length intervals for w. One can see that in our experiments the lengths
of Dehornoy forms on average lay between 71 and 94 percent of the lengths of the

original words.

Rank n 3 ) 10 15 20 20 80

Length 20 - 50 0.776 | 0.791 | 0.746 | 0.754 | 0.764 | 0.830 | 0.869
Length 20 - 100 | 0.764 | 0.813 | 0.743 | 0.736 | 0.737 | 0.786 | 0.823
Length 100 - 200 | 0.750 | 0.892 | 0.775 | 0.731 | 0.717 | 0.718 | 0.735
Length 100 - 500 | 0.746 | 0.939 | 0.846 | 0.763 | 0.733 | 0.707 | 0.709

Table 7.1: |w|/|w|

Table 7.2 shows the information leakage pp(w,w). At first it seems that the
leakage is simply too big for the Dehornoy forms to be of any use in data hiding.
For example, for n = 80 and length interval 20-50 the leakage approaches 44%,

which means that almost half of w is being leaked!

Rank n 3 ) 10 15 20 50 80

Length 20 - 50 0.314 | 0.270 | 0.246 | 0.256 | 0.267 | 0.358 | 0.438
Length 20 - 100 | 0.271 | 0.225 | 0.185 | 0.182 | 0.185 | 0.235 | 0.282
Length 100 - 200 | 0.207 | 0.165 | 0.107 | 0.090 | 0.082 | 0.079 | 0.085
Length 100 - 500 | 0.186 | 0.150 | 0.090 | 0.070 | 0.061 | 0.050 | 0.050

Table 7.2: pp(w,w)

Such big values for uy(w,w) raise a question: is there problem with the use of
Dehornoy forms for hiding or this values are big for some other reason? Let us
consider the value of py,(w,w) in the top left corner of the table, where the value is
about 31%. Here we have 3 generators and the length of w is between 20 and 50.

Imagine that we don’t compute the Dehornoy form for w, but generate w randomly
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of the same length, independent of the choice of w. What should the value of the
leakage function be in this case? Intuitionally, it seems that this value should be
high, since we only have 3 generators (6 possibilities), both words are short and
since we consider all cyclical permutations and take the maximum value possible, it
seems that the chances are pretty high, that we find a combination in which some
letters will align themselves, increasing the Hamming distance and therefore the
leakage function.

Table 7.3 shows the information leakage (let us call it 7, (w,w)) when w and w
are independently randomly chosen words of the same length. Looking at the top
left corner again we see the value of 32%, which is very close to the 31% value we
had for u,(w,w)! But in this case both words are chosen randomly and information
leakage has no meaning. We can argue then that u,(w, @) does not really show the
information leakage, that the “absolutely no-leakage” values are given by ry,(w,w)
and any deviation from it should constitute a leakage. In other words, the real
leakage is given by py(w,w) — ry(w, W).

To make the value more precise let us remind that the Dehornoy forms are
somewhat shorter than the original words and so computing r; for the words of
the same length is not what we really want. A better way of computing ry,(w,w))
would be generating randomly w of the same length as the Dehornoy form for w.

To conclude, here is the way we use to compute leakage:

1. For each rank n and length interval compute py(w,w) and the length ratio

@] /|w.

2. For each rank n and length interval randomly generate w of length with the

ratio from step 1. Using this new w compute rj,(w,w). Let us call it r}, (w, ).
3. The information leakage is up(w,w) — 7, (w, )

Table 7.4 shows the value for the new leakage function.



Rank n 3 5 10 15 20 20 80

Length 20 - 50 0.317 | 0.221 | 0.141 | 0.110 | 0.094 | 0.057 | 0.045
Length 20 - 100 | 0.295 | 0.204 | 0.128 | 0.099 | 0.084 | 0.050 | 0.039
Length 100 - 200 | 0.256 | 0.171 | 0.103 | 0.078 | 0.064 | 0.037 | 0.028
Length 100 - 500 | 0.237 | 0.156 | 0.092 | 0.068 | 0.056 | 0.031 | 0.023

Table 7.3: r,(w,w)

Rank n 3 5 10 15 20 20 80

Length 20 - 50 0.055 | 0.086 | 0.130 | 0.163 | 0.188 | 0.307 | 0.397
Length 20 - 100 | 0.033 | 0.051 | 0.081 | 0.100 | 0.116 | 0.192 | 0.247
Length 100 - 200 | 0.005 | 0.009 | 0.020 | 0.027 | 0.030 | 0.048 | 0.061
Length 100 - 500 | 0.001 | 0.001 | 0.009 | 0.014 | 0.016 | 0.025 | 0.031

Table 7.4: pp(w,w) — r, (w, )

7.2.3 Levenstein distance
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The cyclical Hamming distance will show if two words share a big common piece.

However, if there are many short common pieces and they are not aligned, we

will need a more “sensitive” metric.

A better choice would be to use a so-called

Levenstein or edit distance between two words. This distance is the minimal number

of operations necessary to rewrite one word into another. Here we will use three

operations: inserting a letter, deleting a letter and replacing a letter by another

letter. Table 7.5 shows the data leakage computed by the algorithm in the previous

section when Levenstein distance is employed. We can see that the values are bigger

than when the Hamming distance is used, showing that the Levenstein distance is

a better measurement of data leakage.

7.2.4 Conclusions

Looking at tables 7.4 and 7.5 one may notice the following:
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Rank n 3 5 10 15 20 20 80

Length 20 - 50 0.140 | 0.232 | 0.380 | 0.468 | 0.534 | 0.735 | 0.815
Length 20 - 100 | 0.101 | 0.172 | 0.299 | 0.376 | 0.432 | 0.631 | 0.724
Length 100 - 200 | 0.046 | 0.080 | 0.172 | 0.230 | 0.273 | 0.428 | 0.522
Length 100 - 500 | 0.031 | 0.051 | 0.121 | 0.175 | 0.213 | 0.338 | 0.411

Table 7.5: up(w,w) — ), (w, W)

1. For a fixed length interval as rank of the group increases, so is the leakage
function. Intuitionally, this is clear - as we have more letters, a randomly
generated word will have fewer handles, therefore the local reduction will apply

a fewer number of times, hence there is more leakage.

2. For a fixed rank and increasing length the leakage function is decreasing.
Again, for the same reason, as the length gets bigger, a randomly generated
word will have more handles and the local reduction will be applied a greater

number of times.

3. The leakage is sufficiently small if a proper length interval is chosen for each
group. For example for n = 3 the words of length 20-100 will have a 3%
leakage, while the words of length 100-500 only 0.1% leakage. For n = 80 in
order to have a 3% leakage, the words must have length 100-500, and if we

need a better data hiding the length must be increased.

7.3 Partial attacks on AAG crypto-system

7.3.1 Decreasing data leakage

Experiments show that the process of rewriting a word into its Dehornoy form is
not uniform, in the sense that some parts of the word get rewritten more times than
others. Generally, most rewriting rules involve letters in the middle of the word and

the beginning and the end of the word do not change as much.
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In the AAG scheme [62] we choose 20 generators for each subgroup, each of
which has length 5. So, totally a subgroup is described by 100 letters. Since the
group has 80 letters, on average every letter occurs approximately 1.2 times in the
description of the subgroup. Therefore, even a single letter is likely to identify a
subgroup generator. In the case that we have not a letter but a longer piece of
a generator left, the identification becomes even easier. Since the beginning of a
password is not being rewritten as well as its middle part, some pieces of generators

might be left and we might be able to identify some initial segment of the password.
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Here is one example of a typical situation:

Subgroup Sx = < a
5)
as
Q4
as
Qg
az
as
ag
a0
a1
a2
a3
Q14
ais
16
aiy
ai1s
a9

20

-1
029045066059 018,
1 -1 -1 -1
013017 043 096 016 »
1 _—1 —1
064 010 05031 068,
-1 _—-1_-1 —1
041 039 027 048030 »
11 -1 _—1_—1
035 066 054 025 O74
-1 1
015014039 021077
-1
063024073053 02,
1 _—1 1 -1
094 Og 062043 Og
1 -1 _-1 -1
078 058 059 Uy 09,
11 -1 —1
079 055 Og1 04903
1 _—1 1
036 019 07037093
—1 -1
077 020057 011016,
-1
043 023075047070,
—1
044034080017079 ,
—1
Og5 061038037038,
1 —1 1
0'42 0'360'5 0'220'2 s
-1 -1 -1 _-1
053065 060 04 075 5
S | 1
053 067 012 01073
-1 1
051025040 056033

1 _—1 -1 —1
O79 04 Ogg 021059 >

Let p be the password, chosen as random word of length 100 in generators of Sy

and let d be its Dehornoy form. Next, we will show the initial segments of p and d,

underlying letters that match. We will also use |’ to separate generators of Sy.
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-1 -1 -1 1 -1 -1 _-1 -1
P = 071091 032014 015 | 044034080017079 | 074025054066035| 079 04 Ogg 021059
-1 -1 -1 -1 -1 -1 -1 _-1 -1
| 074095054066035 | 077 020057 011016 | 06y 019 05031 O6s | 053065 00 04 075
-1 -1 _—-1 -1 1 1 -1 _-1 1 -1 _—-1 _—1 1 _-1_—1 -1
| 053065 060 04 075 | 03 050073 094 O3 | 053065 060 04 075 | Oy 09 Ta7 0us03g

~1 1 -1 -1 _—1_-1 1 -1 _—1_-1_-1_ -1 -1 ~1_-1
0y 050073 024 063 | 09406 062043 076 | Og 037 035 061 065 | 033056 040095 05

~1 -1 -1 -1 _-1| —1_ -1 ~1
043 023075047070 | 053065 00 04 075 | O3 019 07037055 |

—1 -1 _—-1_—1 -1 -1 -1 _—-1_ -1 —1
d= 071044080074025035 034079 04 Ogg 074025077 0200110504 075 04 O75 073079

1 -1 -1 _-1_-1_-1_—-1_-1 1 -1 _-1 1 1 -1 1 1
094 0y 041 039097094 0g 043 076075 Opg Og 038037 040025094 07004 OT75 07034

Looking at the Dehornoy form from left to right we first see o7, which occurs
only in ag'. Next comes 044, which again occurs only in one generator, a;4. The
following ogp also occurs in ay4, which gives us more confidence that in fact the
second five letter word in the password is a;4. The next subword of length two
074095 clearly identifies agl, and so on. The example shows that in this case it is
possible to identify first 19 generators of the password - that is 19% of the key!

Of course, the job is much harder when the key is not available. In a real crypto-
system we only have Dehornoy forms to work with. However, we have twenty
different forms: dy, ..., ds, each containing the password twice. The beginning of
each d; contains pieces of the beginning of p, but also the end of each d; contains
pieces of the beginning of p inversed. So, we have forty different words to work with.
Now one can write a routine, which uses each of the forty words to assign a likely
candidate for the beginning of p and then chooses the most likely candidate overall.
We might not always get 19% as in the example above, but it seems that the first
5-10% of key can be easily identified. It is also easy to modify the genetic algorithm

in section 7.3.2 and use it here.
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Giving attacker 5-10% of the key is of course unacceptable, since it makes easier
to do traffic analysis and in some cases may give the attacker 5-10% of the plaintext.
Naturally, the problem should be not too difficult to fix. For example, one might
try to multiply the password by oy ...0gy from left and right before applying the
Dehornoy algorithm, so that the end points of p get rewritten better. After fixing
this, we will also have a decrease in data leakage, as discussed in section 7.2, since

some of the common pieces get eliminated.

7.3.2 Genetic attack

Given that the password is of length one hundred in the generators of subgroup S
and S, has twenty generators (forty if we count inverses), the brute force attack
would take up to 40'%° operations to break the system. This search space is too
large to enumerate in practice. When we have a situation like this and don’t have
any additional information about the structure of the search space, it can be useful
to try a heuristic search. It might get us closer to the solution or find out something
about the structure, which can be used to develop better deterministic algorithms.

Genetic algorithms is an example of such a heuristic approach and we applied
them successfully to a number of problems in group theory. Genetic algorithm works
with a population (an array) of candidate solutions. This candidates are evaluated
by some fitness criterion (a fitness function). The fitter a candidate is the better is
the probability of it to be chosen for reproduction (or to stay in the population).
Chosen candidates exchange information, which is called crossover, and are subject
to a random change - mutation. This process repeats itself until a solution is found.

For this problem our population is an array of fifty words - candidate passwords,
which are chosen randomly at the beginning: xq, ..., x50.

To evaluate fitness of a candidate we compute all twenty Dehornoy forms for it:

dy, ..., dy and compare them with the Dehornoy forms for the password: dy, . . . , dao.
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The fitness f(z;) is then:

flx:) = Z L(d;, d;),

where L(wy,ws) is the Levenstein distance between words wy and ws.

We implement crossover by performing exchange of letters between words, where
positions and the number of exchanges are chosen randomly.

Mutations are random changes is words. Through the process of improving the

algorithm the following mutations have proved useful:

changing, deleting or inserting a letter in a word;

swapping two letters at random positions;

freely reducing a word;

inserting a trivial pair at a random position.

A genetic algorithm like this successfully reverses the password for a reduced
version of the crypto-system. If the key’s length is 25% of the recommended key
length, then the algorithm terminates and reverses the password for most inputs.
The average time of the computation is about ten minutes on an average PC, which
is an exceptional performance, since the brute-force approach will still need 40%°
iterations, which is impossible to do.

The good performance of a genetic algorithm hints about a hidden structure
in the search space. An effort to use pattern recognition techniques to uncover
this structure is currently under way. Every bit of information uncovered can be
possibly used to improve the genetic algorithm by using this information in a fitness
function or in genetic operators. For example, using the pattern described in the
next section and other information in this section, we improved the algorithm, which

now recovers keys of 35% of the recommended key length.
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7.3.3 Search space reduction

This attack is based on another non-uniformity of the Dehornoy algorithm, ex-
posed by experiments. Let’s generate subgroups Sx =< ay,...,as > and S =<
by, ...,by >, where each a; and b; has length five and a password p of length one

hundred in generators of S4. In the crypto-system, we compute Dehornoy forms

d; = pbip_17
where ¢ = 1,...,20. d;’s are public information and we would like to recover p by
investigating them.
p can be rewritten in terms of the generators of the group Bg; =< 071, ...,08) >.

For p we can build a table of exponents - for each o; we count the number of times
0,; occurs in p with a positive power and the number of times o; occurs in p with
a negative power. Since p is generated randomly, we won’t find any interesting
structure in the table of exponents. Now, let’s compute d;’s and build their tables
of exponents. Here’s an example of the table for d;, where b; = 07208’0104106021 (we

denote all non-zero exponents by "*'):

Range # positive exponents | # negative exponents
O1y...,01 0 0
092,...,011 * *
012,...,018 0 0
019,...,097 * *
0928,...,033 0 0
034y..-,044 * *
045, ...,067 0 0
068, ---,080 * *

Table 7.6: Exponents in d;

We immediately see that the table has a very particular structure - there are

some ranges of ¢;’s with non-zero exponents separated by ranges of zeroes. In fact,
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each letter in b; has a somewhat “narrow” non-zero range around it. This lead us
to the idea that perhaps the occurrence of each letter in d;’s is determined by only
a ‘narrow” range of letters in p, and not by all letters in p, which would reduce the
size of the search space.

Let’s call by E(w, k1, ks) a word computed from word w by deleting all letters
0%, where k is not in the range ki, ko. Experiments show that in most cases there
exist a “small” €, such that F(d;, k1, ks) can be computed from E(p, k; — e, ks + €).
Therefore, we can compute pieces of d;’s separately and then combine them together
to compute d;’s. More importantly, in reverse, it means that we can compute pieces
of the password separately and then combine then to compute the password.

We reduced the original task to solving two tasks of a reduced size. However

this reduction is not enough for the genetic algorithm from section 7.3.2 to achieve

a full break.



Chapter 8

Key hiding

8.1 Introduction

In this chapter we introduce a key hiding method, which is based on Dehornoy
forms in braid groups. The general idea is to replace 3DES keys by subroutines
that compute them. We will demonstrate that keys do not appear in the code, in
fact they do not even appear in memory at run time and an attacker could hope
to extract only their pieces. Because there is no absolute defense against hackers,
we could only hope to make this “piece extraction” more difficult. We discuss the
ways we make the debugging difficult. In addition the system is built in such a way
that breaking one copy of software would not necessarily mean that all copies are
broken, as key hiding method behavior will vary depending on the key.

As for the cryptanalytic attacks, we argue that breaking this system would mean
inverting an one-way function. We refer to Section 7.1.1 for the theoretical back-
ground necessary for understanding the system. Here we describe how the system
works as well as practical problems, such as improving performance. We also demon-

strate that the overhead on 3DES encryption/decryption is reasonable enough.
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8.2 The key hiding scheme

8.2.1 Modifications in the 3DES algorithm

The 3DES algorithm performs a three step encryption/decryption by using the DES
algorithm. On each step a DES key is being used. Let us call these keys K7, Ky and
K3. In the test version of the Umbanet software for which this key hiding scheme
is written, the keys Ki, Ky and K3 are chosen independently and therefore have
different values.

Looking inside the DES algorithm, one might notice that key K; is being used
to generate 16 subkeys. These subkeys are then used to encrypt and decrypt data.
After each subkey is used DES also performs XOR as well as other math operations
on the data. 3DES will have total of 48 subkeys, which we will call ki, ..., kys.

The first step of the key hiding method is to modify the 3DES algorithm, so
that all subkey names are explicitly present in the program. In other words, one
will need to replace “for” loops by repetition of the code. For example, for a single

run of DES, replace

for( int i = 0; i < 16; ++i ) {

encryptWithSubkey (k;) ;

encryptWithSubkey (k) ;

encryptWithSubkey (k2) ;
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encryptWithSubkey (kig) ;

The second step of the key hiding method is to replace all identifiers kq, ..., kug
by a call to a corresponding hiding function ki(), ..., kss(). We will define a hiding
function as a C++ function (or a function in any other programming language),
which performs a number of math operations and returns the value of the subkey that
corresponds to its name. For example, function k;() returns the value of subkey &,
function ko() returns the value of subkey ks and so on. A hiding function computes
a key as opposed to containing a key.

These hiding functions are generated by executable kh.exe and will be described
further in this section. In addition, k;(),..., kss() are defined as inlined (macro-
substitutions). In other words, once the encryption/decryption code is compiled,
it will contain function bodies instead of function calls. We may also consider to

define encryptWithSubkey() functions as inlined.

At this point we achieved the following:
e The encryption/decryption 3DES key is not present in the code (key hiding).

e Not only the key is not present in the code, but the 48 subkeys, from which
the key can be reconstructed, are also not present in the code. What we have
instead is pieces of math code, which compute the subkeys. So, subkeys are

only present in memory at the time of encryption/decryption.

e The compiled code for the 3DES algorithm becomes a long chain of math
operations, in which it becomes difficult to distinguish between a computation

of a subkey and 3DES encryption with that subkey. In other words, it even
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becomes difficult to extract subkeys from memory. An additional difficulty
comes from the fact that hiding functions might have different lengths, which
depend on the subkey, and might contain math code, which looks like 3DES

encryption code.

8.2.2 Generating hiding functions

kh.exe generates hiding functions for each given subkey. This process consists of the

following steps:

Step 1. A subkey, which is a 48 bit integer, is converted to a word w in a chosen
braid group B,.

There is of course a variety of ways in which this can be done. Also, if we would
like to make the key hiding algorithm harder to break, we could choose B, and
generate w using the same parameters as recommended by the AAG crypto-system
(see [62]) of even stronger. In the current implementation we used weaker parameters
than in the AAG, though of course, one can easily specify different parameters in
the source code.

Here’s how we generate w. The group we are working with is Bj, which means
that we have 5 generators and 5 inverses. The first 32 bits of the subkey is used to
generate word a and the last 16 bits are used to generate word b. These words are

generated as follows:
e cach bit corresponds to a letter in By or its inverse;

e if a bit has value 1 it is converted to a randomly chosen (by uniform pseudo-

random number generator) letter in Bs;

e if a bit has value 0 it is converted to a randomly chosen inverse of a letter in

Bs;
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We apply the rules above to the bits from left to right. At the end we will have
word a of length 32 and word b of length 16. Then we construct word w as the

product:

w=a"'ba

w is constructed in a similar way to the AAG scheme in order to increase the
number of handles, or in other words, to ensure that w is well scrambled by the

Dehornoy algorithm used in the next step.

Step 2. A Dehornoy form of w (see section 7.1.1) is computed. Let us call it d

and the sequence of rewriting rules from w to d by D:

D = (11,79, ...y Tn)

Next we can compute the reverse of each of the rewriting rule and therefore
compute the reverse sequence, which can rewrite d into w. Let us call the reverse

sequence D1

D' = (r_l ...,7“1_1)

n

Step 3. Function k;() is generated.
k;() does the following:

1. keeps the value d;
2. applies D! to d, therefore computing w;

3. converts w to the value of k; (the reverse of the algorithm from Step 1) and

returns it.
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8.2.3 Security of the key hiding method

In section 8.2.1 we discussed the measures taken to make it difficult for a hacker to
debug the encryption/decryption routine in order to recover hidden keys. Here we
would like to say a few words about how strong the system is against cryptanalysis.

In essence the strength of the system is based on the fact that inverting Dehornoy
form would mean an inverting an one-way function. We were able to invert a
sequence of Dehornoy rewriting rules only because we had the sequence itself, i.e.
the sequence, which takes w to d. We just followed one particular path in a tree of
all possible paths. If, however, we are just given w and d, then finding a way from
d to w by brute force would mean traversing all possible paths. Let us estimate the
size of such a tree.

Let us consider a word w of length [ in a braid group with n generators. The
Dehornoy algorithm removes handles. The number of handles removed for the words
of the form used in this scheme is about O(l) [68]. Going back from d to w we will
need to insert handles. Inserting one handle would mean choosing a position for
the first letter of the handle, a position for the last letter of the handle and the
first letter of the handle. This would mean O(I?n) possibilities. Traversing all paths
of length O(I) would mean enumerating O((I?n)!) possibilities. For the parameters
similar to the parameters of the AAG scheme this value is at least 109, and even
for much weaker parameters used in the current implementation, this value is at
least 10'%° - quite impossible to enumerate.

Of course, the brute force attack is not the only attack possible. However,
choosing parameters similar to a known crypto-system like the AAG crypto-system
[62], we can make sure that our system is at least as strong. There are, in fact,
number of attacks on the AAG crypto-system [66, 67]. However these attacks only
challenge some particular parameters and the system itself is still not broken.

In addition, we would like to refer to [68] for the evaluation on how well the data
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is scrambled by the Dehornoy algorithm and how large is its data leakage.

8.2.4 Improving performance

The Dehornoy algorithm is very efficient in practice [59], however it may not be
efficient enough if we run it every time we need access to a subkey. For example, to
encrypt 1 MB of data we will need to recompute 8 million subkeys. This will put a
large overhead on the encryption time, where the latter needs to be not more than
a few seconds. To improve the performance, we can use only a subset of Dehornoy
rules, say 30, instead of the full sequence from w to d. And we can further optimize
the execution of these rules.

A more dramatic improvement in performance can be achieved if we recompute
the subkeys only a portion of the time instead of every time when we need them.
In the mean time the subkeys can be kept in memory. The current implementation
supports two ways, in which this can be done. One way is to recompute the subkeys
only once per n DES blocks, the other is to recompute them every ¢ seconds. The
current parameters are 2048 blocks and 0.1 seconds. After 0.1 seconds are expired
or 2048 block have been encrypted the subkeys will be recomputed and stored in
a different memory location. The experiments with a variety of different file sizes
showed that the encryption time increases by no more than 10% if this key hiding

method is used.
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