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Abstract

Design and Analysis of WPAN Mesh with a Case Study of 802.15.5
Rui Zhang

Advisor: Prof Myung J.Lee

Since the IEEE 802.15.4 has been introduced and widely used as PHY/MAC layer for
wireless mesh network and wireless personal area network(WPAN Mesh), the challenge
of wireless mesh networks has been sifted to upper layer as traditional network architec-
ture can not meet the requirements posted by wireless mesh networks. Although a lot of
research efforts have been put into this area, there is still big gap between theoretical work
and industry realization. The motivation of this thesis is to propose the solution that can
leverage the real industry application capability of wireless mesh networks and provide
the guideline to the next generation wireless mesh network design and implementation.

The topics of this thesis will address both networking and transportation layer chal-
lenges. First, we will present the IEEE 802.15.5, the industrial standard mainly developed
by our lab which provides mesh capability for wireless personal area network (WPAN)
devices. This thesis will focus on the low rate part of IEEE 802.15.5 which uses IEEE
802.15.4 as PHY/MAC standard. We will present the mandatory function design of IEEE
802.15.5, the contents include network formation, addressing scheme, link state informa-

tion exchange and routing. Finally, the prototype implementation in the test-bed will be

v



illustrated to demonstrate that the IEEE 802.15.5 will serve well for wireless personal
area networks and wireless sensor networks.

The second part of thesis continue and enhance the works of IEEE 802.15.5, we fur-
ther explore the fundamental capability of IEEE 8021.5.5 by providing a comprehensive
analysis of IEEE 802.15.5. We will use four different performance metrics to calibrate the
networking layer performance: scalability in view of memory space and energy consump-
tion for routing establishment, fault tolerance represented by the node degree of next hop
choices and Mean time to failure of routing path, routing path length compared with the
shortest route, and the overhead associated with a mobility support. We will compare the
performance of IEEE 802.15.5 with those of Zigbee PRO and the tree based scheme show
the consistent superior performances of IEEE 802.15.5

The third part of thesis extends the IEEE 802.15.5 to address mobility case. We will
first present the mobility support scheme in IEEE 802.15.5 and propose a distributed
mobility support scheme for general wireless sensor networks. Evaluation is preformed
and the results confirm the cost efficiency of proposed scheme.

The fourth part of thesis switch the focus to transportation layer, in which we target
the most widely used TCP in wireless mesh network scenario. Instead of designing a new
TCP algorithm customized to wireless mesh networks, we will propose Correlation-TCP,
a TCP scheme based on TCP Newreno with an additional function which adjusts the TCP
congestion window size based on correlation of congestion window size and RTT. The
advantage of this new design lies in that the proposed TCP is compatible and fairly share
bandwidth with current TCP algorithms in general wired Internets while has a much better
performance in wireless mesh networks. Moreover, Correlation-TCP has the flexibility to
meet various application layer requirements by tuning its parameters.

Final part of this thesis will conclude the thesis and provide future works.
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Chapter 1

Introduction

1.1 Wireless Mesh/Sensor Networks

As the wireless communication technology emerged, devices with different wireless com-
munication technology have been widely used in everyday life. Those large number of
wireless device consist of different wireless network, such as most popular cellular net-
works and wireless LAN (WLAN). As various wireless networks evolve into the next
generation to provide better services, a key technology, wireless mesh networks (WMNSs),
has emerged recently. Wireless mesh networks is a communications network made up of
radio nodes organized in a mesh topology. The coverage area of the radio nodes working
as a single network is sometimes called a mesh cloud. Access to this mesh cloud is de-
pendent on the radio nodes working in harmony with each other to create a radio network.
It is a dynamically self-organized and self-configured, with the nodes in the network au-
tomatically establishing and maintaining mesh connectivity among themselves (creating,
in effect, an ad hoc network).

Most Wireless Mesh networks(WMNs) work based on the current existing PHY and
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MAC. And they actually build a mesh layer on the MAC and PHY to mesh all wireless
nodes which operate their own PHY and MAC standard. Right now, a number of new
standards are under development in IEEE 802. These standards foresee the integration of
routing and frame forwarding into the MAC layer, so that they operate transparently from
the perspective of higher layers. To differentiate layer 3 (IP) from layer 2 (MAC)-based
wireless routing, the latter one is denoted as path selection. Therefore, an IEEE 802 WMN
appears as a single logical broadcast domain, and Address Resolution Protocol (ARP),
Dynamic Host Configuration Protocol (DHCP), Spanning Tree, and any other layer 3
protocol can be supported. Furthermore, the MAC layer has the required information on
the wireless medium. Thus, seamless WMN solutions have the ability to operate more
efficiently than IP-based WMNs. Currently, 802.15.5 [4] and 802.11s [5] develop WMN
solutions for wireless personal area networks (WPANSs) and wireless local area networks

(WLAN), respectively.

1.2 Challenge and Research Topics

As we have seen, the wireless mesh networks bring a new technology while new chal-
lenges other than traditional networks and. We briefly list some challenges for the re-

search in Wireless Mesh Networks:
e Physical layer issues

Some advanced physical- layer techniques have been available for WMNs. Wireless
radios of existing WMNs are able to support multiple transmission rates by a combina-
tion of different modulation and coding rates. With such modes, adaptive error resilience

can be provided through link adaptation. Schemes such as orthogonal frequency multiple
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access (OFDM) and ultra-wide band (UWB) techniques are being used to support high-
speed transmissions. In order to further increase capacity and mitigate the impairment by
fading, delay-spread, and co-channel interference, multi-antenna systems such as antenna
diversity, smart antenna, and MIMO systems, have been proposed for wireless commu-
nications. Although these physical-layer techniques are also desired by other wireless
networks, it is a more challenging problem to develop such techniques for WMNs. For
example, mesh networking among multiple nodes makes the system model much more
complicated than that of a conventional MIMO system in wireless LANs or cellular net-
works.

Open issues in the physical layer are twofold:

1. It is necessary to further improve the transmission rate and the performance of
physical-layer techniques. New wideband transmission schemes other than OFDM
or UWB are needed in order to achieve higher transmission rate in a larger- area
network. Multiple-antenna systems have been researched for years. However, their
complexity and cost are still too high to be widely accepted for commercialization.
Frequency-agile techniques are still in their early phase, and tremendous research

efforts are needed before they can be accepted for commercial use.

2. To best utilize the advanced features provided by the physical layer, higher-layer
protocols, especially MAC protocols, need to work interactively with the physical
layer. Consequently, some components in the physical layer must be designed in
a way that higher layers can access or control them. This makes hardware design
more challenging and also motivates the innovation of low-cost software radio tech-

niques.

e MAC layer issues
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There exist differences between the MAC in WMNSs and the classical counterparts for

wireless networks:

1. MAC for WMN:ss is concerned with more than one-hop communication.

2. MAC is distributed, needs to be collaborative, and works for multipoint-to-multipoint

communication.

3. Network self-organization is needed for better collaboration between neighboring

nodes and nodes in multi-hop distances.

4. Mobility is low but still affects the performance of MAC.A MAC protocol for
WMNSs can be designed to work on a single channel or multiple channels simul-

taneously.

There exist the following major challenging issues.

1. Scalable MAC. To the best of our knowledge, the scalability issue in multi-hop ad
hoc networks has not been fully solved yet. Most existing MAC protocols only
solve partial problems of the overall issue, but raise other problems. To make the
MAC protocol really scalable, new distributed and collaborative schemes must be
proposed to ensure that network performance (e.g., throughput and even QoS pa-
rameters such as delay and delay jitter) will not degrade as network size increases.
It is obvious that a multi-channel MAC protocol can achieve higher throughput than
a singlechannel MAC. However, to really achieve spectrum efficiency and improve
the per-channel throughput, the scalable MAC protocol needs to consider the over-
all performance improvement in multiple channels. Thus, developing a scalable

multi-channel MAC is a more challenging task than a single-channel MAC.
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2. MAC/Physical Cross-Layer Design. When advanced physical layer techniques,
such as MIMO and cognitive radios, are used, novel MAC protocols, especially
multi-channel MAC, need to be proposed to utilize the agility provided by the phys-

ical layer.

3. Network Integration in the MAC Layer. Mesh routers in WMNSs are responsible for
the integration of various wireless technologies. Thus, advanced bridging functions
must be developed in the MAC layer so that different wireless radios, such as IEEE
802.11, 802.16, 802.15, etc., can seamlessly work together. econfigurable/software
radios and the related radio resource management schemes may be the ultimate

solution to these bridging functions.

e Network layer (routing) issues

Despite the availability of many routing protocols for ad hoc networks, the design of
routing protocols for WMNs is still an active research area. We believe that an optimal

routing protocol for WMNs must capture the following features:

1. Multiple Performance Metrics. Many existing routing protocols use minimum hop-
count as a performance metric to select the routing path. This has been demon-

strated to be ineffective in many situations.

2. Scalability. Setting up or maintaining a routing path in a very large wireless network
may take a long time. Thus, it is critical to have a scalable routing protocol in

WMN:E.

3. Robustness. To avoid service disruption, WMNs must be robust to link failures or

congestion. Routing protocols also need to perform load balancing.
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4. Efficient Routing with Mesh Infrastructure. Considering the minimal mobility and
no constraints on power consumption in mesh routers, the routing protocol in mesh
routers is expected to be much simpler than ad hoc network routing protocols. With
the mesh infrastructure provided by mesh routers, the routing protocol for mesh
clients can also be made simple. Existing routing protocols for ad hoc networks
have already considered some of these features. However, none of them has cap-
tured all of these features, so routing algorithms targeted for wireless mesh net-

works are desired.

For a routing protocol of WMNS, several research issues still remain unresolved.

1. Scalability. Hierarchical routing protocols can only partially solve this problem due
to their complexity and difficulty of management. Geographic routing relies on the
GPS or similar positioning technologies, which increases cost and complexity of

WMNs. Thus, new scalable routing protocols need to be developed.

2. Better Performance Metrics. New performance metrics need to be developed. Also,
it is necessary to integrate multiple performance metrics into a routing protocol so

that the optimal overall performance is achieved.

3. Routing/MAC Cross-Layer Design. A routing protocol needs to interact with the
MAC layer in order to improve its performance. Adopting multiple performance
metrics from layer-2 into routing protocols is an example. However, interaction
between MAC and routing layers is so close that merely exchanging parameters
between them is not adequate. Merging certain functions of MAC and routing

protocols is a promising approach.

4. Efficient Mesh Routing. With the mesh infrastructure, a much simpler and more
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efficient routing protocol than an ad hoc network routing protocol needs to be de-

veloped for WMNGs.

e Transportation layer issues

To date, no transport protocol has been proposed specifically for WMNSs. However,
a large number of transport protocols are available for ad hoc networks. Studying these
protocols helps in the design of transport protocols for WMNs. Different transport proto-
cols are needed for non-real-time and real-time traffic. Reliable transport protocols can be
further classified into two types: TCP variants and new transport protocols. TCP variants

improve the performance of the classical TCPs by tackling the following problems:

1. Non-Congestion Packet Losses. The classical TCPs do not differentiate conges-
tion and non-congestion losses. As a result, when non-congestion losses occur, the
network throughput quickly drops due to unnecessary congestion avoidance. In ad-
dition, when wireless channels return to normal operation, the classical TCP cannot
be recovered quickly. A feedback mechanism can be used to differentiate different

packet losses.

2. Unknown Link Failure. Link failure occurs frequently in mobile ad hoc networks,
since all nodes are mobile. As far as WMNSs are concerned, link failure is not as
critical as in mobile ad hoc networks, because the WMN infrastructure avoids the
issue of single-point-of-failure. However, due to wireless channels and mobility
in mesh clients, link failure may still happen. To enhance TCP performance, link

failure needs to be detected.

3. Network Asymmetry. Network asymmetry is defined as the situation in which the

forward direction of a network is significantly different from the reverse direction
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in terms of bandwidth, loss rate, and latency. Thus, it impacts the transmission of
ACKs. Since TCP is critically dependent on ACK, its performance can be severely
degraded by network asymmetry. Although schemes such as ACK filtering, ACK
congestion control, etc. help to solve the network asymmetry problem, whether

they are applicable to WMNs needs investigation.

4. Large RTT Variations. Considering mobility, variable link quality, fluctuating traffic
load, and other factors in WMNSs, the change of routing path may be frequent and
may cause large variations of RTT. This will degrade the TCP performance, because

the normal operation of TCP relies on a smooth measurement of RTT.

To further improve performance of transport protocols, researchers have started to
develop entirely new transport protocols. However, for WMNs an entirely new transport
protocol is not a favorable solution. WMNSs will be integrated with the Internet and many
other wireless networks, and thus transport protocols for WMNs need to be compatible
with TCPs.

For reliable transport in WMNSs, in addition to better solutions to the above mentioned

problems, several other issues need further investigation.

1. Cross-layer Solution to Network Asymmetry. All problems of TCP performance
degradation are actually related to protocols in the lower layers. For example, it is
the routing protocol that determines the path for both TCP data and ACK packets.
To avoid asymmetry between data and ACK packets, it is desired that a routing
protocol selects an optimal path for both data and ACK packets. Moreover, the
link-layer performance directly impacts the packet loss ratio. In order to reduce the
possibility of network asymmetry, MAC and error control need to treat TCP data

and ACK packets differently.
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2. Adaptive TCP. WMNSs will also be integrated with the Internet and various wire-
less networks such as IEEE 802.11, 802.16, 802.15, etc. The heterogeneity among
these networks renders the same TCP ineffective for all networks. Applying differ-
ent TCPs in different networks is a complicated and costly approach. As a result,
adaptive TCP is the most promising solution. Thus, adaptive transport protocols
need to be proposed for WMNSs. For real-time transport, entirely new RCPs need to
be developed by considering the features of WMNSs. In addition, new loss differen-
tiation schemes must be developed to work together with RCPs. Since WMNs will
be integrated with various wireless networks and the Internet, adaptive rate control

protocols are also needed.

e Network management

Many management functions are needed to maintain the appropriate operation of WMN:ss.
Here we just list one major network management issue: Mobility Management. A dis-
tributed mobility management scheme is needed for WMNs. However, because of the
existence of a backbone network, a distributed scheme for WMNs can be simpler than
that for mobile ad hoc networks. How to take advantage of the network backbone to
design a lightweight distributed mobility management scheme for WMNs needs further
investigation. Mobility management is closely related to multiple layers of network pro-
tocols, so developing multi-layer mobility management schemes is another interesting
research topic. Location service is a desired feature by WMNs. Location information
can enhance the performance of MAC and routing protocols, and it can help to develop
promising location related applications. Proposing accurate or efficient algorithms for

location service is still an open research topic.
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1.3 Industrial Standard Activities

1.3.1 IEEE 802.15.4

A milestone of the development of wireless Mesh PAN networks(WPAN Mesh) and Wire-
less Sensor networks(WSNs) is the release of IEEE 802.15.4 standard[2] in 2003. IEEE
802.15.4 is the first global standard for wireless personal area networks and wireless sen-
sor networks (simply referred to as wireless sensor networks hereafter).

IEEE standard 802.15.4 intends to offer the fundamental lower network layers of a
type of wireless personal area network (WPAN) which focuses on low-cost, low-speed
ubiquitous communication between devices (in contrast with other, more end user-oriented
approaches, such as Wi-Fi). The emphasis is on very low cost communication of nearby
devices with little to no underlying infrastructure, intending to exploit this to lower power
consumption even more.

The basic framework conceives a 10-meter communications range with a transfer rate
of 250 kbit/s. Tradeoffs are possible to favor more radically embedded devices with even
lower power requirements, through the definition of not one, but several physical layers.
Lower transfer rates of 20 and 40 kbit/s were initially defined, with the 100 kbit/s rate
being added in the current revision. Figure 1.1 shows the IEEE 802.15.4 radio range and
power consumption compared with other standards. Devices are conceived to interact
with each other over a conceptually simple wireless network. The definition of the net-
work layers is based on the OSI model; although only the lower layers are defined in the
standard, interaction with upper layers is intended, possibly using a IEEE 802.2 logical
link control sublayer accessing the MAC through a convergence sublayer. Implementa-

tions may rely on external devices or be purely embedded, self-functioning devices.
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WWAN
' IEEE 802.20
E‘J WMAN
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Figure 1.1: IEEE 802.15.4 radio range and power consumption compared with other
standards.

e PHY Layer: The physical layer (PHY) ultimately provides the data transmission
service, as well as the interface to the physical layer management entity, which
offers access to every layer management function and maintains a database of in-
formation on related personal area networks. Thus, the PHY manages the physical
RF transceiver and performs channel selection and energy and signal management
functions. It operates on one of three possible unlicensed frequency bands: 868.0-
868.6 MHz: Europe, allows one communication channel. 902-928 MHz: North
America, up to ten channels, extended to thirty. 2400-2483.5 MHz: worldwide use,
up to sixteen channels. Direct sequence spread spectrum (DSSS) technique and
0O-QPSK modulation are used in PHY layer, which can support up to 250K bps

rate.

e MAC Layer: The medium access control (MAC) enables the transmission of MAC
frames through the use of the physical channel. IEEE 802.15.4 provides two dif-

ferent MAC schemes: Beacon enabled and Non-Beacon mode. The first mode en-
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able MAC beacon signal to provide the time slot and TDMA based communication.

While Non-Beacon mode uses CSMA/CA to random access channel.

As a Physical layer and MAC sublayer standard, IEEE 802.15.4 does not specify how
to provision multi-hop routing (a.k.a. meshing) capabilities for wireless sensor networks,
assuming it is the task of upper layers. Several other industrial standards organizations
also come into play to support mesh functions on top of IEEE 802.15.4. We will briefly

go through several widely used ones.

1.3.2 Zigbee(PRO)

ZigBee[5], an industrial alliance, is among the first who have been working on upper
layers to provide multi-hop routing functionalities for wireless sensor networks.

ZigBee is a specification for a suite of high level communication protocols using small,
low-power digital radios based on the IEEE 802.15.4 standard for Low-Rate Wireless Per-
sonal Area Networks (LR-WPANSs), such as wireless light switches with lamps, electri-
cal meters with in-home-displays, consumer electronics equipment via short-range radio
needing low rates of data transfer. The technology defined by the ZigBee specification
is intended to be simpler and less expensive than other WPANS, such as Bluetooth, and
provide the mesh capability to extend the coverage of network.

There are three different types of ZigBee devices:

e ZigBee coordinator (ZC): The most capable device, the coordinator forms the root
of the network tree and might bridge to other networks. There is exactly one ZigBee
coordinator in each network since it is the device that started the network originally.
It is able to store information about the network, including acting as the Trust Center

and repository for security keys.
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Figure 1.2: Zigbee Network topologies: Star, Cluster Tree and Mesh.

e ZigBee Router (ZR): As well as running an application function, a router can act as

an intermediate router, passing on data from other devices.

e ZigBee End Device (ZED): Contains just enough functionality to talk to the parent
node (either the coordinator or a router); it cannot relay data from other devices.
This relationship allows the node to be asleep a significant amount of the time
thereby giving long battery life. A ZED requires the least amount of memory, and

therefore can be less expensive to manufacture than a ZR or ZC.

Zigbee network supports three different topologies. Figure 1.2 shows three fundamen-
tal topologies of zigbee networks: Star, Cluster Tree and Mesh. Star topology define the
one hop network architecture which is similar to bluetooth and Wifi network, but with a
much lower data rate and power consumption. In the meantime, Cluster Tree and Mesh
topologies and multi-hop and they are unique for Zigbee.

ZigBee is based upon stack architecture that resembles standard OSI seven-layer
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Figure 1.3: ZigBee Stack Architecture.

model but defines only those layers relevant to achieving functionality in the intended
scope. Figure 1.3 illustrates the Zigbee stack architecture. The ZigBee stack architecture
is made up of a set of blocks called layers. Each layer performs a specific set of services
for the layer above: a data entity provides a data transmission service and a management
entity provides all other services. Each service entity exposes an interface to the upper
layer through a service access point (SAP), and each SAP supports a number of service
primitives to achieve the required functionality. IEEE 802.15.4 standard defines the lower
two layers: the physical (PHY) layer and the medium access control (MAC) sub-layer.
The ZigBee Alliance builds on this foundation by providing the network (NWK) layer
and the framework for the application layer, which includes the application support (APS)
sub-layer, the ZigBee device object (ZDO) and the manufacturer-defined application ob-
jects.

The responsibilities of the ZigBee NWK layer include mechanisms used to join and

leave a network, to apply security to frames and to route frames to their intended desti-
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nations. In addition, the discovery and maintenance of routes between devices devolve
to the NWK layer. Also the discovery of one-hop neighbors and the storing of perti-
nent neighbor information are performed by the NWK layer. The NWK layer of a Zig-
Bee coordinator is responsible for starting a new network, when appropriate, and assign-
ing addresses to newly associated devices. For more information about the NWK layer
please refer to document of ZigBee specification v.1.0. The ZigBee application layer
consists of the APS sub-layer, the ZDO (containing the ZDO management plane), and
the manufacturer-defined application objects. The responsibilities of the APS sub-layer
include maintaining tables for binding, which is the ability to match two devices together
based on their services and their needs, and forwarding messages between bound devices.
The responsibilities of the ZDO include defining the role of the device within the network
(e.g., ZigBee coordinator or end device), discovering devices on the network and deter-
mining which application services they provide, initiating and/or responding to binding
requests and establishing a secure relationship between network devices.

Zigbee application level Standards were custom-designed by industry experts to meet
the specific market needs of businesses and consumers. These standards give product
manufacturers a straightforward way to help their customers gain greater control of, and
even improve, everyday activities. They take full advantage of ZigBee’s many strengths so
products using ZigBee low-power wireless standards can be easily installed and allowed
to run on harvested energy or batteries for years. This simplicity makes them easy to use
and gives consumers and businesses the tools they need to have greener homes and offices.

The major Zigbee application level Standards include the following:

e ZigBee Building Automation (Efficient commercial spaces): It offers a global stan-

dard for interoperable products enabling the secure and reliable monitoring and
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control of commercial building systems. It is the only BACnet03 approved wire-
less standard for commercial buildings. Owners, operators and tenants can benefit
from increased energy savings and ensure the lowest lifecycle costs with this green
and easy-to-install robust wireless network. By using ZigBee Building Automa-
tion products in your building, you can even qualify for LEED credits because you

reduce or even eliminate wiring and conduit.

e ZigBee Remote Control (Advanced remote controls): It provides a global standard
for advanced, greener and easy-to-use RF remotes that removes line-of-sight re-
strictions while also delivering two-way communication, longer range of use and
extended battery life. It was designed for a variety of consumer electronic devices
including HDTYV, home theater equipment, set-top boxes and other audio equip-

ment.

o ZigBee Smart Energy (Home energy savings): It provides interoperable products
that monitor, control, inform and automate the delivery and use of energy and water.
It helps create greener homes by giving consumers the information and automation

needed to easily reduce their consumption and save money, too.

e ZigBee Health Care (Health and fitness monitoring): It provides interoperable prod-
ucts enabling secure and reliable monitoring and management of non-critical, low-
acuity healthcare services targeted at chronic disease, aging independence and gen-

eral health, wellness and fitness.

e ZigBee Home Automation (Smart homes): It provides interoperable products en-
abling smart homes that can control appliances, lighting, environment, energy man-

agement and security, as well as the expandability to connect with other ZigBee
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networks.

ZigBee 2007, now the current stack release, contains two stack profiles, stack profile
1 (simply called ZigBee), for home and light commercial use, and stack profile 2 (called
ZigBee Pro). ZigBee Pro offers more features, such as multi-casting, many-to-one rout-
ing and high security with Symmetric-Key Key Exchange (SKKE), while ZigBee (stack
profile 1) offers a smaller footprint in RAM and flash. Both offer full mesh networking

and work with all ZigBee application profiles.

1.3.3 6LoWPAN(IPv6 over Low Power WPAN)

6LoWPAN (IPv6 over Low power Wireless Personal Area Networks) and ROLL (Rout-
ing Over Low power and Lossy networks), two IETF working groups of the Internet
Engineering Task Force (IETF), have been trying to extend IPv6 to wireless personal area
networks. The 6LoWPAN concept originated from the idea that ”the Internet Protocol
could and should be applied even to the smallest devices,” and that low-power devices
with limited processing capabilities should be able to participate in the Internet of Things.

The 6lowpan group has defined encapsulation and header compression mechanisms
that allow IPv6 packets to be sent to and received from over IEEE 802.15.4 based net-

works. The major functions for 6LowPAN are listed as following:

e Adapting the packet sizes of the two networks: IPv6 requires the maximum trans-
mission unit (MTU) to be at least 1280 Bytes. In contrast, IEEE802.15.4’s standard
packet size is 127 octets. A maximum frame overhead of 25 octets spares 102
octets at the media access control layer. An optional but highly recommended secu-
rity feature at the link layer poses an additional overhead. For example, 21 octets

are consumed for AES-CCM-128 leaving only 81 octets for upper layers
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e Address resolution: IPv6 nodes are assigned 128 bit IP addresses in a hierarchical
manner, through an arbitrary length network prefix. IEEE 802.15.4 devices may
use either of IEEE 64 bit extended addresses or, after an association event, 16 bit
addresses that are unique within a PAN. There is also a PAN-ID for a group of

physically collocated IEEE802.15.4 devices.

e Adaptation layer for interoperability and packet formats: An adaptation mechanism
to allow interoperability between IPv6 domain and the IEEE 802.15.4 can best be
viewed as a layer problem. Identifying the functionality of this layer and defining
newer packet formats, if needed, is an enticing research area. RFC 4944 [33] pro-
poses an adaptation layer to allow the transmission of IPv6 datagrams over IEEE

802.15.4 networks.

e Addressing management mechanisms: The management of addresses for devices
that communicate across the two dissimilar domains of IPv6 and IEEE802.15.4 is

cumbersome, if not exhaustingly complex.

e Routing considerations and protocols for mesh topologies in 6lowpans: Routing
in 6lowPAN is a two phased problem that is being considered for low-power IP
networking. First is the mesh routing in the personal area network (PAN) space.

Second is the routability of packets between the IPv6 domain and the PAN domain.

e Device and service discovery: Since IP-enabled devices may require the formation
of ad hoc networks, the current state of neighboring devices and the services hosted
by such devices will need to be known. IPv6 neighbour discovery extensions is an

internet draft proposed as a contribution in this area.

The IPSO Alliance is the primary advocate for IP networked devices for use in energy,
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consumer, healthcare and industrial applications.

1.3.4 Wireless HART and ISA 100

Another two important players are the HART (Highway Addressable Remote Transducer)
Communication Foundation (HCF) and the International Society of Automation (ISA),
both having been retrofitting their control and automation protocols to accommodate au-
tomation industries with wireless solutions.

WirelessHART is a wireless mesh network communications protocol for process au-
tomation applications. It adds wireless capabilities to the HART Protocol while main-
taining compatibility with existing HART devices, commands, and tools. Each Wire-

lessHART network includes three main elements as illustrated in Figure 1.4.

e Wireless field devices connected to process or plant equipment. This device could
be a device with WirelessHART built in or an existing installed HART-enabled

device with a WirelessHART adapter attached to it.

e Gateways enable communication between these devices and host applications con-

nected to a high-speed backbone or other existing plant communications network.

e A Network Manager is responsible for configuring the network, scheduling com-
munications between devices, managing message routes, and monitoring network
health. The Network Manager can be integrated into the gateway, host application,

or process automation controller.

Each device in the mesh network can serve as a router for messages from other devices.

In other words, a device doesn’t have to communicate directly to a gateway, but just
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Figure 1.4: Wireless HART Network Architecture.
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forward its message to the next closest device. This extends the range of the network and
provides redundant communication routes to increase reliability.

The Network Manager determines the redundant routes based on latency, efficiency
and reliability. To ensure the redundant routes remain open and unobstructed, messages
continuously alternate between the redundant paths. Consequently, like the Internet, if
a message is unable to reach its destination by one path, it is automatically re-routed to
follow a known-good, redundant path with no loss of data.

The mesh design also makes adding or moving devices easy. As long as a device is
within range of others in the network, it can communicate. For flexibility to meet differ-

ent application requirements, the WirelessHART standard supports multiple messaging
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modes including one-way publishing of process and control values, spontaneous notifica-
tion by exception, ad-hoc request/response, and auto-segmented block transfers of large
data sets. These capabilities allow communications to be tailored to application require-

ments thereby reducing power usage and overhead.

1.4 Opverview and Outline of Thesis

In this thesis, we will tackle the WPAN Mesh network challenges from networking and
transportation levels and the content will include both research works and industrial stan-
dard activity. The organization of this thesis is as below.

Chapter 1 is the introduction of the thesis. It sets forth the background, related re-
search work and industrial standard activities, overview and outline of thesis.

Chapter 2 introduces a new IEEE standard mainly developed by our lab, IEEE 802.15.5,
which provides the architectural framework enabling WPAN devices to promote interop-
erable, stable, and scalable wireless mesh topologies. This chapter will focus low rate
part of IEEE 802.15.5, which uses IEEE 802.15.4 as MAC/PHY, present the mandatory
functions of IEEE 802.15.5 low rate part, which include tree formation, address block,
link state, and uni-casting schemes, and the implementation works based on our test-bed
which is deployed over a whole floor (100 x 140 ft2) at CUNY Engineering building. The
performance results testify that the IEEE 802.15.5 will serve well what it is designed for.

Chapter 3 will continue the works of IEEE 802.15.5 part, addressing the theoretical
analyses on the fundamental capability of IEEE 802.15.5. Four important performance
metrics will be investigated: scalability in view of memory space and energy consumption
for routing establishment, fault tolerance represented by the node degree of next hop

choices and Mean time to failure of routing path, routing path length compared with the
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shortest route, and the overhead associated with a mobility support. We will compare
the performance of IEEE 802.15.5 with those of Zigbee PRO and the tree based scheme
and demonstrate that IEEE 802.15.5 consistently maintains superior performances in all
measures investigated and is also capable of meeting different network requirements by
adjusting the radius of the local link state.

Chapter 4 extends the former works of IEEE 802.15.5 to a more general wireless
mesh/sensor network scenario, in which we will discuss the mobility issue involved. We
will first introduce the portability solution in IEEE 802.15.5 and then apply the idea to the
sink node mobility support scheme in wireless sensor networks and propose a distributed
mobile sink support in wireless sensor networks.

Chapter 5 will switch the research area from networking layer to transportation layer,
in which we will target the most widely used TCP and its limitation in wireless mesh
networks. This chapter will present a new TCP design-Correlation TCP, which uses cor-
relation between RTT and congestion window size to detect congestion and adjust the
congestion window size based on that. Contrast to other TCP designed specifically for
wireless mesh network environment, Correlation-TCP is compatible with current widely
used Newreno and has much better performance in wireless mesh networks.

Finally, Chapter 6 will conclude the whole works of the thesis and list several future

works.



Chapter 2

IEEE 802.15.5-Low Rate Part

2.1 Overview

In this chapter, we will introduce a new IEEE standard, IEEE 802.15.5, which provides
mesh capability for wireless personal area network (WPAN) devices. The standard pro-
vides an architectural framework enabling WPAN devices to promote interoperable, sta-
ble, and scalable wireless mesh topologies. It is composed of two parts: low-rate WPAN
mesh and high-rate WPAN mesh. In this paper, we present only low-rate WPAN mesh
because it is designed to support wireless sensor networks. IEEE 802.15.5 low-rate part
is a light-weight scalable mesh routing protocol that caters well to the requirements of
resource-constrained wireless sensor networks. By binding logical addresses to the net-
work topology, IEEE 802.15.5 obviates the need for route discovery. This eliminates the
initial route discovery latency, saves storage space and reduces the communication over-
head and energy consumption. A distributed link state scheme is further built atop the
block addressing scheme to improve the quality of routes, robustness, and load balancing.

The routing scheme scales well with regard to various performance metrics. The standard

23
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also provides enhanced functions such as multicast, reliable broadcast, power saving, time
synchronization, route tracing and portability. We also present the performance evalua-
tion of major functions performed with a 50-nodes tested deployed over a whole floor
(100 x 140 ft2) at CUNY Engineering building. The results testify that the IEEE 802.15.5

will serve well for wireless personal area networks and wireless sensor networks.

2.2 Background and Motivation

A milestone of the development of wireless sensor networks is the release of IEEE 802.15.4
standard[2] in 2003. IEEE 802.15.4 is the first global standard for wireless personal area
networks and wireless sensor networks (simply referred to as wireless sensor networks
hereafter). As a Physical layer and MAC sublayer standard, IEEE 802.15.4 does not
specify how to provision multi-hop routing (a.k.a. meshing) capabilities for wireless sen-
sor networks, assuming it is the task of upper layers. IEEE has recently released IEEE
802.15.5 standard[3] to provide multi-hop mesh functions. This standard is tightly cou-
pled with IEEE 802.15.4 to take full advantage of IEEE 802.15.4 while maintaining sim-
plicity. In this section, we introduce the features and functions of this new standard. The
standard is composed of two parts: low-rate WPAN mesh and high-rate WPAN mesh.
Our discussion is however confined to the low-rate part because it is designed to support
wireless sensor networks. We also present the performance evaluation of the low-rate part
using a 50-node tested deployed over a whole floor (100 x 140 ft2) at CUNY Engineering
building.

To see where IEEE 802.15.5 stands, let us first highlight the features of the aforemen-
tioned solutions in the context of mesh networking. ZigBee ratified its first standard in

2004. Before another distinct standard called ZigBee Pro was released in 2007, ZigBee
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routing comprised AODVjr[13] and Cluster Tree [39]. In ZigBee Pro, Cluster Tree has
been replaced by a stochastic addressing scheme, which picks up a logical short address
randomly from the 16-bit address pool for assignment. This approach solves the “run-
ning out of addresses” problem, but loses the ability to route packets merely based on
logical short addresses and requires additional mechanism for resolving possible short
address conflictions. Up to date, however, ZigBee and ZigBee Pro are still not scalable
enough to support very large scale wireless sensor networks, and they lack the support for
battery-powered routers.

One of the key operations of 6LoWPAN is header compression. Out of the 127 bytes
of the IEEE 802.15.4 data frame, only 81 to 102 bytes are available to upper layers. This
poses a big challenge to 6LoWPAN as how to fit the minimum 1280-byte IPv6 maxi-
mum transmission unit (MTU) into the small payload of IEEE 802.15.4 data frame. Sim-
ple fragmentation without compression is unlikely viable.6LoWPAN uses both stateless
compression[33] and stateful compression[41][68] schemes. By exploiting cross-layer
redundancy and leveraging shared state within contexts, 6LoOWPAN can compress the
adaptation, network, and transport layer header fields all into a few bytes. Notwithstand-
ing that 6LoWPAN only adds 7 to 12 bytes of overhead to a raw IEEE 802.15.4 data
frame, which is even less than ZigBee’s 7 to 15 bytes of overhead, each node needs to im-
plement the basic IPv6 protocol stack plus the newly introduced adaptation layer so as to
be IP-capable. This consumes the precious memory and makes the operations more com-
plicated. Therefore, the decision to make an IP-cable low power wireless sensor network
should be carefully made considering the involved cost and benefit.

Recently an IPv6 Routing Protocol for Low power and Lossy Networks (LLNs), re-
ferred to as RPL[65], has been submitted to IETF ROLL working group. RPL is a close

comparison to IEEE 802.15.5 mesh routing, since both are based on logical tree structure
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and yet try to overcome the shortcomings of early logic tree routing protocols such as
Cluster Tree[39]. For example, RPL uses Directed Acyclic Graph (DAG), which is equiv-
alent to logical tree used in IEEE 802.15.5. RPL relies on rank and IEEE 802.15.5 relies
on tree level to detect and solve loop problems.

The HART Communication Foundation (HCF)[31] rolled out a wireless mesh net-
working standard, WirelessHART, in 2007. WirelessHART uses TDMA to provide two
important features that are needed for industrial sensing and control but currently missing
from ZigBee Pro: deterministic latency and deterministic reliability. A strong competitor
of HCF is the International Society of Automation (ISA), who has been developing its
own industrial wireless mesh networking standard, officially noted as ISA 100.11a (often
referred to as ISA SP 100), which also supports the two features. WirelessHart and ISA
100.11a standards do not serve as upper layer protocols of IEEE 802.15.4 because these
standards use only the physical layer of IEEE 802.15.4.

The new standard IEEE 802.15.5, can be delineated by two key words, mesh and
simplicity.

In terms of mesh, IEEE 802.15.5 is a light-weight scalable mesh routing protocol that
well caters to the requirements of resource-constrained wireless sensor networks. By bind-
ing logic addresses to the network topology, IEEE 802.15.5 obviates the need for route
discovery. This eliminates the initial route discovery latency, saves storage space com-
pared to routing table, and reduces the communication overhead and energy consumption.
IEEE 802.15.5 employs a flexible block addressing scheme for logic address assignment
as well as network auto-configuration. The scheme takes into account the actual network
topology and thus is fully topology-adaptive. A distributed link state scheme is further
built atop the block addressing scheme to improve the quality of routes, in terms of hop

count or other routing cost metrics used, robustness, and load balancing. All this is done



CHAPTER 2. IEEE 802.15.5-LOW RATE PART 27

802.2LLC iAo
Management >
(S5C9) Entity (AME)
MESH SAP MHME SAP
MESH Sublayer MHME Device
Management
I I
MCPS SAP MLME SAP )
MAC Common > —
Part Sublayer i E
PD SAP PLME SAP
PHY Layer PLME

Figure 2.1: Reference Model for IEEE 802.15.5

during network initialization using the native IEEE 802.15.4 association primitives and
a couple of IEEE 802.15.5 mesh sublayer commands. The network topology reflected
in logic addresses is used as a guideline to tell towards which direction (rather than next
hop) a packet should be relayed. The next hop is derived from each relaying node’s local
link state table. The routing scheme scales well with regard to various performance met-
rics. The ability to provide multiple paths also precludes the need for explicit route repair,
which is the most complicated part in many wireless routing protocols.

For simplicity, IEEE 802.15.5 is tightly coupled with IEEE 802.15.4. As shown in Fig-
ure 2.1, it adds a thin mesh sublayer between the MAC sublayer and the service specific
convergence sublayer (SSCS). It takes full advantage of IEEE 802.15.4 and maintains
almost an identical set of service access points as the MAC sublayer. The basic mesh
function is accomplished by using 802.15.4 primitives and a couple of mesh sublayer
commands. For simplicity, the standard supports only a single PAN. Other enhanced
functions like multicast, reliable broadcast, synchronized and asynchronized power sav-

ing, route tracing, and portability are done via a few other mesh sublayer primitives and
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commands. Compared with other mesh networking approaches, this cross-layer optimiza-
tion approach not only simplifies the overall protocol stack but also makes it painless for
upper layers to migrate from IEEE 802.15.4 one-hop star networks to IEEE 802.15.5 mesh
networks. Users can expect most off-the-shelf IEEE 802.15.4 devices will be mesh-ready,

at trivial or no additional complexity and cost.

2.3 Basic Mesh Functions of IEEE 802.15.5 Low Rate

WPAN Mesh

The design principle of the mesh algorithms for IEEE 802.15.5 focuses on the scalability,
which encompasses hierarchy, localization, and minimal overhead. Traditional reactive
and proactive algorithms, for example AODV[56] and DSDV[55], fall short of being an
efficient and scalable solution for large wireless sensor networks as it relies on network-
wide broadcast for route discovery or link state exchange. Also, each node needs to store
either routing table or link state information, which grows rapidly along with the network
size. Algorithms embedding network hierarchy for a better scalability have been intro-
duced, making use of dominating sets and clusters as seen in OLSR[21]. However, the
control overhead and energy consumption for the maintenance of link state table or rout-
ing table at each node still falters in resource-constrained wireless sensor networks. In
addition, the special role of certain set of nodes (e.g., cluster head) can drain battery un-
evenly thus shortening the network life time. IEEE 802.15.5 builds in a hierarchy, that s, a
tree-based local link state for mesh network. Tree structure provides a simple forwarding
while the local link state provides alternative paths and optimized data forwarding. Im-

portantly, the link state information exchanges are done locally, eliminating the overhead
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for network-wide broadcast and conserving the memory space of sensor nodes.

IEEE 802.15.5 comprises three mandatory basic functions: tree formation and ad-
dressing, local link state, and data forwarding/routing. And several other enhanced func-
tions:multicasting, power saving, reliable broadcasting, and portability support. In this
section, we will introduce all mandatory basic functions and the mobility enhanced func-

tion.

2.3.1 Tree formation and address block assignment

The tree formation starts with the first node in the network designating itself as the root
and beginning to accept association requests from other nodes. After a node is success-
fully associated, it determines whether to become a parent node which allows other nodes
to join the network through it. When a joining node receives multiple association re-
sponses, it should choose a proper node to join considering the tree depth or link quality
(further details in the next section). After the tree reaches its bottom, that is, no more
nodes are waiting to join the network, then, the address reporting process begins from
leaf nodes. Leaf nodes will report to their individual parents two numbers: the number
of child nodes and additional address space for all future use for example accepting new
nodes. Upon receiving these two numbers from all its child nodes, a parent node calcu-
lates the same two numbers by summing up all requests from child nodes and its own,
and reports to its parent. This process repeats until the root of the tree receives the infor-
mation from all the branches, after which the root begins to assign addresses. Note that
two-byte short address is used here. An address management policy is needed to control
additional address requests. A simplistic approach may be to allocate all the remnant ad-

dresses to all network nodes equally. Figure 2.2 shows an example of the address report
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Figure 2.2: Tree Formation and address assignment.

and assignment. [3] means the number of required addresses is 3, and (6-8) means that
the address block is 6 to 8. The address assignment takes a top-down procedure. The root
will assign a block of consecutive addresses to each branch below it, taking into account
the requested number of addresses. This procedure continues until the bottom of the tree
is reached. After address assignment, a tree is formed and each node has an address table
for tracking its branches. For example, in Figure 2.2, the node C has an address block
(4-14) because the address blocks for three branches are (6-8), (9-13), (14), respectively.
It adds the address block (4-5) to use the address 4 for itself and the address 5 reserved

for potential expansion of the tree.

2.3.2 Local Link State(LLS) management

After tree formation, every node builds up its own local link state (LLS) information. The
additional complexity of combining the block addressing with the LLS scheme is mini-
mal. A node broadcasts several Hello messages to exchange link state information with
its immediate neighbors when it receives an address block from its parent. The Hello

message contains its own address block (begin and end address), tree level, and the ad-
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Figure 2.3: The 2-hop neighbors of node J.

dress blocks of one hop neighbors. Upon receiving the Hello message, a node constructs
2-hop neighbor information including peer mesh nodes, optionally with respective link
quality. Figure 2.3 shows the 2-hop neighbors of node J. The solid lines constitute a tree
and dashed lines indicate mesh links. Both links form a meshed tree. Whenever a node
receives the Hello message, it will update its link state information. One can extend this to
k-hop(k >= 2) neighbors but at extra costs. A node’s LLS information contains two com-
ponents: neighbor list and connectivity matrix. An example the neighbor list is shown in
Table2.1: begAddri is the beginning address of the address block owned by neighbor i; en-
dAddri is the ending address of the address block owned by neighbor 1; treeLeveli means
the tree level of neighbor i; hopsi is the number of hops from “this node” to neighbor i;
linkQualityi describes the value of link quality such as RSSI or LQI from the underlying
transceiver. Note that the link quality field is only for one hop neighbor for simplicity.
From the 2-hop neighbor information, a node can construct a connectivity matrix. We
implement the connectivity matrix using a bitmap to conserve RAM space. For example,

Table2.2 illustrates the connectivity matrix for node J. The plus ("+’) and minus (’-’) at
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Table 2.1: Neighbor-List, every row represent one neighbor node’s information.

begAddrl | endAddrl | treeLevell | hopsl | linkQualityl
begAddr2 | endAddr2 | treeLevel2 | hops2 | linkQuality2

begAddrN | endAddrN | treeLevelN | hopsN | linkQualityN

Table 2.2: Connectivity Matrix

JIA|IB|IC/IG/H|T|K|L|O
J + A+ - -+ -+ - -
A + - - - - -]-]-
B + -]+ -] -] -
C + |+ -]-1-1-
G + |+ -]-]-
H + [+ |+ |+
I -+ -
K + | +
L +
O

the cross cell of two nodes indicate they are or are not directly connected. The connectiv-
ity matrix shown here is symmetric because only bi-directional links are recorded. The

matrix will become non-symmetry if one accounts asymmetric links.

2.3.3 Data Forwarding for Unicast

The data forwarding algorithm uses a divide-and-conquer approach. It first gets a direc-
tion towards the destination and performs a local search to choose the best next hop along
the direction. The pseudo code in Figure 2.4 illustrates the procedure of data forwarding.
Each node will calculate the next hop from its own address block and local link state in-
formation. It checks whether it has “any” information about the destination (category 1)
or not (category 2). The category 1 includes the following three cases: the destination is

(i) one of its descendants, (ii) one of its neighbors, (iii) one of its neighbors’ descendants.
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Dst Input

Dst falls in address block
of one of my neighbors?

Func_GetonehopNeighbor
nb_found =Anchor
current hop = hop of nb_found

Anchor =
node with smallest
address block

Search all neighbors directly
connected to nb_found with
hop number = current hop-1

Anchor =
One of the neighbors with Select one as nb_found,

smallest “tree level + number of _ _
hops" in neighbor lst current hop _+current hop-1

current hop =1 7? N

Y

Func_GetOnehopNeighbor

> next_hop = nb_found

Figure 2.4: Pseudo-code for unicast forwarding

For case (1) it just forwards the packet down to the destination along the tree path. For
case (ii), if the destination is a 1-hop neighbor, it just forwards to the destination. If the
destination is a 2-hop neighbor, it searches the connectivity matrix for the next hop node
connecting the destination. For case (iii), an anchor” node that can see the final destina-
tion as one of its descendants is to be found. Once the anchor node is found, forwarding
a packet from the anchor node toward the final destination is the same as the case (i). The
anchor node for the case (iii) is the node with the smallest address block (calculated by
endaddr — beginaddr). The rationale is that the node with the smallest address block is
the closest node to the final destination. If a relaying node does not have any clue about
the destination due to the limited local view (e.g., category 2), the relaying node has to
guess a next hop towards the destination. A simple scheme may be to forward the packet
to the node’s parent node toward the root node. We adopted a heuristics still making use
of the neighbor table. The relaying node will examine its 2-hop neighbor table for each

node’s tree level and the number of hops from this relaying node. The node showing the
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minimum sum of the tree level and the number of hops from this node will be the “anchor’
toward the final destination. The rationale is that if a node is closer to the root but far away
from this node, it may not be a good anchor. After "anchor’” has been chosen, a ”breadth
first” local search (e.g., examining all two hop nodes first) is used to find a next hop node
to the chosen anchor node. Note there may be multiple nodes qualifying for the next hop
choice, which, in fact, provides resilience for our data forwarding algorithm as shown by

line 19 of Figure 2.4.

2.4 Enhanced Mesh functions

Basic mesh functions presented in Section 2.3 are essential to establish and operate a
mesh network. For a variety of envisioned applications for wireless sensor networks, the
basic mesh functions alone are not sufficient. In this section we present briefly the two
major enhanced functions that IEEE 802.15.5 is equipped with: mobility. Readers are

encouraged to refer to the standard document for more details.

2.4.1 Mobility Support

Although most wireless sensor networks are stationary, certain network nodes can be mo-
bile. For instance, a data aggregator held by an operator moves to gather information from
network nodes or distributes messages to the network. Unlike the MANET’s network-
wide mobility, this kind of limited mobility is more realistic for wireless sensor networks.
802.15.5 supports the mobility restricted to leaf nodes. Most of device in 802.15.5 net-
work have the energy limitation. And also in wireless mesh networks, there won’t be
centralized database like in cellular networks. so beyond the traditional mobility manage-

ment requirement. The mobility management needs to be energy efficient and distributed
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manageable. Here we briefly introduce the leaf node mobility scheme. The procedures
for the support of a mobile device include the following components: the detection of the
movement, the mobile device rejoining the network, the new address assignment, and the

notification of the movement to relevant nodes.

e Detection of Movement

The movement of a mobile device can be detected by either the mobile device or the parent
of a mobile device. When a mobile device moves away from its parent, it recognizes the
movement when it cannot transmit any packets to its parent node. Also, if the periodic
hello message, which is an optional feature of this specification, is used in a network, the
mobile device can detect the movement when it misses the hello messages from its parent.
The mobile device’s parent can also detect the movement if it misses the ACK message

from the mobile device after sending it a packet.

e Rejoin a mobile device to the network

After a mobile device has been moved to a new location, it shall rejoin the network by
issuing a MHMSE-JOIN.request to its mesh layer with the parameter RejoinNetwork set
to 0x02, which means the device is joining the network using mesh rejoin procedure.
The MHMSE-JOIN.request will generate an active scan at the MAC layer. Any potential
parents receiving this active scan shall respond with beacon frames. In each beacon frame,
a potential parent shall insert its capability to indicate whether it can accept the mobile
device as a new child. The capability of a node is decided by an upper layer that is beyond
the scope of this document.

Upon the reception of beacon frames from potential parents, the mobile device will

select a ’suitable” parent node to join. The join policy for a ’suitable” parent is decided by
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an upper layer but is beyond the scope of the current specification. After a certain node
is selected as the parent to join, the mobile device will trigger the MAC layer MLME-
ASSOCIATE.request to perform the association procedure. The parent node that receives
this association request will first check if this mobile device was its child by checking its
Mesh Address Mapping Table. If the mobile device was its child, then the parent will
assign the same address this mobile device has been using before. Otherwise the parent
shall assign a new short address selected from its available addressing block.

After the parent node issues the MLME-ASSOCIATE.response to the mobile device,
it generates MHSME-JOIN.Indication to the upper layer to inform the join (rejoin) of
the mobile device. Upon receiving MLME-ASSOCIATE.response, the mobile node will

generate MHSME-JOIN.Confirm to its upper layer to inform the result of the join (rejoin).

e Inform the mobile node to the relevant nodes

After successfully joining the network, the mobile device shall report its new address
to relevant nodes. The relevant nodes are defined as the mobile node’s old parent and
nodes that have the mobile node in their neighbor list. First, it shall unicast the Rejoin-
Notify command to its former parent. The command frame sub-type of Rejoin Notify
shall have a value of 11110. The DA address field is set to former parent’s short address.
Upon receiving the Rejoin-Notify command, the former parent of the mobile device shall
broadcast the Rejoin-Notify to (TTLOfHello+1) hop-neighbors. Note that each node has
(TTLOfHello+1)-hop neighbor table. Therefore, the old parent needs to broadcast to
(TTLOfHello+1) hop neighbors. Upon receiving the broadcast Rejoin-Notify, every node
that has the mobile device in its neighbor table will set the status of the mobile device to

“removed” and update its connectivity matrix.

e Inform the mobile node to the relevant nodes
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After successfully joining the network, the mobile device shall report its new address
to relevant nodes. The relevant nodes are defined as the mobile node’s old parent and
nodes that have the mobile node in their neighbor list. First, it shall unicast the Rejoin-
Notify command to its former parent. The command frame sub-type of Rejoin Notify
shall have a value of 11110. The DA address field is set to former parent’s short address.
Upon receiving the Rejoin-Notify command, the former parent of the mobile device shall
broadcast the Rejoin-Notify to (TTLOfHello+1) hop-neighbors. Note that each node has
(TTLOfHello+1)-hop neighbor table. Therefore, the old parent needs to broadcast to
(TTLOfHello+1) hop neighbors. Upon receiving the broadcast Rejoin-Notify, every node
that has the mobile device in its neighbor table will set the status of the mobile device to
“removed” and update its connectivity matrix.

As an example, suppose there is a sender node sending a packet to the mobile device
using its previous short address. Once the packet arrives at any node that has the address
of the mobile device in its neighbor list with status “removed”, the node shall send the
Rejoin-Notify with its address field set to the mobile device’s new address to the sender

and re-route the packet to the mobile device’s new address.

e Update the link state information

After the mobile device rejoined the network and informed all relevant nodes via its old
parent of its movement, it shall broadcast the Hello message to TTLOfHello-hop neigh-
bors in order to inform its new neighbors its address and connectivity. The following Fig.

2.5 shows how the leaf node mobility is supported.
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Figure 2.5: mobility support scheme in 802.15.5.

2.5 Performance Analysis using Developed Test-bed

2.5.1 Test-bed Architecture

A simulation study is reported in [72] to assess the performance of basic mesh functions.
To further demonstrate the feasibility of the standard protocols in real applications, we
implemented major functions (unicast and multicast) in a real testbed, consisting of 50
Micaz nodes each with an MIB600 gateway [51] deployed in the 5th floor of Engineering
building. An initial environment of our testbed had been deployed with benchmarking of
MotoLab at University of Harvard. Registered users can update their own executable im-
age files and gather specific results from database via a web-based interface. Furthermore,
the web-based interface is able to visually display results like network status, tree topolo-
gies, or data forwarding. CWSNet consists of mainly three levels: user remote network,

control and management, and hardware platform network. Figure 2.6 the user network
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Figure 2.6: User network scenario and sensor board.

scenario and sensor broad used in our test-bed.

Micaz nodes is used as the hardware platform. The major components of Micaz node
includes one CC2430 transceiver which has complete IEEE 802.15.4 PHY and MAC
stack, one ATmegall128 micro processor as MCU, pin connector and antenna. Figure
2.7 shows the architecture structure. A common mesh layer software platform has been
developed based on IEEE 802.15.4 PHY and MAC stack provided by TI CC2420[22]

using ATmegal128 micro processor. The ATmegall128 has the features as following:
e 8Bit AVR Microcontroller + 128KB Flash memory.
e AVR core.

e RISC/Harvard MCU architecture.
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Figure 2.7: Micaz node architecture.

e 133 instructions, single level pipeline.

e Upto 16 MIPS at 16MHz (SMHz for ATmegal28L).
e 32%8 general purpose Regs, peripheral control Regs.
e 128KB Flash; 10000 times rewritable.

e 4KB EEPROM; 10000 times rewritable.

e 4KB internal RAM.

e 64KB external memory space.

e Two 8bit timer/counters.

e Two 16bit timer/counters.

40
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e 6 PWM channels.

8 channel, 10 bit ADC

Two USARTS.

SPI interface.

Watchdog timer.

Six sleep modes: idle, ADC noise reduction, power-save.
e power-down, standby and extended standby.

The implementation of the algorithms is written in C and compiled with AVR-GCC.
Control Network running TCP/IP protocols is built up to upload binary executables to
exchange control messages and testing results between the sensor nodes and the server.
The testbed starts as we upload our program binary code beginning from the root. Each
node will wait for a time T = N — i x time;nterval and then reports the number of children
to its parent. The process repeats until the root node collected the number of child nodes.
N is a predetermined value chosen as 12 considering the tree depth of 50 nodes and i
represents a tree level for each node.It takes about 30s to let all nods join the tree and ex-
change mesh information.Finally,the experiment results can be displayed by the Java and
PHP program running in server with Mysql database. Then the web based language(PHP)
could get these network information and display at the remote terminal. Figure 2.8 gives
an example of the system GUI to show the networking structure of IEEE 802.15.5. Solid
lines represent tree structure and dotted lines represent the routing path in one instance of

experiments.
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Figure 2.8: Testbed: 50 nodes in the 5th floor of engineering building.

2.5.2 Performance Evaluation of Mandatory Functions

Routing Performance

The most fundament part of the mesh lies in its ability to provide the end-to-end data de-
livery. Considering this, we have tested the unicast routing by using various scenarios and
multiple performance measures. The first group of experiments is performed to show the
end-to-end packet delivery ratio, defined as the number of successfully delivered packets
divided by the number of packets generated at sources. In order to suppress the bias from
a particular topology, we setup 5 different tree topologies staring with different root nodes
located in different rooms. For each tree structure, source and destination nodes pairs are
selected randomly and final results are averaged. Every node keeps 2-hop local link state
information. The data packet size including the IEEE 802.15.4 MAC and PHY is 59 bytes

and the maximum MAC layer retransmission is three times. Figure 2.9 shows the packet
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Figure 2.9: The packet deliver ratio vs number of sources/destination pairs.

delivery ratio versus the number of source/destination pairs with different offered loads.
The packet delivery ratio maintains over 95% decreasing slightly as the number of nodes
and the offered load increases. Analyzing data trace file obtained by the packet sniffer, we
find that most packet losses are due to the MAC layer contention and unstable wireless
lossy link between sensor devices especially the nodes around the elevator, for example,
wireless links between node 4 and node 36.

In Figure 2.10, we examined the packet delivery ratio against different number of hops.
Interestingly, increased number of hops between sources and destinations shows almost
no negative effect on packet deliver ratio for the scenario tested. The higher the traffic
loads, however, the lower the packet delivery ratio gets mainly due to the MAC layer
contention. End-to-end delay performance is presented in Figure 2.11, showing increased
delay along with the increased number of hops. The data transmission and the MAC layer
retransmissions seem to be the main causes.

The second group of experiments considers a typical WSN scenario: multiple source

nodes report data periodically to a sink node. Compared with the first experiment, the
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Figure 2.10: Packet deliver ratio vs number of hops.

number of sources and offered traffic impact critically as shown in Figure 2.12. We ob-
serve a visible drop(around 10% compared with peer to peer case) in the packet delivery
ratio when the number of sources exceeds 20 and data rate is 1 packet/second. This drop
is due to IEEE 802.15.4 MAC contention, not the routing algorithm itself.Since the 20
chosen sources are 1-7 hops away from the sink, multiple MAC retransmissions are in-
evitable and amplified at links for example between node 4 and 36. The funneling effect
around the sink node is observed in Figure 2.13. Finally Figure 2.14 shows the end to end
delay.

The packet delivery ratio degrades as the traffic increases, but shows a negligible
influence by the hop distance. The reason is that regardless of the hop distance from
the sink, all traffic generated by the sources will funnel to the sink. The end-to-end delay
is almost the same as the first group of experiments, except for the case of 1 packet per
second traffic in which the end-to-end packet delivery suffers more contention and thus

more MAC layer retransmission.



CHAPTER 2. IEEE 802.15.5-LOW RATE PART 45

30

251

8]
o
T

End to end delay(ms)
=
u

[
o
T

\
W
\\\\\\
\
W

. =——@— 1 packet/30s
] = 4= : 1 packet/10s
1@ 1 packet/ls

1 2 3 4 5 6
Number of hops

Figure 2.11: Average latency vs number of hops.

Local Link State Information

As explained in section 2.3, the data forwarding is optimized by the local link state infor-
mation. We investigate the impact of the size (k-hop) of local link state information on
the data forwarding decision. k=0 means that the data forwarding is purely done along
the tree by parent and child relationship. k =1,2 means one-hop neighbor or two hop
information. Every neighbor node information occupies 9 bytes in a neighbor table. The
connectivity matrix varies according to the maximum number of nodes in the neighbor list
and in our experiment it has two sizes: 16 bytes for neighbors up to 16 nodes or 32 bytes
for neighbors up to 32 nodes. For k=1 we use 16 Bytes and 32 bytes for k=2.Table2.3
shows the end-to-end delay, average number of neighbors, and average size of local link
state information size regarding the nodes along the data path. With the help of local
link state information, the data forwarding strategy has notable improvement. The path
optimization is done in our case using the shortest path via higher LQI link. The overhead

to accommodate more information is tens or hundreds of bytes, which is reasonable com-
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Table 2.3: Performance evaluation with varying local link state sizes.

hop | End-to-end delay

Average number of neighbors

Average LLS Information size

K=0 | 33.74ms (7.8hops) 3.1 27.9 bytes
K=1 | 2.85ms (6.0 hops) 5.8 68.2bytes
K=2 | 7.98ms (2.75 hops) 12.5 144.5 bytes

pared with 4K RAM size in Micaz node. Note here that we do not compare our algorithm

with AODV because it is unfair to compare them when they belong to different categories

(reactive versus proactive).

2.6 Summary

A new IEEE standard for wireless sensor networks, IEEE 802.15.5 WPAN Mesh (low-rate

part), is introduced in this Chapter. The basic mesh functions comprise tree formation, al-

location of address blocks, distributed local link state information, and mesh routing. The

network formed from these basic building blocks exhibits many desirable properties such

as scalability, simplicity, and reliability. In particular, the k-hop local link state informa-
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tion and tree structure with address block scheme facilitate the mesh routing by providing
a guideline to extract the next hop toward a destination even when the local link state
cannot give any information about the destination. One example of enhanced function:
mobility support is also presented. The testbed experimental results are very encourag-
ing. The protocols demonstrate satisfactory performance against all the measures applied.
For example, the packet delivery ratio maintains over 97% even when the offered traffic
reaches 1 packet/sec in the case of multiple source-destination pairs and around 90% in
multiple sources-to a sink style traffic.

In the following chapter, we will present more comprehensive study of IEEE 802.15.5

and its expansion to general wireless sensor networks and wireless mesh networks.



Chapter 3

Performance Analysis of IEEE 802.15.5

3.1 Overview

The former chapters and our earlier paper [47][72] have presented the comprehensive per-
formance studies via simulations and the test-bed implementation of IEEE 802.15.5 low
rate part, demonstrating it as a viable solution for real environments. This chapter will
present theoretical analyses on the fundamental capability of IEEE 802.15.5. Four impor-
tant performance metrics will be investigated: scalability in view of memory space and
energy consumption for routing establishment, fault tolerance represented by the node
degree of next hop choices and Mean time to failure of routing path, routing path length
compared with the shortest route, and the overhead associated with a mobility support.
We will compare the performance of IEEE 802.15.5 with those of Zigbee PRO and the
tree based scheme. The analyses and simulation results demonstrate that IEEE 802.15.5
consistently maintains superior performances in all measures investigated and is also ca-
pable of meeting different network requirements by adjusting the radius of the local link

state (K hops).

49
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3.2 Performance analysis of 802.15.5

Though very useful, our earlier works using 50-node test-bed implementations [47] are
inevitably limited in the numbers of nodes and scenarios to reveal the fundamental capa-
bility of 802.15.5. Therefore, we perform theoretical analyses for the mandatory functions
of 802.15.5. These analyses are approached by the following four performance measures:
(a) scalability with respect to memory occupancy and energy consumption for routing
establishment, (b) fault tolerance represented by the node degree of next hop choices, (c)
routing path length compared with the shortest route, and (d) the overhead associated
with the mobility support. We benchmark the performance of 802.15.5 against Zigbee
PRO that uses AODVjr as its routing scheme. As 802.15.5 uses a tree structure (a.k.a.
meshed tree), we also compare it with the tree based routing. We first list the notations
and assumptions used in the analyses.
Notations and Assumptions

We assume a network can be represented by the following parameters:
e N: The number of nodes in the network.

e R: The radius of a network in terms hop distance. R is logical term that is deter-
mined by the ratio of physical range of network to transmission/receiving range of
wireless node. for a certain node, all nodes within its transmission/receiving range
is considered as “one hop” nodes. In real situation, transmission/receiving range
varies due to the lossy and complicated wireless environment situation. In the later

simulation, we will apply probabilistic model to distance based model.

e M: The average number of one hop neighbors. It also represents the node density

12 _ N

of a network as M = Nig =%
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e K: The radius of local link state information of 802.15.5 represented by the number
of hops. This notation applies only to 802.15.5. The same assumption for R is

applied here.

e L: The average number of parents and children for a node, L < M. This notation

applies the tree based routing and 802.15.5.

3.2.1 Scalability

Wireless sensor networks tend to have a large number of sensor nodes with limited re-
sources regarding memory space, processing power, and energy. The network routing
scheme should be designed in the consideration of the scalability in terms of the number
of nodes and the node density. Here we consider the network-wide routing capability
to provide the routing from any node to any other node, not only from many nodes to
a certain gateway aggregator (sink) or vice versa. We examine the scalability issue by
two aspects. First we will analyze the memory occupancy of the routing information at a
node. Second we will analyze the number of messages used for a network-wide routing
establishment, which directly affects the energy consumption of a network. Approxima-
tions and the big O notation are used as we are more interested in the growth trend of

complexity when the number of nodes in a network increases.

Memory Occupancy for Routing Information

We approximate the memory space occupancy by the number of entries in respective

routing table.

e Zigbee PRO
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Current Zigbee PRO eliminates the hierarchical tree based addressing and routing schemes.
Instead, a random addressing is used and the routing depends on AODVjr scheme [13].
In AODVjr, every node needs an entry in the routing table for each potential destination
node. Therefore, the number of entries in the routing table increases linearly with the
number of nodes in a network. Zigbee PRO also introduces the source based routing for
packets originated from the sink node (i.e., one-to-many). However, this reduces only the
entries for packets from the sink. In general, each node needs approximately N entries in

the routing table, or O(N) complexity.
e Tree based scheme

In the tree based scheme, the routing information includes only a node’s own parents
and children whose number is L on average. So the memory occupancy is L < M =
1% entries, or O(N) complexity if the geographical space of a network is fixed (fixed
network size with constant R). If a network expands with the same node density (fixed

node density with constant M) but with a larger geographical space coverage (increasing

R), the memory occupancy keeps constant, thus only O(1) complexity.
e 802.15.5

802.15.5 uses a tree structure with local link state information. The routing information
includes two parts: neighbor table and connectivity matrix, both of which are determined
by the number of K-hop neighbor nodes. The average number of K-hop neighbor nodes
will be N X ’;—’g = Ilg—z X N, and the number of entries for the neighbor table of a node is
1;_22 X N. The connectivity matrix, in contrast, consumes far less memory space by using a
bitmap in our implementation in [47]. For example, the neighbor table for 16 nodes is 160
bytes while the connectivity matrix is only 32 bytes. Therefore, for the growth trend, we

approximate the memory occupancy only to account the neighbor table. Similarly to the
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case of the tree based routing, the memory occupancy keeps constant if the node density
is fixed. Therefore, the memory occupancy is approximately Ilg—j x N or MK? entries. Thus
O(N) complexity for the case of fixed network size and O(1) complexity for the case of

fixed node density.

Message Overhead for Network-Wide Routing Establishment

For the analysis part, the routing message exchange is considered only for network layer,
MAC/PHY contention and retransmission will be include in later simulation part based on
IEEE 802.15.4 simulator. We also simplify the problem by considering only the messages

used for route establishment. We assume all devices have the routing capability.
e Zigbee PRO

We first discuss the route establishment between peer nodes in a network except the routes
between nodes and the sink. AODVjr[13] used by Zigbee PRO performs the route dis-
covery by broadcasting an RREQ (routing request) network-wide and only the destina-
tion node will respond to the first received RREQ to suppress the broadcast storm. The
route establishment between a pair of source and destination involves all nodes to forward
RREQ messages (upon receiving an RREQ, a node either broadcasts it if it does not have
any information about the destination or uni-casts it towards the destination if it has the
destination information). Upon receiving the first RREQ, the destination node sends back
an RREP (routing response) message, traversing y hops back toward the source node,
where y depends on the distance between the source and destination nodes whose value
is between maximum 2R and minimum 1. The average route establishment message over-
head is thus N + R. For a single source to get the routing paths to N —2 nodes in a network

(except the sink and itself), it needs to perform the route establishment (N + R) X (N — 2)
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times. For N — 1 nodes(except the sink) to get the routing paths to other N — 2 nodes in a
network, it costs (N — 1)(N — 2)(N + R) message overhead.

In order to prevent every device in the network from having to discover the sink,
separately, ZigBee PRO introduces a scheme, a.k.a many-to-one scheme” that provides
a special case of route discovery. In the many-to-one scheme, a single route request
broadcast from the sink establishes a routing entry in every node in the network for the
sink as a destination. So it only needs N messages to establish routes from nodes to the
sink. Combining together, it is (N — 1)(N — 2)(N + R) + N, the approximate message

overhead is O(N?) complexity.
e Tree based scheme

We assume that the average number of parents and children of a node is L. For every
node, it needs to exchange information with only its parents and children; so the message
exchange overheadis LXN. AsL < M = %, the total message overhead is approximately

(#)*XN? or MN. If the network size is fixed, it results in O(N?) complexity. If the network

density is fixed, O(N) complexity.
e 802.15.5

In 802.15.5, a node needs to exchange messages with its parents and children 4 times
to establish the tree structure (association request and response, address report and block
address assignment). So it requires 4L message exchanges for each node for the tree
structure establishment. To build up the local link state information, every node needs
to broadcast a packet with its own and one hop neighbors’addresses. At the same time,

every node needs to relay(rebroadcast) hello messages generated within K — 1 hops. So

. _1\2
for a node, the number of message exchanges is ”(I;Rzl) XN.AsL<M = 1%’ the message

. _1)2 —1\2
overhead for each node is 4L + ”(I;Rzl) N < 4+(11§2 DN ~ (X)* x N, where we assume K > 1.
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For N nodes, the message overhead is approximately (%)2 x N?for fixed network size case,

thus O(N?)complexity, or MK>N for fixed node density case, thus O(N) complexity.

3.2.2 Fault Tolerance

Fault tolerance requires the routing scheme to work even when certain nodes in a network
fail. It is extremely important as the node failure can be a prevalent phenomenon in wire-
less sensor networks. In this paper, we evaluate the fault tolerant capability represented
by two criterions: The node degree of next hop choices(NDN), and mean time to failure
of routing path(MTT Fg). NDN measures the number of potential next-hop nodes toward
a certain destination without re-triggering the route or tree establishment. While MTT Fg
illustrates the life time of routing path(H hops) based on the assumption that mean time
to failure of single node follows exponential distribution with mean value T and failures
are independent, So the MTTFgr = MTTF of single hop/number of hops along routing

path.
e Zigbee PRO

In AODVijr, only the destination node responds to RREQ and only the first RREQ it
receives. Therefore, only a single path is established between a source and a destination
node, so NDN = 1. Once that node fails, that routing path will fail and needs to be re-
established, so the MTTF of single hop equals the MTTF of single node, and MTTF of

routing path equals to MTTFr = Tr/H.
e Tree based scheme

The tree based routing is a deterministic routing in which the next hop node is either a

node’s parent or one of its children according to the address of a destination node, so
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Anchor

Source Source

(a) (b)

Figure 3.1: (a) is border anchor case: painted area is the information shared by the source
and the anchor node. (b)is inside anchor case: the ”angle of view” for the source node to
the anchor is larger than the border anchor case.

NDN = 1. Same as Zigbee PRO case, the routing path life time is determined by single

node failure, so MTTFr = Tr/H.
e 802.15.5

As explained in Chapter 1, the routing scheme for 802.15.5 can be summarized as follows.
The node first finds the anchor node within its k-hop neighbors that leads towards the
destination. Next, it runs a local link state search to find a next hop node toward the
chosen anchor. The anchor node can be K hops away if the destination is beyond K hops
from the relay node, or within K hops if the destination node is less than K hops and has
been chosen as anchor. We denote the first case anchor as ’border anchor” and second

case anchor as “inside anchor”. We will discuss these two situations separately.
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Fig. 3.1(a) depicts the “border anchor” situation where the anchor node is K hops
away. The shaded area is the local link state information shared by the source and anchor
nodes. For the source node, the next hop can be chosen from its one hop neighbors that
is located inside the shaded area with the “angle” of %” With the average number of one
hop node M, the average number of one hop nodes in shaded area is % = %. In this
case, the potential next hop choices is irrelevant of the size of local link state information:
increasing K cannot provide a larger NDN.

On the other hand, if the anchor node is less than K hops away, the overlapping area
created from the two circles of K hop radius centered at the source and anchor nodes is
larger than the border anchor case, as Fig. 3.1(b) shows(for comparison, the border anchor
case is plotted in dashed line). We can see the angle is larger than %’T, so there are at least
%4 one hop neighbors included in the shared area. Combined together, NDN > % = 3%.

Since the 802.15.5 has multiple next hop choices, if a single node fails, it can still
manage to find alternative next hop immediately. The routing failure happens only when
all NDN potential next hop nodes fails, due to the memoryless feature of exponential
distribution, the MTTF of first node failure is Tr/NDN, from the failure point on, the
MTTF of second node failure is 7r/(NDN — 1), until the last one fails. Adding them

together, the MTTF of one hop is 3> /" % Combing with NDN calculation, MTTFy >

N_
3R2

T
X
i=1

This analysis provides a meaningful guideline for potential improvement for fault
tolerance. The current 802.15.5 tends to choose ’border” anchor. However, if a network
requires a high node degree to better cater to the fault tolerance, the anchor should be
chosen from the “inside anchor” nodes. By doing this, the anchor gets “closer” to the

source so that the overlapping local link state information between the source and the

anchor be larger, hence the larger node degree of next hop choices.
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3.2.3 Routing Path Length

In order to evaluate whether a routing scheme can achieve the shortest path, we propose
a new measure called the Route Length Index RLI=(routing hops/shortest path hops).
A large RLI means a poor performance because a route found is much longer than the
shortest path, in contrast, RLI = 1 means the route found is the shortest path. Based on
RLI, we define the Worst Route Length Index WRLI = max(RLI) that models the upper

bound of RLI. In the following, we will focus on WRLI for the three algorithms.
e Zigbee PRO

We simply consider AODVjr can always find the shortest path. Then, WRLI = 1.
e Tree based scheme

In the tree based scheme, routing between peer nodes are purely along with tree branches.
If both nodes are located on the same branch, the tree based routing gets the shortest path.
To consider the WRLI, we will focus on the scenario in which the nodes are located at
different tree branches so that the routing needs to go through the tree root. Assuming the
source and the destination is R; and R, hops away from the tree root respectively and the
shortest distance between them is d, WRLI = M ax(l%).

We first consider the case in which the tree root is located at the center of a network.
It is easy to demonstrate the WRLI occurs when Ry = R, = R and d = 1, which means
both the source and the destination are located at the boundary of network but belonging
to two different tree branches. Thus, the routing path needs to go through the tree root,
resulting WRLI = 2R even if they are only one hop away. If the tree root is located at the

boundary of a network, the upper bound of route length is 4R so that WRLI = 4R.

e 802.15.5
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Destination

Figure 3.2: An example of routing process when the tree root is at the center of a network.

Similarly to the tree based routing, if the source and destination nodes are located at the
same tree branch, then shortest path can be found. Also if the address of the destination
node falls into the block address of one of source’s neighbors, routing is done by the local
search which can find the shortest path. We consider here the scenario in which nodes are
located at different tree branches and beyond the local link state region. We discuss two
scenarios where tree root is located at the center and boundary a network respectively.

(1) Tree root at the center of a network

Based on the routing scheme, if a source node does not have any clue about the des-
tination, it will choose a route towards the root. Every node along the route will keep on
searching its K-hop local link state region for any information leading to the destination.
No information about the destination found, the packet will be routed along the direction
to the tree root and the next hop node will repeat this search. Fig. 3.2 shows the routing
process, in which we denote P; for the first node that finds the destination information in
its local link state and P, for the anchor node. Routing path will be from P, to P, without
going through the tree root. The analysis below shows that we can approximate that P,

and P, have the same tree level (then same distance r to the root) and the route length
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Figure 3.3: (a) shows the detailed routing process once a node finds the destination node’s
information in its K hop local region. (b) shows how we approximate the routing in Fig.
3.2, where solid line is the real routing path and dashed line is the approximated routing
path in calculation.

between them is K.

Fig. 3.3 shows the detailed routing process once a node (denoted as A;) finds destina-
tion’s information in its K hops local region, and B; is the anchor node it chooses(on the
same tree branch with the destination). After selecting the anchor, A; will choose a next
hop(denoted as A'l) that is close to anchor B. A'1 will repeat the algorithm and choose
an anchor(denoted as B;)- As the algorithm tends to choose anchor node with smallest
address block, B'1 has a deeper tree level than B;. This process will repeat until a data
packet is routed to the node (denoted as B;) on the same tree branch with the destination
so that the actual routing path will resemble an arch-like path. In order to simplify the
problem and due to symmetric nature, we approximate A; and B, having the same tree
level and the distance between them is K hops. Fig. 3.3(b) shows the comparison between

the actual routing path and the approximated routing path.
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Destination

Source

Figure 3.4: General routing in 802.15.5.

We first prove that WRLI is obtained when the source and destination nodes are located
at the boundary of a network. WRLI is obtained when both source and destination nodes
are located at the boundary. We assume source and destination node is L(0 < L < R) and
XL(0 < X < 1) hops away from the tree root. We will prove that WRLI(RLI is maximized)
1s obtained when L is maximized and X = 1, which means source and destination nodes
are both located at boundary of a network.

272K _
2r2 -

we have RLI = M. According to the law of cosine, cos(d) =

—L2+(2§LL)22_‘12, (see Fig. 3.4), then we get d = \/(1 + X2 - (lr"’—f# As we have

RLI = (A+X)L-2r+K ORLI _ 2r-K > 0.

oL

, taking the derivation of RLI over L,

2_g2\x12 2% 124 XK2
d= (1+X2)L2_(2r K2)XL L2(x |>2 +XK2
I

RLI increases monotonically via L, so WRLI gets when L is maximized(L = R), which

r

means that the source node is located at the boundary of network. Next, we try to see

the relationship between RLI and X. RLI gets the maximum when 6{};_;1 =0,X=1-
s — > 1,and %L > 0 when 0 < X < 1. RLI increases monotonically via X in

region 0 < X < 1. WRLI can be obtained when X = 1, which indicates that the destination
node should have the same distance to tree root as the source, thus the destination node
also locates at the boundary of network. So we get WRLI is obtained when both source
and destination nodes are located at the boundary.

So WRLI = max(RLI) = max(*£*%) with the constraint 4 = £. We will use La-

grange Multiplier to solve this problem. (Lagrange Multiplier here solves the maximum
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not minimum as min(RL/) = 1 whend = 2R and K = 2r). Let L = Z(R_%( + A(dr — KR).
Here we will solve the Lagrange Multiplier based on mathematical method by assuming
R,r,d,K are continuous variables, then apply the physical meaning of these variables in
802.15.5 to interpret the theoretical mathematical upper bound WRLI. Taking the gradient

for the variable d, r and A respectively:

0L _ _QR-nN+K)

i 7 r=0 (3.1)
oL 2
—_— s —— = .2
P v +Ad =0 (3.2)
oL
— = — KR = .
3l dr 0 (3.3)

It is clearly that L is differentiable with d,r and A since g—s is continuous with d(d > 0),
while g—f and g—ﬁ are constant values. From Eqs (3.1)(3.2)(3.3), RLI gets maximum when

_ 2R+K _ 4RK _ (R+K’ _ 1R
r==; and d = SRR Therefore, WRLI = R = 5%

It is clear that WRLI = 1 when K = 2R. In this case, the K-hop local link state
information actually becomes the global link state information so that we can always find
the shortest path. Based on this analysis, we further try to see how K can influence the
routing performance. Denoting p = &, then WRLI = 30 + g + 3, as we have I < K < 2R,
SO % < p < R. The gradient of WRLI via p will be ‘9“(;—1;” =1- 8/1)—2 > 0, which means WRLI
monotonically increases via p, that is, larger R and smaller K will lead to worse WRLI.
Therefore, in order to find a shorter routing path, we need to increase K to get enhanced
local link state information. However, a large K will cause more memory occupancy and
message overhead as pointed in scalability part. In reality, if we assume a network is
large, K is much less than R, so we get WRLI ~ %. Compared with tree based routing,

802.15.5 is approximately 4K times better than the tree routing regarding WRLI.
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Source
Destination

Figure 3.5: An example of routing process when the tree root is at the boundary of a
network.

(2) Tree root at the border of a network
From Fig. 3.5, we have WRLI = max(@), the condition R; = R, gets WRLI. The

problem can be solved by using the same approach as the case when the root is situated

at the center, except Ry = R, < 2R and WRLI = max(m%) with the constraint % = %
. . T _ @R+K? _ R, 1K | 1 _ 4R+K
Using again the Lagrange Multiplier, WRLI = =~ = ¥ + 7% + 3 When r = == and

d= 555{. Finally we get WRLI =~ %. Compared to the tree based routing(WRLI = 4R),

802.15.5 is still 4k times better.

WRLI is obtained when the source and destination nodes are located farthest from the
tree root and have the same distance to the root. So % is the upper bound of WRLI for

802.15.5 regardless of the location of the tree root.



CHAPTER 3. PERFORMANCE ANALYSIS OF IEEE 802.15.5 64

3.2.4 Mobility Support Overhead

Mobility support scheme has been introduced in the former chapter. In this section, we
focus on the scenario where a sender in a network tries to find mobile nodes. Since
tree based routings do not support the node mobility, we just compare 802.15.5 scheme
with that of Zigbee PRO. We will analyze the message exchange overhead for routing
re-establishment to mobile nodes for one time movement (i.e., a mobile node from its
original place to some other place). The overhead for multiple movements can be easily
derived from the result of one time movement. We assume a(0 < @ < 1) percentage of

nodes in a network will send packet to SN(0 < 8 < 1) mobile nodes.
e Zigbee PRO

Similarly to the scalability analysis, every node needs N + R message exchanges on the av-
erage to find a new route to a mobile node. For N nodes, aN(N + R) message exchanges
are consumed to find new routes to one mobile node. To find routes to SN mobile nodes,

it needs aB(N + R)N? message exchanges, or O(N?) complexity.
e 802.15.5

For a sender to find a route to a mobile node, it takes 4R message exchanges for
the worst case because it costs 2R message exchanges for the mobile node to notify its
previous parent and 2R for the previous parent to notify the sender. Note that the best case
costs O(e.g., the mobile node is still within one hop range of current parents). Thus, on
the average 2R message exchanges are needed in addition to 2(%)2N message exchanges
to update the local link state information by mobile node and its previous parent. So
the total becomes 2R + 2(%)2N . (The 1 time broadcast by sender at the end is ignored

to simplify the equation). For aN source nodes to find SN mobile nodes, it requires
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[2R + 2(%)2N] X aSN* message exchanges. Once a sender receives the new address of
a mobile node, it will broadcast this information within its one hop neighbors so that
those nodes receive this message do not incur any overhead to get the mobile information.

Since the average one hop neighbors for a node is M, averagely the total number of

[2R+2(K Y’ N]xapN?

o , which is rewritten as (2R* + 2K>N) x aSN

message exchanges becomes
because M = 1%. For the fixed network size (constant R)the complexity is O(N?). For the
fixed node density (constant M), R = /4L, the overhead is 2(1,8:;—% + 2K2aBN* or O(N?)
complexity.

If the mobile nodes are not leaf nodes, then the whole tree structure needs to be re-

established. The message overhead is the same as the network-wide routing information

establishment, as shown in the scalability analysis.

3.2.5 Summary of Analyses

Finally, we summarize all the results of analyses in Table 3.1.
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3.3 Simulation

The 802.15.5 has already been successfully implemented on our test-bed and is shown
to perform well [47]. In this paper, we will demonstrate the validity of our analyses
done in the previous section. We conduct simulations for the network layer behavior
using the Matlab. A IEEE 802.15.4 Matlab model is used for underline MAC/PHY [70]
and a probabilistic radio model is applied assuming radio range follows the Gaussian
distribution with the mean value of 10m and standard deviation of 3m.

Two different simulation scenarios are used. First, we will fix geographic size of the
network so that increasing the number of nodes will increase the node density. We assume
nodes are distributed in a circular space with the radius of 50 meters in a grid topology
of square cells and then a random shift is added to every node. The direction of the shift
is randomly chosen between 0 and 27 and the distance of the shift is randomly chosen
between 0 and a half length of the side of a cell. In the second scenario, we will use fixed
node density by setting the node density with the length of a cell side 7 meters(constant M)
so that increasing the number of nodes will increase the geographic size of the network.
Random shifts are added the same way. The tree root is located at the center of a network
except the experiments for the shortest path routing where the tree root can be located at
the boundary of the network. We will run 10 different topologies for each experiment and

take the average for the final results.
e Scalability

Fig. 3.6 shows the memory occupancy versus the number of nodes. Fig.3.6(a) shows
that all three algorithms grow linearly with the number of nodes and Zigbee PRO has the
largest increasing slope, while in Fig. 3.6(b) only Zigbee PRO shows a linear growth but

802.15.5 and the tree remain constant, the results of which support the analytical results.
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Figure 3.6: Scalability as the routing information size versus the number of nodes in a
network. (a) is for fixed network size and (b) is for fixed node density. Dashed lines are
theoretical results(theo) and solid lines are simulation results(simu).

Zigbee PRO consumes most memory space and memory increasing speed via number of
nodes is the fastest. For 802.15.5, large K leads to high memory occupancy. However, it
still performs much better than Zigbee PRO and is comparable with that of the tree based
routing especially when K is small. Meanwhile, if the node density is fixed, memory
occupancies of 802.15.5 and the tree based scheme remain constant regardless of the
number of nodes.

Fig. 3.7 demonstrates the message exchange overhead to establish network-wide rout-
ing versus the number of nodes in a network. The analysis in the previous section shows
that the three schemes have different big O in term of the number of nodes. To demon-
strate the validity of the trends, we give out the original values and also corresponding
logarithmic curves presenting the visible differences. Note that the slopes of the loga-
rithmic curves show exactly those big O trends as it represents the power of N in big O
notations. Zigbee PRO costs far more overhead (i.e., steepest slope), or energy, compared

with 802.15.5 and the tree based routing in building the network-wide routes. And the
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Figure 3.7: Scalability as the number of messages needed for network-wide routing es-
tablishment versus the number of nodes in a network. (a) is for fixed network size and
(b) is for fixed node density. For a better visible comparison, we plot in log scale for both
cases. The left side figures are in the original values and right side figures are in log scale.
Dashed lines are theoretical results and solid lines are simulation results. Dashed lines
are theoretical results(theo) and solid lines are simulation results(simu).
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network wide broadcast cause serious MAC collision so that message exchange in sim-
ulation is more than theoretical value, especially in fixed network size case where high
node density will cause more MAC collision. Thanks to many-to-one scheme, if routings
are required only from sensor nodes to a sink, Zigbee PRO costs the least overhead. For
802.15.5, large K leads to more message exchanges and its value is always larger than
the tree based scheme due to the overhead incurred from exchanging the local link state
information, but the slopes are the same. As the link state information exchange is done
in local region, the influence of MAC collision is much less. Meanwhile, 802.15.5 and
the tree based scheme perform better when the node density is fixed, where the slope of
the overhead is the same as Zigbee PRO only-to-sink case, while for the fixed network
size, its overhead is larger than Zigbee PRO only-to-sink case but still lower than Zigbee
PRO network wide routes case.

Overall, 802.15.5 is better than Zigbee PRO by an order of magnitude and comparable
to the tree based scheme.In particular, it has a better scalability, i.e., O(N), when the node
density is fixed. In reality, this provides a desirable advantage for network developers
and operators as most practical networks maintain the same node density when updated

to larger area coverage.

e Fault Tolerance(NDN)

Next, we will compare the number of potential next hop nodes for three algorithms (de-
fault K = 2 used for 802.15.5). 20 pairs of source and destination nodes are randomly
chosen. For the NDN simulation, every node in routing path will calculate the node de-
gree of next hop choices (NDN) and the final NDN is the average of all. Fig. 3.8 supports
the analytical results and demonstrates that only 802.15.5 can provide multiple next hop

choices without route re-establishment: there is only one next hop choice for Zigbee and
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Figure 3.8: Node degree of next hop choices(NDN). (a) is for the fixed network size and
(b) is for the fixed node density. The number of one hop neighbors is also shown to give
a better illustration. Note the NDN of tree based scheme and Zigbee PRO are both 17
and overlapped in this figure. Dashed lines are theoretical results(theo) and solid lines are
simulation results(simu).

Tree, while for 802.15.5, its NDN grows linearly in the fixed network size case and keeps
constant around 3 for the fixed node density case. A large node degree of next hops
choices provides more resilience to node failures. In this sense, 802.15.5 is more robust
compared with Zigbee PRO and tree based schemes.

Regarding the MTT Fg, slightly different experimental setup is used as in NDN case.
We will measure the ratio between MTTF of routing path to MTTF of single node(MTT Fg/TF),
for which the larger ratio means long lifetime of routing path assuming the MTTF of node
is predetermined. For the fixed network size case, MTT F/Tr is measured along with
node number by taking the average of 20 routing paths; For the fixed node density case,
MTTFg/TF 1s measured along with hop count of routing path. Fig. 3.9 indicates that
802.15.5 has much larger MTTF regarding routing path so that lifetime of routing path is
longer in both cases. Also high node density will extend the lifetime of routing path in

802.15.5 as more next hop nodes are available.
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Figure 3.9: Mean time to failure of routing path(MTT Fg): ratio between MTTF of rout-
ing path to MTTF of single node(MTTFg/TFr). (a) is for fixed network size where
MTTFg/TF 1s measured along with node number by taking the average of 20 routing
paths. (b) is for fixed node density case where MTT F/TF is measured along with hop
count of routing path. Dashed lines are theoretical results(theo) and solid lines are simu-
lation results(simu).

e Routing Path Length

For the experiments regarding Routing Length Index, we fix the network radius at 50
meters and the cell side length at 7 meters. Probabilistic radio model is kept the same as
before. We randomly choose 50 pairs of source and destination nodes to calculate their
RLI and take the average for final results. Fig. 3.10 shows the RLI performance when
the local link state radius K varies, together with pre-calculated theoretical WRLI. As
expected, Zigbee PRO is the best to find the shortest path, due to probabilistic radio model,
the simulation results are slightly larger than 1. The tree based scheme comes the worst.
802.15.5 has much better performance than tree based scheme and is competitive with
Zigbee PRO especially when local link state radius K is larger, which gives more chance
to find shorter paths, but at the expense of memory and message exchange overhead. In

this sense, 802.15.5 can position itself in between Zigbee PRO and tree based scheme
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Figure 3.10: Routing Length Index RLI and WRLI. (a) is for the case where tree root is
located at the center of a network and (b) is for the case where tree root is located at the
boundary of a network.

given the required quality of service by controlling local link state radius K.

e Mobility Overhead

For the simulation of the mobility, we assume @ = 0.1, 8 = 0.1 and consider only one time
movement overhead. Mobile nodes are randomly placed inside a network and then the
movement for each mobile node is chosen randomly with a direction between 0 and 27
and a distance between 0 and R. We also use a reflection mobility model that if any mobile
node has arrived at the boundary of a network it will reflect back and continue to move.
Fig. 3.11 shows the message exchange overhead to re-establish the routing from source
nodes to mobile nodes after their movements. Same as the scalability part, we plot both
original values (left side figures) and logarithmic values(right side figures). The validity
of analyses is confirmed by Fig. 3.11(a) and 3.11(b). In both cases, Zigbee PRO pays
much more to support the mobility regarding message exchange overhead. In the worst
case where mobile nodes are not leaf nodes but intermediate routers, 802.15.5 needs to

re-establish the whole tree structure and local link state information. Even in this case,



CHAPTER 3. PERFORMANCE ANALYSIS OF IEEE 802.15.5

Number of message exchanges

Number of message exchanges

x 10

> message exchange overhead for node mobility

[ Zigbee(theo)

Zigbee(simu)
F| =€ = 802.15.5 Leaf node mobility(theo)
802.15.5 Leaf node mobility(simu)

' 802.15.5 Network re-establishment(theo)
r| === 802.15.5 Network re—establishment(simu)

o

o

IS
T

w
T

¢

Number of nodes in network

50 100

200 250 300

x 10° message exchange overhead for node mobility

35

0 40

0

+ [ Zigbee(theo)

Zigbee(simu)
6| = € = 802.15.5 Leaf node mobility(theo)
802.15.5 Leaf node mobility(simu)

' 802.15.5 Network re—establishment(theo)
5| === 802.15.5 Network re—establishment(simu)

—

4$

200
Number of nodes in network

250 300

350

400

(a)

(b)

Number of message exchanges

Number of message exchanges(logarithmic)

74

message exchange overhead for node mobility(logarithmic Based)
T

137

[ Zigbee(theo)

Zigbee(simu)
- © - 802.15.5 Leaf node mobility(theo)
802.15.5 Leaf node mobility(simu)

+ 802.15.5 Network re-establishment(theo)
—}— 802.15.5 Network re-establishment(simu)

10

14

100 150 200 250 300
Number of nodes in network

350 400

message exchange overhead for node mobility(logarithmic Based)

131

12r

+ [ Zigbee(theo)

Zighee(simu)
- © - 802.15.5 Leaf node mobility(theo)
802.15.5 Leaf node mobility(simu)

' 802.15.5 Network re-establishment(theo)
—— 802.15.5 Network re-establishment(simu)

11r

101

/

100 150 200 250 300
Number of nodes in network

350 400

Figure 3.11: Message overhead for mobility support. (a) is for fixed network size and
(b) is for fixed node density. For a better visible comparison, we plot in log scale same
as in scalability part. left side figures are in the original values and right side figures
are in log scale. Dashed lines are theoretical results(theo) and solid lines are simulation
results(simu).
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802.15.5 still costs less compared to Zigbee PRO. What is not accounted for, however, is
the time for network re-initialization. In that sense, we believe 802.15.5 is not suitable
to support the network dynamics like in mobile ad hoc networks. In contrast, 802.15.5 is
suitbale for low power large scale wireless sensor networks in which most sensor nodes
are stationary, mobility is limited, and the network life time is expected to be long (e.g.,
for years), so the network initialization time is tolerant.

For the case of fixed node density(Fig. 3.11(b)), an interesting observation is that the
overhead for the leaf node mobility support exceeds slightly the overhead to re-establish
the whole network as the network size increases beyond a certain threshold. We reason
this can happen mainly because the leaf node mobility support will pay for routes be-
tween previous parents and current parents, mostly leading to a much longer path. If the
number of nodes N is small (also R is small considering fixed density), then the overhead
for network establishment is (%)2 x N? which is larger than that of the mobility support
0.021‘1\;—% +0.01K>N? as @ = B = 0.1. As network size expands via the number of nodes,
the mobility support becomes expensive because the extra overhead for current parents
to notify previous parents and packet re-route costs excessively. However, the mobility
support dose not incur any additional network re-establishment time.

Based on the analyses and simulation results, we can see that 802.15.5 maintains
a consistently competitive performance as it is either the best or comparable with best.
Furthermore, 802.15.5 dose not suffer any significant shortage, while Zigbee PRO and tree
based scheme can achieve best performance in certain metrics by sacrificing much more in
others. Another advantage of 802.15.5 is that it can provide flexibility by adjusting local
link state K to meet different network requirements, which is hardly offered by Zigbee

PRO and tree based scheme.
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3.4 Summary

In this chapter, we present a comprehensive analysis on 802.15.5 low rate part. As a
low power wireless mesh network standard, it should be simple enough to fit in limited
memory and energy to ensure good scalability. Also 802.15.5 needs to provide certain
fault tolerant capability. Through the complexity analyses and accompanying simulation
studies of network layer performance, 802.15.5 is shown to be the preferred choice over
ZigBee Pro and the tree-based scheme. Importantly, it does not suffer from any particular

shortage so that it has the potential to be applied to a variety of diversified applications.



Chapter 4

Mobility Support Analysis in WSN

4.1 Sink node mobility in Wireless Sensor Networks(WSN)

In this chapter, we will expand our mobility support scheme in IEEE 802.15.5 to more
general case: We will discuss the sink node mobility support scheme in wireless sensor
networks and propose a distributed mobile sink support in wireless sensor networks.

The typical application for WSNs is the sensor nodes gathering data and reporting
to sink. All data traffics are from sources to a or multiple sink nodes. Recently, data
dissemination protocols for WSNs have been extensively studied. In these works, sink
nodes are assumed to be stationary and the sink mobility is hardly an issue. Nevertheless,
in many real applications, the sinks are expected to be mobile when they are integrated
with other mobile devices such as mobile phones and PDAs carried by mobile user. In
such cases, sink mobility management becomes an important issue in designing WSNs.
How to keep the sensors informed of the current state of the mobile sink is the primary
issue for the mobile sink management. In this chapter, we propose a distributed mobility

management scheme that uses a set of access points (APs) to support the data transmission

7
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from sensors to mobile sink.

Sink node mobility brings two challenges: to provide means to reach the mobile sink
node and how to maintain ongoing session without interruption while on the move. The
former is called location management and the latter as handover management. The typ-
ical application in sensor network is that sensors report intermittent event or short peri-
odical data to sink, in which one session presumably contains one packet, the problem
of which is not as significant as the ones in other networks supporting streaming appli-
cations. Therefore in this paper we focus on the location management. Although the
issue has been studied intensively for cellular and ad hoc networks, it has very different
characteristics in sensor networks. In cellular networks, location management is typi-
cally accomplished by using centralized database, e.g., Home Location Register, which
stores up-to-date location information of mobile stations. But in WSNs, the realization
of such kind of centralized database is not feasible due to signaling overhead for pag-
ing method and resource constrained sensor devices. Because the energy consumption is
of paramount importance in designing WSNs, a lightweight and distributed approach is
preferred for mobility management.

Some earlier works have addressed this problem. TTDD [67] builds a grid topology
for each source node and the mobile sink renews the entire path to the source whenever
it moves out of range from a local cell. LURP [63] uses local flooding to update location
information unless the sink is moving out of range in local cell. Both TTDD and LURP
require location aiding devices like GPS for every sensor nodes and it is not cost efficient
in many cases. SAFE [45] and SEAD [19] build data dissemination tree which would
be reconstructed when the sink is mobile. The tree rebuilding overhead is excessive for
sensor network especially when the sink’s movement is frequent. EARM [4] tracks the

distance of the gateway from the last hop and dynamically adjusts routing.
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In this chapter, we propose a distributed mobility management scheme. Instead of
broadcasting the whole network its new location information, the mobile sink would
choose different access points while moving and update location information through
these access points in a distributed way. Potential source nodes will be informed of mo-
bile sink’s current location by these distributed access points. Compared with existing
works, this distributed management scheme maintains both energy efficiency and balance.

Also the proposed method can be integrated with the underlying routing protocols.

4.2 Distributed Mobility Management

The following conditions and assumptions are considered, common in literature for the

design of WSNss:

e The sensors nodes are stationary and there exists a certain underlying proactive

routing protocol between each node pair.

e Unlike the sensor nodes, the sink has no energy constraint. So, we only take the

energy of sensor nodes into consideration.

e Each time a sink moves to a new location, it will choose a sensor node to associate
with and this particular sensor node is called access point (AP). All the data traffic

toward sink node will first arrive at AP and the AP will relay the data to sink.

e Mobile sink is not a part of the whole network, that is, the movement of mobile sink

does not trigger any link state update for the network.

e All sensor nodes will monitor the environment/event with the time period 7. Those

monitored value exceeding certain threshold will be reported to sink. Therefore,
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every node could be potential source, and there may exist multiple sources.

When the network has been deployed, the sink node first chooses an initial AP. Then
it broadcasts the initial AP information over the entire network so that all nodes get this
initial AP information. Afterward, the sink may be moved along with a mobile robot, a
vehicle, or a person. Every T time period, it will choose another sensor node as its new
AP and update its status (e.g., current AP) by informing all previous APs.

Whenever a source node wants to send data packet to sink, it first checks its memory
for the AP information it has (should be one of previous APs), then sends data to that
particular AP. When the data arrives at that particular AP, it will relay data to the current
new AP to reach the sink, while sending the current new AP’s address back to the source
node(s). After the source nodes get the location update, they store the new AP’s informa-
tion and broadcast to their one hop neighbors. In this case, those one hop neighbors of the
source nodes will be updated with the new AP information even without sending any data
to the mobile sink. This will help when any of these nodes later have data to report. Note
here again that we assume an underlying routing protocol taking care of routing packets
between any node pair given their addresses. The Figure 4.1 shows an example.

After mobile sink associates with current AP, it will update its location information by
informing all former APs using a multicast. Some efficient multicast algorithms such as
spanning tree or heuristic Steiner tree may be used to perform the multicast, but the cost
of building these trees every time period T will be prohibitively large when the sink is
mobile. Hence we just assume a simple multicast algorithm in which current AP unicasts
to every former AP.

This distributed method has two major advantages compared with former mobility

management scheme. First, no network wide flooding is needed to update the mobility
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Figure 4.1: Example of Access Point (AP) Management.

information except once for initialization so that it is much more energy efficient. Second,
the distributed AP mobility scheme helps balance the energy consumption over all APs.
Figure 4.1 shows an example of Access Point (AP) Management: the sink has an initial
AP1 and then moves along with the dashed trajectory. After two time periods it will will
choose another two APs(AP2 and AP3). At this time S1 wants to send data to mobile
sink, but it only has initial AP information(AP1). AP1 receives data from S1 and relay it
to AP3, while replies back to S1 with the information of AP3. S1 receives the updated
AP information and broadcast to its one hop neighbor so that S2 has AP3’s information
without sending any data. Next time sink chooses another AP4 as its current new AP, if
S2 wants to send data to sink the data packet first arrives at AP3 and AP3 relays it to AP4
while sending back the update with AP4 information. Finally S2 broadcasts this newly

updated AP4 to its one hop neighbors.
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Figure 4.2: A simple model for analysis.
4.3 Performance Analysis

Similar to analysis model used in TTDD and LURP, we consider a squared sensing field
whose side length is D, in which N sensor nodes are randomly distributed. Every time T
all sensor nodes will perform sensing and those sensing value exceeding a threshold will
be reported to mobile sink. In the mean time, the mobile sink will move according to
the random waypoint model [12] with velocity v and every time period T it will choose a
sensor node as its current AP. The transmission radius of sensor is R. We assume the total
operation time of a sensor network is t_total =m X T. .

Theoretical analysis is done to compare our method with the network wide broadcast
, in which mobile sink node will flood the whole network with its new location every
time period T , enabling potential source nodes to directly send data to mobile sink. The
purpose for this analysis is to compare the communication overhead between these two
methods, and to get an approximate threshold below which our method performs better

than network wide broadcast.

4.3.1 Analysis Model

We first consider a simple case in which mobile sink just move once and one source

reports one packet to mobile sink via a previous AP as showing in Figure 4.2.
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e Analysis of Distributed AP Management

For the simple case in Figure 4.2 above the communication overhead is derived as

follows:
d| *¢€ dy # (L+¢) dy L
+ e — + E—— + &
R R R —
~— — —— sourcebroadcast
updateofcurrentAPtopreviousAP  sourcetopreviousAPandprevious  previousAPrelaypackets onchoplocally (4 1 )
APinformsourceofcurrentAP tocurrentAP

(d] + dz)(L + 8)
= +&
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Where L is the length of data packet and ¢ is the length of location update packet. d;
is the distance from current AP to previous AP, d, is the distance from source node to
previous AP. Also 7‘; means the hop count between two nodes. A is the one hop broadcast
by source node after it receives updated AP information.

We then extend the simple model to the general case: at each time period T, 1 nodes
are randomly selected to report their data to sink and sink will update its location m times
during the entire experiment time ¢_fotal = m X T. Let the communication overhead for

our method be E;, which can be derived as follows:

m k—1 m i
AP AP(j)
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Where dl.j means the distance from i to j, AP; means the AP chosen at i-th time period,

AP(j) means the AP information stored in the source node j, and S ; means the source
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node j.
e Analysis of Broadcast Based Method

For the simple model in Figure 4.2, the communication overhead of the broadcast based

method for a packet from a single source is as follows:
d
Ne+ —L 4.3)
R

Where N is the number of nodes in network and d; is the distance from the source node
to current AP. We extend the simple analysis to general case as before, resulting in the
communication overhead for broadcast based method:

5 id?f)"x(L+8)

k=1 j=1

E, =mX Ne+m X 4.4)

R

e Analysis of LURP

Based on the broadcast based method analysis and [63], we can extend to the LURP.

S X d X (Lt e)

k=1 j=1

E; :mx[a(%)2+(l — )] X Ne + m X 4.5)

R

The @ means the probability that the sink is inside local cell, D; is the local cell side

length. And a(%)2 X Ne represent the local broadcast communication overhead.

4.3.2 Average Threshold Analysis

An analysis is given out to compare communication overhead of our method with the

broadcast based method and local broadcast method. The assumption is the same as
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before. To simplify the analysis, we assume L = &.
In order to measure the approximate threshold for our method compared with broad-

cast based method, Let E; = E,, without loss of generality, we let d?f’(ﬁ = d?f k and

dAPk _ v2D
AP(j) — 2

. dﬁg is depend on the velocity of sink node,dﬁfj’(‘j) = 5% . Put all these

into Equation 4.2 and 4.4, the average threshold for the number of source node i could be

derived:
~ NR- Vf 4.6)
i~ .

This average threshold analysis shows if the number of source nodes is less than i, aver-
agely speaking our approach performs better than the broadcast approach.

A similar way could be used to derive the threshold for our method compared with
LURP. Based on Equation 4.5 and 4.6, the average bounder for our method compared

with LURP could be derived as:

- [(2)” + (1 — )] X NR — ¥

4.7)

4.4 Simulation Results

In this section, three methods for mobile sink support are compared: our method, the
method with network wide broadcast (flooding), and the one with local broadcast, LURP..
The basic idea of LURP is that it splits the total area into local cells. When the movement
of sink is within a local cell, the mobile sink broadcasts its new location only within the
local cell, but if the mobile sink moves out of a local cell, it needs flooding the whole
network to update its new location information. Both TTDD and LURP are this type
of local broadcast based method. We choose LURP for comparison, because the typical

application of TTDD differs from ours in that it cares single source to multiple mobile
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Table 4.1: Simulation parameters for sink node mobility.

R: Communication range 10m
D: Network side length 100m
t,otal: total experiment time 400s
T: mobile sink update period 10s
N: number of nodes in network 1000

L,e: data and update packet length | 59 bytes
J: energy consumption for one bit | 0.001 joule

v: sink mobile speed 0.001 joule
D;: Local cell size 30m
i:source node number 60

sinks and that the data is queried by sink, while our method deals with traffic from multiple
sources to sink. Also TTDD requires a location device like GPS. For LURP, the size of
the local cell is chosen as 10% of total area (side length of local cell is 0.33D).

The simulation is done with a high level simulator programmed in MATLAB 7, which
ignores the PHY and MAC layer. The parameters of network are set as following Table
4.1:

The sink moves following a random waypoint model, in which it randomly chooses
to move or stay in each T period. The simulation strategy is to see the impact of each
parameter to the communication overhead. we change one parameter every time and
keep others fixed so we can see how different parameters influence the communication
overhead For each set of parameters, simulation is performed 20 times and the average is
taken.

Figure 4.3 shows the impact of source node number to communication overhead.
Based on parameters in Table 4.1 and Equation 4.6, the average threshold number for pro-
posed method compared with broadcast is 140. Simulation results show that the bounder
is 128, which matches the analysis very well. For LURP, the bounder is 79 based on the

simulation. The parameter could be calculated based on Equation 4.7 and TABLE I. in
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Figure 4.3: The communication overhead vs number of source nodes

this figure, it is about 0.3, which means the mobile sink has 30% to move out of local re-
gion. Note here the total number of nodes is about 1000 and there are t,0al/T = 40 update
times, if we assume every node will report data to sink once in the total experiment time
which is reasonable, so every update period 25 sensor nodes will report data, in which
case proposed method could perform better than other two.

Figure 4.4 compares the communication overhead versus the update time period T.
The communication overhead accounts the total energy associated with movement of the
sink during the simulation time. It is clear that communication overhead for all three

methods will increase when the update time period T decrease due to the increase of total

t_total

number of updates m = =%,

m is also the number of APs chosen in the whole experiment
time. We observe that network wide broadcast incurs worst overhead, regardless of T, as
it involves all network nodes. Meanwhile, as T increases (e.g., mobile sink rarely moves),
the overheads of all three methods tend to diminish and converge. Extreme case is when

the sink does not move, e.g. t_total < T, for which all three methods incur no overheads

associated with sink mobility.
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Figure 4.4: The communication overhead vs update time periods

Figure 4.5 shows the communication overhead with different nodes number in net-
work. The communication overhead for broadcast and LURP will increase along with
the increase of the number of nodes N. Because a higher N means more broadcast mes-
sages and more energy consumption, on the other hand, our methods are not influenced
by nodes number N. The results match the theoretical analysis in Equation 4.2 and 4.3
very well.

Figure 4.6 shows the communication overhead with different network size, when D
increase, the corresponding distance dﬁg and d?f(j) for our method in Equation 4.2 will
increase, resulting the overhead increase. In the mean time, the increase of d?f *in Equa-
tion 4.3 leads the increasing overhead for network wide broadcast method and LURP. In
this case, proposed algorithm still outperforms other two.

Figure 4.7 shows the communication overhead versus mobile sink speed. Broadcast
based method will flood the whole network every time T so its overhead is independent

of the speed. Although the overhead of our method depends on the mobile speed, the

average maintains independent from it because the source nodes are randomly chosen. In



CHAPTER 4. MOBILITY SUPPORT ANALYSIS IN WSN 89

energy consumption versus N

2200 T T T T y
—*— proposed method

2000 LURP
—&— broadcast based method

1800

1600

1400 1

energy consumption

1200 1

1000 ;\’/*___*———*—*\‘/*\*___‘1
X

800 . . . . . . . .
800 850 900 950 1000 1050 1100 1150 1200 1250
N(number of nodes in network)

Figure 4.5: The communication overhead vs number of total nodes in network

communication overhead versus D(fixed local cell size)
2000 T T T T T T T T

1800

1600 1

1400 1

1200 1

1000 4

communication overhead(joule)
¥*

—*— proposed method
800} LURP il
—6— broadcast based method

600 I I I I I I I I
60 70 80 90 100 110 120 130 140 150

D(network diameter)(m)

Figure 4.6: The communication overhead vs network diameter D with fixed local cell size
(10% of total network size)



CHAPTER 4. MOBILITY SUPPORT ANALYSIS IN WSN 90

communication overhead versus speed fo mobile sink
1900 T T T T T T T T

b—"—o—= —o—

1800 1

1700 1

1600 1

1500 i

1400 1

1300 1

communication overhead(joule)

12001

—%— proposed method
LURP 4
—&— broadcast based method

1100

1000 . . . .
1 2 3 4 5 6 7 8 9 10
v(speed:m/s)

Figure 4.7: The communication overhead vs mobile sink speed

LURP, with higher speed the mobile sink has a lager chance to move out of local cell,
causing increased overhead due to more frequent network- wide flooding.

From the above four simulations we can see that our method performs much better
than other two methods. It is clear that the broadcast is the dominant factor for communi-
cation overhead. Therefore, the reduction of the broadcast should come first in the design

of WSNs.

4.5 Summary

In this chapter, we proposed a distributed mobile sink support in wireless sensor networks.
Instead of flooding the whole network, the mobile sink would choose different access
points while moving and update location information through these access points in a
distributed way. Also, potential source nodes will be informed of the sink mobility by
these access points. Compared with other algorithms like network wide broadcast and

local broadcast method, LURP, our algorithm exhibits better performances consistently
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over several network parameters such as network size and mobile speed, supported by
both theoretical analysis and simulation.
The future work is to consider multiple mobile sink nodes and different data report pe-

riod for different source nodes. Also periodic traffic studied in this paper will be extended

to include burst and other traffic models.



Chapter 5

Correlation-TCP: TCP Design for

Wireless Mesh Networks

5.1 Overview

The former chapters in this thesis give a comprehensive study the IEEE 802.15.5 low rate
part and its possible expansion in Wireless Sensor Networks(WSNs), which target the
networking layer of Wireless Mesh Networks. In this chapter, we will switch the focus
on transportation layer of Wireless Mesh Networks. We will target the most widely used
transportation layer protocol: Transmission Control Protol(TCP) over Wireless Mesh Net-
works. In this Chapter, we will present Correlation-TCP, an enhanced TCP designed for
wireless mesh networks based on Newreno. The idea of Correlation-TCP is inspired by
the investigation that a high correlation exists between congestion window and RTT for
a certain TCP session over wireless mesh networks. This particularly high correlation
session occupies most network resources while its throughput is almost saturated; conse-

quently, there is only dminishing gain by continuously increasing its congestion window.

92
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Instead, if we can restrain its congestion window and release excessive network resources
it occupies, all other TCP sessions can benefit from lower delays or higher throughputs,
with limited throughput loss of high correlation session thus total system performance is
improved. Correlation-TCP introduces an additional function in Newreno algorithm to
control congestion window by exploring correlation information. Compared with other
TCPs proposed for wireless mesh networks that require help and collaboration from inter-
mediate nodes, Correlation-TCP makes use of the information available at the TCP end
host. It is compatible with Newreno in Internet and has shown enhanced performance in
wireless mesh networks. Extensive experiments will be performed to demonstrate its sub-
stantial performance improvement compared with widely used loss (or)and delay based
TCPs in wireless mesh networks. Moreover, Correlation-TCP has the flexibility to meet

various application layer requirements by tuning its parameters.

5.2 Background and Related Works

5.2.1 TCP Basics

It is well known that TCP is a connection-oriented transport protocol that is aimed at
guaranteeing end-to-end reliable ordered delivery of data packets over wired networks.
For this purpose, basic functionalities such as flow control, error control, and congestion
control are indispensable. While these functions have a clean-cut definition of their own,
in practice they are closely coupled with one another in TCP implementation.

In TCP, a sliding window protocol is used to implement flow control, in which three
windows are used, namely, Congestion Window, advertised window, and Transmission

Window. Congestion window indicates the maximum number of segments (Without caus-



CHAPTER 5. CORRELATION-TCP: TCP DESIGN FOR WIRELESS MESH NETWORKS94

ing confusion, the term segment and packet are used interchangeably henceforth) that the
sender can transmit without congesting the network. As shown next in details on con-
gestion control, this number is determined by the sender based on the feedback from the
network. advertised window, however, is specified by the receiver in the acknowledge-
ments it. Advertised window indicates to the sender the amount of data the receiver is
ready to receive in the future. Normally, it equals to the available buffer size at the re-
ceiver in order to prevent buffer overflow. Transmission window means the maximum
number of segments that the sender can transmit at one time without receiving any ACKs
from the receiver. Its lower edge indicates the highest numbered segment acknowledged
by the receiver. Obviously,to avoid network congestion and receiver buffer overflow, the
size of transmission window is determined as the minimum of the congestion window and
the receiver’s advertised window.

To notify the sender that data is correctly received, TCP employs a cumulative ac-
knowledgement (ACK) mechanism. In other words, upon the receipt of an ACK, the
sender knows that all previously transmitted data segments with a sequence number less
than the one indicated in the ACK are correctly received at the receiver. In the case that an
out-of-order segment (identified on the basis of sequence numbers) arrives at the receiver,
a duplicate ACK is generated and sent back to the sender. It is important to note that in
wired networks, an out-of-order delivery usually implies a packet loss. If three duplicate
cumulative ACKs are received, the sender will assume the packet is lost. A packet loss
is also assumed if the sender does not receive an ACK for the packet within a timeout
interval called retransmission timeout (RTO), which is dynamically computed as the es-
timated round-trip time (RTT) plus four times the mean deviation. By retransmitting the
lost packet, TCP achieves reliable data delivery. It turns out that in wired networks, al-

most all the packet losses are due to network congestion rather than transmission errors.
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Figure 5.1: TCP congestion window dynamics.

Thus, in addition to retransmission, TCP responds to packet losses by invoking its con-
gestion control mechanism. TCP congestion control is also based on the sliding window
mechanism described above and consists of two major phases: slow start and congestion
avoidance. In the slow start phase, the initial congestion window size (cwnd) is set to one
maximum segment size (MSS) and is incremented by one MSS on each new acknowl-
edgement. After cwnd reaches a preset threshold (ssthresh), the congestion avoidance
starts and it is increased linearly, i.e., it is increased by one segment for each RTT. Upon
a timeout, ssthresh is set to the half of the current transmission window size (but at least
two segments) and the congestion window is reduced to 1 MSS. Then slow start mecha-
nism starts again. This procedure is also called the additive increase and multiplicative
decrease algorithm (AIMD). The entire congestion control algorithm is illustrated in Fig-
ure 5.1. Note that the sender reacts to three duplicate ACKs in a different way, which is

described in fast retransmission and fast recovery in the next subsection.
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State-of-the-Art in Standard TCP

Most of the progress made in TCP is centered on error recovery and congestion control.
Representative innovations include fast transmissions and fast recovery [27], selective ac-
knowledgements [], random early detection (RED [29]) in routers, and explicit congestion
notification (ECN [28]). Notice that depending on what features are included, there are
several TCP flavors, including TCP Tahoe, TCP Reno, TCP New Reno, etc. Among them,
TCP Reno is by far most widely deployed. Next, we briefly describe these innovations in

the following.

e Fast retransmission and fast recovery

As noted earlier, a packet can be assumed lost if three duplicate ACKs are received. In
this case, TCP performs a fast retransmission of the packet. This mechanism allows
TCP to avoid a lengthy timeout during which no data is transferred. At the same time,
ssthresh is set to one half of the current congestion window, i.e., cwnd, and cwnd is set to
ssthresh plus three segments. If the ACK is received approximately one round trip after
the missing segment is retransmitted, fast recovery is entered. That is, instead of setting
cwnd to one segment and starting with slow start, TCP sets cwnd to ssthresh, and then
steps into congestion avoidance phase. However, only one packet loss can be recovered
during fast retransmission and fast recovery. Additional packet losses in the same window

may require that the RTO expire before retransmission.

e Select Ack(SACK)

Owing to the fact that fast retransmission and fast recovery can only handle one packet

loss from one window of data, TCP may experience poor performance when multiple
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packets are lost in one window. To overcome this limitation, recently the selective ac-
knowledgement option (SACK) is suggested as an addition to the standard TCP imple-
mentation.

The SACK extension adopts two TCP options. One is an enabling option, which may
be sent to indicate that the SACK option can be used upon connection establishment. The
other is the SACK option itself, which may be sent by TCP receiver over an established
connection if SACK option is enabled through sending the first option. The SACK option
contains up to four (or three, if SACK is used in conjunction with the Timestamp option
used for RTTM [24]) SACK blocks, which specifies contiguous blocks of the received
data. Each SACK block consists of two sequence numbers which delimit the range of
data the receiver has received and queued. A receiver can add the SACK option to ACKs
it sends back to a SACK-enabled sender. In the event of multiple losses within a win-
dow, the sender can infer which packets have been lost and should be retransmitted using
the information provided in the SACK blocks. A SACK-enabled sender can retransmit

multiple lost packets in one RTT instead of detecting only one lost packet in each RTT.

e Random Early Detection (RED)

Random Early Detection (RED) is a router-based congestion control mechanism that
seeks to detect incipient congestion and notify some TCP senders of congestion by con-
trolling the average queue size at the router. To notify the TCP senders of congestion,
the router may mark or drop packets, depending on whether the senders are cooperative.
As a response, the senders should reduce their transmission rate. This is done in two
algorithms. The first algorithm is to compute the average queue size by using exponen-
tial weighted moving average. If we denote by avg and q the average queue size and

the current queue size, respectively, then avg = (1 — wg) X avg + wg X g, where wq
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is the queue weight. The other algorithm is to compute the packet-marking or packet-
dropping probability pa. If avg falls in between minth and maxth, the packet marking
probability pb = maxp(avg — minth)/(maxth — minth) and the final marking probability
pa = pb/(1 — count * pb), where maxp and count are design parameters, respectively,
denoting the maximum value for pb and the number of packets having arrived since last
packet marking or dropping. If avg exceeds maxth, pa = 1, which means that the router
marks or drops each packet that arrives. Through control over the average queue size prior
to queue overflow, RED succeeds in preventing heavy network congestion and global syn-
chronization as well as improving fairness. Notice that numerous variants of RED have

been proposed to improve various performance of the original RED.

e Explicit Congestion Notification (ECN)

Most of current Internet routers employ traditional “’drop-tail” queue management. In
other words, the routers drop packets only when the queue overflows, which could lead
to the undesirable global synchronization problem as well as heavy network congestion.
Recently, active queue management (AQM) mechanisms have been proposed since they
can detect congestion before the queue overflows at the routers and inform TCP senders of
the congestion, thereby avoiding some of these problems caused by the “’drop-tail” policy.
In the absence of Explicit Congestion Notification (ECN), however, the only choice that
is available to AQM for indicating congestion to end systems is to drop packets at the
routers.

With ECN, AQM mechanisms have an alternative to allow routers to notify end sys-
tems of congestion in the network. ECN requires some changes to the header of both
IP and TCP. In the IP header, an ECN field with two bits is used. By setting this field to

specific bits, the router can send an indication of congestion to end systems. For TCP, two
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new flags in the Reserve field of the TCP header are specified. By manipulating these two
flags, the TCP sender and the TCP receiver can enable ECN via negotiation during con-
nection setup; the receiver can inform the sender if it receives congestion indications from
intermediate routers; and the sender can inform the receiver that it has invoked congestion

control mechanisms

5.2.2 TCP Over Wireless Mesh Networks

TCP performance over wireless multi-hop mesh networks is shown to be poor [66] and
many researchers have addressed this problem and proposed various TCP modifications
specifically designed for wireless mesh networks, (refer to [48] and [58]). However, most
of these TCPs have new designs and/or require help from intermediate nodes or collabo-
ration among network nodes, which make them not compatible with current widely used
TCP Newreno. In a well organized network, these special TCPs may be a possible so-
lution. But in a mesh network temporarily established by several portable devices, such
as laptops, tablets and smart phones, with WiFi-direct capability [24], it is not practical
to implement two different TCPs, regular TCP and mesh specific TCP. Moreover, due to
security concern and resource limitation, collaboration and help from intermediate nodes
or RED [29] type of active queue management are not always expected. In this paper, our
design goal is not a new TCP aiming particularly at wireless mesh networks but an en-
hancement to the current widely used TCPs with minimal modification in order to fit them
in wireless mesh networks. We preserve the host-to-host and distributed TCP schemes
without assuming the collaboration from intermediate nodes. The new TCP is compatible
and inter-operable with current TCPs, while substantially improving its performance in

wireless mesh networks.
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As most earlier works have pointed out that the capacity of wireless mesh/multi-hop
networks is limited and serious unfairness could happen due to underlying MAC and PHY
asymmetry [34] [48], it is really a challenge for wireless mesh networks to become a back-
bone to support high volume large data transmission. Instead, most traffics in wireless
mesh networks are short TCP sessions, e.g. html webpage, emails, interactive data and in-
stant messages. These short sessions are delay sensitive that try to finish transmissions as
soon as possible. Only a few long sessions exist that are throughput sensitive concerned
more about maximizing the throughput. The purpose of proposed TCP then is to aim at
reducing transmission delay for short TCP sessions with limited or no throughput losses
for long sessions.

In this paper, we will first investigate the TCP performance over wireless mesh net-
works, by which we can see that RTT is mostly composed of queuing delay, not transmis-
sion or propagation delay as in Internet. More importantly, certain TCP session, by taking
advantage of underlying MAC or PHY, can dominate channel bandwidth and buffer space;
consequently, its throughput is almost saturated and RTT fluctuates with own congestion
window. In this case, high correlation is engendered between congestion window and RTT
for that particular TCP session. In view of whole system, the high correlation session hogs
network resources and suppresses other sessions. This observation inspires the proposed
TCP modification, exploiting correlation information between congestion window and
RTT for TCP control. If the growth of congestion window of the session with high corre-
lation is limited, excessive network resource occupied by high correlation session will be
released so that other low correlation sessions can benefit at a minimal sacrifice to high
correlation session. The Correlation-TCP is based on most widely used Newreno, with
only an additional function that adjusts congestion window according to the calculated

correlation information between congestion window and RTT . Extensive experiments
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are conducted to compare Correlation-TCP with conventional loss based TCP Newreno
[27], delay based TCP Vegas [9], and combination of loss and delay based TCP Com-
pound(CTCP) [60]. The results demonstrate that Correlation-TCP can enhance the total
system performance by reducing delays of short sessions and increasing throughputs of
long sessions with low correlation, while yielding only limited throughput losses of long
sessions with high correlation. Furthermore, Correlation-TCP is compatible and inter-
operable with Newreno and adaptive to different requirements by tuning its parameters.
The remainder of this paper is organized as follows. Section 5.3 reveals the correlation
existing between congestion window and RTT for certain TCP sessions over wireless
mesh network. We will bring the correlation into TCP model to show that it is a key
feature TCP should consider to balance throughput and delay. Section 5.4 will present
a new TCP called Correlation-TCP that explores explicitly the correlation information
into TCP design based on TCP Newreno. Section 5.5 conducts extensive experiments to
show the improved performance of Correlation-TCP and its compatibility with current

Newreno. Section ?? concludes the paper and lists future works.

5.3 The Impact of Correlation on TCP Performance

In this section, we will first investigate TCP performance over wireless mesh networks
and reveal the impact of correlation. Based on this, we revisit TCP performance in the

correlation point of view.
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5.3.1 TCP over Wireless Mesh Networks in view of Correlation

Before introducing the impact of correlation, we will first analyze the RTT of TCP session

in wireless mesh networks. The RTT of one TCP session could be derived as follows:

RTT =Ty, + Tp + fwin + X (5.1)

Tr, and T'p indicate the transmission and propagation delay respectively; Swin represents
the queuing delay from its own packets in flight; where 3 is the parameter that depends
on underlying network bandwidth; win is the TCP congestion window; and X accounts
for the queuing delay due to other TCP sessions sharing network resources. In Internet,
transmission and propagation delay are major components of RTT and Bandwidth Delay
product(BDP) is large [43]. Also, the existence of enormous number of flows makes each
TCP session’s packets have almost no influence on its own queuing delay; thus, Swin
is negligible, leading to RTT = Tr, + Tp + X. X is roughly treated as a fixed value in
most loss based TCPs. In delay based TCP algorithms (or combination of delay and loss),
although queuing delay variation is an indication of congestion, these algorithms do not
differentiate queuing delays posted by its own congestion window and by other sessions.

In order to show that the behavior of RTT in wireless mesh networks is rapidly differ-
ent from those of wired networks, we analyze RTT behavior using NS-2 simulator [53].
IEEE 802.11 [66] with 11Mbps PHY rate is used as underlying MAC/PHY protocol. The
default values are used for transmission power with which the transmission range is 250
meters while channel sensing and interference ranges are 550 meters. PHY layer capture
effect is enabled with 10dB capture threshold. Link loss rate is set as 0.005 per packet
and packets can also be lost due to the MAC contention. MAC layer back-off and retrans-

mission are enabled following the IEEE 802.11 standard [1]. RTS/CTS is disabled in our
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simulation. TCP data packets size is 1500 bytes, TCP Ack packet size is 60 bytes, and
the queue size in each node is 100 packets. Also we assume the advertised window is
always larger than the congestion window. Finally, fixed routing is assumed to simplify
the problem and simple FIFO scheme is used for queue management. The experiment
time is set to 300 seconds.

We select four typical scenarios in wireless mesh networks as shown in Figure 5.2
based on earlier works in [58] [11] [34]. In Figure 5.2, (a) shows cross traffic in which
different flows share both queue buffer and wireless medium; (b) is for parallel traffic in
which different flows share only wireless medium; (c) is for stack topology which repre-
sents Flow In Middle(FIM) problem of wireless mesh networks [34]; and (d) represents
typical hidden terminal problem. A TCP session traverses along flow2 with multiple TCP
sessions running over flow1 as background traffics during the whole period of simulation.
In stack topology, one TCP session also runs over flow3. The experiments reveal inter-

esting and important behaviors of TCP over wireless mesh networks summarized below.

e RTT is mostly composed of queuing delay.

As IEEE 802.11 uses shared medium and interference range is larger than transmis-
sion range, the number of simultaneous packet transmissions will be no more than H/4
[16], where H is the number of hops of a flow. The distance between nodes is about
hundreds of meters so that propagation delay is in micro second level. Bandwidth-delay-
product (BDP) in wireless mesh networks is bounded by the number of hops and is far
smaller than that of high speed Internet [16]. Most of the packets in flight will be in
queues along end-to-end paths so that queuing delay becomes the major part of RTT.

For the topology in Figure 5.2 (a), the average RTT of TCP session in flow2 is 479ms
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Figure 5.2: Four different traffic scenarios: one TCP session runs over flow2 with multiple
background TCP sessions running along flowl. In stack topology, one TCP session also
runs over flow3.
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with one TCP session in flowl as background flow. The delay components 77, and Tp
for TCP session over flow2 can be estimated given the packet size, PHY transmission
speed, propagation speed of electro-magnetic wave, and retransmission scheme of IEEE
802.11. Ty, 1s approximately 2.2ms (2 * (1500 + 60) * 8/11000000 = 2.2ms and T'p is
2.5us(4 = 200/300000000). If a packet is lost due to channel error or MAC contention,
MAC layer will initialize the back-off and retransmit it until successful or drop the packet
after the maximum number of retransmissions allowed (four times as default value). The
back-off time is randomly chosen from 0 to back-off window size, which has the initial
value 32 and will be doubled for every retransmission of that packet. The maximum
back-off time for one packet per hop will be (32 + 64 + 128 + 256) = 20us = 9.6ms. As
flow2 traverses two hops, the maximum delay for MAC layer back-off of a round trip
is 4 * 9.6 = 38.4ms. The combined total time for transmission, propagation, and MAC
back-off is still far less than RTT, which means the major part of RTT comes from queu-
ing delay, bearing the fact that large buffers are used to compensate for channel loss in

wireless environment [69].

e Queue buffers can be occupied dominantly by certain TCP session whose RTT
varies along with its own congestion window fluctuation; thus, high correlation

between RTT and congestion window exists for that particular session.

The queuing delay can be induced by a TCP session’s own packets in flight repre-
sented as Swin and packets from other TCP sessions represented as X in Eq. (5.1). As
TCP congestion window controls the number of packets in flight, if the major part of queu-
ing delay comes from its own packets in flight, its RTT will vary along with its own TCP
congestion window fluctuation, pointing to a high correlation between them. In order to

validate this assumption, we sample the RTT and congestion window of TCP session in
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flow2 for every 0.5 seconds and measure the correlation between these two time series.

The correlation p; for TCP session i is calculated as the following Eq. 5.2:
E[(RTT! - RTT;)(win! — win;)]
pi = (5.2)

ORTTO win

RTT! and win! are the sampled time series for RTT and congestion window at time #;
(RTT;,win;) and (0 grr,0in) are average and standard deviation of both values. Figure 5.3
shows the correlation of TCP session in flow2 along with different background traffics
in flow1 over four different topologies. Figure 5.4 shows an example of TCP congestion
window and RTT evolution of TCP session in flow2 in parallel topology with 10 TCP
sessions in flow].

Experiments illustrate clearly the existence of high correlation between congestion

window and RTT of TCP in wireless mesh network, which indicates certain TCP session



CHAPTER 5. CORRELATION-TCP: TCP DESIGN FOR WIRELESS MESH NETWORKS107

Congestion window(win) and RTT evoluation of flow2

0.9F

~

0.8 ' 1

0.7t ! n

-
- o o o
| 1

0.6
]

1]

-
-
-
o

0.5
L
1

;

0.41

Normalized values

0.3} ] o
, ]

- g

0.2F

1
1
1
[]
1
Fl
RTT of flow2|

= = = win of flow2

0.11

0 50 100 150 200 250 300
Simulation time
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with congestion window fluctuation, resulting in and high correlation between them. Both
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dominates the queue resource. This phenomenon rarely happens in Internet but can be
common in wireless mesh networks. In Internet, buffer is shared among TCP sessions
and mainly dependent on the condition of data traffic. The large number of sessions will
ease individual’s influence on its RTT, making RTT represents the statistical average of
network condition [54]. In wireless mesh networks, however, traffic is far less than in
internet, more importantly, resources shared among TCP sessions depends not only on
traffic condition but also on wireless channel occupancy. A more general and extensive
study has been done in [35] and later test-bed evaluation [11]. They show that contend-
ing flows in multi-hop IEEE 802.11 wireless networks compete with two fundamental
asymmetries: (1) channel asymmetry, in which one flow has a stronger signal, potentially
yielding physical layer capture, and (ii) topological asymmetry, in which one flow has

channel information, potentially yielding an advantage in winning access to the channel
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like in hidden terminal case. These asymmetries favor certain TCP session in accessing
channel and increasing its congestion window more quickly, hence more queue occupa-
tion, while other TCP sessions continue suffering from packet losses and TCP time-outs
so that their congestion windows remain small and cannot compete with high correlation
session.

The experiments and analyses above demonstrate that queuing delay from a TCP ses-
sion’s own packets in flight is not negligible or even becomes a dominant factor of RTT;
hence, high correlation between RTT and congestion window can prevalently exist for
TCP over wireless mesh networks. This unique feature of wireless mesh networks is not
considered in the eariler TCP models and designs. Next subsection will show that the cor-
relation plays an important role regarding the tradeoff existing between throughput and

RTT delay of TCP.

5.3.2 TCP Throughput and Delay Analysis using Correlation Infor-

mation

The TCP model proposed in [54] has been widely used, which captures the essence of
TCP congestion avoidance behavior and expresses the TCP throughput as a function of
packet loss rate (p), round trip time (RTT), the incremental pace of TCP window size for

every RTT time ( %), and timeout value(7) as:

BW = ! (5.3)

RTT \J22 + Tymin{1,3 \/22}p(1 + 32p?)
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The RTT of TCP session is already given in Eq. (5.1). According to [54] the average

— / 8

Incorporating the Eq. (5.4) into Eq. (5.3) and Eq. (5.1), we get:

window is derived as:

1
BW = — (5.5)
3B+ A o Ty mingl, 2 )p(1 +32p?)
RTT =Ty, + Tp + Bwin + X (5.6)

Eq. (5.5) and (5.6) show an interesting balance between throughput and RTT delay:
if Bwin is the major portion for RTT, a large average congestion window increases RTT
delay significantly, but the throughput improvement is limited. That is, if the throughput is
approaching upper limit, pumping more packets into the network will only incur excessive
queuing delay. For a small average congestion window, the throughput may suffer a little
but the RTT delay will be reduced significantly. Correlation provides a new degree of
freedom for network congestion besides the current packet loss and RTT variation, The
fundamental problem for current TCP lies in its lack of feedback mechanism to TCP
sender of such network information. This observation has motivated us to design a new
TCP protocol by incorporating the correlation information into congestion control. In the

next section we will propose a correlation based TCP (Correlation-TCP) algorithm.
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5.4 Correlation-TCP

5.4.1 Correlation-TCP algorithm

The design of Correlation-TCP is motivated by the analyses described above: certain
TCP session with high correlation dominantly occupies the queue buffer space, leading to
larger delays or smaller throughputs for all other sessions sharing network resource while
its own throughput approaches the upper bound. Therefore, the key idea of the new design
is to properly limit the congestion window of high correlation TCP session. By doing
so, packets residing in queues can be considerably reduced and other sessions will have
chance to improve their performances. In the meantime, constraining congestion window
incurs limited throughput loss for saturated sessions with high correlation. Correlation-
TCP achieves this goal by explicitly exploring the correlation information as a signal for
TCP congestion control.

The proposed Correlation-TCP is based on Newreno with an additional function used
to calculate correlation using sliding window scheme. Correlation-TCP will record RTT
and congestion window(win) values as a pair at TCP sender side for every 7 seconds
once TCP enters congestion avoidance stage, where 7T is a predetermined parameter. As
the samples fill the sliding window with sample length K, it will calculate the correlation
following the Eq. (5.2). From then on, for every 7 seconds, it will move forward the
sliding window one step to insert a new pair and remove the oldest pair of congestion
window and RTT records. If correlation values surge above certain threshold, it will cut its
congestion window based on its calculated correlation value, acting early in the incipient
queue buildup stage. Other Newreno actions of Correlation-TCP, e.g. Congestion window
cut for three Duplicate ACK, Time-out, slow start, are kept the same.

Algorithm 1 provides the pseudo code of Correlation-TCP. Win represents congestion
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window and ssthresh is the threshold between slow start and congestion avoidance. If
win is less than or equal to ssthresh, TCP is in slow start; otherwise, TCP is performing
congestion avoidance. For the high correlation session, once its correlation value exceeds
Prhrens 1t Will reduce its congestion window (sending rate) based on the calculated corre-
lation value: the higher the correlation, the more congestion window TCP will reduce.
In the meantime, sessions will not be disturbed as long as they have lower correlations
smaller than pzy,.;, or (and) they can finish transmission before sample length reaches K,
benefitting both long sessions with low correlation and short sessions. « is the parameter
used to adjust sensitive level to correlation whose value is between 0 and 1. We can adjust
the parameters pr,., and @ to meet different balance requirements between throughput
and RTT, for which a detailed study will be done later in this paper.
Compared with other TCP algorithms designed for wireless mesh networks, Correlation-

TCP has some distinct advantages.

e Correlation-TCP explores the current available information of RTT and congestion
window and needs a slight modification at end devices without modifying any in-
termediate node. It is a local and distributed algorithm that can be easily deployed

and the overhead is minimal.

e Correlation-TCP is compatible with current TCP. If the correlation is low, the pro-
posed Correlation-TCP performs the same as current TCP Newreno. It can be used
both in wireless mesh networks with enhanced performance and Internet with same
performance as Newreno (illustrated in next section), making it a perfect candidate

for those devices that operate in both environments.

e Correlation-TCP can adjust its performance by tuning the parameters pzj,.., and a.

So it is flexible to meet different upper layer requirements.
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Open linked list CORy¢p after TCP session enters to congestion avoidance stage;
while Every T seconds do
Sample = (Win,RTT);
if First Sample then
‘ Head = S ample;
else
‘ Insert S ample at the tail of CORycp;
end
if Length(CORrcp)< K then
Length(COR7cp)++;
Continue;
else
Newhead = Head— > next;
Delete(Head);
Head = Newhead,
Calculate correlation py¢p based on Eq. 5.2;
if prcp > Priren then
win = win(l — prep X @);
if win < ssthresh then
‘ ssthresh = win;
end
else
| Continue;
end
end
end

Algorithm 1: Correlation-TCP algorithm
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Extensive experiments will be performed in the following to evaluate the performance of

Correlation-TCP and demonstrate these distinct advantageous features.

5.5 Performance Evaluation

We conduct extensive experiments in order to demonstrate the unique advantages of
Correlation-TCP. First we will show the performance of Correlation-TCP compared with
other TCPs. Then we will see the compatibility of Correlation-TCP with Newreno in wire-
less mesh networks and illustrate how Correlation-TCP can adapt different requirements
by tuning its parameters. Finally we apply Correlation-TCP to Internet and confirm it has

same performance as Newreno.

5.5.1 Comparison with Other TCPs

We begin our experiments by evaluating the performance of Correlation-TCP compared
with three representative TCP schemes: loss based TCP Newreno, delay based TCP Vegas,
and loss and delay combination based TCP Compound(C-TCP). Two different types of
TCP traffics are considered here: one is throughput sensitive long TCP sessions running
throughout the whole simulation period and the other is delay sensitive short TCP sessions
that transmit 1M bytes data. One long session runs along flow2 with 5 long sessions
running along with flow1 as background traffics. Meanwhile, 50 short sessions will run
over both flow1 and flow2 and the start times for short sessions follow Poisson distribution
with average interval of 3 seconds. prp.; 1s set at 0.7 and « is set at 0.6 for Correlation-
TCP. Sampling interval T is set to 0.5 sec and K is 20, meaning only those sessions lasting
longer than 10 seconds will trigger Correlation-TCP actions. The other MAC and PHY

settings are the same as before.
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Figure 5.5 shows the comparison over four topologies in Figure 5.2. We consider
aggregate throughputs for long sessions over flow1, while delay represents average com-
pletion time of transmissions among 50 short sessions.

Regarding cross and parallel topologies in Figure 5.5 (a) and (b), Newreno and Com-
pound post much larger delays for short sessions compared to Vegas and Correlation-TCP.
Newreno and Compound both build large queue delays to maximize throughputs of al-
most saturated long sessions over flow2 (and flow3 in stack topology) and the finishing
times of short sessions are longer and throughputs of long sessions in flow1 are largely
suppressed. In contrast, both Vegas and Correlation-TCP reduce delays of short sessions
significantly, while throughputs of sessions in flowl increase with limited throughput
loss of sessions in flow2. Vegas sessions try to restrain congestion windows once RTT
increase is detected; thus, delays of short sessions do not benefit that much as limited con-
gestion windows also prevent them from completing quickly, in the meantime throughput
of long sessions could suffer owing to small congestion window such as in parallel topol-
ogy. Correlation-TCP dose not have this problem as it can target and select the particular
long session that occupies most queue resources, while other short sessions act same as
Newreno because they can finish before sample lengths reaching K and (or) their calcu-
lated correlation value is smaller than pzj,.;,. These undisturbed sessions can improve
their performance by making use of network resource conceded by high correlation and
dominant sessions in flow2. Therefore, we see less delay for short sessions or more
throughputs for long sessions in flowl. Meanwhile, throughput reduction of high corre-
lation session is limited as Correlation-TCP will behave same as Newreno. It is because
once high correlation session yield its dominant status and correlation value is lower than
Prhren, high correlation session still has much larger throughput in this case.

The stack and hidden terminal topologies in Figure 5.5 (¢) and(d) represent two well
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known MAC asymmetric problems: Flow In Middle(FIM) [34] and hidden terminal prob-
lems [66]. In both topologies, TCP sessions in flow2 (also flow3 in stack topology) have
a high chance to grasp the channel and continuously transmit; on the other hand, TCP
packets of sessions in flowl always face channel busy (in stack topology) or transmis-
sion failure (in hidden terminal topology) in MAC layer. TCP layer can not sense the
MAC asymmetric problem without the help and coordination from MAC layer. Newreno
and Compound will saturate flow2 (and flow3 in stack topology) and fill the queues in
which case almost no transmission in flowl can squeeze in. As a result, throughput
of long session is almost shut down and huge delays ensue for short sessions in flowl.
Correlation-TCP can increase throughputs of suffered sessions for 2 to 3 times compared
with Newreno and Compound by limiting congestion windows of dominating sessions
in flowl. Therefore, delays of short sessions benefit and are reduced dramatically us-
ing Correlation-TCP. Vegas cannot achieve such large delay reduction and throughput
increase. Sessions in flow1 using Vegas also sense delay increasing and restrain their con-
gestion windows; thus, long sessions have less throughputs and short sessions need more
time to finish transmission. Moreover, if a short Vegas session in flow1 starts with a small
RTT (mostly because dominant sessions just cut their congestion windows and queuing
delays are reduced), then it will sense a large RTT increase and cut its congestion window
into a very small level that postpones its finishing time. Moreover, we find short sessions
using Vegas have far more TCP time-out than those using Correlation-TCP (about 6-8
times more) as the RTT estimations of short sessions fluctuate with queuing delays in
long sessions. These spurious TCP time-out will force TCP to restart congestion window
and further postpone the data transmission. The observations show that performance of
Vegas highly depends on RTT estimation and is quite unstable in stack and hidden ter-

minal topologies. On the other hand, correlation estimation is quite robust in reflecting
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Table 5.1: Performance in a 100 nodes topology.

Average value | delay(sec) | throughput(Mbps)
Newreno 0.769 0.521
Compound 0.764 0.523
Vegas 0.523 0.423
Correlation 0.311 0.476

network status regardless of topologies. In that sense, we believe correlation is a much
stable measurement than RTT variation in wireless mesh networks.

As the queuing delay is the major part of RTT, we will see the behaviors of different
TCPs by varying node buffer sizes. We perform the experiments by changing node buffer
size: 100, 60 and 30 packets. For Vegas and Correlation-TCP, the throughputs of long
sessions and the delays of short sessions are almost the same, which demonstrates their
capability to keep queue sizes small regardless of node buffer size. For Newreno and
Compound, throughputs of long sessions decrease and delays of short sessions increase
when the buffer size is smaller. Trace shows this is due to more queue overflow and packet
drop causing further cut for congestion window. [23] [69] indicate the same behavior and
they both claim that larger buffer size is better. Our later experiments will use 100 packet
buffer sizes.

Next we expand the experiment to a large network scenario where 100 nodes are
placed in a grid topology (10 by 10) with 200m apart each other and other settings remain
the same as before. We apply 60 long sessions and 200 short sessions over 40 pairs of
randomly chosen source and destination nodes. Average throughputs of long sessions and
delays of short sessions are measured in Table 5.1, which illustrates the same trend as be-
fore that Correlation-TCP has the lowest delay for short sessions with limited throughput

loss for long sessions.
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5.5.2 Co-existence and Fairness Issues

As Correlation-TCP will limit congestion windows of high correlation sessions, whether
it will have fair share when co-exists with current Newreno becomes a concern. In order to
show teh co-existence between Correlation-TCP and Newreno, we compare Correlation-
TCP with Vegas, which is known for its inability to get fair share against Newreno. We
conduct two groups of experiments: First, sessions in flowl(and flow3 in stack topol-
ogy) use Correlation-TCP, Vegas and Newreno respectively while sessions in flow2 use
Newreno. Then reversely we let sessions in flowl(and flow3 in stack topology) use
Newreno while sessions in flow2 use Correlation-TCP, Vegas and Newreno respectively.
Figure 5.6 shows the comparison results.

In Figure 5.6 (a), Correlation-TCP sessions perform almost same as Newreno because
their correlation values are below p7,., and/or they complete transmission before sam-
ple length reaching K. As Vegas cannot get fair share when competing with aggressive
Newreno, the throughputs of long sessions decrease and delay of short sessions increase
significantly. In Figure 5.6 (b), throughputs of long sessions using Correlation-TCP and
Vegas are smaller than those of using Newreno. However, Correlation-TCP experiences
much less throughput loss than Vegas as it goes back to Newreno once high correlation
sessions have been suppressed and their correlation values become less than p7,.,. Also
Correlation TCP sessions have the lowest delays. Based on these observations, we can
see that Correlation-TCP dose not have the same fairness problem that Vegas has because
only high correlation long sessions would be affected, and its behavior is more conserva-
tive and stable compared with Vegas.

To further demonstrate the observation above, we repeat experiments in 10¥10 grid

topology as before, in which part of sessions use Correlation-TCP and others use Newreno.
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Figure 5.6: Compatibility and inter-operability of Correlation-TCP compared with Ve-
gas. In (a) all sessions in flow2 use Newreno; In (b) all sessions in flow1 use Newreno.
Correlation-TCP dose not have the same fairness problem Vegas has.



CHAPTER 5. CORRELATION-TCP: TCP DESIGN FOR WIRELESS MESH NETWORKS120

Table 5.2: 50 TCP sessions in a 100 nodes topology via different percentage of TCP
sessions with Correlation-TCP

Percentage of Correlation-TCP | Average short session delay(sec) | Average long session throughput(Mbp
0% 0.817 0.521
20% 0.784 0.505
40% 0.643 0.498
60% 0.516 0.481
80% 0.432 0.473
100% 0.323 0.467

The test was repeated 10 times and averages are taken. The results are listed in Table 5.2.
The more sessions use Correlation-TCP, the better the performance achieved regarding de-
lay reduction at the expense of slight throughput loss. Thus, we observe that Correlation-
TCP can co-exist with Newreno more fairly.

In term of fairness, we see that Correlation-TCP actually improves the fairness as
it reduces the unfair domination of high correlation sessions. Regarding the throughput
fairness in view of both Jain’s fairness index [18] and proportional fairness term [44],
Correlation-TCP shows much better fairness than loss based TCPs and is comparable
with delay based TCPs. Another issue is that Correlation-TCP tends to favor short ses-
sions. We will target this concern by three different view points. First, the enhancement of
short sessions also comes from the back off of unfairly dominant high correlation sessions.
If all sessions have low correlation values, Correlation-TCP actually becomes Newreno
and there is no more special favor for short sessions. Secondly, we believe wireless mesh
networks are suitable for small data transmissions rather than providing backhual capa-
bility for large data, so it is reasonable to favor short sessions. Actually, even in internet
community, similar suggestion has been proposed to favor short TCP flows[6]. Finally,
Correlation-TCP provides adaptive capability by using different parameters, allowing up-

per layer applications to select the best choice.
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5.5.3 Impacts of Parameters

This subsection will investigate the impacts of the parameters pry,.;, and @ on the perfor-
mance of Correlation-TCP. We implement experiments on grid topology and set prp., =
0.7 and @ = 0.6 as a benchmark. We measure the normalized throughputs and delays
compared to the benchmark case with different parameter values. We first fix o7y, at
0.7 and vary «, A larger @ means larger congestion window reduction. Next, we will
fix a at 0.6 and test the impact of different pz;,.;, values using the same test scenarios
as before. Smaller p7y,.;, leads larger reduction of congestion window, and vice versa.
Figure 5.7 shows the normalized experimental results. larger @ and smaller p7y,., cut
congestion window more heavily and frequently, leading less queue sizes in nodes thus
delays of short sessions can be further reduced. The average throughputs of long sessions
don’t change much as high correlation sessions will suffer but low correlation ones can
gain. Meanwhile, smaller a and larger prj,.;, Will limit the congestion window cut by
Correlation-TCP, making it more like Newreno. When @ = 0 or pry,., = 1, Correlation-
TCP acts same as Newreno according to Algorithm 1.

Above experiments illustrate that the performance of Correlation-TCP can vary with
different parameter values. By tuning o7, and « properly, we can balance the perfor-
mance of TCP between throughput and delay. This flexibility of Correlation-TCP pro-
vides a powerful tool for upper layer to choose the most suitable parameter pairs for
different application requirements. Yet, theoretical works are needed for this part, for ex-

ample, on how to optimize the parameters to achieve a certain throughput or delay bound.
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shows different pry,., with fixed @ = 0.6. When @ = 0 or prp..n = 1, Correlation-TCP
acts same as Newreno according to Algorithm 1.

5.5.4 Correlation-TCP in Internet

The above analyses and experiments are all based on wireless mesh networks. As devices
equipped with Correlation-TCP is also expected to work in Internet, the performance
of Correlation-TCP in general network is of concern. In this subsection we will show
such a scenario in Figure 5.8. All links have 10Mbps bandwidth and 10ms delay except
link 4-6 and link 5-7. The queue length is 50 packets for all nodes. Long sessions and
short sessions coexist with same setting as before. Flow1 has only one long session from
node( to node7; flow2 has 5 long sessions from node 1 to node 6 and 50 short sessions;
flow3 is a long session from node 8 to node 13 and 20 short sessions; and flow4 has
a long session from node 9 to node 12 and 30 short sessions. Finally there is a UDP
background traffics from node 10 to node 11. Fixed routing is assumed. Same as before,
throughputs of long sessions and delay of short sessions are measured. We apply the
Correlation-TCP and newreno respectively to all sessions and compare their performance.

Priren = 0.7 and @ = 0.5 are used for Correlation-TCP. Figure 5.9 shows the throughputs
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Figure 5.9: Performance of Correlation-TCP compared with Newreno for topology in
Figure 5.8. No short sessions over flow1 thus no delay measurement.

of long sessions and delay of short sessions. As the correlations of TCP sessions are
relative low except for that over flow1, Correlation-TCP acts the same as Newreno and
throughputs of long sessions are the same for both TCP algorithms. High correlation
occurs for TCP session over flowl due to a combined effect of slow link and a buffer
exclusively devoted to it . In contrast, although the link between nodes 4 and 6 is the
performance bottleneck for flow2, the buffer is shared among 5 TCP sessions so that no
TCP session shows high correlation. In this case, Correlation-TCP reduces its queues
but its throughput still keeps the same as link 5-7 has been saturated and its throughput

is bounded by link bandwidth (TCP throughput is 0.099Mbps while link bandwidth is
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0.1Mbps). Also the session with suppressed congestion window over flow1 will reduce
the injection rate of packets into network, benefiting the delays of short sessions with
a slight decrease. However, due to the large number of sessions, the delay reduction
is very limited (about 2-4 percent). Therefore, we claim Correlation-TCP has the same
performance as Newreno in this scenario, which makes it a desirable candidate for devices

that operate in both Internet and wireless mesh networks.

5.6 Summary

In this paper, we first investigate the throughput and delay of TCP over wireless mesh
networks. The analysis reveals that the correlation existing between congestion window
and RTT is the key that influences the TCP performance. Based on this observation,
we propose a modified TCP based on Newreno called Correlation-TCP to explore the
correlation information into TCP design. By doing so, Correlation-TCP can effectively
reduce the delay of short TCP sessions and increase the throughputs of long sessions with
low correlation, with limited throughput losses of long TCP sessions with high correlation.
Also it is compatible with Newreno in Internet and can adjust its performance by tuning
different parameters.

There are several future works to be done to improve the performance of Correlation-
TCP. First, the correlation calculation is an overhead for end devices; so, fast and mem-
ory efficient correlation calculation is needed to improve the Correlation-TCP algorithm.
Also we find that sliding window size in Correlation-TCP needs more works. Current
Correlation-TCP just provides a framework for throughput and RTT balance and we hope
to apply more precise analysis for instance on how to use Correlation-TCP to meet certain

delay guarantee requirement. Correlation-TCP optimization with different parameters is
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also a potential next step. Another future work would be applying Correlation-TCP to

other TCP algorithms such as Compound used in Windows [60] and CUBIC [37] used in

Liunx to see their performances.



Chapter 6

Conclusion and Future Works

In this thesis, we present a comprehensive research and development of wireless mesh
network with the case study of IEEE 802.15.5 low rate part and the topics of this thesis
cover both networking and transportation layer.

We first present IEEE 802.15.5 low rate part by introducing all of mandatory functions
that comprise tree formation, allocation of address blocks, distributed local link state infor-
mation, and mesh routing. The network formed from these basic building blocks exhibits
many desirable properties such as scalability, simplicity, and reliability. In particular, the
k-hop local link state information and tree structure with address block scheme facilitate
the mesh routing by providing a guideline to extract the next hop toward a destination
even when the local link state cannot give any information about the destination. Also the
prototype implementation in test-bed is demonstrated to demonstrate the advantage of it.

We then further explore the fundamental capability of IEEE 8021.5.5 by providing
a comprehensive theoretical analysis of IEEE 802.15.5. As a low power wireless mesh
network standard, it should be simple enough to fit in limited memory and energy to

ensure good scalability. Also 802.15.5 needs to provide certain fault tolerant capability.
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Through the complexity analyses and accompanying simulation studies of network layer
performance, 802.15.5 is shown to be the preferred choice over ZigBee Pro and the tree-
based scheme. Importantly, it does not suffer from any particular shortage so that it has
the potential to be applied to vast diversified applications.

The third part of works target the mobility scenario in WPAN mesh and wireless
sensor networks,

Finally, we change the focus on transportation layer of wireless mesh networks and
target the shortage of most widely used TCP in wireless mesh network and propose a
new Correlation-TCP based on TCP Newreno. We first investigate the throughput and
delay of TCP over wireless mesh networks. The analysis reveals that the correlation
existing between congestion window and RTT is the key that influences the TCP perfor-
mance. Based on this observation, we propose a modified TCP based on Newreno called
Correlation-TCP to explore the correlation information into TCP design. By doing so,
Correlation-TCP can effectively reduce the delay of short TCP sessions and increase the
throughputs of long sessions with low correlation, with limited throughput losses of long
TCP sessions with high correlation. Also it is compatible with Newreno in Internet and
can adjust its performance by tuning different parameters.

As still in its early stage, wireless mesh network has many new topics that can be
further explored and investigated. We present several future research areas related to the

thesis.

e Fundamental analysis of network layer capability: Although networking layer has
been investigated a lot, we believe there is huge room for fundamental analysis of
network layer capability. Wireless mesh network has totally networking architec-

ture so that how to balance available resource to establish the most reliable and re-
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source network is always a big challenge. Besides the algorithms and development
efforts put into this field, some fundamental research is still limit to guide the ma-
jor design trend and provide insight understanding. In this thesis, we present some
analysis of IEEE 802.15.5, the future works could target more general networking
scheme£for example, comparing the reactive networking scheme with proactive
scheme, and state vs Stateless communication strategies. etc. The goal of these
fundamental research is to abstract the useful metrics from complicated diversified

networking realization and provide guideline for network design bound.

e Cross layer design with the consideration of application requirements: Layered
stack has been demonstrated to be inefficient in wireless mesh network. So how
to explore the cross layer information into design is a big chance. Networking
architecture and protocol could leverage the cross layer information to best design.
In IEEE 802.15.5, we use link quality as a metric for network establishment, we
can further consider the application layer traffic and other requirements to optimize

network layer design.

e Information and networking co-design: One major application of wireless mesh
network is in the wireless sensor network field. As purpose of wireless sensor
network is to get information from environment, information oriented networking
design could be another topic. How to abstract, interpret, analysis of information
from sensor network and how to design the suitable architecture to leverage the

information processing capability will be future research.

e [EEE 802.15.5 future supports: Besides IEEE 802.15.4, there are several PHY/MAC
enhancements have been proposed: IEEE 802.15.4e targets the time slotted based

solution; IEEE 802.15.4f targets RFID application; IEEE 802.15.4¢g targets smart
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utility application, etc. The next step of IEEE 802.15.5 could be the common layer

built based on these PHY/MAC standard extensions.
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