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Abstract

Formal Analysis of Timing Behavior
in Test Generation for
Computer and Communication Systems

by

Samrat S. Batth

Advisor: Prof. M. Umit Uyar

Inherent timing variables and constraints in typical communication protocols re-
quire new extended finite-state machine (EFSM) models to formally represent their
behavior especially for test generation purposes. However, infeasible paths due to
the conflicts among the timing condition and action variables in the timed EFSM
models with the start and expiration of concurrent timers complicate the test gen-
eration process. In a test measurement laboratory, such timers, if not taken into
account properly by formal methods at the test generation step, can generate false
results by failing correct implementations, or worse, passing faulty ones. Multiple
concurrent timers in communication protocols increase the complexity of confor-
mance test generation due to conflicts imposed by the timing requirements for such
timers.

A set of graph augmentation algorithms are introduced to model a class of timing
faults in timed EFSM models. It is shown that the test sequences generated based

on these models can detect 1-clock and n-clock timing faults, and incorrect timer



setting faults for an implementation under test (IUT) in a test laboratory. The size
of the augmented graph resulting from the algorithms introduced in this thesis is in
the same order of magnitude as of the original graph. It is proven in this thesis that,
the augmentations for single timing faults can also detect the presence of multiple
faults occurring simultaneously.

Detection of multiple timing faults is a challenging task because these faults,
although may be detectable individually, can mask each other’s faulty behavior
making a faulty IUT indistinguishable from a non-faulty one. This phenomenon
called the fault masking problem, is formally defined in this thesis. Graph augmen-
tation algorithms introduced to augment a timed EFSM with multiple timers for
detection of a class of single timing faults can also be used for detecting multiple
occurrences of these timing faults in the IUT. It is proven in this thesis that pair-
wise occurrences of these timing faults can be detected within the framework of the

EFSM model.
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Chapter 1

Introduction

The behavior of a real-time system not only depends on its inputs and outputs,
but also on the timing of its actions. Timing restrictions defined in a specification
include applying the inputs within an interval, conditions and actions based on mul-
tiple and sometimes concurrent timers, and correct implementation of timer lengths.
During test generation, if these timing restrictions are not taken into consideration,
a test sequence may not detect errors due to unexpected timeouts, timing or order
violations for applying inputs, and thereby may fail a correct implementation, or,
worse, pass a faulty one.

Formal methods are often required to model complex communication protocols to
aid automated test generation. There exist mainly three testing strategies: white-box
testing, gray-box testing, and black-box testing. In white-box testing, a test sequence
can be easily generated for an implementation under test (IUT) since its internal
structure is known by the testers, whereas in gray-box testing only the modular
structure of an IUT is known, not the details within each module. Test generation,
execution and evaluation for the black-box testing is comparatively more difficult
because the internal structure of an IUT is not known by testers.

Automated test generation algorithms have been proposed [7, 10, 11, 12, 16,
27, 30] for specifications modelled as Timed Automata (TA) [2]. A well known

problem of the test generation algorithms based-on TA is the state-space explosion



and exponential complexity of the models representing the timing behavior of a
system. Since these algorithms rely on either a complete or a subset of state space
construction, they have the potential of unnecessarily sampling the time space even
for the transitions not related to timing, and hence producing prohibitively large

number of test cases.

1.1 Ouwur Approach for Modeling Timed Systems

In our approach (Figure 1.1), the protocol specification and its timing constraints
are modeled as an EFSM represented by a directed graph G. The time related
behavior of a system (i.e., the conditions and actions for timers, such as activat-
ing, deactivating, resetting and expiry of timers) is modeled by an EFSM graph G’
generated by the graph augmentation algorithm of GA-1. A different set of graph
augmentation algorithms, namely GA-2, is then used to model the above class of
single timing faults, which generates the EFSM graph of G” with fault detection
capabilities. These graph augmentation algorithms create new nodes, edges and
special purpose timers; however, the order of magnitude for the total number of
nodes and the edges remain the same as the original system [32]. These graph aug-
mentations by the algorithms are introduced to ensure that the timing behavior of
the specification is correctly incorporated into our timed-EFSM model. Note that
these augmentations do not imply any modifications to the IUT. Finally, existing
EFSM test generation algorithms from literature can be used to automatically gen-
erate test sequences from G” (see, for example [9, 31, 36] for different EFSM test

generation techniques).

1.2 Benefits of Our Model

TA [2] has been proposed as a model to represent real-time systems with timing

constraints. Our timed-EFSM model offers several advantages over the TA-based
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G: Protocol FSM with timing constraints (EFSM)
G’ : EFSM graph with timing constraints
G" : EFSM graph with fault detection features

Figure 1.1: Modeling timed-EFSMs for a class of timing faults.

modeling when applied to test generation:

1. It is tailor-designed only for testing purposes, with the semantics that does

not require to perform full reachability analysis (as in the case of TA-based

approaches).

. It generates an EFSM graph with edges and nodes in the same order of mag-
nitude as the original system [32]; hence it avoids unnecessarily sampling the
time space even for the transitions not related to timing and producing pro-

hibitively large number of test cases.

. It allows to define a timer length as a constant or variable rather than a fixed
value as in TA, with which many properties such as service delivery, proper

timeout settings, etc. can be modeled and tested.

. It allows more intuitive modeling of an IUT and testing procedure: each 1/O

exchange is assigned certain time to realize, whereas TA use instantaneous



transitions; timers also remain in either on or off state, whereas they are

always turned on in TA.

5. It exclusively uses a paradigm of EFSMs [23], which makes it easily appli-
cable to the languages such as SDL [18], VHDL [35], and Estelle [19]. For
example, the time extensions for SDL presented by Hogrefe et al. [17] such as
time guards used in test purpose descriptions and time requirements for test
equipment (which use timers with start, stop, and running operators) have a

straightforward representation in our model.

6. It can model single and multiple occurrences of a class of timing faults such

that the generated test sequences can detect fault masking.

1.3 Related Work

TA [2] has been studied to represent both deterministic and non-deterministic timed
systems. The time model in TA is based on dense-time semantics where the times
of events is a set of real values and monotonically increase at a uniform rate with
respect to a fixed global time without a bound. A finite automata is expressed with
a finite set of indepedently real valued clocks. A transition becomes traversable only
if the current value of clocks satisfy the associated constraints. A clock region [2] is
used to construct a finite quotient of this space. Each region is constructed by an
equivalent class of states and can be uniquely characterized by a finite set of clock
constraints it satisfies. The number of clock regions, however, grows exponentially
with the number of clocks [2].

A test suite derivation algorithm [30] for black-box conformance testing of timed
[/O automata yields a finite and complete set of tests for dense real-time systems.
The algorithm is based on reducing the original specification into an appropriate

discretization of the state space and constructing a finite subautomaton by using



the concept of a region. Although the method achieves a complete set of test cases
and can detect all possible errors under the test hypothesis that the state space is
sufficiently redefined, it results in an exponential size.

Dssouli et al. [10, 11, 12] introduce a method based on the node characterization
technique using a timed extension of the Wp-method [24]. To cover all clock regions
of TA, the region graph is first sampled with a granularity of #2 for the number
of clocks n > 2. The idea is to represent each clock region with a finite set of clock
valuations, referred to as the representatives of the clock region. As a result of this
step, TA’s alphabet is explicitly extended with the granularity delay action. The
resulting grid automaton is then transformed into a non-deterministic timed-FSM,
which serves as input to the generalized Wp-method. The technique formulates
fault models for timed systems by considering time specific one-clock and multi-
clock timing faults in addition to FSM-like transfer/output faults. The aim of a
complete test coverage is relaxed—by choosing a proper granularity, a good fault
coverage is achieved with reasonably long test sequences. Dssouli et al. present a
classification of timing faults [12], and formally prove that their technique detects
all single faults of a given type [11]. Fault coverage for multiple simultaneous timing
faults, however, is left open as a future research problem. This method is interesting
with a small number of clocks and also small domains for the values of each clock.
Due to discrete states in the model, state space is sensitive to the size of the delays.
Therefore, the complexity increases based on the number of clocks used.

On-the-fly model [7] dynamically computes a limited part of the state space of
a TA based model, as directed by the test execution. Test generation and selection
are done by modeling the system as Timed Input Output Automata, where a path is
created on-the-fly from the synchronous product of the formal protocol specification
and the test purpose, and to label its transitions with computed time constraints.

The time intervals are computed and used to determine the result of the test(s).



This testing may potentially continue for a longer time during which the state space
is generated, comparing to a test which has been computed off-line.

Symbolic model [16] for real-time systems computes regions selectively and sym-
bolically in terms of static set of states by means of state predicates, and thus avoid
the costly construction of the region graph. If time advances from a state, the clock
values change and so may the value of a state predicate. When a transition is tra-
versed, the clocks are either reset or left unchanged, and the “next” transition may
be arbitrarily close or far away in time. However, the satisfiability problem for state
predicates is obviously NP-complete and the algorithm requires the discrete struc-
ture of the automata, which grows exponentially with the number of components of
the system, such as the number of clocks, the size of the largest constraint and the
depth of fix points [16].

Tripakis et al. [6, 22, 28] proposed a framework for black-box conformance testing
of real-time systems based on TA. A timed input output conformance, including
time delays in the set of observable outputs, is defined to detect an output which
is too early or too late (or never). The proposed algorithm uses standard symbolic
reachability techniques to generate analog-clock and digital-clock tests for TA. The
automaton is “determinized” during test generation and execution. In [28], diagnosis
algorithm is based on state estimation in a TA with transitions. Its complexity to
diagnose faults from an observation is twice the size of the plant. In the worst case,
the complexity of an algorithm that relies on a subset construction is exponential
since it involves keeping track of several possible control states and all the regions of
the clock values, with every observable action or time delay of the plant. However,
unlike our approach given in this thesis, this framework does not address several
important aspects such as the restrictions in applying the inputs (e.g., an input
must be applied within an interval), possible conflicts on timing conditions, and

incorrect implementation of timer lengths.



Detection of transfer/output faults of finite state machines (FSMs) have been
studied extensively [1, 29, 39]. However, such faults are not part of the timing-
fault analysis, and their detection depends on the adopted conformance relation,
the underlying fault models, and the node verification method [8, 24, 26, 31]. If a
timing fault results in a transfer/output fault, we assume that it is detected with
high probability under the common assumption that the faults do not increase the
number of nodes in the IUT. Test generation based on region graphs [12] can capture
entire behavior of a protocol. Other TA-based approaches (e.g., [22, 6, 30]) have
the potential of unnecessarily sampling the time space even for the transitions not
related to timing. These TA-based methods can produce prohibitively large number

of test cases.



Chapter 2

Modeling Timed Extended Finite
State Machines

A communicating protocol modeled as an FSM can be represented by a directed
graph G(V, E). Vertex set V represents the nodes and edge set E represents the
edges triggered by events of a system. A real-time protocol specification includes
timing variables and operations based on their values. To model these timing re-
lated variables, we extend FSMs with timing variables (Sec. 2.1). A directed graph
representation of an example specification is shown in Figure 5.4. This example
specification also includes a set of timer related constraints and actions. Suppose
this specification states that the timing cost of each edge is 1 second except for es
(i.e., ¢ = 5 seconds); timer lengths for two timers tm; and tmy are given as 2 and 5
seconds, respectively. Edges e4 and eg are triggered by the expiry of tm; and tmo,
respectively. Timers tm; and tmsy are deactivated by edges e; and eg, respectively.
These timer related conditions and actions constitute an extended FSM (EFSM) as

formally defined in Sec. 2.1.

2.1 Definitions and Notations

Let R denote the set of real, R°" the set of the nonnegative real, and R® =

R°T U{—00, 400} is the set of nonnegative real with elements —oo and +oo. Let Z



e,: starts timer tm,

e, timeout timer tm, and
Starts timer tm,

e, timeout timer tm,

e.: stops timer tm,

ey stops timer tm,

Figure 2.1: An example timed-EFSM modeled by the directed graph G.

denote the set of integers and Z* is the set of positive integers. Interval [«, 5] is a
subset of R°T, o, ] € R°T, and 0 is an instant of [«, 5], § € [, f]. « is the lower

bound of §, Inf(d) = «; (3 is the upper bound of § , Sup(d) = .

Definition 1 A timed FSM augmented to form an Extended Finite State Machine
(EFSM), represented by directed graph G, denoted by M = (V,1,0,T, E, vy) where
V' is a finite set of nodes, vy € V is the initial node, I is a finite set of inputs,
O is a finite set of outputs, T is a finite set of variables, and E is a set of edges
VXxIxT — Vx0OxT. Edgee € E can be represented by a tuple e; =
(Up, Vg, 14, 05, PU(T ) = (es), Acti(T) = {e;}), where v, € V is a current node, v, € V
1s a next node, 1; € I 1s the input that triggers the transition and o; € O is the
output from current transition. P,(T) = (e;) is the set of possible conditions of

timing variables. Act,(T) = {e;} is the set of possible actions on timing variables.

Definition 2 A timer tm; € TM can be defined with timing variables of (T;, D;,
fi) € T, where TM = {tmy,--- ,tm;,---tmny} is a set of N timers, T; € {0,1} is
a timer status variable, D; € R°T is a time characteristic variable, and f; € R™ is

a time keeping variable.
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1. Time Variables (D; and f;), where D; is a time-characteristic variable indi-
cating the length of timer ¢m; and f; is a time-keeping variable indicating the
time elapsed since tm; was activated. If ¢m; has just been activated, f; := 0;
if tm; is inactive, f; := —oo. For an edge e;, the value of f; is increased by the
amount of time ¢; € R°T that is required to completely traverse the current
transition e;, f; := f;+¢;. The difference of (D; — f;) represents the remaining

time until tm;’s expiry.

2. Timer Status Variable (T}) is a boolean variable, where T; == 1 (7)) denotes
timer tm; is active and 7; == 0 (—7j) denotes timer tm; is passive (i.e.,

stopped, expired or not started yet).

Definition 3 T Myctive € TM and T Myyssive © T'M represents a set of timers

which are active and passive, respectively, such that TM =T Mactive |J T Mpassive-

1. For a transition e; = (v, vy, 1,04, (€:),{€:}), a set of passive timers tm; €
T Mpassive; ¥ j € [1,N], can be activated by setting T; = 1 and f; := 0 in
its edge actions (Acty(T) = {e;}). For all the other active timers tmy, €
T Moctive, Vi € [1, N|,k # j, the time keeping variable fy is updated by e;’s
traversal time. The edge condition for a set of passive timers tm; and set of
active timers tmy, is formally written as: (e;) : (=T; N Ty A (f < Dg)); Vk €
(1, N];Vj € [1, N]; k # j. The timing variables for tm; and tmy, are updated by
the edge actions of e;, such that tm; becomes an active timer. This is formally
written as: {e;} : {13 =1, f; :==0; T =Ty fo:= fu+a} Yk €
[1,N]:V) € [1, N];k # .

For the example in Figure 5.4, there are two passive timers tmy and tmso at
node vy, one of which (i.e, tmy) is activated during the traversal of e;. The

edge conditions and actions for ey are formally written as: {e1) : (=T} N\ —T3)

and {e1} ATy :=1; f1:=0; Ty :=Ty; fo:= fo}, respectively.
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2. For a transition e; = (vp, vq, i;, 0i, (€;), {€:}), a set of active timers tm; €T Meripe, Vi€
[1, N], can be deactivated by setting T; := 0 and f; := —oo in its edge ac-
tion (Acty(T) = {e;}). For all the other active timers tmy € T Metive, Vk €
[1,N],k # j, the time keeping variable fy is updated by e;’s traversal time.
The edge conditions for sets of active timers tm; and tmy, are formally written
as: (ei) : (T3 AN (f; < Dj) NTip A (fi < Dy)); Yk € [1,N|;Vj € [1,N]; k # j.
The edge actions of e; updates all the timing variables of tm; and tmy,, such
that the set of active timers tm; becomes passive. This is formally written
as: {e;} : {T; == 0; f; := —o0; Ty :=Ty; fr = fr+ci}; Yk € [I,N];Vj €
[L,NJ;k # 5.

For example, at node vy (Figure 5.4), timer tmy is active and tmsy is passive.

The actions of edge e; deactivates tmy. This is formally written as: (e7) :

(Ty N =Ty) and {er} : {T1 :=0; f1:=—00; Ty =Ty fo:= fo}.

3. An active timer tm; € T Metive s defined as expired or timedout iff the time
keeping variable f; is equal or greater than the timer length D;, which is for-
mally written as: (T; N(f; > D;)). The edge action sets tm;’s timing variables
as: {T; :==0; f; := —o0}.

For example (Figure 5.4), one of the conditions for edge eg’s traversal is that
the active timer tmoy is expired. The edge actions of eg updates tmo’s timing

variables such that tmy becomes a passive timer. This is formally written as:

(e6) : (To A (fa > D9)) and {eg} : {Tz :=0; fo:= —o0}.

Definition 4 A transition which becomes feasible when one of the active timers
expire, which had the least remaining time to expire among the active timers, is
defined as a timeout transition. In other words, tm; € T Mactive, ty € T Mactive
(Vk € [1,N],Vk # j), and tm;’s remaining time to expire was the least among the

active timers, then it was tm; that expired and triggers the timeout edge e;. The
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edge actions set T; = 0, f; = —o0, and time keeping variable fi, is updated by e;’s
traversal time. The edge conditions and actions for the timeout edge e; is formally
written as: (e;) = (T; N (f; = D;) AT A (fi < Di) AN(Dj — fj < Dy, — fi)) and
{e.} - {T; =0, f; = —o0; Ty :=Ty fo:= fu+ca}; Yk e[l,N|;Vk # j,
respectively.

For example, timeout edge ey (Figure 5.4) traverses iff active timer tmy expires.
The edge action sets Ty := 0, f1 := —oo and activates a passive timer tmsy. This
is formally written as: (es) : (Ty A =Ty A (fi = Dy)) and {es} : {T1 := 0; f1 :=
—00; Ty :=1; fo :=0}.

Note that for a system with only one active timer tm;, an inequality (D; — f; <
Dy, — fx) is dropped from the conditions of timeout edge. Also note that any non-
determinism due to multiple timeouts can be detected, e.g., if active timers tm; and
tmy, are to expire simultaneously, then the condition (D; — f; < Dy — fi) is not

satisfied.

Definition 5 A non-timeout transition becomes feasible iff none of the active timers
have expired or all of the timers are passive. In other words, tm; € T Myctive, Vj €
[1, N], and none of these active tm;’s have expired. The time keeping variable f; is
updated by e;’s traversal time. The edge conditions and actions for e; are formally
written as: (e;) : (T; AN (f; < Dj)) and {e;} : {T; :=T;; f;:=fj+c)}; Vje[l,N],
respectively.

For ezample, non-timeout edge eg (Figure 5.4) traverses iff there is time left for
active timer tmy’s expiry. One of the edge actions sets the timer status variable
as Ty := 0 and time keeping variable as fo := —oo. This is formally written as:

<€8> : <_|T1 ATy N (f2 < D2)> and {68} . {Tl = Tl; f1 = fl; T5 = 0) f2 = —OO}

The example given in Figure 5.4 is modeled as an EFSM using definitions 1 to 5

as shown in Table 5.5. For simplicity, only the edge conditions and actions related
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to the timing variables are shown in Figure 5.4.

Table 2.1: Conditions and actions for the EFSM of Figure 5.4 (only the timing
related edges are shown).

English Our EFSM Model G
Edge Specification Timing Conditions | Timing Actions
ey Start timer tm, (=T N\ —T3) {Ty :=1; f1 :=0;
Ty :=Ty; fo:= fo}
€4 Timeout timer tm, (Ty N (fr > Dy) {T} :=0; f1 := —o0;
and start timer tms A—Ty) Ty :=1; fo :=0}
€6 Timeout timer (=Ty NToN {Th:=T; f:=N
ima (fa > Dy)) T :=0; fo := —o0; }
er Stop timer (Ty N —T3) {T} :=0; f1 := —o0;
tmy Ty =Ty fr := fo}
es Stop timer (=T) NT3) {Th:=T; L = f1
tms Ty :=0; fo := —00}

Definition 6 Flow Enforcing Variable (L,) is an exit condition to leave a state v,.
It is denoted by a boolean variable L, € {0,1} Vv, € V, where L, == 0 means none
of the transitions is allowed to leave v,, and L, == 1 means transitions are allowed

to leave vp.

Definition 7 A transition which updates L, from 0 to 1 in its action is defined as
an observer edge. The edge conditions and actions for an observer edge are formally

written as: (€pops) : (Ly == 0) and {epops} : {Lp := 1}; Vv, € V, respectively.

Definition 8 A transition which consumes the remaining time for a timer, which
is least among the active timers, is defined as a wait edge. In other words, tm; €
T Mactive, tmy € TMacive (VK # j, Yk € [1,N]) and tm;’s remaining time is the
least, then the wait edge updates f; by tm;’s remaining time D; — f;. The edge
conditions and actions for wait edge are formally written as: (€pwair) : (T A (f; <
D) NT N (fr < De)N(Dj—f; < Di—fi)) and {epuwaie} : {fj = fi+(Dj—fi); fr =
fx +(Dj — fi)}; Yk # j;Vk € [1, N]; Vv, € V, respectively.
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Definition 9 A transition which is always true with no time constraints and has no
action performed, is defined as a return edge. This is formally written as: (e)) : (1)

and {e;'} - { }; Vv, € V.

Definition 10 During testing an edge e; = (vp, Vg, ii, 05, (€;), {€;}), after input i; is
applied to an IUT, the expected output o; should be generated no later than a certain
0 time units, 0 € R°", measured by a timer which is a part of the test harness rather

than the IUT.

2.2 Graph Augmentation to Model Timed EFSM

To model the original system along with its timed behavior, we introduce a graph
augmentation algorithm shown in Figure 2.2, called GA-1 [38], which converts G into
G' by creating a set of new nodes and edges. The role of these nodes and edges is to
ensure that the timing conditions and actions are incorporated into the timed-EFSM
model correctly. The graph augmentation algorithm GA-1, specifically designed for
testing purposes, is based on the consideration that timer related variables are linear
and their values implicitly increase with time. The test sequences so generated will
cover all edges corresponding to transitions in the original FSM at least once without
significant increase in the test length compared to the non-timed models since only
a small number of additional states and edges are introduced to represent the timing
faults (see Lemma 2).

The graph augmentation algorithm GA-1 [38] to generate G’ from G consists of
the following steps (Figure 2.2):

Step (i): If there exists a self loop for v, € V in G, an additional node called
vy, is created in G', to which all self-loops e, s € E defined in v, are directed;

Step (it): All self-loops e, s € E in G are represented as node-to-node edges in

G': eps = (vp, 1))
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Step (iii): All self-loops of v, € V' in G, the return from v, to v, are ensured
by the creation of an edge called return edge e;* in G": e/ = (v, vp).

Step (iv): An observer node is created in G', namely v, 4, which is con-
nected to v, via newly created observer edge €, ops = (Vp, Up.wait), Wait edge € wait =
(Up, Upwait) and return edge e;ifbs = (Up.wait, Up)-

The role of observer node v, 4t is to consume pending timeouts and enable
outgoing edges by setting the flow enforcing variable L, to 1. Figure 2.2 shows,
for node v, the conversion of self-loops to node-to-node edges, the creation of the
observer node, wait edge and observer edges.

The time condition and the action for the wait edge e, 4t are formulated as
(L, ==0) and {f; := f; + (D; — f;)}, respectively, where D; — f; is the remaining
time of tm; to expire. For the observer edge e, s from the original node v, to
the observer node UI’)' in G, the time condition and the action are formulated as
(L, ==0) and {L, := 1}, respectively.

The return edges (i.e., e/ and e;ifbs) added by GA-1 to G’ are no-cost edges with

time condition as: (1) (i.e., always true with no time constraints imposed). Return

edge: { } (i.e., there are no actions for this edge)

Table 2.2: Graph augmentation algorithm GA-1.

input: G(V, E)
output: G'(V', E')
goal: to model system with its timing constraints
begin
for (Vv, € V)
{
if (Jef = (vp,v,); VkeZh)
{
/* Step (1) */
Create an additional node as: v, € V'
/* Step (ii) =/
Replace Vel = (v,,v,) — V ek = (v,,0));




Table 2.2 continued from previous page

/* Step (iii) */

. ret __ / .
Create a return edge as: ¢ = (v,,vp);
else {}
/* Step (iv) */
Create an observer node as: Upyait € Vv’
Create an observer edge as: €pobs = (Up, Upwait);

Create
Create

a wait edge as:

a return edge as: ¢'“

6p,obs

/* Step (v) */
f (3 e'; = (vp,vp) and (f; > Dj);

€pwait = (Up, Up,waz’t);
= (Up,waita Up);

VT, £ Ty Vi k € Z7)

16

(ex) — ((f; = Dj) AN fx < Di) N(Dj = f; < D = fi) A
{ek}H{T =0; fji=—00; T =Tk fr:=frx+cp

(Lp ==0));
Ly, =0}
else if (Jef = VT, #1T; Vi, keZt)

{
{ep) «— ((f; = Dj) AN(fi < D) AN(Dj = fj < D — fi) A
{ek} —A{T;:=0; f;:=—00; Tp =Tk fr:=fr+cp

(vp,vg) and (f; > Dy);

(Ly == 1));
Ly :=0};

else { }

/* Step (vi) =*/
f (3 e]; = (vp,vp) and (f; < Dj);
{

{ep) — (=T V(T3 A (f; < D;))) A

if (e starts no timers)

VT, £ T; Vi, k € Z*)

(Lp - 0)>§

—

{ek}<—{f] = fite foi=fotey Lp:=0}

—

else /x* e’; starts timers */

—

\ {eg} = {T;:=1; f;:=0 0};

}

else if (3 ef = (vp,v,) and (f; < Dy);

(Lp ==1));

Ty = 1T}; fk = fk:_’_cp; Lp =

VT, £ Ty, Vk € Z")

— (=T v (T5 A (f5 < Dj))) A

if (e} starts no timers)

{
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Table 2.2 continued from previous page

{eby — {f; = fi+cn for=fot+cy Ly:=0}
}

else /*x ¢ starts timers */

k
p
{eb} —{T;:=1; f;:=0; Tho:=T fro:=/Ju+¢ps L,:=0}
}
}

else { }

}

end

Figure 2.2: Modeling self-loops for v, in G into vy, v, and vy, e in G

After GA-1, the conditions and actions for a timeout edge in G’ are formalized

as:

1. The condition for a timeout self-loop edge in G' becomes: (T; A (f; = D;) A
Tk/\(fk < Dk)/\ (D] _fj < Dk—fk)/\(Lp == O)> \V/k #],V/’C € [1,N];tm]‘ €
T Mactive; tmy, € T Mactive, Where the remaining time for ¢m; is less than that

of tmy, (i.e., D; — f; < Dy, — fi) and L, = 0.

2. The condition for a timeout node-to-node edge in G becomes: (T A (f; >

Dj)/\Tk/\(fk < Dk)/\(Dj_fj < Dk—fk)/\(Lp == 1)) Vk 7é j,\V/kZ €
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[1, N];tm; € T Mactive; trmy, € T' M erive, where the remaining time to expire for

tmy; is less than that of tmy, (i.e., D; — f; < Dy, — fi) and L, = 1.

3. The actions for a timeout edge e; in G becomes: {T; := 0; f; := —00; T}, :=
Tk:u fk = fk+cl7 Lp = O}Vk # .]7Vk € [17 N]: tmj € TMpassive; tmk S TMactive;
where timer ¢m; is deactivated and the time keeping variable for tmy, is incre-

mented by the cost ¢; of edge.

These equations imply that a timeout edge can traverse iff tm; is still active, remain-
ing time to expire is the least among all other active timers and the flow-enforcing
variable is appropriately set.

The conditions and actions for a non-timeout edge in G’ are formalized as follows:

1. A non-timeout self-loop edge in G becomes: (=T; ATy, A (fr < D) A (L, ==

0)> Vk 7é ]aVk S [L N])tm] S TMpassive; tmk S TMactive'

2. A non-timeout node-to-node edge in G becomes: (—T;ATA(fx < Di)A(L, ==

1)) Vk # j;Vk € [1, N];tm; € T Mpassive; tmu, € T Macrive-
3. The actions for a non-timeout edge e; in G becomes:
(i) {7y = 1Tj; Ty == Ty fx = fu +c; L, =0} Vk # j:Vk € [1,N]; if
passive timers are not activated;
(i) {7y :=1; fj:=0; Ty :==Tp; fr:= fe+ci; L, =0} Vk # j;Vk € [1, N];
if edge activates timer tm;.
Since both timeout and non-timeout edges disable outgoing edges by setting

L, := 0 in Steps (v) and (vi), the only edge which enable the outgoing edges in G’

are the observer edges.

Lemma 1 The order of magnitude of the nodes (and edges) in G(V, E) and, G'(V', E")
generated by algorithm GA-1 are equal, i.e., O(V) = O(V') and O(E) = O(E") [38].
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Proof: Let V and E be the number of nodes and edges in G, and after GA-1
is applied to G, V' and E’ the number of nodes and edges in G’, respectively. As
shown in Table 2.2, for each node in v, € V in G, steps (i) and (iv) of GA-1 create
three new nodes in G', namely, v,, v, and v, wai. Therefore, when the for loop
in GA-1 terminates, the number of nodes in G’ is V' = 3 % V, which shows that
o) =0(V").

Let K, be the number of self-loops in v, such that, Ve, , = (v,,v,), the self-
loops in v, € V' are represented as U],Ifi 16p,s- We can then classify the edges of G as
E=Ens+ ZZZI K, where Eyg is the total number of node-to-node edges in GG, and
K, is the number of self-loops in v,. For each self-loop edge in G, Ve, s = (v,,v,),
steps (ii) and (iii) of GA-1 create a new node-to-node edge in G'. Also, for each v, €

ret and eret

P p,obs)’ one

V', step (iv) creates four new edges, namely, two return edges (e
observer edge (e, ps), and one wait edge (€pyqit). Therefore, when the for loop in
GA-1 terminates, the total number of edges in G’ becomes E’ = ENS+ZZ:1(KP+4).

Hence, E' = E + 4 % V, which implies that O(F) = O(E"). |

Corollary 1 Algorithm GA-1 terminates and its running time is given by Q(E"),
which is equal to O(E) [38].

2.2.1 Example (Continued)

GA-1 is applied to the example timed-EFSM graph G (Figure 5.4) to generate G’
(Figure 5.5). Using Step (i) of GA-1. nodes v] and v} are created in G’ to which
self-loops ey, e3 and ey are directed. Step (i) converts the self-loops of G (i.e., eq, €3
and e5) to node-to-node edges in G'. The return edges of e]* and e} are cre-
ated in Step (iii). For each node in G, an observer node is created in G’, namely

V0,waits V1 waits V2.wait ANd U3 et i Step (i0). These nodes can be reached from and

to vy, v1,v2 and vz via newly created observer, wait and return edges, namely eg ops,

ret ret ret ret
€0,wait» 6070b57 €1,0bs5 €1,wait) 61701357 €2,0bs5 €2,wait, 627ob57 €3,0bs> €3wait> and 63701737 respec-
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tively. (The conditions and actions of each edge are given in Table 5.9) [

Figure 2.3: Augmented Graph G’ after applying GA-1 to the example timed-EFSM
of Figure 5.4.



Chapter 3

Modeling a Class of Single Timing
Faults

3.1 Introduction

Fault modeling [9, 15, 37] is one of the important and challenging aspects of testing
an implementation with timing related constraints (behavior). During test gen-
eration, active timers must be taken into consideration, otherwise test sequences
may result in faulty verdicts. For an EFSM with multiple concurrent timers, test
generation problem becomes more complex due to timing dependencies among the
conditions and actions including possible timing conflicts. A class of timing faults
for a timed system have been defined in [11, 12, 13] as 1-clock timing faults, n-clock
timing faults, and incorrect timer length setting faults. Several methods have been
proposed for modeling single timing faults in timed systems [11, 13, 15, 32].

Figure 1.1 (Chapter 1) represents our process for generating timed EFSM mod-
els with a fault coverage for the above class of timing faults. We consider that the
protocol behavior not related to timers can be modeled as a finite-state machine
(FSM). First the protocol specification and its timing constraints are modeled as
an EFSM which is represented by a directed graph GG. To model the time-related
behavior (i.e., timer related conditions and actions such as starting, stopping, re-

setting and expiry of timers) a graph augmentation algorithm GA-1 [38] converts G

21
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to an EFSM graph G’ . A set of graph augmentation algorithms, namely GA-2.4,
GA-2.B, GA-2.C and GA-2.D, are introduced to model the above class of single
timing faults to generate G” which essentially is an EFSM with fault detection fea-
tures. Then, existing EFSM test generation algorithms from literature can be used
to automatically generate test sequences from G” (see, for example, [9, 31, 36] for
different EFSM test generation techniques). The test sequences generated from the
augmented model, when applied by a tester to an IUT, will detect the presence of
a class of timing faults. In this augmentation, a set of special purpose tester timers
will be implemented inside the testing system (not in the IUT); in addition, a set of
new edges and states are created (i.e., the edge conditions and actions use timing
variables as well as external inputs). It is shown that the test sequences generated
from this augmented model will cover all the edges corresponding to the transitions
in the original system while detecting any of the class of timing faults mentioned
above. Since only a small number of new states and edges are introduced, the overall
length of the test sequences from the augmented model, compared to the original
system model, does not increase significantly.

The remainder of the chapter is structured as follows. Section 3.2 introduces
the fault model classification, fault coverage, and algorithms to augment the EFSM
graph for detecting single timing faults. Section 3.3 enumerates the steps to gen-
erate a test sequence for an example timed EFSM using our graph augmentation

algorithms.

3.2 Algorithms for Modeling a Class of Single
Timing Faults

In this thesis, we consider the single timing faults of I-clock interval faults, n-
clock timing faults and incorrect settings of timer lengths introduced by Dssouli et

al. [11, 12, 13]. A single timing fault is defined as a violation of timing requirements
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for any of these faults by a given TUT.

These timing faults can be detected either by special purpose timers introduced
for modeling timing faults or by augmenting the EFSM model to include the wait
nodes and their corresponding edges [38]. The goal to introduce the special pur-
pose timers and the graph augmentation is to force the tester to conclude logically
whether the IUT is a conformant or non-conformant one, and thus detect such faults
during testing. In our model, the specification is strongly-connected, reduced, and
deterministic.

During testing a transition e; = (vp, vy, a;, 0, (€;) , {€;}), after input a; is applied
to an IUT, the expected output o; should be generated no later than a certain 6
time units, 8 € R°", measured by a timer which is a part of the test harness rather

than the IUT.

3.2.1 Test Harness

During testing, a test harness interacts with an IUT by sending the inputs and
receiving the outputs dictated by the test sequence. Without loss of generality, a

typical test harness includes the following capabilities:

1. It can implement a set of timers (referred to as special purpose timers to
distinguish them from the timers in an IUT) each of which can be activated

or deactivated by the test harness as needed.

2. It can only observe the external outputs generated by an IUT (for example, it
cannot directly observe internal events such as the expiry of a timer unless it

generates an external output).

3. It can assign a pass or fail verdict based on the comparison of the output(s)

from an IUT with the expected one(s).
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3.2.2 1-Clock Interval Faults

In a given specification, the traversal of an edge can have a restriction of its input
be applied in a certain time interval, which creates an opportunity of an error when
the input is applied either too early or too late. 1-clock interval faults occur when
at least one input interval boundary is violated in the IUT (i.e., an input may be
“rushed” or “delayed”).

Timing Requirement (T'R4): A transition e;=(vy,vq, a;,0;, (t;), {t;}) can
correctly trigger only if applied input a; is within the required time interval § € [, (]
measured from the traversal of hy, an edge prior to e; in a test sequence. Based on
this requirement, Timing Fault A can be defined as follows:

Timing Fault A (T'F4): Input q; is applied either too early (¢ < «) or too
late (&' > 3), but output o; may still be observed and node v, be verified in no later
than @ time units from the instance input «a; is applied.

Two special purpose timers, wait nodes and edges are created to model 1-clock
timing requirements for an edge e; (as shown in Figure 3.1). These special purpose
timers, namely 7;, and Tj, are implemented in the test harness with lengths D, = «
and Dg = 3 time units, respectively. In this model, e; triggers only after input a;
is applied within the time interval of [« 3]. Algorithm GA-2.A (Table 3.1) models
TF, [32]:

Step (A.i): Edge conditions and actions for hy are modified such that it starts
special purpose timers T, and Tg.

Step (A.ii): e;’s condition is modified such that it traverses only when 7, has
expired and T} is still running.

Step (A.iti): v, is replaced by two new nodes, called v,; and v, 2, connected
by a new zero-cost edge e, 2, where the timing condition for e, ;o is the expiry of

T,.
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Step (A.iv): If there exists at least one self loop for v, € V' in G’, a new node
called v}, is created in G”, to which all self-loops e, € £’ defined in v, are directed.

The return from v}, to v, is ensured by the creation of an edge called return edge

ret
p -

e

Step (A.v): Two new observer nodes, namely vy, 1 it and vp 2 pai, With their
associated observer edges, €, 1 0ps and €y 2 0b5, are appended to v,; and vy, 2, respec-
tively. The new wait edges €p1wait from v,1 t0 Vp 1 wair (With cost ¢,1wait), and
€p.2.wait ITOM Vp 2 tO Uy 9 wait (With cost ¢, 2 uait), their return edges e;ef and e;g (both
with zero cost) are created.

A test sequence generated for G” will contain the sub-sequence of hy, - - -, €, 1 wait
5Ly Eplobss €p 1y €p12y Ep2waity Cpay Ep2.obsy Cp3, €, Where the input for e; can only

be applied after tm,’s expiry and before tmgs’s expiry, and hence the tester cannot

violate the timing requirement for T'F4.

e

ep, 1,wait P2, wait

Oa®s

Figure 3.1: Graph augmentation of node v, by GA-2.A for detecting T F}y.

Table 3.1: Graph augmentation algorithm GA-2.A, where
edge conditions and actions are shown as ( ) and { },
respectively.

input: Ve; = (v,, vy, a;, 04, (t;) , {t;}), where a; should be
applied within time interval [o, (] measured
from hy.




Table 3.1 continued from previous page

output: G"(V",E")
goal: to model 1-clock timing fault (7'F}y)
begin
for (Vv, € V where input a; should be applied
between the interval § € [«, ])
{

/* Step (A.i) */

/* hp starts two special purpose timers
T, and T3 as:*/

(hie) = (i) A (ST A= Tp);

{hi} = {hi} U{To == 1; fo := 0; T :== L; f5 := O};

/* Step (A.ii) */

/* e; traverses only when 7, has expired
and 73 is still running as:*/

(i) = (es) A as A =Ta AT A (f € [ev, B]));

{ei} —{eif U{Ts:=0; fy := —oo};

/* Step (A.iii) =/
Split node v, into two as: v, and Up,2;
Create an edge €,12 = (Up1,Vp2) as:
(epr2) — (Ta A (fo = @));
{epio} — {Ta = 0; fo := —00; f5:= fa+ cpr2}:

/* Step (A.iv) */
if( 3 ek = (vp,v,) Vk € ZT)
{
Create an additional node as: wv, € V"
Replace Ve’l‘j = (vp,vp) «— V e’; = (vpyl,v]’j);
ret __

. / .
Create a return edge as: ¢ = (v}, v,1);

}

else { }

/* Step (A.v) */

Create two observer nodes as:
Up,1,wait € V// and Up 2, wait € V//;

Create two return edges as:

el € E" and €)% € B,

Create an observer edge €,1.0bs = (Up1, Uplwait) aS:

(ep1005)  (Ta A (fa = @) AT A (Ly == 0));
{eptobs} — {Lp = 1};

Create an observer edge €,20ps = (Up2, Up2wait) aS:

26
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Table 3.1 continued from previous page

<ep,2,obs> — <ai A _‘Ta A Tﬁ A (fﬂ € [av 5]) A (LP == O))a
{ep,lobs} N {Lp =1}
Create a wait edge €p1wait = (Up1,Vp1wait) as:
(eptwait) < (To N (fa < a) N5 A (fp < a));
{6p,1,wait} — {fa = fa + cp,l,wait; B = fﬁ + Cp,l,wait};
Create a wait edge €p2.uwait = (Vp2, Vp2wait) as:
<ep,2,wait> — <_‘ai AN=Ty NTg N (fﬁ < 6»7
{ep,2,wait} — {fﬁ = fﬂ + Cp,Q,wait};

end

Lemma 2 The order of magnitude of the nodes (and edges) in G' and G" generated
by algorithm GA-2.4 are equal, i.e., O(V') = O(V") and O(E') = O(E").

Proof: For the worst case, a specification can define a different timing require-
ment for each state of G (i.e., the condition in the for loop in Table 3.1 will be
true for every node of GG). In this case, GA-2.A will generate four extra nodes and
seven edges for each state of G. Therefore, when GA-2.A terminates, the number
of nodes in G” is V' = 4 %V, implying that O(V) = O(V"). Similarly, the total
number of edges in G” is E” =E + 7V, and hence O(F) = O(£").

Corollary 2 Algorithm GA-2. A terminates and its running time is given by Q(E"),

which is equal to O(E).
Example (Continued)

Suppose the specification in Figure 5.4 defines that, for eg, the input i9 should be
applied within the time interval of [3,5] (measured in seconds from the traversal of
es). Consider a test sequence containing es, eg, eg designed for Figure 5.4. If ig is
applied at 0 = 3 seconds after e;, the output og9 should be observed in 4 seconds

after e5’s traversal (i.e., 6 + cg= 3 +1 seconds). Now suppose iy is applied at §
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Table 3.2: Augmented edge conditions and actions for 1-Clock Interval Timing
Faults (T'F,) in G”.

Edges < Edge Conditions > { Edge Actions }
hi, (=T N —Tp) {T, :=1; fo :=0;
Ts:=1; fg := 0}
€p,1,0bs <Ta A(fa > a) {Lp = 1}
AT A (L, ==0))
€p,1,wait <T04 A (fOt < Oé) {fa = foc + Cp,1,wait;
AT A (fp < ) {f5 =I5+ cprwait}
ALy == 0))
ep () {}
€p,12 (Ta A (fo 2 @) {To = 0; fo := —o0;
ALy ==1)) fo = Ja+ o
L, := 0}
€p.2,0bs <ai A TN\ {Lp = 1}
Ts A (fp € lev, B])
/\(Lp - 0)>
€p,2 wait <_‘ai N =T, {fﬁ = f,@ + Cp,2,wait}
N A (fs < B)
AL, == 0))
€ps Q) {}
e; (a; N =TuN {Ts :=0; f5 := —o0;
Ts N (fs € v, B]) L, :=0}
ALy == 1)

= 2 seconds after e5 (too early). In this scenario, output o9 may still be observed
and vy verified, but it would be obtained earlier than expected (i.e., d + co= 2 +1
seconds) violating the timing requirements for eq. Applying the graph augmentation
algorithm GA-2.A to Figure 5.5, G” is generated (Figure 5.6), whose edge conditions
and actions are given in Table 5.6. Any test sequence generated from G” will not
let a tester violate the timing requirement for Fault I since the tester will not be
allowed to apply early (or late) inputs to the IUT. For example, as can be seen from
the condition of e3 44 in Table 5.6, arriving at state vs; too early will make a
tester wait for 7, to expire. Similarly, the condition for es; o will make sure that

the tester will wait until T}, has expired before applying ig to the TUT.
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Table 3.3: Augmented edge conditions and actions for 1-Clock Interval Timing Fault

(T'F,) of Figure 5.4.

Edges | ( Edge Conditions ) { Edge Actions }
es (T, ==0) A (I ==0)) {T, :=1; fo:=0;
Ts5:=1; f3:= 0}
es (ToNTg N (Ly==0)) |{fa:=[fa+(cs=1);
fo = fs+ (s =1);
L,:=0}
€3,1,wait <Ta A (fa < 3)/\ {fa = fa + C3.1,wait;
T A (fg <3N fo = fp+ c31wait}
ALy == 0))
€3,1,0bs <Ta A (fa > 3) {Lp = 1}
ATz A (L, ==0))
egef,obs <]'> {1}
€31,2 (To A (fo = 3) {T,, :==0; fo == —ox0;
AL, == 0)) fo = fo+ (c312);
L,:=0}
€3,2,wait <ﬁ7;9 A ﬁTa {fﬂ = fﬁ + C372,wait}
/\Tg A\ (fg < 5)
ALy == 0))
€3,2,0bs <Z9 A\ _|Ta/\ {Lp = 1}
Ts A (fs € 13,5])
/\(Lp — O>>
eg%,obs <1> {1}
€9 (ig N =T\ {Ts :=0; f5 := —o0;
Ts A (fs € [3,5]) {Lp =0}
ALy ==1))

3.2.3 Incorrect Timer Setting Faults

The incorrect timer setting faults are based on the the implementations of timer

lengths in an IUT as either shorter or longer than the lengths defined in a specifi-

cation:

Timing Requirement: In a test sequence, edge hy starts timer ¢m; and is

traversed before e;. Timeout transition e; = (v,, vy, timeout_tm;,0;, (t;), {t;})

triggers exactly in D; time units, where D; is the timer length.

Timing Fault B (TFp): Timeout transition e; triggers in D’ time units and

output o; is observed and node v, is verified in shorter than the expected time (i.e.,
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Figure 3.2: Augmented graph for Figure 5.4 to guarantee that input i9 for edge eg
is applied within the time interval of [3, 5].
D’ < Dy). Timing requirement (T'Rp) for T'Fp is that D} should not be less than
D;.
Timing Fault C (TFc): Timeout transition e; triggers in D’ time units and
output o; is observed and node v, is verified in longer than the expected time (i.e.,
D’ > Dj). Timing requirement (T'R¢) for TFg is that D} should not be more than
D;.

Algorithm GA-2.B for Modeling Incorrect Timer Setting Fault T Fp

In a specification, suppose a timer tm; is defined to be of length D; to be started
by the actions of edge hj and to expire at edge e; (reachable from hy). A special
purpose timer tm with length with Dy = D) is created in the test harness by GA-2.B
(Table 3.4) to detect if tm; is set too short as D} < Dj:

Step (B.i): Edge conditions and actions for h;, are modified such that it starts

a special purpose timer Tj.
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Oas

Figure 3.3: Graph augmentation of node v, by GA-2.B for detecting 7T Fp (a similar
augmentation is also applicable to T'F¢).

Step (B.ii): e;’s condition is modified such that it traverses only when both T}
and Tj have expired.
Step (B.iii): All self-loops in v, are represented as node-to-node edges by the

creation of an additional node, called v;,, to which they are directed. A return edge

ret

p

(with zero cost) is also created for their return to v,.

Step (B.iv): An observer node v, 4,4 is appended to node v, via a new observer

(with cost ¢ :=

ret

edge €p,ops, Wait edge e, wair (With cost ¢, wair) and return edge e;

0). The edge condition of e; is modified such that it triggers only when f; > Dy and
T} expires.

A test sequence generated from G” will contain -, hy, -+, €i_1, €pwait, egd,
€p,obs) e]’;et, e; which will not be feasible to traverse if timer ¢m; expires earlier than
expected. The condition for e, .4+ Tequires that both the timers 7} from the IUT
and T from the test harness are still running. If 7} times out before T, it will create
a deadlock at v, (i.e., none of the conditions leaving v, is valid), which in turn will

flag the tester that a timing fault T Fz has occurred.



Table 3.4: Graph augmentation algorithm GA-2.B, where
edge conditions and actions are shown as ( ) and { },
respectively.

input: a timeout edge e; triggers exactly in D;- time
units (D; > D;), where D; is the specified
timer length for timer tm;.

output: G"(V", E")

goal: to model incorrect timer setting (71T'Fp)

begin

/* step (B.i) x/
/* T (special purpose timer in test harness)
and 7; (timer in IUT) are started by h; */

{h} —{}U{T; =1 fj:=0; Ti:=1; fi:=0}

/* step (B.ii) =/
/* e; is traversed if and only if both timers 7T
and 7, expire */
(€i) « (ei) N{Ts N (fs = Ds) A (T timeout) A (L, == 1));
{e;} —{e;}U{l;:=0; f;:=—00; Ty:=0; fs:=—00; L,:

/* step (B.iii) =/
if (Jef=(vp,vp); VEEZT)
{
Create an additional node as: v, € V"
Replace Ve = (vp,vp) < V ek = (v, 0));
ret __

. / .
Create a return edge as: ¢, = (v),vp);

}

else {}

/* step (B.iv) */

Create an observer node as:
Up,wait € V”;

Create an observer edge €, = (Up,vp’wait) as:
(epobs) — (Ts N (fs = Ds) A (T timeout) A (L, == 0));
{epobst — {Lp =1}

Create a wait edge €puait = (Up, Upwait) aS:
(epwait) — (Ts N (fs < Ds) A (=T} timeout) A (L, == 0));
{epwait} — {fs == [s + Cpwait}

Create a return edge as:

e;)et = (Up,waita Up);

end
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Table 3.5: Augmented edge conditions and actions for Incorrect Timer Setting Fault

TFB in G”.

Edges

< Edge Conditions >

{ Edge Actions }

hy,

O

{Tj:=1;f:=0;}
T, =1, fs:= 0}

Ep,wait

(Ts N (fs < Dg)A

{fs = fs + Cp,wait}

(=T timeout)A
(Lp - O)>
ep,obs <Ts A (fs 2 Ds)/\
(T; timeout)A

(Lp - )>
€; <Ts A (fs = Ds)N {T; == 0; f; .= —o0;
(T; timeout)A : :
(L, ==1)) L,:=0}

{Lp = 1}

Lemma 3 The order of magnitude of the nodes (and edges) in G' and G" generated
by algorithm GA-2.B are equal, i.e., O(V') = O(V") and O(E") = O(E").

Proof: An approach similar to the one given for Lemma 2 can be used to prove

that the order of magnitude of the nodes and edges in G’ and G” are equal.

Corollary 3 Algorithm GA-2.B terminates and its running time is given by O(E"),

which is equal to O(E).
Example (Continued)

The specification in Figure 5.4 defines that edge e; starts timer 77 with D; = 2
seconds, which expires over e4. The costs for the edges e, e3 and e4 are given as
o = c3 = ¢4 = 1 second. Consider a test sequence including --- ey, es, €3, €4

- where T} is started by e;. After traversing e, and ez, T expires enabling ey.
Therefore, a non-faulty IUT will generate o4 by e4 3 seconds after e;’s traversal (i.e.,

Dyi+cy =2+ 1 =3seconds). Now suppose 77 is incorrectly implemented as D} = 1
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second. This faulty IUT would generate o4 in 2 seconds after e; is traversed (i.e.,
D} + ¢4 = 2 seconds). By observing the outputs from ey, es, €4 (i.e., 01, 02, 04), a
tester cannot detect that T expired early. After augmentation by GA-2.B, the edge
sequence of - - - e, eg, €3, e4,- - - will be generated as - - - ,61,eg,e’l’et,eg,e{et,elyobs,e’fgbs,
ey, -+ which will detect the early timeout. In the faulty IUT with D] = 1 second,
the early timeout will occur in v; after the first e[ traversal in this sequence. For
Fault IV modeling, the edge conditions and actions of the example timed EFSM
(Figure 5.5) are formulated as shown in Table 5.7 (only time related edges are

shown).

Table 3.6: Augmented edge conditions and actions for Incorrect Timer Setting T F'g
of Figure 5.4.

Edges < Edge Conditions > { Edge Actions }
e <1> {T1 =1; f1:=0;
T, :=1; fs:= 0}
€1,wait <Ts A (fs < Ds) {fs = fs + Cl,wait}
A(=T; timeout)
/\(Lp - O)>
€1,0bs <TS A (fs = Ds) {Lp = 1}
A(Ty timeout)
/\(Lp - 0)>
€4 <Ts A (fs 2 Ds) {Tl = 0; fl = 00
A(T) timeout) T,:=0; fs:=—00;
AL, ==1)) L,:=0}

Algorithm GA-2.C for Modeling Incorrect Timer Setting Fault T F

Algorithm GA-2.C for T'F, shown in Table 3.7, is similar to GA-2.B, with the same
run time complexity and the augmented graph size of G’ [32].

A test sequence generated after GA-2.C modification applied to G’ (Table 3.7)
will contain ---, hg, -+, €i-1, €pwaits €, Cp.obs; €, €, -+ which will fail an TUT

if tm; expires later than expected.
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Table 3.7: Graph augmentation algorithm GA-2.C, where
edge conditions and actions are shown as ( ) and { },
respectively.

input: a timeout edge e; triggers exactly in D;-
time units (D; < D;-), where D; is the
specified timer length for timer tm;.

output: G"(V", E")

goal: to model incorrect timer setting fault (TF¢)

begin

/* step (C.1i) */
/* T (special purpose timer in test harness) */
/* and T; (timer in IUT) are started by h; */

(e} — (I U{T; :=1; f;:=0;, T,:=1; f,:=0}

/* step (C.ii) */

/* e; is traversed iff both 7, and 7Tj expire */

(€i) < (e;) N{Ts AN (fs = Ds) A (Tjtimeout) A (L, == 1));

{e;} —{e;}U{T; :==0; f;:=—00; T;:=0; fs:=—00; L,:=0}

/* step (C.iii) =/
if (Jef = (vp,vp); VEEZ")
{
Create an additional node as: wv, € V"
Replace Vel = (v,,vp) «— V ef = (vp,0));
ret __

. / .
Create a return edge as: ¢, = (v),vp);

}

else { }

/* step (C.iv) */

Create an observer node as: Upyair € V"5

Create an observer edge  €pobs = (Up, Vpwait) aS:
(epobs) — (Ts N (fs = Ds) A (T timeout) A (L, == 0));
{enapot — ALy = 1}

Create a wait edge €y uait = (Vp, Upwait) as:
(epwait) — (Ts N (fs < Ds) A (=T} timeout) A (L, == 0));
{ep,wait} — {fs = fs + Cp,wait};

Create a return edge as: e;et = (Up.waits Vp);

end

Lemma 4 The order of magnitude of the nodes (and edges) in G' and G" generated
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Table 3.8: Augmented edge conditions and actions for Incorrect Timer Setting Fault
TF, C in G”.

Edges < Edge Conditions > { Edge Actions }

h <1> {T] =1 f; =0
T, :=1;f, = O}
Ep wait <Ts/\(fs < Ds) {fs = fs"’l}

A(=Tj timeout)
/\( p —— 0)>

€p,obs <Ts A (fs = Dy)e {Lp = 1}
A(T; timeout)
A(L, == 0))
€i <Ts A (fs > Ds) {T} = 0, f]' = —0Q;
A(T; timeout) Ty :=0; fs := —o0;
NLy ==0)) L,:=0}

by algorithm GA-2.C are equal, i.e., O(V') = O(V") and O(E") = O(E").

Proof: An approach similar to the one given for Lemma 2 can be used to prove

that the order of magnitude of the nodes and edges in G’ and G” are equal.

Corollary 4 Algorithm GA-2. C terminates and its running time is given by O(E"),

which is equal to O(E).

3.2.4 n-Clock Interval Fault

In a protocol specification, traversing an edge may require the traversal of a pre-
ceding sequence of edges, which will be denoted as p. In such a specification, the
definition of n-clock interval fault is based on the following timing requirement:

Timing Requirement: Edge e; = (vp,v,, a;,0;, (t;), {t;}), is traversed after
a sequence of transitions p = hq - - hyg, hyi1-- - h, where h; is executed before hy
(Vk € [1,n] C ZT). If this requirement is not observed, the IUT is said to have
Timing Fault T Fp defined as below:

Timing Fault D (T Fp): The order of preceding edges is not respected and the
relation between them does not hold true (i.e., for at least one 3k € [1,n] hyyq was

executed before hy).
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n-Clock Interval Fault TFp Algorithm GA-2.D

The n-clock timing requirement for a sequence of transitions hy, hy, hxy1, - ha, €;
(Vk € [2,n]) is modeled by using n special purpose tester timers with infinite (i.e.,
very large) timer lengths [15], namely tmq, tmg, tmyyq, - - - tm,, (Yk € [2,n]), which

are implemented in the test harness and are not part of the IUT.

Figure 3.4: Graph augmentation of states v; to v, by GA-2.D for detecting Timing
Fault T Fp.

We present the graph augmentation algorithm GA-2.D to handle the n-clock
timing faults. Consider the edges in a sequence called p = hy---hg, hgiq1 -+ hp.
For each edge h; € p, GA-2.D creates a new duplicate edge h, which has the same
starting and ending states as the corresponding original edge h; (Figure 3.4). The
edge conditions of the original and the new edges are modified such that each edge
in p will be traversed in the strict order that they appear since tmy, 1 (Vk, € [1,n]) is
not started before tm; and hence preventing the traversal of h; before hy,, as shown
in Table 5.8 (only the edge conditions and actions related to the timing variables

are shown).

Table 3.10: Graph augmentation algorithm GA-2.D for
n-clock timing fault T Fp, where edge conditions and ac-
tions are shown as () and { }, respectively.

input: edge e; becomes feasible iff p=~hy---hg,hpi1--- hy,
are traversed before it.

output: G"(V" E")

goal: to model n-clock timing fault

begin
for (v; € V; Vi €[l,k,k+1,..n])
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Table 3.10 continued from previous page

{

Create a duplicate edge of V h; = (v;,v;11) as h = (v;,v41);

/% Edge conditions and actions for h; are created as:*/
(hy) — (hi) N (—Tia);

/* Edge conditions and actions for h; are modified as:*/
(hi) < (hi) A (Tica A (fima < Dica));
{hi} = {hi} U{Ti—1 = 0; fi_1 := —00; T; := 1; fi := 0};

end

Lemma 5 The order of magnitude of the nodes (and edges) in G' and G" generated
by algorithm GA-2.D are equal, i.e., O(V') = O(V") and O(E') = O(E").

Proof: An approach similar to the one given for Lemma 2 can be used to prove
that, after GA-2.D terminates, the order of magnitude of the nodes and edges in G’

and G” are equal.

Corollary 5 Algorithm GA-2.D terminates and its running time is given by O(E"),

which is equal to O(E).
Example (Continued)

For the example timed EFSM of Figure 5.4, let us consider a requirement which
mandates that the traversal of eg must be exactly preceded by e; and e4. The aug-
mented graph G” generated by GA-2.D is given in Figure 5.7 whose edge conditions
and actions are shown in Table 5.8 (for simplicity only the time related edges for
Fault TFp modeling are shown). Suppose, in a faulty IUT, the edges e;, e, €3, €4
followed by eg can be traversed (i.e., extra edges between e; and e4). Without our

augmentation, eg may still be observed and wvs verified, and hence the fault will not
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Table 3.9: Augmented edge conditions and actions for n-Clock Timing Faults (Fault
TFp) in G".

Edges < Edge Conditions > { Edge Actions }

hy (1) {Th:=1;, f,:=0}

hll <_|T1> {Tl = O, f1 = —OO}

hie | (T A (fie1 < Di1)) | {The1 :=0; fy—q := —o0; T} :=1; f :=0}
i, (i) T =0, fi = o0}
hi i1 (T A (fr < Dg)) {1}, :=0; fr:=—00; Tpp1:=1; frp1:=0}
Pt (—Tk) {Th41:= 05 frg1 := —00}

hn <Tn—1 A (fn—l < Dn—l)) {Tn—l =0 fn—l = —0Q; T, = L; fn = 0}
h/n <_‘ n—l) {Tn = O; fn = _OO}

be detected. However, in G” generated by GA-2.D a single occurrence of Fault T Fp
will be detected conclusively. Our graph augmentation guarantees that the sequence
of ey, e4, eg will be always traversed in that order.

Table 3.11: Augmented edge conditions and actions for n-Clock Timing Fault T'Fp
of Figure 5.4.

Edges < Edge Conditions > { Edge Actions }
€1 <1> {Tsl =1; fo = 0}
e (—Ts) {Tq = 0; fo1 := —o0}
€4 <T51 A (.fsl < Dsl)> {Tsl = 07 fsl = _OO;T82 = 17 st = O}
€ (=Ts1) {Ts:=0; fog := —00; }
es (Tso N (fs2 < Dg2)) {Ts:=0; foa := —00; }

3.3 Fault Modeling and Test (Generation for an
Example Timed EFSM

In this section, we present a complete process of modeling timing faults for the
example timed EFSM that has been used throughout the thesis (Figure 5.4). For
convenience to the reader, here we repeat Figure 5.4 and Table 5.5 as Figure 3.6
and Table 3.12, respectively. In Section 3.3.1, an English description of the ex-

ample protocol that has been analyzed through out this thesis is presented. In
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Figure 3.5: Augmented graph for Figure 5.4 obtained by GA-2.D for the timing
requirement that the exact sequence of e; and ey (i.e., no other edges in between)
should precede eg.

Section 3.3.2, the graph G representing the timed EFSM together with its edge
conditions and actions related to the timing variables are given. First, the timed
EFSM G is augmented as G’ to represent the timing conditions and actions using
GA-1 in Chapeter 1. Then, by applying GA-2.A, GA-2.B, GA-2.C, and GA-2.D,
G" is generated, which has the fault detection capability for single occurrences of
the class of faults listed in Section 3.2. Finally, Section3.3.5 presents a sample test

sequence generated by using one of the existing EFSM test generation methods [9)].

3.3.1 Example Protocol Specification

Consider a timed EFSM which has four nodes (vy through v3) and nine edges (e;

through eg). Suppose that this EFSM has the following timing specifications:
1. The cost of each edge is 1 second except for e5 (c5 = 5 seconds).

2. There are two timers, called tm; and tms, started by the actions of the edges
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of e; and ey, respectively.

3. Timer lengths for tm; and tmsy are given as D; = 2.0 and Dy = 5.0 seconds,

respectively.
4. The edges e4 and eg are triggered by the timeouts of tm; and tms, respectively.
5. In their actions, e; and eg stop the timers tm; and tms, respectively.

6. For eg, the input g should be applied within the time interval of [3, 5] seconds

measured from the traversal of e;.
7. Before eg is traversed, edges e; and ey must be traversed.

3.3.2 EFSM Model of Example Protocol Specification with
Timing Constraints

Using our earlier work [14, 15], the protocol specification and its timing constraints
are modeled as an EFSM represented by a directed graph G (Figure 3.6). The
edge timing conditions and actions are modeled to represent the timing constraints

(Section 2.1) as shown in Table 3.12.

e,: starts timer tm,

e, timeout timer tm, and
Starts timer tm,

ey timeout timer tm,

e.: stops timer tm,

ey stops timer tm,

Figure 3.6: Example FSM graph G and its timing constraints (i.e., timed-EFSM).
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Table 3.12: Original conditions and actions for the timed EFSM example in Fig-
ure 3.6.

English Our EFSM Model G
Edge Specification Timing Conditions | Timing Actions
ey Start timer tm, (=T N —T) {Ty :=1; f1 :=0;
Ty =Ty fr := fo}
€4 Timeout timer tm, (Thy N (f1 > D) {11 :=0; f; := —o0;
and start timer tms A—Ty) Ty :=1; fo :=0}
6 Timeout timer (=Ty N ToN {1 =Ty; f1:=hH
tmy (f2 > Ds)) Ty :=0; fo:= —o0; }
er Stop timer (Ty N —T3) {11 :=0; f; := —o0;
imy Ty :=To; fr := fo}
es Stop timer (=T) NT3) {Th:=Ty; fL:=f
tma Ty :=0; fy := —00}

3.3.3 Application of Graph Augmentation Algorithm GA-1
to Generate G’

Using GA-1 algorithm, the directed graph G is augmented to generate G’ as follows.

First, the new wait nodes and edges (i.€., Vo.wait, €0.0bss €0.waits egfgbs, U1 waits €1,0bss

€1,wait» efﬁbs? V2,waity; €2,0bsy €2waits 6§?£bs, U3 wait; €3,0bsy €3wait, €§i§bs) are added to

the original nodes vy, v, vy and v3 of G. Next, all the self-loops (i.e., ey, e3, and
ret

es) are converted to node-to-node edges by introducing v}, e}, vj and e} in G’

(Figure 3.7).

3.3.4 Application of Single Timing Fault Modeling Algo-
rithms GA-2.A, GA-2.B, GA-2.C and GA-2.D to Gener-
ate G’

Using GA-2.A, G’ is augmented to model the single timing faults as follows. The
1-Clock Timing Fault modeling at edge eg is accomplished by, first, splitting vs
into two nodes, namely v3; and vss, and then introducing the edges of ez o,
€3.1,0bs» €31, waits egffyobs, €3.9,0bs €3.2.wait egfztyobs. We define two special purpose timers,
called T, (D,, = «) and T3 (Dg = [3), one for each time boundary. These timers are

maintained by the tester and used to detect potential 1-Clock Timing Faults during
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e ret V 0
0,0bs

€9,0bs

Figure 3.7: Timed-EFSM graph G’ after application of GA-1 to the EFSM of Fig-
ure 3.6 and Table 3.12.

Figure 3.8: Timed-EFSM graph G” after application of GA-2.A, GA-2.B, GA-2.C
and GA-2.D to the EFSM of Figure 3.7.
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testing. The edge conditions and actions for the new edges are given in Table 3.13.

The specification requires that es must be preceded by e; and ey in strict order
(i.e., no other edges in between). Using GA-2.D, potential n-Clock Timing Faults
for eg are modeled by duplicating e; and e4 as €| and e}, respectively. Also, two
special purpose timers, called T,; (D,; = 00) and T3, (D,2 = 00) are defined by
the tester. Edge e; starts T,; and and ey triggers when T,,; expires; in its actions,
eq starts T),9.

Using GA-2.B, to model T'Fg related to timer ¢tm;, we introduce a special purpose
tester timer called T§;. Since tm; is started at e;, T is also started at e; and set to
the length of D; (i.e., Dy = 2). Conditions and actions of ey yait, €1,0ps, and efﬁbs
are modified so that if tm; is set too short, the tester detects this error. Similarly,
Ty is defined for tmy with the length of Dy (i.e., Dy = 5) to modify the conditions
and actions for € ait, €2,0bs, and egfﬁbs.

Therefore, a total of five special purpose timers, namely, T,,, T3, Th1, Th2, T
and Tyo, are introduced to model single timing faults in the example timed EFSM.
These special purpose timers are implemented in the tester harness and not in
an [UT, since the IUT is considered to be a black boxr. The edge conditions and
actions modeled according to our graph augmentation algorithms GA-2.A, GA-2.B,

GA-2.C and GA-2.D are shown in Table 3.13. The final augmenteD graph G”, after

all the augmentations have been applied, is illustrated in Figure 3.8.

Table 3.13: Edge conditions and actions for the timed-
EFSM of Figure 3.8.

Edges | (Timing Conditions) | {Timing Actions }
€0,0bs <]-> {Lp = ].}
€0,wait <1> {f = f + CO,wait}
€0uobs (1) {1}
e1 (T ==0)A (T == 0) {T :=1; f1:=0;
N(L, == 1)) Toa:=1; fo1:=0;
T,:=1;f,:=0;




Table 3.13 — continued from previous page
Edges | (Timing Conditions)

{Timing Actions}
Ts:=1; f3:=0;
Ta =1 fa:=0;
L,:=0}
e} (T, ==0)N(Tp ==0) {Th :=1; f1:=0;
AT A (Ly == 1)) Ton =05 frr 1= —00;
T,:=1; fo,:=0;
Ts:=1; f5:=0;
T :=1; fs1:=0;

L,:=0}
€1,0bs (Ts1 A (fs1 = Dg1) {L, =1}
A(T} timeout)
AL, == 0))
€1 wait (Ta N (fa < Da1) {fs1 = fa + 1 wait;
A(=T} timeout)
ALy ==0)) f =+ Clwai}
1% (1) {1}
€2 (1) {f=f+c}
es (1) {f=f+c}
er” (1) {1}
€7 <Lp - 1> {Tl = 0; f1 = —o0;
fi=f+cy Ly, =0}
€4 (Ta A (fa = D) {Th1 :=0; fa1 := —00;
A(T; timeout) Tho :=1; fna:=0;
N1 A (far < Dnt) Ty :=0; fi:= —o0;
ALy == 1))

Tsl = Oa fsl = —0Q;
Ty :=1; fo:=0;
Ts2 = 1; fs2 = 0;

L,:=0}
ey (T A (fs1 = Ds1) {Ty:=0; fi:=—o0;
A(T; timeout) Ty :=0; fo1 := —00;
AT A (L, == 1)) T, :=1; f3:=0;
TsQ = 17 f52 = 07
Tho :=0; fno := —o00;
L,:=0}
€2, 0bs <Ts A (fsQ P DsQ) {Lp = ]-}
A(T3 timeout)
ALy == 0))
€2 wait <T52 A (fsQ < DSQ) {fs2 = fs2 + C2 wait
A(—T% timeout) fi=f~+cwai}
ALy == 0))
ehbs (1) {1}




Table 3.13 — continued from previous page

Edges | (Timing Conditions) | {Timing Actions}
€5 (1) {f=/+(e=5)}
Q) 1
€6 (Ta N\ (fs2 = Ds2) {1y :=0; fo:= —o0;

A(T3 timeout) Tso :=0; fs2 1= —00;
ALy == 1)) L, :=0}
es (Tha A (fr2 < Dpa) {Th2 :=0; fre = —00;
ALy == 1)) Ty :=0; fo:=—o0;
L,:=0}
€3,1,0bs (To A (fa = 3) {L, =1}
ATz A (L, ==0))
€3,1,wait (T A (fa <3) {fa == fa + c310ait;
AT A (fs <5) Ip =I5+ ¢31wait;
ALy ==0)) f =+ c31wait}
eg,ef,obs <1> {1}
€3,1,2 <Ta VAN (fa 2 3) {Ta = 0; fa = —0Q;
NLy == 1)) fo = s+ (312 =0);
L,:=0}
€3,2,0bs (ig N =T, {L, =1}
NI A (fp € 13,5])
ANLp == 0))
€3,2,wait (—ig A =T, {fs:= fs+ c32.0ait;
AT A (fs <5) fi=f+ c32wait}
ALy == 0))
€59 obs (1) {1}
€9 (ig N =TuN {T5:=0; fz3:= —o0;
Ts A (fs € [3,5]) fi=f+co Ly:=0}
NIy ==1))
€10 (Lp ==1)) {Ly =0}

3.3.5 Sample Test Sequence Generation for the Example

Timed EFSM

Test cases can be generated by using any of the prevalent test generation techniques
for EFSM models reported in the literature (e.g., [9, 31, 36]). In this thesis, we used

the method presented in [9] to generate the test sequence as shown in Table 5.10,

using the edge conditions and actions given in Table 3.13.




47

Note that the costs for the wait edges (i.e., €owaits €1 waits €2.waits €31 waits and
e32.wait) have different values in terms of waiting periods in different parts of the
test sequence. For example, in Step 24, €3 0 = 0, whereas in Step 59, €2 4qit = 5.
These different values are obtained while the timing conditions are resolved by a
conflict resolution algorithm presented in [9]. The values of such wait edges depend
on how much time is left until expiry for a given timer. In Step 24, timer 75 has
0 seconds to expire, and hence e 44+ = 0. However, in Step 59, 75 has 5 seconds
to expire which results in the wait edge value of ej 0 = 5. For more details of
edge condition and action conflict algorithms, reader can refer to different methods

discussed in [9, 31, 36].

Table 3.14: A sample test sequence generated for the
timed EFSM of Figure 3.8.

Step No. | Current State | Next State | Edge Name | Edge Cost
1 Vo Vo,wait €0,0bs 0
t
2 Vo,wait Vo eg,eobs 0
3 Vo 1 €1 1
4 v V] e 1
1 1 2
/ t
5 v} () er’ 0
6 v V] e 1
1 1 3
/ t
7 U] (0 er’ 0
8 U1 V1, wait €1,0bs 0
t
9 V1,wait U1 e;?obs 0
10 V1 V2 €4 1
11 v V5 e 5
2 2 5
/ ret
13 V2 V2, wait €2 0bs 0
t
14 V2 wait U2 6g,eobs 0
15 (%) Vo €g 1
16 Vo Vo,wait €0,0bs 0
t
17 Vo,wait Vo egfobs 0
18 Vo U1 €1 1
19 U1 U1, wait €1,wait 2
t
20 V1, wait U1 67{,60175 0
21 U1 U1, wait €1,0bs 0
t
22 V1, wait U1 67{?0175 0




Table 3.14 — continued from previous page

Step No. | Current State | Next State | Edge Name | Edge Cost
23 vy vy €4 1
24 V2 V2 wait €2, wait 0
ret

25 V2, wait ) eQ,obs 0

26 V2 V2, wait €2 0bs 0
ret

27 V2 wait Uy €9 obs 0

28 Vs V31 €s 1

29 V3,1 U3,1,wait €3,1,0bs 0
ret

30 U3.1,wait V31 63,1 obs 0

31 V3.1 U39 €312 0

32 /U372 U3,2,wait 63,2,01)5 0
ret

33 V3,2 wait V32 €32 obs 0

34 V3,2 Vo €9 1

35 Vo Vo,wait €0,0bs 0
ret

36 Vo, wait Vo 6O,obs 0

37 Vo (%] €1 1

38 U1 U1, wait €1,0bs 0
ret

39 V1, wait U1 61,obs 0

40 (o V31 €7 1

41 U3,1 U3,1,wait €3.1,wait 3
ret

42 U3 1, wait U31 €3.1,0bs 0

43 V3,1 U3 1, wait €3,1,0bs 0
ret

44 U3.1,wait V3,1 63,1 obs 0

45 V31 U39 €3.1,2 0

46 V32 V3.2 wait €3,2,wait 2
ret

47 V32, wait V32 €39 obs 0

48 V32 V3,2, wait €3,2,0bs 0
ret

49 U3 2, wait V32 €39 obs 0

50 V3,2 Vo €9 1

o1 Vo Vo,wait €0,0bs 0
ret

52 V0, wait Vo €0,0bs 0

53 Vo U1 6/1 1

o4 Uy V1 wait €1,wait 2
t

55 V1, wait U1 671",60175 0

56 U1 U1, wait €1,0bs 0
t

o7 V1, wait U1 671",60175 0

58 (%1 (%) 621 1

99 V2 V2, wait €2 wait by
t

60 V2, wait Vg eg,eobs 0

61 V2 V2, wait €2 0bs 0
t

62 V2 wait V2 672",6065 0




Table 3.14 — continued from previous page

Step No.

Current State

Next State

Edge Name

Edge Cost

63

V2

Vo

€6

1
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Chapter 4

Multiple Timing Faults in Timed
EFSM Models

The graph augmentations introduced for single timing faults of TF4, T Fg and TF¢
in Chapter 3 can also be used to model multiple occurrences of these timing faults.
Based on a specification, for each edge with an input timing requirement of TR 4,
algorithm GA-2.A will be applied to augment G’. Similarly, for each timer defined
in the specification, algorithms GA-2.B and GA-2.C will be run to generate the
necessary augmentations in GG’ based on their respective timing requirements of
TRp and TRc.

It is, therefore, possible that an IUT can have multiple errors in implementing
these timing requirements. To make the fault detection problem even more chal-
lenging, these multiple faults, although detectable while occuring individually, can
mask each other’s faulty behavior. As a result, an IUT with multiple timing faults
of TFy, TFg and T Fs may behave as if it were implemented correctly.

Let us consider a simple example of a timed system where the expiry of a timer
tm, starts another timer ¢tm,, and the timeout for ¢m, generates an observable
output o,. Suppose a faulty IUT implements ¢m, shorter than and ¢m, longer than
their specified correct lengths. If these two timeout edges are exercised consecutively

in a test sequence, it is possible that output o, from tm,, timeout is generated at the

20
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same time as if tm, and tm, were implemented correctly. Therefore, even for this
very simple timed system, a single timing fault of T Fg, occurring simultaneously
with a timing fault of a different type, T F, can exhibit a behavior indistinguishable
from an IUT without any faults.

In this Chapter, the pairwise combinations of timing faults TF4, T Fg and T F¢
are studied (Sections 4.0.6 and 4.0.7). We first prove that it is possible for the
pairwise combinations of these faults to mask each other’s faulty behavior. We then
prove that the graph augmentations introduced for single timing faults in Chapter 3
are capable of detecting such multiple faults. A complete example of modeling
and test generation for an example timed EFSM (Fiure 5.4) using our approach is

presented in Section 4.1.

4.0.6 Fault Masking by Multiple Faults of TF, with TF
(and with TFp)

Theorem 6 A single timing fault TF4 and a single timing fault T Fc, occurring
simultaneously in a timed FSM system, can mask each other’s erroneous behavior
such that the observable timing behavior of a faulty IUT is not distinguishable from
a non-faulty TUT.

hx
Ot
T timeout
@ €k Q SS

Figure 4.1: Generalization of timer specification where timing faults T'F4 and TF¢o
mask each other.
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Proof: Let us first construct an edge sequence Syr, _rr, containing both timing
faults TF4 and T Fg, where edge e; requires that its input to be applied within the
interval [, 3] (measured starting from an edge called h,), edge e; activates a timer
tm,, and a timeout edge ey due to tm,’s expiry. Without loss of generality, to focus
onon T'Fy and T'F¢, let us suppose that there are no timing conditions in Stg, 71, -
Due to TF4 and T'F¢, the input of e; is applied outside of the interval (i.e., ' < «)
and the timer is set to an incorrect length D, > D, at e;.

Multiple timing faults of TF4 and T F¢ cannot mask each other if there exist
edges in Srp,_rF, which generate observable outputs between e; and ey, since T'Fy
can be detected after e; and hence is treated as a single timing fault. For the general
case, a sequence of edges capable of masking faults TF4 and T F (Fig. 4.1) can only

be in the form of Srp,—7p, =+, hgy ---, €, ---, €5, -+, €, --- Where:

e Edge e;(v;, vi41,1;, null) has a timing interval requirement that input i;be ap-

plied at 0 € |«, (], measured from edge h,.

e Timer tm, with length D, is activated by edge e; = (vj,vj11) @ (e;) : (=T1%)

and {e;} : {1, :=1; f,=0}

e Im,’s expiry triggers edge e, = (g, Vgy1, tm,_timeout, o) which generates an
observable output o, in 0 + ¢; + ¢t + D, + ¢, time units from h,, where ¢

is the total cost of all edges in the sequence between nodes v;41 and v;;.

If input ; is applied too early ' < « and, at the same time, D, is incorrectly
implemented as too long D’ > D, such that § — ¢ = D’ — D,, the time at which
the output o, is generated remains the same for both the faulty and non-faulty
IUTs: o is generated in 0 + ¢; + ¢t + D, + ¢, time units for non-faulty IUT
and in 0 + ¢; + ¢t + DL + ¢ time units for faulty IUT after h,. Therefore, for

0 — ¢ =D, — D,, the timing faults TF4 and T F can mask each other. [ |
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Corollary 6 A single timing fault TF4 and a single timing fault T Fg, occurring
simultaneously in a timed FSM system, can mask each other’s erroneous behavior
such that the observable timing behavior of a faulty IUT is not distinguishable from
a non-faulty IUT.

Example (Continued): An example test sequence containing - - -, es, es, €9, €1,
€9, €3, €4, - - - is given for the timed-FSM of Fig. 5.4. Suppose the FSM specification
defines that, for eg, the input ig should be applied within time interval of [3, 5]
seconds (measured from ej) and tm; is activated at e; with length Dy = 2 seconds.
Edge e4 is a timeout transition for ¢tm;, and for edges eg, eg, €1, €3, €3 and e4 the
costs are 1 second each. In a correct implementation, ig is applied 3 seconds after
es and timer tmy expires in 2 seconds (i.e., D;= 2 seconds). Hence, the output o4
generated by ey is observed in 8 seconds after es traversal (i.e., d+cg+c1 + D1 +cy=
3+ 1+ 1+ 2+ 1seconds). Now suppose input g is applied too early at 2 seconds
after es, and tm; is incorrectly implemented too long as D] = 3 seconds. In this
scenario, output oy is also observed in 8 seconds (i.e., &' +cg+c;+ D] +cy =2 + 1
+ 1 + 3 + 1 seconds). This example illustrated that timing fault TF4 and timing

fault T F- can mask each other. |

Theorem 7 Multiple pairwise combinations of timing faults TF4 and TFg, oc-
curring simultaneously in a timed FSM system, can mask each other’s erroneous
behavior such that the observable timing behavior of a faulty IUT is not distinguish-

able from a non-faulty IUT.

Proof: An approach similar to the one given for Theorem 6 can be used to prove
that multiple pairwise combinations of T'Fy and T F, occurring simultaneously, can

hide each other. [ |

Corollary 7 Multiple pairwise combinations of timing faults TF4 and TFg, oc-

curring simultaneously in a timed FSM system, can mask each other’s erroneous
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behavior such that the observable timing behavior of the faulty IUT is not distin-

quishable from a non-faulty IUT.

Theorem 8 Graph augmentation models for timing fault TF4 and T Fe can detect
simultaneous existence of a single timing fault TF4 and a single timing fault T Fo

i an IUT, wrrespective of the order they occur in an edge sequence.

: S

Figure 4.2: Graph augmentation of v; and vy by GA-2.A and GA-2.C for detecting
TF4 and T F¢, respectively.

Proof: 1t is evident from Theorem 6 that a test sequence -, hy, -+, €;, -+,
ej, -+, €, -+ can be generated to mask single faults TF, and TF (Fig. 4.1).
Now let us prove that algorithms GA-2.A and GA-2.C can detect single timing faults
TF, and T Fg, occurring simultaneously.

For the above generalized sequence (Fig. 4.1), new observer nodes with their
associated edges are created by GA-2.A and GA-2.C with special purpose timers
tmg and tmg in the test harness with lengths D, and Dg, respectively, to test the
requirement of applied input ¢; in the interval [, ], where @ = D, and § = Dy

(Fig. 4.2). Algorithm GA-2.A states that both special timers are activated by edge



%)

(he) + (=T N —Tp)

{h.} AT\ =1, fo,:=0; Tp:=1; fz:=0}

Edge e; triggers after applying input ¢; within time interval § € [D,, Dg| and

stops tmg (in test harness) in its actions:

(ei) : (T AT A ([ € [Das Dgl) A (L == 1))

{e;} : {Ip:=0; fz:=—00; L,:=0}

Similarly GA-2.C introduces a special purpose timer tmg at the test harness with
length D, to measure the correct timer length for ¢tm, (in IUT). Edge e; activates

both tm, and tm,:

(e) : (=T A=)

{e;} :{T,=1; f,:=0; T,:=1; f,:=0}

For timing fault T'F4, v; (starting node of ¢;) is replaced by two new nodes, v; 1

and v; 2, connected via e;1 2. An observer node v;; with its associated edges €; 1 waqit,

€i1,0bs and e;-"ff to the v;; are introduced. Similarly, vgyz, €i.2.waits €i2.0bs aNd €Y are

2y

created for tmg. The conditions and actions for these edges are formulated as:

<6i71y2> . <Ta A\ (fa } Da) VAN TB A (Lp == 1)>
{ei12} {Tn :=0; f,:=—00; L,:=0}
<ei,1,wait> : <Ta A (fa < Da) A Tg A (fg < Dg) A (Lp == O))

{€irwait} : {fa = fa+ Cirwair; [3:= f3+ Citwait}
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(€i.00s) * (To A (fa = Da) NT A (Ly == 0))
{eirons} - {Lp =1}
(i2wait)  (7Ta AT A (fs < Dg) A (Lp == 0))
{€i2wait} : {fa = [+ Cinwair}
(€i2.00s) * (T AT A (fg € [Da, Dp]) A (L == 0))

{€i20bs} = {Lp:=1}

For timing fault T'F¢, node v, with edges €x wait, €kobs and e are introduced

for vy, which has an outgoing timeout edge e, triggered by tm;’s expiry:

(er.obs) = (Ts A (fs = Ds) A (tm, timeout) A (L, == 0))
{erovs} : {Lp =1}
(€kwait) : (Ts N\ (mtm, timeout) A (L, == 0))
{€hwait} : {fs = fs + Chwait}
(ex) : (Ts A (fs = Ds) A (tm, timeout) A (L, == 1))
{ex} :{Ts:=0; fs:=—o0; L,:=0}
After algorithms GA-2.A and GA-2.C are applied for both TFy and TFg, a

correct test sequence for a non-faulty IUT can be given as: - -+, hy, =+, €1 wait, €15,

ret ret ret ret ret
€i,1,0bs> 62‘,1’ €i,1,2, €i,2wait, 62‘727 €i,2,0bs 6@27 €iy ~ 5 €4y "y Chwaity € 5 €kobsy € 5 €k,

For a faulty IUT with T'F4 and T F¢, where TF, is traversed before T'F¢, the test
sequence will not be able traverse e; due to its infeasible edge conditions. The
test harness will logically conclude that the input timing requirement has not been
satisfied. Similarly, it can also be shown that a test sequence in which a single T'F¢

is traversed before a single T'Fy will not be able to apply e. [
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Corollary 8 Graph augmentation models for timing fault T Fa and T Fg can detect
simultaneous existence of a single timing fault TF4 and a single timing fault T Fg

wn an [UT, irrespective of the order they occur in an edge sequence.

Example (Continued): Earlier example, for Theorem 6, showed that faults
TF, and TF- can mask each other for the test sequence of -- -, es, eg, €9, €1, €2,
es, €4, --+. Applying the graph augmentation algorithms GA-2.A and GA-2.C to
Fig. 5.5, G” (Fig. 4.3) is generated whose edge conditions and actions are given in
Table 5.9. For example, as can be seen from the condition of €31 44, arriving at
state vs 1 too early will make the test harness to wait for ¢m,’s expiry. The condition
for ez 1 2 will also make sure that the test harness waits until tm,, has expired before
applying ig to the IUT. Similarly, edge e4 will be traversed only when both tm; (in
IUT) and tmg (in test harness) have expired. Therefore, any test sequence generated
from G” will not violate the timing requirement for TF4 and T F since the test

harness will not be allowed to apply early (or late) inputs to the IUT. [ |

Theorem 9 Multiple pairwise combinations of timing faults TF4 and TFg, oc-
curring simultaneously, are detectable by our augmentation model irrespective of the

order they occur in an edge sequence.

Proof: To demonstrate that the simultaneous existence of multiple pairwise
combinations of TF4 and TFy can be detected by our augmentation models, a

similar approach to the one described in the proof of Theorem 8 can be used. M

Corollary 9 Multiple pairwise combinations of timing faults TF4 and TFg, oc-
curring simultaneously, is detectable by our augmentation model, irrespective of the

order they occur in an edge sequence.
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rei
€32 0bs

Figure 4.3: Augmented graph for Fig. 5.5 obtained by GA-2.A and GA-2.C for the
timing requirement that input i9 for edge eg is applied within the time interval of
3, 5] and timer Tj expires exactly in 2 seconds, respectively.

4.0.7 Fault Masking by Multiple Faults of TFz and TF¢

Theorem 10 A single timing fault T Fg and a single timing fault T Fo, occurring
simultaneously in a timed FSM system, can mask each other’s erroneous behavior
such that the observable timing behavior of a faulty IUT is not distinguishable from
a non-faulty TUT.

Proof: Let us first prove that timing faults can mask each other nad hence the
observable behavior for an IUT with faults T'Fp and T F¢, and a non-faulty TUT
can be identical. Consider an edge sequence over which two timers, namely ¢tm, and
tm,, are activated and expired. For the general case (Fig. 4.4), such a sequence can

be...’h:r?...’ei,...’ej7...7ek7... Where
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Start T, T timeout

O s T

N

T ) timeout

OO

Figure 4.4: Generalization of timer specification where faults T'Fz and T F» mask
each other.

e Edge h, from node v, to v, activates timer tm, with length D,:
(ej) - (=Ty) {e;p AT, =1 fy:=0}
e Expiry of tm, triggers edge e;, for which no observable output is generated:
(€:) : (To N (fa = Da)) {ei} :{T: :==0; fi = —o0}
e Reachable from e;, timer tm, is activated with length D, at by edge e; =
(03, vj41):
(ej) - (=Ty) {e;} ATy =1 fy =0}
e Expiry of tm,, triggers edge ej such that output oy is observed in (D, + ctor +

D, + ¢;) time units after h, is traversed, where ¢ is the cost of all the edges

between nodes v; and v;;:
(ex) : (T, A (f, = D,)) {ex} : {T, :=0; f, = —o0}

e The inputs for the edges between e; and ey do not have input interval require-
ments (i.e., input timing requirements pertaining to fault 7'F4, which would

have been detected by Corollary 9).
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Let us consider the case where tm, is implemented too short (i.e., fault T'Fjg with
D;, < D,) and tm, is implemented too long in IUT (i.e., fault TFy with D > D,)
such that D, — D, = D, — D,. For a non-faulty IUT, the output o, will be
generated in (D, + ¢;os + D, + ¢;) time units after the traversal of h,. For an IUT
with faults T'Fg and TFg, it will take (D;, + cior + D), + ¢;) time units to generate
the output og. Therefore, since D, — D}, = D; — D,, it is possible that timing faults
TFg and TF- can mask each other. |

Ezxzample (Continued): Let us illustrate the simultaneous occurrence of faults
TFp and T F with an example. In Fig. 5.4, the FSM specification defines that edges
e; and ey activate timers tmy (expires in e4 with D; = 2 seconds) and tmsy (expires
in eg with Dy = 5 seconds), respectively. The cost of each edge is 1 second except
es which is 5 seconds. The test sequence for a non-faulty IUT can be constructed as
€1, €9, €3, €4, €5, €g such that timer tm; expires in 2 seconds and tms in 5 seconds.
Therefore, using this test sequence, a non-faulty IUT will generate og by eg in 9
seconds after e;’s traversal (i.e., D1 + ¢4+ Dy + ¢ =2 + 1 + 5 + 1 seconds).
Now suppose tm; is incorrectly implemented as D] = 1 seconds and tmsy as D) = 6
seconds. This faulty IUT would also generate og in 9 seconds after e; is traversed
(ie., D) +cs+Ds+cg =1+ 1+ 6 + 1 seconds). This example illustrates that,
without our algorithms, simultaneous occurrence of single faults T'Fz and T F may

be indistinguishable from the non-faulty IUT for certain test cases. |

Corollary 10 Multiple pairwise combinations of timing faults T Fp and T F¢, oc-
curring simultaneously in a timed FSM system can mask each other’s erroneous
behavior such that the observable timing behavior of the faulty IUT is not distin-

guishable from a non-faulty 1UT.

Theorem 11 Graph augmentation models for timing fault TFg and T Fo can de-

tect simultaneous existence of a single timing fault TFg and a single timing fault
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TFe in IUT, irrespective of the order they occur in an edge sequence.

Proof: Applying the graph augmentation methods described in Section 3.2.3,
the generalized case of Fig. 4.4 can be modified to include the new observer nodes
with their associated edges. As shown in Fig. 4.5, our graph augmentation algo-
rithms introduce special purpose timers tmg, and tmg, in test harness with lengths
Dy, and Dy, respectively, to define the correct timer lengths for timers tm, and
tm,, where Dy, = D, and Dy, = D, time units. In the augmented graph, h, acti-
vates both tm, (in IUT) and tms, (in test harness), and e; activates both tm, (in

IUT) and tmy, (in test harness):

(he) : (= Tp N —Tsy)
{h} AT, :=1; fp :=0; Ty :=1; for :=0}
(ej) + (=T A —Tsy)

{e;} AT, :=1; f,:=0; Ty, :=1; f, =0}

ret

Figure 4.5: Graph augmentation of v; and v, by GA-2.B and GA-2.C for detecting
TFg and TF, respectively.

For fault T'Fp, a wait node v} with its associated edges €; wait, €iops and eret is
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introduced for v;, which has an outgoing timeout e;:
(€iobs) : (Tsx N (fsz = Dsz) A (tmy timeout ) A (L, == 0))
{€iobs} - {Lp =1}
(€iwait) * (Tse N (fsz < Dsyz) A (mtmy timeout) A (L, == 0))
{€iwait} * {fsz = fsx + Ciwait}
(€i) : (Tsx N (fsz = Dsz) A (tmy, timeout ) A (L, == 1))
{e;} : {Tsw :=0; fop :=—00; L,:=0}

Similarly, for fault T'F¢, an observer node v; with its associated edges ey wait,

ek.obs and e} is created for v, whose outgoing timeout edge is ex:

(€kobs) : (Tsy N (fsy = Dsy) A (tmy, timeout ) A (L, == 0))

{€robs} : {Lp:=1}

(€kwait)  (Tsy N (fsy < Dsy) A (mtmy, timeout) A (L, == 0))

{€kwait} : {fsy = foy + Chwait}
(er) : (Tsy A (fsy = Dsy) A (tmy, timeout ) A (L, == 1))
{ex} : {Tsy :==0; fg = —00; L,:=0}

After these augmentations, a test sequence for a non-faulty IUT contains - - -,
Py =5 Ciavaits €175 Ciobsy €55 €ir " y €jy "y Chavaity €f s Chiobss €'y €hy v+ . FOT
a faulty IUT where fault T Fg is reached before fault T F¢, the test sequence will
not be accepted. The test harness will not be able to verify the expected outputs.
Hence, declaring the IUT as faulty.

Similarly, it can be shown that a test sequence can be constructed such that, if a
single fault T'F¢ is traversed before a single fault T'Fgz, the test harness will not be
able to apply e, due to its infeasible edge conditions. Therefore, a single fault T'Fg

and a single fault T'F, irrespective of the order of their occurrence can be detected.
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Ezxzample (Continued): As shown earlier for Theorem 10, the simultaneous
occurrence of timing fault T'Fg and T F can mask each other for a test sequence of
- e, €a, €3, €4, €5, €6, +++. Applying the graph augmentation algorithms GA-2.B
and GA-2.C to Fig. 5.5, G” is generated. whose edge conditions and actions are
given in Table 5.9. For example, edge e4 can be traversed only when both tm; (in
IUT) and tmg (in test harness) have expired. The edge sequence of - - -, ey, e, €3,
eq, €5, €6, - - - after augmentations will correspond to - -, e, e, €], e3, €], €1,0bss
€% €45 €5, €55 €2.0hs, €50y, €6, -+ Which will detect the early timeout of ¢m; and
late timeout of tmy both of which are in IUT. Similarly, any other faulty IUT will
not be able to traverse this sequence since the edge conditions will be infeasible.

Therefore, this test sequence detects single but simultaneous occurrences of timing

faults TFg and TFg. [ |

Corollary 11 Multiple pairwise combinations of timing faults T Fg and T F¢, oc-
curring simultaneously, are detectable by our augmentation model irrespective of the

order they occur in an edge sequence.

4.1 Fault Modeling and Test Generation of the
Timed-EFSM of Fig. 5.4

The complete process of modeling timing faults to the generation of tests is pre-
sented here for the example protocol specification (Section 2.1) that has been used
throughout this thesis. As shown in Fig. 1.1, the process comprises of the following
steps:

Form the EFSM for the timed system: Using our earlier work [14, 15],
the protocol specification and its timing constraints are modeled as an EFSM rep-
resented by a directed graph G' (Fig. 5.4). The timing conditions and actions for
the edges are modeled to represent the timing constraints (Section 2.1) as shown in

Table 5.5.
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Apply GA-1: Using GA-1 algorithm, the directed graph G is augmented to
generate G'. The new observer nodes and edges (i.e., Vowait; €0.0bss €0.waits egfjbs,
V1,waity; €1,0bsy €1,waits e{iﬁbs, V2 waity €2,0bsy €2,wait €§f£b5, U3, waits; €3,0bsy €3,waits 673:7651,5) are
added to the original nodes vy, v1,v9 and vs of G. All the self-loops (i.e., ey, €3, and
es) are converted to node-to-node edges by introducing v}, e}, vj and e} in G’
(Fig. 5.5).

Apply GA-2 to model timing faults: Algorithms GA-2.A, GA-2.B and
GA-2.C are applied on G’ to generate G”, which has the fault detection capability
for multiple occurrences of pairwise combination of a class of timing faults listed
in Section 3.2. A total of four special purpose timers, namely, tm,, tmg, tms and
tmgo, are introduced to model the timing faults in the example timed-EFSM. These
special purpose timers are implemented in the test harness and not in an IUT, since
the IUT is considered to be a black boz. The edge conditions and actions modeled
according to our graph augmentation algorithms are shown in Table 5.9. The final
augmented graph G”, after all the augmentations have been applied, is illustrated
in Fig. 4.3.

Generate test sequences from G": Test cases can be generated by using
any of the prevalent test generation techniques for EFSM models reported in the
literature (e.g., [9, 31, 36]). In this thesis, we applied the method presented in [9]
to generate the test sequence as shown in Table 5.10, using the edge conditions and

actions given in Table 5.9.

Table 4.1: Edge conditions and actions for the timed-
EFSM of Fig. 4.3.

Edges | Timing Conditions Timing Actions
€0,0bs (1) {L, =1}
€0,wait <1> {f = f + CO,wait}
COrobs (1) {}
e (—To N —Tp {Th :=1; f1:=0;
ALy == 1)) L =1 foi=0:




Table 4.1 — continued from previous page

Edges | Timing Conditions Timing Actions
Ts:=1; fg:=0;
Ta:=1; fa:=0;
L,:=0}
€1,0bs <Tsl A (fsl > Dsl) {Lp = 1}
A(tm; timeout)
ALy ==0))
€1,wait (Tay A (fs1 < Da1) {fs1 = fa + Clwait;
A(—tm; timeout) fi=Ff~+Clwai}
ALy == 0))
T o 0
€2 (1) {/:=/+c}
es (1) {f=Ff+cs}
(1) 0
€7 (Lp ==1) {Th :=0; fi:=—oc;
f Z:f+C7; Lp —0}
€4 (Te1 A (fs1 = Ds1) {1y :=0; f1:= —o0;
A(tm; timeout) Ty :=0; fo :=—o0;
A(L, == 1)) T, :=1; f3:=0;
To:=1; fo:=0
L,:=0}
€2,0bs (Tso A\ (fs2 = Dsa) {L, =1}
A(tms timeout)
ALy ==0))
€2 wait (Tso A (fs2 < Ds2) {fs2 := fs2 + Cowait;
A(—tmgy timeout) = f + C2wait}
ALy ==0))
Ch s (1) {}
€5 (1) {f=f+(s=5)}
e5”! (1) {}
€6 (Ta A (fs2 = Ds2) {T3:=0; fy:=—0c0
A(tms timeout) Ty :=0; fo:=—0o0;
AL, == 1)) L,:=0}
es (Ly ==1)) {15 :=0; fa:= —o0;
L,:=0}
e3,1,01)3 <TOl A (fa } 3) {Lp = 1}
NTg A (Lp — 0)>
€31, wait (To N (fa < 3) {fa = fa + c31,wait;
AT A (fs <5) Is =[5+ C31,wait;
(Ly ==0)) f = f 4 31wt}
€5 obs (1) {}
€3,1,2 (T A (fa 2 3) {1, :=0; fo:=—0o0;




Table 4.1 — continued from previous page

Edges | Timing Conditions Timing Actions
ALy == 1)) fo = Ta+ (312 =0);
L,:=0}
€3,2,0bs <’lg A\ _|Ta {Lp = 1}
NI A (fs € [3,5])
ALy == 0))
€3,2,wait (—ig A =Ty {fs =[5+ c32,waits}
N A (fp <5) [ = f+c32wait}
(Lp == 0))
eg’eé obs <1> { }
€9 <29 A ﬁTa {Tg = 0; fﬁ = =00
ATy A (fp € [3,5) | f o=+ Ly:=0)
ALy ==1))
€10 (L ==1)) {L, =0}

Table 4.2: A sample test sequence generated for the

timed-EFSM.
Step No. | Current State | Next State | Edge Name | Edge Cost
1 Vo Vo,wait €0,0bs 0
t
2 V0, wait U €0 obs 0
3 Vo U1 €1 1
4 v V] e 1
1 1 2
/ t
5 v} () er’ 0
6 v v} e 1
1 1 3
/ t
7 U] (0 er’ 0
8 U1 V1, wait €1,0bs 0
1
9 V1,wait U1 e;?obs 0
10 V1 V2 €4 1
11 v V4 e 5
2 2 5
! ret
13 V2 V2, wait €2,0bs 0
t
14 V2 wait U2 612ﬂ,eobs 0
15 (%) Vo €g 1
16 Vo Vo,wait €0,0bs 0
t
17 Vo,wait Vo egfobs 0
18 Vo (%1 €1 1
19 U1 U1, wait €1,wait 2
t
20 V1, wait U1 67{?0175 0

66
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Step No. | Current State | Next State | Edge Name | Edge Cost

21 (%1 V1,wait €1,0bs 0
t

22 V1,wait U1 eq,eobs 0

23 U1 (%] €4 1

24 V2 V2, wait €2 wait 0
ret

25 V2 wait Uy €9 obs 0

26 V2 V2, wait €2,0bs 0
ret

27 V2,wait ] e2,0bs 0

28 Uy V31 €8 1

29 U3,1 U3,1,wait €3,1,0bs 0
ret

30 U3.1,wait V3,1 63,1 obs 0

31 V3.1 U39 €312 0

32 V3,2 V3.2 wait €3,2,0bs 0
ret

33 V3,2 wait V32 €39 obs 0

34 V3,2 Vo €9 1

35 Vo Vo,wait €0,0bs 0
ret

36 Vo, wait Vo eO,obs 0

37 Vo (%] €1 1

38 U1 V1, wait €1,0bs 0
ret

39 V1, wait U1 61,obs 0

40 (o V31 €7 1

41 V31 U3 1, wait €3,1,wait 2
ret

42 V3 1,wait V3,1 63,1 obs 0

43 U3,1 V3,1, wait €3,1,0bs 0
ret

44 VU3 1,wait V3,1 63,1 obs 0

45 V31 U39 €3.1,2 0

46 V3.9 V3,2, wait €3,2, wait 2
ret

47 U3 2, wait V32 €39 obs 0

48 V32 U3 2 wait €3,2,0bs 0
ret

49 VU3 2 wait V3,2 63,2 obs 0

50 V3,2 Vo €9 1

ol Vo Vo,wait €0,0bs 0
ret

92 V0, wait Vo €0,0bs 0

53 Vo vy el 1

o4 U1 V1, wait €1, wait 2
t

95 V1, wait U1 671",60175 0

o6 U1 U1, wait €1,0bs 0
ret

57 U1 wait U1 €1,0bs 0

5% V1 (%] €4 1

99 V2 V2, wait €2 wait 5
t

60 V2 wait V2 672",60175 0




Table 4.2 — continued from previous page

Step No. | Current State | Next State | Edge Name | Edge Cost
61 (%] V2, wait €2,0bs 0
62 V9 wait Vg ehhns 0
63 (%) Vo €g 1
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Chapter 5

Timing Fault Modeling of Existing
Real-Time Protocols

5.1 Introduction

Concurrent timers in typical communication protocols complicate the test sequence
generation process since these timers can be arbitrarily started, stopped, and restarted
as defined by the actions of the specification [2, 30, 15, 37]. Earlier chapters intro-
duced a graph augmentation method to model timed EFSMs to generate compact
test sequences [15, 37, 14]. A method to augment this EFSM model to detect po-
tential timing errors in an IUT for a class of timing faults was described in [33, 34],
which presented the preliminary results for our approach. With this augmentation,
a set of special purpose timers, additional states and edges are introduced into the
original EFSM graph. It is shown that multiple timing faults, although detectable
individually, can hide each other’s faulty behavior thereby making a faulty IUT in-
distinguishable from a non-faulty one. It is also shown that the augmentations for
single faults can also detect the presence of multiple faults occurring simultaneously.
Hence, test sequences generated from the augmented model will be able to detect
these multiple timing faults.

In this chapter, we introduce a formal model for a simplified version of Session

Initiation Protocol (SIP) [20, 21] registration process. SIP is one of the most popular

69
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standardized signalling protocols used in Voice over IP (VoIP) telephones. This
model has been used as a working example throughout Section 5.2 to illustrate
the different types of timing faults and their respective modeling [3]. Section 5.3
presents a real-life communication protocol, called the Border Gateway Protocol
(BGP) [25], which has conditions and actions related to timing. A simplified version
of the BGP will be used as an example to explain the concepts related to timing

faults [32].

5.2 Session Initiation Protocol Registration Pro-
cess

Session Initiation Protocol (SIP) [20, 21] is one of the most widely used signalling
protocols in VoIP telephones. SIP is an application layer control protocol that can
create, modify, and terminate multimedia sessions independent of underlying proto-
col and without dependency on the type of session that is being established. Internet
end points communicate with network hosts (called proxy servers) to discover one
another and to set the characteristics of a session. SIP provides a registration func-
tion so that the users can upload their current locations for use by proxy servers.
The registration service is an important mechanism in SIP since for a user to initi-
ate a session, SIP must discover the current host(s) at which the destination user
is reachable. In this discovery process, SIP proxy servers determine the location
of a user by consulting an abstract service known as a location service, which pro-
vides address bindings for a particular domain. During registration a user sends
a REGISTER request to a special type of proxy known as a registrar, which acts as
the front end to the location service for a domain, reading and writing mappings
based on the contents of REGISTER requests. The registrar is consulted by a proxy
server when routing user requests for that domain. An example for registration

procedure is when an end point sends a REGISTER request (with authorization info)
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to the server, which includes its contact list. The registrar validates the credentials,
registers the information into its database and returns a 200 0K response.

For registration process, SIP defines timers Tg and TF as the retransmission
and transaction timers, respectively. If timer Ty expires before receiving a response
from the server, its value is set to 2 x T}, 4 x T}, --- until it is equal to 4 sec, at
which point Tg is left as 4 sec until timer T expires, where 77 is an estimate of
the round trip between the user and server transactions. If the SIP phone still did
not receive a response from the proxy when timer 7% (with length Dp = 32 sec)
expires, it informs the user that a transport failure has occurred. The value of
64 x T7 is equal to the amount of time required to send 10 requests in the case of
unreliable transport (for T = 0.5,1,2,4,--- ,4). Another relevant timer is called
the registration timer Trpe measuring the interval during which the registration
will be valid. Right before Trpq expires, the SIP phone must renew its registration
by sending a new REGISTER request to the registrar. The registration interval is set
up by the registrar either based on the value suggested by the user request in a field

of the REGISTER message, or value assigned directly by the registrar.

5.2.1 Modeling Timed EFSM for SIP Registration

A timed EFSM model for a simplified version of the SIP registration process is shown
in Fig.5.1. This simplified version does not include various details specified in [20, 21]
(e.g., authorization challenges via 401, and receipt of 100 Trying messages from
the registrar) since it is not intended to present the actual SIP registration process,
but to illustrate different fault types for the readers.

The registration process begins after a power-up; the SIP phone is not regis-
tered with any registrar and is in Unregistered state. The phone moves back
to Null state if the user does not enter the authorization information (i.e., user-

name/password) within a certain time interval (i.e., [0, b] sec). After the user enters
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the information, the SIP phone sends a REGISTER request to the registrar, starts Tg
(set to 0.5 sec) and moves to Pending 1 state. At this point, the registrar can ac-
cept the SIP phones registration request and send (200 OK) response, which moves
the phone to Registered state, starting Trpe whose length is user option. When
in Registered state, the user may logout by entering a pre-defined key sequence,
which causes the SIP phone to send a REGISTER request with logout information to
the registrar; if the registrar accepts this request, it sends a 200 0K and the SIP
phone moves to Null. Every time Tgrpqs expires, the SIP phone sends a REGISTER
request and moves to Pending 1 and waits for the response from the registrar as
above.

While in Pending_1, if there is no response from the registrar, the phone sends
REGISTER once again and moves to Pending 2 after resetting Tr to Dp = 1 sec.
Similarly, if the phone does not receive any message from the registrar while in
Pending 2, it sends a new REGISTER with a different value of Tg (i.e., D = 2 sec)
and reaches Pending 3. If still there is no response from registrar, the phone keeps
on sending REGISTER (with T = 4 sec) until either Tr expires and phone moves to
Null, or registrar sends 200 OK to move to Registered. The edge conditions and

actions for this timed EFSM model are shown in Table 5.1.

Table 5.1: Original conditions and actions for the EFSM
of Fig. 5.1 (only the timing related edges are shown).

Edge | English Specification | Timing Conditions | Timing Actions
e Switch ON (i1 == ON) {}
the phone
€3 User must (i3 == {o3 :=
enter username REGISTER,;
authorization /password) Ty :=1;
information fe:=0;
in [0.5,1] sec Tp =1,
after fr:=0}
input ON
was received,




Table 5.1 — continued from previous page
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Edge | English Specification | Timing Conditions | Timing Actions
Start T (0.5 s)
Start Tp (32 s)
e4 Timeout Tx (TpA {o4 :=
Start T (1 s) (fz > Dg)) REGISTER;
Ty = 1;
fe =0}
es Timeout Tg (TpA {05 :=
Start Tx (2 s) (fe > Dg)) REGISTER;
Tg = 1;
fe =0}
€6 Stop Tg, (1g == {Tg :=0;
Stop Tr 200 OK) fE = —oc;
Start Trea Tr :=0;
Jr = —00;
Trec == 1;
frEG == 0}
€7 Timeout TREG <TREg/\ {07 =
Start T (frEG > REGISTER;
Start TF DREg)> TE = 1;
Je = 0;
Tr = 1;
fr =0}
es Stop Tg (ig == {Tg :=0;
Stop TF 200 UK> fE = —0OQ;
Start TREG TF = O;
fr = —00;
Trec = 1;
frEc =0}
€9 StOp TE, <Zg == {TE = 0,
Stop Tr 200 OK) fEg = —oc;
Start TREG TF = 0;
fr = —00;
Trec = 1;
frEG =0}
€10 Stop Trec (110 == {Trec = 0;
Logoff) frEG = —00}
€11 Timeout Tx (TN {Tr :=0;
(fr > Dp)) fr = —oc}
€19 Timeout Tg (TN {012 :=
Start Tx (4 ) (fe > Dg)) REGISTER;
Ty :=1;

fE = O}




State ID

State Name

N A W N -

Null
Unregistered
Pending 1
Pending_2
Pending 3
Registered

I

Figure 5.1: Timed EFSM model G for SIP registration process.
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Using the augmentation in [33, 4], graph G (Fig. 5.1) is augmented as G’
(Fig. 5.2). For node 4 in G, an additional node 4’ is created in G’ to which self-
loop e is directed. For the self-loop of 4 in G, the return from 4’ is ensured by
the creation of the return edge €} in G'. For each node in G, an observer node
is created in G’ as Ouaits Lwaits 2wait, Swaits dwaeit a0d Hyeir, With corresponding newly
created observer, wait and return edges of €g obs, €0.wait, egfgbs, €1.0bsy €1 waits efgbs,

ret ret ret ret
€2,0bsy €2,waits 62,ob57 €3,0bsy €3 wait) 63701757 €4,0bsy €4,waits 64,ab57 €5,0bsy €5,waits and 65’0175

Figure 5.2: Augmented Graph G’ for EFSM of Fig.5.1.

An example test sequence segment of - - - ey, e3, e4 - -+ can be constructed for the
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EFSM of Fig.5.1. The specification defines that, for e3, the input i3 = username/
password should be applied within time interval of [0.5, 1] sec (measured from e;).
Edge es starts timer T with length Dg = 0.5 sec which expires in e4. In a correct
implementation, i3 is applied within 1 sec after e; and timer Ty expires in 0.5 sec.
Hence, the output o4 generated by ey is observed in 1.5 sec after e; traversal (i.e.,
c3+ Dg =1 + 0.5 sec). Now suppose input i3 is applied too early at 0.25 sec after
ey, and T is incorrectly implemented too long as Dp = 1.25 sec. In this scenario,
output o4 is also observed in 1.5 sec (i.e., c3 + Dg = 0.25 + 1.25 sec). Therefore,
without the augmentations, the single occurrences of faults T F¢; and T'Fjgo cannot
be detected. However, in the augmented graph G” (Fig. 5.3), the sequence segment
will detect single fault T'Fo; and fault T'Frge due to edge conditions of edge e 2.
The edge conditions and actions for Fig. 5.3 are given in Table 5.2.

For the simplified SIP model, one cannot construct a test sequence segment
satisfying the conditions shown in the proof sketch of Lemma 3. The observable
outputs generated by an IUT after each expiration of timer T will be detected as
a single fault (which violates the second condition in the generalized test sequence
segment). Therefore, faults T'Fjgs; and T Frgo cannot hide each other in this example.

For illustration purposes, let us assume that the specification does not require
that an IUT sends consequent REGISTER requests after each Tg expiry. In this
case, a test sequence segment for a non-faulty IUT containing - - - e3, e4, €5 - - - can be
constructed such that timer T expires in 0.5 sec and 1 sec in e, and e5, respectively.
Therefore, using this test sequence segment, a non-faulty IUT will generate o5 by
es5 1.5 sec after eg traversal (i.e., ¢4 + ¢; = 0.5 + 1 sec). Now suppose in eg, T is
incorrectly implemented as Dg = 0.25 sec and in e4 as Dg = 1.25 sec. This faulty
IUT would also generate o5 in 1.5 sec after eg is traversed (i.e., ¢4y + ¢5 = 0.25 +
1.25 sec). This example illustrates that, without our augmentations, simultaneous

occurrence of single faults T'Frg; and TFrgo may be indistinguishable from the
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€10
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Figure 5.3: Augmented Graph G” for EFSM of Fig.5.2.

non-faulty IUT for certain test cases. However, after graph augmentations, the
sequence segment will detect single occurrences of fault TFg; and T Frgo due to
edge conditions of e; and e5. Table 5.2 gives the edge conditions and actions for our

augmented graph.
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5.2.2 Fault Modeling and Test Generation for SIP

We present a complete process of modeling timing faults for the example timed
EFSM of SIP registration process that has been used throughout the thesis (Fig. 5.1).
Using our earlier work [14, 15] the protocol specification and its timing constraints
are modeled as an EFSM represented by a directed graph G (Fig. 5.1). The edge
timing conditions and actions are modeled to represent the timing constraints as
shown in Table 5.1. The directed graph G is augmented to generate G'. The new
observer nodes and edges €g obs; €0.waits € ps: C1.obss Clawaits €1 apss €2,0bs) €2waits €5 apss
€3,0bs) €3,wait» egfﬁbs, €4,0bs, €4,wait» eiifbs, €5,0bsy €5,wait, eg?}ibs, and Owaits Lwaitr2waits Swait
4ovait, Dwait, respectively, are added to the original nodes 0, 1, 2, 3, 4 and 5 of G.
The self-loop €15 is converted to node-to-node edge by introducing 4’.

The final augmented graph G” is illustrated in Fig. 5.3 whose edge conditions and
actions are in Table 5.2. G” has the fault detection capability for single occurrence
of pairwise combinations of the class of timing faults listed in Section 4. A total
of eight special purpose timers, namely, Ty, T3, Ts1, Ts2, Ts3, Tsa, Ts5 and Tys, are
introduced to model the timing faults. Test cases can be generated by using any of
the prevalent test generation techniques for EFSM models reported in the literature
(e.g., [4], [18], [19]). In this thesis, we used the method presented in [4] to generate

the test sequence as shown in Table 5.3.

Table 5.2: Edge conditions and actions of timed EFSM

of Fig. 5.3
Edge Name Edge Conditions Edge Actions
€0,wait ((=0N) A L, == O> {f = f+ CO,wait}
€0.0bs ((ON) A L, == 0) {L, =1}
€hobs (1) {}
el (ON) AL, ==1) {f=f+ac; L, =0}
€9 ((—username/password) {OFF; L, :=0}
AL, == 1)
€1 1, wait (To N (fa <0.5) {fa = fa + c11wait;




Table 5.2 — continued from previous page

Edge Name Edge Conditions Edge Actions
AT A (fp < 1) Is = [s + C11wait;
AL, == 0)) f=f 41wt}
€1 1,0bs (To N\ (fo = 0.5) {L, =1}
ATz A (L, ==0))
€17 obs (1) {}
€112 (To N (fa = 0.5) {T, :=0; fo:=—00;
NI A (Ly == 1)) fo = Js+ a2
L,:=0}
€1 2.wait ((—username/password) {fs = [+ c12wait;}
N=To NTp = f+cL2wait}
Alfs < 3) A (L, == 0))
€1.2,0bs ((username/password) {L, =1}
AT, A T
N(fs €[0.5,1])
ALy ==0))
m 0
es ((username/password) {REGISTER;
AN=Ty NTjp Ts :=0; fﬁ = —00;
N(fs €10.5,1]) Tg:=1 fg:=0;
AL, == 1)) Tr = 1, fr:=0;
Ta:=1; fa:= ;
T82 - ]- f52 =
f = f + C3, p = O}
€2 wait (T N (fa <0.5) {fs1 = fa1 + Cowait
N(—Tg timeout) [ = f+ cowait}
ALy ==0))
€2 obs <Tsl A (fsl 2 05) {Lp = 1}
A(Tg timeout)
ALy ==0))
Chobs (1) {}
eq (200 OK) A T {REGISTER;
AT A (fa = 0.5) T :=1; fp:= O;
A(Tg timeout) Toy :=1; f54 0;
ALy == 1)) fi=f+ecs Ly =0}
ep ((200 OK) {Tg :=0; fg:=—o00;
N1 A (fsl < 05) Ty = 0; fF = —0Q;
/\T52 A (fs2 < 32) Tsl Oa fsl = —0OQ;
A(—=Tg timeout) Ty :=0; fo:=—o0;
/\(_|TF timeout) TREG = 1; fREG = 0;
NL, == 1)) Ty:=1; f3:=0
fi=1f+c L,:=0}
€7 < s3 N\ (fs?: DREG’) {REGISTER;
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Table 5.2 — continued from previous page

Edge Name Edge Conditions Edge Actions
NTrEc timeout) Tg:=1; fg:=0;
AL, == 1)) Tr:=1; fr:=0;
Ta =1 fa:=0;
fi=f+cm L, =0}
es ((200 OK) {Tg :=0; fg:=—00;
NTsq N (fsa < 1) Tr:=0; fp:=—o0;
/\T52 A (fsQ < 32) Ts4 = Oa f84 = 0,
A(—Tg timeout) Ty :=0; feo:= —0o0;
/\("TF timeout) TREG = 1; fREG = O;
/\(LP - 1>> T53 = ]-a fsS =0
fi=f+cs Ly, =0}
€5, wait (Tss A (fs3 < Drec) {fs3 = fss + C5ait;
N(—Trpg timeout) f = f+ cwait}
ALy ==0))
€5,0bs (Ts3 N\ (fs3 = Dric) {L, =1}
NTrgc timeout)
ALy ==0))
egegbs <1> { }
es (200 OK) A T {REGISTER;
/\Ts4 A (fs4 Z 1) TE = 1, fE = O7
A(Tg timeout) Ty :=1; fo5:=0;
ALy ==1)) f=[f+cs L, =0}
€3 wait (Tsa N (fsa < 1) {fsa := fsa + C3.0ait;
A(—=Tg timeout) [ = f+ c3wait}
ALy ==0))
€3,0bs <Ts4 A (fs4 2 1) {Lp = 1}
A(Tg timeout)
ALy ==0))
egegbs <1> { }
eg ((200 OK) {Tg :=0; fg:=—o00;
N5 A (fo5 < 2) Tr:=0; fp:= —oc;
/\T82 A (fs2 < 32) Ts5 = Oa fs5 = — 00,
A(—Tg timeout) Ty :=0; fe:=—00;
/\("TF timeout) TRE‘G = 1; fREG = O;
NL, == 1)) Ty :=1; fi3:=0
fi=f+cs L,:=0}
€4 wait (Tsa N (fs2 < 32) {fss == fs5 + Cawait;
A(=Tg timeout) Js6 = fs6 + Cawait;
A(—=TF timeout) [ = f+ Ciwait}
ALy ==0))
€4,0bs
e4,obs <T35 A (fs5 2 2) {Lp = 1}
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Table 5.2 — continued from previous page

Edge Name Edge Conditions Edge Actions
A(Tg timeout)
AT timeout)
/\(Lp — O)>
€lobs (1) {}
€12 (-200 OK A Tg {REGISTER;
N5 A (fs5 = 2) T =1, fg:=0;
A(Tg timeout)) Ty :=1; fo:=0;
fi=[f+ce L,=0}
e (1) {}
e (—200 OK {OFF;
N A (fso = 32) Tg :=0; fp:= —o0;
/\(TF timeout) TF = 0; fF = —0Q;
/\(LP - >> TsQ = 0; fs2 = — 00,
f::f"_cll; Lp = O}
€10 (OFF {Trec == 0; freg = —00;
N(—Trgc timeout) L,:=0}
ALy ==1))

Table 5.3: A sample test sequence generated for Fig. 5.3.

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost

1 0 Owait €0,wait 0

2 Owait 0 ege;bs 0

3 0 Owait €0,0bs 0

4 Owait 0 egegbs 0

5 0 1 el 1 ON

6 1 11,wait €1,1,wait 0.5

7 1Lwait 11 eqi,elt,obs 0

8 1 11,wait €1,1,0bs 0

9 11,wait 11 67ln,elt,obs 0

10 1; 1 €1,1,2 0

11 1o 12 wait | €1,2,wait 0.5

12 127wait 12 Gqut’obs 0

13 1o 12 wait | €1,2,0bs 0

14 127wait 12 67{765’0178 0

15 1, 0 () 0

16 0 Owait €0,0bs 0
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Table 5.3 — continued from previous page

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost

17 Owait 0 €0 abs 0

18 0 1; €1 1 ON

19 11 11,wait €1,1,wait 0.5

20 11,wait 1 1 e;,elt,obs 0

21 14 11 wait | €1,1,0bs 0

22 11,wait 1 1 671q,61t,ob5 0

23 1 1y €112 0

24 19 12 wait | €1,2wait | 0.5

25 12,wait 12 eq?Qt,obs 0

26 1y 12 wait | €1,2,0bs 0

27 12,wait P eq,eg,obs 0

28 1 2 es 1 info REG.

29 2 2wait €2 wait 0.5

30 2uwait 2 €5obs 0

31 2 2wait €2 0bs 0

32 2wait 2 egegbs 0

33 2 3 €4 1 REG.

34 3 3wait €3, wait 1

35 Buait 3 | ek | O

36 3 3wait €3,0bs 0

37 Buait 3 | ek | O

38 3 5 es 1 2000K

39 5 Swait | €swait | DrEG

40 Buwait 5 Crobs 0

41 ) 5wait €5,0bs 0

42 Buait 3 | ek | O

43 5 5 er 1 REG.

44 2 2wait €2, wait 0.5

45 2wait 2 €5obs 0

46 2 2wait €2,0bs 0

A7 2wait 2 €5obs 0

48 2 3 e4 1 REG.

49 3 3wait €3,wait 1

50 Buait 3 | ek | O

o1 3 3wait €3,0bs 0

52 Buait 3 | ey | O

53 3 4 es 1 REG.

54 4 4ait €19 1 REG.

55 4ovait 4 et 0
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Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost

56 4 4wait €4, wait 4

o7 4opait 4 et 0

o8 4 4wait €4,0bs 0

59 4opait 4 ezegbs 0

60 4 ) €9 1 2000K

61 ) Owait €5, wait DrEc

62 Buwait 5 ert, | 0

63 5 5wait €5,0bs 0

64 Buwait 5 erel, | 0

65 5) 2 er 1 REG.

66 2 2wm~t €2 wait 0.5

67 2wait 2 egegbs 0

68 2 2wait €2 0bs 0

69 2 wait 2 el 0

70 2 ) €6 1 2000K

71 ) Dwait €5,wait DrEc

72 Swait 5 egegbs 0

73 b} 5wait €5,0bs 0

74 Buwait 5 ert, | 0

75 5) 0 €10 1 OFF

76 0 Owait €0,0bs 0

77 Owait 0 egegbs 0

78 0 1 1 €1 1 ON

79 1 11,wait €1,1,wait 0.5

80 11 wait 1 e’l"ef,obs 0

81 1y 11 wait | €1,1,00s 0

82 11 wait 1 e{ef’obs 0

83 11 12 €1,1,2 0

34 1o 12 wait | €1,2,wait 0.5

85 12 wait 1 6{?5’ obs 0

86 1y 12,wait €1,2,0bs 0

87 12 wait 1 e’{eg’obs 0

88 12 2 €3 1 info REG.

&9 2 2wait €2 wait 0.5

90 2wait 2 egegb o 0

91 2 2wait €2,0bs 0

92 2wait 2 egegb o 0

93 2 3 ey 1 REG.

94 3 3wait €3,wait 1
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Table 5.3 — continued from previous page

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost

95 Swait 3 enet 0

96 3 3wait €3,0bs 0

97 Bwait 3 enet 0

98 3 4 es 1 REG.

99 4 dwait | €await 28

100 4pait 4 et 0

101 4 dait | €4,0bs 0

102 4opait 4 et 0

103 4 0 €11 1

5.3 Border Gateway Protocol

The Border Gateway Protocol (BGP) [25] is a routing protocol for the Inter-
net, which maintains a routing table to designate network reachability among au-
tonomous systems by exchanging routing information between ISPs. BGP is a very
robust and scalable routing protocol, capable of handling more than tens of thou-
sands of routes. Since we aim to illustrate timing faults, a simplified version of BGP
with only the timing-related conditions and actions is used. A timed-EFSM model
for this simplified version of the BGP is shown in Fig. 5.4, whose timing related
inputs and outputs are in Table 5.4.

A BGP host starts after a start message is received; a ConnectRetry timer,
called tmy, is activated with length 60 seconds and BGP moves to CONNECT (wy)
state. If an error message is received, the BGP host stops tm; and moves back to
NULL (v;) state. When in v, state, if BGP receives conn_open from the underlying
TCP/IP protocol, it stops tm;, sends open and moves to OPEN_SENT (v,) state. If it
receives conn_fail from TCP/IP, it restarts tm; and moves to ACTIVE (v3) state.

If tm; timer expires while in vo, it restarts tm;. When conn_open is received by
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the host in vz state, it stops tm;, starts Hold (called tmy) timer with length 240
seconds, sends open message and moves to OPEN_SENT (v,) state. It remains in vg
after restarting ¢tm;, if conn_fail is received. If tm; timer expires in vz, it moves
back to vy and restarts tm;. In vy, if open message is received, the BGP moves
to OPEN_CONFIRM (v5) from vy, starts KeepAlive (called tms) timer with length 80
seconds and sends a keepalive message, It moves back to vs and restarts tm, if
conn_close is received from the underlying TCP/IP protocol. It sends a notify
message if tmsy expires and moves to v;. While in vs, if tmy expires it sends a
notify message and moves to vy; if a keepalive message is received it restarts
timer tmy and moves to ESTABLISHED (vg). If timer tmg expires, the host restarts
it after sending keepalive message and stays in vs. For every received keepalive
or update, the host sends keepalive or update message, respectively, and starts
timer tmsy in vg. If tmg expires, the BGP host restarts it after sending keepalive
message and remains in vg. The BGP host moves back to v, from vg after sending

a notify message, if tmo expires.

State
Name

IDLE

CONNECT
ACTIVE
OPEN_SENT

OPEN_CONFIRM

ESTABLISHED

Figure 5.4: Timed EFSM model G for Border Gateway Protocol.



Table 5.4: English specification for the timing-related
behavior of BGP from Fig. 5.4

Edge Inputs Outputs
Edge Input Output(s)
el start start tmy
€9 error stop tm
e3 and eg timeout tmy restart tm;y
eys and eg conn_open send open;
stop tm; and start tme
es er conn_fail restart tm;
€9 open send keepalive;
start tms
€10 conn_closed start tmy
e11 timeout tmsy send notify
e1z and ejs | timeout tms send keepalive;
start tms
e13 and ejg | timeout tmeo send notify
€14 keepalive start tmo
€16 keepalive send keepalive;
start tmo
ey update sendupdate; start tmsy

Table 5.5: Timing related conditions and actions for the
timed-EFSM of Fig. 5.4

Edge English Timing Timing
Specification | Conditions Actions
1 Start timer (=Ty N T, {T\ :=1; f1 :=0;
tmy A=T3) Ty :=To; fo := fo
T3 :=Ty; f3 == f3}
€s Stop timer (TyN {Ty :=0; f1 := —oc;
tmy (fi < Dy)A Ty :=Ty; fo = fo;
_‘T2 A _|T3> T3 = T3, fg = fg}
es | Timeout timer (TyN {Th :=1; f :=0;
and | tm; and start (f1 = Dy)A Ty =T fo = fo;
e6 timer tm, Ty A —T3) Ty :=T3; f3:= f3}
€4 Stop timer (TyN {Ty :=0; f1 := —o0;
tm, and start (fi < D1)A Ty :=1;f,:=0
timer tmy _|T2 A _|T3> T3 = Tg; f3 = fg}
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Table 5.5 — continued from previous page

Edge English Timing Timing
Specification | Conditions Actions
es Restart timer (Ty N =Ty {T1 :=0; fo:=0;
and tmy N—T3) Ty :=Ty; fo := fo;
er 15 :=Ty; f3:= f3}
es Stop timer (TIN {T :=0; f1 := —o0;
tm; and start (fi < D1)A Ty :=0; fo :=0;
timer tms =Ty N —T3) T3 :=Ts; f3 := f3}
€10 Start timer (=Ty N'Ty {T :=0; f1 := —o0;
tmy N—T5) Ty =Ty fo = fo
T3 :=1T3; f3 := f3}
e1; | Timeout timer (=17 NTy {1y :="Ty; fL .= fu;
tmg /\(fg 2 DQ) T2 = O, f2 = —0Q0;
N=T3) 15 :=1T3; f3 := f3}
ey Start timer (=T1 ATy {Ty :=Ty; fL := fu;
tms /\(fg < DQ)/\ Ty = TQ,
—T3) J2 = fa + co;
T5:=1; f3:=0}
ez | Timeout timer | (=T} A ToA {11 :=T1; f1 == f1;
tmg and start | (fo < Do) A T3 Ty :=Ty;
timer tms A(fs = Ds)) fo = fo+ c1a;
T3 :=1; f3:=0}
e13 | Timeout timer (=T NToN {T) :="Ty; fL := fu;
tmg (fg > Dg) N T3 T2 = O, f2 = —00;
A fs < Ds)) | Ts3:=Ts; f3:= f3}
€14 Start timer <_|T1 VAN TQ/\ {Tl = Tl, f1 = fl;
tmoy (fg < Dg) VAN T3 T5 = ]_, fg = O,
/\(fg < D3)> T3 .= 1T53;
f3:= f3+cu}
e15 | Timeout timer (=Ty NToN {11 :=Ty; f1 := fu;
tmg and start | (fo < Do) A T3 Ty :=Ty;
tms A(fs = Ds)) fo = fo+ cis;
T3 :=1; f3:=0}
€16 Start timer <_'T1 VAN TQ/\ {T1 = T17 f1 = fl;
tmo (fg < DQ) NT; T = 1; fQ = 0;
/\(f3 < D3)> T3 .= 1T53;
f3:= f3+cie}
e17 Start timer (=Ty NToN {11 :=Ty; f1 = f1;
tms (fo < Do) NT3 Ty :=1; fy :=0;
A(fs < D3)) T3 :=Ts;
f3:= f3+cir}
e1s | Timeout timer (=T NTHN {1y :="Ty; fL := fu;

tm2

(fo= Do) NT5

Ty :=0; fo i= —o0;
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Table 5.5 — continued from previous page
Edge English Timing Timing
Specification | Conditions Actions
A(fs < Ds)) | Ts5:=Ts; f3:= f3}

Using GA-1, the timed-EFSM graph G of BGP (Fig. 5.4) is augmented to gen-
erate G’ (Fig. 5.5). For nodes vq, v3, v5 and vg in G, additional nodes v}, v, vf
and vy, respectively, are created in G’ to which self-loops e3, e7, €12, €15, €15 and
e17 are directed (Step (i) of GA-1). All the self-loops in G (i.e., es, €7, €12, €15, €16
and e;7) are represented as node-to-node edges in G’ (Step (ii) of GA-1). For all
the self-loops of vy, v3, v5 and vg in G, the return from v, vi, vi and v§ to ve, vs,
vy and vg, respectively, is ensured by the creation of the return edges e}, ei, et
and el respectively, in G’ (Step (ii7) of GA-1). For each node in G, an observer
node is created in G', namely v1 yait, V2.waits U3 waits Vawaits Uswaits A0 Ug wair (Step
(iv) of GA-1). These nodes are connected to vy, vq, v3, vy, vs and vg via newly
created observer, wait and return edges, namely ey ops, €1 waits e{fgbs, €2.0bss €2,wait
€hops) €3,0bs: C3waity Chaps Cdobss Chwaity Clapss C5.0bs) €5waits Chiapsr €6j0bss C6wait, and
e5ans (s€€ Section 5.3.1 for the conditions and actions of each edge).

Suppose the specification for the BGP in Fig. 5.4 and Table 5.4 defines that,
for ey, the input of ig= open should be applied within the time interval of [15, 235]
(measured in seconds from the traversal of eg). Consider a test sequence containing
eg and eg. If 79 is applied at 6 = 15 seconds after eg, the output og= keepalive should
be observed in 16 seconds after eg’s traversal (i.e., 0 + ¢ = 15 + 1 = 16 seconds).
Now suppose ig is applied at 6 = 2 seconds after eg (i.e., ig is applied too early).
In this scenario, output o9 may still be observed, but it would be generated earlier

than expected (i.e., d+cg = 2+1 = 3 seconds) violating the timing requirements for

eg. Applying the graph augmentation algorithm GA-2.A to Fig. 5.5, G” is generated
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Figure 5.5: Augmented graph G’ after applying GA-1 to the timed-EFSM of BGP
in Fig. 5.4.
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(Fig. 5.6), whose edge conditions and actions are given in Table 5.6. Any test
sequence generated from G” will not let a tester violate the timing requirement for
Fault T since the tester will not be allowed to apply early (or late) inputs to the TUT.
For example, as can be seen from the condition of e4 4 in Table 5.6, arriving at
state vy, too early will make a tester wait for special purpose timer 7, to expire.
Similarly, the condition for e, ; o will make sure that the tester will wait until 7}, has

expired before applying ig to the IUT.

Table 5.6: Augmented edge conditions and actions for
Timing Fault T'F4 of Fig. 5.4.

Edge Edge Edge
Conditions Actions
€8 <_'Ta A _'Tﬁ {Ta =1 fa = 0;
AL, == 1)) Ts:=1; fz:=0;
L,:=0}

€4,1,wait <TC¥ A (.foc < 15) {foe = foe + C4,1,wait;
NI A (fs <235) | fp:=fs+ catuwait}

ALy == 0))
es1obs | (Ta A (fa = 15) {L, =1}
Nz A (L, == 0))
eff obs <1> { }

€4,1,2 (To A (fa = 15) | {Tn :=0; fo == —0x;
ALy ==1)) fo = f5+ (can2);

L, :=0}
€4,2 wait <_'2.9 A _'Toz {fﬂ = fﬁ + c4,2,wait}
/\Tg A (fﬁ < 235)
ALy == 0))
64’2701)5 <Zg A\ ﬁTa A\ Tﬁ {Lp = 1}
N(fs € [15,235])
ALy == 0))
ezg,obs <1> { }
€9 (ig N =Ty NTj {Ts :=0; f5 := —o0;
A(fs € [15,235]) L,:=0}
ALy ==1))

The specification for BGP (Fig. 5.4 and Table 5.4) defines that edge ey starts
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e1,wait
y el,obs
1 e, . ret\ " Lwait
1,0bs
2
e e .
2 1 v3,watt
re
e3,wait e3,0bs
e ret
2 e3,0bs
€5
vV, V3
€s
e
4 ret
€
€;
e
8 /7
V3
Vyr ey,
€4,1,wait
ret
4,1,0bs
e4,1,0bs
v4,1,wait

Figure 5.6: Augmented graph for Fig. 5.4 to guarantee that input ig = open for
edge ey is applied within the time interval of [15,235].
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tmo with Dy = 240 seconds, which expires over edge ejg. The timing cost for
edge e; to ez is 1 second each. Consider a test sequence including --- ey, €5

- where tmy is started by ey4. After traversing e;4 and e;5, tmo expires enabling
e1s. Therefore, a non-faulty IUT will generate 0,s= notify by e;g in 241 seconds
after eyy’s traversal (i.e., Dy + ¢33 = 240 + 1 = 241 seconds). Now suppose tms is
incorrectly implemented as D} = 200 seconds. This faulty IUT would generate 0,3
in 201 seconds after ey is traversed (i.e., Dy + ¢35 = 201 seconds). By observing
the outputs from ey4, €15 (i.e., 014, 018), a tester cannot detect that tmsy expired
early. After augmentation by GA-2.B, the edge sequence of ---. ey, eg, -+ will
be generated as - ,€14,€6,wait,Cf ups»C6,0bs: €6 aps €18, - Which will detect the early
timeout. For Fault T'Fg, the time-related edge conditions and actions of the example

timed-EFSM (Fig. 5.5) are shown in Table 5.7.

Table 5.7: Augmented edge conditions and actions for Fault T Fg of Fig. 5.4.

Edges | ( Edge Conditions ) | { Edge Actions }
€1 (1) {1 =1, f1:=0;
Ts:=1; fs :=0}
€6,wait <Ts A (fs < Ds) {fs = fs + cﬁ,wait}
A(=tmy timeout)
ALy == 0))
€6,0bs <Ts A (fs = Ds) {Lp = 1}
A(tmy timeout)
/\(Lp - 0)>
€4 <Ts A (fs 2 Ds) {Tl = Oa fl = —00;
A(tmy timeout) T, :=0; fs := —o0;
/\<Lp ==1)) Ly = }

For the timed-EFSM of BGP in Fig. 5.4, let us consider a requirement which
mandates that the traversal of e;; must be exactly preceded by e; and eg. The
augmented graph G” generated by GA-2.D is given in Fig. 5.7 whose edge conditions
and actions are shown in Table 5.8 (for simplicity only the time related edges for
Fault TFp modeling are shown). Suppose, in a faulty IUT, the edges es, e7, e

followed by ey; can be traversed (i.e., extra edges between e; and eg). Without our
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augmentation, o;; may still be observed after traversing e;;, and hence the fault
will not be detected. However, in G” generated by GA-2.D a single occurrence of
FaultT Fp will be detected conclusively. Our graph augmentation guarantees that

the sequence of es, eg, €17 will be always traversed in that order.

Table 5.8: Augmented edge conditions and actions for Fault T'Fp of Fig. 5.4.

Edges | ( Edge Conditions ) | { Edge Actions }
€5 <1> {Tsl =1 fsl = O}
es (—Ts1) 1}
es (T N (fs1 < Dgs1)) {To1 := 0; fo1 := —o0;

T :=1; feo := 0}
€ (—T51) {}
€11 (Ta N (fs2 < Ds2)) {Tss := 0; fop := —00; }

5.3.1 Fault Modeling and Test Generation of Timed EFSM

for BGP

In this section, we present the complete process of modeling timing faults for the
timed-EFSM of BGP (Fig. 5.4). As shown in Fig. 1.1, the process comprises the
following steps:

Step 1 - Model the timed-EFSM for BGP: Using the framework in Sec-
tion 2.1, the English specification of the BGP (given in Fig. 5.4 and Table 5.4) is
modeled as a timed-EFSM represented by a directed graph G as shown in Table 5.5.

Step 2 - Apply Algorithm GA-1 to Generate G’: Using GA-1 algorithm, the
directed graph G is augmented to generate G’. First, the new wait nodes and edges
(i.e., U1,wait> €1,0bs; €1,wait, 671"76;;)57 V2,waits €2,0bsy €2,wait» 65,62557 U3 waits €3,0bsy €3,wait» egfﬁbs,
Vs waits Caobs) Cawaits €l apss Uswaits C5,.0bs) C5waits Chapss Vb waits €6,0bs) Cowaits Chaps) ATC
added to the original nodes vy, vs, v3, v4, vs, and vg of G. Next, all the self-loops
(i.e., es, €7, €12, €15, €16 and ey7) are converted to node-to-node edges by introducing
vh, ebt vk, eh vl el vl and e in G’ (Fig. 5.5).

Step 3 - Apply Algorithms GA-2.A, GA-2.B and GA-2.D to Generate G”:
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Figure 5.7: Augmented graph for Fig. 5.4 obtained by GA-2.D for the timing re-
quirement that the exact sequence of es and eg (i.e., no other edges in between)
should precede eq;.
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Using GA-2.A, (¢’ is augmented to model the single timing faults by splitting v, into
two nodes, namely vys; and vs2, and then introducing the edges of es 12, €41 ,0ps,
€41 wait) €11 obss €42,0bs) €4 2waits €4% ops- e define two special purpose timers, called
tmy (Do = ) and tmg (Dg = [3), one for each time boundary. These timers are
maintained by the tester and used to detect potential 1-Clock Timing Faults during
testing. The edge conditions and actions for the new edges are given in Table 5.9.

For a specification requiring that e;; must be preceded by e5 and eg in strict
order (i.e., no other edges must be traversed in between), using GA-2.D, Fault T'Fp
for ey is prevented by duplicating es and eg as er and eg, respectively. Two special
purpose timers, called tm,; (D, = o) and tmy;s, (D2 = o0) are defined in the
tester. Edge e5 starts tm,; and and eg triggers if tm,,; is active; in its actions, eg
starts tmy,o. Edge ey triggers iff tm, is active.

Using GA-2.B, to model Timing Fault T'F'g related to timer ConnectRetry, Hold,
and KeepAlive; we introduce three special purpose tester timers, namely tmg;, tmgo
and tmg,3. Since tmy is started at ey, es, es, eg, €7 and ejg, tmg is also started at
these edges and set to the length of D; (i.e., Ds; = 60 seconds). Conditions and
actions of €1 wait, €1,0bss efgbs, €2 waits €2,0bs, and egfgbs are modified so that if tm; is set
too short, the tester detects this error. Similarly, tmg and tm,s are specified with
the length equal to Dy (i.e., Ds = 240 seconds) and D3 (i.e., Ds3 = 80 seconds),
respectively, to modify the conditions and actions for eg.ait, €4,0bs efgbs, €5 wait
€5,0bs) €5 apsr C6.waits €6,0bs) Choaps-

Therefore, a total of seven special purpose timers, namely, tm,, tmg, tmy1, tmys,
tmg, tmgs and tmys, are introduced in the tester to model single timing faults for
the timed-EFSM of BGP. These special purpose timers are implemented in the tester
harness and not in an IUT, since the IUT is considered to be a black box. The edge
conditions and actions modeled according to our graph augmentation algorithms

GA-2.A, GA-2.B and GA-2.D are in Table 5.9. The final augmented graph G” is in
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Fig. 5.8.
€1, wait
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Figure 5.8: Augmented graph for Fig. 5.4 after applying GA-1, GA-2.A, GA-2.B and
GA-2.D.

Step 4 - Sample Test Sequence Generation for BGP: Test cases can be
generated by using any of the prevalent test generation techniques reported in the
literature for EFSM models (e.g., [9, 31, 36]). Here, we applied the method presented
in [9] to the EFSM of Table 5.9. The resulting test sequence is shown in Table 5.10,
Note that the costs for the wait edges (i.e., €1 .waits €2.waits €3.waits €41 .waits €4.2.waits

€5 waits Ad €6 qit) have different values in terms of waiting periods in different parts
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of the test sequence. For example, in Step 71, €544 = 80, whereas in Step 74,
eswait = 122. The different values are obtained while the timing conditions are
resolved by a conflict resolution algorithm presented in [9, 31, 36]. The values of
such wait edges depend on how much time is left until expiry for a given timer.

In Step 98, timer ¢mg has 79 seconds to expire, and hence eg 0t = 79 seconds.

However, in Step 71, tmg has 80 seconds to expire which results in the wait edge

value of €5 0t = 80 seconds.

Table 5.9: Edge conditions and actions for the timed-
EFSM of Fig. 5.4.

Edge Name | Edge Conditions Edge Actions
€1,0bs <1> {Lp = 1}
€1,wait <]-> {f = f + Cl,wait}
€1'obs (1) {7

€1 ((start) A —Ty {Ta = 1; fa = 0;
AL, == 1)) L,:=0}
€ ((error)A {Ts1 :=0; fg 1= —00;
Ta A (fsl < Dsl) Lp =0
ALy ==1))
e3 (Tsx A (fs1 = Ds1) {T:=1; fa = 0; }
A(tm; timeout)
ALy == 0))
&5 (1) {}
€2,0bs ((conn_openV {L, =1}
conn fail)
/\Tsl A (fsl < Dsl)
A(—tm, timeout)
/\(Lp ==0))
€2, wait ((—conn_openV {fs1:= fs1 + Cowait}
—conn_fail)
/\Tsl A (.fsl < Dsl)
A(—tm; timeout)
ANLp == 0))
€5iobs (1) {7
ey ((conn_open) {open; L, :=0;
ATa A (fs1 < Ds1) | Ta :=0; fa 1= —o0;
N(L, == 1)) T :=1; feo := 0}
es ((conn_fail) {Ts :=1; fs := 0;
/\Tsl A (fsl < Dsl) Tnl = ]-a fnl = 07




Table 5.9 — continued from previous page

Edge Name | Timing Conditions Timing Actions
ALy ==1)) L, =0}
es ((conn_fail) {Ts1:=1; fs1 := 0;
/\Tsl A\ (fsl < Dsl) Lp = 0}
NIy ==1))
€6 <Tsl A (fsl Z Dsl) {Tsl = 17 fsl = 0}
A(tm; timeout)
ANLy == 1))
er ((conn_fail) {Tg:=1; fa :=0}
/\Tsl A (.fsl < Dsl)
AN=Tp1 A (L, == 0))
( 0
€3.0bs {(conn_open) {L, =1}
/\Tsl A (.fsl < Dsl)
A(—tm; timeout)
NLy == 0))
€3 wait <(_‘00nn70penv {fsl = fsl + C3,wait}
—conn_fail)A
Tsl A\ (fsl < Dsl)
A(—tm; timeout)
NLy == 0))
m 0
es ((conn_open) {open; L, :=0;
AT A (far < Ds1) Tg =05 fq = —o0;
/\Tnl A (fnl < Dnl) TsZ = 17 fs2 = 07
NL, == 1)) Th1 :=0; fr1 := —00;
Tn2 = 1;fn2 =20
To =1 fo :=0;
Ts:=1; f3:= 0}
A ((conn_open) {open; L, := 0;
AT A (far < Ds1) Tq = 0; fq = —o0;
/\_'Tnl A\ (Lp == 1)> TsZ = 1, fs2 = 0,
T, :=1;fo:=0;
Ts:=1; fz :=0}
€41, wait <Ta A (fa < 15) {fa = fa + C4.1,waits
NTg A (fs < 235) f5:= Jo + a1 wait
/\Ts2 A (f82 < Ds2) f52 = f52 + C4,1,wait}
MLy == 0))
64,1,obs <Ta A (fa } 15) {LP = 1}
NI A (L, ==0))
ez,efobs <1> { }
€412 (T N (fo = 15) {T,, :=0; fo := —00;

/\TSQ A (fsQ < Ds2)

fs = [+ cano;
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Table 5.9 — continued from previous page

Timing Actions

Edge Name | Timing Conditions
ML, == 1)) fs2 1= fo2 + Ca12;
L,:=0}
€42 wait <<_‘0Pen\/ {f,@ = f,@ + C4,2 wait
—conn_close) fs2 = fs2 + Capwait}
/\Tﬁ A (fﬁ < 235)
/\T82 A (fs2 < Ds2)
ATu A (Ly == 0)
€4,2,0bs ((openV (L, =1}
conn_close
v(st 2 DsQ))/\
Ts N (fs = Dp)
=T, N (Lp == )>
62% obs <1> { }
€9 ((open) A =T A {keepalive; L, := 0;
Ts N (fp € [15,235]) | Tj:=0;fs:= —oc;
/\TS2/\(f52 <D32) st = f52+c9;
N=Tg3 A (L, == 1)) Ty :=1; fi3:=0}
€10 (conn_close {Ts1 :=1; fs1 :=0;
N A (fso < Dg2)) Ty :=0; fo := —00;
ALy ==1)) L, :=0}
€11 (Tso A\ (fs2 = Ds2) {notify;
A2 AN(fro < Dpa) | Tsa :=0; feo := —00;
A(tmgy timeout) Tho :=0; fro := —00;
/\(Lp == )> Ly, := 0}
€12 <Ts2 A (st < DSQ) {keepalive;
NTg A (fss = Dy3) Tes:=1; fs3 := 0;
A(tms timeout) fs2 = feo+c1a}
AL, == 0)
m 0
€5 0bs ((keepaliveV {L, =1}
(st 2 DsQ))
ALy == 0))
€5, wait ((—keepaliveV {fs2 = foa + C5ait;
(fs2 < DSQ)\/ f53 = fs3 + C5,wait}
(fs3 < Ds3))
ALy == 0))
€5 s (1) {}
€13 (Ta N\ (fs2 = Ds2) {Ts2 :=0; fo2 := —00;
A(tmg timeout) L,:=0}
ALy ==1))
€14 ((keepalive) {Ts :=1; fso :=0;

/\TSQ A (fsQ < Ds2)

fs3 = fsS + C14;
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Table 5.9 — continued from previous page

Edge Name | Timing Conditions Timing Actions
N A (fs3 < Ds3) L, :=0}
ALy~ 1)
e1s (Tso N (fs2 < Dg2) {keepalive;
N A (fs3 = Dg3) Js2 = fs2 + C15;
A(tmg timeout) Ty :=1; f3:=0}
AL, == 0)
€16 ((keepalive) {keepalive;
Ngo A (st < Ds2) Ty = L; fsQ =0
Nz N (fss < Dss) fs3 = fs3 + ci6}
ALy == 0))
e1r ((update) {update;
/\Ts2 A (fsQ < Ds2) Ts2 = 17 fs2 = 07
N3 A (fsz < Dyg3) fs3 = fo3 + c16}
ALy ==0))
e (1) {}
€6,0bs (Tso A\ (fs2 = Ds2) {L, =1}
ALy == 0))
€6 wait ((—keepaliveV {fs2 := fs2 + C6.wait;
—updateV fs3 = fo3 + Cowait}
(fs2 < DSQ)\/
(fs3 < Ds3))
ALy == 0))
T m 0
€18 (Ta N\ (fs2 = Ds2) {notify;
A(tmg timeout) Ty :=0; fg := —00;
AL, == 1)) L,:=0}

Table 5.10: A sample test sequence generated for the
timed-EFSM of Fig. 5.4

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost

1 U1 V1, wait €1, wait

2 V1, wait U1 egesbs

3 U1 V1, wait €1,0bs

4 V1, wait U1 egecfbs
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Table 5.10 — continued from previous page

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost
5 U1 Vo el 1 start
6 (% V2, wait €1,0bs 0
;
7 V2, wait U2 67lﬂeobs 0
8 Uy U1 €9 1 error
9 U1 V1,wait €1,0bs 0
;
10 V1, wait U1 egeobs 0
11 U1 Vg el 1 start
12 V2 V2, wait €2 wait 60
T
13 V2, wait V2 egeobs 0
14 Uy v} e 1
2 3
15 vh Vg eset 0
16 V2 V2, wait €2 0bs 0
T
17 V2, wait U2 67quobs 0
18 Vg U3 es 1 conn
_fail
19 U3 U3, wait €3 0bs 0
T
20 U3 wait U3 egeobs 0
21 V3 V41 es 1 conn open
_open
22 (e V41 wait | €4,1,wait | 1D
L
23 V4,1 ,wait Vg1 €47 obs 0
24 V4,1 V4,1, wait €4,1,0bs 0
T
25 V4,1, wait Vg1 eZel,obs 0
26 (e V42 €4,1,2 1
27 (D) V42wait | €42wait | 225
T
28 V4,2 wait Vg2 €4% obs 0
29 V4,2 V4,2, wait €4,2,0bs 0
T
30 V4,2 wait Vg2 €1% obs 0
31 V4,2 1 €11 1 HOtlfy
32 U1 V1, wait €1,0bs 0
T
33 V1, wait U1 egeobs 0
34 U1 Vg el 1 start
35 (% V2, wait €2 0bs 0
T
36 V2, wait U2 67quobs 0
/
37 Vg Vs ex 1 conn
_fail
38 U3 U3, wait €3 0bs 0
T
39 U3, wait U3 egeobs 0
40 U3 (R} eg 1 conn open

_open
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Table 5.10 — continued from previous page

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost
41 V41 V4, 1wait | €4,1,wait 15
42 V4,1, wait (Z%] 6Zelt,obs 0
43 V41 V41 wait | ©€4,1,0bs 0
44 V4,1,wait V4,1 6Zelt,obs 0
45 V4,1 V4,2 €412 1
46 V4,2 V4,2, wait | €4,2,wait 220
47 V4,2 wait V4,2 eZBQt,obs 0
48 V4,2 V42.wait | €4,2,0bs 0
49 V4,2 wait V4,2 ezeg,obs 0
50 V4,2 U3 €10 1 conn
_close
51 U3 U4 er 1 conn
_fail
52 U4 U3 ex”! 0
53 U3 V3 wait | €3,wait 60
o4 U3 wait U3 egegbs 0
99 U3 U3, wait €3,0bs 0
56 U3 wait U3 egegbs 0
57 U3 () €6 1
58 V2 V2 wait €2,0bs 0
29 V2, wait (%] egegbs 0
60 Uy Vg1 e4 1 conn open
_open
61 V4,1 V4,1 wait | €41,wait | 19D
62 V4,1,wait V4,1 ezelt,obs 0
63 V41 V41 wait | ©€4,1,0bs 0
64 V4,1,wait V4,1 eZelt,obs 0
65 V4,1 V4,2 €412 1
66 () V42 wait | €4,2,wait 20
67 V4,2 wait V4,2 ezeg,obs 0
68 V42 V4.2.wait | ©€4,2,0bs 0
69 V4,2, wait V4,2 ezeg,obs 0
70 V4.2 Vs €9 1 open keep
alive
71 U5 U5 wait | €5wait 30
72 U5 wait Us €5 obs 0
73 Us L €19 1 keep
alive
74 (% UB,wait €5, wait 122
75 Us wait Vs egifbs 0
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Table 5.10 — continued from previous page

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost
76 Us Us wait €5,0bs 0
T
7 Us wait Us 6geobs 0
78 Vs V1 €13 1 notify
79 U1 V1,wait €1,0bs 0
T
80 V1,wait U1 egeobs 0
81 U1 Vo el 1 start
82 V2 V2, wait €2 obs 0
7
83 V2, wait U2 egeobs 0
84 Vg Vg1 ey 1 conn open
_open
85 V4,1 V4,1,wait | €4,1,wait 15
7
86 V4,1, wait V4,1 eZel,obs 0
87 V4,1 V4,1,wait | €4,1,0bs 0
T
88 V4,1, wait (Z%] eZel,obs 0
89 V4,1 V4,2 €4,1,2 1
4,2 4,2 wazit 4,2 wazit
90 v v e 20
]
91 V4,2 wait V4,2 6262,01)5 0
4,2 4,2 wazit 4,2,0bs
92 v v €4.9.0b 0
T
93 V4,2 wait V4,2 eZBQ,Obs 0
94 V42 Vs €9 1 open keep
alive
95 Us Us,wait €5,0bs 0
7
96 Us, wait Us egeobs 0
97 Vs Vg €14 1 keep
alive
98 U V6wait | €6,wait 79
7
99 V6 wait Vs egeobs 0
100 Vg UG €15 1 keep
alive
/ ret
101 Vg Vg €6 0
102 Vg UG €16 1 keep keep
alive alive
/ ret
103 Vg Vg €6 0
104 Vg v ey 1 up up
date date
/ ret
105 Vg Vg €g 0
106 Vg U6, wait €6,wait 158
7
107 V6 wait Ve €6 obs 0
108 (] V6, wait €6,0bs 0
T
109 V6 wait Ve €6 obs 0
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Table 5.10 — continued from previous page

Step | Current | Next | Edge | Edge | Inputs | Outputs
No. State State | Name | Cost
110 Vg U1 e1g 1 notify
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Chapter 6

Conclusions

In this thesis, using an EFSM model with timer variables [38], which is a simplified
version of our earlier models [14, 15]. We introduce graph augmentation algorithms
to model a class of single timing faults such that the test sequences generated from
the new EFSM models are capable of detecting a class of timing faults. In this
augmentation, a set of special purpose tester timers are needed in the test harness
to keep track of possible violations of timing requirements in the IUT. We prove that
the size of the final graph obtained after the augmentation algorithms are applied
is in the same order of magnitude as the original graph.

This thesis also formally introduces the concept of fault masking in timed EFSM
models where a class of single timing faults detectable individually can mask each
other’s faulty behavior. It is proven here that our graph augmentation algorithms
for single timing faults are also capable of detecting multiple occurrences of pairwise
combinations of these timing faults. Existing test generation techniques can then be
applied to the augmented graphs generated by our model to obtain test sequences
capable of detecting such multiple faults.

To illustrate the types of timing fault and their detection, we present a formal
model for a simplified version of Registration Process of Session Initiation Protocol
(SIP) [20, 21] and Border Gateway Protocol (BGP) [25], which are widely used

standardized signalling protocol in VoIP telephones.
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Significance of this research is that it provides an automated systematic approach
to represent multiple timers without generating infeasibily large models while en-
abling detection of a class to timing faults. This research has resulted in several
publications, namely introduction to single fault models in timed EFSM models [32],
introduction of multiple fault models and fault masking problem [4, 34] and appli-
cation of the algorithms to real-life protocols [5]. The comparison of fault detection
capabilities of our timed-EFSM model and the existing timed automata models will
be an extension of this work. Inclusion of different timing faults also needs to be

explored as an extension of this research.
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