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ABSTRACT
Model -Based Information Processing for
Internal Control Evaluation
by

Ying Zhou

Adviser: Professor Thomas Verghese

Thic research is motivated by the possibility of
integrating descriptive and decision models of internal
control evaluation. The purpose of this study is to explore
the feasibility of using activity and event models for
translating descriptive information to decision
information.

Descriptive models provide a view of the transaction
processing system that is close to the physical system.
Decision models can use such 1nformation as inputs to the
model. Current technology does not support the use of
descriptive information in the decision stages of an audit;
the description is used only to document understanding and
not for analysis. The integration of descriptive and
decision models requires a mechanism that can translate the
objects and relations between the two types of models. The
contribution of this study is to provide a computational

theory for such model translation.



The computational theory for model translation is
implemented by constructing a knowledge-base of extracting
and structuring rules in preopositional logic. Two
analytical models based on activities and events, the
reliability network model and the DEAS model, are chosen as
target decision models. The information necessary for the
target models is extracted from a source model based on
diagrammatic descriptions of transaction processing
systems. A set of algorithms is developed for extracting
and structuring decision information.

The model transliation theory and the algorithms are
tested with an internal control evaluation problem. Results
are consistent with the suggested solutions. To test the
robustness of the translation mechanism, the source
descriptive model has been altered to conduct a sensitivity
analysis. Results from the sensitivity analysis show that
the default rules work well when inconsistencies and
incompleteness exist in the descriptive model.

General results of the study show that the integration
of descriptive and decision models is computationally
feasible and can be accomplished through knowledge-based
methods. This study also demonstrates the usefulness of
activity and event models in soliciting and organizing

knowledge to be used in internal control analysis.
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Chapter 1 INTRODUCTION

1.1 Motivation

Understanding of a client's internal control structure
is required by the second auditing standard of field work"
(AICPA 1988, 1989). Analysis of a transaction processing
system which includes analysis of an accounting system and
control procedures contributes to the evaluation of
internal control structure and can be divided into two
stages: an information collection stage and a decision
stage.

During the information collection stage, auditors
study transaction processing systems, collect data about
their functioning, and document their (auditors')
understanding using diagrammatic symbols. The symbol set
used depends on the particular descriptive model used by an
auditor. SEADOC (Elliott 1983), INFOCUS (Grant Thornton
1992), and system flowcharts are examples of such

descriptive models. During the decision stage, the auditor

! SAS 55 revised the second standard of fieldwork of the

ten generally accepted standards as follows:

A sufficient understanding of the internal control
structure is to be obtained to plan the audit and
to determine the nature, timing, and extent of
tests to be performed.



translates understanding of the transaction processing
system into a decision about its reliability, which then is
incorporated into the decision about the control risk for
one or more of the financial statement assertions.

Audit researchers have been studying audit decision
making for decades and have developed various decision
models and tools to aid auditors in their audit work. The
long-term goal for such research has been to increase the
effectiveness and efficiency of audits. Internal control
analysls 15 one area where research efforts have been
heavily invested. To date, a number of decision aids for
internal control analysis have been developed (Elliott
1983; Gal 1985; Meservy 1985; Meservy et al, 1986; Grant
Thornton 1992; Hamscher 1992). These computerized decision
aids are knowledge-based systems that apply experts'
experiential knowledge to internal control analysis. The
models underlying these decision aids usually employ high-
level concepts such as objects, processes, activities and
controls.

In the past two decades, several internal control
decision making models have been suggested (Yu and Neter

1973; Cushing 1974, 1975; Stratton 198l; Bailey et al.

1985; Knechel 1985; Verghese 1988; Srinidhi and Vasarhelyi
1989). These decision models all require descriptive

information about transaction processing systems, yet



current audit technology does not support the use of
descriptive information in the decision stages of an audit
— the description is used only tc document understanding
and not for analysis (Hamscher 1992). Using descriptive
information in computer-accessible form for the decision
stages will result in efficiency in model acquisition,
enhanced quality of decisions, and uniformity in judgment
({Hamscher 1992; Grant Thornton 1992).

Implementing Hamscher 's suggestions in a practical
sense will require that decision information be extracted
mechanically from computer-readable descriptions of
transaction processing systems. At present, 1t 1s common
practice to implement system documentation using computer
systems and hence computer-accessible descriptive models
are readily available.

Computer system documentation is qualitative in
nature, describing the physical objects of a transaction
processing system. The representation of qualitative
information of this kind is best achieved with declarative
propositions — statements that a particular kind of object
exists in the system and that it bears a particular kind of
relationship to other objects in the system.

If qualitative descriptive information is represented
as propositions, then implementing Hamscher's suggestion

amounts to the translation of descriptive propositions to



decision propositions. Since each kind of proposition is
constructed from a domain of object classes and
relationships, the extraction of decision concepts from
descriptive concepts requires the translation of
descriptive objects and relationships into decision objects
and relationships.

The relationship between decision concepts and
descriptive concepts cften is neither explicit nor formal.
The relationship is often implied in a shared context of
knowledge between the description and the decision stage.
During the translation process, information that 1s not
explicitly available in the description must be added to
generate the decision model.

The problem addressed in this dissertation is the
mechanical extraction of decision information from
descriptive 1information. This mechanical process includes
translation and the addition of non-explicit information.
The descriptive model chosen is the system flowchart. Two
analytical models, based on activities and events, are
chosen as the target decision models. The information
necessary for both of the analytical models can be
implemented using the propositional form.

The choice of source model is driven by non-

proprietary reasons. Flowcharts are commonly used in text



booksz, have been promulgated as generic practice by the
AICPA (1988, 1989), are based on physically observable
entities (unlike SEACAS and INFOCUS), and are understood by
all auditors,

The choice of target models is driven by several
factors. First, the semantics of the two models is clearly
defined — reliability for activity networks and probability
for event networks. They are non-proprietary and are
independent of‘ggdit practices, models, or transactions.
The reliability computations from any subset of the
networks to the entire network is formally defined.
Finally, both models are described easily with the
predicate grammar of formal logic.

The criterion for extracted information is that it
should be intuitive, be based on the descriptive
information, and be suitable for activity and event

analysis.

1.2 Previous Research

In this section, the systems approach to internal

control decisions is briefly reviewed. The major focus of

System flowcharts are used as system documentation
methods and introduced to students in many auditing
textbooks. The following is an incomplete list: textbooks by
Arens and Loebbecke (1988), Watne and Turney (1990), Kell and
Boynton (1992), Konrath (1993).



6
thie line of research is to identify system components and
study how component behavior affects the system as a whole.
Depending on the objects and events allowed in the modeled
system, the specification of system behaviotr varies and is
calculated as a function of the behavior of system
components. A summary of these models is included in table
1.1 at the end of this section,.

Yu and Neter (1973) first propose a decision model for
computing system reliabilities. In Yu and Neter's model,
the financial information system is viewed as consisting of
many operating elements, defined as performance units, that
can affect the state of error and quality of documents.

The performance of each operating element is defined in
terms of a probability that indicates the error-producing
propensity of that element. The system behavior during
transaction processing is modeled as a stochastic process
(Markov). The quality of system output depends on the
quality of the performance of its individual operating
elements, each of which generates, compounds, or corrects
errors in the accounting data as they are processed through
the system. The total system's reliability is contingent
upon the performance of each system component and the
manner in which those components are configured.

Cushing (1974, 1975) adapts reliability theory to

internal contreol analysis. The accounting system is



perceived as consisting of processing and control
procedures. Processing procedures introduce errors into the
system, whereas control procedures prevent or correct these
errors. The system behavior depends on the interaction
between the potential errors and the control procedures.
Stratton (1981), Srinidhi and Vasarhelyi (1989), and
Knechel (1985) extended and applied the Cushing and Yu and
Neter approaches. Later research by Bailey et al. (1985)
and Hamscher (1992) has introduced rich semantics into
internal-control decision models.

Bailey et al. (1985) design a formal language to
describe actions of agents and nature of tasks in modeling
transaction processing and control systems. Hamscher (1992)

extends Bailey et al.'s set of basic concepts, made a

distinction between activities and actions, and defined
relations among various actions. Verghese (1992) proposes a
theory of transaction processing, in which the system
behavior, its lawful and unlawful conditions and possible
activities and events are formally defined. These later
studies (Balley et al. 1985; Hamscher 1992; Verghese 1992)
have provided the foundation for this research. The
semantics required for model translation is based largely

on the results of these studies.



Table 1.1 Previous Research

Research Study Model Objects Events
Verghese activity assigning value
1992 events to transaction
transaction properties
control:
prevent unlawful
assignment

of values

Hamscher activity actions, e.qg.,
1992 record ~reate, copy,
repository compare records
agent
Bailey agent, task, assign, modify,
1985 system-objects, destroy, transfer,
repositories wait for, put,
get, copy
Knechel processing error generation
1985 procedures, error correction
control
procedures
Stratton procedures performance of
1681 procedures
Cushing processing error occurrence,
1974 procedures, error correction
control
procedures
Yu & Neter operating add errors,
1973 elements, compounding
errors,
correcting

errors




1.3 Summary

To summarize, system documentation provides
descriptive information about transaction processing
systems. Decision models can use such infermation as input
to the model. The problem addressed in this research is the
mechanical extraction of decision information from
descriptive information. Two analytical models based on
activities and events are chosen as target decision models.
The information necessary for the target models is to be
extracted from a source model based on diagrammatic
descriptions of transaction processing systems (a systems
flowchart). All three models are implemented with predicate
logic syntax.

The remainder of this dissertation is organized as
follows: Chapter 2 provides analysis of models; Chapter 3
discusses the translation theory; Chapter 4 discusses
algorithms; Chapter 5 presents examples and tests, and

Chapter 6 draws conclusions.
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Chapter 2 Analysis of Models

In this chapter, the information requirements for
activity and event analysis of transaction processing
systems are examined. Flowcharts are discussed and a

flowchart model is described.

2.1 Activity-Based Analysis

Activity-based analysis of a system focuses on the
reliability of system activities which is combined into an
overall system reliability. Reliability is defined as the
probability that an activity or activity sequence will
complete without a predefined error occurring{

Stratton (1981), following Cushing's introduction
(1975), demonstrates reliability analysis in a purchase
transaction cycle application. The logical structure of a
system's activities is placed in the form of a logical
network and reliabilities are attached to each activity.
Given the network and individual reliabilities the
computation of overall reliability is a trivial

computational exercise. However, forming the network and

* For an in-depth discussion of reliability network

concepts, and their adaptation to the internal control
systems, see Srinidhi and Vasarhelyi (1989).
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assigning reliabilities are tasks requiring expertise and
judgment.

Srinidhi and Vasarhelyi (1989) provide justification
for the use of reliability theory for internal control
evaluation. They divide such evaluation into three stages:
1) estimation, 2) aggregation and 3) interpretation.
Included in the estimation stage are subtasks of
identification of the relationship between the different
components of the internal control system and estimation of
the reliabilities of the individual components. The
aggregation of system reliabilities and subsequent
interpretation depend on the component reliabilities
identified in the estimation stage.

Other activity-based research projects include TICOM

by Bailey et al. (1985), the DEAS model by Verghese (1992),

and SAVILE by Hamscher (1992). The TICOM model focuses on
task and sub-task analysis, the causal relaticnships
between various tasks and the results of their
interactions. The TICOM model uses query satisfaction to
search for sufficient conditions for the execution of a
sequence of actions. The TICOM's ultimate goal 1s to help
auditors identify control strengths and weaknesses in the
system. The DEAS model is activity and event based, and
focuses on the input and output resources of activities and

possible events caused by the activities. SAVILE represents
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accounting systems in terms of activities, records and
repositories. Based on a description of correct systems
behavior, SAVILE is able to enumerate potential failures
that are associated with each activity. The set of failures
provides a basis for subsequent risk assessment, control
evaluation and test planning. Failure risk analysis used in
SAVILE is complementary to the reliability analysis.

The requirements for performing a reliability analysis
are descriptions of the logical structure of activities and
reliabilities of each activity. The extraction of the
logical structure from the observed physical structure of
activities is the analytical problem to be soclved.

The propositional form of a reliability network would
consist of propositions describing the structure as well as
propositions describing each activity node. The syntax of
reliability network propositions will be:

statement (x,s).

connected(x,y).

reliability(x,z).
where

X and y are variables for nodes,

s is a statement that describes node X,

z is the reliability number,

connected and reliability are predicates indicating a

relationship of their arguments.

For example, Stratton's simplified reliability network

(1981, 63) is reproduced in figure 2.1. This network

consists of three activity nodes, nl, n2, and n3. Nodes nl
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and n2 are serially connected. Node n3 is structurally in

parallel to nl and n2.

Figure 2.1 Stratton‘s Reliability Network

ni n2
purchase requisition— —raw material ledger
ni

The following propositions can be set up to represent
Stratton's network:

statement(nl, “purchase agent prepares purchase order").

statement(n2, "receiving personnel prepare receiving
report").

statement (n3, "accounts payable clerk reconciles vendor's
invoice, purchase order, and receiving
report").

connected(x,nl).

connected(nl,n2).

connected(n2,y).

connected(x,n3).

connected(n3,y).

reliability(nl1,0.97).

reliability(n2,0.9533).

reliability(n3,0.92).

The probability that the purchase of raw materials is
recorded correctly in the materials ledger will depend on
the reliability of each of the three activity nodes and the
structure with which these nodes are connected. Once the
reliability network structure and the reliability of each

node are known, the system reliability can be calculated

using reliability theory.
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2.2 Event-Based Analysis

Event based analysis of a system focuses on the
multiple individual events that can occur in a system and
assesses probabillities to each. The probability of complex
events can then be computed if the structure of events is
known.

Yu and Neter's internal control analysis model can be
generalized as an event-based analysis. Their analysis,
however, does not explicitly name the underlying events,
but instead classifies events by their monetary effects.

Reliability analysis is a restricted event analysis
where each activity can cause only one of two outputs, such
as success or failure.

Forming the events and event sequences in a
transaction processing system 1s clearly a task requiring
expertise. In order to restrict the events in an event
analysis we need a framework of how and what events occur
in a transaction processing system. The next model to be
discussed, the DEAS model provides this framework.

The propositional form of an event network would
consist of propositions describing the structure as well as
propositions describing the probability of each event. The

event network will be described using the following:
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statement(x,s).
connected(x,y).
probability(y.z).

where

x and y are variables for nodes,

z is the probability number, 0 < 2 < 1

connected and probability are predicates indicating a
relationship of their arguments.

Consider once again Stratton’s reliability network
(figure 2.1) as an example. For each of its activity nodes,
several events can be developed. The following propositions
can be set up to represent part of the event network:

statement (el, "purchase order matches purchase
requisition").

statement(e2, "purchase order contains a mathematical
error"}).

statement(e3, "purchase order is prepared without a
purchase requisition").

statement(e4, "quantity received equals quantity
purchased").

statement (e5, "vendcrs invoice matches receiving report™).

probability(el,0.997).
probability(e2,0.05),
probability(e3,0.02),
probability(e4,0.95).
probability(e5,0.985).

The partial event network for the five propositions 1is
given in figure 2.2,
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Figure 2.2 Partial Event Network

* r_-.
[ o1 b_q
e? ed

[—e3 j

2.3 The DEAS Model®

DEAS model is activity based and designed to model
transaction processing systems. Model objects include
resources and activities. The activity 1s the basic model
object.The activity object is defined in a manner that
specifies the set of possible events which occur in a
transaction processing system. Resources include
transaction attributes, communication channels, and
information repositories. Resources can be assigned to
activities as inputs and outputs. A possible event set can
be generated by analyzing an activity’'s input and output

resources.

* This entire section is adapted from the DEAS model

discussion by Verghese (1992).
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The conditions for a successful execution of an

activity are as follows:

Cl: o = F(i).
C2: m = o.
C3: r = o.
where
o is the output attribute-instance for the activity
i is the input message for the activity,
F is the policy implemented by the activity,
m 1s the output message,
r is the record for the attribute.

The complex proposition describing the possible events
generated by a transaction processing activity is shown in

figure 2.3.

Figqure 2.3 Possible Events Set Generated by a Transaction
Processing Activity

y=F(x} m=Y r =Yy
el: t t t
ez t t f
e3: t f t
e4: t f £
eb: f t t
eb: f t f
e?: f f t
e8: f f f

where t represents a true value and f represents a false
value of a condition,

Only el in the event set leads to a successful state
of the processing component, that being that the
transaction processed according to the transaction policy.

The remaining events indicate failure states of the
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processing component, either because the transaction is not
processed according to the transaction policy (e5-eB8), or
the message communicated or the record created does not
agree with the transaction attributes.

For example, in the case where a transaction is not
processed according to the transaction policy, i.e., when
the condition y = F(x) takes a false value, the result
would be that a sales order is prepared without a customer

order.

2.4 Flowchart Model

Flowcharts were originally designed in computer
programming as a means of describing the flow of control
and computations in computer programs. Flowcharts were also
used to describe the sequence of major processing
operations and the data flow to and from the files used in
processing. They were subsequently adapted in auditing for
documenting the flow of transaction processing and the
corresponding controls.

Standard flowcharting symbols and techniques are
described in the American National Standard X3.5-1970
(Flowchart Symbols and Their Usage in Information
Processing). Flowchart symbols used by auditors in

developing flowchart models include either a subset or a
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Figure 2.4

Commonly Used Flowchart Symbols
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modified set of the standard flowchart symbols. The symbols
presented in figure 2.4 have been collected from an
informal survey of textbook flowcharts (Arens & Loebbecke
1988; Watne & Turney 1990; Wallace 1991; Kell & Boynton
1992; Konrath 1993; Pany and Whittington 1994).

The information in a flowchart includes both symbols
and text annotation labels. Symbols represent entitles
while text describes the characteristics of entities of
interest in internal control.

Flowchart symbols can be categorized into the
following groups: 1) resource symbol (RESCSYM), 2) activity
symbol (ACTSYM), and 3) auxiliary symbol (AUXSYM). This
classification is general enough to allow for the addition
of new, specialized symbols. Symbels in the resource
category include those that represent data objects, such as
a sales order; input/output devices used in EDP systems,
such as display terminals; and data storage, such as
filings of sales order, on magnetic disk, tape etc..
Symbeols in the activity category represent activities such
as data creation, data processing, and data transfer in the
modeled world. Auxiliary symbols are language specific,
including direction lines, annotations, on-page and off-
page connectors. The auxiliary symbols do not represent
model objects, but are included to show relations of model

objects or are used for additional diagramming information.



21
For example, the annotation symbol is used to add attribute
information to model objects. The direction line is a
special symbol whose meaning depends on how it is used. It
can be used to represent many different relations. For
example, if it links the same document in two different
sections, then it indicates the transportation of the
document from one functional unit to another; if it links a
manual process and a document, then it indicates that some
action has been applied to the document, or the document is
a product of the process; if it links a display terminal
symbol and a document, then it means that some document
information is being entered into or retrieved from the
system; if it links a document with an off-line storage,
then it means that the document is being filed; i1f it links
two process symbols, it indicates the continuation of
activities. The on-page and off-page connectors in essence
are an extension of the direction line. These connectors
are often used to indicate the transportation of documents
from one functional unit to another,

Flowchart text can be perceived as attachments to
flowchart symbols. It is used to describe attributes of
model-based objects. For example, the agent attribute can
be attached to processes through text, and an activity-type

attribute can he inferred from text that describes the
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activity and its object. Document names can be attached as
an attribute to document symbols using text as well.

The set of flowchart symbols and their associated
attributes used in the analysis are presented in table

2.1°%.

Table 2.1 Flowchart Symbols Used

Document (RESCSYM) -- Represents paper documents and
reports of all types.
Attributes: Name.

Accounting Records (RESCSYM) -- Represents accounting
journals and ledgers.
Attributes: Name.

Manual process (ACTSYM) -- Represents any process that is
done manually and causes a change in value, form, or
location of information.

Attributes: Agent, Act, Object.

Off-line storage (RESCSYM) -- Represents off-line storage
of documents, records, and EDP files.
Attributes: Name, Filing Method.

Input/output (ACTSYM) -- Used to indicate information
entering or leaving system.
Attributes: Agent, Act, Object.

Direction line (AUXSYM) -- Used to show the direction of
processing or data flow.

System flowcharts contain information about

transaction processing systems at the activity level.

Based on flowchart symbols commonly found in auditing
textbooks (Arens and Loebbecke, 1988, and Kell and Boynton,
1992)
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Agents, activities and data objects are directly
represented with flowchart symbols. Each agent is related
with one or more activities, and each activity acts upon
one or more data objects. The sequence of the activities,
the transportation and repositories of data objects are
also directly represented.

More detailed transaction information, however, is not
directly represented and therefore is exogenous to the
flowchart model., For example, transaction attributes
related with each data object, such as quantity, price and
date, are not directly represented. This presents the
following problem: at what level of detail should the
information be analyzed? The answer depends on the
requirements of the target model. In this project,
reliability network is chosen as the target model and it
requires information at activity level — the relevant
decision is to determine whether an activity is a control
activity or a processing activity and whether the
completion of an activity succeeds or fails. The model does
not require detailed information such as quantity, price
and date on a data object. As a result, these details are
deemed unnecessary for the analysis.

The propositions describing a flowchart will be the

following:
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1. general functions:
node_type(x,a).
previous _node(x,y).
next_node(x,z).

2. functions specific to resource symbols:
name(x,a).

3. functions specific to activity symbols:
agent(x,a).
act name(x,a).
act obj(x,a).
activity type(x,a).

4. other functions:
connect(z,x,y).
start_node(x).
end node(y).
path(x,y,p).

where

X, Y, 2 are variables for nodes,
a and p are variables for attributes,

These functions can be used to extract descriptive
information in the source model and they translate the
source descriptive information into decision information in
the target model. For example, an output information
repository is a target model resource, a translation rule
that creates an output information repository in the target
mode]l can be written as follows:
resource(x),
name(x,a),
end node(x)

->
output information repository(x,a).
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2.5 Summary

In this chapter both activity-based analysis and
event-based analysis are introduced. Both the DEAS model
and the flowchart model are examined to provide a basis for
information extraction from such documentation. In the next

chapter, a translation theory is developed as a guide for

model conversion.
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Chapter 3 THE TRANSLATION THEORY

3.1 Introduction

Descriptive models cannot be tailored to decision
models since several decision models may be used in an
audit while only a single descriptive model is practically
possible. Furthermore, since only physical concepts can be
verified objectively, descriptions of plhysical models
becomes paramount in the primary documentation.

Since physically observed transaction processing
systems differ from logical sequences of activities, the
translation activity must transform physical concepts to
multiple logical sequences of events. Since objects and
relationships are observable and are named, the translation
activity translates the names and attributes of observable
objects into propositions describing activities, events,
and the structure of activity and event networks.

One of the problems with mechanical translation is
that the level of the generated decision information will
depend upon the level at which a system is observed and
described. It is reasocnable to expect that auditors will
describe systems at the level appropriate for control

analysis.
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It is not reasonable to expect auditors to follow a
set of flowcharting rules with constant and complete rigor.
In auditing, flowcharts are not used as formal languages
with rigid syntax and semantics. They are looser forms of
language with structured rather than formal syntax and
semantics. As a consequence, the translation technigque must
take into account auditor omissions and mistakes in
diagrams occasioned by the lack of formality in the syntax.
In the technique described in this chapter, omissions are
handled with defaults and mistakes identified by informal
syntax checking.

In this chapter, T present a theory of structured
translation from flowcharts to reliability networks and

event networks in the form of solutions to the above.

3.2 Basic Extraction of Activities and Events
3.2.1 Rewrite Rules for Flowchart Symbol Classification
The basic elements in flowcharting are flowchart
symbols. Flowchart symbols can be classified into three
categories: 1) activity symbols, 2) resource symbols, and
3) auxiliary symbols. A set of rewrite rules for
classification is included in Appendix A and an example is
shown below:

node type(x,manual process) —> activity symbol(x).



28

where

X is a variable for flowchart nodes,

manual process represent the type of node,

node type and activity symbol are predicates that

describe model objects.

This classification of flowchart symbols into general
categories maintains the flexibility of the rewrite rules.
When new and unknown symbols are encountered, as long as
they can be grouped 1nto one of the categories, the rewrite

rules written for the general categories need not be

changed.

3.2.2 Rewrite Rules for Translation of Direction Lines

There are several ways an activity can be represented
in the flowchart. An activity can be directly represented
through an activity symbol, such as a manual process or a
computer process symbol, or it can be implied by a
direction line. For example, a direction line that connects
a document symbol and an off-line storage symbol implies a
filing activity.

When an activity 1s directly represented by activity
symbols, the nature of the activity is determined by the
activity attributes, such as agent, activity type, and act

obj®.

® The term “act obj" is used to refer to the object of an

action, for example, "sales order” in the phrase
“sales clerk prepares sales order". It 1s
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The analysis of the direction line depends on the
symbols it connects. Four basic cases are identified and
the rewrite rules for each are presented and discussed
below.

1) The direction line connects a resource symbol to
another resource symbol when a) the second symbol is not an
end node, in which case the direction line represents
resource transfer; and b) the second symbol is an end node,
in which case the direction line represents information
storage (see fig. 3.1 for diagrammatic representation
examples). In both cases an activity object and the
associated input and output resocurce objects are created
and thelr values assigned. The difference between case a)
and case b) is that in case a) the output communication
channel is assigned a value, whereas in case b) the output

information repository 1s assigned a value.

differentiated from the term "activity object",
which refers to model objects, such as those in a
DEAS model.



Figure 3.1 Examples of Diagrammatic Representation for
Cases (la) and (1lb)

The rewrite rules for cases (la) and (lb) are as

follows:

la)

1b)

connect(z,X,yY).,
resource(x),
resource(y),
auxiliary(z),
name{x,aj},
name(y,b)

input_communication_channel(z,a),
output transaction_attribute(z,b),
output communication channel(z,b),
output information repository(z,nil).

connect(z,x,y).,

resource(x),

resource(y),

auxiliary(z),

nane(x,a),

name(y,b),

end node(b)

-

input_communication channel(z,a),
output transaction_attribute(z,b},
output_information_repository(z,b),
output communication_channel(z,nil}).

30
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2) The direction line connects a resource symbol with
an activity symbol, in which case the resource symbol
represents the input to the activity being modeled and the
name of the resource is used to instantiate the input
communication channel (case 2a). When the second activity
symbol 1s an end_node, then the rewrite rule assumes that
the transaction information is processed and to be
communicated further (case 2b) (see fig. 3.2 for a

diagrammatic representation).

Figure 3.2 Examples of Diagrammatic Representation for
Cases (2a) and (2b)

| } ANOLL | J rasourca

BCTieily s’f / activity
lll." -"l (ana nnne)
{

The two rewrite rules for cases (2a) and (2b) are

shown below:
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2a) connect{z,x,¥y),
resource(x),
activity(y),
auxiliary(z),
name(x,a)
—>
input communication_channel(y,a).
2b) connect(z,X,y).
resource(x),
activity(y),
auxiliary(z),
name{x,a),
end node(y)
—>
input communication_channel(y,a}),
output transaction_attribute(y,a),
output_communication channel({y,a},
output information repository(y,nil).

3) The direction line connects an activity symbol to a
resource symbol, in which case the resource symbol
represents the output of the activity being modeled. The
name of the resource is used to instantiate the output
transaction attribute. The values for the output
communication channel and the output information repository
again depend on whether the resource symbol is an end node
(cases 3b and 3c). If it is an end node, the output
information repository is assigned a value with the name of
the resource. Case (3a) represents a special case where the
activity symbol is also a start_node, in which case the
value of the input communication channel is assigned with

the value of the act obj (see fig. 3.3 for a diagrammatic

representation).



Figure 3.3 Examples of Diagrammatic Representation for
Cases (3a), (3b) and (3c¢)

The rewrite rules for cases (3a), (3b) and (3c) are

as follows:

3a)

3b)

connect(z,x,y},

activity(x),

resource(y),

auxiliary(z),

name(y,a),

start_node(x),

act_obj(x,b)

—>

input communication_channel(x,b),
output transaction_attribute(x,a}),
output communication_channel(x,a}),
output_information repository(x,nil).

connect(z,x,y),

activity(xy,

resource(y),

auxiliary(z}),

name(y,a),

—>

output transaction_atcribute(x,a),
output communication channel(x,a),
output information repository(x,nil).

33
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3c) connect(z,X,Y),

activity(x),

resource(y),

auxiliary(z),

name(y,aj,

end node(y)

~>

output_transaction attribute(x,a),
output_communication channel(x,a),
output_information repository(x,nil),
input_communication_channel(z,a},
output_transaction attribute(z,a),
output_information repository(z,a),
output_information repository(z,nil).

4) The direction line connects one activity symbol to
another activity symbol, in which case the output of the
first activity becomes the input of the second activity.
Similar to case (3a), case (4a) represents a special case
where the first activity symbol is a start node, in which
case the value of the input communication channel takes the
value of the activity object. Case (4b) represents a case
where the second node is not an end node whereas the second
node in case (4c¢) is an end node. The output resources for
both activities are assigned values. (see fig. 3.4 for a

diagrammatic representation).



Figure 3.4 Examples of Diagrammatic Representation for
Cases (4a), (4b) and (4c)

The rewrite rules for cases (4a), (4b) and (4c) are

as follows:

4a) connect{z,X,v),

activity(x),

activity(y),

auxiliary(z),

start node(x),

act_obj(x,a)

->

input_communication_channel(x,a),
output transaction_attribute(x,a),
output communication channel(x,a),
input_communication channel(y,a).

4b) connect(z,x,y),
activity(x),
activity(y),
auxiliary(z),
input_communication_channel(x,a)
—>
output transaction attribute(x,a),
output communication_channel(x,a),
input _communication channel(y,a).
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4c) connect(z,x,Y},

activity(x),

activity(y).

auxiliary(z),

end node(y),

input_communication_channel(x,a},

—>

output transaction _attribute(x,a),
output communication channel(x,a),
output information_repository(x,nil),
input communication_channel(y,a),
output_ transaction_attribute(y,a},
output communication_channel(y,a),
output information repository(y,nil).

3.2.3 Discussion of Special Cases

The application of the rewrite rules assumes a single
sequence of flowchart symbols, with each flowchart node
representing a single resource, a single activity or an
auxiliary node. Following are special cases that are often
found in flowcharts and discussions on how symbols are
treated in each case.

1) Due to the need to communicate transaction
information to various agents, multiple copies of
transaction documents are often used. A flowchart symbol
that describes multiple copies of a document is treated as
if it contains the same transaction information, unless a
different name is assigned in the original flowchart to
acknowledge additional processing on the copies. For
example, a sales order approved is a name given only to

those copies of the sales order that contain the credit
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approval. In the case where a different name is assigned to
different copies of the same document, they are treated as
separate documents, i.e., they contain different
transaction information.

2) When a flowchart symbol includes multiple copies of
multiple documents, it is split into several nodes each
representing a single aocument regardless of the number of
copies. This only occurs if each document leads to a
different node. Otherwise, the multiple documents are
treated as one node with a name that reflects all the
documents,

3) When multiple activities are represented with only
one activity symbol, the activity is split into several
activity symbols each representing a separate activity.

4) When multiple direction lines lead t¢ one activity,
each direction line is processed separately, resulting in
multiple input resources to the activity.

5) When multiple direction lines come from an
activity, the output resources of the activity are assumed
to be the same while each direction line is processed
separately.

Connector symbols are special cases of the direction
line. Each pair of connectors can be collapsed into a

direction line through the following rewrite rule:
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node_type(x,on_page_connector),
name({x,a),
end _node(x),
node type(y,on_page_connector),
name(y,a),
start_node(y)

—>

connect(z,x,y).

Similar rules can be written for off page connectors.

3.2.4 Rewrite Rules for Event Extraction
Since the DEAS model restricts the set of events that
can happen with each activity, once the activities and the
associated resources are defined, possible event sets can
be computed. Thus event extraction is model driven. The
main complex event is that the transaction attribute is a
function of the input, and the output message and record
are the same as the transaction attribute. The rewrite rule
for extracting events from DEAS model objects is as
follows:
activity(x),
input communication_channel(x,a),
output transaction_attribute(x,b}),
output communication_channel(x,c}),
output information_repository(x,d)
-2
event(y),
y = function(b,a),
event(z),
2 = same_as(c,b),
event (w),
w = same_as(d,b}.

The set of events can be explained as follows: that the

transactions are being processed according to the
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transaction policies, and the transaction information
communicated and stored is the same as the transaction

information generated.

3.3 Naming of Activities and Events
3.3.1 Naming of Activities

Naming is a special and very important aspect of
translation since auditors will expect to see names for
activities and events. In naming and describing an
activity, the following questions need to be answered:

1) Who 1s the actor of the activity? 2) What is the type of
activity? 3) What is the object of the activity? 4) If it
is a document transfer activity, what are the source and
destination of the transferring activity?

The name of the actor is needed so that a sales order
received by the shipping department can be distinguished
from a sales order received by the billing department. The
type of activity is useful for distinguishing processing
and control activities. The object of the activity is
useful for determining where the transaction information is
recorded or stored. The source and destination are needed
to determine where the input comes from and where the
output goes to when there is an information transfer either
through physical transportation of documents or transfer

through electronic means, such as a modem. The source and



40
destination attributes are needed only when the transfer of
a document or transaction information is between agents or
to and from agents outside of the organization,

An activity therefore is characterized by the
following attributes: agent, activity type, act obj, source
and destination., Naming of an activity is accomplished by
listing out its attributes. For example, an activity can be
named as "bookkeeper #1 sends approved sales order to
bookkeeper #2". Included in this name are the five activity
attributes with assigned values, namely, agent ->
bookkeeper#l, activity type —> send, act obj —-> approved
sales order, source —> bookkeeper#l and destination —>

bookkeeper#2.

3.3.2 Naming of Events

Naming of events is based on the values assigned to
the input and output resources in the DEAS model. For
example, assuming the following values are assigned to the
input and output resources:
input communication channel: approved sales order
output transaction attribute: shipping advice
output communication attribute: shipping advice
output information repository: shipping advice

Three basic events can be extracted:

el: the shipping advice is processed according to the
information on the approved sales order.
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e2: Information on the shipping advice sent is the same as
the shipping advice prepared.

e3: Information on the shipping advice stored is the same
as the shipping advice prepared,

Each of the events listed is represented by a
proposition that can be true or false. A complex event set
can be generated based on the basic events to include
combinations of the true state of any of the three events
and the false state of any of the three events. The entire
event set is restricted by the DEAS model as discussed in
chapter 2.
In order to distinguish the sales order sent to
shipping department and the sales order sent to billing,
the activity attributes that are associated with each event
again need to be analyzed. A more detailed representation
of the basic events el, e2 and e3 as discussed above is
given as follows:
el: shipping advice (prepared by shipping department) is
processed according to the information on the approved
sales order (received from credit department).

e2: Information on the shipping advice sent (to billing
department) is the same as the shipping advice prepared
(in shipping department).

ed: Information on the shipping advice stored (in shipping

department) is the same as the shipping advice prepared
(by the shipping department).
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3.4 Defaults
3.4.1 When Defaults Are Necessary

An auditor is unlikely to represent systems with
complete and correct syntactic efficiency. Thus the
translation technique should include knowledge for
constructing defaults given syntactic variations.

Good flowcharting techniques include some of the
foliowing as suggested by Arens and Loebbecke (1988):
1) use specified symbols, 2) use flowlines (direction
lines), 3) show separation of duties, 4) include relevant
controls, 5) include written comments and clarification, 6)
show the source of every document in the flowchart, 7) use
a process symbol for every document or record prepared, 8)
show the disposition of every document 1in the flowchart.

Not using good flowcharting techniques will result in
flowcharts with incomplete or invalid syntax. To facilitate
discussion, the techniques as suggested by Arens and
Loebbecke are grouped into three categories. In the
following paragraphs, the different treatments for each
group when the techniques are not followed will be
discussed.

The first group includes 1) use specified symbols. Use
of specified symbols is assumed in this dissertation for

the flowcharts to be examined. If there is variation in the
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use of flowchart symbols, it will be converted to the
restricted set used in this dissertation,

With the development of computer technology, more
flowcharts are prepared by using computer software than
using manual methods. The set of symbols allowed in
flowcharting i1s usually restricted in computer software.
The possible variations will include using the same symbol
to describe different entities. For example, the
input/output symbol is sometimes used to describe
accounting ledgers or journals. The translation process
discussed in this dissertation assumes that the set of
flowchart symbols used is restricted and conforms to the
ANST standard.

The second group includes 3) show separation of
duties, 4) include relevant controls, and 5) include
written comments and clarification. The analysis with
regard to such information as segregation of duties and
relevant controls assumes the nonexistence of such
information if it 1s not shown in the flowchart. Since
comments usually take free text style and the information
provided is mostly for clarity and is of supplementary
nature, the analysis of the annotation symbol is not dealt
with in this dissertation and such omission is believed not

to be detrimental to this study of translation.
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The third group include 2) use flowlines (direction
lines), 6) show the source of every document in the
flowchart, 7) use a process symbol for each document or
record prepared, and B) show the disposition of every
document in the flowchart. The suggested techniques in this
group if not followed will result in flowcharts with
incorrect or incomplete syntax, and such syntax is dealt

with by using defaults.

3.4.2 Examples of Default Applications

Following are examples of flowchart segments with
incomplete or incorrect syntax, and the default treatments.

1) No process symbol is used for document preparation.
A document that is not immediately preceded by a document
preparation activity may appear on a flowchart -- the
default assumes a preparation activity that precedes the
document, given that the document has not been mentioned in
all of the previous activity sequences and no other
indication that the document comes from outside.

2) Missing a direction line. When a document is
created by one agent and is processed by another agent, but
there is no direction line showing the transfer of the
document, the default will assume that such transfer exists

between the two agents.
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3) Missing document symbols. A series of activity
symbols are used one following the other, without
explicitly showing the input and output for each activity.
The default rule assumes the following: the first activity
has the associated input resources and the last activity
has the associated output resources. Except for the last
activity, the output resources for all the other activities
are calculated as follows: the output transaction attribute
and the output communication channel are assigned value(s)
of the object(s) generated by the activity. For example, if
the activity is "prepare invoice", then the assigned value
for the output resources would be “invoice”. The default
also assumes that the output rescurces of a preceding
activity also become the input resources of the succeeding
activity.

4) Not showing disposition of document. If a document
is created and processed and never filed, the default will
assign a null value to the output information repository
associated with the activities.

5) Missing activity attributes. For an information
transfer activity represented by a direction line, the
default assumes the same agent as the previous activity
since no activity attribute is attached to each direction

line. The default also assigns that same agent to be the
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source and the agent for the next activity to be the
destination.

6) Similarly, for an information storage activity
represented by a direction line, the default also assumes
the same agent as the previous activity.

Model-based defaults can be supplied since DEAS

restricts the structure.

3.5 Structuring Activities and Events

Once the activities and events are identified, the
activity and events network can be constructed with
relative ease.

The construction of an activity network requires that
the following computational processes be completed: 1)
establishing propositions about an activity, 2) determining
whether the activity is a processing activity or a control
activity, and 3) determining the logical sequence of the
activities.

The transaction processing and control activities
identified as the DEAS model associated with the flowchart
can be categorized into two groups: 1) those that are
explicitly represented in a flowchart, e.g., activities
identified through a processing node; and 2) those that are

implied by the direction line on the flowchart, e.g., a

filing activity and a document transfer activity.
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Propositions about the first type of activity can be set up
by using the activity attributes directly. For example, the
following is a possible proposition: sales order department
approves sales order. The following computational functions
are used to set up the proposition: agent, activity type,
and act obj. For the second type of activity (i.e., those
represented by the direction lines), the agent, the
activity type and the act obj need to be identified first.
Default rules are used to determine the agent and the
activity type. The agent is identified to be the same as
that of the previous activity. The act obj is identified to
have the value of the input communication channel that is
associated with the current activity. Also as a default,
the source for the information transfer activity is the
agent of the previous activity, and the destination is the
same agent as that of the activity that follows. The type
of activity can be determined by analyzing the ocutput
resources. For an information transfer activity, the
associated output communication channel has the value of
the message to be sent and the associated output
information repository has a null value. For a filing
activity, the associated output communication channel has
null value and the associated output information repository

has the wvalue of the record.
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The next step in constructing an activity network 1is
to distinguish between serial nodes which represent
processing activities and parallel nodes which represent
control activities.

A processing activity contains processing procedures
that create records of transactlon information, change
information on an existing record, communicate information
from one agent to another, and store information by filing
records. Processing activities may generate errors during
the process. A control activity contains contreol procedures
that fall into one of the two groups: 1) those that are
necessary for the transaction initiation, processing,
completion and recording, and 2) those that add controls to
other processing procedures and without which the
transaction can still be initiated, processed, completed
and recorded. Control procedures in the first group cannot
be separated from other processing procedures and the lack
of them results in invalid transacticns being completed or
recorded. Control procedures in the second group aim at
reducing errors created and the lack of them has effects on
the error propensity of the transaction processing system.
It is the control procedures in the second group that
constitute the parallel nodes on the activity network. The
control procedures in the first group are treated as

equivalent to processing procedures. In the rest of the



49
discussions, the term "control procedure” is used to refer
only to those included in the second group, i.e., those
which constitute the parallel node in the activity network.

The key issue in constructing an activity network lies
in the identification of control procedures, and hence, of
control activities. A control activity can be identified
through its type, such as a matching of documents, or a
review activity. The document or transaction information
must have been created already. The control activity is
supposed to detect and correct errors, given that such
errors exist. The following is a rule for determining
whether an activity is a control activity:
activity(x}),
act_name(x,review),
input communication_channel(x,a),
output_transaction_attribute(x,a),
output_communication_channel(y,a),

” activity type(x,control).

This rewrite rule states that if an activity exists,
it 1s a review activity and the value of the output

transaction attribute is the same as the message in the
input communication channel, i.e., there is no new
transaction information created by this activity, and the
transaction information is created and communicated by a
previous activity. In that case, this activity 1is

classified inte the control activity category.
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As a comparison, a rewrite rule for a processing
activity will lock as follows:
activity(x),
act_name(x,create),
input_communication_channel(x,a),
output transaction_attribute(x,b),

” activity_ type(x,processing).

This rewrite rule states that if an activity exists
and the value of the transaction attribute is different
from the message in the input communication channel, i.e.,
new transaction information is generated by this activity,
then this activity is classified into the processing
activity category.

Once a control activity is found, the next issue is to
determine the processing activities to which it is in
parallel. As a general rule, the control activity should be
placed in parallel to all the previous activities that had
processed — either created or modified — the input
resources accessible to the control activity.

The logical sequence of the activities can be

determined by connecting all propositions that describe

processing activities with logical ANDs and by placing
control activities in parallel, i.e., using logical ORs to

connect to the series processing activities they control.
The event network is constructed on the basis of the

activity network. Each node on the activity network
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represents an activity and is exploded into a set of events
in parallel. The set of events is restricted by the DEAS

model .

3.6 Summary

In this chapter, a theory of translation is presented.
Problems in the extraction of activities and events and in
the construction of activity networks and event networks
are discussed. In the next chapter algorithms for the
translation based on the theory presented in this chapter

is developed.
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Chapter 4 ALGORITHMS

4.1 Flowchart Symbol Representation and Related Functions

Flowchart information is represented as follows: each
flowchart node is assigned an ID number which uniquely
identifies that node. Each node is identified with a node
type, such as a processing node or a document node. The
relation of any node to its adjacent nodes is determined by
its previous and next node, which in turn defines a
direction line. This adjacency relation is used to
determine the direction of information flows and the
location of information repositories. Text labels are
formalized by using attributes for each entity. Flowchart
symbols are grouped into three categories through rewrite
rules: resource symbol, activity symbol and auxiliary
symbol.

Functions such as node type(x,y), act_name(x,y},
act_obj(x,a), connect(z,x,y), etc. are used to extract
information from the flowchart representation. Given the
value of one arqument, these functions return the value of
the other argument. For example, given node nl, we can use
function "node type" to find out its type, and use function
"connect" to find out which node is connected to node n2.

When both arguments are given values, then these functions
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serve as predicates returning a truth value about the

relationship.

4.2 The Translation Process

The translation is carried out in two steps: first,
the flowchart model is translated into a DEAS model and
then the DEAS model is used to derive activity and event

networks.

4.2.1 Translation from Flowchart Model to DEAS Model

The translation process starts with the identification
of a start node on the flowchart. Then a search of paths in
the flowchart is conducted and each flowchart symbol
including direction lines along the path is analyzed based
on the rewrite rules discussed in the previous chapter,
This process continues until all the flowchart symbols have
been reached and analyzed. If there is more than one start
node on the flowchart, the process will start again with
the next start node. The DEAS model objects are established
by applying the rewrite rules. The assignment of values for
the model objects is also accomplished by applying the
rewrite rules,

The following discussion describes the various stages
of the translation process. The first step is the

transformation of auxiliary symbols such as the on-page and
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off-page connectors. Then each flowchart node is mapped to
a DEAS object, i.e., either a type of activity or a type of
resource. The main processing is carried out with the
direction line. Start from any node. If there are multiple
direction lines that run from that node to other nodes,
then each line is processed separately until none is left.
Otherwise, only a single direction line has to be analyzed.
Rewrite rules for direction lines are applied based on the
category of nodes that precede and follow each direction
line. An algorithm for activity extraction is presented in

Figure 4.1,

Figure 4.1 Algorithm for Activity Extraction
1. Applying rewrite rules to link all on-page connectors.
2. 2.1 Repeat until no more start nodes are available,
2.2 Get an unprocessed start node.
2.3 Repeat until no more next nodes are available,

Get next node and the direction line that links the
current node and the next node. Determine the
category of each node.

If both nodes represent resources, then apply
rewrite rule #lx (i.e., rewrite rule la or
1b);

if the first node represent resource and the
second node represent activity, then apply
rewrite rule #2x (i.e., rewrite rule 2a or
2b);

if the first node represent activity and the
second node represent resource, then apply
rewrite rule #3x (i.e., rewrite rule 3a, 3b,
or 3c¢);
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if both nodes represent activities, then apply
rewrite rule #4x (i.e., rewrite rule 4a, 4b,
or 4c);
otherwise stop.
Push the next node onto a queue.

2.4 Get a node from the queue,

If it is unprocessed, go to step 2.3;
otherwise, go to step 2.1.

Using the algorithm presented in fig. 4.1, all
connectors are processed first and converted to direction
lines. Next, each node is processed together with its
successor node. The adjacent two nodes and the direction
line that links them are analyzed to determine which
rewrite rule for the direction lines applies (the rewrite
rules are discussed in chapter 3). The rewrite rule is then
applied and the program proceeds to the next unprocessed
node until no more are left.

Naming of an activity is accomplished by forming
propositions about the activity. Three examples are
discussed in the following paragraphs. A flowchart segment
is presented in fig. 4.2 and is used for all three

examples.
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1. For activities that have corresponding process
nodes: functions are used to return activity attributes,
i.e., agent, activity type and act obj. The proposition for
the activity is formed by joining the activity attributes
as follows:
pl = agent(n3,"sales order department®) and

act_name(n3, "prepare") and

act_obj(n3, "sales order").

Name of the activity is obtained by concatenating the
character strings used for naming the activity attributes:
"sales order department prepare sales order".

2., For filing activities: filing activities are
implied by direction lines and are identified by checking
the value assigned to the output information repository. If
it has non-null value, then the activity represents a
storage of information. The proposition for a filing
activity is constructed by default. The default agent is
the same as the one in the previous activity, the default
activity type is filing, and the default act obj is the
value in the output information repository.

The following functions establish the proposition for
a filing activity:
connect (d5,n4,n5).
resource(n4).
resource(nb).

agent (n4, "sales order department”).
output_information repository(d5, "sales order").
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p2 = agent{d5, "sales order department"”) and

act_name(d5, "file") and

act_obj(db, "sales order, customer order").

These functions are explained as follows: that the nodes n4
and n5 are connected by d5, both n4 and nS are resource
nodes. A filing activity is implied by the direction line
d5 (rewrite rule 1lb). The agent of the activity is "sales
order department" and this activity creates a record of
“sales order", which is being filed (a message is being
stored in the output information repository). The
proposition inferred from these functions includes the
following: that the activity name is "file", the activity
object is "“sales order" and the activity agent is "sales
order department". The name of the filing activity is
obtained by concatenating the character strings used to
describe the activity attributes: "sales order department
file sales order".

3. For transaction information transfer activities:
information transfer activities are those identified by
direction lines and not by process symbols. The proposition
for an information transfer activity is also constructed by
default. The default agent is the same as the one in the
previous activity; the default activity type is send; the
default act obj is the value in the output communication

channel. It is important to know the source and destination

of the information transfer, so that the agent who sends
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the information and the agent who receives the information
are explicit. As a result, the source and the destination
attributes are also added to the proposition by default.
The default source is the same as the agent of the previous
activity, and the default destination is the agent of the
activity that follows. The following functions establish
the proposition for a transaction information transfer
activity:
connect{(d6,n4,n6).
resource({n4).
resource({né).
agent(n4, "sales order department™).
agent(nb6, "shipping department").
output communication_channel (dé, "sales order"}.
p3 = agent(d6, "sales order department") and

act _name(dé6, "send") and

act_obj(d6, "sales order™) and

source(d6é, "sales order department”") and

destination{dé6, "shipping department").
The functions are explained as follows: that the nodes n4
and n6 are both resource symbols and connected by dé6. An
information transfer activity is implied by the direction
line d6 (rewrite rule la). A message is put to the output
communication channel, and the transfer is from n4, the
agent of which is "sales order department"” to n6, the agent
of which 1s "shipping department”. The proposition inferred
from these functions is that the activity name is "send",

the activity object is "sales order", the activity agent is

"sales order department”, the source of the activity is
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“sales order department” and the destination of the
activity is "shipping department”. Name of the information
transfer activity is obtained by concatenating the
character strings used to describe the activity attributes:
"sales order department send sales order from sales order

department to shipping department”.

4.2.2 Translation from DEAS Model to Activity and Event
Network

When each activity is named, there is one more step

that needs to be accomplished, i.e., to distinguish between

processing and control activities. This step 1s necessary
so that the logic of the activity network or the
reliability network can be worked out. The algorithm for
distinguishing processing activities from control
activities and for constructing activity work is presented

in fig. 4.3.

Figure 4.3 Algorithm for Activity Network Construction

1. Repeat until all activities are processed
Get an activity.
Match the activity type to the process activity list.

If there is a match, push the activity to stack #1;
otherwise, match the activity type to the control
activity list.

If there is a match, push the control activity to
stack #2,

otherwise stop.
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2. Repeat until both stack #1 and stack #2 are empty.
Pop a control activity from stack #2.
Pop a processing activity from stack #1.

Match the transaction attributes of both activities.

If there is a match, join both activities with OR and
push the resultant unit onto stack #3;

if there is no match, pop from stack #3 and join 1t
using AND with the processing activity, then push
the result back onto stack #3.

The program keeps lists of known processing and control
activity names. Each activity on the network is compared to
the lists, first to determine if it is a processing or a
control activity. Then, pairs of activities are compared to
determine if they should be connected with logic AND or if
a control activity is being processed. All the other
processing activity nodes that are parallel to this control
activity node are marked and together, these AND nodes join
with the control activity node with a logical OR. This
process continues until no more nodes are left unprocessed.

Once the activity network is established, it is not
difficult to construct an event network. The algorithm for
setting up propositions about events, naming each event and
setting up the event network are discussed below:

1. For each processing activity, get the value of its

associated transaction attribute (e.g., sales order), and

get the value of its associated input (for example, the



62
customer order}), and assign the following value to event
#1: that the value of the associated transaction attributes
is a function of the value of the input.

2. For each processing activity, get the value of its
assocliated transaction attribute, and the value for its
output communication and its output information repository,
then form event #2 and event #3 as follows: let event #2 be
that the value of the output communication channel, given
it is a non-null value, is the same as the wvalue of the
transaction attribute and let event #3 be that the value of
the output information repository, given it 1is non-nil
value, be the same as the value of the transaction
attribute.

3. Given event #1, event #2 and event #3, generate a
table of complex events, con<isting of all possible
combinations of the truth value of each of the events. The
general format of the table was discussed in chapter two.

As a result, each activity node on the activity
network is exploded into a set of at most eight parallel
nodes representing possible events (see fig. 2.3 in chapter
2). The overall structure of the network remains the same.

The number of possible events can be less than eight,
which is the complete set of events. When the value in the

output communication channel or the output information
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repository is null, parts of the event set will never

assume a true value and therefore they become unusable.

4.3 Defaults

The default rules are applied at various stages during
the translation.

Because there are no activity attributes connected
with direction lines, whenever direction lines are
translated into activities, defaults are used to supply
values for the activity attributes. The following describes
the algorithm for the application of the default.

If a direction line implies an information transfer
activity, then the default rule will be such that the agent
and the source of such activity take the value of the agent
of its previous activity, the activity type will take the
value of "send", the act obj will take the same value as
the output communication channel of the previous activity
and the destination will take the value of the agent of the
next activity.

When direction lines are missing, the result is a
break in the flow of the document or of the information. A
document or an activity symbol will be incorrectly shown as
a start node. To supply default values for such missing
direction lines, some determination rules are applied

whenever a start node is encountered in order to eliminate



64

the possibility of a false start node. A description of the

algorithm for such an analysis is presented in fiqure 4.4.

Figure 4.4

1 L]

Get

1

.1

Algorithm for Default Analysis
a start node.

I1f it is a document node, determine if there
is another document node with the same
attribute (same name), that is not a
node subsequent to the current node. If
such node exists, then this node is not a
true start node;

otherwise, it is a start node.

If it is an activity node, determine if the
act obj exists as a separate node which is
not a node subsequent to the current node.
If such node exists, then this node is not
a true start node;

otherwise, it is a start node.

If a node originally appeared as a start node
and has been marked as not being a start
node, perform the following procedure:

1.3.1 For a document node which is a nonstart
node, the default assumes that the
document is sent by the agent who
prepares the document: find the
activity with the following
attributes:

activity type =

"prepare"” or equivalent
act obj =

the name of the document

Create a direction line bctween the
output node of the activity and the
document .
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1.3.2 For a document node which is a true
start node, the source of the document
has to be determined. The knowledge
base will include a list of commonly
found documents that come from
outside. The name of the current
document name is compared to the list.
If there i1s a match, then an
input/output symbol is created and
added in front of the document node
via a direction line,

1.3.3 For an activity node which is a
nonstart node, match its act obj with
the value of the output communication
channel of some prior activity and let
the input communication channel of the
current activity node take the same
value.

4.4 Summary

In this chapter, algorithms for extracting activity
and event information from system documentation are
discussed. Algorithms for applying default rules are also
discussed. In the next chapter, an example will be provided

for testing the theory and the algorithm,
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Chapter 5 EXAMPLE AND TESTING

5.1 Introduction

In this chapter, the theory of mechanical extraction
of activity and event information from system documentation
is tested. The test is carried out with a flowchart given
in a Certified Public Accountant Examination (Kell &
Boynton 1992, 514-515). This flowchart describes a revenue
and cash receipts transaction. CPA candidates were asked to
identify control weaknesses in the system, The following
reasons account for the choice of this flowchart in this
dissertation: 1) all the information regarding the
transaction accounting and control system is given in the
flowchart; inferences are made based on this information;
2) the level of task difficulty is medium, given the time
constraints on the exam; 3) a certain level of accounting
and auditing knowledge is required of the candidates; 4)
the flowchart describes a system with design weaknesses. As
a result, testing on this flowchart will reveal to us 1)
adequacy of the contents and structure of the knowledge
base for model construction; 2) knowledge required to
extract transaction information, and 3) the usefulness of
the DEAS model in analyzing transaction activities and

events. Results produced by computation will be compared to
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the model answers supplied by the AICPA. The CPA flowchart
is shown as Figure 5.1.

Since we allow auditors to have flexibility in drawing
flowcharts, the translation program has to have the ability
to deal with flowcharts with syntactic variations. To test
the robustness of the default rules that deal with
syntactically different inputs, a sensitivity analysis is

conducted on the flowchart, given syntactic variations.

5.2 Using DEAS Model to Extract Activity and Event
Information

The DEAS model implicit in the flowchart is first
extracted from the flowchart. The DEAS model objects are
constructed and object values assigned.

The results of this process are presented in table
5.1. The headings are explained as follows: DR LN lists all
the direction lines that were processed. RL lists the
rewrite rules that were activated during the translation
process. ACT ID shows the symbol id used for each activity
object in the DEAS model, and ACTIVITY NAME gives an
abbreviated name for each DEAS activity object. IN-CC, OUT-
TA, OUT-CC, OUT-IR list the values assigned to the input

and output resources in the DEAS model.



SALES CLERK

N
B GHers ey
Wow M e !

" v

WAREHOULSE
CLERK

BOOKKEEPER =1 BUORKIEPER ;‘2 CULLECTION ULt An

e e
i e

-----

i
M

L]

: .;,:. :.'.“.

o ld o [ty it g

%;J\_!_I‘J 4 ey

Ha | vy

siydrenay ysv) puw

HY



69

Table 5.1

DR
LN

$HEI&SREGRS

d31

432
d33
d34
d3s

RL

ACT
1D

nl
ne
né
dé
d5
n?

n9

n11
n12

d13
nl&

n1é

419
del
n19
d22
dz23
ne4

n21
dz2?
d28
n2?
n2%
ni0
d3z2

ni3

DEAS Model Objects

ACTIVITY
NAME

REC /0

PREP $8/0

50 5/0 TO CS7
FILE §/0

5D 5/0 TO WH
PREP SHIP

SHIP W OATE

RELSE LUMBER
SEND TO CST

$D 5/0 TO BK1
APPR CROT

PREP INV

SD A §/0 TO BKZ
SD INV TO BK2
MCH INv & A $/0
FAS/O& INV
SD INV TO CL CK
PST TO R(D

FOOTS AND POSTS
FILE G/L

FILE INV

REC ST CHK

FOR DEPST ONLY
POST TO RECD
FILE SUB A/R

DPST CHK WKLY

IN-CC

c/o
c/0
5/0
$/0
5/0
s/0

/0

$/0 D
S/0 D¥SHIPXINV

S/
S/0

A S/0

A S/0

1INV

A S/OFINV
A S/0% NV
1INy

INV

SJXDCPSJ*CRJ
*UCPCR

G/L

INV

CST CHK

CS5T CHK

ST CHK:

SUB A/R

CRIRWCPCRY

OUT-TA QUT-CC QUT-1R
c/0 /0 NIL

S/0 $/0 MIL

S/0 $/0 NIL

§/0 NIL 870 F

S/0 5/0 NIL
SHIP//S/0 SHIP//5/0 NIL

$/0 0 5/0 D NIL

S/o 0 /0D NI1L

§/0 DXSHIPXINY S5/0 DRSHIPRINV NIL

5/0 s/0 NIL

A 5/0 A 5/0 NIL

INV Ihv NIL

A 5/0 A S/0 NIL

INV Inv NIL

A S/0kINV A S/0kINY NIL

A S/0%INY NIL A S/OKINY F
INY [NV NIL
SJADCPSIHINY  SUXDCPSJFINY  NIL

G/l G/L NIL

G/L NIL GfL F

INV NIL INV F

CST CHK ST CHK NIL

CST CHK® CST CHK® NIL

ST CHK*SUB A/RCST CHK*SUB A/RNIL
*CRIRWCPCRY *CRJ*W(PCRY

SUB A/R NIL SUB A/R F
CRJ*WCPCRY NIL CRINWICPCR

Based on the DEAS model,

an activity network is

created. The propositions included in the activity network

are presented in table 5.2. The activity network that shows

the logical relations of the activity propositions is

presented in figure 5.2. An event network is also created

based on the activity network. A partial event network is

presented in figure 5.3,
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Table 5.2 Propositions about Activities

pl Sales clerk receives customer order.

p2 Sales clerk prepares sales order.

p3 Sales clerk sends sales order to customer.

p4 Sales clerk files sales order.

p5 Sales clerk sends sales order to warehouse clerk.

p6é Warehouse clerk prepares shipping advice.

p7 Warehouse clerk stamps sales order with date shipped.

p8 Warehouse clerk releases lumber to carrier.

p9 Warehouse clerk / bookkeeper #1 send dated sales order,
shipping advice and invoice to customer,

pl0 Sales clerk sends sales order to bookkeeper #1.

pll Bookkeeper #1 approves credit.

pl2 Bookkeeper #1 prepares 1invoice.

pl3 Bookkeeper #1 sends approved sales order to bookkeeper
#2.

pl4 Bookkeeper #1 sends invoice to bookkeeper #2.

pl5 Bookkeeper #2 matches approved sales order with
invoice.

pl6 Bookkeeper #2 files approved sales order and invoice.

pl7 Bookkeeper #1 sends invoice to collection clerk.

pl8 Collection clerk posts sales to sales journal.

pl9 Bookkeeper #2 foots [sales journal] and posts (to
general ledger).

p20 Collection clerk files invoice.

p21 Collection clerk receives customer check.

p22 Collection clerk stamps the check for deposit only.

p23 Collection clerk posts (cash receipts to cash receipts
journal and accounts receivable subsidiary ledger).

p24 Collection clerk deposits checks.

The structure of the actlvity network depends on auditor's
interest of activities and/or events and will vary based on
the chosen propositions. Let’'s suppose the auditor has
chosen pl9 to be the proposition he/she is interested in,

i.e., he/she is interested in sales journal being footed

and general ledger being posted for sales. The following is
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a possible activity network generated based on that choice.

Figure 5.2 Activity Network

Customer p2 pll pl2— General
Order — ——pl7—pl8 pl9 Ledger
— pls

This computed network shows that in order for bookkeeper #2
to be able to foot the sales journal and post the sales to
the general ledger (pl9), sales clerk must have prepared
sales order (p2), bookkeeper #1 must have approved credit
(pil) and prepared invoice (pl2), or bookkeeper #2 must
have matched approved sales order with each invoice (pl5),
and bookkeeper #1 must have sent the invoice to collection
clerk (pl?7), who must have posted sales to the sales
journal (pl8).

Figure 5.3 shows the event network generated from the

activity network shown in figure 5.2,
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Figure 5.3 Event Network Generated from the Activity

Network
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Following are some examples of the propositional

statements attached to the events:

eZ2a

elba

el7a

elBa

elda

.
.

Sales order is prepared according to the customer
order and sales order communicated is the same as
the sales order prepared.

Transaction information on the invoice is the same
as that on the approved sales order; or
transaction information on the invoice is not the
same as that on the approved sales order, but the
error is corrected.

The invoice sent to the collection clerk is the same
as the invoice received.

Transaction information on the invoice 1s correctly
posted to the sales journal.

Transaction information in the sales journal is
correctly posted to the general ledger.
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5.3 The Use of Activity and Event Networks

The following discussion focuses on how activity and
event networks can be useful to auditors.

The activity network has the same structure as a
reliability network, and therefore, can be turned into a
reliability network by finding the reliability of each
processing unit that performs the activity. The activity
network provides auditors with a set of relevant activities
and their logical relations., The reliability of the
processing unit of each activity has to be determined by
the auditors. Once the reliability of each processing unit
is found, then the reliability for the entire system can be
computed from the reliability equations associated with the
network structure,

The use of an event network is illustrated through an
example. Suppose an auditor is interested in finding
evidence for the followling propositions:

1. sales order is approved.

2. goods are shipped.

3. sale is recorded.

4. recorded sales = goods shipped = goods ordered
Proposition #1 can be supported by a sales order with
approval on it (APPSO). Proposition #2 can be supported by

some shipping document (SHIP). Proposition #3 can be
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supported by a record in the sales journal (SJ).
Proposition #4 can be supported if the following equations
hold true:

SJ = F(SHIP) and SHIP = F(APPSO).

The equations are interpreted as follows: that the
recording of sales information in the sales journal is a
function of the information on the shipping documents,
which, in turn, is a function of the information on the
approved sales order. Events such as those discussed above
are of interest to the auditors and can be identified in
the event network.

Several complex events (restricted to be at most eight
for each activity by the DEAS model) can be generated from
an activity network, but not all of them are possible
events. For example, whenever the ocutput information
repository takes the value of nil and the output
transaction attribute has a non-null value, those events
become impossible that require the value in the information
repository to be equal to the value of output transaction
attribute (el,e3,e5,e?)?. Similarly, whenever the output
communication channel takes a null value, events
el,e2,e5,and e6 become impossible, which require the

message in the output commanication channel be the same as

7 For the entire event set, refer to figure 2.3 in chapter
two.,
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the value for output transaction attribute. Before the
event network is set up, those impossible events will be
identified and eliminated from the analysis. This
elimination process reduces the number of events to be
considered by the auditors. The event set can be further
reduced depending on the auditor's interest. If an auditor
is not interested in information being changed during a
transfer, which is less likely in a manual system than 1n a
computerized system, those events that deal with
information transfer can be further eliminated from the
events set,

Given the desired audit focus, it is useful to examine
the results presented in table 5.1, Since the system is
manual, we are not concerned about information change
during a transfer process. Also assume that for all filing
activities, the major concern will be that the document
filed is the same as the document processed, 1.e., the
value assigned to the output information repositery is the
same as the value assigned to the output transaction
attribute. This leaves us with the following activities for
consideration: n2, n7, n9, nl4, nlé, n24, n2l, n3o0.

The common characteristics of these activities and
associated events include the following:

1) They all have a null value in the associated output

information repository. For these activities, therefore,
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events el,e3,e5,e7 become impossible because they require
that r = o take the true value (I.e., the reccrd of the
transaction attribute is the same as the transaction
attribute).

2) The value assigned to the input communication channel is
different than the value assigned to the output transaction
attribute and the output communication channel. As a
result, a basic event generated by these activities that is
of interest to the auditors is that the value of the output
transaction attribute is a function of the value in the
input communication channel and be equal to the value in
the output communication channel. Take activity n2 for
example, the basic event is that the sales order is
prepared according to the customer order and the sales
order further communicated is the same as the sales order
prepared. The other three events e4,e6,e8 are based on this
basic event. The basic events tor these activities are

presented in table 5.3.
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Table 5.3 Basic Events

Events for n2: the sales order is prepared according to the
customer order and the sales order communicated is the
same as the sales order prepared.

Events for n7: the shipping advice is prepared according to
the sales order and the shipping advice communicated is
the same as the shipping advice prepared.

Events for n9: sales order dated reflects the goods shipped
and is based on the sales order, and the dated sales
order communicated is the same as the one prepared.

Events for nl4: approved sales order is based on the sales
order and the approved sales order communicated is the
same as the one approved.

Events for nlé6: invoice is prepared according to the
approved sales order and the inveoice communicated is the
same as the invoice prepared.

Events for n24: sales journal and daily copy of sales
journal is recorded based on the invoice and sales
journal, daily copy of the sales journal and invoice are
the same as the ones prepared.

Events for n2l: general ledger is recorded according to the
sales journal, daily copy of the sales journal, cash
receipts journal and weekly copy of the cash receipts
journal. General ledger communicated is the same as
general ledger prepared.

Events for n30: subsidiary accounts receivable ledger is
updated according to customer check with endorsement.
subsidiary accounts receivable ledger communicated is the
same as the subsidiary ledger prepared.

As discussed earlier, the auditor's interest is to
determine whether recorded sales is equal to goods shipped,

and also equal to goods ordered, or the equations
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S8J = F(SHIP) and SHIP = F(APPSO) hold true. Based on the
events generated, the event that sales recorded is equal to
goods shipped can not be tested in this particular system
because such an event is an impossible event in the system.
The sales recorded in this system is only based on the
invoice, which in turn is based on the approved sales
order. The second equation can not be tested in this system
either, because the event that goods are shipped according
to approved sales is an impossible event in this system.
Both the shipping advice and the dated sales order (which
reflect the actual shipment) are based on the sales order,
not on the approved sales order.

I1f this result be compared with the answer given in
the CPA examinationa, the following conclusion can be
drawn:

The activity network shows that no control activity is
present in parallel to processing of shipping document,
sales journal, cash receipts journal, accounts receivable
ledger, and general ledger. The event network shows that
1) the invoice is prepared as a function of approved sales
order (not shipping document), 2) shipment occurs as a

function of sales order (not approved sales order), and 3)

! The CPA examination answer listed the control weaknesses
found in the internal control structure of the lumber company
(refer to Appendix B).
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customer check (not remittance advice) is used for posting
to accounts receivable subsidiary ledger and cash receipts
journal. These results are compatible with the following
answers given in the CPA examination:

* Warehouse clerk releases lumber prior to authorization.

* Bookkeeper #1 prepares and mails invoice without
knowledge of what was shipped.

* Subsidiary accounts receivable ledger should be
reconciled to general ledger.

* Deposit slips are not reconciled to cash receipts journal
or general ledger.

* Remittance advice 1s not used as the basis for posting
collections.

Several system’'s weaknesses deal with segregation of
duties issues. For example, bookkeeper #2 who maintains
general ledger should not be responsible for footing and
crossfooting of journals (sales journals and cash receipts
journals); collection clerk should not maintain sales
journal; collection clerk should not maintain accounts
receivable subsidiary ledger. Currently the DEAS model
treats segregation of duties issue as an exogenous
variable. The reliability network model incorporates this
variable as affecting the reliability of the processing
units of the activities. Because the main efforts of this
research are to show the translation mechanism among models
and not the reliability calculation, segregation of duties
analysis is not included as a result. However, given that

the activities and their agents are identified during the

translation process, it is relatively easy to develop a set
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of rules to perform the segregation of duties analysis. The
main task of the rule set will be to identify any
incompatible duties and to signal the user.

Two additional system weaknesses identified in the CPA
examination deal with timing: 1) checks are not promptly
endorsed by the mail clerk, and 2) cash receipts are not
promptly deposited. Timing presents a control problem due
to the possibility of loss of data or assets, which may
result in an invalid transaction. The longer the wait
between the two activities, the greater the chance of
interruption or discontinuation in the information flow.
Since DEAS model does not incorporate timing elements,
these weaknesses are not identified. We assume that the
wait between activities will not interfere with the

information flow as documented.

5.4 Sensitivity Analysis

In order to test the robustness of the translation
program, a sensitivity analysis has been performed. The
following variations are used in the analysis: 1) omitted
symbols, 2) discontinued flows, 3) incomplete labeling,
4) misuse of symbols.

Omitted symbols often result from simplification. For
example, a process symbol should ideally show its input and

output document as 1its preceding and succeeding symbols.
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When processes are drawn one after another, some of the
inputs to and outputs from the processes are omitted. When
omitted symbols are detected, default rules will be applied
first. If default rules fail, then any information that is
not explicitly supplied or cannot be inferred by the
default rules will be assumed nonexistent. Take fig. 5.1
for example. Assume n8 is omitted and assume a direction
line linking n7 and n9. There is no problem with the input
to the activity series, which is a sales order represented
by n6. The output from the activity series presents a
problem. The shipping advice can be inferred from the
default rule by examining the act obj of process n7.
However, unless the shipping advice is shown again as a
symbol following n9, it will disappear, i.e., neither be
communicated nor be filed. To summarize, if a document
symbol is omitted in between activities, the default rules
will take care of it if it reappears later in the activity
series. Otherwise, it will be shown as a transaction
attribute but never be put into an output communication
channel or into an information repository.

In addition to the omission of a document symbol (or a
resource symbol in general), activity symbols could be
omitted as well. One special case, where a document appears
without preparation activity preceding the document, is

taken care of by the default rule, which adds a document
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preparation activity to the document. Following are some
other cases where an activity symbol is omitted: 1) there
is one document preceding the activity and a second
document following the activity. Now with the activity
omitted, a direction line is used to link the first
document with the second document. In this case the default
rule will create an activity, taking the first document as
the input and the second document as the output of the
activity. This rule is tested with n7 and nl6é omitted.

Another case with an omitted activity symbol is when
the activity is shown with an end node, representing either
a document transfer or a document filing. When the activity
symbol is omitted, the document symbol becomes the end
node, in which case it is treated as a filing and not a
transfer. As a result, removal of d5 and n5 has no effect
on the interpretation of the DEAS model created, whereas
remove of d4 and n4 will lead to a failure in creating a
document transfer activity. If an end activity node is
preceded by ancther activity node, and the end node is
omitted, then the preceding activity node becomes the end
node and is treated accordingly. Information in the
original end node will be lost and thus not included in the
DEAS model.

When a direction line is omitted where it should be

shown, it results in a discontinued flow (of transaction
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documents/transaction processing activities). When this
happens, there will be more start and end nodes presented
in the flowchart. In this case, the default rules will try
to link the discontinued nodes together by either finding
the same resource symbol used for a start node and an end
node, or finding the resource symbol used as a start node
and an activity that generates the resource, then link the
output of that activity to the start node. When this fails,
the information contained in the flowchart will only be
partially processed and the DEAS model generated will be
incomplete.

Currently, no mechanism exists toc handle incomplete
labels and misuses of symbols. The user will be signaled
when certain labels and symbols cannot be processed. With
current software technology, it should not be difficult to
restrict the syntax of labels and the set of symbols to be
used for flowcharting so that incomplete labels and misuse

of symbols are kept to a minimum.

5.5 Summary

In this chapter, results from several tests performed
on the feasibility of model translation were presented.
Propositions found in the activities and events network
were used to identify the weaknesses in the internal

control structure. Segregation of duties and timing issues
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are considered exogenous to the DEAS model and therefore
were not included in it. A sensitivity analysis was
conducted to test the robustness of the default rules.
Situations where the default rules might fail were

identified and discussed.
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Chapter 6 SUMMARY AND CONCLUSIONS

6.1 Summary

This research focuses integrating descriptive and
decision models of internal control evaluation.
Descriptive models provide a view of the transaction
processing system that 1s close to the physical system,
i.e., there is a one-to-one relationship between the
observable physical objects and their relations as they are
found in the business world, and the descriptive objects
and relations as used in the model. Decision models use
objects and relations at a higher and more abstract level.
As a result, the decision objects and relations are not
directly observable and require transformation from
physical objects and relations. Current technology, which
provides separate tools that support descriptive as well as
decision models, does not, however, quite support the
integration between descriptive and decision models.

The problem addressed in this research 1s the
mechanical extraction of decision information from
descriptive information. Descriptive information 1is first
captured by identifying objects and their relations in the
descriptive model. Then these descriptive objects and

relations are mapped to decision objects and relations
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through rewrite rules. Using declarative propositions to
represent descriptive as well as decision objects and
relations, integration of models has been accomplished
through the translation of descriptive propositions to
decision propositions.

Two target decision models are used: an activity-based
model and an event-based model. An activity-based model is
first established with the decision objects and relations.
This model provides a mechanism with which the reliability
of a transaction processing system can be calculated based
on the reliabilities of the processing unit of each
activity. An event-based model is then created based on the
activity model. The event-based model provides a mechanism
with which possible event sets can be analyzed and the
probability of events in the system can be calculated.

The method used is not restricted by particular
transaction cycles. As a model-based approach, the method
aims at capturing the logic behind control analysis. It
provides a mechanism to translate between formal models,
thus facilitating the implementation of such models.

The model translation theory and the algorithms have
been tested with an internal control evaluation problem.
Results have been consistent with the suggested solutions.
To test the robustness of the translation mechanism, the

source descriptive model has been altered to conduct a
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sensitivity analysis. Results from the sensitivity analysis
show that the default rules work well when inconsistencies
and incompleteness exist in the descriptive model.

It must be pointed out that the purpose of this
research is not to replace auditors in decision making, but
rather to provide support for gathering and structuring
potentially relevant data and for modeling and

experimenting with alternative strategies.

6.2 Conclusions

The translation theory and algorithm developed in this
research demonstrate a model-based approach to support
internal control analysis. By trauslating descriptive
information about transaction processing and control
systems into propositions used in decision models, auditors
can document the system at a level where physical objects
and their relations exist and are observable, and use
decision models without incurring excessive costs to obtain
model objects and relations.

Since the DEAS model provides semantics about
transaction activities as well as events, the system
analysis can be conducted at each level. This knowledge
about activities and events also renders the DEAS model a
promising intermediary model candidate for model

integration.
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The translation algorithm is not restricted by types
of transactions, because the general transliation theory
applies to all systems. The naming of activities and events
is the only part that differs from transaction to

transaction.

6.3 Limitations and Future Research

The current translation algorithm do not include rules
that deal with incomplete labeling (text). The problem is
partly solved by pre-editing. Incomplete text information
is treated similarly as the omission of symbols. Either it
is assumed that the omitted information does not exist, or
the missing information is supplied through pre-editing. To
solve this problem, more knowledge about text analysis
needs to be incorporated into the translation algorithm.

The current default rule set is fixed and not
flexible, i.e., the defaults do not change when unexpected
circumstances are encountered. The translation program
needs a learning element that can update the default rules
as it gains experience from more cases.

Currently, the DEAS model is used to extract
descriptive information from a single source model. It
would be very useful if the DEAS model is enhanced to
extract and integrate descriptive information from multiple

source models, such as system flowcharts, internal control
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questionnaires, and narratives. To solve this problem,
knowledge about relations among different transaction types
needs to be added to the knowledge base, and an algorithm
of how to add and subtract a part of the DEAS model is also
required.

So far the system analysis is restricted to the
activity and event level. It can also be extended to agen.
level, where agent responsibillities and behavior are
analyzed and the results of the analysis can be
incorporated into the reliability or probability

calculation of the DEAS model elements.
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APPENDIX A REWRITE RULES FOR FLOWCHART SYMBOL TRANSLATION

node type(x,manual_process) —> activity symbol(x).
node_ type(Xx,computer_process) —> activity symbol(x).
node_type(x,display_terminal) -> activity symbol(x).
node_ type(x,input_output) —-> activity symbol(x}.

node type(x,document) —> resource_symbol(x).

node type(x,accounting record) —-> resource symbol(x).
node type(x,off line_storage) -> resource symbol(x).
node type(x,transmittal tape) —-> resource symbol(x}.

node type(x,direction_line) —> aux_symbol(x).
node type(x,on_page_connector) —> aux symbol(x).
node_ type(x,off page_connector) —> aux_symbol(x).
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APPENDIX B ANSWERS TO THE CPA FLOWCHART PROBLEM

The weaknesses in Smallco Lumber's internal control
structure are these:

a. Warehouse Clerk

*

b.
*
*
c. Bo
*
»*
d. Co

*
*

*

Releases lumber prior to authorization, for example,
approval of customer’'s credit.

Copies of shipping advice should be prepared and
torwarded to Bookkeeper #1.

Lacks documentation that lumber was given to the
carrier.

Bookkeeper #1

Credit authorized by bockkeeper and not a responsible
officer.

Prepares and mail invoice without knowledge of what
was shipped.

okkeeper #2

Bookkeeper who maintains general ledger should not be
responsible for footing and crossfooting of journals,
that is, sales and cash receipts journals.

Subsidiary accounts receivable ledger should be
reconciled to general ledger.

llection Clerk

Collection clerk should not maintain sales journal
Collection clerk should not maintain accounts
receivable subsidiary ledger.

Remittance advice not used as the basis for posting
collections.

Checks are not promptly endorsed by the mail clerk.
Cash receipts are not promptly deposited.

Deposit slips are not reconciled to cash receipts
journal or debits to general ledger.
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