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Abstract
SECURE BIOMETRICS
By

Qinghai Gao

Adviser: Professor Michael Anshel

Biometric systems attempt to solve a matching problem through live
measurements of human body features. One main barrier that prevents the widespread
application of biometrics is the concern about the security and privacy of biometric
information. To address this concern biometrics needs to be protected with
cryptography. However, the specific problems with biometrics, namely number
limitation, non-secrecy, non-reproducibility and non-cancelability, make it a
challenge to secure biometrics effectively with existing cryptographic algorithms,
especially on how to match two biometric templates in encrypted or hashed formats.

Inspired by the Central Dogma of Biology, we in this thesis develop an
Artificial Intronization Method (AIM) to approach the problems of biometrics.

AIM is a method of inserting introns into an exon sequence to obtain
ciphertext. Three methods are proposed to introduce introns into plaintext: Pseudo
Random Number Generator, Integer Sequence and Geometric Key. The main
advantage in using AIM is to prevent error propagation. However, one disadvantage
of AIM is that security may require a large Message Expansion Rate. Therefore, three
methods are proposed to control message expansion: Intron Compression, Intron

Removal, and Exon Elimination.
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With AIM, the number limitation, non-secrecy and non-cancelability
problems can be solved by applying different intronization keys and different
symmetric-key based intron sets; in theory, AIM could achieve zero-error
propagation — a solution to the non-reproducible problem.

We believe AIM can be an effective hashing mechanism for protecting fuzzy
biometrics. Our testing results support this belief. With this finding, AIM can also be
used as a preprocessing step for other cryptographic algorithms to enhance security.

AIM, due to the intentional suppression of the diffusion property in favor of
zero-error propagation, is vulnerable to Known-plaintext Attack. Thus, it has its

limitation as a stand-alone cipher.
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Chapter 1 Problems with biometrics

Abstract: Biometrics has four main problems, number limitation, non—secrecy, non-
reproducibility and non-cancelability, which make it necessary and difficult to

protect.

1.1 Introduction

Passwords are the most common form of authenticating users. Password-based online
authentication works with two stages. During registration, a user selects a password
and then the hash of the password will be saved in a server database. During
authentication, the newly input password will be hashed locally, and the new hash
will be sent over the Internet to the server for comparison with the saved hash. If the
two hashes match, authentication is successful, otherwise unsuccessful. In general, a
unique username is required for each account. The uniqueness of username
guarantees authentication is a 1-to-1 verification process.

The advantage of password-based authentication is that passwords are short text
strings without containing any non-deterministic bit, thus can be memorized and
hashed in real-time with one-way hash function, like SHA-1.

However, there are a few problems with this scheme. As internet access becomes an

essential activity of our daily lives, we have too many passwords to remember. Non-



repudiation is another problem because password can be transferable easily.
Therefore, people have been looking for better ways for high security requirement.
One proposed solution to these problems is to use biometric authentication because
biometrics are physically with us and can’t be transferred easily. In fact, a user of
biometrics does not know or may not need to know the details of biometrics. All he
needs to remember is which biometrics he uses: whether it is a particular fingerprint,
iris, etc.

Like password-based systems, biometric identification works in two stages:
enrollment and verification. At both stages, a raw image is obtained with some
instruments by measuring a live biometric. The raw image is then used for feature
generation. Features extracted are often transformed into a template, which contains
less data than the raw image, to facilitate storage and matching processes. The
template and the raw image may be stored in a centralized database or distributed on
a smart card.

Due to the statistical nature of the acquisition and matching stages, biometric systems
are never 100% accurate. Two types of errors are defined for the inaccuracy: false
match rate and false non-match rate. These errors vary from one biometric technology
to another and also depend on the threshold, which is set based on the security
requirements.

The main objectives of biometric recognition are user convenience and better
security. We believe that wider applications of biometric technologies are inevitable

and necessary as our society demands higher security.



However, biometric applications have raised a series of issues [50-56], which prevent
its wide acceptance. Among them the security and privacy issues of biometric
information themselves are considered more important than other issues. Once
in a while, we hear news that databases were hacked and personal data was stolen.

Even though it has been realized in the biometric research community that biometric
information needs to be protected with cryptography [1-4], the mainstream research
in biometrics has focused on image processing and pattern recognition, trying to
improve the accuracy of biometric systems without sacrificing too much security.

Research specifically concentrated on protecting biometrics is limited.

1.2 Problems with biometrics

There are four main problems with biometrics: number limitation, non-secrecy, non-
reproducibility, and non-cancelability[7].

Number limitation (NL)

We only have a limited number of directly available biometrics. In literature, multi-
biometrics [38-47] and partial biometrics [6] [49] [53] are two possible solutions.
Non-secrecy (NS)

Some biometrics can be easily stolen, for example, faces can be photographed.
However, biometric raw information collected without the cooperation of a person is
often of poor quality. Another layer of protection is that biometric template extraction
algorithms are often proprietary, which helps to maintain the secrecy of biometrics.

The non-reproducibility of biometrics also helps protect its secrecy.



Considering a large biometric database with millions of users and the biometric
information is NOT transparently linked with his or her non-biometric information,
we may reasonably assume that biometrics is kept secretly.

Proposed solutions for the non-secrecy problem include multimode biometrics [38-
47], partial biometrics [6] [49], anonymous biometrics [5] [53], and combining
biometrics with password [4].

Non-reproducibility (NR)

There is inherent fuzziness with biometric measurements due to changes in physical
and environmental conditions. This is the most difficult problem for protecting
biometrics.

We summarized the common methods used in the image processing and pattern
recognition community to approach the fuzzy measurement problem, without
referring to any particular paper.

Averaging/Training

During registration, a number of biometric images with some variations are obtained,
transformed, and then averaged to get a generic representation of the biometrics.
During authentication, the same biometrics will be measured and compared with the
mean representation.

Quantization/Tessellation

During registration, a biometric image will be quantized into a number of small units.
The information of interest located inside each unit will be assumed to come from the

center of the unit.



Majority voting

For an odd number of measurements of a biometric, each will be quantized and
binarized into a fixed-length string. For every position of the set of binary strings,
majority voting will be used.

Error correcting

Based on the characteristics of the biometric measurements, some redundant
information will be added into the final representation, which will be used to correct
the inconsistent bits during authentication.

In spite of all these efforts, the measurements of biometrics will never be 100%
accurate. The best we can do to approach the non-reproducible problem on
transforming a given biometric template for security purpose is to prevent the
increase of false match rates due to the cryptographic transformation.
Non-cancelability (NC)

Biometrics is part of us. If a biometrics is compromised, it can’t be canceled easily.
Recently this becomes a hot research topic in biometric community. Quite a few
methods have been proposed in literature [7-35] [48]. However, in essence all these

proposals involve combining biometric information with a non-biometric key.

1.3 Summary

Biometrics refers to the recognition of an individual based on behavioral and
physiological characteristics, which include face, fingerprint, iris, retina, signature,
speech, facial’hand thermogram, hand/finger geometry, hand vein, ear, gait,

palmprint, keystroke, DNA, etc.



Security and privacy concerns make it necessary to apply cryptography for the
protection of biometric information. To secure biometric information, we need to
approach the four specific problems with biometrics, namely, number limitation,
non—secrecy, non-reproducibility and non-cancelability. In literature methods have
been proposed to approach these problems. However, research in this area is still at its
early stage. An effective solution has yet to be seen. This thesis makes an effort to

approach these problems.



Chapter 2 Artificial Intronization Method
Abstract: Artificial Intronization Method (AIM) is a method of inserting
introns into an exon sequence to obtain ciphertext. Three methods are
proposed to introduce introns into plaintext: PRNG, Integer Sequence and
Geometric Key. Exon Elimination is proposed to combine exons with
introns. The security of AIM is analyzed.
2.1 Introduction
According to Shannon [58], a strong cipher should have good diffusion property and
confusion property. To achieve them some techniques would be applied during
encryption such as substitution, permutation/transposition, combination, fractionation,
etc. Existing private-key algorithms (e.g., AES), public-key algorithms (e.g., RSA),
and cryptographic hash functions (e.g., SHA-1 and MD5) have good diffusion and
confusion properties. However, they may not work well for securing biometrics due
to the fuzzy measurements of biometrics if we match biometric templates in
encrypted or hashed formats.
In Biology, the genes of eukaryotes have introns that separate exons [63]. A pre-
mRNA transcript is made directly from a gene, the introns are sliced out, and exons
are joined sequentially to form mRNA, which leaves the nucleus. Translation of
mRNA into protein occurs in the cytoplasm.
In a eukaryotic cell, only less than 10% of the entire DNA sequence is directly used
for protein coding. That is to say, the majorities of DNA are introns, which were once
called junk DNA. Modern biologists believe that introns play important roles.

However, finding the exact roles of introns are ongoing research problems. From the



security point of view, we believe that the protection due to the existence of introns or
non-coding regions in DNA help organisms to survive. It is generally agreed that
more advanced organisms have more non-coding regions in their DNA.

Inspired by the intron removal process, we introduce an Artificial Intronization
Method (AIM) as a cryptographic technique, which adds introns into plaintext to
obtain ciphertext.

2.2 Artificial Intronization

Different methods can be used to put introns into a plaintext message. In this thesis
we introduce three methods: Pseudo Random Number Generator (PRNG), Integer
Sequence and Geometric Object.

2.2.1 PRNG

For a given seed, a PRNG can produce a binary string, which contains roughly equal
number of 0s and 1s. Then we can let all the Os be introns and 1s be exons, or vice
versa.

Table 2.1 gives an example. For a biometric template, e.g., ATTGCGGATC, we can
intronize it as given in the 3rd row of Table 2.1. Letter X can be A, T, G, or C.

In Table 2.1, the 4th row is obtained with Binary Intronization: the 1s and the Os of
the 2nd row are further divided into introns and exons, respectively.

Table 2.1 Artificial Intronization with Pseudo Random Number Generator

112|3(4|5|6(7|8[9|10|11|12|13 |14 (15|16 |17 |18 19|20

o0j17/0(1j17j0j0/0;1}j0}1j1y1{1y0(011,11]0




2.2.2 Integer Sequences

The On-Line Encyclopedia of Integer Sequences [60] contains hundreds of thousands
of integer sequences. We can select an entire sequence or one section of a sequence,
modify it and then use it to specify the positions of introns and exons.

Example 1(A054646)-Hailstone sequence

e Ifniseven, divide it by 2 to give n' = n/2.

e Ifnisodd, multiply it by 3 and add 1 to given'=3n + 1.

n = 11 gives the sequence

11,34,17, 52, 26, 13, 40, 20, 10, 5, 16.8,4,2,1,4,2, 1, ...

n=231 gives the sequence

231, 694, 347, 1042, 521, 1564, 782, 391, 1174, 587, 1762, 881, 2644, 1322, 661,
1984, 992, 496, 248, 124, 62, 31, 94, 47, 142, 71, 214, 107, 322, 161, 484, 242, 121,
364, 182,91, 274, 137, 412, 206, 103, 310, 155, 466, 233, 700, 350, 175, 526, 263, ...
For the sequence of n=231 we can modify the sequence (e.g., mod N, N is the length
of ciphertext) or select a subsequence.

Example 2 (A005150): Look and Say sequence

1, 11,21, 1211, 111221, 312211, 13112221, 1113213211, 31131211131221,
13211311123113112211, 11131221133112132113212221,
3113112221232112111312211312113211,
132113213211121312211231131122213111222113111221131221

Note, instead of using the entire sequence, we can just pick one of the numbers, do

some modification, change it into binary, and use the resultant sequence.



Example 3: use © for intron position

n=3.1415926535 8979323846 2643383279 5028841971 6939937510 [62]
Pick the highlighted group of digits for intronization,

Group I=0101 0000 0010 1000 1000 0100 0001 1001 0111 0001

Also we can do transformations as the following,

1/sqrt(m)=0.5641895835 4775628694 8079451560 ...

Then pick the highlighted group and translates it digit-by-digit into binary,

Group 11I=1000 0000 0111 1001 0100 0101 0001 0101 0110 0000

Take the complement of the XOR of the Group I and II,

Group I11=0010 1111 1010 1110 0011 1110 11100011 1110 1110

Group III will be used to specify intron and exon positions.

According to Sloane [61], about 10,000 new sequences are added into the database
annually. We anticipate that it might be difficult to carry out dictionary attacks

because of the large number of sequences and the symmetric-key based modification.

2.2.3 Geometric Key

Geometric objects can be selected or designed to act as the key(s) for the intronization

technique, as shown in the following examples.
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Figure 2.1 Some geometric keys for intronization

Example 1: use Cubel to wrap a sequence without intronization.
By wrapping the sequence along the vertices of Cube 1 and then reading out
vertically, we obtain the results given in Table 2.2.

Table 2.2 Cubel, 5 rounds, counter-clockwise (Top view) wrapping*

Il (112 (3 |4 |5 |6 |7 |8 |9 |10|11]|12 |13 |14 |15 |16
n 1 11|16 (2 |7 (12|13 |3 (8 |9 (144 |5 | 10|15
miy1|7 (9 |15|6 |[12|14 |4 |11 |13|3 |5 (162 |8 |10
vi1|14 (118 |12|56 |2 (15|33 |16|9 |6 (107 |4 |13
vV I|1|7 (9 |156|6 |12|14|4 |11 |13|3 |5 |16|2 |8 |10
vi|{1(14|11|8 |12|5 |2 |15|3 |16|9 |6 |10|7 |4 |13

*Refer to Figure 2.2 for Row I, II and I1I

Unlike simple transposition with fixed period, the rotation and the transposition
happen concurrently because of the choice of the cube and the way of wrapping. For
this example, the block size is 16.

More rounds can be applied. However, the sequence repeats every other round.
Therefore, the simple geometric wrapping without intronization is not secure. Note
that we don’t count the 1st row of each table as a round. The 1st round starts at the

2nd row.
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Example 2: use Cube 3 to wrap a sequence with intronization.

The sequence is wrapped around the Cube 3 counterclockwise (Top view), and then
read out vertically to form the new sequence. Since the center position of the cube is
appointed as intron position, 5, 10, 15 and 20 are all introns (gray-highlighted). With
four rounds there are 7 exons and 13 introns, as given in Table 2.3.

Table 2.3 Cube 3, counter-clockwise (Top view), 4 rounds*

112|3 |4 |5 |6|7 |8 |9 (10|11|12 (13|14 15|16 |17 (18| 19|20
119|118 17|2 |6|14(18|3 |7 |11|19|4 |8 |12|16|5 (10|15 |20
1/3|4 |5 |9 |6|8 (10|13 |14 |11 |15(17 |18 |19 |16 |2 |7 |12 |20
1/4|5 |9 |183|6|10 (14 |17 18 |11|19|2 |7 |12|16|3 |8 |16 |20
1/9|18 (17|12 |6|18|7 |3 |8 |11|15|4 |10|19 16|85 (14|12 | 20

*Refer to Figure 2.3 for Row I, II and 111

In the 5th row of Table 2.3, five positions, 1, 6, 11, 16, and 20, never change values
due to the one directional wrapping (The period 5 reveals some information about the
geometric object).

If we use a more sophisticated wrapping, e.g., wrapping counterclockwise and then
clockwise alternatively, the results are given in Table 2.4. With four rounds there are
5 exons and 15 introns.

Table 2.4 Cube 3, counterclockwise and then clockwise (Top view), 4 rounds

2 |13 |4 |5 7 |8 |9 (1011|1213 |14 (15|16 |17 18| 19|20
7 1117 |2 12|16 (3 |9 |13(19|4 |8 |14 |18 |5 |10 |15 |20
12|13 |5 |7 19|18 (11183 |4 (15|17 168 |10(2 |9 |14 |20

15|17 |7 | 19

14|19 (4 |13|5 |8 |2 (10|18 |3 [12| 11|16 |20

= =] =] =] =
o] IO IO I I

18 | 12 | 14 | 16

10 (13 |7 |2 (199 (15|13 |11 |17 |8 |5 |3 |20

With this way of wrapping, two exons (1 and 6) and one intron (20) remain fixed in
their positions. One way to overcome this problem is to rotate the sequence before
wrapping it around the Cube.

In Table 2.5, the 3rd row is the rotation sequence, not one of the rounds. The 4th row
is the rotational result of the 2nd row, and the 6th row is the rotational result of the

5th row.
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From these results we can see that one disadvantage of the algorithm is that more
rounds means less positions can be used for plaintext if all other factors are the same.
For example, in the 7th row there are only four exons (7, 18, 11, and 13). All others
are introns. Therefore, the Message Expansion Rate (MER) equals to 20/4=5, which
means on average every symbol has 20 percent of a chance to be an exon and 80
percent to be an intron. In the 5th row there are eight exons (13, 1, 18, 12, 11, 16, 19
and 7), thus MER=20/8=2.25.

Table 2.5 Cube 3, rotating by 4 positions, 3 rounds (IV and VI are rotations)

112 |3 |4 |5 7 |8 |9 |10|11|12|13 |14 |15 |16 |17 |18 |19 |20
117 [ 1117 |2 12|16 (3 |9 |13]19|4 |8 |14 |18 |5 |10 (15|20
5(6 |7 |8 |9 (10| 11|12|13|14|15|16|17|18|19|20|1 |2 |3 |4
2|16 (12|16|3 |9 |13(19|4 |8 |14 |18 |56 |10 |15(20 |1 |7 |11 |47
2113|141 |6 |9 |18|20|12 |4 |6 |11 (16|19 |10 |7 |3 |8 |15 |17
6|9 (18|20(12|4 |5 (11|16 |19 |10|7 (3 |8 |15 |17 |2 (13|14 |1
6|5 (10|2 |9 |4 |7 (17|18 |16 |3 |14 (20|11 |8 |13 |12 (19|15 |1

A few methods can be used to control the MER, including Exon Elimination (section
2.3), Intron Compression and Intron Removal (Refer to Chapter 3 for more
information).

One advantage of the AIM is that the geometric object can be designed arbitrarily.
And for a selected geometric object we can select the intron positions arbitrarily. For
example, if we choose vertex 1, 7 and 17 as intron positions and follow the same

steps as those of Table 2.5, we will obtain a different sequence as given in Table 2.6.
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Table 2.6 Cube 3, rotating by 4 positions/counterclockwise, 5 rounds

1123 |4 |5|6|7|8|9(10|11 (12|13 |14 (15|16 |17 |18 |19 |20
17 |11 |47 2 |6 (12|16 3 | 9 |13 (19| 4 | 8 |14 |18 | 5 | 10|15 |20
5/ 6|7 8|9 |10|11|12|13|14|15|16|17|18|19 20| 1 | 2 | 3 | 4
2|6 (12|16 | 3 | 9 |13(19| 4 | 8 |14 |18 | &6 |10|15(20| 1 |7 | 11|17
2|113(14 |1 |6 |9 |18|(20|12| 4 |5 |11 (16|19 |10 7 | 8 | 8 | 15|17
6|9 18|20 |12 | 4 11116 (19|10 | 7 | 3 | 8 (15|17 | 2 |13 |14 | 1
6|5(10|2 |9 |4 |7 (47|18 |16| 3 |14 (20|11 | 8 |13 |12|19| 156 | 1

In the 7throw of Table 2.6 there are 10 exons and 10 introns. Therefore, on average,

every symbol has a 50 percent of a chance of being an exon.

For a given biometric template, e.g., ATTGCGGATC, if we transform it with AIM

and using same key(s), many different ciphertexts can be generated by simply

changing the introns, as shown in Table 2.7 (The 2nd row is the 7th row of Table 2.6).

Therefore, cancelable biometrics can be achieved.

Table 2.7 Many ciphertexts for one biometric template (X=A, T, C or G)

{1123 (4(5|6|7|8 |9 10111213 |14 |15|16 |17 |18 19|20
nf{6|5(10(2|9|4|7 |17 18|16 | 3 |14|20| 11| 8 |13 |12 |19 |15 1
m{xX(X|A|X|TITIX| X|X|G|X|C|G|IG|A|X|X|T|C]|X

The main advantage of the AIM is that there is no error propagation, which

effectively solves the non-reproducible problem of biometric measurements.
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As mentioned above, different geometric objects can be chosen or designed to

increase the security of the scheme.

Figure 2.5 Hexagonal Key for Artificial Intronization

Fr example, if we use a hexagon to wrap a sequence according to Figure 2.5, the
following sequence will be generated with one round:

1,11,12,23,2,16,22,3,9,15,21,4, 14, 5, 10, 13, 20,6, 18,19, 7,8, 17

Generally, the encryption key may consist of the following information:
(1) Geometric object and intron positions
(2) Wrapping direction, clockwise or counterclockwise
(3) Number of rounds

(4) Other operations, like shifting

2.2.4 Combining geometric object with pseudo random sequence
One problem with our wrapping in Section 2.2.3 is that there may not be enough
randomness in the output. To approach this problem, we can use pseudo random

sequence to guide the wrapping.
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Figure 2.6 Wrapping guided by pseudo random sequence

Assume we wrap a sequence vertex-by-vertex with Cube 1 (Refer to Figure 2.6).
After we reach vertex 4, there will be four different choices for the vertex 5. Once we
choose the position for vertex 5, wrap the other three vertices on the same square until
we are about to wrap on the next square. In this example, there will be 16(n-1)
different ways to wrap it for a sequence with a length of 4n.

With this method we need another sequence to specify which vertex to select at each

level. And this level-wised vertex selection sequence can be generated with PRNG

(section 2.2.1), or by using a modified sequence from the encyclopedia (section 2.2.2).

2.3 Exon Elimination

So far, the ciphertexts obtained in Section 2.2 are mixtures of introns and exons.
Since exons contain fuzzy bits, arithmetic operations between exons will unavoidably
propagate errors. Therefore, we need to avoid combining two exons.

Unlike exons, introns do not contain any fuzzy bits. Therefore, XORing an exon with

an intron will not introduce new error bits. Based on this analysis, we introduced a

18



technique of dissipating exon into intron, and called it Exon Elimination. Table 2.8
gives such an example (A=10, C=00, G=11, T=01, operation XOR)

Table 2.8 Exon Elimination - Dissipating exon into intron

l11]12|3|4|5|6|7|8]9]10(11(12(13|14 |15 |16 |17 |18 | 19|20

nN1AICIGIAITIA|G|IG|C|T|T|G|A|G|T|C|C|A|G|C
mi{T|T C A|IC|A A T|IC| A |G|C
V| TITICIA|ICIA/IA|T|IC|A|G|C

Followed are the calculations for the 3rd row:

1®3=ADG=T, 205=COT=T, 4D6=ADPA=C, TO10=GOT=A, 8D12=GOG=C,
9D13=COA=A, 11D14=TOG=A, 15816=TSC=T

The 4th row is obtained by right shifting.

With Exon Elimination, an exon set can be completely hidden in an intron set. In
addition, Exon Elimination can be utilized to control message expansion.

2.4 Evaluation of the Artificial Intronization Method

Shannon [58] listed five criteria to estimate the value of a proposed secrecy system:

e Amount of secrecy (Less is better)

oSize of key (Smaller is better)

eComplexity of enciphering and deciphering operations (Simpler is better)

e Propagation of errors (Less is better)

¢ Expansion of message (Less is better)

As Shannon [58] pointed out, it is very difficult to achieve good results for all five
criteria, but it is not difficult to achieve four of them. Table 2.9 gives a rough

comparison of different cryptographic techniques.
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Table 2.9 Comparison of AIM with other cryptographic techniques

Cipher AES RSA oTP Vigenere Intronization
PRNG | Sequence | Geometry
Amount of | key Private | Same Key Seed Sequence | Object, Intron
secrecy key length name positions
as
message
Size of key | 128, 512, Variable Variable Variable | Variable | Variable
192,256 | 1024,
2048
Operation skk skk % % skk % skk
complexity
Propagation | Yes Yes No No No No No
of errors
Expansion | No No No No Yes Yes Yes
of message

From Table 2.9, we can see that the main advantage of the AIM is its zero-error

propagation. Its main disadvantage is message expansion.

However, Shannon [58] proposed the five criteria about 60 years ago, when the

computer had very limited processing power, very limited memory and storage. Since

modern computers have far superior processing capability, message expansion should

be applied for information security purpose.

We evaluate the security of AIM with the common methods of cryptanalysis, as given

in Table 2.10.
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In essence the AIM is a symmetric-key based method, therefore it suffers from CPA,
CCA, ACPA and ACCA.

Table 2.10 Security of AIM under cryptanalysis

Ciphertext-only Attack (COA) Secure
Known-plaintext Attack(KPA) Relatively secure
Chosen-plaintext Attack(CPA) Vulnerable
Chosen-ciphertext Attack(CCA) Vulnerable
Adaptive chosen-plaintext Attack(ACPA) Vulnerable
Adaptive chosen-ciphertext Attack(ACCA) Vulnerable

However, it may not be very easy to launch KPA for the following two reasons. First,
exact plaintext of a biometric template is not easy to obtain by stealing biometric
image. Second, Exon Elimination could make ciphertext secure.

Our effort has been focused on developing AIM into a secure method against COA
without using Shannon’s diffusion property.

AIM can also be applied to enhance the security of substitution ciphers against the

common frequency analysis attack.

As Shamir stated in his 2002 Turing Award lecture [59], the three laws of security are:

e Absolutely secure systems do not exist

¢ Cryptography is typically bypassed, not penetrated

¢ To halve your vulnerability, you have to double your expenditure

Intronization, an information securing technique developed by nature in billions of

years, should have been used more widely.
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Chapter 3 Solutions

Abstract: With the Artificial Intronization Method we propose solutions to

the four problems of biometrics.

3.1 Number limitation problem

Every intronized biometric template consists of two sets. One set is the exon set
derived from a raw biometric image, another set is the intron set generated pseudo
randomly. Therefore, one way to generate multiple intronized biometric templates
from one original biometric template is to use different intron sets.

Table 3.1 gives an example. Here we use the protein alphabet. Since every X can
have 20 different choices, we can have large number of different intronized templates.

Table 3.1 One original template corresponds with many intronized templates™

l{1(2,3|4(5|6|7|8|9|101112|13 (14|15 |16 |17 |18 19|20

N e6(5(10(2|9|4 |7 (17 18|16 | 3 |14 |20 |11 | 8 (13|12 |19 | 15| 1

Mm{ X X|R|{XIDIRIX|X|X |G| X |G |B|G|I |X|X X

*2nd row is the 7th row of Table 2.6.
For security, both intron set and the positions of introns should be changed. Exon

Elimination can also be applied.

3.2 Non-secrecy problem
If an attacker steals a biometric image, it is still not easy for him to generate the
intronized template without knowing the introns and keys.

3.3 Non-reproducible problem
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Except for DNA, RNA and protein, the measurements for other biometrics are
inherently noisy. A practical solution to this problem would be preventing error
propagation in the cryptographic transformation of biometric templates. The AIM is
designed to achieve this goal.

The intronization process should not change matching score if we just apply it as an
encryption method, which means introns will be removed before matching can be
done. Due to the removal every intron in ciphertext can randomly take on any value
from a chosen alphabet. Table 3.2 shows an example.

Table 3.2 Randomized intronization for encryption

{12 3|4|5/6|7|8|9|10/11]12|13 14|15 |16 |17 |18 19|20

n|6(5|10|2|9|4 |7 |47 |18 |16 | 3 |14 20 (11| 8 (13|12 |19 |15 | 1

If we use the same set of introns, the effects of intronization can be illustrated with
Table 3.3.

Table 3.3 Insertion of same set of introns for hashing

{123 |4|5/6|7|8 |9 1011|1213 |14 15|16 |17 18| 19|20

nm|6|%5|10(2|9|4|7|17 |18 |16| 3 [14|20 |11 | 8 |13 12|19 |15 1

For the 3rd and 4th rows in Table 3.3, the exon-only matching score is 6/8=75%,
while the exon-plus-intron matching score is 18/20=90%. Therefore, adding same

introns will increase the false match rate.
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To prevent an attacker from regenerating the raw biometric template from an
intronized one, i.e., to achieve the hard-to-invert property, we proposed two methods.
One is to use Intron Compression, as shown in Table 3.4. Note that the Ist and 2nd
row are copied from Table 2.5.

In Table 3.4, we apply Intron Compression to 3rd row, for example, by XORing
continuous introns, to generate the 4th row. The 5th row is obtained by packing to the
left. The non-invertibility is achieved because it is difficult to map from the 4th or the
5th row back to the 3rd row.

Table 3.4 Illustration of Intron Compression*

Il (1123 |4|5|6|7|8 (9 |10|11 12|13 |14 |15 |16 |17 |18 |19 |20
nm(6|5|10|2|9|4|7|17 (18|16 |3 |14|20 (11 |8 |13 |12|19 |15 |1
mi4j0{14 (4400142 (0 {4 (4 (4 |0 (1 {14 (1 10 |0 (1 |1
v 1 11110 1 1111 0

Vi it1|i1j1]01}1/1|1 |0

* Ciphertexts are binary and introns are gray in color.

The second method is to use Intron Removal, as shown in Table 3.5. Note that the
Ist and 2nd rows are copied from Table 2.6.

Table 3.5 Illustration of Intron Removal*

{112 4/5|6|7|8|9|10[|11|12 (13|14 |1516 |17 |18 | 19|20
n|(6|5(102|9|4 |7 |17 |18 |16 | 3 |14 |20 (11| 8 |13 |12 |19 |15 1
mi+4;0(1|4(1/0{4;0j0(0;0;0}1jo0(1j4|1470|1/0
V{101 |1{1]0 ojoyo0jt1tjo(1ja4|12;0|110
\Y, 1/0|1{4(1]0|, 00|01 1141(1(0(1]0

* Ciphertexts are binary and introns are gray in color.

In Table 3.5, the 3rd row is the original intronized biometric template. Assume we
choose to remove the introns whose lengths are equal to or greater than a number, e.g.,
3. The result is given in the 4th row. Right shifting gives the 5th row.

Both Intron Compression and Intron Removal can be applied to reduce MER.
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3.4 Non-cancelable problem
If a database containing intronized biometric templates is compromised, we can
replace these templates by changing introns and keys. Therefore, the cancelability of

biometrics can be achieved with the AIM.
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Chapter 4 Experimental Results

Abstract: The AIM, as a hashing mechanism, is tested for two different
situations: verification (1:1) and identification (1:N). The results prove its

effectiveness for protecting fingerprint minutiae templates.

4.1 Verification (1:1)

Six fingerprints from FVC2004 database DB1 [71] are randomly selected. FP34 2a
has 25 minutiae. Five minutiae of FP34 2a are significantly modified to obtain
FP34 2b. All the minutiae of FP34 2b are slightly modified to obtain FP34 2c. The
matching scores for the 8 fingerprints are given in Table 4.1.

Table 4.1 Matching scores for fingerprints from DB1

FP 118234 2a/342b |34 2¢|653|97 21053
11 499 | 5 0 0 3 6 0 3

8 2 486 | 3 3 3 6 5 3

34 2a 103 62 54 6 3 0

34 2b 104 93 4 3 0

34 2¢ 104 3 3 3

65 3 499 |3 12
97 2 136 |5

105 3 219

The lower left half of Table 4.1 is left empty due to the symmetry of matching scores.
To test how the AIM changes matching scores we considered six different situations

as given below.

4.1.1 With or without introns



FP34 2a, which has 25 original minutiae, is matched against itself inserted up to 50

introns from FP1_1. The results are given in Figure 4.1.

FP34_2avs. FP34_2a/1_1
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Figure 4.1
From Figure 4.1, we can see that adding up to 25 introns (MER=2) has nearly no
effect on the matching scores. However, adding 50 introns (MER=3) reduces the
matching scores to ~ 40, the threshold set by NIST [72].
For FP34 2a we insert up to 80 introns from FP105 3 and 65 3, and match them

against the original. The results are given in Figure 4.2.

FP34_2avs. FP34_2a/(105_3+65_3)
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Figure 4.2
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FP34 2b, which has 25 original minutiae, is matched against itself inserted up to 50

introns from FP1 1. Figure 4.3 shows the results.

FP34_2b vs. FP34_2b/1_1
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FP97 2, which has 25 original minutiae, is matched against itself inserted up to 75

introns from FP1 1 and 8 2. Figure 4.4 shows the results.

FP97_2 vs. FP97_2/(1_1+8_2)

160

140 * & &

120

100

*

80

¢

60

Matching Score

40

20

10

20 30 40 50 60 70 80

Number of introns

Figure 4.4

The results from Figure 4.1 to 4.4 prove that the AIM can be used as a hashing

mechanism to protect fingerprints because the fingerprint templates inserted with

certain number of introns can still match the original.
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4.1.2 Same fingerprint with different sets of introns
For FP34 2a, we inserted the same numbers but two different sets of introns, then

match them against each other. The results are given in Figure 4.5.

FP34_2a/105_3 vs. FP34_2a/65_3
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0o 100 & & o E— .
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Figure 4.5
From Figure 4.5 we can see that one fingerprint template inserted with one set of

introns (From FP1 1) can still match itself inserted with a different set of introns
(From FP105_3 and 65 3).

4.1.3 Similar fingerprints with same set of introns

As shown in Figure 4.6, adding the same set of introns into FP34 2a and 34 2b

increases the matching scores and so will increase the false matching rate.

FP 34_2a/1_1 vs. FP34_2b/1_1
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4.1.4 Similar fingerprints with different sets of introns

Adding different sets of introns to FP34 2a and FP34 2b gives the results shown in

Figure 4.7 and 4.8.

FP34_2a/1_1vs. FP34_2b/(105_3+65_3)
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FP34_2al/(105_3+65_3) vs. FP34_2b/1_1
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For Figure 4.7 and 4.8, the intron sets are taken from FP105_3 first and then from

FP65 3. Note that not all the minutiae of FP65 3 are used.



Adding different sets of introns to FP34 2a and FP34 2¢ gives the results shown in

Figure 4.9 and 4.10.

FP34_2a/1_1vs.FP34_2c/65_3
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Figure 4.9

FP34_2a/65_3 vs. FP34_2c/1_1
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Figure 4.10

The results from Figure 4.7 to 4.10 show that similar fingerprints inserted with

different sets of introns can still match, which provides a solution to the non-

reproducible problem.



4.1.5 Different fingerprints with same set of introns
For different fingerprints, adding same set of introns will significantly increase the

false match rate, as shown in Figure 4.11.

FP34_2a/1_1 vs. FP97_2/1_1
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Figure 4.11

From Figure 4.6 and 4.11, we concluded that it should be avoided adding same set of
introns.

4.1.6 Different fingerprints with different sets of introns

Two different fingerprints and two different sets of introns are used. The results are

given in Figure 4.12 and 4.13.

FP34_2a/105_3 vs. FP97_2/65_3
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Figure 4.12
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FP34_2a/65 3 vs.FP97 2/105_3
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Figure 4.13
From Figure 4.12 and 4.13, we can see that adding different sets of introns to

different fingerprints will not significantly change the matching scores.

In sum, the results from Figure 4.1 to 4.13 support the following conclusions:

e AIM can be used as a hashing mechanism for protecting biometrics.

e Different sets of introns should be used for same or similar fingerprints.

e Increasing the similarity of two fingerprint templates may allow a larger Message
Expansion Rate.

¢ Avoid using the same sets of introns.

¢ Adding different sets of introns to different fingerprints will not significantly

change the matching score.
Based on these results, we choose to test adding different sets of introns to different

fingerprints as given in section 4.2.
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4.2 Identification (1:N)

Depending on where to add introns, probe fingerprint or database, three situations are
considered.

4.2.1 Intronize database only

All the intron sets are different. Figure 4.14 shows the results.

FP34_2 vs. DB1+0 intron FP34_2 vs. DB1+5 introns
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Figure 4.14 Intronize database only



In Figure 4.14, every graph follows a similar distribution with a peak matching score
smaller than 5, and none of the matching scores is greater than 20. According to
threshold 40 set by NIST [72], the false matching rate is 0.

In database DB1, there are 880 fingerprints. Figure 4.14 only shows 879 of them. The
matching score for the probe fingerprint 34 2 against itself is given in Table 4.2.

Table 4.2 Matching scores for probe fingerprint FP34 2

# Introns 0 5 10 15 20 25

Matching Score | 103 103 103 103 103 | 41

Table 4.2 tells us that the false non-matching rate is 0 with up to 25 introns (MER=2).
Most importantly, the data in Table 4.2 follows similar pattern as those shown in

Figure 4.1 and 4.2, which supports the validity of the testing results.

4.2.2 Intronize probe fingerprint only

The sets of introns for probe fingerprint FP34 2 are obtained from FP1 1. We
modified the database DB1 by removing the fingerprints that are related to the probe
fingerprint, including 16 fingerprints from FP1 1 to 1 8 and FP34 1 to 34 8.
Therefore only 864 fingerprints are left for testing. The results are given in Figure
4.15.

From the matching scores represented by the Y-coordinate, we can see that the peak
values are around 5 and the maximum values are less than 20. Therefore, the false

matching rate is 0.
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Figure 4.15 Intronize probe fingerprint only
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FP34_2a with 30 introns

FP34_2a with 35 introns
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Figure 4.15(continued)
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4.2.3 Intronize both probe fingerprint and database

There are 879 fingerprints. All intron sets are different.

FP34_2 vs. DB1, both 5 introns FP34_2 vs. DB1, both 10 introns
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Figure 4.16 Intronize both probe fingerprint and database
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FP34_2 vs. DB1, both 40 introns
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Figure 4.16(continued)
Figure 4.16 shows the testing results as we add up to 40 introns (MER> 2) to both
probe fingerprint and database fingerprints.
Table 4.3 gives the matching results of FP34 2 against FP34 1 to 34 8 during the

intronization process.

Table 4.3 Matching results for FP34_2 inserted up to 40 introns

0 5 10 15 20 25 30 40
34 1 4 4 4 0 8 5 5 5
34 2 103 148 147 192 241 320 320 499
34 3 17 17 17 17 28 31 31 25
34 4 9 9 10 10 10 10 10 5
34 5 16 16 16 23 23 24 25 19
34 6 19 19 20 20 20 20 22 22
34 7 16 16 17 17 25 26 26 16
34 8 3 11 5 16 19 17 17 20

From Figure 4.16 and Table 4.3, we can see both the false match rate and the false
non-match rate are equal to 0%. These results again show that the AIM can be used as

an effective hashing method for protecting fuzzy biometrics.



Chapter 5 Conclusions and Future Work

5.1 Research Contribution

Biometric information needs to be protected. Due to the noisy nature of biometric
measurements, widely used hashing algorithms, for example SHA-1and MD-5, do not
work. In this thesis, a new method — Artificial Intronization Method is proposed and
developed to mainly approach the non-reproducible problem. Our extensive testing
results with fingerprint database show that AIM can be used as a hashing mechanism

— matching in encrypted formats.

5.2 Future Research

We concluded the thesis by listing the possible future research.

1. More advanced intronization techniques

Nature has created many algorithms that deserve computer scientists to explore. Two
terms from Genetics, Alternative Splicing and Restriction Enzymes, could be starting
points for advanced intronization algorithm design.

2. Better matching algorithm design

The matching algorithm used in the thesis is based on line segments. Different

matching algorithm can be designed, e.g., triangular matching.
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Appendix: Biological One-Way Function

Abstract: Two ciphers are involved in the Central Dogma of Biology: intronization
cipher and substitution cipher. In Cryptography, substitution has been used widely
long before humans recognized DNA; it seems that intronization has not been

explicitly proposed as an encryption technique to date, as far as we know.

A.1 Introduction

One-way function plays an essential role for information security. Inspired by the
existing Mathematical One-Way Function [A1] and Physical One-Way Function [A2-
18], we introduce a new term: Biological One-Way function.

A.2 Biological One-Way Function

Ciphertext, hase 4

DNA
M:N //"
RNA @ ——» Protein
. N:1
E:;;gﬂf x Ciphertext, hase 20

Figure A.1 The Central Dogma of Biology

The Central Dogma of Biology, transcription of DNA to RNA and translation from
RNA to protein can be described with the five steps [A19]:

1) DNA replication
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2) DNA is transcribed into precursor-mRNA(pre-mRNA) — Transcription

3) pre-mRNA is spliced to form messenger RNA(mRNA)

4) mRNA moves from nucleus to cytoplasm.

5) mRNA is translated into protein — Translation

The one-way-ness of the protein production process is represented with two ciphers.
The first cipher is the splicing of introns from the pre-mRNA transcript — we call it
Intronization Cipher.

In the eukaryotic cell, only less than 10% of the entire DNA sequence is directly used
for protein coding, that is to say, a large amount of non-coding regions exists in DNA.
Modern biologists believe that these non-coding regions have yet-to-be-known
functions. Where did the redundancy come from? That evolution selects and modifies
genetic sequences along the way may not account for the origination of all the introns.
Two theories, named Intron Early and Intron Late, exist.

From cryptographic perspective, we believe the protection due to the existence of the
non-coding regions of DNA helps organisms to survive.

Just given a genomic DNA segment it is difficult to predict where the splicing sites
are. However, some knowledge has been gathered through biochemical experiments,
for example:

*The length of mRNA is a multiple of 3

*5’ splice sites (exon to intron) are usually GT

*3” splice sites (intron to exon) are usually AG

With this knowledge, genes can be recognized from DNA sequences using similarity

search and statistical analysis. However, difficulties still exist to accurately predict
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genes. For example, Alternative Splicing - same gene splices differently and produces
different proteins, does exist [A21-25]. The difficulty of predicting the splicing is the
first reason we call it Biological One-Way Function.

The second cipher comes from the mapping of mRNA sequence to protein sequence.
As [A20] pointed out, “the genetic code is a substitution cipher”.

In the genetic code, there are 61 codons (triplets of 4 letters A, U, G, C, 4x4x4)
coding for 20 amino acids and 3 codons signaling the stop of translation. Except the
1-to-1 correspondences between amino acid Tryptophan and codon UGG, there are 2,
3,4, 5 or 6 codons coding for each individual amino acid. On average the number of
possible RNA sequences for a given protein sequence of length n will be 3". Due to
the redundancy of codons, it is difficult to reversely transcribe a protein sequence into
RNA sequence. That is the second reason we called it Biological One-Way Function.
Is it safe to directly use the genetic code to encrypt English messages? The answer is
NO because the 3-lettered codons generally start with two same letters in the same
order. Therefore, on average reverse translation of a protein sequence could correctly
reproduce about two thirds of its RNA sequence. With the redundancy of English
language, ciphertext can be decrypted easily. Therefore, it is necessary to randomize
the mapping of the natural genetic code or design new mapping to utilize the one-
way-ness.

Biological key

Encoding and decoding of biological information requires a key or a set of keys,
which include RNA molecules, proteins, and enzymes, among other things. External

environments also play some roles of a key. One example is that the eggs of
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crocodiles might hatch into male or female, depending on the environmental
temperatures.

Attack

The weakest link expressed in the Central Dogma of Biology is the intermediate code,
mRNA, which can be viewed as plaintext. One example of a biological attack starting

with RNA is the HIV virus [A26].
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