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Abstract
FEASIBLE TEST GENERATION BY ELIMINATION OF 

INCONSISTENCIES IN EFSM MODELS OF COMPUTER 
AND COMMUNICATION SYSTEMS

By
Ali Y. Duale

Advisor: Prof. M. Umit Uyar

Conformance testing aims at the detection of possible discrepancies between an implementation 

and its specification. Furthermore, conformance testing is essential for achieving a seamless in­

teroperability among the components of a heterogeneous system. Finite-state m achines (FSMs) 

are used to model and generate conformance test sequences for the control structures of com­

munication protocols. On the other hand, the extended finite-state machines (EFSMs) are used 

when the data portion of a communication protocol is considered.

Although methods to automatically generate conformance test sequences from the FSMs are 

available, the test generation from the EFSMs is among the most challenging aspects of confor­

mance testing. If the interdependencies among the variables used in the actions and conditions of 

the EFSMs are not considered during the test generation, the test sequences may be unrealizable 

in a test laboratory.

This dissertation presents a method that enables the generation of realizable test sequences 

from a class of EFSMs. Inconsistencies among the actions and conditions of EFSM models 

are defined. Algorithms for the detection and elimination of these inconsistencies are developed. 

These algorithms eliminate inconsistencies by creating new nodes and edges for the EFSM graph.
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However, these nodes and edges are created only when needed, thus avoiding unnecessary growth 

of the state space. For the cases where the state explosion is unavoidable, the size of the new 

graph is constantly monitored as the algorithms eliminate the inconsistencies.

Once inconsistencies axe eliminated, realizable test sequences can be generated from the resulting 

consistent EFSMs by using the test generation methods available for the FSM models.

The proposed methodology is currently being used to solve the conflicting timers problem which 

arises when a protocol has multiple timers running concurrently. Due to the conflicting timers, 

a test sequence of a protocol such as the Estelle specification of the MIL-STD-188-220 may be 

interrupted by unexpected timeouts. Preliminary results show that generating test sequences 

for the MIL-STD 188-220 after eliminating the timer inconsistencies significantly improves the 

test coverage by including more transitions into the test sequences without timer interruptions.
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Chapter 1

Introduction

Communication and computer systems are built by using complex software and hardware com­

ponents. Undetected errors in these systems may lead to unexpected behavior. In such an 

environment, systems must be rigorously tested before they are deployed as services.

In communication and computer systems, detecting errors is not only crucial for the proper 

operation of these systems, but also a challenging issue. Recently, substantial effort has been di­

rected towards the test generation for communication protocols. Due to the complexity of these 

protocols, manual test sequences generation is often time consuming and inefficient. Meth­

ods that automatically generate tests for the communication protocols and computer systems 

specifications are needed.

When a communication protocol is implemented, several issues related to the behavior of the 

implementation are considered. The capability of the implementation to integrate with other

1
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component(s) is checked through the interoperability testing. The efficiency of a product is 

determined by employing the performance testing. The ability of an implementation to recover 

from errors is determined by using the robustness testing. Conformance testing, which is the 

most formidable among the different types of testing, investigates whether an implementation 

represents its specification. In other words, in conformance testing discrepancies between a 

specification and its implementation are detected.

Starting in 1981, the International Federation for Information Processing (IFIP) held a series 

of workshops and conferences on the topic of protocol specification, testing, and verification. In 

1983, the International Organization for Standardization (ISO) initiated the standardization of. 

testing communication protocols. The ISO Open System Interconnection (OSI) Basic Reference 

Model provides guidelines for such standardization [53].

Since testing procedures should not obligate manufacturers to disclose the internal structures of 

their products, the components are typically represented as black-boxes [10, 25, 53]. However, 

manufacturers are required to provide detailed descriptions of the products’ external behavior. 

According to the Reference Model for ISO (IS07498), the external behavior of an open system 

represents its standard behavior [10].

The black-box representation hinders the testing process. The challenge for the conformance 

tester is to find out if an implementation under test (IUT) is equivalent to its specification 

by analyzing only the IUT’s external behavior without the knowledge of the IUT’s internal 

implementation details. Based upon the external behavior of an implementation at its interfaces, 

a conformance tester reaches a verdict of whether an IUT conforms to its specification.

2
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An ideal way of testing a component would be to conduct exhaustive testing where all possible 

combination of inputs are applied to an IUT. However, due to the limited resources and the 

time available for testers, exhaustive testing is impossible even for simple protocols. At the 

other extreme, is to employ random testing which only considers a subset of inputs. Obviously, 

this type of testing will not be efficient or reliable since it may fail to test critical portions of the 

IUT. Therefore, test sequences that cover all specified behavior of the IUT without performing 

exhaustive testing are needed.

Ambiguities in natural languages typically cause interpretation problems for manufacturers. 

The main cause of errors is due to mistakes that occur during the translation of specifications. 

Different vendors may produce different products from the same specification if the specification 

is given in an informal language such as English. Problems arising from interpretations can be 

avoided by using formal models and/or languages in protocol specifications.

For the ease of the test generation methods, a model for the IUT is developed from the specifi­

cation. FSMs and EFSMs are among the most popular models used to represent communication 

protocols.

Conformance test generation for specifications modeled as FSMs has been an active area of 

research. There sure techniques that automatically generate test sequences for protocols specified 

as deterministic FSMs. However, test generation for the EFSM-modeled specifications remains 

as an open research problem [13, 14, 51, 50, 58, 59, 66, 67, 71, 72, 75, 76]. The difficulty of 

automating test generation process for the EFSM models stems from the fact that choosing only 

feasible paths is undecidable for an EFSM [66]. The existence of the so-called context variables

3
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in the EFSM models makes the automation of test generation for EFSM models a challenging 

task. In general, traversing an edge e* of a directed EFSM graph depends on the values that 

the condition variables of e* assume in the paths leading to e*.

Realizing a sequence of transitions of an EFSM may not be feasible simply because one transition 

may require a condition which conflicts with the condition of another transition in the same path. 

On the other hand, all paths of an FSM graph axe valid since the edge conditions do not impose 

restrictions over the paths. Therefore, efficient test generation algorithms that avoid edges with 

conflicting conditions in the same test sequence (i.e., generating only feasible test sequences) are 

needed for the specifications modeled as EFSMs.

Although in general, generating feasible test sequences from the EFSMs is an open research 

problem, this dissertation presents a method which enables the generation of only feasible test 

sequences from a class of EFSM models with the following properties:

• The specification consists of a single process and thus there are no communicating EFSMs.

• If the specification contains functions or procedures, the functionality of each function or 

procedure can be described within the process with a simple transformation.

• Pointers, recursive functions, and syntactically endless loops me assumed not to be present 

in the specification.

• All conditions and actions are linear.

The proposed methodology of test generation is depicted in Figure 1.1. The methodology aims

the generation of feasible test sequences from a class of EFSMs by utilizing the exiting FSM-

4
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based techniques. The method consists of the detection and elimination of inconsistencies in 

EFSM models. The final resulting EFSM graph has the property that all its paths are feasible. 

Therefore, the FSM-based test generation techniques can be used to generate the test sequences.

In this thesis, inconsistencies in EFSM models are defined. Algorithms for the detection and 

elimination of such inconsistencies are developed. Symbolic execution, used in software engineer­

ing, together with linear programming algorithms are utilized to detect inconsistencies. Graph 

splitting algorithms are introduced to handle the elimination of inconsistencies in EFSM models.

The rest of this dissertation is organized as follows. Background information is given in Chap­

ter 2. The proposed methodology is outlined in Chapter 3. To illustrate the process of eliminat­

ing inconsistencies, various EFSM models with inconsistencies are analyzed in Chapter 4. Case 

studies are presented in Chapter 5. Concluding remarks and summary of results are presented 

in Chapter 6.

5
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Consistent EFSM

EFSM Model

FSM-based test 
generation

Protocol specifications

Inconsistency detection 
and elimination

Figure 1.1: Proposed test generation method.
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Chapter 2

Background Information

Formal specification and modeling techniques contribute towards the proper operation of an 

implementation before it is integrated with different components of a system, most likely manu­

factured by different vendors. To ensure the interoperability among the components of a hetero­

geneous system, each component must behave according to its specification [6]. Conformance 

testing is aimed to check whether an implementation under test (IUT) correctly represents its 

specification.

To give manufacturers the freedom of concealing the internal structures of their products, the 

IUT is presented as a block box. However, a precise model of the external behavior of the IUT 

must be available. The FSMs and the EFSMs which are used to model the external behavior of 

protocols can be represented as directed graphs.

This chapter presents a general descriptions of graphs, which are essential for modeling multi-

7
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faxious real-world problems, and how they can be used to generate effective tests. Several graph 

algorithms which are used in the following chapters of this thesis are also discussed. Methods 

for generating tests from the graph representation of protocols are outlined.

2.1 Graphs

Graphs play an important role in diverse areas including social sciences, linguistics, physical 

sciences, engineering, computer networks, and many computer science fields such as switching 

theory, artificial intelligence, formal languages, computer graphics, operating systems, and com­

pilers [36]. When a graph is used to describe a problem, usually the essence of the problem is 

depicted while the details are left out. A graph is defined as follows:

Definition: 1 G raph, G(V, E), is a structure defined by two nonempty sets, V and E. The 

elements o fV  and E  are called nodes (or vertices) and edges, respectively.

Despite the fact that the number of elements of V and E can be infinite, ail graphs discussed in 

this study have finite numbers of nodes and edges.

A pair of ordered nodes (vi,Vj) of a directed graph, also called a digraph, describes am edge

e* 6 E  which leaves ut- and terminates on Vj. The nodes w,- and Vj are called the head and the

tail nodes of e*, respectively. For simplicity, throughout this thesis, the directed graphs will

referred to as graphs. As a convention, the nodes and edges of a graph are illustrated as circles

and arrows, respectively. Figure 2.1 portrays an example of a graph. A node vo of G is identified

as the initial node to represent the starting node of the graph.

8
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If V, E, V' and E' are the sets of nodes and edges of the graphs G and G', respectively, G' is 

said to be a subgraph of G (expressed as G' C G) if:

V' C V  and Ef C E  : V ej € E' tail(ej), head(e') 6 V' (2.1)

Figure 2.1: Directed graph.

Although the mapping between the nodes and the edges of a graph may be one-to-one (i.e., 

there is only one edge between two given pairs of nodes), graphs with parallel edges between 

certain pairs of nodes, known as multigraphs, are more common. Henceforth, the word graph 

also refers to a directed multigraph.

Node Vi 6 V  is adjacent to node Vj if there is an edge e* 6 E  from t/t- to Vj. For a graph of 

n nodes (i.e., |Vj = n ) , a n n x n  matrix, called the adjacency matrix A , depicts the number of

9
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edges from u,- to Vj. The elements of A  are defined as:

m if there are m > 1 edges from ut- to vj 

0 otherwise
(2.2)

Figure 2.2: Loop-free graph 

As an example, the adjacency matrix for the directed graph of Figure 2.1 is:

0 1 1 0  

0 0 1 1  

. 1 0  1 0  

1 0  0 0

A =

A path in G(V, E) is a non-null sequence of consecutive edges: (u i,^ ) • (u2 , V3 ) • — • (ur-i>Vr) 

where • denotes the concatenation of edges. A node V{ is said to be reachable from another 

node Vj if there is at least one path from Vj to u,-. A path in which all nodes are distinct

10
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except the starting and ending nodes of the path (i.e., «x and vr) forms a loop. Throughout this 

dissertation, the term loop refers to the while/for constructs of high-level formal specification 

languages such as VHDL, rather than the ordinary ioops. If ux is the loop entry node, the nodes 

V2 through vr_x form the loop body. A tour of a graph is a sequence of edges that starts and ends 

at the same node. An edge e* e E  whose head and tail nodes are the same is called a self-loop. 

A syntactically endless loop is a loop defined by the path ( v i ,^ ) ' (u2 iu3 ) • ••• • (um,u*), where 

ux = ujfc, such that none of the conditional transfer statements in the loop leads to a node that 

is not part of the loop body. A graph with no loops, such as the graph shown in Figure 2.2, is 

called a loop-free or acyclic graph.

A complete path in G is a path whose starting node is the initial node and whose ending node 

is an exit node. A path is called a simple path if all nodes of the path are distinct.

In a loop-free graph, all paths are simple. Whether a graph is loop-free can easily be determined 

from the graph’s adjacency matrix. The adjacency matrix is scanned to determine if there is a 

row whose entries are all zeros, (i.e., a node with no outgoing edges) [43]. By repeatedly deleting 

the rows whose entries are all zeros and the corresponding columns the adjacency matrix shrinks 

to zero for loop-free graphs [43].

A graph G is strongly-connected if each node of the graph is accessible from all other nodes of 

the graph. For all graphs considered in this study, a node is assumed to be identified as the 

initial node from which all other nodes are reachable, and vice versa.

11
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The path matrix P(n  x n) shows the number of different simple paths between the pairs of nodes 

of the graph and can be computed from A  as follows [36]:

P = I  + A + A 2 + A3 + . . .  + A71 (2.3)

where I  is the identity matrix and n is the number of nodes. The entries of the kth power of A 

(where k < n) indicate the number of different paths of length k between the pairs of nodes.

Often one is only interested in knowing whether a node is reachable from another node. In that 

case, the entries of the path matrix axe calculated in a simpler manner than using (2.3) by em­

ploying the Warshall algorithm, shown in Figure 2.3, which uses Boolean matrix operations [36]. 

The adjacency matrix A  is slightly modified such that each entry of A  is either one or zero, 

depending on whether there is at least an edge from V i  to V j .

The entries of the path matrix obtained with the Boolean matrix operations, thus, becomes:

Pij =
I if there is a path from u* to v,-

(2.4)
0 otherwise

Each entry of the path matrix for the graph given in Figure 2.1 must have a value of one since 

each node is reachable from all other nodes whereas the path matrix of the graph of Figure 2.2 

contains entries whose values are zeros, which signifies that certain nodes cannot be accessed 

from one another:

12
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W ars hall Algorithm ;
n =  number of nodes 
for (all indices i  <  n  ){

for (all indices j  < n){
Pij =  Aij;

}
}
for (all indices k < n  ){ 

for (all indices i < n){ 
for (all indices j  < n ) {

Pi, =  Pij OR (Pik AND Pkj);
}

}
}

Figure 2.3: Path computation algorithm.

P  =

0 1 1 1  

0 0 1 1

0 0 0 0

0 0 0 0

The number of incoming and outgoing edges of a node are called the indegree din(vi) and the 

outdegree dout(vi), respectively. If, for each node u,-, din(vi) = dmt{vi) the graph is said to be 

symmetric.

2.1.1 F in ite  S ta te  M achines

FSM is arguably the most popular tool used for modeling communication protocols. Extensive 

research has been done in developing efficient test methodologies for complex communication

13

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



protocols modeled as FSMs [13, 14, 16, 34, 50, 51, 58, 59, 62, 66, 67, 71, 72, 75, 76]. Let us first 

define the FSM [53] model:

Definition: 2 An FSM  is a theoretical automaton which rests in a stable condition, called 

state, until an external stimulus is applied. Upon receiving the stimulus, the FSM generates an

output (including null) and moves from its current stale to a next stale (which may be the same

as the current state).

The next state of an FSM is only a function of the current state and the current input. Formally 

an FSM is defined as:

FSM  = < S, 1 ,0 ,5 , A > where

• S  is a finite set of states.

• I  is a finite set of inputs.

• O is a finite set of outputs.

• 5 is a state transition function such that 6: S  x I  —► S.

• A is an output function such that A: 5  x /  -> O.

The sets of inputs and outputs specified for a state of an FSM are called the permissible input 

set I  and the permissible output set 0  of the state, respectively.

An FSM is called deterministic if for each input, i € I, there is at the most one transition 

defined at each state of the FSM. A graph can be used to represent a deterministic FSM. The

sets of nodes and edges of a graph G(V, E) can represent the states and transitions of an FSM,

respectively. An edge of an FSM graph G is denoted as:

14
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(Vi,Vji inputk/outputi) (2.5)

where u,-, Vj, and inputk/outputi are the head node, tail node, and the specified input/output 

pair for the edge, respectively. In all the figures throughout this dissertation, the conditions and 

actions of an edge are inclosed in parentheses “(• • •)” and curly braces “{• • •}”, respectively. For 

some graphs, the conditions of an edge may also appear within two angled brackets “(• • •)” . A 

positive integer C  can be associated with an edge (vi, Vj; inputk/outputi) to denote the cost of 

the edge, which represents the time or the difficulty to realize the edge in a laboratory.

In general, a deterministic FSM can be used to model the control structure of a protocol [16]. 

However, for modeling the data portion of a protocol, a more powerful mechanism of modeling 

called the extended-FSM (EFSM) is used.

Definition: 3 An EFSM  is an FSM in which the next state and the generated output depend 

on its current state, the applied input, a set of variables, and Boolean expressions referencing 

the variables and input.

The formal definition of an EFSM is:

EFSM  =  < S ,I ,0 ,X ,P ,B ,T  > where

• S , I, and O are defined as in an FSM.

• X  is a  set of variables.

• P  is a set of parameters associated with the input set (the set of variables and the param­

eters serve as a memory, M).

• B  is a set of Boolean expressions which reference to a memory.

15
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• T  =  STL! IT  is a set of transitions that consists of spontaneous transitions {ST) and input 

transitions [IT). Spontaneous transitions may make reference to a memory location and 

require no input.

Throughout the dissertation, the corresponding EFSM model to the for loop constructs of the 

high-level formal specification languages is shown in Figure 2.4.

for (i = 0; i <4; i++)

if (x > 2)

(True)
{i=0;}.

else

y = 50; (i<4)
(i>=4)

(x<=2)
{y=50}

(True)
{i=i+U

Figure 2.4: EFSM model of a for loop.

Because of the internal variables and the associated memory, the generation of test sequences 

automatically from the EFSMs is a challenging task. A test sequence generated without taking 

into account the effects of the internal variables on the conditions and actions of the EFSM 

transitions may become unrealizable in a test laboratory. The goal of this study is to propose a
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method to generate feasible test sequences by analyzing the interdependencies among the actions 

and conditions of the EFSM models [27, 80, 81].

2.1.2 D efin itions

Let us introduce the following terms used throughout this dissertation:

• V™achable C V  : set of nodes reachable from V{ without touching t>o, the initial node.

• E$‘achable C E  : set of outgoing edges of v™achable.

• E™1 Q E  : set of outgoing edges of Uj.

• E ^ t e. C E  : set of edges in the paths between tail(ei) and head(ej).

• E™ C E  : set of incoming edges of V{.

• E ^ T  ̂ C E*J} : set of incoming edges of u, that have already been traversed.

• : set of incoming edges of ut- that have not been traversed.

• LoopVi G V  : node Vi is a loop entry/exit node.

• VLoopvi C V : set of nodes that constitute the loop body whose entry/exit node is V{.

• Eloopv C E  : set of outgoing edges of LoopVi whose tail nodes are in the set V[%^£able —

yLoopVi

• VAR  =  {uari,uar2 , • • •, varm} : set of variables used in the edge conditions and actions 

of G{V,E).

• V A R ^n~USid C VAR  : set of variables used in the conditions of outgoing edges of

yreachable y

17
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VAR%l.f~modtf ied C VAR : set of variables modified differently in the paths leading to V{. 

ui(s) ^ V '■ node vi after it is split s number of times (0 < s < s*). 

ej(s) 6 E: edge e* after it is split s number of times (0 < s < s*).

1 if Vi is touched 

0 otherwise

1 (i.e., consistent), if traversing e* or er, where 

tail(ek) =  tail(er), does not
Cons(efc,er,Ut) =

make e; 6 E™1 infeasible 

0 (i.e., inconsistent), otherwise

For simplicity, the notations ut(a) and V{ as well as e,(3) and e< will be used interchangeably where 

appropriate.

2.1.3 G ra p h  T raversa l A lgorithm s

Typically, many problems require systematically scanning a graph. For example, it may be of 

interest to methodically discover all nodes that are reachable from a given node, v,-. The graph 

is then searched without any pre-plan (i.e., decisions are made along the search) while assuring 

the termination of the process as soon as all nodes reachable from vt- are visited. The depth-first 

(DF) and breadth-first (BF) graph traversal algorithms [21, 29], terminate once the graph is 

completely traversed.

In this study, the DF and a modified breadth-first (MBF) graph traversal techniques are utilized
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for the detection and elimination of inconsistencies. A brief discusion on the DF and BF graph 

traversal techniques and related algorithms are presented below.

2.1.3.1 D epth-first G raph Traversal

The DF graph traversal technique shown by the pseudo-code in Figure 2.5 is used for solving 

numerous graph problems. This technique has been known since the 19th Century when it was 

used for threading maizes. The strategy used in this technique is to search in the graph as deep 

as possible. Among the many applications of the DF search technique are finding the strongly- 

connected components of a graph and topologically sorting an acyclic (loop-free) graph [21]. In 

this dissertation, DF search is used for the analysis of the interdependencies among the condition 

variables of the EFSM models.

Let us briefly provide a description of the DF graph traversal of a graph. Suppose that the 

initial node vq is selected as the starting node.

One of the outgoing edges of v q ,  e/- =  (uo>«»)> is traversed to visit t/,-, where is one of the 

adjacent nodes of v q .  If there is at least one outgoing edge of v q  which is not traversed, no is 

placed in a stack and vt- becomes the new starting node. The traversal continues in this manner 

until a node without outgoing edges or a node which has been already visited is reached. In 

that case, the most recently placed node in the stack is selected to be the new starting node. 

The process continues until ail nodes accessible from the initial node and associated edges are 

visited.

The following example illustrates the main steps of the DF graph traversal algorithm.
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D epth-first G raph Traversal:
Let I™* =  1 if the node Vi is visited and 0 otherwise; 
V Vi G V, T"4 =  0;
D F.DO NE = False; 
while (NOT DFJ)ONE){

if ((T®1 = =  0) AND {Eg* j- 0){
T '  = 1;
traverse e* G E g ;  E g  =  { E g  -  ek); 
if  ( E g  £<!)){

PUSH (Stack, in);
}
if (Ttail^  = =  1){

Vi = BACKTRACK();
}
else{

Vi =  tail{ek );

}
}
else if ((Tv* = =  0) AND { E g  = =  0)){

T 3' =  1;
Vi =  BACKTRACK();

}
else if ((T°* = =  1) AND ( E g  ^  0)){ 

traverse ek €  E g ;  E g  =  { E g  -  e k ) 

iS { E g * V ){
PUSH (Stack, Vi);

}
if (TtaÛ  = =  1){

Vi =  BACKTRACK();
}
else{

Vi =  tail(ek);
}

}

Figure 2.5: Depth-first graph traversal algorithm.
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Exam ple 1 : Suppose that the graph of Figure 2.1 is to be traversed in a DF manner. Starting 

from vo, let eo be the first edge to be traversed. The ending node of eo which is vi is 

not visited yet and becomes the new starting node. Since there is an outgoing edge of 

vo which has not been traversed, v q  is put at the top of the stack. The edge € E™1, 

where ta ilfa )  =  V2 , is traversed and vi is put in the stack since one of its outgoing edges 

is not traversed yet. After traversing es, V2  is also put in the stack. At this point the stack 

contains the nodes of vo,vj, and vi-

The ending node of es has been already visited and according to the DF graph traver­

sal algorithm, the backtracking function BACKTRACKQ is invoked. The most recently 

placed node in the stack (i.e., V2 ) is popped and e6  is traversed. Since tail(e$) — V2  is a 

touched, node, vi is retrieved from the stack. The only non-traversed outgoing edge of 

vi (i.e., 6 3 ) is then traversed. Since all outgoing edges of vi are traversed, it is not put 

in the stack again. The ending node of e3 has not been visited yet and becomes the new 

starting node. The only outgoing edge of V3 leads to vo which is a touched node. Thus 

the node at the top of the stack, vo, is retrieved. The only remaining non-traversed edge 

ei is traversed. After v<j is popped, the stack becomes empty and since e\ is leading to a 

touched node, the DF graph traversal terminates.

In summary, a DF graph traversal for the directed graph shown in Figures 2.1 is: 

eo, e2 , es, es, es, e\, e\

The DF graph traversal algorithm assumes that each node of the graph is accessible from the 

starting node. Therefore, all nodes must be visited upon the termination of the algorithm.
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However, if there are nodes that axe not accessible from the starting node, the algorithm is 

invoked once for each unreachable subgraph. In this dissertation, all nodes are assumed to be 

accessible from the initial node and vice versa.

The functionality of the BACKTRACKQ funtion is as follows. If upon invoking BACKTRACKQ 

the stack is found empty, True is assigned to the variable DFJDONE to terminate the DF graph 

traversed. Otherwise, the node which was most recently placed in the stack is retrieved and the 

depth of the stack is decremented by one. On the other hand, the function PUSH(Stack, vQ 

increments the depth of the stack by one and places vt- at the top of the stack.

The complexity of the DF algorithm is 0 (V  + E), where V and E  are the number of nodes and 

edges of the graph, respectively. However, since [ V] |IS] for most of the graphs, the complexity 

of the algorithm reduces to 0(E) [21, 29].

2.1.3.2 Breadth-first G raph Traversal

The BF search is another widely used graph traversal technique. Concepts used in this technique 

are the basis for a number of important graph algorithms such as finding the shortest paths and 

constructing spanning trees [21]. In this dissertation, the BF shown in Figure 2.6 graph traversal 

technique is used for the detection and elimination of inconsistencies.

In BF search, the traversal starts with the initial node. All nodes with distance of length one 

from the initial node are visited. The next step is to visit all nodes of distance two from the 

initial node. The process is continued so that all nodes at distance d from the initial node are 

visited before any node at distance d +  1 is visited. In other words, the algorithm expands
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B readth-first G raph Traversal Algorithm:
DONEJ3F =  False;
Vi =  vo;

while (NOT DONE-BF){ 
while {E™1 ±  0){

traverse ek e E™1; E%* =  {E%* -  e*);
if (TtaÛ )  = =  o){

TailOfQueue = tail[eky,
lJ'taU(ek) _

hspace.4in}
if (NOT QueueIsEmpty){

Vi =  HeadOfQueue;
Queue =  Queue - u<;

}
else{

DONE.BF =  True;
}

}
}

Figure 2.6: Breadth-first graph traversal algorithm, 

the frontier between visited and unvisited nodes uniformly across the breadth of the frontier. 

Visited nodes are marked and placed in a first-in first-out queue.

After all adjacent nodes of the initial node are visited, the node at the head of the queue is 

selected to be the new initial node. This process continues until all edges and nodes of the 

graph are visited.

As for the DF algorithm, the complexity associated with BF algorithm is 0 (V  +  E) which can 

be simplified as 0{E) for |Vj <3C |E| [21, 29].

Example 2: Let us assume that the directed graph of Figure 2.1 is being traversed in a BF
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node Vi traverse e* 6  E ^ t queue

vo eo Vx

vo e i v 2 , u i
V i e 2 V2
V\ e3 V3, V2
v2 65 V3
v2 e 6 V3
«3 e 4 0

Table 2.1: BF graph traversal on Figure 2.1.

manner. The main steps of the graph traversal are depicted in Table 2.1. Each entry of 

the first column indicates the current node whose outgoing edges are being traversed. The 

traversed edges are in the second column. The contents of the queue are listed in the third 

column. As can be seen from Table 2.1, a BF graph traversal on the directed graph of 

Figures 2.1 results in: eo, ex, e2 , e3 , es, ee, e\.
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2.2 Control and D ata Flowgraphs

The control and data flowgraphs are both used to test general software and communication 

protocols. In general, FSMs and EFSMs can be directly derived from the control and data 

flowgraphs of the specifications. The control flowgraphs as well as the data flowgraphs can be 

constructed from the conventional flowchart whose basic elements consist of [5]:

• decision points: points at which the control flow diverges.

• junction points: points at which the control flow merges.

• process blocks: sequence of statements that are not interrupted either by junction points 

or decision points.

The main difference between a control flowgraph and the corresponding flowchart stems from 

the fact that the process blocks of the control flowgraph contain less details than the flowchart. 

With simple modifications on the flowchart of a specification, a control flowgraph consisting of 

a set of nodes and a set of edges can be constructed.

The controlling statements (such as while, if, else, and else if) check whether the conditions for 

traversing a path are met. Thus, decision points make the control to diverge. A combination 

of decision points and junction points form nodes of the data flowgraph. These nodes can be 

modeled as the states for an EFSM. The predicates used in the controlling statements have 

logical values of true or false. These predicates and their logical values can be related to the 

inputs of the EFSM. Moreover, performed tasks or actions in the processes of the flowgraph can 

be associated with the outputs of the EFSM.
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Data flowgraphs are used when data objects are considered together with the control flowgraph. 

Each decision point and each assignment statement in the process blocks of the flowchart form 

a node for the data flowgraph. A data flowgraph node that corresponds to a block statement 

has one incoming edge and one or no outgoing edges.

The logical function at each decision point (i.e., predicate) is evaluated, based on the input 

values, to be either true or false. A predicate associated with a path is called path-predicate and 

consists of a concatenation of all of the predicates in the path and characterizes the necessary 

input values for the path to be traversed. Therefore, the feasibility of a path can be determined 

from its predicate expression.

Predicates associated with conditional statements whose decision points have only two branches 

are called binary predicates. The decision points with multi-way branches, (e.g., case statements 

in C language) can be transformed into equivalent if-then-else statements when possible, so that 

all predicates become binaries.

The test generation process becomes complicated when variables used for a predicate sure process 

dependent. Such variables may be updated differently in the paths leading to the decision point. 

When a process dependent variable is used in a condition of an edge of a graph G, infeasible 

path(s) may be formed in G.

The corresponding data flowgraph of a specification (and thus its EFSM) may not be unique. 

Depending upon the conditions used in the decision points, there could be different data flow­

graphs for the same specification. As an example, the data flowgraph representing the following 

conditional statement:
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if ((x = A) AND (y = B)) then  z =  1; 

else 1 = 2 ;

can be modeled in two different ways as shown in Figure 2.7.

x b  A 
AND 
y « B

y - By ! > B

Figure 2.7: Two equivalent data flowgraphs.

One may consider decomposing the compound condition into two simpler conditional statements 

as shown in Figure 2.7.a. On the other hand, the compound conditional statement can be 

regarded as one single statement as in Figure 2.7.b.

2.3 Test Generation M ethodologies

To detect discrepancies between a specification and its implementation caused by the errors in 

the implementation, development of efficient test generation methods is needed. In communi­

cation protocol engineering, conformance testing is used to detect possible mismatches between 

an implementation and its specification. Although the aim of testing is to detect errors and
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increase the level of confidence on an implementation, none of the existing test methodologies 

can guarantee the absence of errors. A major challenge in conformance testing of complex com­

munication systems is the development of methods that automatically generate test sequences 

with minimum lengths while maximizing the fault coverage.

As mentioned earlier, EFSM models include context variables. The interdependencies among 

these variables cause infeasible paths in the graph representation of the EFSM models and impair 

the automation of test generation from the EFSMs. On the other hand, FSM models do not 

include context variables and all paths of an FSM model are feasible. Therefore, it is easier to 

generate conformance tests for an FSM model than for an EFSM model.

The following sections provide an overview of the common approaches used to generate test 

sequences for FSM/EFSM-modeled specifications. Most of the examples in this dissertation are 

chosen from a formal description language called VHDL (Very High Speed Integrated Circuit 

Hardware Description Language) [4, 7], for which a brief discussion is provided later in this chap­

ter. A short overview on symbolic execution, which is used to investigate the interdependencies 

among the EFSM action and condition variables, is also provided in Section 2.5.

2.4 Test Generation for Communication Protocols

In conformance testing, an IUT must meet certain requirements before a tester concludes that 

it is conforming to its specification. Such requirements are grouped as the static conformance 

requirements and the dynamic conformance requirements. The static conformance requirements
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deal with, the issues such as the capability of the IUT to support certain range of values whereas 

the dynamic conformance requirements are concerned with the observable behavior of the IUT 

while in operation.

Since exhaustive testing is impractical due to economical and time constraints, the following 

types of conformance tests are commonly used:

• Basic interconnection tests: to check if the main features of the IUT are implemented.

• C apability  tests: to check if the IUT meets the static conformance requirements.

• Behavior tests: to check if the IUT satisfies the dynamic conformance requirements.

• Conformance resolution tests: to provide a definite yes/no answer to the questions 

regarding if a particular feature is correctly implemented.

During conformance testing of a state transition {suSj; inputi/outputk) of an FSM/EFSM, the

three essential steps called the basic test procedure steps are as follows [53]:

1. The IUT is brought into the desired state of S{.

2. The input inputi required for the transition is applied to the IUT and the generated

output(s) output^ (if observable) are compared with the expected output(s).

3. It is verified that the IUT has moved from Si to Sj as defined by the specification (if step 

2 is successfully passed).
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Bringing an ITJT to a particular state may require many other transitions before reaching the 

desired state. This step addresses the so-called controllability issue in conformance testing.

The state verification step of the test procedure is referred to as the observability issue. When 

testing a state transition, applying an input to the IUT may generate the expected output. 

However, the implementation could have moved to a different state other than the expected 

next state. During the third step of the testing procedure, to verify that the IUT has made 

the specified transition into the defined next state, each state must be distinguishable from the 

others.

Figure 2.8: Asymmetric FSM graph.

The common techniques for new state verification to overcome the observability problem include 

unique input/output (UIO) sequences, distinguishing sequences (DS), characterizing sequences 

(W), and their variations. On the other hand, the transition tours (TT) technique addresses the 

issue of controllability [16, 53, 65, 78].
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Figure 2.9: Augmented symmetric graph of the FSM graph given in Figure 2.8.

The fault coverage obtained by using the DS, W, and UIO methods are reported to be approxi­

mately the same. In the TT technique, the third step of the basic test procedure (i.e., new state 

verification) is not performed. Therefore, the fault coverage of this technique is lower than those 

of the other three techniques [69].

Among the FSM-based test generation methods used for generating effective test sequences for 

real-life protocols to remedy the problems of controllability and observability are the Chinese 

postman and rural Chinese postman methods [3, 78].

The Chinese postman problem is defined as finding the minimum-length path of traversing a 

directed graph by covering each edge at least once. The problem has a solution provided that 

the graph contains an Euler tour. An Euler tour is a sequence of edges that begins and ends 

at the same node, and, at the same time, contains each edge of the graph exactly once. A
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strongly-connected graph G has an Euler tour if and only if

V Vi e V :  din{vi) = doutivi)

An augmented symmetric graph can be constructed from an FSM graph G that does not sat­

isfy this condition by duplicating some of the edges of G. The duplications of the edges (if 

any) must be kept minimum so that the length of the resulting tour is minimum. Figure 2.9 

shows the augmented symmetric FSM graph of Figure 2.8. An Euler tom for Figure 2.9:

®0i ®3> ®6> SOi ®4j ®6i ®0i ®5i ®1> 65*

For specifications possessing a special feature known as the status feature [78], each state of 

the FSM/EFSM is associated with a self loop whose input/output label is in the form of 

statusjenquiry/ s ta tesn, where sn is the state being verified. If the specification has the sta­

tus feature, the solution to the Chinese postman algorithm, which is an Euler torn, yields a 

minimum-length test sequence for the IUT.

For specifications that do not have the status feature, the rural Chinese postman algorithm 

(which is a generalization of the Chinese postman algorithm) can be used to generate a minimum- 

length test sequence for the IUT [3]. For each state s,-, an input/output sequence called UIO 

sequence which uniquely identifies s, from all other states is generated in the following manner. 

Starting from S{, all input/output sequence of length one are checked for uniqueness. If there is 

at least one such sequence, a UIO sequence for the state is found. Otherwise, all input/output 

sequences of length two me checked for uniqueness. This process is continued until a UIO 

sequence is found for each state [65].

A concatenation of an edge and a UIO sequence of its ending node forms a test edge T. The
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cost of a test edge is the total cost of its components. The rural postman tour is a tour in which 

each test edge is traversed at least once while other edges called ghost edges axe traversed only 

when necessary. To form an Euler tour, the graph is symmetrized. Because of their costs, test 

edges are not duplicated [3]. A tour that covers all test edges and some of the ghost edges (if 

any) corresponds to a minimum-length test sequence.

2.4.1 C o n tro l an d  D a ta  flow A nalysis

The number of paths that may exist in a specification axe prohibitively large. A practical path 

selection criterion which specifies a finite subset of the specification’s paths must be defined. 

In software testing several path selection criteria have been proposed [18, 64]. In this section 

families of test selection criteria termed as the path and data-flow testing are discussed.

Path testing is the oldest of the structural testing techniques and is generally suitable for unit 

testing rather than the system testing. However, this technique is recognized to be important 

since almost all other testing strategies are based upon path testing [5].

Among the many path-testing criteria axe:

1. A ll-paths: requires traversing all possible paths in the control flowgraph of the specifica­

tion. Although this criterion is the strongest criterion, it is usually unachievable since the 

number of paths can be prohibitively large.

2. S tatem ent testing: under the same test, each statement in the specification is executed 

at least once. This criterion is said to be the weakest of sill testing criteria.
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3. B ranch testing: each branch of the control flowgraph of the specification is traversed at 

least once. If branch testing is applied, statement testing is automatically achieved.

Static data flow analysis (DFA) techniques are used to generate test sequences for EFSM models. 

Data-flow testing fills the gaps between all-paths, branch, and statement testing. It is used, but 

not limited, to detect data-flow anomalies that can cause errors. Data-flow anomalies include 

the use of a variable that was not declared, a variable that has been killed, and opening/closing 

a file that does not exit. The control flowgraph is used to select paths of interests. As will be 

shown, an EFSM graph can be constructed from the data flowgraph of a specification.

Let us provide some definitions used for the DFA [52, 64, 66]. A node Vj of the data flowgraph 

is called a

•  defining node d$j with respect to a variable x< if the value of x* is defined by the statement 

corresponding to vj.

•  usage node u*'. with respect to a variable Xj, if x* is used in the statement corresponding 

to Vj either for a predicate (p-use) or for a computation (c-use).

A path of a data flowgraph is called:

•  definition-clear path {dc-path) with respect to a variable i* if there are defining and usage 

nodes, d%j and uj*, where Vj and Vk axe the initial and final nodes of the path, respectively, 

and no other node in the path is a defining node for x,-.

•  definition-use path (du-path) with respect to a variable xt- if there are defining and usage
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nodes, djj and where V j  and u* are the initial and final nodes of the path. In other

words, a path P = ei • • • emij  that does not contain a definition of x  is a def-clear path

with respect to x  from tail(ej) to tail(ej)

A du-path which is not a dc-path is usually considered as an indication of errors.

For a p-use node Vj of a data flowgraph, d^tiyj) > 2 whereas for a djj or c-use of u*j node, 

din(vj) =  1 and cUt(uj) < 1.

Rapps and Weyuker [64] proposed a family of data-flow testing criteria that effects variable 

definitions and usages. A variable x  is globally defined/used if x  is used in a node other than 

the defining node of x. A d e f / u s e  g r a p h  is a data flowgraph in which each edge is associated 

with one set p - u s e ( e i )  and each node is associated with two sets d e f ( v i )  and c-use(vi). The

set p - u s e ( e i )  contains all variables used in the predicates of e*. The sets d e / f a )  and c - u s e ( v i )

contain those globally defined and used variables at V{, respectively. In addition, two more sets, 

d c u { x , V i )  and dpu(z,vt), are defined for each node to construct the criteria. The set d c u ( x , V i )  

represents the set of nodes {v,} such that x 6  c - u s e  ( v j )  and for which there is a def-clear path 

with respect to x  from Vi to V j.  Similarly, d p u ( x , V i )  contains the set of nodes {t>j} such that

i 6 p  -  u s e ( v j )  and for which there is a def-clear path with respect to x  from vt- to V j .

For a def/use graph G, a set of complete path P satisfies the:

1. all-nodes criterion: if every node t/, of G is included in P.

2. all-edges criterion: if every edge of G is included in P.
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3. all-defs criterion: if for every node Vi of G and every x  € def{vi), P  includes a def-clear 

path with respect to x  from Vi to all elements of dpc(x,V{) or dpu(x, t>,-).

4. all-p-use criterion: if for every node u, and every i  € def{vi), P  includes a def-clear path 

with respect to x  from t/,- to all elements of dpu(x, V { ) .

5. all-c-uses/som e-p-uses criterion if  for every node iu and every variable x <E de/(t’j), 

P  includes some def-clear with respect to x  from V{ to every element in dcu(x,Vi). If 

dcu(x, i>j) is empty, P  must include a def-clear path with respect to x  from i>,- to some edge 

contained in dpu{x,V{).

6. all-p-uses/some-c-uses criterion: if for every node vt- and every variable x  € d e f f a ) ,  

P  includes some def-clear with respect to x  from t/» to every element in dpu(x,Vi). If 

dpu(x, V{) is empty, P  must include a def-clear path with respect to x  from V{ to some edge 

contained in dcu{x,Vi).

7. all-uses criterion: if for every node V{ and every x  6 de/(ut), P  includes a def-clear path 

with respect to x  from u, to all elements of dcu(x,Vi).

8. all-du-paths criterion: if for every node and every x  6 def (x ,Vi ) ,  P  includes every 

du-path with respect to x.  If there are multiple du-paths from a global definition to a given 

use, they must all be included in paths of P.

The all-du-use criterion generates fewer test cases than all-uses. Furthermore, all-du-use is 

suitable for programs containing loops where all-paths is not achievable.

Due to details presented in the data flowgraphs, a data flowgraph of a specification is usually

36

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



lengthy. A concise model of the data flowgraph of a specification, which is an EFSM, can be 

constructed as follows [52]:

1. Each maximum distinct sequence of nodes, Uji ui + i  , v i + h  of the data flowgraph in which 

din(vj) = dautivj) =  1, where i < j  < i  + I, forms an edge of the EFSM. The assignment 

statements in the sequence become the actions of the edge.

2. Each node u, of the data flowgraph such that dout > 2 forms a node of the EFSM graph.

3. A node Vi of the data flowgraph in which dm(u») = 0 and doutiVi) > 1 can represent the 

initial node.

4. Each node of the data flowgraph such that dm(t>t) > 1 and dout(v<) = 0 is an exit node.

2.4.2 T est G en e ra tio n  for E F S M  m odels

The FSM-based test generation methods are not directly applicable to EFSM models. In this 

section, different approaches used to generate test sequences from EFSMs are discussed.

One approach to the problem of generating test sequences for the EFSM models is to transform 

the EFSM into equivalent FSM and then use the FSM-based test generation methods [14, 37,50]. 

The size of the FSM that results from a transformed EFSM can be prohibitively large. For 

example, the number of states for the equivalent FSM is reported to be

S f s m  — S e f s m  x  Dvar\ X . . .  X D Varn (2.6)

where S  represents the number of states and DvaTi is the domain for the itfl variable [11, 37].

Such an approach may easily cause an explosion of the number of states, where the number of
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states grows exponentially and, hence, executing a test sequence that covers all edges for the 

resulting FSM is not practical due to the time it requires.

Recently several test generation methods for the EFSM models appeared in the literature [13, 

14, 50, 51, 58, 59, 66, 67, 75, 76]. Sarikaya et al. used the functional program testing approach 

to generate test sequences from the EFSMs [67]. The data flowgraph of the IUT is partitioned 

into smaller functional blocks representing various protocol functions. A set of tours is selected 

to test each functional block. Since the feasibility of these tours is not considered during the 

test generation, a number of infeasible tours may be generated.

Software data flow testing approaches have been used to generate tests for the communication 

protocols [66, 75, 76]. Ural applied the all-uses [64, 75] criterion, used for testing software 

written in block structured programming languages, to Estelle [9] specification of protocols. The 

specification is modeled as a directed graph which illustrates the relationship between definitions 

and usage of the variables. Before test sequences are generated, infeasible paths and data flow 

anomalies are identified. The all-uses criterion requires that for each variable varj defined at 

a node Uj, there is a path P  which includes a def-clear path with respect to the variable varj 

from Vi to all uses of varj. Recall that a path, P = ei • e2 **-e*, is called a def-clear path 

with respect to varj if varj is not defined in the sub-path e-i • e3  • • • e*-i. Several variants of this 

method appeared in literature. Salah et al. [66] applied the all-uses of the data-flow test selection 

criteria and IO-def-chains (defined as a sequence of du-pairs that exposes the effects an input 

variable on the output variables or predicates) to generate test sequences from the EFSMs, A 

set of complete paths of the data flowgraph G is selected to cover every maximal IO-def-chain
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in G at least once. Clarke [18] indicated that none of the existing software test selection criteria 

guarantees the selection of only feasible paths. Therefore, the selection of complete feasible 

paths covering every maximal IO-def-chain may not be possible.

Miller and Paul [59] introduced a method to generate tests for both control and data for EFSM 

models. The control flow is tested in a manner similar to that of the FSM models and the 

test generation for the data portion is based on the assumption that the IUT is a “white box.” 

All variables axe assumed to be accessible to the tester, both to set as inputs and observe as 

outputs. Such assumption may not be possible for most of the protocols. A modified FSM is 

obtained where each transition of the EFSM is divided into several transitions corresponding 

to the different paths of the control flow while the number of states are kept the same. Test 

sequences are generated by using def-ob-paths and conditional paths defined as follows. A set 

of transitions Ti,T 2 , ...,Tn, in which a variable t/ar* is assigned by an input parameter of T\ 

and the value of vari flows through other variables in T2 , ...,T„_i until it appears in an output 

parameter of Tn, is called def-ob-path. A transfer sequence may be needed from transition T{ to 

transition Tj+i. A conditional path C =  7\, ...,T„ is a path in which a variable war,- is assigned 

by an input parameter of T\ and the value of war,- flows through other variables of the path until 

it affects the enabling condition of Tn. For a def-ob-path and conditional path to be considered 

as part of a test sequence, each transition of these paths must not generate a context which 

causes another transition to be inexecutable.

Miller and Sanjoy [58] extended the concept of UIO sequences of the FSM models to EFSM 

models by proposing a new state verification method called identifying sequences (IS). The main
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differences between the IS and UIO sequence is that the IS does not only depend on the state 

of the EFSM but also on the variables. The EFSM is assumed to have stopping predicates. A 

stopping predicate of a transition t enables it once and does not enable any successive transition. 

For an EFSM with the stopping predicate property, the EFSM stops after a transition t is 

executed and waits until a new set of inputs is provided. However, a typical EFSM may not 

have stopping predicates. To guarentee the executability of a transition sequence, it is not 

sufficient to satisfy only the predicates associated with the test sequence. Actions may affect 

the executability of the sequence by modifying the context variables. Therefore, the satisfiability 

of the predicate of a transition heavily depends on the actions of the other transitions already 

included in the sequence.

Chanson and Zhu [13] proposed a test generation method which considers both the control flow 

and data aspects of the EFSM models. For the control flow testing, a combination of selected 

subtours and characterizing sequences (i.e., the W method) are used. The new state verification 

is handled by using the so-called cyclic characterizing sequence. Each of such sequences contains 

a characterizing sequence for a state Si and the sequence that brings the machine back to s,. 

For the data flow coverage the all-du-path or the all-use is used. A set of paths P satisfying the 

required def-use association is collected. Each path Pi C P is concatenated to the shortest path 

from the initial state so to the starting state of Pt. The shortest path from the ending state of Pi 

to so, followed by the cyclic characterizing sequence of so, is appended to the augmented path 

Pi. The feasibility of the selected tours is determined by using the the constraint satisfaction 

problem techniques used in the artificial intelligence.
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If a tour containing a self-loop which influences the control flow is found to be infeasible, recur­

rence relations are used to calculate the number of times that the self-loop must be included in 

the tour so that the tour becomes feasible. The feasibility of the subtours is checked only after 

they are constructed. Furthermore, the presence of influencing self-loops may not be true for a 

number of EFSM models.

Li et al. [51] introduced a method for EFSM state verification called Extended-UIO sequences. 

For each state Si of the EFSM, a specific preceding sequence from the initial state so, which 

enables the execution of the UIO sequence of s,, must be constructed. A concatenation of the 

preceding sequence and the UIO sequence of the state forms the E-UIO sequence. To test a 

transition from S{ to Sj, two feasible walks Wi and Wi containing the same walk from the initial 

state to Si are generated. W\ consists of a transfer sequence of s,- and the UIO sequence of S{. 

The last transition of Wi is the transition under test. Wi contains the E-UIO sequence of S j .  

For states with multiple incoming transitions, the construction of W\ and Wi for each transition 

may not be achievable.

1. Since the E-UIO sequence of a state must contain a preceding sequence, each state could 

have E-UIO sequences as many as the number of incoming transition of E-UIO sequences.

2. Once a UIO is identified for a state, it is not decidable whether the UIO has a corresponding 

E-UIO sequences.

In the above method there are cases where the feasibility of a preceding sequence are modified 

to test certain transitions.

41

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Lee and Yannakakis [50] provided a method to convert a class of EFSMs, where input variables 

are assumed to have finite domains, into equivalent FSMs. Combinations of a state and a variable 

value form a configuration. The configurations of the EFSM are partitioned into equivalent 

classes. The outgoing transitions from a state s,- are examined and partitioned into blocks such 

that all configurations in each block contain variables that are valid for the same predicate of 

the outgoing transition from s,-.

A transition t from block B  to block C with action A  is called stable only if the domain block of t 

is contained in the inverse image of A : B  C A_1(C). To stabilize a transition its domain block is 

split. Each graph split could introduce new unstable transitions. Cheng and Krishnakumar [14] 

used this method to generate test sequences from hardware specification given in VHDL or 

Bestmap-C [14].

The number of possible combinations is |S| x |t/ari| x |uar2 | x . . .  x varm, for an EFSM with m 

variables [50]. This method is not applicable to EFSMs whose parameters have infinite domains. 

Even when all variables have finite domains, the corresponding number of configurations can 

easily become prohibitively large.

Although the above-mentioned methods made significant contributions towards the test gener­

ation from the EFSMs, the inclusion of infeasible paths in the test sequences may be inevitable 

since the underlying models are EFSMs. Therefore, without a proper analysis of the interde­

pendencies among the variables used in the actions and conditions of the EFSMs, considerable 

effort may be wasted on test generation since the infeasible portions of these test sequences will 

be discarded later.
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For a restricted class of LOTOS expressions, called P-LOTOS, Higashino and Bochmann propose 

a method that provides solutions to a set of interrelated problems such as the test case derivation 

and the detections of nonexecutable branches, deadlocks, and nondeterminism [38]. The P- 

LOTOS expressions have the property that all variables are of integer and Boolean types and 

the operations axe restricted to addition, subtraction, and comparisons. Furthermore, variable 

overloading is not supported. Inference rules are used to rename some of the variables in the 

event that a variable overloading occurs in a P-LOTOS expression.

For a given P-LOTOS expression, a tree called the extended labeled transition system (ELTS), 

which can be an infinite tree in the general case, is defined to represent the possible event 

sequences during the execution.

Let t =  <P0, P \ '” Pk) be a LOTOS expression. An ELTS(t) for the expression is defined with 

the following properties:

• Each node of the tree has a label which is a behavior expression and the root node Pq is 

the main processor.

• A node n of the ELTS(t) with the label B has a child n whose label is B ‘ provided that 

there exists a behavior expression B' satisfying the relation B  — (a, c) —>■ B ' .

• For a node n and its child node n of the ETLS(t), the edge (n —► n )  has two labels

Event{n —► ri) and Ccmd{n —> n )  representing a and c, respectively.

The problems related to the detections of the deadlocks and non-determinism are beyond the

scope of this thesis. Hence, we will only describe how the authors detect the infeasible edges
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and generate the test cases.

The authors use linear integer programming to determine if a given branch of the ELTS is 

infeasible. Once an infeasible branch is found, the branch and all its descendants are deleted 

from the tree. After all infeasible paths are deleted from the ELTS, the resulting tree, called 

the reachability graph, is used to derive test cases.

As in the case of the ELTS, deleting infeasible branches and their descendents does not affect 

the other feasible paths when the number of parallel edges between each pair of nodes is one. In 

this thesis, our analysis is based on the fact that the number of parallel edges between a given 

pair of nodes can be more than one for most of the EFSM graphs.

Although an edge e* of an EFSM graph may be infeasible due to the conditions and actions of 

certain edges in a path from the initial node, that leads to the headfe), e» may be feasible 

if certain other path P*, also from the initial node, is traversed. The method proposed in this 

thesis analyzes, before deleting infeasible edges, the effect of actions on the condition variables. 

The method focuses first on the effects of variables differently modified by actions on condition 

variables.

If an edge e* is found to be infeasible for some of the different values of its condition variables, 

a graph splitting algorithm is employed to resolve the conflicts among the edges whose actions 

and conditions conflict. After the graph is split, e* will remain in one of the subgraphs. After 

the analysis of the effect of differently modified variables on on edge conditions is completed, the 

method checks if there are edges whose conditions cannot be satisfied at all due to the values 

of their condition variables. Such edges (if any) are deleted from the graph. Finally, in this
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method, the interdependencies among the edge conditions are analyzed. Conflicts among the 

edges due to their conditions (if any) are resolved by employing a graph splitting algorithm.

In this thesis, variable overloading is allowed and variables can be of both integer and floating 

point type. The EFSM graph produced in this method has the property that all its paths are 

feasible. Therefore, the FSM-based techniques can be used to generate feasible test sequences 

from the resulting EFSM. Therefore, the method presented in this dissertation guarantees the 

generation of only feasible test sequences from a class of EFSMs.

2.5 Path A nalysis and Symbolic Execution

In the field of software testing, program testing includes program verification (also known as 

program correctness) and program validation. In program verification, mathematical proofs us­

ing theorem-proving techniques are implemented to show that the program behaves as specified. 

The nature of the problem requires manually providing theorem correctness hypothesis which 

makes automating this approach impractical [17, 54]. Different program testing systems focus 

on data flow anomalies, path computations, and generating test data and verifying assertions 

for program paths.

One way of testing a system is to conduct path analysis and generate reliable test data. A test 

data is said to be reliable if it reveals the existing errors [49]. To traverse a given path, a set of 

inputs that satisfies all conditions of the path is needed. However, for an infeasible path, there 

is no data that can cause the path to be executed.
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Symbolic execution is one of the widely used techniques in software engineering to generate 

tests and detect program errors such as missing paths, path-domain errors, and path-function 

errors [12, 17, 20, 47, 48, 49, 85]. In symbolic execution, variables assume symbolic values rather 

than actual values. When an assignment statement is symbolically executed, each variable on 

the right-hand side is replaced with its current symbolic value and after some simplifications the 

resultant expression becomes the new symbolic value for the left-hand side variable. Similarly, 

variables in the conditional statements are substituted with their symbolic values before these 

expressions are evaluated. The feasibility of the path is then determined by analyzing the 

symbolic values of the accumulated conditions.

The software testing tool DAVE interfaces symbolic execution with a data flow analysis sys­

tem [17]. The program being tested is represented as an intermediate format to adopt different 

programming languages, simplify expressions during analysis, and detect parallelism and en­

hance optimization. The intermediate code is then symbolically executed. Directed graphs 

called evolution graphs are generated from the computations evolving from variables’ symbolic 

values. Artificial constraints are created to simulate error conditions. For example, array sub­

scripts are allowed to exceed their specified boundaries. The augmented constraint is solved and 

if the new constraint is inconsistent with the system of constraints, the path is found to be in­

feasible. If all constraints of a path are consistent, the final solution of the system of constraints 

will consist of the data that would cause execution of the path.

The inequality solver used by DAVE requires that all constraints are linear. DAVE uses the 

ALTRAN tool which detects non-linear constraints and manipulates expressions to put them in

46

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



a linear form, is used. Instead of solving the inequalities during the symbolic execution process, 

they are solved after the symbolic execution of the program is performed.

SADAT [85] is one of the systems that integrate symbolic execution with static/dynamic analysis 

systems of programs. This system incorporates techniques used by other systems such as DAVE, 

FACES, PET, RXVP, JAVS, DISSECT, and ATTEST. These systems perform static/dynamic 

analysis and symbolic execution as well. Complete testing would require executing all possible 

paths in the program. Since all possible paths cannot be covered, a subset of the paths that 

requires the execution of each decision-to-decision path at least once is aimed. Symbolic execu­

tion is performed on all variables, including those used in decisions, in the path. SADAT does 

not determine the feasibility of the paths. Hence, manual analysis for the symbolic values of the 

paths is needed [24, 85].

The final path predicate is composed of input variables, constants, and arithmetic and logical 

operators. The resultant path predicates can be used for input test data preparation and as 

a method of verifying that the program is implemented as specified. Certain statements are 

inserted in each decision-to-decision path to accumulate certain information, such as the fre­

quency of execution of each decision-to-decision path. Such information can be used to identify 

dynamically dead codes and the number of executed iterations for each loop. Optimizations of 

the most frequently executed paths can be obtained by using this accumulated information. For 

SADAT, although static and dynamic analysis proved to be valuable, test data generation has 

some deficiencies for large programs and symbolic execution has shown deficiencies when there 

are loops and subroutine calls.
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Symbolic execution tools may vary in their capabilities to detect errors. For example, DIS­

SECT [47] reveals path-function errors more than the other types of errors and is not reliable 

for discovering path-domain errors. Regardless of their different features and capabilities, sym­

bolic execution systems should be able to produce a path condition for each path, determine the 

feasibility of paths, and express output variables in terms of input variables and constants [24].

The deficiency of the symbolic execution is due to its path-oriented nature [12, 24, 47]. In this 

dissertation, symbolic execution is used as a tool in the detection and elimination of inconsis­

tencies in EFSM models, not as a test generation tool.

2.6 VHDL

Very High Speed Integrated Circuit Hardware Description Language (VHDL) [4, 7] is an exten­

sion of the Very High Speed Integrated Circuit (VHSIC) program, funded by the U.S Department 

of Defense (DoD). VHDL was first proposed as a language in 1981. The motive was to enhance 

the interoperability of the different chips designed by different vendors [4, 7]. The language was 

also intended to be standardized so its documentation and testing would be easier. Among the 

features that make VHDL more suitable for describing digital systems is its support of timing 

constraints and logical descriptions. Both concurrent statements and processes are supported 

by VHDL.

VHDL is normally used to model digital systems at different levels of abstraction ranging from 

the algorithmic level to the gate level. Recently the language has been also used to model
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communication protocols [45, 61].

Spurred by the fact that a number of manufacturers have commercially proven cost effective 

and highly efficient methods to implement hardware designs for VHDL specifications, VHDL 

is now widely used in the electronic industry. The hardware of a system specified in VHDL 

can be automatically sketched from the specification. Furthermore, one of the advantages of 

using VHDL as a formal description language is that VHDL specifications are synthesizable. 

Interoperability among components of a digital system can also be increased if all components 

are described in VHDL.

VHDL supports the top-down design methodology. Therefore, designers can define systems more 

accurately by describing the systems’ behavior at a high level of abstraction. Details can be 

gradually included into the high level model of the system specified in VHDL. When a system 

is described in VHDL, the system’s external interfaces, called ports, are defined separately from 

the system’s internal implementation which is described in one or more different architectures.

The architecture of a system described in VHDL can be one of three types: structural, data­

flow, or behavioral. Architectures that comprise more than one type are also acceptable in 

VHDL [7]. In the structural style of modeling the entity is defined as a set of interconnected 

simpler components. On the other hand, the data-flow modeling style uses concurrent statements 

from which the structure of the component can be implicitly deduced. Finally, in the behavioral 

modeling style the internal structure of the entity is not explicitly defined. The behavior of the 

entity is rather defined as a set of sequential statements that are specified in a process statement. 

Examples and case studies considered in this research use the behavioral modeling style.
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VHDL specifications are normally modeled as EFSMs. Vemuri and Kalyanaraman [84] discussed 

test generation for the behavioral VHDL specifications by using symbolic execution approach. A 

constraint solver is used to obtain test data for a given path. In their method, infeasible paths of 

the behavioral VHDL specification are assumed not to be present. User annotations are attached 

to the control statements and variables to delimit the execution process and to set variables’ 

ranges. All VHDL control statements, such as loop, process, and wait statements, are translated 

into equivalent if-then-else statements. Furthermore, spatial and temporal incarnations are used 

for choosing values that variables of the current path should resume.
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Chapter 3

Generation of Feasible Test 

Sequences for EFSM Models

As the complexity of communication and computer systems increases, substantial effort is being 

directed towards the development of efficient test generation algorithms to minimize the cost 

associated with system failures. In conformance testing, discrepancies between an IUT and its 

specification are detected.

The FSMs and the EFSMs can be used to model the external behavior of protocols. In general, 

it is easier to generate tests for an FSM model than for an EFSM model since the FSM model 

does not include internal variables which may cause infeasible paths in the graph representation 

of the model. This relative simplicity of the FSMs allowed the development of methods to 

automatically generate feasible conformance tests [8, 9, 10, 11, 13, 14, 28, 39, 41, 50, 51, 53, 60,
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62, 63, 65, 66, 67, 68, 74]. The automation of test generation from the EFSMs is mainly impaired 

by the existence of inconsistencies among the actions and conditions of the EFSM models. The 

specifications written in formal description languages such as VHDL and Estelle are typically 

complex enough to be modeled only as EFSMs [14, 66, 75. 81].

If the interdependencies among the conditions and actions of an EFSM model are not taken 

into consideration during the test generation process, the test sequences may contain infeasible 

paths. Due to the existence of such infeasible paths, considerable effort on test generation may 

be wasted since the infeasible portions of these tests will be discarded later. However, if an 

EFSM is consistent (or the EFSM is converted to a consistent EFSM), the FSM-based test 

generation methods can be used to generate conformance test sequences from the consistent 

EFSM [27, 79, 81].

In general, generating feasible test sequences from the EFSMs is an open research problem. 

This dissertation presents a method which enables the generation of only feasible test sequences 

from a class of EFSM models. It is assumed that the specification consists of a single process 

with linear actions and conditions. It is also assumed that pointers, recursive functions, and 

syntactically endless loops are not present in the specification.

The methodology presented here aims at the detection and elimination of inconsistencies caused 

by the interdependencies among the variables used in the actions and conditions of the EFSM 

models with the above-mentioned properties. After the inconsistencies caused by the action 

variables are eliminated, the method proceeds with the elimination of inconsistencies among the 

conditions of the EFSM (if any).
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Although the examples presented in this dissertation are based on VHDL, the algorithms of this 

dissertation are applicable to all EFSMs with the aforementioned properties.

3.1 Inconsistencies

One of the major differences between the FSMs and EFSMs is due to the memory (i.e., the 

variables used in conditions) associated with the EFSMs. Unlike FSM graphs, the traversal of 

an edge ejt =  (u,-, vj) of an EFSM graph mainly depends upon the conditions of the edges in 

the paths leading to v, whereas for an FSM graph the traversal of an edge only depends on the 

current node and the specified input. In other words, from an EFSM graph the traversal of an 

edge from a node V{ may not be possible due to the conditions of the path(s) from wo to w, while 

for an FSM graph all paths are feasible. The complexity of testing EFSM models increases when 

one or more variables used in the edge conditions can assume multiple values at the same node.

A comprehensive analysis ot the inconsistencies among the actions and conditions of the EFSM 

models is given in the subsequent sections. Although the examples presented in this disserta­

tion are simple, they are designed to depict the inconsistencies commonly present in real-life 

communication protocol specifications.

Let us represent the condition of an edge as

aoo^o +  aoisi + . . .  +  ao(m-i)Zm-i < op>  d

and the of an action as

53

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Xi — aoixo + anXi +  ... +  -f d

where m, op, and d are the number of variables, an operator, and a constant, respectively.

Definition: 4 Condition inconsistency; I f there is no solution for the set of equations formed 

by the conditions of two edges e; and ej, where head{ej) can be reached from tail(ei) or head{ei 

= tail(ek), then e* and ej are said to have a condition inconsistency.

As an example, consider the EFSM graph represented by a directed graph shown in Figure 3.1. 

A test sequence generated from this EFSM, which includes e$ and es, cannot be realized since 

such a test sequence requires two conflicting conditions, (c < 0) and (c > 0), to be satisfied 

simultaneously.

Definition: 5 A ction inconsistency: If the set of equations formed by the actions of an 

edge e* and the condition of another edge ej, where head[ej) can be reached from tail(ei) or 

head[ej) = tail{ei), has no solution, then the two edges of e\ and ej are said to have an action 

inconsistency.

In Figure 3.1, the action of eo assigns 1 to 6. Later in the graph, the variable b is used in the 

conditions of es and eg. Since the set of equations formed by the action of eo and the condition 

of eg:

(6 =  1) AND (6 > 1)

does not have a solution, there is an action inconsistency between eo and eg.
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Definition: 6 Consistent EFSM : An EFSM which is free of both action and condition in­

consistencies is called a consistent EFSM.

(a > 0 )
(b=10;J

(True)
{i=0 ;}

( i< 2 )

(i> = 2 )

(c>0)
{a=a+l; (c <= 0)

{a=a+2;}

Figure 3.1: An EFSM graph with inconsistencies.

In a consistent EFSM, the variables used in the conditions and the actions do not impose any 

restrictions over the paths. Hence, all paths of a graph representing a consistent EFSM are 

feasible.
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The first step towards the automatic generation of test sequences from an EFSM is to detect 

and eliminate inconsistencies (if any) in the EFSM models. The DF and a MBF graph traversals 

are used to detect inconsistencies. For the inconsistency elimination, a graph splitting technique 

based on symbolic execution and linear programming is introduced.

Once the inconsistencies are eliminated from an EFSM graph, the next step is to automati­

cally generate realizable test sequences from the resulting consistent EFSM by using the test 

generation methods available for FSM models [8] - [14] , [28, 39, 41, 50, 51], [53] - [60], [62] - 

[69], [73] - [83].

3.2 D etection  and Elim ination of Inconsistencies

As mentioned earlier, variables used in the actions and conditions of an EFSM graph may 

contribute to the formation of infeasible paths in the EFSM graph. The algorithms presented 

in this chapter enable the automated generation of only feasible test sequences from a class of 

EFSMs. These algorithms eliminate the inconsistencies by creating new nodes and edges, which 

increases the size of the original graph. However, the inconsistency elimination algorithms 

create these new nodes and edges only when necessary. Therefore, although the well-known 

state explosion cannot be avoided for all EFSMs, the unnecessary growth of the state space is 

prevented. For the cases where the state explosion is unavoidable, the size of the new graph is 

constantly monitored as the algorithms eliminate the inconsistencies.
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3.3 Action Inconsistencies

The elimination of inconsistencies from the EFSM models starts with the detection and removal 

of action inconsistencies (if any) and proceeds with the elimination of condition inconsistencies 

(if any). In this section, the detection and elimination of action inconsistencies are discussed.

Variables modified in the paths leading to a node vt may cause action inconsistencies with the 

condition of another edge er , where head(er) € V™achable. Therefore, the effects of the variables 

modified differently by the actions of the paths leading to a node v,- on the conditions of the 

edges reachable from u* need to be analyzed.

In general, the effects of edge actions on variables (i.e., variable modifications) can be represented 

in matrices. For an EFSM graph with m  variables, vari,var2 ,- ..,v a rm, a pair of matrices 

A(m x m) and B(m  x 1) are defined, where A and B  are called the modification matrix and 

the modification vector, respectively. Only one AUM pair, in which A and B axe initialized to 

the identity matrix and to a zero vector, respectively, is associated with the initial node of an 

EFSM graph.

The accumulated effects of the actions in the paths leading to a node can be represented in a 

set of Action Update Matrix pairs

AUM(vj, J) =  {A/j.oi BVit o, Ayiti, • • •, AVilj —i, BVi)j —1 } (3-1)

where AUj)*, BVijc, and J  are the kth modification matrix, ktfl modification vector {0 < k < J), 

and the number of the AUM pairs associated with ty, respectively. The symbolic values of a 

variable vary are represented in the rth rows of AUM(vj, J).
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The number of AUM pairs associated with v, solely depends on the number of different ways in 

which the actions of the edges leading to v, modify variables. If the overall variable modifications 

of the actions of two paths leading to «,• are the same, only one AUM pair is sufficient to account 

for the effects of the actions in the two paths. Therefore, only unique AUM pairs are associated 

with v,.

Example: 3 To describe the method of forming AUM pairs of a node, let us consider the EFSM 

of Figure 3.1. The AUM(uq, 1) is defined as:

1 0 0 0 0 0

0 1 0 0 0 0

0 0 1 0 0 — 0

0 0 0 1 0 0

0 0 0 0 1 0

The AUM(t>i, J) associated with «i is based on the AUM(uoil) and the actions of the 

edges between v q  and vi  (i.e., eo and ei). The first AUM pair of i>i (AV1iq, B V1io) is formed 

when eo is traversed. Because of the effects of the action of eo (i.e., b =  1), zeros axe 

assigned to the elements of the 2nd row of Avito and 1 is assigned to the element of the 2nd 

row of BVuo.

1 0 0 0 0 0

0 0 0 0 0 1

0 0 1 0 0 B v l ,0 = 0

0 0 0 1 0 0

_ 0 0 0 0 1 _ _ 0
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The values assumed by a, b, c, i, and True after eo is traversed can be determined from:

V = AVu0*V  + B  (3.2)

where V’(mxl) is the vector for the variables:

a I 0 0 0 0 a 0

h 0 0 0 0 0 b I

c = 0 0 I 0 0 * c + 0

i 0 0 0 1 0 i 0

True 0 0 0 0 1 . True 0

Equation (3.2) yields a=a, b=l, c=c, i=i, and True=True, which implies that the value 

of b has changed while a, c, i, and True retain their values.

Similarly, due to the action associated with ei, a new AUM pair (AUlii, Bvitj) is formed 

for uj:

1 0 0 0 0 0

0 0 0 0 0 10

0 0 1 0 0 Bv u i — 0

0 0 0 1 0 0

0 0 0 0 1 0

where a=a, b=10, c=c, i=i, and True=True. Therefore, the two AUM pairs AUM(«i,2) 

=  {Avlto, BVlio, AVlji ,B Vlti} formed for t?i are:
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1 0 0 0 0 0

0 0 0 0 0 1

0 0 1 0 0 0 II 0

0 0 0 1 0 0

0 0 0 0 1 _ 0

1 0 0 0 0 0

0 0 0 0 0 1 0

0 0 1 0 0 H « j , o  — 0

0 0 0 1 0 0

0 0 0 0 1 0

To form the AUM pairs for 112, the action of e2 (i.e., i=0) is applied to AUM(ui,2). 

=  {A,,, )0, BVl,0 , AUl,i, jBu,, 1 }. As a result, two AUM pairs AUM(u2,2) =  {AV2t0, BV2i0, 

AV7'i,B V2ti} axe produced:

1 0 0 0 0 0

0 0 0 0 0 1

0 0 1 0 0 & V3,0  — 0

0 0 0 0 0 0

0 0 0 0 1 _ _ 0

1 0 0 0 0 0

0 0 0 0 0 10

0 0 1 0 0 B v3 , i  = 0

0 0 0 0 0 0

_ 0 0 0 0 1 _ 0

In general, after traversing an edge ejt =  (Vi,Vj), new AUM pairs are formed for Vj by
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applying Cite actions of; e*. to the AIUlM(u,, J). Depending upon the net modification on 

AUM (uj. J) by the actions of e*. the number of new AIOM pairs formed tbr Vj may be less 

than or equal to that of U{. This example will be continued later in this section and in 

Section 3.4.D

3.3.1 D e tec tio n  o f A ctio n  Inconsistencies:

The AUM pairs of a node are instrumental in the detection and elimination of action inconsisten­

cies. Multiple AUM pairs at a node 1h indicate that certain variables are modified differently in 

the pachs leading to u* and may potentially cause action inconsistencies. Hence, the conditions of 

reachable edges from u* must be investigated to decide if an inconsistency exists. The result may 

indicate thait none of the conditions of the reachable edges from V{ uses the variables modified 

differently in the paths leading to «*. In this case, there, will be no action inconsistencies.

In this dissertation, a two-plilase MBF graph traversal is designed to handle the detection of 

the action inconsistencies. For convenience, the two phases of the MBF graph traversal will be 

referred to as the P1.-MTRF and P2-MBF. Phase one of the MBF graph traversal, Pl-MBF, can 

lie viewed as the main graph traversal from which the P2-MBF, shown in Figure 3.4. may be 

invoked multiple times.

The main difference between the Pl-MBF graph traversal and the conventional BF graph traver- 

saJ cam be described as fbllows. In the conventional BF graph traversal, all nodes ofl a distiamce k  

from the initial node u q  are visited before any node of a distance k - h l  from v q  is visited. On the 

other hand, in the Pl-MBF graph traversal, the traversal of and the outgoing edges of
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the V Loop̂  are postponed until each edge in the sets and (£}%,„. - Ex ^ “We)

is traversed, respectively. During the Pl-MBF graph traversal, the analysis of a loop (except 

for nested loops) which can be accessed through a yet to be traversed edge is avoided. Upon 

traversing an edge e* =  (ux, LoopVj), it is checked if

3 er = ( v x , Vy ) i  . {LoopV] €  yreachable^ A L o o p ^  £  y L o c p ^  ) (3 .3 )

The traversal of the edges of pv is postponed while (3.3) is satisfied. As can be seen from 

(3.3), an inner loop may be analyzed before traversing certain incoming edges of the outer loop 

entry/exit node.

In the Pl-MBF graph traversal, upon traversing an edge e* =  (vx, vy), it is checked if an action 

inconsistency between the edges in the paths leading to vy 6 V  and an edge er 6 E: (vw,vz) 

reachable from vy exists. The detection of action inconsistencies starts with checking the number 

of AUM pairs associated with vy. If there is more than one, the effects of AUM(uv, J) on the 

conditions of E[*achable must be analyzed. Such analysis becomes complicated when the paths 

between vy and vw contain loops.

When a node with multiple AUM pairs is visited by using the Pl-MBF, the P2-MBF graph 

traversal is initiated. P2-MBF aims to postpone the analysis of the effects of the AUM(uy, J) 

on the conditions of e,- 6 E[*achabl&, where there is a loop in the path(s) between vy and tail(ej), 

until this loop is completely analyzed. The P2-MBF graph traversal is designed to cope with the 

difficulty of analyzing the effects of the AUM(uy, J) on the conditions of E^‘achable by traversing 

each edge of a loop body at most once. As a result, the traversal of the edges is postponed

until the loop whose entry/exit node is LoopVi is completely analyzed by the Pl-MBF graph
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traversal. In addition, unlike the Pl-MBF graph traversal, the loop is not advanced [40] during 

the P2-MBF graph traversal.

e0(0)
(a <= 0) 
{b=l;)

2(1)

e3(l)
(i<2)

e3(0)
( i < 2 ) e6(0)

(True)
{i=i+l;}

e7(l)
(«>=2)

e5(0)
(c>0)

{a=a+l;

e4(0)
(c <=0) 
(a=a+2;)

e6(f)s
(True)
( i = i + l ;

4(1) 5(1)4(0)

e9(l)
( b>l )

Figure 3.2: The EFSM graph of Figure 3.1 after the loop is advanced one iteration.

In the P2-MBF graph traversal, the traversal of a given path terminates if one of the following 

statements is true:

• an action inconsistency is detected

• the path contains a loop entry/exit node LoopVi where
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-  an edges in -  EgjjJ,..) are traversed or

— another entry/exit node LoopVj € VLoopvi is visited by traversing an edge e* = 

(vx,LoopVj)

The action inconsistency detection algorithm is given in Figure 3.3. The algorithm stops after 

finding the first action inconsistency. If there is no action inconsistency, the algorithms stops 

upon completing the traversal of the graph in the MBF m anner.

3.3.2 E lim in a tio n  o f A ctio n  Inconsistencies

The next step after detection of an action inconsistency is to eliminate it. As part of the action 

inconsistency detection and elimination process, a graph splitting technique based on symbolic 

execution is used. For the variable interdependency analysis to be accomplished, the symbolic 

values of each variable at Vi axe collected.

The elimination of an action inconsistency between two edges ejt =  («*, vy) and er =  (vw, vz) of a 

loop-free graph is accomplished with the following algorithm. In this algorithm, the elimination 

of the action inconsistency between e* and er is accomplished by placing these two edges in 

two separate subgraphs to prevent these two edges from being included in the same path. The 

two subgraphs are formed by splitting nodes and edges of Vyfachabie and £T«acAaiie such that 

each subgraph contains either e* or e,.. Figure 3.5 depicts the action inconsistency elimination 

algorithm.

The action inconsistency elimination algorithm shown in Figure 3.5 aims to avoid the creation 

of unnecessary duplicates of nodes and edges. For example, the effects of the AUM pairs on
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Action Inconsistency Detection 
input: (G , E ); 
ou tput: £ “ »/*«*;
V Vi  e  V  set E*fayed = 0; E ^ t{T) = 0; T*  =  0; u0  =  W PI-DONE = False;
w h ile  (N O T  P l.D O N E ){  

if (uj == LoopVi) {
p d e ta y e d    n e s i t

}
while ((£°“‘ -  (JS?"t(T) U E t‘la*'d)) £  0){

trav erse  ek 6 (£ £ “ -  (£^“‘(T) -  E * * 9* ));
£?“t(T) =  < tt,(T1 U {efc};
j - tm ( T )  e t tn ( T )  , , /  i  

ta i t ( e h )  — ta i£{ ej,) *“* \ e * / i
if ( t a i l ( sk) = -  LoopU])

if (head(ek) 6 V'toop”>){
, advance (Loop0j); 
exit();

}
else{

update AUM(tai/(e*), J); 
if (new AUM pairs are formed for tail(efc){

P2-MBF(vj,
}

if (3 er =  (u«, uv) $ E%*‘(T) : (LoopVj 6 V ;“ ' habu) A («,, loop.,. * Vrt<’op”n )){

if((^ a " <(«k, - ( C ‘«uk)U{er =  (vr,£oopVi) : v I 6 Vioo^ } ) ) = = 0 ) {  
TailOfQueue2 =  iail(ejc);
}

else if (jtatfUfc) ==0){
TailOfQueuel =  tail(ek)\

j> ta iH ek ) _  j .

update AUM(ia«f(e*), J);
}

else{
update AUM(fati(ejc), J); 

if  (new AUM pairs are formed for tail(ek){
P2M B F (vu V di'- m°dif ' ‘d);

if (HeadOfQueuel = =  Null){ 
if  (HeadOfQueue2 = =  Null){ 

P1.DONE =  True;
}

else{
Vi =  HeadOfQueue2;

else{
Vi =  HeadOfQueuel;

Figure 3.3: Action inconsistency detection algorithm - Pl-MBF.
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P 2 - M B F  G r a p h  T r a v e r s a l  

input: v x , V d̂ - modi^ied; 
output:
V Vi E V, E™ t(T) =  £ " » / * «  =  0,TVi =  0, Vi =  vx ; 
ydif-m odified  _  ydif-m odified . P2_D0NE =  False;
while (NOT P2J)O NE){

while ((E -  (E™ t{T) U E****)) ±  0 ){ 

traverse ek 6  (E%* -  (E™ i{T) -  E ^ ed)); 
E % t{T) = E g ™  U{ejfc};
pdn{T) — rp'.v.{T) . |

taU(eic) ~  tail(ek) U l e*/>
if (Ttail̂  = =  0 ){

TailOfQueue =  tail(ek)’,
2<tail{ek) _

}
ipc/iecfc   ip out

while (£<*«* #  0 ){ 
select ec 6  £ cAec*;
jgcheck _  £c/ie< *  _

if ((Vecon_UJed PI y dif - modif itd) ^  0 ){ 
if (ec is infeasible) {

^conflict _  {gc (J gfc}

P2-DONE =  True;
}

}
}

}
if (HeadOfQueue = =  Null){

P2_DONE = True;
}
else{

Vi = HeadOfQueue; 
if (Vi == LoopVi){

pdelayed _  pexit 
Vi LJLoop-a. i

}
}

}
re tu rn  £ “ »/'**;

Figure 3.4: P2-MBF algorithm.
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the outgoing edges of vw due to the incoming edges of vy are carefully analyzed to prevent 

unnecessary future graph splits. Only the edges of E™ = (E^ U E ^ T) that do not conflict with 

the edges in E™1 should be duplicated during the splitting. During the graph splitting, it is not 

apparent if placing copies of the edges in E in the same subgraph with e* =  (ux, vy) will cause 

action inconsistencies. Copies of such edges axe temporarily included in the same subgraph with

The effects of the actions of E ^ md on the outgoing edges of vw 6  must be analyzed

later when each edge in Ed*J’end is traversed, where Ed̂ end is the set of edges temporarily 

included in the subgraph containing e*. When e' (s. > € Edfpend is traversed, it is checked if the 

actions of e^s.j are inconsistent with the conditions of the outgoing edges of v'w ŝ.y  If they are, 

is removed from the graph. Recall that is one of the copies of whose outgoing 

edges conflicted with ek(3y

The graph splitting is slightly different when the tail(ejfc) is a loop entry/exit node as will be 

described later.

Since the graph topology changes with the creation of the new edges and nodes, the action 

inconsistency detection algorithm restarts after each graph splitting. As defined in Section 2.1.2, 

a path from u,- to Vj should not include «o- Hence, the inconsistency removal algorithm does not 

split t/Q.
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Action Inconsistency Elimination
input: e* = {vx, vy) and er =  [vw,vz), where an action inconsistency 

exists between e* and er 
goal: to eliminate the inconsistency between ek and er by creating

two subgraphs such that each subgraph contains either e* or er, but not both
begin

Split uy(a) into two nodes as: v'ŷ  and vy^ y  
Split V € Vy‘̂ hable into two nodes as: 

v'-.s G Vr,eachabie and 6  yreachable
‘(4) V )  1(4 } *W>

Split V em(a) =  {vi(s),Vj{3y, Lemls)) G Erv' “̂ iable into two edges as:

=  nd

Split V 6 m(i) = (^(i) i vy(i) i-^em(j)) ^ such that
Cons(em(a),eJk(a),uw(a)) = 1 , into two edges as:

em(5 ) = ( ^ v y{3];LemU)) G and
»(»)

c m (j - ) =  )! £ « m (,|) €  E j  w h e r e  W« M  t h e  n o d e»(**)
whose outgoing edges axe inconsistent with efc(a);

Create a duplicate of V em(a) =  (v»(«) •«»(<) ;£«„,(,)) € such that 
Cons(eTJl(J), ejfe(a), u,^)) = 0  as:

e m (s) =  (u ‘(* )' u y(«)» ^ « m ( i |) ^  >
»(* )

Split V em(a) = (vi(s),vy(j);L em(j}) G E™j"T} into two edges as:

4(5) = te(«Kvy ( ^ L ^ J  e  E 7 {NT> ^
»(*)

em(5 -) =  (Ut(5))Uy(a-)»-f'em(()) 6  Ey* !«<(«•)
end

Figure 3.5: Action inconsistency elimination algorithm.

3.3.3 Elimination of Action Inconsistencies from the EFSM Graphs with 
Loops

The basic concepts used to eliminate inconsistencies from the loop-free graphs are extended to

handle the removed of inconsistencies from the EFSM graphs with loops. As for the loop-free
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el(0)
(a>0)

{b=10;}

e0(0)
(a <= 0) 
{b=l;}

e2(0)
(True)
{i=0 ;}

2(1)2(0) 2(2)

e3(l)
(i<2)

e3(0) 
(i < 2) e6(0)

(True)
(i=i+l;]

3(2)
e4(l)
(c <= 0) 
{a=a+2;}

eS(l) 
(c > 0) 

{a=a+l;j

4(1) 4(2)4(0) 5(2)
e9(2) 
(b > 1)

e8(2)
(b <= 1)

6(2)

Figure 3.6: The EFSM graph of Figure 3.1 after the loop is advanced two iterations.

graphs, the action inconsistency detection is performed by using a two-phase MBF graph traver­

sal. For simplicity, only loops with single entry/exit nodes are considered in this dissertation. 

As mentioned before, the exit criteria for all the loops considered in this study can be reached 

in a finite number of steps.

Let us suppose that in a graph with loops, when e* = {vx,vy) is traversed an action inconsistency 

is detected with one of the edges in El‘achable. One of the following cases is true:

69

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



el(0)
(a>0)

(b=10;}

e0 (0 )
(a <= 0) 
{b=l;}

2(1) 2(2)

e6(0)
(True)

{i=i+l;V e7(2) 
(I >=2)

5(2)4(1)4(0)
e9(2) 

(b>  1)

6(2)

Figure 3.7: The EFSM graph of Figure 3.6 after the infeasible outgoing edge of t/2 (2 ) is removed.

• Case 1 : vx v Loopvi.

• Case 2 : vx,vy € V Loopv< and y #  t (i.e., tail(ejfc) is not the loop entry/exit node).

• Case 3: vx,vy 6  VLoop*< and y = i (i.e., tail(ejt) is the loop entry/exit node).

The method of graph splitting for Cases 1  and 2  is similar to that of the loop-free graphs except 

that if LoopVi is split, a copy of each edge &r 6  is included in all new subgraphs. For

Case 3, the following steps are taken to eliminate action inconsistencies:
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1. The loop is advanced one iteration by duplicating all nodes of V£ a n d  the edges of 

EreachahU ^  yreachabiê  and £ ^ aWe, respectively. Since a loop

must have only one entry node, V er =  (vx,vy) € E i£oopv: vx 0 V LooPvi are not duplicated.

2 . The AUM pairs of LoopVi are not updated.

3. The ending node of ek^  is changed to Loop >

4. To determine the exit condition(s) of the loop, the feasibility of the conditions of each 

edge in E™L ( is investigated. If the loop exit criterion is satisfied, the conditions of
*i<«)

the edges in (E t -  E f ^  ( ) become infeasible. Otherwise, the conditions of edges
”i(j)

in Ef£L t are infeasible. An edge whose condition is found to be infeasible is removed 
”■(«)

from the graph.

Similar to the case of loop-free graphs, the above steps are repeated after each graph split.

Let us introduce the following definitions for any node vt- 6  V:

S  E• AUM(t/j, J)[uj vx]: the resulting AUM(ux,J)  after applying symbolic execution on 

AUM(uf. J) in the paths between Vi and vx 6  V.

• E ^n^ exeE'Vi' C E ™ ^: set of traversed incoming edges of u,-, where each edge conflicts

SEwith er after obtaining AUM(vj, J)[vi head(er )].

conf(cx{zEout Cr)
• Eek̂ ,t x efc‘~er> r : set of edges in the paths from tatl(ejt) to head(er), where each edge

S Econflicts with er after obtaining AUM(tat7(ejt), J)[tail(ek) flead(er)].
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• set of edges in the paths between and head(er) whose conditions are
Op*

infeasible after obtaining AUM(uj, J)[nj ^  headifir)].

After an action is detected and eliminated, the resulting graph d  (V' ,E ')  is characterized as: 

V' = (V -  K Z t*  -  K « »  U v; u V,'„ where (3.4)

v , =  u  and V„ =  ({»;„.,} U
»(•*> »(*•)

£ ■ = ( £ -  E ™ ? *  -  £ £ . ,)  U ef, U Hf„, where (3.5)

E', =  y £ ‘”<WT) y
«v-ta t/(er) vy(l)

a m f(e z €E i’} , er )

( £ ? (T) -  £„ , V' (‘> ) and
»»(«> » <*>

E'n =  (Er?achabU -  Econf^ E°'Z~'r>*')) u  £*?
"»(*•) "»(*•)

U ({e^U E*?™ *)
”«(«•)

Due to the removal of edges with infeasible conditions from d  (V1 ,Ef), unreachable subgraphs 

may result. A simple DF graph traversal can be used to eliminate unreachable subgraphs from 

d  (V‘ ,E >). Furthermore, if the condition of an edge e,- cannot be satisfied due to the action of 

another edge ej, it is removed from the graph as will be described in Section 3.4.

Example 3 (Continued): The EFSM graph of Figure 3.1 will be used to demonstrate the

process of detecting and eliminating inconsistencies in EFSM models. The main graph
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0(0)el(3) 
(a > 0 ) (b=l0jj

1(0)UI)
e2(0)

(True)
(1=0 ;)

e2(3)
(True)(l=0 ;j

2(0) 2(2),2(3) 2(4)

e3(4)
(T rue)/ , |  <- 2) (1=1+1;)/ (7 ,2)

m3(4))3(3),
e4(3)

(c< = 0 )
(a=a+2;}/ e5{4)

/  (c >  0)
—^(a=a+l;)( 4(4) 4(1)4(0) 5(2)( * 5 )

e9(5)
(b > 1)

e8(2)
( b < = l)

6(5),

Figure 3.8: The resulting EFSM graph after splitting the graph of Figure 3.7 due to ei action.

traversal is performed by using the Pl-MBF from which the P2-MBF may be invoked 

multiple times.

As described in Section 3.3, the following two AUM pairs are created for v\ after the 

outgoing edges of vq are traversed:

1 0 0 0 0 0

0 0 0 0 0 1

0 0 1 0 0 flm,o = 0

0 0 0 1 0 0

0 0 0 0 1 _ 0
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1 0 0 0 0 0

0 0 0 0 0 10

0 0 I 0 0 S«[,i — 0

0 0 0 1 0 0

0 0 0 0 1 0

which indicates that the two incoming edges of v\ modify differently the variable b. Hence, 

the P2-MBF graph traversal, where vi is considered as the starting node, is initiated. P2- 

MBF traverses the edge of e2 , e3 , e4 , es and e6 . Since these edges do not use b in their 

conditions explicitly or implicitly, the P2-MBF terminates. Notice that, during the P2- 

MBF graph traversal of Figure 3.1, e-j is not traversed since it is in E J ^ ^ .

The Pl-MBF continues until the loop is completely analyzed without detecting any in­

consistencies as shown in Figures 3.2 through 3.7. As stated earlier, the inconsistency 

detection and elimination algorithms restart after each graph split. The P2-MBF is in­

voked again upon visiting t>i of Figure 3.7. The P2-MBF graph traversed proceeds until 

1)5 (2 ) is visited. At this point, an action inconsistency is detected between the edges leading 

to u1(Q) and the outgoing edges of vS(2). As a result, the graph of Figure 3.7 is split as 

shown in Figure 3.8 to prevent the conflicting edges to be accessible from one another.

At this point all action inconsistencies due to the variables modified differently in the 

paths leading to a node are eliminated from the EFSM graph. However, as can be seen 

from Figure 3.8, there are condition inconsistencies in the resulting EFSM graph (e.g., 

the edges of e4 (o) and e5(1) conflict since their conditions require that c < 0  and c > 0 , 

respectively). This example will be will be further analyzed in Section 3.4 where the
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detection and elimination of condition inconsistencies are addressed.O

3.4 Condition Inconsistencies

In this section, the detection and elimination of condition inconsistencies (if any) is pursued, 

which is the next step after the action inconsistencies are eliminated from the EFSM model.

A test sequence generated from an EFSM should avoid including two or more edges with conflict­

ing conditions. The conditions of the edges of a test sequence constitute a system of constraints. 

When an edge e* =  (Vi,Vj) is included in the test sequence, a new set of constraints is formed. 

Hence, the condition of e*, together with the edge conditions already included in the sequence, 

determine not only the feasibility of the sequence but also whether other outgoing edges of 

yreachable can be included in the same test sequence. For example, a test sequence generated 

from the EFSM graph of Figure 3.8, which contains e^o) and es(ij is infeasible since such a test 

sequence would require that (c < 0 ) and (c > 0 ) simultaneously.

Algorithms available for solving linear programming problems can be used in deciding whether 

a certain path predicate is feasible [70]. Let us first briefly describe the linear programming 

problem.

A linear programming problem consists of:

• An objective function that needs to be optimized.

• A set of decision variables whose values are to be found.

• A set of constraints that the values for the decision variables should satisfy.
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Formally a linear programming problem is defined as:

Minimize M x  subject to

Ax = b, where (3.6)

x >  0

where A, b, M and x are the coefficient matrix for the set of the constraints, the vector containing 

the constants associated with the constraints, the coefficient matrix for the objective function, 

and the vector representing the decision variables, respectively. Notice that the operators of 

(3.6) can be easily changed to the form of < or >.

The simplex algorithm can be used to decide if a set of linear constraints can be satisfied 

simultaneously [1, 70). The algorithm consists of two phases. The first phase starts with a 

basic feasible solution and determines if an optimal solution for the original linear programming 

exists. Depending upon certain properties of the solution found in phase one, the feasibility of 

the original problem is determined. If the problem is found to have a solution, phase two of the 

simplex algorithm is initiated to find an optimal solution.

In this dissertation, the existence of a condition inconsistency between two edges of an EFSM 

graph is determined by formulating a simplified linear programming problem, where the cost 

function is skipped. The cost function of the simplex algorithm is not significant if the aim is to 

decide whether the traversal of a path is feasible. Therefore, phase one of the simplex algorithm 

is sufficient to achieve the goal of detecting condition inconsistencies.

Since the edge conditions may have different operator, certain modifications may be needed 

before the linear programming problem, formed by the edge conditions of a path, is solved. All
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operators of the conditions should have one of the operators of <, >, or =. For example, the 

modifications needed to convert all operators to < can be summarized as:

1. If the operator of the condition is =, a very small real number 8 is added to the constant 

of the condition.

2. If the operator of the condition is <, 8 is subtracted from the constant of the condition.

3. If the operator of the condition is >, all the coefficients and the constant of the condition 

are multiplied by -1 .

4. If the operator of the condition is >, all the coefficients and the constant of the condition 

are multiplied by - 1  and <5 is added to the constant of the condition.

5. If the operator of the condition is the actions of steps 2 and 4 should be done since the 

constraint may have a solution in one of the two regions specified by the operators < and 

>.

In Section 3.3 edge actions were represented as matrices. In a similar fashion, the edge conditions 

in a path from the starting node vo to a node V{ can be represented in matrices. A triplet of 

matrices are defined as C (m x p), OP (p x 1 ), and D (p x 1 ), where m  is the number of 

variables, p is the number of conditions in the path from vo to t/,-, C  is the coefficient matrix, 

OP is the operator vector containing the relations of =, <, >,! =, • • •, etc., and D is the scalar 

vector containing the scalar values of the conditions in the path.

The AUM pairs discussed in Section 3.3 are applied to the edge conditions of the EFSM graph. A 

single condition of an edge e* =  (v{, Vj) is in the form of C*V(OP)D. The condition of e* will be
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modified based on the symbolic values of the variables varo through um_i, which are represented 

by the AUM(v,-, J). As described in Section 3.3, the current values of the variables including all 

the modifications represented by an AUM pair of v, are in the form of: V  =  Ai<k * V + Biik. 

Substituting V  values in an edge condition will result in C{Ai^*V+Bi^)(OP)D, which simplifies 

as E  * V (O P )f, where E  = C * A ^k  is an m-element vector and /  is a scalar. During the DF 

graph traversed, an edge e* = (Vi,Vj) whose condition is infeasible based on the AUM pairs of 

Vi is deleted from the graph. The values assumed by the variables used in the condition of ek 

can be determine from:

C * V = C * [AV2tk *V  + BV7ik) (3.7)

where C is the coefficient matrix for the condition of e* and 0 < k < J  for J  is the number of 

AUM pairs associated with V{.

The accumulated different conditions of the paths leading to Vi can be represented in a set of Ac­

cumulated Condition Matrix (ACM) triplets: ACM(uj, J) = (CVj>o, OPVuo, DVito, CVui,O PViii, 

DVi,i , —, CvuJ-uOPvuJ-i, Dvi,J-1 ), where CVitk, 0~PVi,k, DVi,k, and J  are the kth coefficient 

matrix, ktfl operator matrix, ktk scalar value matrix (0 < k < J), and the number of the ACM 

triplets associated with v,-, respectively.

Exam ple 3 (Continued): Let us describe the process of forming ACM triplets for the nodes

of an EFSM graph. Suppose that the EFSM graph of Figure 3.1 is being traversed in a DF

manner. The DF graph traversal of this graph starts with the edge of eo, whose condition

can be represented by the following ACM triplet:.
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C = [1 0 0 0 0], OP =  [<], D =  [0].

The True condition of e2 , which is the next edge to be traversed in the DF manner, is

represented by the triplet of:

C =  [0 0 0 0 1], OP =  [=], D =  [1 ],

Hence, the ACM(u2 , 1) formed by traversing the edges of eo and e2  is constructed by

appending the two triplets associated with these two edges as shown below:

1 0 0 0 0 < 0
OPv2,0 — «̂a.O —

0 0 0 0 1 = 1

The triplets associated with the condition of e3  is appended to ACM(t>2 , 1) to form 

ACM(u3 , 1 ) when e3  is traversed:

1 0 0 0 0 < 0

C»3 , 0 — 0 0 0 0 1 Opv s.o = = DV3,o = 1

0 0 0 1 0 < 2

which implies that a < 0, True=1, and i < 2.

As mentioned before, if an edge eT = (uj, Vj) is found to be infeasible due to the AUM pairs 

of Vj, the edge is deleted from the graph. The feasibility of an edge can be determined 

from the AUM pairs of its head node. For example, the current values of the variables used 

in the condition of 6 3  can be found by applying the two AUM pairs associated with v% on 

the condition of e3 as defined by 3.7, where C is the coefficient matrix for the condition of 

e3 , k assumes the values of 0  through 1 , and
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v̂a.O —

1 0 0 0 0 0

0 0 0 0 0 1

0 0 I 0 0 ,0 — 0

0 0 0 0 0 0

0 0 0 0 I _ 0 _

^Wj,l —

1 0 0 0 0 0

0 0 0 0 0 10

0 0 I 0 0 . i — 0

0 0 0 0 0 0

0 0 0 0 1 _ 0

Using AU2iq and 5 UJto in (3.7) gives:

[•

[ • 0 0 1 0

a

b

0 0 1 ° ] c =

i

True

/ I 0 0 0 0 a 0 \

0 0 0 0 0 b 1

0 0 I 0 0 c + 0

0 0 0 0 0 i 0

\ 0 0 0 0 1 _ True 0 /

which simplifies as: i =  O.Q
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3.4.1 Detection of Condition Inconsistencies

The condition inconsistency detection is performed by traversing the graph in a DF manner. 

Two different approaches may be taken to detect and eliminate condition inconsistencies. In 

the first approach, all ACM triplets of a node vy are collected and then each of ACM(uy, J) is 

compared with the conditions of edges in E™1.

In an alternative approach, which is used in the algorithms of this dissertation, the condition 

inconsistencies can be detected and eliminated by focusing on the ACM triplets of a node vy , 

ACM(uy, J), one at a time. Let DFU0̂ .„y be the path between vq and vy traversed for the first 

time that vy is visited in the DF graph traversal. Let ACM(er) be the triplet representing the 

condition of e*. € r̂eachable Furthermore, let VAR™ ~™ d 6  VAR, where e, e  E, be the 

set of variables used in the conditions of e,-. Once a node vy is visited by traversing an edge 

e/t =  {vx , v y ), each edge er =  (vw , v z ), where v w € V™achable, such that

V A R ^ 1'™ *  n VAR™ -™ * #  0 (3.8)

is identified. The consistency between the conditions of e* and er is then checked by appending 

ACM(er) to the ACM(uy,p).

Let us introduce the following definition:

1, if ACM(u!/,p)#ACM(er ) has a solution
Feas(ACM(t/y,p), er) =  < (3.9) 

0 , otherwise

where #  denotes appending the two ACMs.

If the new constraints formed by ACM {vy,p) #  ACM (er) has a solution, er is said to be consistent
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with the edges whose conditions constitute ACM(uy,p) and thus the condition of er is removed 

from the constraints to continue the condition inconsistency detection. However, if the set of 

constraints represented by ACM(uy,p)#ACM(er ) does not have a solution, er is inconsistent 

with the edges whose conditions constitute ACM(t/y,p). The condition inconsistency detection 

algorithm is presented in Figure 3.9. The algorithm stops when a condition inconsistency is 

found or, when there is no such inconsistency, upon the completion of the DF graph traversal.

3.4.2 E lim in a tio n  of C o n d itio n  Inconsistencies

The elimination of the condition inconsistency between two edges of e* = (vx,vy) and er = 

(vw,vz) is accomplished by splitting the nodes {u; 6  : Vi u ,̂}, with their incoming

and outgoing edges, into two subgraphs such that each subgraph contains either e* or er but 

not both. The outgoing edges of the nodes {v{ € vw} will be referred to as

E™t,Vw. The algorithm given in Figure 3.10 eliminates the condition inconsistency between two 

edges e* =  (vx,vy) and er = {vw,vg).

During the inconsistency elimination, the consistency of the edges of E„yT with the outgoing 

edges of vw needs to be checked. Since the consistency of the edges of with E%£ cannot

be decided during the graph splitting, copies of these edges are included temporarily in the same 

subgraph with e* =  (vx,vy). The influence of E ^ md on the conditions of the outgoing edges 

of vw 6  must be analyzed later when each edge in E ^ >end is traversed, where Ed̂ end

is the set of edges which are temporarily included in the subgraph containing e*. An edge 

e^a.j 6  gtfpen* whose condition is found to be inconsistent with the condition of an outgoing
V(*«)
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Condition Inconsistency Detection 
begin

input: G(V,E) 
output: E 00*!
goal: to detect a condition inconsistency 
E°cnS -  0 ; 
vx = vQ;
V = V - { v x};
DONE-DF = False;
while ({NOT DONE-DF) A (V #  0)){ 

while ((E g 1 ±  0) A (NOT DONEJ)F)){ 
traverse e* =  (vx,vy) € E g 1;
E g * = E g 1 -  {efc}; 
if ((3 er = (vw,vz) 6  E rvg chable where 

(V A R g l~used n VARceg - used #  0) A 

(Feas(ACM(1;!„p)er )=0))){
E ™ f  =  {ek } U  {ev};
DONEJDF = True;

}
}
select a new node vx 6 V as determined by the DF; 
V = V - { v x};

}
re tu rn  E conf ; 

end

Figure 3.9: Condition inconsistency detection algorithm.

edge of is removed from the graph.

After a condition inconsistency is detected and eliminated, the resulting graph G'(V', E1) is 

defined as:

V' = ( V -  {vi  I V i €  A V i -  vw} -  (3.10)

83

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Condition Inconsistency Elim ination
input: e* =  {vx,vy) and er =  {vw,vz), where a condition inconsistency 

exists between ejt and er 
goal: to eliminate the inconsistency between ejt and er by creating two

subgraphs such that each subgraph contains either e* or e,., but not both 
begin

Split into two nodes as: vŷ  and vy ŝ.y  
Split V : Vi vw into two nodes as:

6  Vr,eachabU and v ' . ,  € v r,eachable-,
' vvU) ”y(»*)

Split V em(s) = (Ojf.j.VjMti,.,,,) »„ into two edges as:

4 (<) = 6  ^ £ 7 “* “ d

vU )
Split V em(4) = (w»(5),Vy(j);^m(j)) 6  ~ {e*}) into two edges as:

4(5) = e ^ '(T) “ d
>(s)

4 (5 *) = (Ut(4), u'(S.); i e m ( j ) )  6  where vw(s) is the node whose outgoing
ui<»*)

edges are inconsistent with e ^sy,

Split V e ^ jj = (vi[s),Vy{s); L ^ , ) )  ^ -®vV(j) 
into two edges as:

4(5) = (««(»)»4.)’Le»u>>e * v (ivr) 31101»(-*)
e m ( 5 * )  =  ( U » ( a ) ' U y ( 5 ’ ) > ^ e m ( s ) )  e  iw(i‘)

end

Figure 3.10: Condition inconsistency elimination algorithm. 

{uy(5) »  u  ^  u V 'ri' where

V, = ({4.,} U V J'"'"’*'') and V„ = ({«',,.>} U
‘ »(5 ) '  '  "»(*•)

E! —{B -  u  S', U where (3.11)
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E'r =  E ^ {NT) U £ l?(T) U ErfachabU and
” » ( * >  u v ( » )  v vW

E'u  =  E dfpend U £ ‘?(T) U {ejt} U (Er?achable -
t \ u ( j ‘ ) % ( 0  u v U ’ )

{et- G E rfachable : Feas(ACM(t/J/tp)#ACM(ei)) = 0})
vvi*m)

As for the action inconsistency detection and removal case, the algorithms restart after each 

graph split.

Example 3 (Continued): The action inconsistencies are eliminated from the EFSM graph 

prior to handling the condition inconsistencies as shown in Figures 3.2 through 3.8. Hence, 

the analysis of condition inconsistencies starts with the graph of Figure 3.8. Due to the 

edge conditions of the edges of e4(0), e4(1), e5(0), e5 (i), e4 (3 )> e4 (4 )> e5 (3 )i and e5 (4 )> the graph 

shown in Figure 3.8 contains condition inconsistencies.

A DF graph traversal on the graph of Figure 3.8 begins with the edge of e0 (o)- The ACM 

triplet of Ux(o) resulting from the traversal of eo(o) is ACM(ui(o), 1 ):

[1  0  0  0  0 ] [<] [0 ]

The conditions of all outgoing edges of Vi € V™actlable are consistent with the condition 

of eo.

The DF graph traversal of Figure 3.8 proceeds with the edges of e2 (o), e3 (o)i e4 (0 ) > ■ • •• The

ACM triplet resulting from the traversal of the path eo(o) • e2 (o)' e3 (0 ) • e4 (o) is:
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0(0 ) c0(0)el(3 )
U > 0 )(b-IOJ,

1(0)

(True){t*t+l;} 3(0)

c5(7)
(c> 0 )

4(1)4(0)4(6)

Figure 3.11: The EFSM graph after the graph of Figure 3.8 is split due to the condition of e4 (o) 

(the subgraph starting from node u^o) >s shown).

1 0 0 0 0

0 0 0 0 1

o o o i o

o o i o o

< 0

= 1

< 2

< 0

At this point of the graph traversed, it is found that the edges e4(X) and es(i) use the variable 

c in their conditions, which is also used in the condition of e4 (o)- Hence, it is checked if 

each of the systems of constraints formed by appending ACM(e4(X)) or ACM(e5(1)) to 

ACM(u4(0), 1 ) has a solution.

Since the system of constraints formed by ACM(ti4 (o), 1)# ACM(e5(1)):
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• 1(0 )Id)

2( 10)

e3(4) (i < 2)e3(10) \e 6 (9 ) 
(I < 2) \ (True), ()c7<II) 

(i»2) e7(J)(i>-2)
3(4)3(10)

eS(10)
( c > 0 )

4(1)4(9) 5 (S)4(10)3(H)

6( 11),

Figure 3.12: The EFSM graph after the graph of Figure 3.12a is split due to the condition of e4(3) (the 

subgraph starting from node t/mj is shown).

1 0 0 0 0 

o o o o i  

o o o i o  
o o i o o  

o o o i o

does not have a solution, there is a condition inconsistency between e4 (o) and 6 5 (1). To 

eliminate this inconsistency, the graph of Figure 3.8 is split such that e4 (o) and e5 (x) are 

placed into two separate subgraphs as shown in Figure 3.12a.

Similarly, when e4(3) of the graph of Figure 3.12a is traversed, the linear programming 

problem formed by ACM(u4(3), l)#ACM(e5(4)):
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1 0 0 0 0 

0 0 0 0 1 

0  0 0  1 0 

0 0 1 0  0 

0 0 1 0  0

> 0

= 1

< 2

< 0

> _ 0

has no feasible solution. As a result, the EFSM graph of Figure 3.12a is split to eliminate 

the condition inconsistency between e4 (3 ) and e5(4) as described in the condition incon­

sistency removal algorithm. Figure 3.12b shows the final EFSM graph which contains no 

inconsistencies. Notice that the subgraph of Figure 3.12b which starts from the node u1(0) 

is identical to the subgraph starting from u^o) °f Figure 3.12a. □

3.5 Algorithm  Implementation

•The inconsistency detection and elimination algorithms presented in this thesis have been imple­

mented as a software package written in C language. The size of the software package is about 

12,000 lines of algorithmic C code (the package does not contain any graphical features). As 

its input, the software package reads a user specified file containing the description of an EFSM 

graph with the properties of the class of the EFSMs considered in this thesis. The output of 

the software package is a file, whose name is also provided by the user, where the final resultant 

EFSM graph is stored after all inconsistencies sire eliminated.

Before the detection of inconsistencies, the software package checks if graph is strongly connected 

(i.e., each node is reachable from the others). First, the action inconsistencies are eliminated
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from the graph (if any). Upon the detection and elimination of an action inconsistency, the 

software restarts the analysis, with the resultant graph being used as an input graph for the 

next iteration, to determine if there are other action inconsistencies remaining in the EFSM 

graph. This process continues until there is an iteration in which the MBF graph traversal 

terminates without detecting an action inconsistency.

The routine which handles the condition inconsistencies is invoked after all of the action incon­

sistencies are eliminated from the graph (if any). Similar to the action inconsistency detection 

and elimination process, the output EFSM graph obtained after detection and elimination of a 

condition inconsistency is used as an input for the next iteration.

Appendix A contains the formats used in the software package for the original EFSM graph 

input and the resultant EFSM graphs after each of the action and condition inconsistencies are 

eliminated.

3.6 Com plexity o f the Algorithms

The complexity of the action inconsistency detection and elimination is contributed by a two- 

phase MBF graph traversal and constructing the number of AUM pairs for each node, for each 

edge for each AUM pair.

The complexity for the two-phase MBF graph traversal is (0(E2). For each node u,-, the number 

of AUM pairs is x |AUM(uj, J)| (where is the number of edges from Vj

to such that 3 e* =  (t>y, V{).
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The complexity for the condition inconsistency detection and elimination is bounded by the 

number of AUM pairs of each node and executing the linear programming for each edge. Linear 

programming takes min(m2, S2) steps where m is the number of variables and S  is the number 

of constraints [1 ].

Therefore, for the general case, the complexity of algorithms for handling the action incon­

sistencies is exponential with respect to the number of simple paths (i.e., the number AUM 

pairs). Similarly, the condition inconsistency elimination cam be exponential with respect to 

the number of graph splits. However, based on our experience with several protocols (even with 

nested and/or concatenated loops), the complexity of both algorithms and, hence, the size of the 

consistent graph are bounded by the number of different values each condition variable assumes.
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Chapter 4

Examples of EFSM Classes

The inconsistency detection and elimination algorithms presented in Chapter 3 are applied to 

several EFSM graphs with different topologies. The examples presented in the following sections 

are selected to represent the common EFSM models of the specifications given in high-level 

formal specification languages such as VHDL. Three types of EFSM graphs containing simple, 

nested, and concatenated loops [2, 5] are considered.

The loop body of a simple loop cannot include other loops whereas the loop body of a nested 

loop contains one or more loops. Two loops whose entry/exit nodes are LoopVi and LoopVj are 

said to be concatenated if:

3 : (e* € E ^ , ^ )  A (efc 6  (4.1)

Each of the two concatenated loops can be a simple, nested, or concatenated to smother loop.

As mentioned earlier, all loops (i.e., while/for loop constructs of high-level formal specification
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languages) in this study axe assumed to have single entry/exit nodes. Furthermore, syntactically 

endless loops [64] are not considered.

In the following discussion, the variable True does not appear in the AUM pairs of the nodes 

since it does not contribute to the formation of inconsistencies.

4.1 EFSM  Graphs w ith  Simple Loops

In this section, the process of eliminating inconsistencies from EFSM graphs with simple loops 

is considered. To illustrate the concepts, the inconsistency detection and elimination algorithms 

sire applied to the EFSM graph of Figure 4.1.

The set of variables used in the edge actions and conditions is VAR = {a ,b ,i,j,x}. The graph 

contains action inconsistencies. For example, due to the action of eo, the path consisting of the 

edges of eo,e2 ,e3 ,e5 ,e6 ,e3 ,e5 ,e6 , and e-j is infeasible.

The Pl-MBF graph traversal of the graph in Figure 4.1 starts with the traversed of eo whose 

ending node is ui- The action of eo assigns 2 to x. Therefore, at this point of the graph traversal 

ui has only one AUM pair (i.e., AUM(vi, 1) =  (A^o,-Btn.o}:

1 0 0 0 0 0

0 1 0 0 0 0

0 0 1 0 0 ,0 = 0

0 0 0 1 0 0

0 0 0 0 0 2
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eO 
(a <= 0 ) 
- {x=2 }

(a > 0 ) 
{x=3},

e7 N 
(i>= x)( i <x)

e6  / e5
(True! Cb > °)u=j-MiV(i=i+1!

e8

(j<= 0 )
{x=-l}

e9 
0>0) 

{x = - 2 }

Figure 4.1: An EFSM graph with a loop.
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Based upon the above AUM pair the values assumed by a, 6, i, j ,  and x after eo is traversed are

determined as:

a 1 0 0 0 0  a 0

b 0 1 0 0 0 6 0

0 0 I 0 0 * i + 0

0 0 0 1 0 j  0

O O O O O j  [  x J L 2 

which results in a = a, b = b, i = i, j  = j, and x = 2.

Since it is not known yet whether any of the variables vari 6  V A R  can assume more them one 

value, the effects of the action of eo on the conditions of the rest of the edges are not investigated 

until multiple AUM pairs are associated with v\ .

The next edge of the graph traversal ei assigns 3 to x and terminates on vi. Recall that 

due to the action of eo one AUM pair in which x  assumes 2 was associated with i/i- The 

application of the action of ei on AUM(uo, 1) produces a new AUM pair which makes AUM(t>i, 2) 

=  {AVuo,BVl,o,{AVl<u B vul}:

^vi,0 —

1 0 0 0 0 0

0 1 0 0 0 0

0 0 1 0 0 5*1,0 — 0

0 0 0 1 0 0

0 0 0 0 0 2
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1 0 0 0 0 0

0 1 0 0 0 0

0 0 1 0 0 0

0 0 0 1 0 0

0 0 0 0 0 _ 3

Once the number of AUM pairs associated with v\ becomes more than one, P2-MBF is invoked 

to detect action inconsistencies among the edges leading to and the outgoing edges of the 

nodes reachable from it. For ui of Figure 4.1:

V A B d y - m o d i f i e d  =  V A B c o n - u Se d  =

where

V A R ^ /-modified fl VAR%n~'lsed =  {x}

The above result establishes a necessary condition for action inconsistencies between the edges

leading to Vi and those reachable from vi. Two edges, and ej, that use x in their conditions

SEare identified. Symbolic execution is employed (i.e., AUM(vi, 2)[i>i 1*2 ]: =  AUM(«2 i 2 )) to

take into consideration the actions in the paths between 1 /1 and the head node of e3  and ej, 

which is V2 - As a result, the assignment of zero to i and j  by the actions in the paths between 

vi and V2 is shown in the AUM(t>2 , 2) = {AU2 iq, BU2 iq, AV2>i,B U2ii}:

1 0 0 0 0 0

0 1 0 0 0 0

0 0 0 0 0 — 0

0 0 0 0 0 0

0 0 0 0 0 2
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1 0 0 0 0 0

0 1 0 0 0 0

0 0 0 0 0 5,1,1 — 0

0 0 0 0 0 0

0 0 0 0 0 3

Since the actions of the edges leading to v2 modify x  differently, er becomes infeasible and action 

inconsistency between er and eo is detected. As a result, v2 and all reachable nodes (except 

the initial node) and edges from are split. The resulting graph is shown in Figure 4.2. By 

splitting the graph of Figure 4.1, thus including eo and ei into two separate subgraphs where 

any path connecting the two subgraphs must include the initial node, the action inconsistencies 

between ei and er is eliminated.

The MBF graph traversal is restarted since the graph topology is changed by the creation 

of the new edges and nodes. The graph of Figure 4.2 still contains action inconsistencies. For 

example, the actions of e4 (o) and e5(0) modify i differently and cause action inconsistencies among 

e4 (0 )ie5 (0 )ie3 (0 )i and e7 (o). Similarly, the actions of e4 (x) and e5 (x) also modify * differently and 

cause action inconsistencies among e4 (1),e5 (i),e3(1) and 6 7 (1)- The detection and elimination of 

the inconsistencies among these edges are described below.

The Pl-MBF graph traversal of the graph of Figure 4.2 continues with the edges of e0 (o), ex(i), 

^2 (0 ), 6 2 (1), e3(0), e3(1), e4(0), e5(0), .... Upon traversing e5(0), two AUM pairs are created for 

u4 (o) • Each of the two paths leading to u4 (o), namely cq(o) -6 2 (0 ) -e3(0 ) -6 4 (o) and eo(o)-6 2 (o)-e3 (o)*e5 (0 ) 

(where ei.ej means e,- followed by ey), contributes to the formation of a unique AUM pair for
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0(0)
e0(0) 

(a <= 0) 
\{ x = 2 )

1( 1) 1(0 )

2( 1) =9(0)
(j>0)

U = -2)e3(l) (i < x: e7(0) 
(i>= x),

e4(0)
(b <= 0) 
{i=i+2)>

=5(1)
I (b > 0 )

e 6 ( l ) \ J ! ‘=i+1l 
(True .
U=j+U

=9(1)
(j>0)

U = -2 |

4(1) 4(0)5(0)
e8(0) 
(j<= 0 ) 
.{*=-!}

: 6 (d - 6(0)

Figure 4.2: The EFSM graph after the graph of Figure 4.1 is split due to ei effects.

HOY-

1 0 0 0 0 0

0 1 0 0 0 0

0 0 0 0 0 2

0 0 0 0 0 0

0 0 0 0 0 2
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1 0 0 0 0 0

0 I 0 0 0 0

0 0 0 0 0 S » 4 ( 0 ) . l  — 1

0 0 0 0 0 0

0 0 0 0 0 2  _

0(0)
e0(0) 

(a<=0) 
. (x=2)(x=3)

1( 1) 1(0 ) e2(0) 
(True) 

(1=0; j=0)
e2(2)
(True)
=0; j=5S;

2(2)2( 1) 2(0)

' e3(l) 
(i < x)

e7f2» /  =3(2) 
( i> = x ) /  «<*>

/  e3(0) 
e7(0) /  (i<x) 

(i >= x ) / {}

e4(l)
(b<=0 )
( 1= 1+ 2 ),

4(1) 4(2) 4(0)5(0)5(2)

e8(l)
J  <=0) 
|x = -l),,

e8(0)

6(0)6(2)

Figure 4.3: The EFSM graph after the graph of Figure 4.2 is split due to e5(0) action.

As a result, P2-MBF is invoked when u4(0) is reached by traversing e5(0)- Upon traversing 

e6 (o) in the P2-MBF graph traversal, the existence of action inconsistencies between the edges 

leading to v4 (o) and the outgoing edges of U2 (o) is detected. Particularly, the condition of e7 (o) is 

inconsistent with the action of es(o). Hence, the subgraph accessible from v4 (o) is split as shown
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in Figure 4.3. Similarly, the two AUM pairs resulting from the paths ei(i)-e2 (i).e3(1).e4(1) and 

ei(i)-e2 (i)-e3 (i)-e5 (1) of Figure 4.3 are:

I 0 0 0 0 0

0 1 0 0 0 0

= 0 0 0 0 0 2

0 0 0 0 0 0

_  0 0 0 0 0 3

I 0 0 0 0 0

0 I 0 0 0 0

= 0 0 1 0 0 1

0 0 0 1 0 0

_  0 0 0 0 0 _ _ 3

The nodes and edges reachable from t/^ j are split when is visited since an action inconsis­

tency is found between the edges leading to u4(i) and e7 (i). Figure 4.4 shows the resulting graph 

after this inconsistency is eliminated.

The Pl-MBF graph traversal of the graph of Figure 4.4 continues as: e0(o), e^i), e2 (o)> 6 2 (2), 

e2 (i)» e2 (3 )> e3(o), e3(2), e3(3), e4(0), e5(2), e4(i),es(3), e6» •••• After traversing e6(0) it is found that 

v2(o) is a loop entry/exit node LoopUj(0). Therefore, the loop is advanced once by duplicating 

the nodes and edges of the loop body. Since e7(Q) is infeasible (i.e.. the maximum number of 

the loop iterations is not reached yet), it is removed from the graph. As a result, u5(0), e8̂ 0)> 

and eg(o) become unreachable from vo and must be removed also from the graph. The resulting 

graph is shown in Figure 4.5.
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In a similar fashion, the loops whose entry/exit nodes are ^2 (1)1 u2 (2 )i and t;2(3) are advanced 

after traversing the edges of e6(L), e6(2), and e6(3j, respectively. (See Figure 4.6 for the resulting 

graph.)

The graphs appearing in Figures 4.7-4.11 show successive graph splitting due to advancing 

loops. The subgraphs shown in Figures 4.10 and 4.11 are free of action inconsistencies caused 

by the variables which can assume multiple values at a given node. However, the edges of e8(4 ), 

e8(8), e8(9), and e8(U), in these subgraphs, are infeasible. These edges are eliminated during the 

condition inconsistency detection. As can be seen from graph shown in Figures 4.10, and 4.11, 

there are no condition inconsistencies. However, when the nodes V5 (4 ), u4 (8 )> u5(9)> ^ d  t>4 (ii) are 

reached by traversing the edges of e7(4 ), e7(8), e7(g), and e7(U), respectively, the edges of e8(4), 

e8(8), e8(9), and e8(n) are found to be infeasible. These infeasible edges are deleted from the 

graph.

The final consistent EFSM graph is presented in Figure 4.13. The two subgraphs that are not 

shown in this figure can be seen in Figure 4.12.
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0(0)

1(0)1(1) e2(l)
(True)

(i=0;j=0)
e2(3) 
(True) 

{1=0; j=0

2(2) 2(0)2(3) 2( 1)

e3(0)f  e3(l)| 
e/U) /  U<x)  

(i>= x) /  {)
j  u<xj (i>=x)/ n  ,

3(1)

e4(0) 
(b <= 0) 
{i=i+2j

e5(3)(b>0)
(i=i+l}<

/e 6 ( 2 )  
4(2) Y  CTrue) |

J  U=j+U
e9(0) 
(j>0) 

(x=-2)'

4(0)5(0)4(1) 5(2)5(3) 5(1)
e9(2)
(j>0)

(x=-2)
i j<=0

Figure 4.4: The EFSM graph after the graph of Figure 4.3 is split due to e5(i) action.

(»o»0)(a>0)

[i=0; t=0

(i>«x)

[bad) [i-i+2)

(j<*0)U<“0)

Figure 4.5: The EFSM graph after the graph of Figure 4.4 is split due to e«(o) action.
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^ !

A '*■>

r*» 5oil

Figure 4.6: The EFSM graph after the graph of Figure 4.5 is split due to ee(2 ), eg(i) and eg(3) effects.
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0(0)

1(0)

2(0)

5(2)
4(0)

» 60)  I

Figure 4.7: The EFSM graph after the graph of Figure 4.6 is split due to eg(4 ) effects.

(a <** 0) 
U=2)0(0)

1(0)

2(8)2(2)
e3(5)l 
(i < x l

e3(0)| 0 <X

4(5) 4(8)4(0)

6(8)

Figure 4.8: The EFSM graph after the graph of Figure 4.7 is split due to ea(5 ) effects.
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1(1)

2( 10)2(1) 2(9) 2(7)

/  *3(9) 
e7(9) /  (i <  x) 

(i>= * ) /  U  '

e«IO)
(Tree)
U=j+U

4(6) 4(3) 4 (7 )4(9) SIO)

, 6(9)

Figure 4.9: The EFSM graph after the graph of Figure 4.8 is split due to e6(5 ) and e6(7 ) effects.

0(0)

1(0)
e2(0) 

(True) 
{1=0; j=QJ

2(5)2(0) 2(4)

e3(°)J
(1 < x l

f  3(2)

e5(2)*T>  (b>0) 
{1=1+1} w

( 3 ( 0 )

e5(0)T' (b>0) {1=1+1} u
I  e6(5) 

(True) 
(J=J+1)

4(0)4(0)

5(4)

*8(8) 
(J<= 0) {*=-!}

*9(4)
(J>0)

(x=-2),

Figure 4.10: EFSM graph after the graph of Figure 4.9 is split due to e8(8) effects.
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1(1)

K10)l1(6) 1(7)1(1) 1(3)

*3(10)1
i < x |

*3(7)
i< x

*7(11)
i » x

3(1) 3(6) 3(10)13(3)

//  b o O(«M) (W*2V
True

4(1) I 0 * "

*5(7) 
b > 0 iw+i>'

40 )5(9)

I 6(9)

Figure 4.11: The EFSM graph after the graph of Figure 4.10 is split due to e8(9) and efl(n) effects.
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eO
0(0) (5=2)

1(0)/I

2(2)2(0) 2(4)

*3(3)1 
(I <  x)|

3(5 )3(2)3(0)
/  e4(5)

&  * 5
4(0) 4(0)

e9(8) 
0>0) 

{xm .  2 )

v

Figure 4.12: The EFSM graph after e8(4) and e8(S) of the graph of Figure 4.10 are deleted.

id)

id) K10)l20)
*3(6)1l<x *3(10)1

l<* l

3(6) 3(7)1 /  *0(7) 
True
IW+U

3(10)13(3)
/ ttO) 
1 True U-J+l)

*5(3)b>0((.(+11
4(1) 4(3) 4(7)5(9)

Figure 4.13: The EFSM graph after e8(9) and e8(n) of the graph of Figure 4.11 are deleted.
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4.2 EFSM  Graphs w ith  N ested Loops

The application of the inconsistency detection and elimination algorithms to the EFSM graphs 

with nested loops is demonstrated in this section. As mentioned earlier, the detection and 

elimination of action inconsistencies are performed before interdependencies among the condition 

variables are analyzed. According to the MBF graph traversal, the analysis of the nested loops 

starts with the most inner loop. Recall that a loop is analyzed by advancing its iterations during 

the Pl-MBF graph traversal. After all action inconsistencies are eliminated from the graph, the 

detection and elimination of condition inconsistencies axe proceeded.

The set of variables used in the actions and conditions of the EFSM graph of Figure 4.14 is: 

{6,c,d,i, j ,n ,  x}. The following AUM pair, in which the value of the variables i and n are 

modified to 0 and -100, respectively, is created for the node when eo is traversed:

1 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0

0 0 1 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 - t o o

0 0 0 0 0 0 1 0

The traversal of the edge ei, which is the next edge in the Pl-MBF graph traversal, creates a 

new AUM pair for v\ (i.e., the tail node of ei):
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i < n

T ru e

e l4
I > •  n

e!2  
J> «  n

e l l
T ru e

elO 
b > 0
U-J+U

b o O
U -J+2)

e l 3 \
T ru e{W+1}

Figure 4.14: An EFSM with nested loops.
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1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 1
0 0 0 0 0 0 1 0

The number of unique AUM pairs associated with V2 , after ei is traversed, becomes two:

1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 Svj,0 — 0
0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 -100
0 0 0 0 0 0 1 0

1 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0

0 0 I 0 0 0 0 0

0 0 0 0 0 0 0 2

0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 3

0 0 0 0 0 0 1 0

Once the above two AUM pairs are created for V2, the P2-MBF graph traversal is initiated. 

P2-MBF of the MBF graph traversal, which starts from node V2 , should continue until an action
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inconsistency is detected or both of the incoming edges of vj axe traversed. The number of 

iterations of the loop whose entry/exit node is t>2 depends on the variables t and n (i.e., i and n 

are used in the condition of the outgoing edges of t^)- As can be seen from AUM(u2 > 2) these two 

variables are modified differently in the paths leading to U2 - Hence, the graph is split as shown 

in Figure 4.15. Notice that due to the action of eo, e4  cannot be traversed with eo- Therefore, 

is deieted from the subgraph containing e0 (o)- As a consequence, all the nodes and edges 

reachable from u2 (0 )? except ug(0) and e14(0), are deleted from the graph since these edges and 

nodes become unreachable from the initial node.

Upon traversing e3(0) of the graph in Figure 4.15, multiple AUM pairs are formed for «2 (0 ):

1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0

0 0 t 0 0 0 0 0
0 0 0 0 0 0 0 ®t>3(0,.0 — 0

0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 -100

0 0 0 0 0 0 I 0

1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0

0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 2
0 0 0 0 0 0 1 0

Based on the above two AUM pairs, an action inconsistency is found to exist between e3 (o)
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0(0)
el(O) 
c> 0  

ln=l) '

1(0)

2(0) 2(1)

l< n

4(1)

eioo:
b > 0

jw+u,<13(1)
True

(W+U
7(1)

Figure 4.15: The EFSM graph after the graph of Figure 4.14 is split due to ea action.
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and e14(o). To eliminate this inconsistency, u2(0 ) and the subgraph reachable from it are split 

as shown in Figure 4.16. The aim is to prevent e3(0) and e14(4j from being accessible from one 

another. As can be seen from the graph of Figure 4.16, e14(2 ) is deleted from the subgraph that 

contains e3(o). The node u2(o) is removed from the graph as shown in Figure 4.17 since the initial 

node becomes u2(o)-

The MBF graph traversal of the graph in Figure 4.17 continues with the edges of eo(o) i 

ei(0 ). ei4 (0 )> e2(i), e2(1), e3(1), •••. After u2(l) is reached by traversing e3(l), AUM(u2(1),2) =

^JO)*0’ ^vjd),l> -^ujdj.l}'

1 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0

0 0 1 0 0 0 0 0

0 0 0 0 0 0 0 2

I 0 0 0 1 0 0 0

0 0 0 0 0 0 0 3

0 0 0 0 0 0 1 0

I 0 0 0 0 0 0 0
0 I 0 0 0 0 0 0
0 0 I 0 0 0 0 0
0 0 0 0 0 0 0 ^Sd)*1 — 0

0 0 0 0 1 0 0 0

0 0 0 0 0 0 0 2
0 0 0 0 0 0 1 0

are created for t/2(x)- Since the conditions of e4(x) and e14(i) use the variables * and n which are
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modified differently in the paths leading to ^(l) , ^2 (1) and the subgraph reachable from it are 

split. The resulting graph appears in Figure 4.18.

m
et(0)
e>0

(n=l)

1(0)

2(0) 2(1)

30)

40)

*60)
J<n(J=0)

50)

*110)
Troe

*13(1)
True

(1=1+1)
7(1)

1(1)

Figure 4.16: The EFSM graph after e3(!) is removed from the graph of Figure 4.15 

The number of unique AUM pairs associated with of the graph of Figure 4.18 becomes two
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when e10(!) is traversed:

1 0 0 0 0 0

0 L 0 0 0 0

0 0 I 0 0 0

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

0 0

0 0

0 0

0 BvT(l)-0 - 2

0 2

0 3

I 0

1 0 0 0 0 0 0 0
0 I 0 0 0 0 0 0

0 0 1 0 0 0 0 0

0 0 0 I 0 0 0 2
0 0 0 0 0 0 0 1

0 0 0 0 0 0 0 3

0 0 0 0 0 0 I 0

The action inconsistency detection algorithm invokes the P2-MBF graph traversal to determine 

whether an edge e* € E l ^ habU becomes infeasible due to the variables modified differently in 

the paths leading to of the graph of Figure 4.18.

An action inconsistency is found to exist among the edge of eg(i), eio(i), e,^), and ei2 (4 ). The 

variable j , which can assume two different values at *>7 (1), is used in the conditions of eg(i) and 

ei2 (i) - T° eliminate this inconsistency, v7̂  and the subgraph reachable from it are split as 

shown in Figure 4.19. Similarly, the graph in Figure 4.20 shows the resultant graph after the 

action inconsistency due to the action of e1Q(2) is eliminated.

The subgraphs reachable from the nodes *>2 (1) > *>2 (2 )»*>2 (3 ) and t>2(4 ) of Figure 4.20 will basically
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go through similar graph splits since there is a close similarity in these subgraphs’ structures 

and their edge actions and conditions. The subgraph reachable from n2(0 ) °f Figure 4.20 does 

not contain inconsistencies and will not involve further graph splitting. For simplicity, the rest 

of the discussion will focus on the subgraph reachable from u2(i) of the graph in Figure 4.20. 

The creation AUM pairs of the nodes will not also be shown.

Figures 4.21 and 4.24 depict the resulting EFSM graphs after the loop whose entry/exit node 

is u4(!) is advanced once and twice by traversing eU(!) and eU(6) of the graphs in Figures 4.19 

and 4.24, respectively. Similarly, Figure 4.27 shows when the same loop is completely analyzed.

As can be seen from the graph appearing in Figure 4.37, there exists condition inconsistencies 

among several edges of the graph. Consider the edges es(i) and eg(x)- The ACM triplets obtained 

when the graph is traversed in a DF manner, starting from the initial node to «6(i)) f°rm a system 

of equations. By appending the condition of eg^j to such an ACM, the following ACM triplets 

are created:

“ - ' •

0 I 0 0 0 0 0 > 0

0 0 I 0 0 0 0 < 0

0 0 0 1 0 - I 0 < 0

°® 8C 1).° -
0 0 0 0 1 - 1 0 < 0

1 0 0 0 0 0 0 < 0

1 0 0 0 0 0 0 > 0

Since the system of equations formed by the above ACM triplets does not have a solution, there

is a condition inconsistency between e8(i) and eg^j. Therefore, the subgraph starting from t>6(i)

is split such that eg(i) and eg(i) cannot be accessible from one another. The subgraph contain-
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ing e8 (i) is removed from the graph since the initial node cannot be reached from tail(es^ ) .  

Similarly, the condition of the edge conflicts with the condition of ̂ 7 (1) • The elimination of 

the condition inconsistency between these two edges will lead to the removal of eg(5) from the 

graph. The resultant EFSM graph, after the condition inconsistencies among e7 (i), e8 (i), eg(i), 

and eg(5 ) are eliminated, is depicted in Figure 4.42.

The final consistent EFSM graph appears in Figure 4.45. In this graph, only two subgraphs are 

shown for simplicity. The remaining subgraphs can be seen in Figures 4.42 through 4.44.
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0(0)

1(0)

2(0)

3(1)

e8(l)
b> 0

(JBX+1)

el0(i; 
b >0

IH+l),e l3 ( l)
True

7(1)

W)

Figure 4.17: The EFSM graph after the graph of Figure 4.16 is split due to e3 (o) action.
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<K0)

*1(0)
c > 0

(n=l)
1(0)

2(1)2(0)

3(2) 3(1)

4(2) 40)

S(l>

eS(l) 
b>0 

(«+l) ^

«(1)
OOoW*”
b>0 b«0

(J-J+l) t0*J+2)

01 (1)
Tnc

03(1)
True
(W+U

03(1)
True
(W+l)

7(2) 7(1)

0(0) 0(2) VI)

Figure 4.18: The EFSM graph after the graph of Figure 4.17 is split due to eto(o) action.
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0(0) el(0)
c > 0
(n=l)

1(0)

ri < n

9(4) 3(1)

e « l)
True

e7(4)
b<=0
[x=x+2| el2(4) 

j  >=n
ell(4)
True

7(4)

«1)

Figure 4.19: The EFSM graph after the graph of Figure 4.18 is split due to e^ i)  action.
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<K0) el(0)
c>0
(n=l>

1(0)
e3(2)

e3(2) d > 0
d > 0  (n=n+l;i=0)

(n=n+l;i=0) J '

2(3)2(2)
l< n

3(3) 9(3)
3(2) 9(2)

e5(3)
Truee5(2)

True

4(3)
4(2)

r \5(3)
e7(3)
b o O
(*»*+2)

ell(3)
True

*10(3)
b>0
0-J+1)

7(3)
7(2)

8(3)
8(2)

Figure 4.20: The EFSM graph after the graph of Figure 4.19 is split due to e10(2) action.
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el(0)
c> 0

tall
0(0)

1(0)

/ t#4) e3 0 )\
f  d< *0 d> 0  ’(a>»f2d*2) (»*o+Î*0)

i 20) «1)
*«1)
i< nl<n

r \
5(1)

eKI)
b>0(mO)

'"N

«w
b <*0 
(W+2)True

W 70)

W)

Figure 4.21: The EFSM graph after the loop with LoopVMl) of Figure 4.20 is advanced one iteration.

121

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



0(0)

1(0)

*14(1) 
[ >* a

9(1)m 9(4)

eJdli
True

MS)4(4)

5(6)5(7)
*7(4) \
b<=0 \
[rra+2| elKS) 

J X !Q

*8(1)
b>9

*8(4)

'*11(7)
Tru*

*10(4)
b>0
U*HI

7(8)7(1)7(4) 7(7)

*13(7)

Tm*
(W+l)

Figure 4.22: The EFSM graph after the loop with Ioopv<H) of Figure 4.20 is advanced one iteration.
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el(0)
c> 0ln.1)m

1(0)
e3<2) 

d > 0

«•»)i m i S3)M2)

3(3) 90)

tJO)
Truu

40)

*4(9)

0(9)
b>((mtl)

*8(8)b>0(iw+1)
o-N
at)

'.11(9)
Tree

True .. 70) 7(9)7(8)7(2)

<13(8)
True(W+l)

Figure 4.23: The EFSM graph after each loop with Loopv<m and LoopV4(S) of Figure 4.20 is advanced 

one iteration.
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W)

110)

«JWd>0

Kfl XI)

JW)
c«iT
Tn»

4(1)
M U

5(0 51(105(1)5(7)

«M) / \
,k o * / ill(i) \  
j H y i t a .  ,11(14 

Trat

1* 10)tal
'U*hH

mo)

X4)

Figure 4.24: The EFSM graph after the loop with Loopv<m of Figure 4.20 is advanced two iterations.
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UQ

2(1)
•4«fl

3(1) Ml)
tSm
Trac

•KU)

5(7) 5(1)
5(11)

•Kl)b>«(*■*♦1)
•K4)b>«

*“S«I)
«*fl /
.sr« / ,n«®Trw

TVIK7) /  \
lb>l /  \

ciidir TTV/tiirn Tn* 
7m/  Tiw |l7(4)

7(11)

I «))/

Figure 4.25: The EFSM graph after the loop with LoopVAW of Figure 4.20 is advanced one iteration.
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<1(0)
e>4(0*1)

!(•)

2(2)
<40)1
U s

30) *3)XI)

40)[4(12)

*4(1)

/* \50) 30)502)

40)4(2)

*W) / \
b>l /tllO) \  

( M * l /  Tnw «11(U)> 
\ /  >i t)i«

JtlW) /  \1 b o l /  \
«><>̂ 

4 ™  T,?' TW)70)712)

Figure 4.26: The EFSM graph after the loop with Loopv<w of Figure 4.20 is advanced two iterations.
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<1101
c> 0
(0. 1)

«o>

ni>2C4>

Mil MI)

•Mi)
Trot

Mil)
40 )

Mil)5(7) MOMl)M4)

•Ml)b>0

«7) MS)

|*I0T7) /  \Ib»0 /  \
tlNhU/ tii(ii)' 

^ J \ / < l i m  True 
7r7)/  Tree ()

•Ml) /  
b<*0 /  
tW*J)/,ii(i) 

Trot
7(1)7(4)

M»>Mil)]

Figure 4.27: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

u4(9 ) of the graph in Figure 4.26.
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M)

( < a

XU

4(2) [4( 12)

5(12)SO)SO 50)

40 M3)
V i e*J) / \k>t /iiio \  

(W*/ Tra* iiKUr
V  0 Tn.m7 0 )

Figure 4.28: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

v4(i2) of the graph in Figure 4.27.
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*1(0)
c> 0

(11= 1)
0(0)

1(0)

x«
*4(6)l<n

X4) 9(6)
*5(1)
True

4(15)]

5(14)

«"N
6(15)

*9(10 /  
‘ “ • / . l l d O  
u' f * Y  True

*9(1) /

rb, t « / ,I,<1> u=i+y Tn,
1(6)1(1) Klfl;

• 11(6)
True

*11(15)
True

\
\  /

Figure 4.29: The EFSM graph after the loop with LoppVa(1) of Figure 4.28 is advanced one iteration.
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*1(0) 
c  >  0  
(n«l)

0(0)

1(0)

2(2) 20)

4(8)4(2)

•6(8)
<&L

5(8) 5(18)5(2) 5(17)
e8(2) 
b > 0

•8 (1 8  
b > 0

«(8)6(2)
•10(18) 
b <■ 0
U-J+2)

7(8) 7(18)7(1'

• 11(8 )
True

•11(18)1

4(19)4(12)1

•  12( 12) 
j>«n

•1 3 (1 2 )

8( 12).

•1 3 (1 9 )
Tns«{w+n 

/' \
\ 2(8)  i

Figure 4.30: The EFSM graph after the loop with Loopv,m of Figure 4.29 is advanced one iteration.
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el<0)
c > 0
(n=l)

0(0)

1(0)

2(1)m

m
c5(4)
True

4(7)4(4)

je 9 ( l l )  /  
b > 0  /

/ e l l ( l l )  
7(11)1/ True

*11(7)
True7(7) 7(20)7(4)

\/
V /

Figure 4.31: The EFSM graph after the loop with Loapv<{<) of Figure 4.30 is advanced three iterations.
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ellO)
c > 0

{n=l}
0(0)

1(0)

2(1)2(3)

3(3) 9(3)

*5(3)
T ru e

4(3)

e6(9)
J<"

5(9)

6(3)

e9(3) /
b  > 0 /

( J = J + 1 ) / e l l ( 3 )  
T ru e

e l 1(9) 
T ru e

7(9)7(3)

e!3(13) 
T ru e  
(W+l) , r

Figure 4.32: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

1)4 (1 3) of the graph in Figure 4.31.
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e l(0 )
c > 0

(n -D

1(0)
eK l)  
d <■ 0 

{n«n+2;|s2}

2(3) 2(8)
e4(8fl I <n

3(3)

cd(3)
True

4(9)4(3)

etf(9)

1-0]1-0]
5(11) 5(12)5(9)5(3)

*7(3) 
I x — 0  [*— *+2}

*5(21)
b > 0

(xax+ I)

« 3 )  1 j
T'Sa) /

b > 0  /
_jN-j*ii/el,U)
7(3))/ T™*

*9(21) /
b > 0  /
(J-J+M/*ll(21)
\  /  T in *

7(12)7(9)

*11(9)
T rue

*11(23)
•13(12)
Tru*(l-l+l)

5(13)

\
V _  /

Figure 4.33: The EFSM graph after the loop with Loopv,(3) of Figure 4.32 is advanced one iteration.
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el(0)
c > 0
(n=D

0(0)

e0(0) 1(0)

2(1)2(4)

3(4) 9(4)

e5< 4)
True

4(24)

*6(4)

l]3>l
5(24)

1*9(11)
b>0

7(11 yy

*10(4) 
b >0 
U=J+1L *11(24)'

Trueell(7)
True

7(24),
7(7)

Figure 4.34: The EFSM graph after the loop with LoopVAW of Figure 4.33 is advanced three iterations.
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el(0)
c > 0
{n=l>0(0)

2(1)2(4) el4(4) 
i >= n

3(4) 9(4)

*5(4)
T rue

4(11) 4(24)4(7)4(4)

5(11)5(7)

b > 0(xbx+1) *12(24)
J<n

6(7)

el0(7) 
b  > 0
u=j+i :*11(4)

True
7(11)7(7)7(4)

\
X /

Figure 4.35: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

1/4 (2 4) of the graph in Figure 4.34.

135

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



*1(0)
c > 0(b*1)0(0)
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3( 4)
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4 0 )4(4) 4(27)

•6(11

50 ) 5(11)5(4) 5(23) 5(27)5(17)
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601)60) 603)
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b > 0
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*9(27)
b> 0
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I b>0 /

r N /llU J )
t~

/•11H)
True 7(11) 7(27).7(17)1

«ll(tl)l
Tm*

4(21)

Figure 4.36: The EFSM graph after the loop with Loopv<w of Figure 4.35 is advanced one iteration.
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*11(1)
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J > - n
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Figure 4.37: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

U2 (6 ) ^  graph in Figure 4.36.
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Figure 4.38: The EFSM graph sifter the loop with LoopVjm of Figure 4.37 is advanced two iterations.
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Figure 4.39: The EFSM graph after the loop with Loop„W) of Figure 4.38 is advanced two iterations.
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Figure 4.40: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

t/2(9) of the graph in Figure 4.39.
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Figure 4.41: The EFSM graph after the infeasible edges are removed from the subgraph reachable from 

u2(io) of the graph in Figure 4.40.
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Figure 4.42: The EFSM graph after the condition inconsistency between eg(i) and eg(j) is eliminated 

from the EFSM graph of Figure 4.41.
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Figure 4.43: The EFSM graph after the condition inconsistency between e7 (3 ) and e9(3 ) is eliminated 

from the EFSM graph of Figure 4.42.
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Figure 4.44: The EFSM graph after the condition inconsistency between e7(4) and ei0(4) is eliminated 

from the EFSM graph of Figure 4.43.
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Figure 4.45: The EFSM graph after the condition inconsistency between es(2 ) and el0(2) is eliminated 

from the EFSM graph of Figure 4.44.
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4.3 EFSM  Graphs with N ested and Concatenated Loops

In the previous two sections, the process of detecting and eliminating inconsistencies from the 

EFSM graphs with simple and nested loops was demonstrated. In this section, the elimination 

of inconsistencies from the EFSM graphs with both nested and concatenated loops will be 

discussed. The inconsistency detection and elimination algorithms are applied to the EFSM 

graph of Figure 4.46, which contains both nested and concatenated loops.

Let us assume that two loops Loapi and Loop2 with the entry/exit nodes of LoopVi and LoopVj, 

respectively, are concatenated such that:

3 ek : (e* 6 E ^ . ) A (e* € E^oopvj)

According to the MBF graph traversal, none of the outgoing edges of the loop body of Loopz is 

traversed until Loopi is completely analyzed.

The application of the action inconsistency detection to the EFSM graph appearing in Fig­

ure 4.46 indicates the existence of an action inconsistency among the edges leading to Vi and its 

outgoing edges. The EFSM graph of Figure 4.47 shows the resulting graph after this inconsis­

tency is eliminated.

Figures 4.48 and 4.49 depict the resulting EFSM graphs after each of the loops with the en­

try/exit nodes of 1/2 (0 ) and t/2 (i)> of the graph of Figure 4.48, is advanced once.

For simplicity, only the subgraph starting from of Figure 4.4 will be analyzed. Notice that

the nested loop with the entry/exit node of i/i(o) is analyzed as described in Section 4.3. The

resulting graph when this loop is completely analyzed is shown in Figure 4.53

146

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



In a similar fashion, the analysis of the loop with the entry/exit node of ue(0) is performed as 

shown in Figures 4.52 through 4.57.

The subgraph starting from u1(0) of the graph of Figure 4.57 does not contain any action in­

consistencies. However, the graph contains condition inconsistencies. For example, a path that 

includes the edges e5(0) and e4(2 ) will not be feasible. Upon reaching v4(q) in the DF graph traver­

sal, a condition inconsistency is detected between e5(o) and e4(2 ) • The graph in Figure 4.58 shows 

the resulting graph when this condition inconsistency is eliminated. Notice thar. the elimination 

of this inconsistency removes also the condition inconsistencies among several other edges such 

as e14(2) and eu(3 ).
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Figure 4.46: An EFSM graph with nested and concatenated loops.
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is advanced twice.
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is completely analyzed.
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Figure 4.57: The EFSM graph after the loop with the entry/exit node of ug(o) of the graph of Figure 4.56 

is completely analyzed.
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Chapter 5

Application of Inconsistency 

Detection and Elimination 

Algorithms

The inconsistency detection and elimination algorithms presented in Chapter 3 enable the appli­

cation of the existing FSM-based conformance test generation methods to BFSM models. These 

algorithms were applied to the FSM model of a VHDL specified protocol called the Local Proxy 

of the Adaptive Computing Architecture (ACA). The ACA and the Local Proxy is briefly dis­

cussed. The resulting consistent EFSM model after applying the algorithms will be given. Other 

relevant conformance testing issues such as the the effects of reachability analysis, redundancies 

in specifications, and re-structural of the specifications on test generation will be pointed out.
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The application of the inconsistency detection and elimination algorithms to protocols with 

conflicting timers is discussed later in this chapter.

5.1 The Adaptive Com puting Architecture and the Local Proxy

The requirements of defense networking and computing present significant challenges to current 

architectures for distributed computing. In particular, the mix of distributed computing, net­

works which provide variable bandwidth and reliability and mission critical applications which 

must use these networks demands new application architectures. The Adaptive Computing 

Architecture (ACA) has been proposed as a framework based on ODP bindings that supports 

policy-based adaptive management of network resources [22]. The ACA maintains three key 

kinds of information about the system: adaptive management policies, interface specifications

(with QoS requirements) and network topology and QoS measures. Figure 5.1 is a high-level 

logical depiction of the ACA. The Adaptive QoS M anager establishes and manages bindings

between application and service objects. The AQM is responsible for managing enterprise re­

source usage according to the current policies by mediating new requests for service and actively 

managing resource usage by existing bindings. If network resources are not available (and pol­

icy dictates), the AQM can pre-emptively shut down or adjust an existing binding to optimize 

its resource usage. Similarly, network load can be reduced by inserting filter objects within a 

binding. The Policy Service stores the adaptation policies that specify how and when the 

AQM should adapt to changing resource availability. Adaptation policies typically fall into one 

of three categories: i) usage preferences that are specific to a particular kind of application, ii)
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Figure 5.1: The adaptive computing architecture.

policies that address the trade-off of cost versus performance, iii) policies that are modal and/or 

sensitive to user identity. The N etw ork QoS M anager holds knowledge of the state of the 

network, consisting of two distinct parts. The nominal network topology and its associated QoS 

measures are expressed using the Network QoS Specification Language (NQSL). The second 

part deals with the current network state. The NQM must be informed of the current network 

load by management interfaces on critical links and gateways. The NQM also uses the infor­

mation that it gathers to perform route selections and preemption on the basis of required QoS 

parameters. The Trader and Type M anager are supporting ODP services.

In order to validate the ACA it is desirable to test it on a larger network than that used 

by this initial prototype. DSTO is building an Experimental C3I Technology Environment 

(EXC3ITE). Therefore, we have chosen to model the EXC3ITE network as a realistic exemplar 

heterogeneous defence network to support a simulation of the ACA. The simulation model of
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the ACA represents an implementation of the architecture. The AQM is implemented as two 

distributed components. The first part is a local component that is present on all workstations. 

This part of the AQM implements policies local to the workstation and provides an interface 

between applications and the architecture. Second, aspects of the AQM which have wider impact 

form part of a LAN component. The local component is modeled as two related processes: Local 

Proxy and Local Proxy2. The main function provided by the Local Proxy process is to manage 

a set of Local Proxy2 processes which in turn re-direct application requests to the LAN Proxy 

component and performs local monitoring for the application.

The behavioral model of a VHDL specification can be used as a formal description for a com­

munication protocol [45, 61]. The behavioral model of the Local Proxy component has been 

specified in VHDL, where the architecture is represented in a single process. An EFSM repre­

sentation of the Local Proxy is constructed from its VHDL behavior description (since internal 

variables are used in the specification, a simpler FSM model could not be utilized). The main 

functionality of the local Proxy component is depicted when the component is in its listen mode. 

Only a portion of the EFSM model of the Local Proxy, that portrays the component’s listen 

mode, is presented in Figure 5.3. In the specification, when the else part of an if statement is 

missing, a ” complementary” else statement with a null output is created. The complementary 

edges of Figure 5.3 include e2 6 ) 6 2 8 , e3 6 , and e4 2 -

5.1.1 T est G en e ra tio n  for th e  Local P ro x y

The VHDL specification for the Local Proxy of the ACA is an EFSM which can be used to 

automatically generate conformance tests. An EFSM model requires the detection and removal
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Figure 5.2: The Local Proxy of ACA. 

of the inconsistencies among the conditions and actions of its specification (if any).

Several action and condition inconsistencies were found when the inconsistency detection al­

gorithms were applied to the EFSM graph of the Local Proxy. As mentioned earlier, finding 

inconsistencies in an EFSM model simply indicates that some edges in the graph representation 

of the EFSM cannot be traversed together with certain other edges. For example, a test sequence 

with the edges e2 7 , e3 7 , and 6 4 3  requires T C P J C I J N J N F J ' Y P E  to be E S T A B , S G J 'W D , and 

C L O S E /A B O R T , respectively. Since the input signal T C P J C I J N J N F J T Y P E  is not updated in 

the walk containing these edges, executing such a test sequence is not feasible.

Once the inconsistencies are detected in the Local Proxy, they can be eliminated from the 

EFSM model by the inconsistency elimination algorithms. Action inconsistencies from the EFSM 

model of the Local Proxy, eliminated first. If the conditions of outgoing edges of a node V{
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become infeasible due to the variables modified in the paths leading to u,-, vt- and all nodes 

accessible from it are split into parallel subgraphs. The number of times that a node is split is 

determined by the number of different values for the variables causing the inconsistencies at u,-. 

The second step is to eliminated the condition inconsistencies (if any). During the removal, path 

conditions up to node ut- are accumulated. If the conditions of the outgoing edges Vj G V™achable 

conflict with the accumulated path conditions, Vi and each node vx accessible from v,- such that 

(vx € Vy.eachabU) A Vj € V™achabie) are split into two subgraphs. The number of times that a 

node is split depends upon the number of condition sets for the variables of the outgoing edges 

of Vi-

During the node splits, a node that can be accessed from Vi is split only if there is a path between 

the two nodes, without any intermediate read condition(s) for the variable(s) that are causing 

inconsistencies. For example, in the Local Proxy, because of the "wait” statement in e4 9  (i.e., 

a "read" type of statement), the nodes accessible from V2& are not split. After infeasible edges 

were deleted, Figure 5.4 shows the final graph, which is free of inconsistencies, obtained by the 

inconsistency detection and elimination algorithms.
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Figure 5.3: The EFSM model of the Local Proxy.
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The conformance tests for the Local Proxy are generated by using the Rural Chinese Postman 

(RCP) method, which combines the rural postman tours and the unique input/output (UIO) 

sequences [3]. The RCP method is developed for FSM models, and, therefore, cannot address 

the issue of inconsistencies. However, after the inconsistencies are eliminated, the EFSM model 

of a specification effectively becomes an FSM model which then can be used with the RCP 

method. A minimum iength test sequence generated by the RCP method for the Local Proxy 

consists of 185 steps. (During this early step of the case study, the test sequence is generated 

without using the UIO sequences.)

5.1.2 R efin ing  th e  Local P ro x y

During the initial phase of a protocol design, it is important that the external functionality of 

the protocol is well-defined while the internal functionality is considered as a black-box. This 

hierarchical approach enables a successful process cycle of design, development and conformance 

testing. Within this framework, conformance test generation for the Local Proxy produced 

several specification changes. Various recommendations were presented to the protocol designers 

that enhanced the completeness of the Local Proxy specification and improved its testability. 

The following sections highlight the observations regarding the testability of the Local Proxy.

5.1.2.1 Redundancies in Specifications

UIO sequences axe planned to be used for the state verification during conformance testing. It 

has been shown that, if a state of an FSM/EFSM does not have an equivalent state, it possesses
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a UIO sequence [65]. Two states axe said to be equivalent if the permissible input set for one is a 

subset for the permissible input set of the other and the corresponding outputs and next states 

are the same [53]. Two states are also k-equivalent if the pair cannot be distinguished with a 

sequence of length k. The main reason that UIO sequences cannot be used for FSMs/EFSMs 

containing equivalent states is due to the inability to detect transfer errors. A transfer error 

on an edge from state Vi to Vj can cause the implementation under test (IUT) to move to a 

different, but equivalent, state from Vj .  Failure to identify a state may allow for non-conforming 

IUTs to successfully pass the conformance tests.

To describe the protocol behavior precisely, a protocol designer may repeat certain portions 

of the specification several times. Such redundancies will eventually lead to the formation of 

equivalent states, impairing the testability of the IUT. Therefore, balancing the clarity of the 

specification with its testability is an important issue to be addressed at the design stage.

In the process of forming UIO sequences for the Local Proxy, it is observed that some of the 

states produce identical outputs for the same inputs, and their next states are 2 or 3-equivalent. 

For example, the input/output set for V20 is identical to that of U1 5  and the sets of their adjacent 

nodes ({t>i9 , U2 1 } for 1 /2 0 and {uh, u^} for vis) contain 2 or 3-equivalent nodes. Therefore, nodes 

i>1 9 , U2 0 , and V21 can be merged with uu, U1 5 , and ui6 , respectively. Since the number of nodes 

and edges will be reduced after the merge, the length of test sequence will be also shorter.

For testing purposes, the behavior of an EFSM is transformed to an FSM by duplicating some 

of the nodes and edges of the EFSM graph. The number of states could dramatically increase 

if proper methods of expansion are not employed. The removal of the redundant states is also
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helpful in reducing the number of states in the final EFSM graph.

5.1.2.2 Reachability

Conformance testing methods require that each node of the directed graph of the FSM/EFSM 

model of the specification can be reached from any other node. Dining the inconsistency removal 

process, the EFSM graph is split into subgraphs. Infeasible transitions are dropped from the 

new subgraphs. A node with no incoming edges becomes unreachable and is removed from the 

graph. The final graph with no inconsistencies, shown in Figure 5.4 for the Local Proxy, has no 

unreachable nodes.

As indicated in Section 5.1, the EFSM model of the Local Proxy contains complementary edges 

(i.e., the edges, with null outputs, created for if statements whose corresponding else statements 

were not present in the VHDL specification) such as e2 6 i 6 2 8 ) and e3 6 - The actions of these 

complementary edges of Local Proxy are further discussed with the designers to clarify if they 

were inserted correctly. During these discussions, it is observed that some of the complementary 

edges were the only edges connecting some subgraphs to the rest of the EFSM graph. For 

example, if e2 6  and e2 8  (complementary edges) were removed from Figure 5.4, U2 2 .1  and uis 

would become nodes without incoming and outgoing edges, respectively.

This observation revealed that certain actions were left unspecified in the Local Proxy. As an 

example, let us consider the actions of the complementary edge e2 8 - The messages received 

from TCP/IP are of three types: connection established, segment received, and connection 

closed/aborted. The Local Proxy takes appropriate actions dictated by the type of the mes-
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sage received from TCP/IP. The actions of ezs, corresponding to the TCP/IP message signaling 

for connection established were needed to be specified when TCPJCIJN JN FJYPE  =  ESTAB 

and connJdx  ^  NEGATA.

The modification made to the Local Proxy specification based on the reachability analysis 

demonstrates the need for integrating the protocol development with the conformance test 

generation process. This integration will allow for the removal of costly mistakes from the 

specification at an early stage of the development, before they propagate into many different 

implementations possibly combined with other errors.

5.1.2.3 S truc tu re  of EFSMs

Due to the interdependencies among the action and condition variables, automated test genera­

tion for EFSM modeled protocols becomes a difficult process. The graph of EFSM model might 

be split multiple times to remove the inconsistencies, where each split node may increment the 

length of the test sequence. The complexity of splitting nodes and edges of the EFSM graph 

(and hence the length of test sequence) can be reduced at the design stage by excluding some 

of the inconsistencies from the specification, without tradeoffs.

In general, a protocol can be specified in several different ways leading to different FSMs/EFSMs 

all of which accomplish the same task(s). The EFSM model of a VHDL specification consists of 

interconnected data flow subgraphs. The topological interconnection among these subgraphs has 

a direct impact on the length of tests generated for the EFSM. A cascade of data flow subgraphs 

that use the same conditional variables can be interconnected such that the number of infeasible
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paths are minimum (provided that the controlling variables are not updated in these data flow 

subgraphs). By minimizing the infeasible paths, the test sequence length can be shortened.

Figure 5.5 shows two fragments of different VHDL specifications, which are equivalent in terms 

of their functionalities. Their corresponding EFSM models, however, differ significantly.

if (x =  1) then  A := b; if (x =  1) th en  A := b;

else if (x =  2) then A := c; else null;

else null; end if;

end  if; if (x =  2) th en  A := c;

end if; else null;

end if;

(a) (b)

Figure 5.5: Examples of two VHDL specifications.

All paths for the EFSM model of Figure 5.5.a are valid and thus the EFSM is consistent.

On the other hand, the EFSM model of Figure 5.5.b contains condition inconsistency and an

infeasible path. The EFSM model of Figure 5.5.b, therefore, requires mechanisms to remove the

inconsistency, which increases the complexity of the test generation process.

A simple but important example that supports this case can be found in the Local Proxy. As 

stated in Section 3, it is not possible to include e2~, ezr, and e4 3  in the same test sequence. This 

problem will be resolved when the inconsistencies are eliminated from the EFSM model. The 

work of splitting some nodes, however, could have been prevented if the tail nodes for e2 8 , 6 3 4 , 

6 3 5 , e3 8 > 6 4 0  > and C4 1  were combined as V2 s- Such combination of tail states can be achieved 

by using the format depicted in Figure 5.a for conditions of outgoing edges of U1 7 , t>2 2 > and 0 2 5
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(which currently use the format of Figure 5.b).

Therefore, the conformance testers, where possible, provide recommendations for the sections 

of the EFSM graph that requires heavy splitting due to inconsistencies. Restructuring the 

specification may reduce the complexity of the test generation process, while reducing the test 

sequence length.

5.2 Conflicting Timers Problem

The messages exchanged among the peer entities of a communication system may require delivery 

of services within certain time, measured with timers. The FSM models of these systems include 

transitions with timing conditions.

The timing parameters of am FSM model have significant influence on its behavior. Functional 

errors in protocols with real-time requirements can be caused by the conflicting actions and 

conditions involving timers. A test sequence generated for an FSM model in which time variables 

affect the behavior of the protocol may become infeasible if the timing constraints are not 

efficiently analyzed during the test generation. Issues related to the so-called conflicting timers 

problem have been studied in more detail by Uyar et al. [30, 31, 32, 33, 83].

As an example, among the several timers defined for the the Datalink Layer of the MIL-STD 

188-220 are the BUSY  and ACK timers. It is observed that for the FRAME-BUFFERED state, 

a buffered frame cannot be transmitted if either timer is running. On the other hand, if ACK 

timer expires while the BUSY timer is inactive, a buffered frame is retransmitted. However, if
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the ACK timer expires while the BUSY  timer is running, no output is generated [32].

Although the timers problem is generally an open research problem, most of the time variables 

are linear and their values implicitly increase with the time. These two features simplify the 

conflicting timers problem. In this special case, it is expected that an efficient solution to the 

conflicting timers problem can be found [30].

The inconsistency detection and elimination algorithms presented in this thesis are used to solve 

the conflicting timers problem. The application of these algorithms is expected to eliminate 

the redundancies of manual state expansion and significantly shorten the test sequences while 

providing the same fault coverage [32]. An FSM graph whose actions and conditions use timing 

variables is depicted in Figure 5.6. The edge conditions and actions of this graph are defined as 

follows:

eon : (1) {Ti = 0;T2 = 0 ;/i =  -005/2 =  -oc;foti =  !; *1,1 =  1; *2,1 =  2;£-o =  1} 

e° ff '■ (Ti = =  0 A T2 = =  0) {}

e?tl : (L2 = =  2 A f 2 >  3.7 A (3.7 -  f 2 <  5.5 -  f i )  A T2 = =  1)

{L2 =  1; T2 =  0; f \  = f i  + 1; f 2 = - 0 0 } 

e?,2 : (L i  = =  2 A f 2 <  3.7 A (3.7 -  f 2 < 5.5 -  / 1) A T2 = =  1)

{ L 2 =  1; T2 =  0; f i  =  f i  -  f 2 +  4.7; f 2 =  - 0 0 } 

e£tl : (L2 = =  2 A f x >  5.5 A (5.5 -  h  <  3.7 -  f 2) A 7 \ = =  1)

{■fro =  1; T i  =  0; f 2 — f 2 +  1; /1  =  - 0 0 } 

e l p  : (L 2 = =  2 A f i  <  5.5 A (5.5 -  fy <  3.7 -  f 2) A I \  = =  1)
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{L0 =  l ;T i  =  0 ; /2 =  h  -  h  +  6.5; f i  =  - 0 0 } 

e2 : (L0 >  0 A f x <  5.5 A f 2 <  3.7)

{ / 1  =  f i  +  l ; / 2  =  h  +  l ; i i  =  l ; T i  =  l ; / i  =  0;T2 =  0 ; /2 =  - 0 0 } 

e4 : (X i >  0 A /1  <  5.5 A / 2 <  3.7)

{ L i  =  1; /x =  f i  +  1; / 2 =  / 2 +  1; T2 =  1; / 2 =  0} 

fio,i • (*0,1 ^ 0 A (Ti = =  0 A To === 1) A

(*o,i <  5.5 -  /: )  A (tgtl < 3.7 -  / 2))

(Z-o =  0; /1  =  /1  +  to,i; f i  =  h  +  *o,i>' *o,i =  0} 

eU  : (*1,1 > 0 A 3*i,i < 5-5 “  /1  A 3t{tl < 3.7 -  / 2)

{ L i  =  0; f i  =  f \  +  3$i(1; / 2 =  / 2 +  3ix,i; **tx =  0} 

e2,i : ( t |tl > 0 A (Tx = =  1 A T2 ==  1) A

(*5,i < 5 . 5 - / 1 ) A («5tl < 3.7 -  f 2))

{L 2 =  0; /x =  /x +  *2,i; / 2  =  h  +  *2,1! *2,1 =  0} 

e2,i • ((-^1 = =  1 A (1 <  5.5 — /1  <  i2ix)) A <2tx >  0 A

(5.5 -  /x <  3.7 -  / 2) A {Tx = =  1 A T2 = =  1))

(Z-2 =  2; /1 =  /x  +  1; / 2 =  / 2 +  1; f l j  =  *2,x -  1}

®2,1 • ((^2 = =  1 A (1 <  3.7 — f i  <  *2,x)) A *2,1 ^  0 A

(3.7 -  / 2 <  5.5 -  / 1) A (Tx = =  1 A T2 = =  1))

{L2 = 2; /x =  f i  +  1; / 2 = f 2 + 1; t^x =  *2,1 — U

The following edges, called observer edges, are designed to
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assure the proper traversal of the self-loops.

s0,l : ( L q < 2 A ^ ---- 0){}

//
s0,l : ( L q <  2 A (tĝ i > 0 A (Ti II II »—•

 
< II II O r
S

So : < l){ i0 =  2 }

s l,l : (Li < 2 A t \  i = =  0){}

SI : < l ) { L i = 2 }

s2,l : (£-2 < 2 A <2,1 = =  0){}

//
s2,l : (L2 < 2 A (£2,1 > 0 A (Ti II II 1—

• < II II 0

Si : <1){L2 =  2}

For example, in Figure 5.6, the actions of set T2 to 0. Since the time condition of es requires 

that (T2  = =  1), the action of causes inconsistency with the condition of e ^ .  Similarly, 

a test sequence that includes both eo,i and contains condition inconsistency—eo,i requires 

that (Ti = =  0) and that (Ti = =  1). Hence, a test sequence generated without considering 

such inconsistencies may be infeasible.

The application of inconsistency elimination algorithms to this FSM produces an FSM graph in 

which the generation of only feasible test sequences is guaranteed. Notice that the inconsistency 

detection and elimination algorithms of Chapter 3 deal with the elimination of inconsistencies 

in EFSM graphs of the specifications given in high-level languages such as VHDL. For the 

general FSM/EFSM graphs, these algorithms axe slightly modified. Such modifications can be
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summarized as follows. When a node Vi is visited, based on the available AUM pairs of Vi, the 

outgoing edges of Vi are classified as traversable and non-traversable. During the inconsistency 

detection, an edge ti is traversed only if its condition can be satisfied by the current AUM pairs 

of head(ei). Furthermore, if a subgraph starting from node the v,- is split due to an action 

inconsistency, copies of all outgoing edges u, are included in the subgraphs containing and 

v i(s) non-traversable edges marked. Upon the completion of the graph traversal, all

non-traversable edges are deleted from the graph.

Once node v q  is visited by traversing eon, it is found that none of the outgoing edges of v q , 

except e2 , is traversable. Henceforth, a non-traversable edge will be drawn with a dashed-arrow. 

As stated earlier a node Vi drawn with a dashed-circle represents a subgraph that starts from

Vi.

Figures 5.8 through 5.11 show successive graph splits due to the inconsistencies among the 

time-actions and conditions of the graph which appears in Figure 5.6. The resulting graph when 

inconsistencies due to the time variables are eliminated is depicted in Figure 5.12. Notice that, 

for simplicity, the observer edges and nodes [32] are not shown in the final graph.
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e_offe on

Figure 5.6: An FSM graph with timing parameters.
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el.l

e offe_on

e2,l e2,l e2,l 
e2,l e .̂l _

► Non traversable edge

Figure 5.7: The FSM graph of Figure 5.6 with the non-traversable outgoing edges of v q  marked.
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el.l

0 0
e on e_off

el,l

► Non-traversable edge

Figure 5.8: The FSM graph after the graph of Figure 5.6 is split due to the effects of ei,i.
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el,l
el,l

e offe on

e8i
e2,l,e2,l,e2,l,e7,l,e7,2e82

► Non-traversable edge

Figure 5.9: The FSM graph of Figure 5.8 with the non-traversable outgoing edges of vq marked.
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e l.I
e l,I

e_offe_on

,e2 ,l.e2 ,l,e2 ,l,e7 ,l,e7 .2e'82

► Non-traversable edge

Figure 5.10: The FSM graph after the graph of Figure 5.9 is split due to the effects of e2 ,i-
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e_d

el.l
e l. l

c_offe_on

' e4

e82

421,c2J I .e 2 ,l .e 7 .l ,c 7 ^e82

e82

e 2 ,l ,e 2 ,l ,3 ,I ,e 7 1 ,e 7 ,2

Non-traversable edge

Figure 5.11: The FSM graph after the graph of Figure 5.10 is split due to the effects of s2 .
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cjoff.

e_on

e4
e4

e l . l

£2,1
e4

e8.2

el.O el.O

e_off

e4

Figure 5.12: The resulting FSM graphs after timing conflicts are removed.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Chapter 6

Conclusions

The generation of only feasible conformance test sequences from the EFSMs is complicated by the 

interdependencies among the action and condition variables of the EFSMs. The inconsistencies 

caused by such interdependencies impair the direct application of the FSM-based test generation 

methods to the EFSM models.

Recently, severed methods for generating test sequences for EFSM models appeared in the liter­

ature. However, for most of these methods, the inclusion of infeasible paths in the test sequences 

may be inevitable since the underlying models axe EFSMs. Furthermore, the methods that con­

vert EFSMs to equivalent FSMs are applicable only to EFSMs with limited variable domains.

Although, in general, generating feasible test sequences from the EFSM is an open research 

proble, this dissertation presents a method that enables the generation of realizable test se­

quences from a class of EFSMs. It is assumed that the specification consists of a single process
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with linear actions and conditions. It is also assumed that pointers, recursive functions, and 

syntactically endless loops are not present in the specification. Inconsistencies in EFSM mod­

els we defined. Algorithms for the detection and elimination of these inconsistencies from the 

EFSM models are developed.

The detection and elimination of inconsistencies from the EFSM models axe accomplish in two 

phases. In the first phase, inconsistencies caused be the action variables are detected and 

eliminated from the graphs. The detection of the action inconsistencies requires accounting for 

the variable modifications in the paths leading to a given node. The matrix representation of 

the edge actions allows the effects of the edge actions on the variables to be accumulated.

In the second phase of the inconsistency detection and elimination, the interdependencies among 

the condition variables are investigated. The system of the linear constraints formed by the 

edge conditions of a path obtained in the DF graph traversal is used to detect the existence of 

condition inconsistencies.

The algorithms presented in this thesis eliminate inconsistencies by creating new nodes and 

edges. However, these nodes and edges are created only when needed to avoid unnecessary 

growth of the state space. For the cases where the state explosion is unavoidable, the size of the 

new graph is constantly monitored as the algorithms eliminate the inconsistencies.

Once inconsistencies are eliminated, realizable test sequences can be generated from the resulting 

consistent EFSM by using the test generation methods available for the FSM models.

The proposed methodology is currently being used to solve the conflicting timers problem, which
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arises when a protocol has multiple timers running concurrently. Due to the conflicting timers, 

a test sequence of a protocol such as the Estelle specification of the MIL-STD-188-220 [32] may 

be interrupted by unexpected timeouts. Preliminary results show that generating test sequences 

for the MIL-STD 188-220 after eliminating the timer inconsistencies significantly improves the 

test coverage by including more transitions into the test sequences without timer interruptions.

188

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Appendix A

In this appendix, the format used in the inconsistencies detection and elimination software 

package for EFSMs is presented. An EFSM graph used as input to the software package as 

well as the resultant EFSM graphs, after the software package eliminates each of action and 

condition inconsistencies, are also given.

In this format, the terms used to describe the EFSM graphs include:

• noof-variables: the number of the condition and action variables

• node.no: node number

• node_name: node name, which does not change with the number of times that the node 

is split

• node-type: indicates if the node is a loop entry/exit or a regular node

• outdeg is the number of outgoing edges of the node

• edge_type: indicates if the edge is a loop exit or a regular edge
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• nooLcond: the number of condition of an edge

• <OP>: the operator associated with a condition

• noof_act: the number of actions of an edge (Note Xi can be any variable for a given action)

• const: the constant associated with the condition or action of an edge

The following format is used to describe an EFSM graph with n:

n o o f.v a r ia b les  = k 
v a r ia b le s : XI X2 . . .  Xk 
in itia l_ n o d e  -  i n i t i a l  node name

node.no = 1 
node.name = node name 
node.type = node type 
outdeg 3  m

edge = 1 -s t  outdegree number
to .node = ending node number 
ed ge.type = edge type 
noof.cond = c 
con d ition  =

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const 
a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const 
n o o f.a c t  = 1
a ctio n  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk + const 
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const 

edge = 2-nd outdegree number
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to_node = ending node number 
edge_type = edge type 
noof_cond = 1
cond ition  =

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> 
a l * XI + a2 * X2 + . . .  + ak *Xk <0P>

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> 
noof_act = 1
action  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk 
Xi ss al * XI + a2 * X2 + . . .  + an * Xn

Xi = a l * XI + a2 * X2 + + an * Xn

edge = m-th outdegree number
to_node = ending node number 
edge_type = edge type 
noof_cond = 1
con d ition  =

a l * XI + a2 * X2 + —  + ak *Xk <0P> 
a l * XI + a2 * X2 + . . .  + ak *Xk <0P>

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> 
noof_act = 1
a ction  =

Xi = a l * XI + a2 * X2 + . . .  + an * Xn 
Xi = a l * XI + a2 * X2 + . . .  + an * Xn

Xi = a l * XI + a2 * X2 + an * Xn

node.no
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node.name = node name 
node_type = node type 
outdeg = m

edge = 1 -s t  outdegree number
to_node = ending node number 
edge.type = edge type 
noof_cond = 1
condition  =

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const 
noof_act = 1
action  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk + const
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

edge = 2-nd outdegree number
to_node = ending node number 
edge.type = edge type 
noof_cond = 1
condition  =

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const 
noof_act = 1
action  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk + const
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

edge = m-th outdegree number
to_node = ending node number 
edge.type = edge type 
noof_cond = 1
cond ition  =

a l * XI + a2 * X2 + . . .  + an *Xn <0P> const 
noof_act = 1
a ction  =
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node_no = n 
node_name = node 
node.type = node 
outdeg = m

edge =

edge =

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const 
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

name
type

1 -s t  outdegree number 
to_node = ending node number 
edge_type = edge type 
noof.cond = 1
cond ition  =

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const 
n o o f.a c t = 1 
a ction  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk + const 
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

2-nd outdegree number 
to_node = ending node number 
edge_type = edge type 
noof_cond = 1
cond ition  =

a l * XI + a2 * X2 + . . .  + ak *Xk <0P> const 
n o o f.a c t = 1 
action  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk + const 
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const
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edge = m-th. outdegree number 
to_node = ending node number 
edge_type = edge type 
noof_cond = 1
con d ition  =

a l * XI + a2 * X2 + . . .  + an *Xn <0P> const 
noof_act = 1
a ctio n  =

Xi = a l * XI + a2 * X2 + . . .  + ak * Xk + const 
Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const

Xi = a l * XI + a2 * X2 + . . .  + an * Xn + const
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The following EFSM graph is used as an input to the inconsistencies detection and elimination 

software package.

n o o f.v a r ia b les  = 3 
va r ia b les: X Y Z 
in it ia l .n o d e  = in i t

node.no = 0 
node.name = in i t  
node.type = REGULAR 
outdeg = 2

edge = 0
to .node = 1 
edge.type = 
noof.cond = 
cond ition  = 

0
n o o f.a c t = 
actio n  =

Y
edge = 1

to .node = 1 
edge.type = 
noof.cond = 
cond ition  =

n o o f.a c t = 
actio n  =

node.no = 1 
node.name = N1 
node.type = REGULAR 
outdeg = 1

edge -  2
to .node = 2 
edge.type = 
noof.cond = 
con d ition  = 

1 ■
n o o f.a c t  = 
a ctio n  =

REGULAR
1

* X  + 0 * Y + 1 * Z >  10
1

= 0 * X  + 0 * Y  + 0 * Z  + 0

REGULAR
1

0 * X + 0 * Y + 1 * Z < = 1 0
1

Y = 0 * X  + 0 * Y  + 0 * Z + 1 0

REGULAR
1

■ X + 0 * Y + 0 * Z < = 5
1
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X = 0 * X  + 0 * Y  + 0 * Z + 1 0

node.no = 2 
node.name = N2 
node.type = REGULAR 
outdeg = 2

edge = 3
to.node = 3 
edge.type = REGULAR 
noof.cond = 1
condition  =

0 * X + 1 * Y + 0 * Z > 1 0  
n o o f.a c t = 1
a ction  =

X = 0 * X  + 0 * Y  + 0 * Z + 1 0
edge = 4

to.node = 3 
edge.type = REGULAR 
noof.cond = 1
cond ition  =

0 * X + 1 * Y + 0 * Z < = 1 0  
n o o f.a c t = 1

a ctio n  =
X = 1 * X  + 0 * Y  + 0 * Z  + 1

node.no = 3 
node.name = N3 
node.type = REGULAR 
outdeg -  2

edge = 5
to.node = 4 
edge.type = REGULAR 
noof.cond = 1
cond ition  =

0 * X + 0 * Y + 1 * Z < = 1 0  
n o o f.a c t = 1
actio n  =

X = 0 * X + 0 * Y + 0 * Z + 1 0
edge = 6

to .node = 4 
edge.type = REGULAR 
noof.cond = 1
cond ition  =

0 * X + 0 * Y + 1 * Z > 1 0  
n o o f.a c t  = 1
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a ctio n  =
Y = 1 * X  + 0 * Y  + 0 * Z + 1 0

node_no = 4 
node_name = M5 
node_type = REGULAR 
outdeg = 1

edge = 7
to .node = 0 
edge.type = REGULAR 
noof.cond = 1
con d ition  =

1 * X  + 0 * Y  + 0 * Z <  10000 
n o o f.a c t  = 1
a c tio n  =

Y = 1 * X  + 0 * Y  + 0 * Z  + 10
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The output graph after the software package eliminated the action inconsistencies from the 

above EFSM graph.

n oof_variab les = 3 
v a r ia b les: X Y Z 
in it ia l_ n o d e  = in i t

node_no = 0 
node.name = in i t  
node.type = REGULAR 
outdeg = 2

edge = 0
to.node = 1 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

0.00 * X + 0.00 * Y + 1.00 * Z > 10.00  
n o o f.a c t = 1 
action  =

Y = 0 .00  * X + 0.00 * Y + 0 .00  * Z + 0.00
edge = 1

to.node = 5 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

0.00 * X + 0 .00 * Y + 1.00 * Z <= 10.00  
n o o f.a c t = 1 
action  =

Y = 0 .00 * X + 0.00 * Y + 0 .00  * Z + 10.00
node.no = 1 
node.name = N1 
node.type = REGULAR 
outdeg = 1

edge = 2
to.node = 2 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

1.00 * X + 0 .00 * Y + 0 .00  * Z <= 5.00  
n o o f.a c t = 1 
a ction  =

X = 0 .00  * X + 0.00 * Y + 0 .00  * Z + 10.00
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node_no = 2
node.name = N2 
node.type = REGULAR 
outdeg = 2

edge = 3
to.node = 3 
edge.type = REGULAR 
noof.cond = 1 
condition  =

0.00 * X + 1.00 * Y + 0.00 * Z > 10.00  
n o o f.a ct = 1 
action  =

X = 0 .00  * X + 0.00 * Y + 0.00 * Z + 10.00
edge = 4

to.node = 3 
edge.type = REGULAR 
noof.cond = 1 
condition  =

0.00  * X + 1.00 * Y + 0.00 * Z <= 10.00  
n oof.act = 1 
action  =

X = 1.00 * X + 0 .00  * Y + 0.00 * Z + 1.00
node.no = 3 
node.name = N3 
node.type = REGULAR 
outdeg = 2

edge = 5
to.node = 4 
edge.type = REGULAR 
noof.cond = 1 
condition  =

0.00  * X + 0 .0 0  * Y + 1.00 * Z <= 10.00  
n o o f.a ct = 1 
action  =

X = 0.00 * X + 0 .00  * Y + 0.00 * Z + 10.00
edge = 6

to.node = 4 
edge.type = REGULAR 
noof.cond = 1 
condition  =

0.00  * X + 0 .00  * Y + 1.00 * Z > 10.00  
n o o f.a ct = 1 
action  =

Y = 1.00 * X + 0 .00  * Y + 0.00 * Z + 10.00  

199

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



node.no = 4 
node.name = N5 
node.type = REGULAR 
outdeg = 1

edge = 7
to .node = 0 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

1.00 * X + 0 .00  * Y + 0 .00 * Z < 10000.00 
n o o f.a ct = 1
a ction  =

Y = 1.00 * X + 0 .00 * Y + 0 .00 * Z + 10.00
node.no = 5 
node.name = N1 
node.type = REGULAR 
outdeg = 1

edge = 8
to .node = 6 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

1.00 * X + 0.00 * Y + 0 .00 * Z < -  5.00  
n o o f.a c t = 1
a ctio n  =

X = 0.00 * X + 0.00 * Y + 0 .00 * Z + 10.00
node.no = 6 
node.name = N2 
node.type = REGULAR 
outdeg = 1

edge = 9
to.node = 7 
edge.type = REGULAR 
noof.cond = 1 
con d ition  =

0.00  * X + 1.00 * Y + 0 .00 * Z <= 10.00 
n o o f.a c t = 1 
a ctio n  =

X = 1.00 * X + 0.00 * Y + 0 .00 * Z + 1.00
node.no = 7 
node.name = N3 
node.type = REGULAR 
outdeg = 2

edge -  10
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to .node = 8 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

0 .00  *  X + 0.00  * Y + 1.00 *  Z < 
n o o f.a c t = 1 
action  =

X = 0 .00  * X + 0.00 *  Y + 0 .0 0  *
edge = 1 1

to.node = 8 
edge.type = REGULAR 
noof.cond = 1 
condition  =

0 .00  *  X + 0.00  * Y + 1.00 *  Z : 
n o o f.a c t = 1 
a ction  =

Y = 1.00 * X + 0.00 *  Y + 0 . 0 0  *
node.no = 8 
node.name = N5 
node.type = REGULAR 
outdeg = 1

edge = 12
to .node = 0 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

1.00 *  X + 0.00 * Y + 0 .0 0  *  Z < 
n o o f.a c t = 1 
action  =

Y = 1.00 * X + 0.00 *  Y + 0 . 0 0  *
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The final consistent EFSM graph after the software package eliminated each one of action and 

condition inconsistencies appears below.

noof_variables = 3 
variab les: X Y Z 
in itia l_ n o d e  = in it

node_no = 0 
node_name = in i t  
node.type = REGULAR 
outdeg = 2

edge = 0
to.node = 9 
edge.type = REGULAR 
noof.cond = 1 
condition  =

-0 .0 0  * X + -0 .00  * Y + -1 .0 0  * Z <= -10 .01  
n oo f.a ct = 1 
action  =

Y = 0 .00 * X + 0 .00  * Y + 0 .00  * Z + 0.00
edge = 1

to.node = 13 
edge.type = REGULAR 
noof.cond = 1 
condition  =

0 .00  * X + 0.00 * Y + 1.00 * Z <= 10.00  
n o o f.a ct = 1 
action  =

Y = 0 .00 * X + 0 .00 * Y + 0 .00  * Z + 10.00
node.no = 9 
node.name = N1 
node.type = REGULAR 
outdeg = 1

edge = 1 2
to.node = 10 
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

1.00 * X + 0.00 * Y + 0 .00  * Z <= 5 .00  
n o o f.a ct = 1
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a ction  =
X = 0 .00  * X + 0.00 * Y + 0 .0 0  * Z + 10.00

node.no = 10 
node.name = N2 
node.type = REGULAR 
outdeg = 1

edge = 13
to.node = 1 1  
edge.type = REGULAR 
noof.cond = 1 
cond ition  =

0.00 * X + 1.00 * Y + 0 .00 * Z <= 10.00  
n o o f.a ct = 1 
action  =

X = 1.00 * X + 0.00 * Y + 0 .0 0  * Z + 1.00
node.no = 1 1  
node.name = N3 
node.type = REGULAR 
outdeg = 1

edge = 14
to.node = 12 
edge.type = REGULAR 
noof.cond = 1 
condition  =

-0 .0 0  * X + -0 .0 0  * Y + -1 .0 0  * Z <= -10.01  
n o o f.a ct = 1 
action  =

Y = 1.00 * X + 0.00 * Y + 0 .0 0  * Z + 10.00
node.no = 12 
node.name = N5 
node.type = REGULAR 
outdeg = 1

edge = 15
to.node = 0 
edge.type = REGULAR 
noof.cond = 1 
condition  =

1.00 * X + 0.00 * Y + 0.00 * Z <= 9999.99  
n oo f.a ct = 1 
action  =

Y = 1.00 * X + 0.00 * Y + 0 .0 0  * Z + 10.00
node.no = 13 
node.name = N1 
node.type = REGULAR
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outdeg = 1
edge = 16

to_node = 14 
edge_type = REGULAR 
noof_cond = 1 
condition  =

1.00 * X + 0.00 * Y + 0 .00 * Z <= 5.00  
noof_act = 1 
action  =

X = 0 .00 * X + 0.00 * Y + 0 .00  * Z + 10.00
node_no = 14 
node.name = N2 
node.type = REGULAR 
outdeg = 1

edge = 17
to.node = 15 
edge_type = REGULAR 
noof_cond = 1 
condition  =

0 .00  * X + 1.00 * Y + 0 .00  * Z <= 10.00 
noof_act = 1 
action  =

X = 1.00 * X + 0.00 * Y + 0 .00 * Z + 1.00
node_.no = 1 5  
node.name = N3 
node_type = REGULAR 
outdeg = 1

edge = 18
to_node = 16 
edge_type = REGULAR 
noof_cond = 1 
condition  =

0 .00  * X + 0 .00 * Y + 1.00 * Z <= 10.00 
noof_act = 1 
action  =

X = 0 .00  * X + 0 .00 * Y + 0 .00  * Z + 10.00
node.no = 16 
node.name = N5 
node.type = REGULAR 
outdeg = 1

edge = 19
to.node = 0 
edge.type = REGULAR 
noof.cond = 1
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condition. =
1.00 * X + 0 .00 * Y + 0 .00  * Z <= 9999.99 

noof_act = 1 
action  =

Y = 1.00 * X + 0.00 * Y + 0 .00  * Z + 10.00
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