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Abstract

AUTHENTICATION SCHEMA DEFYING KNOWN CRACKERS’ TECHNIQUES

by
Pascal J. Abadie

Adviser: Professor Daniel I. A. Cohen

Thousands of computer users utilize systems requiring that they prove their identity
in order to access specific services. This procedure, called authentication, usually requires
the entering of a password unique to the user. Internet users are the fastest growing
population of computer users required to authenticate themselves. Unfortunately, Internet
security is very weak—any cracker, anywhere, can potentially access a computer user’s
Internet account by dialing a publicly available telephone number (to the provider) and then
trying to figure out the user’s password. As we shall see in the following paper, a large
majority of users employ passwords that are easy to remember and therefore easy to guess.
This provides a great opportunity for crackers to guess their passwords. In addition, it is
very easy to tap a communication line (especially on the Internet), giving a cracker the
opportunity to see passwords, as most Internet providers don’t use secure authentication
schema to grant access to their service.

Therefore, we will propose a method allowing a user to employ badly chosen
passwords (passwords that are easy to remember), and still access a system securely. We are

going to prove that this method defies all known crackers’ techniques and uses algorithms
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that have logarithmic complexity. We will show that the password transformation has a
linear complexity and that the key used for the password transformation can be created in n
steps, where n is the length of the password. We will also give a secure solution for
authenticating a user who employs a badly chosen password. We will compare this
technique with other known authentication schema and we will show that this method is
the only technique that is not weakened by the use of badly chosen keys or passwords. We
will also prove that our technique resists most of the known statistical and cryptanalytical
attacks (plaintext attack and chosen plaintext attack), and that it can be used in conjunction
with other cryptographic methodologies to augment them with its special properties against

cryptanalysis.
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CHAPTER 1

1. Crackers’ techniques, considerations:

1.1 Introduction:

In order to restrict access to authorized users, computer systems and Internet providers
usually require the user to login and enter a password. Unfortunately, it is very easy for a
cracker to enter a computer system. After presenting computer cracker’ techniques and
the weak points of computer systems using passwords for security, we will propose

solutions that render obsolete any technique currently employed by computer crackers.

1.2 Bad passwords:

A bad password is a password that can be easily guessed. A bad computer cracker will try
an exhaustive list, starting by typing the password AAAAAA and continuing with
AAAAAB, AAAAAQC, and so on. This was done by Lazlo Hollyfeld in the movie Real
Genius. Unfortunately, this technique is very bad, since trying all the possible
combinations would be too time consuming for a human being.

Suppose that the minimum length of a password is 6 letters and that the alphabet used
has 26 letters, then the number of passwords that can be formed with this alphabet is 26°.
If a2 human being can enter a password once every second (which is extremely fast) it
would take him 26° seconds to try all the passwords of length 6. This is equivalent to

308915776 / 86400 = 3575.41 days, in fact roughly 10 years of hard work without sleep.
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On the other hand, a computer equipped with a 120 MHz Pentium processor can

perform an average of 50 MIPS. Consequently, if we suppose that such a computer can
try 1 password per instruction, it would take such a computer 20 seconds to go through
the exhaustive list of all the possible passwords of length 6 constructed with an alphabet
of 26 letters.

Here is a list of bad passwords (extract of a list from Garfinkel, 1994):

TABLE 1: (BAD PASSWORDS LIST)
1. Your name.

2. Your spouse's name.

3. Your parents’ names.

4. Your child's name.

5. Your pet's name.

6. Names of close friends or coworkers.

7. Names of your favorite fantasy characters.
8. Your boss's name.

9. Anybody's name.

10. The name of the operating system that you are using.
11. The host name of your computer.

12. Your phone number.

13. Your license plate.

14. Any part of your social security number.

15. Anybody's birth date.
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16. Other information that is easily obtained about you.
17. Words such as wizard, guru, Gandalf, and so on.

18. Any user name on the computer in any form.

19. A word in the English dictionary.

20. A word in a foreign dictionary.

21. A place.

22. A proper noun.

23. Passwords of all the same letters.

24. Simple patterns of letters such as qwerty.

25. Any of the above spelled backwards.

26. Any of the above followed or propended by a single digit.

1.3 Do people use bad passwords?

A large percentage of people use bad passwords, and many use extremely bad passwords.
We can consider that an account where the user name or login and the password are the
same, called a Joe account, has an extremely bad password. According to a study done on
13,797 accounts, 368 accounts (2.7 %) were Joe accounts and 7.4 % used words from a
UNIX system dictionary that has 25,000 words. Therefore, it has been estimated that an
attacker can expect to crack the first password in less than 2 minutes (Cooper et. al,

1995).

TABLE 2: PASSWORD CATEGORIES ON THE INTERNET
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Joe Accounts Words from UNIX Other
dictionary
368 1020 12409

Passwords on the internet

Joe Accounts
3%

Words from UNIX
dictionary
7%

Other B Joe Accounts
90% B Words from UNIX dictionary
O COrther

FIGURE 1: JOE ACCOUNTS
1.4 Computer crackers' techniques:
Instead of trying every combination of letters, crackers use hit lists of common
passwords such as wizard or demo. Also, computer crackers believe that a significant
percentage of all computers contain at least one Joe account. Most computer crackers can
find an entry point into almost any system simply by checking every account to see if it

is a Joe account (Garfinkel, 1994).
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Also good computer crackers try all the possible bad passwords that are part of the

preceding list. One of the common bad passwords is a word from the dictionary. If we
take all the possible passwords of maximum length 8 formed with the English alphabet
of 26 letters there are 26 * 26° * 26> * 26* * 26° * 26° * 26" * 26" = 26 * 676 * 17576 *
456976 * 11881376 * 308915776 * 8031810176 * 208827064576 = 217180147158.

The largest dictionary ever published is the Oxford English Dictionary. In 1989, the
second edition (OED 2) was published in 20 volumes. The OED 2 contains 22,000 pages
and defines more than 500,000 words.

Thus the OED 2 contains only 0.00023% of all the possible passwords of maximum
length 8. Therefore, a good cracker instead of trying all the possible password
combinations would try only 0.00023% of all the possible passwords. If the computer
cracker’s speed is 1 password per second, it would take only 500000 / 86400 ~ 5.78 days
to try the entire

OED 2.

1.5 Using the fastest computer to enumerate all the passwords:

Intel's giant Paragon(tm) XP/S MP Supercomputers together claim the title of “World's
Fastest Computer.” The Paragon ran an industry-standard MP benchmark, at sustained
speeds of 281 billion operations per second (281 gigaflops). This is more than 50 percent

faster than the record of 170 Gflops set by Fujitsu’s Numerical Wind Tunnel in August,
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1994. On a second application, a double-precision complex LU factorization code, for

which industry records are not routinely kept, the Intel machine reached 328 gigaflops.
How fast 1s 328 gigaflops?

In one second, the Paragon system accomplished what would take 11,240 years on a
hand-held calculator-assuming one could do one operation per second and never take a
break.

The record-breaking runs were performed by a team of scientists from Intel and Sandia
National Laboratories. The Paragon system used for the record-breaking runs included
2256 compute nodes, each with three Intel 1860(tm) XP microprocessors, for a total of
6,768 microprocessors. The computer nodes are a new multi-processing node architecture
that the Scalable Systems Division of Intel introduced this fall.

Consequently, if we suppose that in one operation such a computer can enumerate 1
password, it can enumerate 281,000,000,000 passwords per second. Therefore, it can
enumerate all the possible words of length 8 formed with an alphabet of 26 letters in

0.775 seconds.

1.6 How long should a password be?

1.6.1 Considering the fastest technology available

From a theoretical point of view, to calculate maximum possible speed, let us suppose
that the Paragon computer communicates with another Paragon computer. One of the
computers tries to crack the system by enumerating all the possible passwords of length n

formed with an alphabet of cardinality 26. Suppose that the host computer can verify a
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password in one cycle. Therefore, how long should a password be such that the fastest

computer could not enumerate/verify all the possible passwords in a reasonable time?

Lengthof word | 8 9 |10 |11 12 13 14
Seconds 077 1 504 | 13108 340817 | 8861242
9 230392292

TABLE 3: ENUMERATION IN SECONDS OF WORDS OF DIFFERENT LENGTH

Lengthofword | 819/ 10] 1 |12 13 14 {15 16

1

year 0j0lo o joot o028 |73 | 19 4939

TABLE 4: ENUMERATION IN YEARS OF WORDS OF DIFFERENT LENGTH

5000
o 7
3000
years JARE=E
1000 [
4]
8 9 10 11 12 13 14 15 16

word length

FIGURE 2: PASSWORD LENGTH ENUMERATION (FASTEST TECHNOLOGY)
The preceding tables have been computed the following way:
y = s / 31536000 where 31526000 is the approximate number of seconds during a year.

We took 365.25 as the maximum number of days that the year can have.
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1.6.2 Considering the average technology:

In 1996, an average personal computer is a 120 MHz Pentium that can deliver an average

of 50 MIPS. Suppose that the host computer can verify a password in one cycle.

Therefore, how long should a password be such that the average computer could not

enumerate/verify all the possible passwords in reasonable time?

TABLE 5: ENUMERATION IN YEARS OF WORDS OF VARIOUS LENGTH(AVERAGE TECHNOLOGY)

Length of word | 8 9 10 |1t 12

Years 0.09 23 | 60 1573 40911
50000
40000
30000

’ ——Y
Years - / i
10000 : /_
0e— * — —.L
10 11

Length

12

FIGURE 3: PASSWORD ENUMERATION (AVERAGE TECHNOLOGY)

It is not feasible for the fastest computer to enumerate all the passwords of length 16 in a

reasonable time.

It is not feasible for the average computer to enumerate all the passwords of length 12 in

a reasonable time.
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1.6.3 Predicting the technology:

If we have an alphabet of n letters, and if we add an additional letter to the maximum
number of letters of a password, the technology of the fastest computer that could
enumerate all the passwords of length | constructed with an alphabet of length n, in
reasonable time, would have to be multiplied by n.

According to the following table, we can see that since 1994, the speed of supercomputers
has doubled each year. Consequently, if it has been decided that the length of a password
is 1, using an alphabet of cardinality n, such that all the possible passwords could not be
enumerated in reasonable time by the fastest supercomputer, then to keep pace with the
technology, one should choose a password of length 1+1 every n/2 years. Suppose that
we have an alphabet of 26 letters and that the length of the password has to be at least 16
bytes, then in 2008 we should use passwords of length 17. But, these are only loose

predictions. If we look at Table 5 we can see that in 1996, no record has yet been

established.
Year 1992 1993 1994 1995 1996
Gigaflops 30 65 140 280 280
Supercomputer NEC $X/3 TMCCM-5 | Fujitsu VPP 500 | Intel Paragon Intel Paragon
# processors 4 1024 100 6768 6768

TABLE 6: LIST OF THE EVOLUTION OF COMPUTER SPEED
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Supercompter speed from 1992-1996

1992 1993 1994 1995 1996

Year

FIGURE 4: EVOLUTION OF THE COMPUTER SPEED FROM 1992-1996

1.7 Good Passwords:

In order to prevent a cracker from guessing a good password, one should use a password
that is not part of Table 1. Also, in order to prevent automated programs that could use
brute force to guess a password it would be safe to choose a password that has a length |
such that n'/28*10'°*31471200 > 1000 years therefore:

1 > log,(28*101*31471200)

where n is the cardinality of the alphabet used to construct passwords of length L.

28*10" is the speed of the fastest supercomputer in floating points per second

31471200 is the number of seconds in a year (including leap year, considering that a year
has 365.25 days).

Realistically, we can consider that if we include uppercase and lowercase, people will use
an alphabet of cardinality 52. Therefore, the length | of the password should be 11
characters since 52''/280%10'°*31471200 = 2306.6 years.

Remark:

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



11
A computer keyboard has more than 100 keys, but it is safe to predict that most of the

time, most people will use only the upper and lower case letters of the alphabet, which
gives an alphabet of 52 letters.

Therefore, a good password should be at least 11 bytes (letters) long.

The following problem arises:

Most people choose bad passwords (see 1.3).

It is very difficult to ask people to choose a password that is not part of a hit list and that
has the proper length because such a password is difficult to remember.

Now that we know how crackers proceed and what the characteristics of a good
password should be, we are going to propose a method that allows users to continue to
use badly chosen passwords. We are going to do so by disguising the passwords that are
used. Most of the disguise techniques are part of cryptology. Therefore, the next chapter

will be devoted to the definition and description of various cryptological terms.
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CHAPTER 2

2. Some definitions
In order to continue the discussion we will define some basic concepts of cryptology,
cryptography and cryptanalysis in order to clarify all the terms that will be used

throughout the discussion.

Cryptosystem:

A cryptosystem is a system that uses a methodology that transforms messages in such a
way that only a certain number of persons can transform back them into their original
version.

As stated at the following WEB site: http://www.math.uio.no/nett/faq/cryptography-
faq

The story begins: When Julius Caesar sent messages to his trusted acquaintances,
he didn't trust the messengers. So he replaced every A by a D, every B by a E, and
so on, through the alphabet. Only someone who knew the “shift by 3” rule could
decipher his messages.

A cryptosystem is usually a whole collection of algorithms. The algorithms are
labeled, and these labels are called keys. For instance, Caesar probably used “shift
by n” encryption for several different values of n. It is natural to say that n is the
key here.

The people who are supposed to be able to see through the disguise are called
recipients. Other people are enemies, opponents, interlopers, eavesdroppers, or
third parties.

Cryptography: It is the science of creating cryptosystems.

Cryptanalysis: It is the science of breaking cryptosystems.
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Cryptology: Tt is a science that takes into consideration both cryptography and

cryptanalysis.

Plaintext: It is the text that has to be encrypted or enciphered.

Cipbertext: a plaintext that has to be encrypted is called a ciphertext or encrypred text.
Encryption: it is the method or algorithm used to transform a plaintext into a ciphertext.

Decryption: it 1s a method or algorithm used to transform a ciphertext into a plain text.

Brute force:

A a good cryptosystem would force a good cryptanalist to admit that the only way to
decrypt a plaintext is to try all the possible keys in order to find the corresponding
ciphertext or vice versa. In fact a good cryptosystem has to have a large key space
meaning that enumerating all the possible keys cannot be done in reasonnable time.
Passwords can be considered has keys. A cracker knows that even if the theoretical
password space may be large, a large percentage of people will use a predictable small
password space (such as a2 word from the dictionary). This paper will therefore present a
method that enlarges a predictable small password space into a large one where brute

force cannot be used.

Basic properties of a strong cryptosystem:
The two majors securities of a strong cryptosystem are the secrecy of the key and the

secrecy of the algorithm itself.
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Nevertheless, a cryptosystem has to have a large key space and has to produce a

cyphertext that appears random.

“Appearing random” produces large debates among cryptographers and others. Some
will request that a strong cryptosystem has to appear random to all standard statistical
tests (Knuth, 1981). Other will argue that the point in fact is that the encrypted text does
not have to look random, as long as one cannot find the key when looking at the

plaintext and the encrypted text.

2.1 The different types of cryptanalytic “attacks”

We are going to give the basic definition of cryptanalitic attack in order of difficulty.

2.1.1 The attacker has only the cyphertext:

This artack is called the cyphertext only attack.

The only information that the attacker has is an encrypted message from which to
determine the plaintext. It is considered that any encryption method has to resist a
cyphertext only attack since it is usually presumed possible that the attacker can have the

ciphertext.

2.1.2 Known plaintext attack:
The attacker knows the plaintext and the ciphertext in order to find the encryption

algorithm and the key(s) associated to it.
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2.1.3 Chosen plaintext attack:

The attacker has the possibility of chosing a plaintext and get the corresponding

ciphertext.

2.1.4 Chosen ciphertext attack:
The attacker has the possibility of chosing a ciphertext and get the corresponding

plaintext.

2.1.5 Adaptive chosen plaintext attack:

According to FAQ cryptography at http://38.250.63.3/tpatti/CRYFAQO3.HTM
In adaptive chosen plaintext, the attacker can determine the cyphertext of chosen
plaintexts in an interactive or iterative process based on previous results. This is
the general name for a method of attacking product ciphers called “differential
cryptanalysis.”

Now that we have defined the basic terminology and concepts of cryptology we will

explain in the next chapters how it is possible to perform a secure authentication with

badly chosen passwords.
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CHAPTER 3
3. Password transformation using permutations
We will propose an algorithm that protects against badly chosen passwords. This method
uses specific permutations and allows the use of any password (bad or good).
This methodology uses an old encyphering methodology updated with major changes
called transposition cyphers (Sinkov, 1966). The idea is to transform a password such that
it will not be part of the hit list of a cracker (see Table 1: (bad passwords list)). Before
showing how the password transformation is done we must have specific tools. These
tools will permit us to transform a password in logarithmic time, and we will prove that
trying to retrieve the original password would take an algorithm of exponential
complexity. In the following paragraphs we will define the tools that we need for

password transformation.

3.1 Definition of the homophonic code:

We propose the homophonic code in order to simplify proofs and other definitions.
Also a homophonic representation of plaintext is key to eliminating statistical analysis.

A code is homophonic when all the elements of a set represented by that code are
represented by a bit string that has the same number of zeros and ones. The homophonic
length L of a code is the minimum bit string length needed to represent all the elements

of a set using a homophonic code. Note that the length L of a homophonic code must be
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an even number, that the number of zeros in a bit string are L/2, and that the number of

ones in a bit string are also L/2.

3.2 Homophonic length L in function of cardinality of an alphabet:
3.2.1 The Homophonic cardinality:

Suppose that a homophonic code has a homophonic length of L, therefore the number of
different bit strings of length L, called homophonic cardinality, will be H, = (L / 2)

Proof:
Counting the number of different bit strings of length L that have the same number of

zeros and ones is the same as placing L/2 indistinguishable objects into L/2 + 1 boxes.

n+k-

1
K1 ) ways to place n indistinguishable objects into k distinguishable

Since there are (

(L/2)+(L/2)+1—j ( L ]

boxesthean=( (L/2)+1-1 L/2

QED.
Suppose that we have an alphabet of cardinality n then it will be safe to choose L =

A Log,n|. We will show the equality by finding a lower bound for d.

3.2.2 Finding a lower bound for H:

Let us say that L = 2d, therefore d = number of zeros = number of blanks.
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2 2 2 2
. (2d) (Zd) (Zd) (Zd) ( 2d)
Since = + + ot
d 0 1 2 \ 0
and 2° = O+1+2+...-f-dtereore\d 22 H. 22

consequently, we can choose Log,n as a lower bound for d. Since L/2 = d then we can

choose 2 Log,n |as a lower bound for L.

3.3 Example of a homophonic code
Let's take the alphabet:
a = {A,B,C,D,EF,G,H]LJK,L,M,N,0,P,QR,ST,U,V,W,X,Y,Zb}. The cardinality of

o is 27. Since we established that it would be enough to choose L = 2 Log,n l.then for

the alphabet o, L = f Log,n| = 2 1:;227 1= 2(3.3/07) = 44711 = 10. In that case d = 5.

Letter |Code Letter |Code

A 0000011111 [O 0001101110
B 0000101111 |P 0001110011
C 0000110111 |Q 0001110101
D 0000111011 |R 0001110110
E 0000111101 [S 0001111001
F 0000111110 [T 0001111010
G 0001001111 U 0001111100
H 0001010111 [V 0010001111
I 0001011011 [W 0010010111
J 0001011101 [X 0010011011
K 0001011110 |Y 0010011101
L 0001100111 |Z 0010011110
M 0001101011 b 0010100111
N 0001101101

TABLE 7: A HOMOPHONIC ALPHABET
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3.4 Permuting homophonic code

Suppose that we want to permute homophonic code of length L at the bit level.

Therefore we use a permutation of length L. We have L! different permutations. The

"o
Ly 2) . Consequently, L! different

number of homophonic codes of length L is H, =[

permutations have to permute H..
We are going to compute the number of permutations that an element of the

homophonic code will permute in the same way.

Trivially there are :
L! L! LY
LI/H, = - - < - (5!)
u L
LY (L =
-3 ((g)’-),
\\27 )

3.5 Transforming Homophonic words into a pseudo-random bit string:

We call 2 homophonic word a word that is formed with elements of an homophonic
alphabet. As an example if we use the alphabet represented in Table 5, the word
WIZARD is represented by the string:

0010010111 0001011011 0010011110 0000011111 0001110110 0000111011

By definition any homophonic word is represented by a bit string that has the same

number of zeros and ones.
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3.6 How homophonic codes eliminate some statistical analysis:

Most transposition cyphers have many weaknesses. First they don’t support plaintext
attacks. Another major weakness is that they hold up poorly against statistical analysis.

Suppose that a user uses the password “JOHN”. A cryptanalyst knowing that a
transposition cipher has been used to shuffle the password “JOHN” would count the
number of zero’s and ones that represent the encrypted password “J/OHN? since simple
transposition will not change that number. Therefore, many potential pa;swords can be
eliminated by the cryptoanalyst. The passwords that don’t have the right number of
zeros and ones can be easily eliminated. If we use a homophonic code to represent
plaintext, the number of zeros and ones that represent any words of the same length

would always be the same, making it impossible to eliminate any potential passwords.

3.7 Definitions:

3.7.1 Permutation:

A permutation of a non-finite empty set A is a bijection from X to X. We will often take
XasI, = {1, 2,.., n} where Lis the set of positive integers.

We will denote by S, the set of all permutations from the set of integers .

Therefore S, being the set of all permutations of I, the cardinality of S is n!

We shall denote permutations of a set in cycle notation(Biggs, 1990).

Example:

I = {1,2,3}.

5, = {(D@0), (1V(3), (123), (12) (), (132), (13)(2)}.
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Other notation:
For simplification we will use the following notation for transpositions:

Let’s take the set {1,2,3} and apply the permutation (12)(3) on it:

1 2 3
N T
2 1 3

therefore we will note the permutation (12)(3) < 2,1,3
DB =1,23

0)@23) = 1,3,2

(123) & 2,3,1

(124) (3) = 2,1,3

(125) <3,1,2

13)(2) = 3,2,1

3.7.2 Complexity:
A cipher’s strength is determined by the computational power needed to break it (Garey,

1979). We will express the complexity of the algorithms using the “big O” notation. We
will denote that an algorithm is linear O(n) if its complexity grows linearly with n.
We will denote that an algorithm is polynomial or logarithmic O(n) if it needs at least n*

steps to be computed.
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We will denote that an algorithm is polynomial or logarithmic O™) if it needs at least

' steps to be computed.

3.7.3 Surjection definition

By definition a function f from the set X to the set Y is a surjection if every y in Y is a

value f(x) for at least one x in X (Biggs, 1990).

3.7.4 Bijection definition:

The function f is a bijection from X to Y if every y in Y is a value f(x) for exactly one x

in X.

3.8 Getting a permutation according to a key:

In the following sections we will present 2 algorithms that will give a permutation
according to a key. The reason that we give 2 algorithms is to facilitate in one case the
key computation and in the other case the key exchange.

The first algorithm will give a permutation according to a key string. The second
algorithm will give a key according to an integer. Later on we will see that to have a
permutation of sufficient length the key has to be more than 64 bits. Currently, most
personal computers don’t support computations of keys more than 64 bits. Therefore we
will give an algorithm that gives a permutation according to a string which can be any

length and therefore can give a permutation of any length.
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The drawbacks of using a string will be in exchanging the key string. Many public key

exchanges are performed using integers and mathematical computations (Diffie, 1978). In
general the key exchange can be performed in one unique session. If one has to exchange
a key string using public key exchange one may have to perform x sessions where x is the
length of the key string. On the other hand using the key string can allow any key size

and consequently any length of permutation.

3.9 Getting a permutation using a key string:

We take an alphabet of cardinality n. The set of keys K(ct,:) is the set of all possible keys
of length : constructed with the alphabet a.

The cardinality of K(a,) if n'.

Since o can be an ordered set, then K(a.,-) can also be ordered.

Example:

We take the ordered alphabet o = {a,b} wherea < b.

We construct K(a,2):

K(a,2) = { aa, ab, ba, bb} where aa < ab < ba < bb, or we can say that
aa is element 0 of K(at,3)

ab is element 1 of K(c,3)

ba is element 2 of K(a,3)

bb is element 3 of K(a.,3).
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3.10 Definition of a surjection F between a set of keys and a set of permutations:
Let’s define the function F as a function between the 2 sets K(a,/) and P,. Later we will
prove that F is a surjection.

P, will be the set of permutations constructed from the set K (a,).

For the definition of F if we want keys of length - then we will choose an alphabet of
cardinality : (- = n).

Before defining the function F we have to define 2 other functions / and .

3.11 Definition of the function ¥:

+ takes 3 arguments: the first argument is a set of keys, the second argument is a key
from the set of keys and the last element is an integer.

+(K(,:),k,j) where o is an alphabet, k; € K(at, - )and 0<j<: -1 and . returns the
j® 1 letter of the key k,.

(In order to simplify the notation we will denote by K the first argument of ...

3.11.1 Example of .*
Let's take the alphabet o = {a, b} and ab an element of a.

+(K,ab,0) = aand /(K,ab,1) = b.
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3.12 Definition of the function ¥:

" takes 2 arguments: the first argument is an alphabet and the second argument a letter of
the alphabet. More generally, '’ takes as a first argument any ordered set.
(e, L) where o is an alphabet and L is a letter of the alphabet o and  returns the

position of L in the alphabet c.

3.12.1 Example:
If we take the alphabeta = {a,b,c,d,e,f, g, h}
(@,2) =0, (@,b) =2, (a,h) =7.

Now that we have defined the functions ¢ and ‘ we can define -.

3.13 Definition of J:

F:K(a,) = P..

Let's take k; eK(a,,:).

P. is the set of all the possible permutations of length .

We take theset I = {0, 1, ., : - 1}.

-We take the first letter of k; and we compute (# (K, k; , 0)).
By definition (i (K, k;, 0)) € I' ! since we have the condition that the cardinality of the
alphabet is the same as the length of the keys. We call '(: (K , k;, 0)) = p,.

Then we form the set I' - {p,}.
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-We take the second letter of k; and we compute #(#(K , k;, 1)).
By definition #(# (K, k;, 1)) e I ' or "(W(K , k;, 1)) e I'"".
If "(¥(K, k;, 1)) € T - {p,} then we form the set "' - {p, , p,} where (¥(K, k;, 1)) = p,.

Otherwise we take the first element of I'*! - {p,} and we call it p, then we form the set I'"

t- {Pmpl}'

-We take the n* letter of k; and we apply “(i(ct , k; , n))
If “(a(K, k;, n-1)) € I'"' - {p,} then we form the set I'** - {py, p;,--,P~.} Where ‘(: (K, k;,

n- 1)) = Pat-

Otherwise we take the first element of I'** - {py, p, .-, Pa2} and we call it p,, then we

form the set I'"' - {pg, P1s--sPur}-

-We take the :*-1 letter of k; and we apply “(4 (K , k;, :-1))
If (i(o,k;, 1)) €' - {pg Py--»p.2} then we form the set "' - {p,, pyy--,p.1} Where (i {a

K s -1)) = pue

Otherwise we take the first element of I' ! - {p, pi,--sp.2} and we call it p,, then we form

the set I'"* - {pq, P1s+-s Pt}
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Then we take the set {p,, p;,-., p..} and we form the permutation{p,, p;,.., p.,} as defined

in 6.1.(do that)

3.14 Proof that F is a surjection:

By definition any element of the set K(x,) corresponds to one permutation, i.e., one
transposition of length :.

Therefore, it will suffice to prove that the cardinality of the set K(x,) is greater than or
equal to the cardinality of P,.

By definition the cardinality of the set K(a.,-) depends of the cardinality of the alphabet o
and the length  of each key. Therefore the cardinality of the set K(a.,) is the number of
keys of length : that can be constructed from the alphabet .. Therefore |K(a.,) | = |af.
By definition we have decided that the length of the key will be equal to the cardinality
of the alphabet. Then, |K(a,) | = la} = .

By definition a key of the set K(a,) will give a permutation which is equivalent to a
transposition of length :. There are :! such transpositions, consequently there are :!
permutations, making the cardinality of the set P, equal to :!.

Since we show that |K(a.,-) | = - and that |P,| = /1 and since by definition * > :! then F
1s a surjection.

Let’s prove anyway that V : >0 then " > /1.

0° =020! = 0.

We suppose that for j >0 > j! is true.
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If we can have j > j! = (j+1)*' > (j+1)! then we can say that V : 20 then ~# > /1.

fj>jlthenj* G+1)=j!* (G+1)

FEGHY 2+ 7 *(+D) 2 G+1)

We know also that:

G+1)Y > then

Since we have j * (j+1) 2 (j+ 1)t and (j+1) * (+1) = * (j+1) then
G+ *G+1) 2+ 1) < G+ 1) 2 (+1)

Therefore, we have proved that j > j! = (j+1)*' > (j+1)! then V : >0 then "> 1.

3.15 Proof that the complexity of F is logarithmic:

To establish the complexity of F let’s establish the complexity of ‘ and

3.15.1 Complexity of -
The function ‘ would have to traverse at most the alphabet o that has a cardinality of ..
Example:
If we take the alphabeta = {a,b,c,d,e,f,g, h}
(@, h) = 7 therefore, in order to obtain the number 7 one could traverse the alphabet

and increment a counter for each letter encountered until the appropriate letter is found.

Therefore O() <la| =
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* - Complexity of +

The function # would have to traverse at most a word of length -.

Example:

If we take the word “badchef” constructed from the alphabet
a={ab,cdefgh}

«(K,badchef,7) = a

Therefore, in order to obtain the letter a one could traverse the word badchef and
increment a counter for each letter encountered until the appropriate value of the
counter is reached, and the corresponding letter returned.

Therefore O(4) < -

3.15.3 Complexity of :

Let's follow the description of the algorithm for a letter of a key step by step:

(1) We take the n” letter of b, and we apply (a, (K, k,, n))
In (1) we use “and / to obtain the integer ‘(a, (K, k;, n).

Clearly. obtaining that integer takes a complexity of O() + O() <2:.

QI (a, (K, k,n) €I -(py ppr s pui}
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In (2) we have to verify whether that integer belongs to a set that has a cardinality of at

most ! (here the set I'"' - ( py, Py, -» Paz})- This action also has a complexity of : since we
would have to traverse at most a set of cardinality /. Now we have a complexity of

O(#) + OC) + < <3i.

(3a) then we form the set I - {p, p Pt} where (K, k;,n-1)) =p,,

In (3a) if the integer (¢, #(K , k; , n-1) belongs to the set then we have to remove that
integer from a set. Clearly, this operation would take at most : steps. Now we have a
complexity of O(#) + O(%) + - <3:..

If the integer does not belong to the set then our algorithm branches to a different
complexity:

(3b) If the integer ‘i(a , #(ct, k; , n-1) does not belong to the set then we have to take the
first element of I'*' - {pg, Pys +» Puc}-

If the integer does not belong to the set then we have to take the first element of a set
which has a constant complexity C and then remove that integer from the set. Clearly,
this operation would take at most 2. steps.

For that branch of the algorithm, i.e., (1) (2) (3b) we have a complexity of

O(4) + O() + - + 2:<4..

This part of the algorithm will at most be applied to each letter of the key and there are .

letters.
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Therefore the total complexity of the algorithm is:

2O(H) + O() + 29) <7 (42).
Therefore O(?) = #0() + O(V) + 22 <: (&) = 42
So, O() < A

We have proved that F has a logarithmic complexity.

3.16 Example using J:

Let's take the following alphabet = {a, b, , d}.

Let's consider the following bijection:

i:{a,b,c,d} {0, 1,2, 3}

Therefore, since the cardinality of the alphabet is 4, the key has to have a length of 4.
Using the alphabet a we have the set of keys K(a, 4) which has a cardinality of 4* = 256.
Let's choose the key bacc of K(a, 4).

Let's compute ‘(bacc).

(1) we have to compute (a, (K, bacc, 0)).

(K, bacc, 0) = band (at, b) = 1.

We take the set I’ = {0, 1, 2, 3} and we construct the set P - {1} = {0, 2, 3}.

(2) we have to compute (o, #(K, bacc, 1)).
+(K, bacc, 1) = aand (o, b) = 0.

We construct the set I’- {1, 0} = {2,3}.
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(3) we have to compute (e, #(K, bacc, 2)).
(K, bacc, 2) = cand (o, b) = 2.

We construct the set I’- {1, 0, 2} = {3}.

(4) we have to compute (a, #(a, bacc, 3)).
(K, bacc, 3) = cand (a, b) = 2. Since c does not belong to the set I’ - {1, 0, 2} we take
the first element of that set which is 3.

We construct the set I - {1, 0, 2, 3} which is the empty set.

(5) we take the set {1, 0, 2, 3} and we construct the corresponding permutation (1, 0, 2,

3) which can be alternatively noted as (01) (2) (3).

3.17 Complexity of enumerating all the permutations constructed with the
function F and a set of key:
In 3.14 we proved that F is a surjection. We also showed that the cardinality of the set of

keys K(at,) = :” and that - K(o,:)) = P, has a cardinality of :!.

The number n! can be approximated by computing s, = v27n (2) where

~

nl s

This approximation is very good since it already approximates 5! Since 5! = 120 and s, =

118.02. (also 10! = 3,628,000 and s, = 3,598,600).
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n
. ~ n . . . .
Since n! ~ +/2mn (;) we can clearly see that enumerating permutations is exponential

and that the enumeration has a complexity of (n/e)".
Therefore the complexity of enumerating of all the permutations obtained from a set of
keys of cardinality :* has a complexity of at least (:/e)’ which is an exponential

complexity.

3.18 Definition of a bijection B between a set of keys and a set of permutations:
Now we will define a function that is a bijection between the 2 sets K(c.,-) and Py, P
being a set of permutations.

Each key will correspond to one and only one permutation, unlike the preceding
algorithm.

Therefore the complexity of enumerating the number of permutations constructed with
such a function is the same as the enumeration of all the keys that belong to the set used

to construct the set of permutations.

3.18.1 Length of the permutations generated by the bijection ::
Let’s note ®(Py) being the unique length of all the permutations of Pg.
Since we want a bijection between the sets K(a,:) and Py then the permutations of the set

P. have to be such that

©(Py) - 1)! <| K(a,:) | < O(Py)!

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



34
Proof:

Suppose that ©( P)! <|K (/)| therefore the cardinality of Py is less than the cardinality
of the set of keys making the bijection between the 2 sets impossible.

Example:

Suppose that the keys are constructed with an alphabet of cardinality 4, then the
cardinality of all the possible keys is = 256.

Consequently, since 5! = 120 < 4* < 6! = 720 the bijection B has to correspond to a set of
permutations such that all the permutations of the set are of length 6.

If the length of the permutation is less than 6 then the cardinality of the set of
permutations is less than the set of keys, making a bijection of the 2 sets trivially

impossible.

3.18.2 Getting OPy):
©(Pg) can be computed with linear complexity.
Here is the function GetLengthPermutationSet that returns @(P) according to the

cardinality of the alphabet used and the length of a key constructed with that alphabet.

ULONG GetLengthPermutationSet

(
ULONG ulAlphabetCadinality,
ULONG ulKeyLength

ULONG ulCounter;
double dKeyCardinality = 1;
double dLengthSetPermutation = 1;
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for (ulCounter=0;ulCounter<ulKeyLength;ulCounter++)

dReyCardinality=dKeyCardinality*ulAlphabetCardinality;
ulCounter = 1;

do
{

dLengthSetPermutation=dLengthSetPermutation*++ulCounter;
}while (dLengthSetPermutation < dKeyCardinality):

return ulCounter:;

We can see that the first for loop is used to compute the cardinality of the set of keys.
The while loop iterates until the theoretical cardinality of the set of permutations exceeds
the cardinality of the set of keys.

Then the number of iterations is returned which corresponds to the cardinality of the set
of permutations. We clearly see that the number of iterations of the loop is the length of

the permutations therefore the function proposed has a linear complexity.

3.18.3 Algorithm for finding OfP,):

Once ©(P) has been found then a permutation from an integer has to be found.
Let’s call ©(P) = o where o > 0.

Let’s define the function C: K&N

Suppose that we use an alphabet of cardinality m and that the key length is L and
suppose that we take a key k = a,a,..a; where a, is an element of the set of keys for [

greater than or equal to 1 and less than or equal to L, then we compute:
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Ck) = Claa,--a) = (e, 3)*m’ + ¥(o, a,)*m' + .. + ¥(ax, a)*m"!

Example:

a = {a,b,c}
m=4andL = 5.
k = abaca.

Then C(k) = C(abaca) = 0*5' + 1*5> + 0%*5? + 2*5' + 2*5° =0+ 75+ 0+ 10 + 0 =
85.
Since the permutation that has to be found according to an integer is of length o then o

iterations have to be executed.

3.18.4 Algorithm of the function .::

Let’s take a key k from a set of key K. Suppose that the set of permutations
corresponding to the set of key K is of length n, let’s compute :(k) = pyp;..p,..-
In all the definitions below we will choose n greater than 1 (meaning that we will only

consider permutations of length 2 or greater).

Here is the algorithm that will give the unique permutation.

First we are going to compute g, q; .- q, in the following way:

lteration O:

We have r, = C(k) - qo(n - 1)!
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Where qq =[ ) J

(n - 1)

In fact r, = C(k) - [(ncfki)!J(n- !

Iteration 1:

We haver, = r, -q,(n-2)!

r
Where q, = l(n _0 2)!J

ith iteration:

We haver;=r,, -q(n-1-1)!

Where q; = [ﬁJ

Last iteration:

Qi = 05

Therefore we have the following set Q = {qq, qy, --qu1}

Now we have to find the corresponding permutation pgp;..p, corresponding to the key k.

Using the function * see 3.12 we will use at iteration O the following sets:

S = {O) L,.,n ‘1} and Q = {%s 9 "aqn-x}'
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Iteration 0:
Po = ':t(s’ v‘{(Q’ O)) = F”(S’ qo)

then we form the set S, = Q - {q.}

lteration I:

P = '(So’ “(Q’ 1)) = “(So’ ql)

then we form the set S, = Q - {q,, q,}

Iteration i ;

pi= G (Q2) = Svq)

then we form the set S; = Q - {qq, qs5--,9s1}

Last iteration:

Poi = Gop (Q,n-1)) = (555 qn.)

In fact for the last iteration there is only one element in the set S, since the set has a
cardinality of n.

Therefore p,, will always be the last element of the set S_,.

Before we prove that B is a bijection, let's establish the following propositions:

Proposition 1:
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Suppose that for 2 keys k and k' where k, k' € K and that the length of the

corresponding set of permutations is n, we have the following 2 iterations:

For k:

r, = C(k) - qo(n - 1)! where q, = l(ncfki)! J

r;=r,-qn-1)! where0<i<n-land q; = [(Till_l)'J

Fork':

r'y = C(k) - q'o(n - 1)! where q'y = [%J

We have the following proposition:

If there exists i such that 0 <1< n-1and r; # r'; then B(k) # B(k').

Proof of proposition 1:
Taking all the conditions defined in proposition 1, if r; # r'; then we have two cases:
(1) q;#q'; then p, # p'; consequently B(k) # B(k').

(2 q = q'; then by definitionr,, #r';, ,.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



40
In thar case, at one point if we continue the iteration to (n - 1) we are going to show that

the condition:

“there exists j where q;#q’;and i < j < p-1” is true.

Proof by contradiction:

Suppose that until iteration n - 1 we always have the condition q; = q'.
Let's see what happens at iteration (n - 2).

In that case:

Li.t d o r'ia .
2= -nr2-0)) AT (2o T

we have the condition:
Qs = q'as therefore r, #1', consequently r, #r',,.

In that case (q,, # q's2) = (a2 # p'ad = B(k) # B(k").

Q.ED.

Proposition 2:

Vi>0andi<n-1wehaver,<r,

Proof of proposition 2:

In spite of the triviality of proposition 2 we will prove it by a recursive proof.
Let us see if r; <y is true.

r, = 1~ q,(n-2)! and ry, = C(k) - go(n-1)!

note: by definition Vi>0andi<n-1,q;20.
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r, = C(k) - qo(n-1)! - q,(n-2)! = C(k) - (qo(n-1)! + qy(n-2)!).

According to the above note

(Qolo-1)! + q,(n-2)}) 2 go(n-1)! > C(k) - (qo(n-1)! + qi(n-2)!) = C(k) - qo(n-1)! > r, < x,

Since r, is true then we suppose that r;<r,forj>0andj<n-1.
Let's prove that if r; < r, is true this implies r;,, < r, is true.

By definition r,,, = r;- q;,,(n-j-2) and q;,,(n-j-2) 2 0.

Since we have r; <rjthen r;- g, (n - j - 2) < r, therefore r;,, < r,.
Since we proved that if r; < r, is true that implies r;,, < ry is true for
j>0andj < (n - 1), then proposition 2 is true.

Q.E.D.

Proposition 3:

Viwhere0<i<n-land VkeK,if Ck)<(n-i-1)!theng = 0.

Proof of proposition 3:

FCk) <(n-i-1)'thenC(k) < (n-1)! < ..< (n-1)!therefore qy=2q;2..2qand q, =
O therefore g; = 0.

Q.E.D.

Proposition 4:

V k e K such that C(k) >0 then 3 i where 0 <i < (n - 1) such that qi > 0.
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Proof of proposition 4:

Proposition 4 can be proved by the fact that in the worst case

9o Qo - Qo3 = 0 andry, ry, .., r,; = C(k)

At one point we will have the condition:

i=(n-2)then Q2 = [(n—(nfn- ;) ‘1)!J _ l\r:-‘J = C(k)

Since C(k) >Othenq,,>0

Q.E.D.
Proof that B is a bijection:

To prove that B is a bijection we have to prove that
@I (k)= (k) >k =k
b) Kk, =k, — (k) = -(ky).

Proof by contradiction:
We are going to suppose that:

3k, k, € Kand k, #k, such that (k) = -(k,)

Suppose that : (k) = - (k) = pop;--Pa

By definition if k, #k, then C(k,) # C(k,).
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Therefore we have to compute q, q, .- q,, for k,.

Remember the first iteration:

ro = C(ky) - qo(n - 1)! where q, = [(ﬁk?) !J.

We are going to examine different cases relative to C(k).
We have to keep in mind that in all the cases if C(k,) > (n - 1)! then

Case 1: C(k) 2 (n- 1)! and C(k,) < (n - 1)!:

=N

If Ck)) > (n - 1)! therefore by definition q, = [ . D1

Clle) J=O'

If C(k,) < (n - 1)! therefore q', = !'(n Y

In that case we clearly see that qy and q'; are different.
Therefore p, = W(S, qo) is different from p'y = W(S, q')
Therefore, since we have :(k,) = pep,..p,, and (k) = p'sp's..p's., in the preceding case,

P, and p'y are different which is equivalent of :(k,) and - (k,) are different.

Case 2: C(k)) 2 (n - 1)! and C(k,) > (n - 1)! we have to keep in mind that C(k) # C(k').

We know already that q, >0

If C(k,) > (n - 1)! therefore q'y = [GIC% J> 0.

Since k, # k, are different then C(k,) # C(k,).

Since C(k,) # C(k,) then q, # q',-
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Therefore, if we have B(k,) = pop;--Pors and B(k;) = p'op'2--P' 0w int the preceding case,

P, and p', are different which is the equivalent of B(k,) and B(k,) being different.

In fact r, = C(K) - hnc_(k)l)!J(n -1)!

Case 3: C(k,) < (n - 1)! and C(k;) 2 (- 1)L
In that case trivially q, = O therefore r, = C(k1).
If C(k) < (n - 1)! then q' > 0 which are the same conditions as case 1.

Therefore B(k,) # B(k,).

Case 4: C(k') <(n-1)!and C(k") #0and C(k) <(n- 1)!and C(k) #0

Since C(k) < (n - 1)! then q, = [(;C%J = 0.
Since C(k") <(n-1)! then q'y = [(:{k‘i) !J =0.

Therefore we have q, = q',

According to proposition 4:

JisuchthatO<i<(n-1)and g >0.

Since q, = 0 we can say that (taking proposition 4 into consideration):
Jisuchthat0<i<(n- 1) and q4 q;,.-,q; > 0.

we can say the same thing for 1":

J1'suchthat0<i'<(n-1)and q'y, q';5-.,q's > 0.
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Let's consider such 1 and 1':
By definition:
ro = C(k) sinceq, = 0

r, = r, = C(k)

fiy = fp = Clk).

By definition:
r'y = C(k) since q, = 0

r'y =1, = C(k')

ry=r,= C(k')-

Therefore:

-Suppose that 1 = 1" in that case r,, = C(k) and r';;, = C(k') thenr, #1',,.
Consequently, according to proposition 1 since r;, # r';, then B(k) # B(k").
-Suppose thati #1' and 1 <1'.

In that case ¢;>0and q'i = 0.

Therefore r,, = C(k) and r';; = C(k') then r_, #r',,.
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Consequently according to proposition 1, since r;, # r';, then B(k) # B(k").

- Suppose that 1 #1' and 1> 1’

(using the same trivial reasoning asin i#1' and i <1').

Case 5: C(k') < (n-1)!and C(k") = 0Oand C(k) < (n - 1)! and C(k) # 0
If C(k) = Othen q0, q1, ..qn-1 = 0.

If C(k') = 0 then according to proposition 4:

31" suchthatO0<i'<(n-1)andq'; > 0.

therefore since qi' = Oand q'; > 0 then B(k) # B(k').

@ If k) = -(k)—>k =k
To prove (a) we suppose that B(k) = plp2..pn-1 and B(k’) = plp2..pn-1 where n is the
length of the permutations.
IfB(k) #B(k’)then3 1< i<n-lsuchthatpizpiIfpi#p’L
Since p; = #(S;, @) and p’; = #(S’, q") which means that if S; = S’i then qi # q'i and if S; #
S’i then 3 1 <j <1 such that qj # q}.

In any case we can say that 3 1 <j <isuch that qj # q’}.

Thereforesinceqj#q’jandqi=[( r..l-l 1),J andq’i=[( r‘j.l 1)IJ
n-j -1 n-j -1

then rj-1 # r’j-1.

To further continue the proof we are going to prove the following proposition:
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Proposition 5:

fr,2rand1 > 1thenr, =1,

proof of the proposition:

We know that

rn=r,-qD-i-1)!

r'=r,-qin-1-1)

We suppose that r;, = r’;, thensincer;!= r’,, then g, = q’;.

-1 ri-1
{ . P —— ,. == - ————— . ’. . '= ’- 1 {
Since q; [(n T l)!J and q’; i\(n . l)!J and q;# q’;thenr, !=r’,, whichisa

contradiction, therefore r,, # r’,,.

Q.ED.

We continue the preceding proof.

Remember that we are in the case where r; != r’; therefore according to proposition 5, we
haver, !=r,,., r,#1,.

By definition we have:

ro = C(k) - qo(n-1)! and r’y = C(k’) - q’(n-1)!

Let us suppose that C(k) = C(k’) therefore since r, # r’, therefore q, # q,.
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Ck Ck
Since q, = [(_nL-)l)_’J and q’, = [G%J therefore C(k) # C(k’) whichisa
contradiction, therefore C(k) # C(k’) which is equivalent to k # k’ since C is a bijection.

QED.

This finalizes the proof that B is a bijection.

3.19 Lehmercode of a permutation:

The preceding algorithm gives the ith permutation of an index of permutation writen in
lexicographic order (Biggs, 1988).

In the algorithm we obtain the set {q0,q1..qi-2} which is called the Lehmercode of a
permutation. The Lehmercode of a permutation is obtained by the representation of an
integer ), element of the symmetric group n = {1,..,n-1} in base n!

For example, when we follow the preceding algorithm for a symmetric group of
cardina;ity 4, if we compute B(15) we will have q0 = 2, q1 = 1, q3 = 1 where we can
write

15 = q0.3! + q1.2! + q0.1.

Then, obtaining the corresponding permutation of a Lehmercode, we use function V.
Algorithms have been proposed to obtain the corresponding permutation of a

Lehmercode. All the algorithms proposed (Flajolet, 1996) consist of the search and
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traversal of a set of cardinality < n where n is the symmetric group {0,..,n-1} at least n-1

times bringing the complexity of the algorithm to O(n?).
In this section we are going to give an algorithm that obtains the corresponding

permutation of a Lehmercode in O(n), which is a dramatic improvement.

3.20 Obtaining a permutation from Lehmercode in O(n):

3.20.1 Algorithm and complexity:

1) First we represent the set I" = {1,..,n} in base (n + 1) the following way:
PermBase =c=1*(m+ 1) + 2*[n + )" + .+ i* (a+1)™ + . + n * (n+1)°
Trivially, for any positive integer n there is one and only one representation of the set I".

The following C function computes the PermBase of the set I":

void GetPermBase(__int64 n, _ inté4 *PermBase)

{
__inte64 Base = n + 1;
*PermBase = n;
int x;
for(x = (n - 1); x > 0; x--)

{
*PermBase = (x * Base) + (*PermBase):;

Base = Base * (n + 1);

}

Clearly the complexity of the function is O(n) since we have to perform a constant

number of arithmetic operations in a for loop that iterates (n - 1) times.

2) we create the following array:

0 1 n-1
(n+1) (n+1)* (n+1)"

1
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The following C code performs the initialization of the array of integers Baseth:

__inteé4 *Baseth;
Baseth = (__int64 *) malloc (sizeof( _int64) * n);
Baseth{0] = n + 1;
int x;
for(x = 1; x < n; x++)
Baseth{x] = Baseth[x - 1] * (n + 1);

The complexity of the preceding function is O(n) since it contains only a for loop with

(n - 1) iterations.
3) we perform the following operation that extracts the permutation from PermBase:

_inte4 i, y =1, a, b, ¢ = PermBase, p;
for(x = 0; x < n - 1; x++)

{

i = (Baseth[n - LehmerCode[x] - 11 / y):
a=c% i;
b=c% (i / (n+ 1));
p=(a-b)/ (1/ (n+1)):
Permutation{x] = p;
c=((c-a)/ (n+ 1)) + b;
y =y * (n+1);
}
Permutation([x] = c;

In the preceding piece of code LehmerCode is an array of integers where the Lehmercode
of the lexicographic order of a permutation of the symmetric group n has been stored.
Remember:

PermBase =c=1*(n+ )"+ 2*(n + D + .+ i*(a+1)™ + .. + n * (n+1)°

which can be writen in base (n + 1) as the following vector: [1,2,..,n].

The Lehmercode is represented by an array of n - 1 elements.
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To compute the permutation we use the value of the first element of the Lehmercode and

so on until all the elements of the Lehmercode have been used.

Therefore when LehmerCode[x] = j we will get the j* value v; of the vector represented
by ¢, i.e we extract the factor v, of (n + 1)**h=Codd from c the following way:

we compute ¢ mod (n + 1) *Hmer@d o mod ((n + 1)*HbmeCdd /1 (n 4 1)) =

Vi(l’l + 1) n-1-LehmerCode{x]

then we compute vi(n + 1)+ imecedd /(4 qytiemeCode]
Then ¢ will be computed to represent the preceding vector without the j* value v, (the
first value of a vector is 0) the following way:

¢ = (c-(cmod (n + 1)~/ (1 ¢ 1) + cmod ((n + 1)HibmeCeddx /(4 1))

Then we use the next element of the Lehmercode to get the value of the new vector
represented by ¢ and so on until all the elements of the Lehmercode have been exhausted.
Since the powers of (n + 1) have been stored initially in an array of size (n - 1) they can

be accessed in one step in order to extract the values of the vectors represented by ¢

Example:

First iteration:

PermBase =c=3*1+2%4 +1%*4

Here n = 3, if LehmerCode[0] = 1 then we compute
cmod 4° = 3 *1 4+ 2*4 and we compute

cmod 4 = 3* 1.
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Then we compute p = ((c mod 4°) - (c mod 4))/4* = 2 then we compute a new c:

c=(B*1+2*4+1*4)/4)-B3*1+2*4) +3%4=3*1+1%4

we remember p = 2.

Second iteration:

If LehmerCode[1] = O then we compute p= 1 and ¢ is represented as 3 * 1

Last iteration:

p=c

At each iteration p builds the permutation array : 21 3.

Therefore the Lehmercode (2 , 0) gives the corresponding permutation 2 1 3
Consequently, according to the preceding algorithm we can see clearly that we compute
a constant number of arithmetic operations n -1 times. Therefore the complexity of the
algorithm is O(n).

Remark:

The preceding algorithm is bound to the fact that we will represent permutations of
length n starting at integer 1 to n. Trivially the algorithm can represent permutations of

length n starting at integer O to n-1 without any major modifications.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



53

3.20.2 Complexity of .:

We proved that the complexity for obtaining the Lehmercode of a permutation
according its lexicographic position has a complexity of O(n) and we proved that
obtaining the corresponding permutation from a Lehmercode has a complexity of O(n)

therefore the bijection B has a complexity of O(n).

3.20.3 Example of using bijection .:

F: K(a,) - P¢

The length of the key is - = 4.

The alphabet a = {a, b, ¢, d}.

Therefore the cardinality of P, is 4* = 256.

Since 5! < 256 < 6! Then the permutations of P, are of length 6.

Let’s take the key abbc. We know that i(a, a) = 0, (@, b) = 1and (a,c) = 2.
C(abca) = 0*4’ + 1%4% + 1%4' + 2%4° < 22,

Since we have 3! <22 < 4!, We take n = 4.

Step 1

v : C(abbc) ) [ZZ'J oo
©OMPEE | (Length(Pay - 11| ~ (51~ ~ %

C(abbc)
=22 =,
Length(P4) - 1)!

Then we compute C(abbc) - [ (
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Since C(abbc) = q, * (Length(p,) - 1)! + C(abba) & 22 = 0*51 + 22

then we take (5, qp) = ({0, 1, 2, 3, 4, 5},0) = O = p,.

Step 2

We comput - [EJ 0
ecC ute =|—|= =
PUE | (Lengtn(Ps) - 21| ~ L4t %

ro
Length( Ps) - 2

Then we compute r, - ([ ( )’J * (LengthP)-2)) =22 =r,.

Since 22 = 0 * 4! + 22 then we take ({1, 2,3,4,5},0) =1 =p,.

Step 3

We compute 2 [22 3
U = |—]= =
P (Length(Pa) - 3)! 31 | e

n
Length(Ps) - 3)! |

* (Length(P)-3)) =4 =r,.

Then we compute r, - [ (

Since 22 = 3 * 3! + 4 then we take ({2, 3,4,5},3) =5 = p,.

Step 4

We compute = [ 4 J 2
13} - _ = =
PU 1\ (Length(Ps) - )| ~ 2! b

r
Length(Ps) - 4

Then we compute r, - [ ( )'J * (Length(P,) -4)!) =0 =r,.
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Since 4 = 2* 2! + O then we take ¥/({2, 3,4},2) = 4 = p,

Step 4

W, t = I.OJ 0
e compute =|=|=0=aq,
OTPEE (Lengn(psy - s)| ~ L1t %

r
Length(Ps) - 5

Then we compute r, - [ ( )' J * (Length®P) -5)) =0 =r,.

Since 0 = 0 * 1! + O then we take ({2, 3},0) = 2 = p,.

Step 5:
By default p; = 3.

Solution:

Therefore the corresponding permutation of the key abbc is 015423 = (0) (1) (2534).
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CHAPTER 4

4. How to transform a bad password into a good one:

In chapter 3 we defined all the tools that will permit us to transform badly chosen
passwords into good ones. Remember that we have two basic tools: a homophonic code
(see 3.1) to represent words or passwords, and functions that will give us a permutation
in logarithmic time according to a key (see 3.13 and 3.18). -

In this chapter we are going to describe how to transform a password such that the
password does not belong to the best cracker’s hit list. We are also going to prove that
the password transformation defies statistical analysis and also resists plain text attack and

chosen plaintext attack.

4.1 What kind of permutations defy statistical analysis?
In order to transform a password into a word that defies statistical analysis we will chose
a specific permutation that we will use later on to transform the password. Therefore in

the next section we define what permutation to choose and how to choose it.

4.1.1 Statistical analysis definition:
Statistical analysis is based on the frequency of letters encountered in the cyphertext.
Also it consists of the analysis of the frequency of n-grams in the ciphered text for n > 2.

In order to eliminate the frequency of n-grams for n > 2 it is possible to use permutations
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to encipher a plain text. Also, it would be very useful to use permutations that eliminate

all the bigrams of a plain text each time (Welsh, 1993).

Examples:

Let’s choose the following plaintext:

“ATTACK AT 1PM.”

Suppose that we use the following permutation 234567 891011 1213 14 1). The
preceding plaintext would be encrypted the following way:

“TTACK AT 1PM.A”

It is clear that the preceding permutation did not eliminate any bigram except for the
first 2 letters of the plain text.

Suppose that we use the following permutation:

(14) (27) (3 6) (10 13) (5 11) (8 12) (9 14) which corresponds to the following
transposition:

4 7 6 1 11 3 2 12 14 13 5 8 10 9
ATTACK AT 1 PM.

The preceding text would be encrypted the following way:

A K A 1 T T P M C A T
We claim the last permutation eliminated all the bigrams of the plain text.

It is not obvious at first sight since we still have the bigram TT.

But we have to base this on the following principle:
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Principle 1:

A permutation eliminates all the bigrams of a plaintext if and only if it eliminates all the
bigrams of a plaintext that do not have the same letter twice and such that the plaintext

has the same length as the length of the permutation.

Let’s take a cipher text that has all the properties described in the preceding claim:
“ABCDEFGHIJKMNO”

Let’s take the preceding permutation and permute ABCDEFGHIJKMNO. The result is
the following cyphertext:

1 2 3 4 5 6 7 8 9 10 11 12 13 14

K € B M O N E

We clearly see that the permutation eliminated all the bigrams of the plaintext.
Therefore if we want to produce a permutation that will satisfy principle 1 it suffices

that:

Proposition 6:
If a permutation has a corresponding transposition pp,..p, where

0< p;<nandV O< j<n
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Pu# p;- 1 therefore such a permutation satisfies principle 1.

Proof:

Suppose that we have a permutation p = pep;..p, such that V 0< j<n, p,,# p;- 1 and
does not satisfy principle 1.

In that case it means that if we takeatextand V 0< j<nandV 0< i<n wherei #j
then Ti # Tj (meaning that all the letters of text T are different) then when we permute T
using the permutation p we have the following cyphertext T" = T°,T°,..T", such that 3 0
< m<nsuchthat T’ = T;and T°,, = T;, (meaning at least one of the bigrams was
preserved). If one of the bigrams was preserved then it means that the permutation of T,
was transposed to position v then T, was transposed to position v-1. In that case the
permutation p = pop;.V.,V;-p, and v, = v; - 1 which is a contradiction.

Q.E.D.

4.2 Number of permutations of a set P satisfying Proposition 6:
We call the set of all permutations of length n P, and the subset B, the permutations that
belong to Pn and that satisfy proposition 6. We will denote by af the cardinality of B,

We will try to find an upper bound and a lower bound of [ R .
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4.2.1 An upper bound of IR,/

We can already assert that:

Vn>2then|Pnl >|R).

The proof is very simple since:

V n 22 then the permutation012..n-1 € P,and012..n-1 ¢ B then|P| > |R].
Therefore we have the following upper bound n! > [RB] .

Let’s try to find a lower bound.

4.2.2 A lower bound of IR,/

For the simplicity of the computation we will define the function Successor.

When we use permutations we represent them by integers. A permutation of length n
will be represented by the integers of the set {0,1,..,n-1}.

Definition of the function Successor:

V1€ {01,..,n}, Successor(i) = i + 1 mod(n).

From now on we will abbreviate the function “Successor” by “Scsr”

As an example if we take the set {0,1,2} we have Scsr(0) = 1, Scsr(1) = 2, Scsr(2) = 0.
Let’s compute 3!:

Before we will enumerate all the permutations of P3:

012 021 102 120 201 210

Since Scsr(0) = 1 the permutation 0 1 2 does not belong to B3

Since Scsr(1) = 2 the permutation 1 2 0 does not belong to B3
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Since Scsr(2) = 0 the permutation 2 0 1 does not belong to 23
therefore 13! = 3.

Let’s compute 44:

First we will enumerate all the permutations of P4:

0123 1023 2013 3012
0132 1032 2031 3021
0213 1203 2103 3102
0231 1230 2130 3120
0312 1302 2310 3201
0321 1320 2301 3210
o123 1023 2013 2
132 1032 2031 3021
0213 1203 2103 3102
0234 1230 =130 3120
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0321

1320

3210

therefore 44 = 8.
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For P5 we will just count permutations starting with 0:

01234 02134 03124 04123
01243 02143 03142 04132
01324 02314 03214 04213
01342 02341 03241 04231
01423 02413 03412 04312
01432 02431 03421 04321
234 o234 3124 04123
243 02143 03142 04132
01324 234 03214 04213
o342 2341 03241 Q4231
423 02413 B412 04312
Q1432 02431 03421 04321

We have 9 permutations starting with 0 that belong to BS. It will be the same number for
permutations starting with 1, 2, 3 and 4 therefore 5} = 45.
We see that:

=32
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4 =8>3!

5l =45>4!

Let’s prove that V n > 3 then a! > {a-1)!(n-2).

We have Pn-1 = {a-1)! Where n > 3.

Let’s take a permutation p € B, ,.We can see clearly that if p = p, p, .. a,, we can

construct a permutation p* € B, by inserting the integer n-1, n different ways into p.

Example:

p=02413

let’s take 5

wecan form502413,05213,025413,024513,024153,

024135.

With that permutation p only (n-2) permutations can be constructed such that they
belong to R, since necessarily one of the integers will be Scsr(n-1) and one of the integers i
of p will be such that Scrs(i) = n-1. This is valid for all the permutations of B_, and there
are {a~1! of them therefore a! 2 {a-H!(n-2).

QED.

Remember we were at:

5! = 45> 4!

Since V n > 3 then a! 2 a-1)!(n-2) we can write that:

6! 25! (6-2)and 5! > 1.8*4! Then
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6!>41*4%182>5!

Z1>6l*52>51*5

therefore for In!:

'n! > {(n-1){(n-2) 2 Y(n-2)!(n-3)(n-2) > Y(n-3)!(n-4) (n-3)(n-2).
Inl>Z1*6%7 %8 * . *(n-2).

Il >50%5% 6% *@-2) = 5% (n-2)\.

Therefore:

n! >[R[ >5(n-2)!

n

Therefore according to the sterling approximation of n! = (\/ 27zn) z enumerating the
e

set B, would take an algorithm of complexity of at least O(a”) where a is greater than 1.
Ogpen question:

Isn!>|R) 2 (n-1)

4.2.3 Characteristic function. of Bs:
The characteristic function of Bn works solely on the set Pn and is defined as

V p € Pn, C(Pn, p) = 0if p & !Pn, 1 otherwise.

4.2.4 Complexity of the characteristic function C:
The characteristic function will traverse the set P, and for each integer it will apply the
function Scsr. The traversing of the set P, is linear and the function Scsr is constant. As a

code example for the characteristic function C see figure 2.
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Therefore the complexity of C®,, p) is linear, i.e., O(C®,, p)) = n.

// returns the successor of an integer

INT Scsr(INT i, INT &CardPn)

{
return (++i) % CardPn;

}

// returns the cardinality of an array of positive integers

// the array of integers terminates with the flag -1

INT Card(INT *A)

{
INT Cnt = -1;
while (A[{++Cnt] !'= -1);
return Cnt;

}

// Characteristic function of Pn

INT C(INT *Pn, INT *p)
{
INT CardPn = Card(Pn);

INT Cnt;
for(Cnt = 0; Cnt < CardPn; Cnt ++)
if(Scsr(p[Cnt], CardPn) == Pn[(Cnt + 1) % CardPnl])
return 0;
return 1;

}

4.3 Extracting the set Bn from Pn:

Suppose that ones chooses an integer i and applies B(i), it is possible that
B(i) = p & !Pn. Therefore one wants to produce a permutation p from i
such that p € !Pn each time.

Algorithm:
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1) Take an integer.

2) Apply the function B(j).

3) Apply the function GenerateDr (B(i)).

The function (B(3)) will take any permutation of Pn and produce a permutation of !Pn
Before, the function will apply the characteristic function on !Pn. If the function returns
1 then the function returns p otherwise the function applies the following algorithm:

It traverses the permutation p = p,..p,,;. Each time it encounters an integer p; of p such
that Scsr(p) = p;,, it does the following:

it switches p; with p;,, and then when the entire permutation is traversed it returns the

result.

4.3.1 Example:

p = 0123 4. Since C(p) = 0, we traverse p. First we apply Scsr(0) = 1. Since O is
followed by 1 in the permutation we switch 0 and 1 and we have 102 3 4. Then since we
switched the integers 0 and 1 we apply Scsr(2) = 3. Since 2 is followed by 3 then we
switch 2 and 3 and we have 1 0 3 2 4. Then we return the permutation 1 0 3 2 4 which

belongs to IP5.
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4.3.2 Proof that the algorithm always returns an element of R,

The only problem encountered when p, and p;, , are switched is, if p,, and p,,, exist. But
since p;,, is successor of p; and by definition p,, # p; and p,,, # p;,, then it is impossible to
have p,,, and p,, , respectively Successors of p;, and p..

Also this algorithm will give the entire scope of the set B,.

4.3.3 Complexity of the GenerateDn:

Since the algorithm traverses p and we apply only 2 functions namely Scsr and Switch,
which are constant functions, then the function GenerateDn is linear.

Remark: in the function GenerateDn, the function Switch is embedded in the function

itself and characterized by the following lines:

INT pl p{Cnt], p2 = Pn[(Cnt + 1)];
plCnt] p2:
plCnt + 1] = pl;

The function GenerateDn:

INT * GenerateDn (INT *Pn, INT *p)
{
INT CardPn = Card(Pn);
INT Cnt:
if(C(Pn, p)) return Pn;
else
{
for(Cnt = 0; Cnt < CardPn; Cnt++)

{

if(Scsr(p[Cnt], CardPn) == Pn[(Cnt + 1) % CardPn])
{

INT pl = p[Cnt], p2 = Pn[(Cnt + 1)];

plCnt] = p2;

piCnt + 1} = pl;

Cnt ++;
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}
return p;

}

We just show that from a positive integer we can get a permutation that satisfies
proposition 6 with an algorithm of logarithmic complexity. We also proved that
enumerating the corresponding set of permutations satisfying proposition 6 would
require an algorithm of exponential complexity, i.e., if the permutations are of length n

then the complexity of the algorithm is at least O(a") for a greater than 1.

4.4 Remarks on principle 6:

Cryptanalysts verify if the encrypted plain text is not in reverse. They may be also
interested in the reverse bigram statistics. Therefore we could strengthen choosing the
permutations such that

Principle 2:

We choose only permutations of corresponding transposition pp,..p, where 0< p; <nand V
0<j<n thenp, # p;- land p;, = p; + 1.

The scope of our discussion is, in fact, to use permutations that would give the most
chances of transforming existing words into non-existent ones. Although one could use
principle 2 to select a permutation, we have to emphasize the fact that even if one has
chosen a permutation that will give a palindrome, all the probable reverse digram
statistics would be hidden when the plain text is permuted at the bit level. Nevertheless

the cardinality of a set of permutations satisfying principle 2 would have to be studied in
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order to find the length of the permutation that would make impossible for the fastest

computer to enumerate in reasonable time that particular set of permutations.

4.5 Transforming passwords : the complete algorithm:

Remember all the tools that we have:

L A homophonic code and an alphabet o used to create a key.

II. A function that maps the key created from a into a set of permutations. We can
use either:
A.  thesurection F.

B. the bijection B.
II.  Once we have a permutation we have the function GenerateDn that will give us a
permutation that will eliminate digram statistics when used to permute a plain

text.

To transform the password we will need to employ keys k, € K, and k, € K, that will

give us corresponding permutations needed to transform the password.

Algorithm outline of password transformation:
L Take 3 good big enough keys k,, k, and k;
I Choose a password Pwd (bad or good) and apply the following algorithm:

A.  Compute :(k), - (k,) and get the corresponding permutation p, and p,.
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B. Compute GenerateDn(p) and get the good permutation p,* and p,*

C.  Ifthe password Pwd does not have the critical length then we concatenate
the password and k; to get the appropriate length.
D.  Otherwise keep Pwd.
E. Permute the letters of the password using the permutation p+
F. Permure the bits of the password using permutation p+.
The sections 1, 2.a, 2.b, 2.c, 2.d have been described in the preceding chapter, let’s
describe section 2.e and 2.f.
4.5.1 Permute the letters of the password using the permutation p*:
Example:
Suppose that we have a proper permutation, the plain text is going to be transformed the
following way:
We have the permutation 4021 and the plain text “CRYP”.
C 1s at position 0, R 1s at position 1, Y is at position 2 and P is at position 3.
Therefore, according to the permutation 4021 we are going to permute C at position 2,

R at Position 1, Y at position 0 and P at position 3 see Table 7:

CIR|Y|P
RIP|[Y|C

TABLE 8 : PLAIN TEXT PERMUTATION EXAMPLE
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4.5.2 Permuting the bits of the password using permutation p*:

The permutation at the bit level is very similar than the one at the byte level. Taking the
preceding example and following the homophonic representation described in Table 6,
the password “CRYPTO?” is represented by the following bit string:

0000110111 0001110110 0010011101 0001110011 0001111010 0001101110

Let’s permute the first 8 bits of the bit string:

lolololol1lol1ltl1l1]o]0]

/ / 75/
N N Ne
lolololofofil1f1J1lolol1

TABLE9 : BIT PERMUTATION

In the algorithm we use 3 different keys k,, k, and k;, respectively those 3 keys belong to

the sets K, K, and K.

4.5.3 Retrieving the original password:

Once the password has been permuted using the permutation p it is trivial to retrieve the
original password with the same permutation.

When we transform a password with the permutation 4021 we put letter at position 0 to
position 4, letter at position 1 at position 0, letter at position 2 at position 2 and so on.

To retrieve back the original password we take letter at position 4 and we put it at
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position 0, we take letter at position 0 and we put it back to 1 and so on. For the

complete algorithm of permuting back the original password see the function
DecryptoByte in section 5.8.

As a generality if we have a permutation p = p,p,..p,, We can represent the preceding
permutation in cycle notation the following way:

©,py) (1,py)--(n-1,p,) Biggs, 1989, pp.55-59).

If we use the preceding permutation to transform a password trivially we can use the

corresponding permutation to retrieve the preceding password:

(Plso) (Pz’l)"( Pa1s n'l)'

4.5.4 The computational advantages of the password transformation:

The password transformation described above has the following computational
advantages:

It has a linear complexity, meaning that it has a trivial complexity of O(n) where n is the
size of the password. Therefore we can claim that any other existing algorithm has the
same or a worse complexity.

There is no limitation of the length of the permutation that can be used (except possibly
the capacity of the hard drive of the computer).Since we can consider a permutation as a
key, we can say that there is no limitation on the size of the key that can be used

regardless of the computational power of the computer that is used.
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No arithmetic operation is used when transforming the password (only simple

swapping); therefore, a very weak computational system can perform password

transformation in linear time.

4.5.5 Definitions of the key sets K, and Ky

The sets K, and K, are respectively the set of keys to perform the byte permutation and
the set of keys to perform the bit permutation. As we already know those 2 sets have
different properties in terms of cardinality. The set K, is the set of keys used to

compensate the length of the password if the password is not big enough (see the critical

cardinality of K,).

4.5.6 On the critical Cardinality of K, and K ;:

As described in 1.6 the length of a password should be at least 11 letters so that it is
impossible for the fastest computer on earth to enumerate all the possible words of 11
leteers.

Let’s call L(Pwd) the critical length of a password (here we decided that

LEwd) = 11

We already know that k, is appended to the password when the password is less than 11
letters. Since we accept any kind of password (even passwords of length 0) the key k,

should be of at least of length L(Pwd).
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Also we are going to use k, to permute a password of critical length L(Pwd), therefore k,

should generate a permutation of length L(Pwd). In that case remember since we are
using permutation that eliminates digram statistics we have the following inequality:
n!>|B| >5(n-2)!

Therefore to be totally on the safe side k, should generate a permutation of length
L(Pwd + 2).

Consequently, if it has been computed that the length of a password should be 11 letters
so that it is impossible for the fastest computer on earth to enumerate all the possible
words of 11 letters, we will have to consider passwords of 13 letters.

Let’s call the critical length of k, L(k,).

In section 15.1.1 we have the relation:

@) - )! </ K(a,L) | < O(P,)! consequently we have the following equality:

We have an alphabet of cardinality c (c different letters).

¢ = L(Pwd + 2)! therefore L(k1) = [log (L(Pwd + 2))) 1

Example of critical size of k, and ky:

We suppose that L(Pwd) = 12. So we will consider LPwd + 2) = 14

Therefore the length of k, is 14.

Suppose that we use an alphabet of 26 letters then L(Pwd + 2)! =. 87 178 291 200

Therefore L(k,) = [log,,(87178291200)| = 10.
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We see that the length of k, and k; are directly computed according to the length of the

password. The length of a password is determined solely by the capability of a machine
to enumerate all the possible potential passwords in a reasonable time. We consider that
reasonable time is less than a century.

In the algorithm outline the Verifier has to take “2 good big enough keys k, and k,.” We
meant by “good big enough length” respectively L(k,) and L(Pwd).

The size of k, is also an important factor and has to be discussed separately since it will

determine the ability of the algorithm to resist plaintext and chosen plaintext attacks.

4.5.7 On the critical cardinality of K,

Resisting plaintext attack and chosen plaintext attack depends solely on the fact that the
bits of the password are permuted. Since the permutation is given according to the key k,
it 1s very important to know the length of the corresponding permutation that will give

the property of the algorithm of resisting plaintext and chosen plaintext attacks.

4.5.8 How big should the permutation be that permutes bits to resist a plaintext attack?

When transforming the password at the bit level we will have keys that transform the
password the same way.

For simplification we will use a homophonic code to represent the password that has to
be transformed. With a homophonic code the password that has to be transformed will

be represented by the same number of 0’s and 1’s.
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Suppose that the number of bits that represent a password is m (remember that m has to

be necessarily even).

Since we are performing a permutation of a bit string of 0’s and 1’s, let us see in how may
ways we can permute a bit string of even length that has the same number of Os and 1s.
We have m/2 zeros and m/2 ones.

Permuting such a string is the same as choosing m/2 different objects out of m objects.
m - - .
There are (m / 2) ways of choosing m/2 objects out of m objects.

We know that:

( m) m! m!

ml2) "~ m_m m)2
m _.— .

m!

&

Therefore we will have M, = different ways to transform a password at the bit
level.

Since we have m! different permutations and M, different bit strings that have the same
number of O’ and 1’s level then if X, is the number of permutations that encrypt a given

homophonic bit string the same way we have

2
m! = * Mm therefore X_ = m!/M_, = (g’) .
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Therefore if we have an homophonic bit string of 0’s and 1’s there are M, different ways

to permute it and for a given bit string there are X, permutations that will transform
that homophonic bit string into the another given homophonic bir string.

Therefore we should chose M,, and X_ such that M_ and X_ cannot be enumerated in
reasonable time by the fastest computer.

We are going to provethat X, > M, .V m > 4.

Since m is a even number let’s take m = 6, we have X = 36, and M, = 20.

Therefore X, > M, is true form = 6.

Suppose that it is true forj >61.e X; > M,

Letsseeif X, > M= X,,, > M,,,

Trivially we have:

M, = M;(16/(m+2)(m+1)) and X;,, = since m > 4 we have

[(m+2)(m+1)F/16 > (16/(m+2)(m+1))

therefore since X; > M; then

X[(m+2)(m+1)F/16 > M{(m+2)(m+1)F/16 > M,(16/(m+2)(m +1))

thenX,,, > M,,,

We proved that X, > M= X, > M,,,

Consequently we have X, > M.V m > 4

In that case we are only interested in M,, such that it should be impossible for the fastest
computer on earth to enumerate M,

Computing the length of the permutation:
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According to the sterling approximation of m! = (s/ 2rzm) z (Roberts, 1984) then:
e

2 m)" ( Zm”)(%)m 2mx
2= fzm(—-) then M, = = 2"

2 2e (m ) (i)'” mz

2" . 2mnx 1

since > — form2>1.
4m mrx 4m

We can say that M, >

Therefore it would be safe to choose

2m B 2m-2 ~
dm m
We then have the equality:

m-2 = log,m + log,Z¢<> m = log,m + log,Z+ 2.

Evaluation of log,m:

Suppose that m = 10°. It means that the fastest computer is trying to perform in
reasonable time 10°! Which is a number that is greater than all the atoms in the universe.
Therefore in the computation of m we could safely choose:

m =7 +logZ+ 2 =9 + log,Z

Example:
If a computer can perform a permutation per computer cycle, but it cannot enumerate in
reasonable time all the passwords of length 12 constructed from an alphabet of 26 letters,

then it would be safe to choose
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121n(26)

=9 12%) =9 ~
m + log,(12%) * T 65

4.5.9 Plaintext attack:

Suppose that we have a password P and a permutation of length m.

We apply the algorithm to P and P is transformed into P’ just permuting the bits. We
give P and P’ to cryptanalysis. The cryptoanalyst finds a key such that it transforms P
into P’.

As an example suppose that there are x keys where x > 1 that will transform P into P’
the same way. Therefore, the probability that the key k is the right key is 1/x. In the
preceding example we found that it is safe to choose a permutation of length 65.

Consequently, a cryptoanalyst performing a plaintext attack has one chance out of

(%’) to have the right permutation (m being the length of the permutation)! Therefore

his next hope is to perform chosen plaintext attack.

4.5.10 Chosen Plaintext Attack:
In that case the attacker has the capability to find the cyphertext corresponding to an

arbitrary plaintext message of his choosing. Therefore, since we represent each plaintext
with an homophonic code, if the attacker choses the plaintext, it will be represented by a
bit string that has the same number of 0’s and 1’s. Consequently, the attacker will be

confronted with the same problem of the plaintext attack, he can find the key that
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encrypts the chosen plaintext into the encrypted text but the probability that it is the

2
right key 1s again 1/ (%l-') .

4.5.11 Chosen cyphertext attack:

In that case the atracker can arbitrarily choose a cyphertext and find the corresponding
decrypred plaintext. Therefore the attacker has to provide a cyphered text that has the
same number of O’s and 1’s. Consequently, decryptor will use the key to decrypt the text.
According to (Biggs, 1989, p. 57):

The following properties hold in the set Sn of all permutations of {1, 2, .., n}.

Theorem:

If & and & are in Sn, so 1s nG.

For any permutation =, ¢ and t in Sn we have: (ro)t = n(oT)

The identity function, denoted by id and defined by id{f) = f for all f in Nn is a
permutation and for any ¢ in Sn we have ido = cid = o.

For every permutation © in Sn there is one and only one inverse permutation n such
that ' = n'n = id.

Part 4 of the theorem shows that if x permutations encrypt a plaintext the same way then
x permutation decrypt the cyphertext the same way, then for chosen ciphertext attack

the attacker will be confronted with the same problem of the chosen cipher text attack:
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he can find the key that decrypts the chosen cipher text into the plain text but the

2
probability that it is the right key is again 1/ (gj—’) .

Therefore, the next and last hope for the attacker is to proceed to an adaptive chosen

plaintext attack.

4.5.12 Adaptive chosen plaintext attack:

Adaptive chosen plaintext:

The attacker can determine the cipher texts of chosen plain texts in an interactive or
iterative process based on previous results.

Therefore, suppose that the attacker submit a chosen plain text for encryption. Suppose
that the artacker found a key k permuting the plain text into the corresponding cipher
text.

In that case k is part of the set of keys that can encrypt the plain text into the cipher text

the same way, as we know there are x = (%’) of them.

Suppose that the attacker chooses another plaintext, then the probability that k will

encrypt successfully the second plain text is:

2

o(k) = 1/(%!)' - 1/x.

Therefore the probability that k will encrypt a third plain text is p(k)* and so on for

different plain texts.
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As a generality, the probability for k to encrypt the nth plaintext is p(k)™'. Suppose that

as a generalization, the hit list of a cracker has a cardinality of 300 000 then the
probability that a key k which is different from the original key encrypts the hit list the
same way is 1/,

Therefore, even if the cryptanalyst found a key k he would have to try k on a second
chosen plaintext. If the key does not encrypt the second plaintext the right way, he then
would be reasonable to find another key that encrypts the first chosen plain text and try
it on the second plaintext. We see that brute force has to be used for this kind of chosen

plaintext attack.

Adaptive chosen plain text attack using a probabilistic approach:

Suppose that the attacker decides that a bit b is permuted to a certain position p.

How many times do we have to try bit submit a plaintext to be sure the bit b is not
permuted with the real key to position p?

Let’s call X the number of all possible strings strings bit of length L represented by an
homophonic code.

By definition half of all the possible strings bit of length L represented by an
homophonic code will be 0 at the bit b and the other half will be 1 since all the possible
homophonic bit strings have the same number of 0’s and 1’s. Therefore, if we suppose
that we have the wrong bit b permuting to position p, this means that another bit b’ will

be swapped at that position. In that case there are X/2 homophonic bit strings that will
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swap bit b’ at the right position and there are X/2 homophonic bit strings that will swap

bit b’ at the wrong position. Consequently, to be sure that bit b does not swap at
position p we have to submit for encryption at least X/2 different homophonic bit
strings of length L. Since the length of the permutation has been chosen such that it is
impossible to enumerate in reasonable time X/2 homophonic bit string, we can see that
this approach is unfeasible.

But, the attacker can try a probabilistic approach.

If the attacker suppose that the bit b is permuted at position p and that bit b is the wrong
bit, what 1s the probability that X/2 successive homophonic bit string will be the ones
such that bit b will be permuted at position p?

For the first round, since there are X/2 out of X bit string that have the property of
being permuted properly then the probability is .

The second round the probability is % and so on. Therefore, an attacker can legitimaly
think that he has the right bit after n trials where n is a lot less than X/2.

As an example: suppose that the attacker tries 10 times with 10 different bit strings and
that 10 times the bit b is permuted successfully then the chance that the attacker would
have submitted the right strings if the bit b was wrong is 1/2%. Therefore there are
(1-1/2") = 0.9990234375chances that the attacker has the right bit swapping.

To get that high probability, if the length of the permutation is o then the attacker would

have to try only 0*10 times.
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The attacker can do this for o bits and therefore can find a permutation that has a

probability of being the right one of 0.9990234375°. As an example if o = 65 then the
probability is 0.9990234375% ~ 0.55 which 1in fact is not so great.

Therefore, we can assess that our bit transformation schema resists the 2 adaptive chosen
plaintext attack presented above, considering especially with the second method that the
attacker want to be 100% sure that he found the right permutation. But we can see that it
may be possible to use a probabilistic approach. We leave this as an open question for
further research.

Remark:

we can use the same conclusions for an adaptive chosen ciphertext attack since we know
that (according to Part 4 of the theorem of section 4.5.11) if x permutations encrypt a

plaintext the same way then x permutation decrypt the cyphertext the same way.

Since we are not using the permutations to encrypt any text, but that we use
permutations to transform a password and consequently increasing exponentially the
probable password space, we will see that even if the password transformation may not
resist adaptive chosen plaintext or adaptive chosen cipher text attack then it is always

possible to use an encryption for authentication that can resist the adaptive attacks.

Therefore we consider that our plain text transformation resists plaintext and chosen

plaintext attack and also cipher text and chosen plaintext attack. We proved in two cases

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



86
that it also resists adaptive chosen plaintext and ciphertext attacks. The potentiality of

using a probabilistic attack correlated with an adaptive attack successfully is left as an

open question for further research.

4.5.13 Does the transformed password have to look random?

The answer is absolutely no. The only criteria for the password is that it has to be
transformed into a word that is not part of a hit list of a cracker. In that case it has to
have the most chances of belonging to a set of words that cannot be enumerated in
reasonable time by the fastest computer. Since we have proved that our password
transformation resists plaintext artack and chosen plaintext attack, and we supposed that
the keys are secret, then we have to see what is the probability of a transformed password
not to be part of a hit list of a cracker.

2 tests have been been conducted on a 150 MHz pentium using the Crypto library (see
5.8):

We used the password “ABADIE” and transformed it with permutations of length 19
selected randomly which satisfied proposition 6 (see Appendix 1 for the result). We chose
as a hit list the dictionary of Microsoft word 7.0 that has 100 000 words. On the 1
million word transformation, none was part of the dictionary.

We conducted another test where the keys to transform the word ABADIE where not
selected randomly but selected starting from integer O and incremented by 1 for each
iteration. Again, of the one million word transformation, none was part of the

dictionary.
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4.5.14 Transforming the password back to the original:

Since we are using permutations to transform the password it is trivial to transform the
password back to the original by using the corresponding inverse permutations a second
time.

Therefore we proved that using our password transformation generates passwords that
are not part of the hit list of a cracker, that resist statistical analysis, plaintext and chosen
plaintext attacks and that the transformation can be performed in linear time.

In that case password transformation can be used to perform safe authentication.

In the next chapter we are going to propose an authentication scheme that uses password

transformation.
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CHAPTER 5

5. Using password transformation for authentication:

In this section we will propose an authentication method that uses the password
transformation described in chapter 4. We will prove that the authentication can be done
in logarithmic time and that the security depends solely on the security of the algorithm
used for key exchange and the algorithm used to generate the keys.

In this section we are going to use the word User and the word Verifier in order to

define the authentication algorithm.

5.1 User definition:

A User 1s an entity that wants to be granted some services that a specific system provides.

5.2 Verifier definition:

The Verifier is an entity that grants the specific services of a system to a User. This is
done by authenticating the User. Note that the positive authentication can be done only
if the Verifier and the User have agreed respectively to granting and receiving specific
services.

In fact the User has to prove to the Verifier that he is himself. Once the Verifier is
convinced of the identity of the User then he grants the corresponding services to the

User (most commonly called authorization).
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A lot of systems (Internet, bank accounts, etc.) authenticate their User according to a

password. There are many other means of authentication that do not require passwords
(zero knowledge, etc.). Unfortunately, most of the systems that grant services still require
the User to give their password at one point in their authentication schema. As described
in Chapter 1, we proved the weakness of using a password: Users have the tendency to
use badly chosen passwords most of the time.

In this section, we will propose a method of authentication that can make safe use of
badly chosen passwords. Then we will compare this method with other well known
authentication methodologies.

In the algorithm definition we make the use of the keys k,, k, and k; already defined in
4.5.5, and of another key called the key signature k. The key signature is a one time key
that is used only for the purpose of one authentication.

In the algorithm, we also speak of “public key exchange”. We are not restricting the
public key exchange that we can use with our algorithm. But for our algorithm we use

the Diffie-Hellman algorithm described in the next section.

5.3 Public key exchange:

Our system requires a private key. We suggest the use of public key exchange once to
exchange the private key that will be used by the User to transform the password and by
the receiver to find the original password.

For public key exchange we will give as an example an adaptation of the Diffie-Hellman

key exchange (Diffie, 1979).
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Nevertheless the public key exchange requires a big prime number p (Pohlig, 1978), the

bigger the better. In our case the size of the prime number is well defined. We have to
remember that the private key used for password transformation is quite long (14 bytes
for a permutation at the byte level and more than 40 bytes for a permutation at the bit
level). We have to point out that the prime number has to be greater than or equal to the
cardinality of the key sets K, and K, (see 4.5.6).

It also requires a positive integer s such that s is relatively prime with ¢(p-1).

Remember that ¢(n) is the totient function and that it is the cardinality of the group
formed by all integers that are coprime to n.

p and s are the public keys.

The User and the Receiver each choose an integer, a and b respectively, less than p.

The User computes:

a = s'mod p

The Recetver computes:

B =s"modp

Then they send the result to each other and they compute the key:

k = «®mod p = B* mod p.

The Diffie-Hellman exchange key stops here.

Since our system needs two keys k, and k, we have to perform 2 public key exchanges.
The fundamental issue is how to pass a big key between systems that cannot support such

big integers. As an example, most compilers support only 64 bit integers. Those integers
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are not big enough to compute permutations of length 40. Consequently, whenever one

has to use integers so big that they are not supported by the compiler, one has to emulate
such integers at the hardware level. This thesis is not intended to propose software
solutions to handle integers that are not supported at the hardware level and many
solutions have already been proposed to handle those problems at the software level.
Once the key exchange has been performed we can use either function F or function B to
find the corresponding permutations then the function GenerateDn to find the

permutations that will eliminate digram statistics.

Before doing any authentication, the User and the Verifier have to exchange 2 kinds of
information. The User has to give her password to the Verifier and the Verifier has to
give to the User the 3 keys k,, k, and k;, keys that will be used by the User to transform
her password. Consequently, the User has to keep the 3 keys secret. The User just has to

remember her own password.

5.4 Keeping secret k,, k, and k;:

It is almost impossible to ask a user to remember the keys that will be used to perform
authentication. Nevertheless such systems have been proposed where the user is
responsible for remembering a key (Konheim, 1980). Another solution is to store the key

in a smart card (Fumy, 1990) or magnetic stripe card (Feistel, 1975).

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



92
5.4.1 Using Smart Cards or magnetic stripe card:

As stated in Cryptology (Beutelspacher, p 86) “Smart cards are ideal for the human user
because they are extremely easy to use. The only burden upon the user is that he must
remember his secret number in order to authenticate himself against the card”.

Here we propose the use of smart cards to store the secret keys. One can think of a smart
card as a portable diskette where the keys are stored. To augment security on the key
storage, one can use the User’s password to encrypt the keys. In that case, this is not a
perfect strategy to avoid a cracker who is in possession of the smart card or the diskette
to decipher the secret keys, since nothing prevents him from using a traditional hit list.
But it allows the User, while the cracker tries to decipher the keys, to take the necessary
steps to prevent his card or diskette from being used or report where they were stolen. It
is not within the scope of this paper to discuss how a User will prove to the Verifier that
his smart card was stolen, since authentication also has to be done in that case. We leave
this as an open question for further study.

Therefore, before presenting the authentication algorithm, we have a User who has some
portable device (smart card, diskette or other) in whose memory are stored the encrypted
keys k,, k, and k,.

In the portable device a User number is also stored, which is unique for each User.

5.5 Algorithm layout:
1. The User authenticates himself to the portable device by entering his password and

using its password to decrypt the keys ki, k, and k;.
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2. The User sends his unique index to the Verifier by using the following message: “ I

am User 6453 and I want to prove it”.

3. Use public key exchange to exchange a key signature k. (the key signature has to be
bigger than the permutation generated by k).

4. Use public key exchange to exchange a key k that is used for an encryption algorithm

5. The Verifier and the User have k,, k,, k, and k..

6. The User transforms his password using k, k, and k; by performing a byte and a bit
level permutation (see 4.5).

7. Then the User uses the transformed password to encrypt k, and then performs a
second encryption of k, with k.

8. At the same time the Verifier knows the index of the User and takes the password
corresponding to the index.

9. The Verifier has the same keys: k,, k,, k, and k; as the User.

10. The Verifier transforms the User’s password using k, k, and k, by performing a byte
and a bit level permutation.

11. The User uses the password to encrypt k, and then performs a second encryption of
k, with k and he gets E(k).

12. The User sends the encrypted E(k) to the Verifier.

13. The Verifier verifies that E(k) is the same as the one he computed.

14. If it is the same then the Verifier grants the User corresponding services.
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It is the responsibility of the Verifier to keep the passwords secret. It is not within the

scope of the thesis to propose a solution for that purpose.

In the preceding algorithm it is assumed that the User and the Verifier the following
information have in common:

1. the User’s password

2. thekeysk, k, and k,

3. the unique User identification number.

In that case the User has to send his password secretly once. The verifier has to send the
keys k,, k, and k; secretly.

The user can use a public key encryption algorithm (Rivest, 1978) to transmit its
password once to the Verifier. We have to keep in mind that public key encryption
cannot be used for authentication and must be used once to exchange the key (see 6.2).
Also, the keys k,, k, and k; can be securely exchanged using a secure public key exchange

algorithm (Diffie, 1978).

5.6 An authentication example:

In the following example, for purposes of simplification we will assume that the User’s
password is big enough that the key k, will not be used. In order to shorten the example
we are going to perform the password transformation only at the byte level. Therefore

only the key k, will be used to transform the user’s password.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



95
In this part we will use function F (see 3.12) and will hypothetically suppose that it is

imposstble to enumerate the set of permutations of length 4 in reasonable time (of course
everybody knows that this is not true). In that case we have to use a key of length 10. We
know that if the key is of length 10 then the cardinality of the alphabet has to be 10.

To be more realistic, we are going to use 2 alphabets oc and o’ and the 2 bijections W and
W’

« = {A,B,C,D,EF,GHLILJKLMN,OPQRSTUV,WXY,Z}

L, = {0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25}

W 1s a bijection between < and L, W: < < L,

<’ ={A,B,C,D,E,F,G,H,LJ}.

I, = {0,1,2,3,4,5,6,7,8,9}

W’ is a bijection between «’ and I,p, W’: o<’ &> [

Performing the public key exchange:
The prime number that has to be chosen for the public key exchange has to be greater

than or equal to the cardinality of . Therefore we can choose the prime number 11.

Exchanging key k
The User and the Verifier have to agree upon another integer s such that s is relatively

prime to $(11-1). We can take 2.

The User chooses 2 as her private key and computes: 3* mod 11 = 9
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The Verifier chooses 5 as his private key and computes: 3* mod 11 = 1

The User sends her result to the Verifier and the Verifier sends his result to the User.

Then the User computes 1> mod 11 = 1.
Then the User computes 9° mod 11 = 1.

Now the User and the Verifier have the key k = 1 in common.

Exchanging the key ks:
The User chooses as her private key 7 and computes: 3’ mod 11 = 9

The Verifier chooses as his private key 2 and computes: 3* mod 11 = 9

The User sends her result to the Verifier and the Verifier sends his result to the User.

Then the User computes 9’ mod 11 = 4.
Then the User computes 9° mod 11 = 4.

Now the User and the Verifier have in common the key ks = 4.

5.6.1 Transforming the User’s password:
Suppose that the verifier has the following password: CRYPTOLOGY.

96

Suppose that the User uses the key k, = 3 to transform the password. First the Verifier

has to use F to compute the permutation that corresponds to the key k,.

Computing F(3):

Since 3 = 0%10°+0*10°+0%10” +0*10°+0*10° +0*10*+0*10° +0*10* + 0*10'+3*10° then

3 corresponds to the word CAAAAAAAAA.
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We apply FAAAAAAAAAC) =3012456789.

We apply GenerateDnto 30124567 89 10 and we obtain

3104265879.

Then we transform the password “CRYPTOLOGY” at the byte level:
“YRCCPLOGOY”

The User uses “YRCCPLOGOY?” as a key to encrypt k; = 4.

At that point we can use any kind of encryption. If one wants to use DES, one can use
the first 64 bits of the string “YRCCPLOGOY”. For our example let’s use a simple
encryption methodology which will permute all the bytes of the key using the
transformed password: “YRCCPLOGOY™. For that we will compute the corresponding
integer values of the transformed password modulo 11 using the function W.

As an example W(Y) = 24 so we compute W(Y) mod 11 = 2. The result of
W(YRCCPLOGOY) is the word “CGCCEADGAC”. Consequently we will compute
F(CGCCEADGAC) corresponds to the permutation 26 0143 57 9 8. Then we apply
the function GenerateDn to the preceding permutation and we obtain 26 1043579 8.
Then we use the preceding permutation to permute the bits of ks = 4.

4 in binary is the string 0000000100. Let’s use its homophonic representation which is
0000111101. Let’s permute the preceding bit string with the permutation 2610435798 and
we obtain the bit string 0001110101 which corresponds to 16.

Then the User uses the key k to encrypt 16 again and sends the result to the Verifier

E(16).
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The Verifier knows the User’s password. He has the same keys as the User, therefore he

obtains “CGCCEADGAC?” and the corresponding permutation to encrypt the key ks =
4. Since the Verifier uses the same algorithm as the User he also obtains 16. Then the
Verifier encrypts 16 to obtain E(16).

The User sends E(16) to the Verifier. The Verifier tries to match E(16) with his own
computation. If it is the same, the Verifier decides according to the encryption algorithm
that is in use to grant the privileges to the User or to redo the authentication scheme
with a new public key exchange.

If the Verifier cannot match whatever is sent by the User then the Verifier does not grant

the services to the User.

Note:

In order to simplify the example we omitted to transform the User’s password at the bit
level. This transformation has to be done in order to eliminate the possibility of finding
the keys k, and k, with a plain-text and chosen plain-text attack.

Since we proved that the password transformation resists statistical analysis, plain-text
and chosen plain-text attack, the security of the algorithm only resides in the security of
the key generation and on the security of the public key exchange algorithm By the
nature of our authentication algorithm it is easy to use any random generating function
to generate the keys k, and the key k for each session. One can argue that generating fast

random keys generates keys that can be easily guessed compromising the authentication

algorithm.
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Let’s assume that the keys k and k, are badly generated, the strength of our algorithm still

resides in the keys k;, k, and k;. Since those keys have to be generated once for many
sessions it 1s possible to spend adequate time to generate them and be sure to generate
truly random keys (Knuth).

Therefore, since we use the transformed password to encrypt k, a cracker would have to
guess the transformed password to crack the authentication.

In order for the cracker to guess the transformed password, he would have to guess the
keys k,, k, and k;. Then, as we stated above, the strength of the algorithm resides in k,, k,

and k, being properly generated.

5.7 Random generating functions:

In various places we use a random generating function to generate some numbers.
Particularly to choose the private key that will generate the Diffie-Hellman public key. A
cryptoanalyst in that case, instead of attacking a transformed text using plain text attack,
etc., would choose the solution of trying to find the algorithm of the pseudo-random
generator that generates the keys that are used to transform a plaintext. Therefore, the
pseudo-random generator that is used has to satisfy some conditions.

Let’s say that a generator G is cryptographically secure if it passes all polynomial-time
statistical tests. In other words, pseudo-random generator G is cryptographycally secure
if there is no effective algorithm which in polynomial time will separate the output of G
from that produced by a truly random source. (Goldreich, Goldwasser and Micalli,

1984).

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



100

5.8 Crypto:

Crypto is the implementation using the C programming language that enables a
developer to do the following:

Generate and exchange big public keys using a variation of DIFFIE-HELLMAN public
key exchange.

Generate permutations that eliminate digram statistics when applied to a plain text.
Transform a plain text using the preceding permutations.

Transform to plain text a transformed text using the preceding permutation.

Note that in the code we use the biggest available integer on an Intel based 64 bit
compiler. The algorithm can generate big keys by generating a set of smaller keys (see
function MakeBigKeys() and ComputeBigKeys()).

It would be trivial to port the code to a system that can support 128 bit keys. Also,

bigger integers could be simulated at software level. Nevertheless, the following code can

generate permutations of length 20 and greater.

5.8.1 Crypto’s header:

The system uses a set of functions already described in chapter 2 and 3. The functions are

described in Table 7 which is a copy of the crypto.h file.

TABLE 10: CRYPTO FUNCTION (FUNCTIONS DECLARED IN CRYPTO.H)
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// Put zero in an array of integers
void Z_ARRAY(INT *A, INT Size);

// Put -1 in an array of integers
void N_ARRAY(INT *A, INT Size);

// Returns the successor of an integer
INT Scsr(INT i, INT &CardPn):

// Returns the cardinality of an array of positive integers
the array of integers terminates with the flag -1
INT Card(INT *A);

// Characteristic function of Pn it returns 1 if it is
acceptable 0 otherwise
INT C(INT *Pn, INT *p):;

//Generates a permutation that is acceptable Pn is the
unacceptable permutation and p will be the acceptable one
INT * GenerateDn(INT *Pn, INT *p);

// Computes the Deffie~Hellman key, P is a prime number
(public), S is another public key, A is the power
__inte4 DEKeyToSend(__inté4 P, _ int64 S, __ inté4 A);

// Computes the length of the permutation, card is the
cardinality of the set of keys used to compute the
corresponding permutations

_ int64 PermutationLength(__int64 card);

// Computes factorial the result is a 64 bit integer
__inté4 Factorial (INT n);

// Bijection F that gives according to the key k the
cardinality of the set of keys the corresponding permutation
in S1

void F(__ int64 card, _ inté4 k, INT *S1);

// Encrypts Bufl and returns the encrypted buffer. Length is
the length of Bufl in bytes. RtrnLen is the length of then
encrypted buffer, p is the permutation used for the
encryption

char * CryptoByte(char *Bufl, _ int64 Length, _ int64
*Rtrnlen, INT *p);

// Decrypts Bufl and returns the Decrypted buffer. Length is

the length of Bufl in bytes, p is the permutation used for
the encryption
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char * DeCryptoByte(char *Bufl, long Length, INT *p):;

// Returns the bit representation of Buf. Buf is the buffer
that will be represented in bits, Length is the length in
byte of buf, RtrnLength is the size of the buffer of the bit
representation of Buf

char *TransformBit(char *Buf, long Length, _ inté64
*RtrnLength) ;

// Returns the byte representation of Buf. Buf is the buffer
that will be represented in bytes, Buf has to be string of 0
and 1's, Length is the length in byte of buf, RtrnLength is
the size of the buffer of the byte representation of Buf
char *TransformByte (char *Buf, long Length, __int64
*RtrnLength) ;

// Returns a set of 10, 32 bit signed integers using the rand
function
void MakeBigKeys(unsigned long *Res2);

// Returns a set of 10 Diffie-Hellman public keys in DHKeys,
p is a public prime number, s is a public key

void ComputeBigKeys

(unsigned long *BigKeys, __ inté4 *DHKeys, _ inté4 p, _ inté4
s);

// returns a set of 10 Diffie-Hellman privare keys in DHKeys,
p is a public prime number, s is a public key, DHKeys are the
set of 10 public keys

void ComputePrivateKeys(__inté4 *DHKeys, __ int64 *PrivKeys,
__inte4 p, __inté4d s);

// returns a 19 digit private key according to the set of
keys stored in PrivKeys
__inteé4 ComputeOneKey(__inté4 *PrivKeys):;

5.8.2 Crypto’s functions description:
The function Z_ARRAY initializes to 0 a set of integers (array A).

void Z_ARRAY (INT *A, INT Size)
{

int Count;
for(Count = 0; Count < Size; Count++)
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A[Count] = 0;

The function N_ARRAY initializes to 0 a set of integers (integer array A). This function

is used in function C which computes the characteristic function of Pn (see below).

void N _ARRAY(INT *A, INT Size)

{
int Count;
for (Count = 0; Count < Size; Count++)
A[Count] = -1;

The function Scsr returns the successor of an integer according to the cardinality of the
set of integers. This function is used in function C that computes the characteristic

function of Pn (see below)

INT Scsr{INT i, INT &CardPn)

{
return (++i) % CardPn;

}

The function Card returns the cardinality of a set of positive integers (array of integers I).
The array of integers I has to have a terminator flag which is -1. The function Card

traverses all the integers of the array until it meets the flag

-1 and returns the result.

INT Card(INT *A)
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INT Cnt = ~1;
while (A[++Cnt] != -1);
return Cnt;

Characteristic function of Pn returns TRUE (1) if the permutation Pn represented by the

array of integers Pn satisfies proposition 1 defined in chapter 3. Otherwise it returns 0.

INT C(INT *Pn, INT *p)

{
INT CardPn = Card(Pn);

INT Cnt;
for(Cnt = 0; Cnt < CardPn; Cnt ++)
if(Scsr(p[Cnt], CardPn) == Pn[(Cnt + 1) % CardPn])
return 0;

return 1;

}

GenerateDn generates a permutation that satisfies principle 1 described in Chapter 3.
First the function verifies whether the permutation satisfies principle 1. If principle 1 is
satisfied by permutation Pn then the permutation is returned by the function, otherwise

a new permutation satisfying principle 1 is generated.

INT * GenerateDn(INT *Pn, INT *p)
{
INT CardPn = Card(Pn);
INT Cnt;
N _ARRAY (p, CardPn + 1);
if(C(Pn, p)) return Pn;
else

{
for(Cnt = 0; Cnt < CardPn; Cnt++)

{
int x = (int) Pn[Cnt];
int y = (int) Pn[Cnt + 1};
if(x + 1 ==y)
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{
plCnt] = Pn[Cnt + 1];
p[Cnt + 1] = Pn[Cnt];

Cnt ++;
1
else p[Cnt] = Pn[Cnt];
}
}
return p;

DEKeyToSend Computes the Deffie-Hellman key. The computation follows the
principles described in 3.21.3. Note that P is a big public prime number and S is a public
key. In that algorithm, S is raised to the power A. The complexity of the function is
alogA,, where a is a constant. That complexity is achieved by computing the key the
following way:

The first iteration computes S%.

The second iteration computes S*.

The ith iteration such computes S° where b = 2'. Iterations are conducted until the
critical iteration j such that 2 and 21*'> A.

If 2 = A then the result is returned otherwise S at the power 2 is saved in an array. Then
we compute a new power which is A’ = A - 20-Y and we compute S* the same way we
started S* until we meet an iteration j’ such that 2" < A’ and 2*'> A’ and we save the
result in an array. This function follows the principle that any integer A > 0 can be
decomposed the following way:

A =204 2% +2* where
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2°<Aand2®*'>A.

2'<A and 2'*'> A, where. A = A0-2%°,

2%<A;and 2*'> A, where . A, = A, - 2%,

Then all the results are saved in an array (i) and multiplied by each other.

Note that the array I can have only 18 elements. We consider that 18 elements are
sufficient for any computations. If all the elements of the array were filled then A would

be greater than 2% since 60 = 18 / log2.

__inte4 DEKeyToSend(__int64 P, _ int64 S, _ int64 A)
{

__int64 Result = S, Resultl = S, Result2 = S, OldResult =
S;

INT Power = 1, WPower = 1;

int flag = 0;

_ inte4 i[18] = ¢(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

int j = 0;
int k = 0;
while (1)

{
Power = Power * 2;
if(Result > 9000000000) flag = 1;
else
Result = (Result * Result) % P;
if((Power > B) || flaq)
{
flag = 0;
i[j++] = OldResult;
Result = OldResult = S;
A=A - (Power/2):
Power = 1;
}
else if (Power < A)
OldResult = Result:;

if(A == 0) break;
else if (A == Power)
{
i[j++] = Result;
break;
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}

Result = 1;

for(k = 0; k < j; k++) Result = ((Result * i[k]) % P):
return Result;

PermutationLength computes the length of the permutation of cardinality Card. The
function computes in the first iteration 2, second iteration 2*3, ith iteration 2*3*4*_;

until an iteration j is such that j! > Card. Therefore, the function returns j which is ©(P))

described in 3.17.1.

__int64 PermutationLength(__int64 card)
{

__inted y = 2;
__inté64 x = 1;
do{ x = X * y++;}

while(x < card):;
return y - 1;

This function returns n! in a 64 bit integer. This function is important since almost all C
library functions computing factorials do so with long integers which are only 32 bits

long.

__int64 Factorial (INT n)
{
long y = 2;
__inté4 x =
do{ x = x *
while(y <= n
return x;

1;
y++;}
);
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Bijection B gives the corresponding permutation in S1 according to the key k

(lexicographic position) and the cardinality of the set of keys Card. The function B is the
direct implementation of function B defined in 3.18. We can verify the complexity of
function B. We can see that function B uses while loops that have at most n = Length
iterations. The most complex while loop is a loop that has an embedded while loop a
complexity of O(n) where n = Length. As a reminder n = Length is the Length of the
permutation that is used to perform plain text transformation. As stated in 4.5.8, it is
totally safe to use permutations of length 65 to perform bit permutations. Therefore the
function would have to perform at most a 65° = 4225 where a is less than 4 since we have
at most 4 while loops in the function B. Nowadays most PC’s achieve at least a speed of
15 MIPS. If each while iteration takes 1 cycle, it would take 4 * 4225 / 15000000 =
0.001126666666667 which takes approximately one hundredth of a second. For the code
that computes the permutation according to its lexicographic position in O(n) see

funcﬁons:GetLehmerCode(..)and LehmercodeToPerm(..):;

void B(__int64 card, __int64 k, INT *Sl1)//, INT *p)
{

__inté4 qo0;

__inté4 r0;

__inted Length = PermutationLength(card):

__intéd x = 1;

INT S2([50], S3[50]:;

int y = 0;

Z ARRAY(S2, (int) Length):

while(y < Length)

{

S3[y] = vy:
y++;

}

S3[yl] = -1;
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Sl[Length] = S2[Length] = -1;
__inté4 w = Factorial((int) (Length - x));
X ++;
a0 = (k/w);
r0 = k - (g0 * w);
Sl(x - 2] = (int) qgO0:
S2[q0] = -1;
int z = 0;
y = 0;
while(y < Length)
{
if£(S2[y] '= -1)
{
S3[z] = y;
z++;
}
y++;
}
do
{
__int6é4 w = Factorial((int) (Length - x)):;
Xt++;
q0 = (r0/w);

r0 = r0 - (gO0*w);
Sl{x - 2] = S3[qg0] :

S2[S3[g0]] = -1;
y:z:O;
while(y < Length)
{
1£(S2[y] '= -1)
{
s3{z] = y:
z2++;
}
y++:

}

}
while(x <= Length);

}

The function CryptoByte transforms the plain text in Bufl using the permutation p.
The parameter Length is the length of the array Bufl. For convenience, Bufl is padded

with characters ‘/” if the length of the buffer is not a multiple of the cardinality of the
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permutation p. The function follows the algorithm fully described in 4.5.1. We can

clearly see that the CryptoByte function has a linear complexity Length.

void CryptoByte (
char *Bufl, char *Result, _ int64 Length,
__inté4*Rtrnlen, INT *p)

char Pad[100], Buf[1000];
int x, Crd = Card(p):
__intéd w = Crd - (Length % Crd);
memset (Pad, '/', (unsigned long) w):
Pad[w] = '\O0"';
memset (Buf, '\0', (unsigned long) (Length + w + 1));
memcpy (Buf, Bufl, (unsigned long)Length):
strcat (Buf, Pad):
memset (Result, '\0', (unsigned long) (Length + w + 1));
int Chunk = (int) (Length + w) / Crd;
int y =0, z = 0;
while( y < Chunk)
{

for(x = 0; x < Crd; x++)

Result{z + x] = Buf([z + p(x]]:

zZ = 2z + X;

y ++;
}
*RtrnLen = Length + w;

The function DeCryptoByte transforms the cipher text in Bufl using the permutation p.
The parameter Length is the length of the array Bufl. The function follows the
algorithm fully described in 4.5.3. We can clearly see that the DeCryptoByte function

has a linear complexity Length.

char * DeCryptoByte(char *Bufl, char *Result, long Length,
INT *p)
{

char *Pad, *Buf:;

int %, Crd = Card(p), w = Crd - (Length % Crd):

Pad = (char *) malloc (w + 1);

memset (Pad, '/', w);

Pad[w] = '\O';

Buf = (char *) malloc (Length + w + 1);
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memset (Buf, '\0', Length + w + 1);
memcpy (Buf, Bufl, Length):;
strcat (Buf, Pad):
memset (Result, '\0', Length + w + 1);
int Chunk = (Length + w) / Crd, vy = 0, z = 0;
while( y < Chunk)
{

for(x = 0; x < Crd; x++)

Result([z + p([x]] = Buf(z + Xx]:;

zZ =2z + X;

y ++;
}
free(Pad):
free (Buf);

The function TransformBit, transforms the buffer Buf into a string of zeros and ones. It
returns the length of the string of zeros and ones in RtrnLength.

Example:

If Buf = “AB” then the string “0101100001101101” is returned. In general if Buf has a

byte length of n then a string of 0’s and 1’s of length n * 8 is returned.

void TransformBit(char *Buf, char *Result, long Length,
__inteé4 *RtrnLength)
{
_ int64 BitSize = Length * 8;
__inte4d x;
int Masks[8]
0x1}:;
int WhatByte 0, WhatMask = 0;
for(x = 0; x < BitSize; x++)

{

{0x80, 0x40, 0x20, 0x10, Ox8, 0Ox4, 0x2,

WhatByte = (int) ( x / 8 ):
WhatMask = (int) ( x % 8 );
if ((Buf [WhatByte] & Masks[WhatMask]))
Result{x] = '1';
else Resultx] = '0';
}
Result [BitSize}] = '\0';

*RtrnLength = BitSize;
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The function TransformByte is the counterpart of TransformBit, it transforms the buffer
Buf which is a string of Os and 1s to its ASCII representation equivalent. It returns the
length of the ASCI represented string in RernLength.

Example:

If Buf = “0101100001101101” then the string “AB” is returned. In general if Buf has a
byte length of n then the ASCII equivalent string has a length n /8..

void TransformByte (char *Buf, char *Result, long Length,

__int64 *RtrnLength)

{
int Masks([8] = {0x80, 0x40, 0x20, 0x10, 0x8, 0Ox4, 0x2,

Ox1};
__inté4 ByteSize = Length / 8;
__inted x;
int ys
char Byte = (char) 0x0;

for(x = 0; x < ByteSize; x++)
{
for(y = 0; y < 8; y++)
{
if(Buf[(x * 8) + y] == '1")
Byte = Byte | Masks(yl;
}
Byte = Byte % 127;
if(Byte < Q) Byte = -Byte;
if (Byte < 33)
Byte = Byte + 33;
if (Byte == 7)
int d = 0;
Result[x] = Byte;
Byte = (char) 0x0;
}
Result [ByteSize] = '\0';
*RtrnLength = ByteSize;
}

The function returns a set of 10, 32 bit signed integers using the rand function.
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This function is used to generate big keys in order to pass the barrier of 64 bit integers of

most popular compilers.
Since the rand function cannot generate long integers but only integers, 20 random
integers are stored in an array of 20 integers. Then 10 long integers are formed using the

array of 20 integers

void MakeBigKeys (unsigned long *Res2)
{
int i;
int Resl[20];
srand( (unsigned)time( NULL ) );
for( i = 0; i < 20;i++ )
Resl[i] = rand{():
int x = 0;
for( i =0; 1 < 20;1 =1+ 2 )
{
Resl[i+1] = Resl[i+1l] * 10;
if(Resl[i+1l] > 10)
Resl[i+1] = Resl[i+1] * 100;
else if(Resl{i+1l] > 100)
Resl{i+1l] = Resl[i+l1l] * 1000;
Res2[x] = Resl[i] + Resl[i+l]:
//printf( "$lu\n", Res2([x]):
X++;
}

int ¢ = 0;
The function ComputeBigKeys returns a set of 10 Diffie-Hellman public keys in

DHKeys. It uses the function DEKeyToSend described above to computes the 10 public

keys.

void ComputeBigKeys

(unsigned long *BigKeys, __ int64 *DHKeys, __inté4 p,
__inté4 s)
{
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int 1i;
for( i = 0; 1 < 10;i++ )
{
DHKeys[i] = DEKeyToSend(p, s, BigKeys[i]):
}

The function ComputePrivateKeys returns a set of 10 Diffie-Hellman private keys in
PrivKeys. It uses the function DEKeyToSend described above to compute the 10 private
keys. The set of keys in DHKeys had to be computed with ComputeBigKeys.
Example:
The User computes a set of public keys using ComputeBigKeys and the public keys p
and s and a set of private keys stored in BigKeys.
The Verifier computes a set of public keys using ComputeBigKeys and the public keys p
and s and a set of private keys stored in BigKeys.
Then the User receives the set of public keys from the Verifier and uses the function
ComputePrivateKeys.
At the same time the Verifier receives the set of public keys from the User and uses the
function ComputePrivateKeys.
Now the User and the Verifier should have the same set of private keys in the array
PrivKey.
void ComputePrivateKeys

(__int64 *DHKeys, __int6e4 *PrivKeys, __ int64 p, _ inté4 s)
{ int 1i;

for( i = 0; 1 < 10;i++ )

{
PrivKeys[i] = DEKeyToSend(p, s, DHKeys[il]):

}
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The function ComputeOneKey returns a 19 digit private key according to the set of keys

stored in PrivKeys.

__int64 ComputeOneKey(__int64 *PrivKeys, _ int64 Prime)
{
int i = 0, s = 0;
__inté4 t = 10, Res = 0, IntKey:;
for{ 1 =0; 1 <10; 1 =1 + 2 )
{
while (1)
{
if(Res < t)
{

IntKey = (t * 10) % Prime;

IntKey = (IntKey * PrivKeys[i]) * Prime;
Res = (IntKey + Res) % Prime;

break;

}
t =t * 10;
}
}
if(Res < 0) Res = -Res;
if (Res > Prime) return ((Res - Prime) % Prime):
return Res;
}

The following section is the implementation of finding a permutation
according to its lexicographic position in O(n)

#include <stdio.h>
#include <math.h>
#include <malloc.h>

__inté64 factoriel(_ inté64 n)
{
int x =1, y = 2;
while(y <= n)
{
X =y * X;
y++;
}

return x;
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void GetLehmerCode(_ int64 index, _ _int64 n, _ inté6d4

*LehmerCode)
{
__inteé4 b;
int x = 0;
while(--n)
{
b = factoriel (n)
LehmerCode [x++]

= index / b;
index = index % b;

void GetPermBase(___int64 N, _ int64 *PermBase)
{
__int6é4 Base = N + 1;
*PermBase = N;
int x;
for(x = (N - 1); x > 0; x--)
{
*PermBase = (X * Base) + (*PermBase);
Base = Base * (N + 1);

}

void LehmercodeToPerm(__int64 N, __ inté4 *LehmerCode, _ int64
*Permutation)
{

__inté64 PermDecimal, *Baseth;

Baseth = (__inté4 *) malloc (sizeof(__int64) * N);

GetPermBase (N, &PermDecimal):;

Baseth[0] = N + 1;

int x;

for(x = 1; x < N; x++)

Baseth[x] = Baseth[x - 1] * (N + 1);

__inté4 i, y = 1, a, b, ¢ = PermDecimal, p;

for(x = 0; x < N - 1; x++)

{

i = (Baseth[N - LehmerCode(x] - 11 / y):
a=c% i;
b=c% (i / (N + 1));
p=f(a-Db)/ (1 /7 (N+ 1));
Permutation[x] = p;
c=((c-a)/ (N+1)) + b;
y =y * (N + 1);
}
Permutation([x] = c;

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



117
free (Baseth);
}

void PrintResult(__int64 N, _ int64 *LehmerCode, __ inté64
*Permutation)
{
int x;
printf ("LehmerCode: ");
for(x = 0; x < N - 1; x++)
printf("%ld ", LehmerCode(x]):;
printf (" -> Permutation: ");
for(x = 0; X < N; x++)
printf("%ld ", Permutation(x]):
printf ("\n");
}

void main ()
{
__int64 N = 11, Index = 0;
__int64 LehmerCode([20], Permutation(20];
__inté4 p;
while (Index < 24)
{
GetLehmerCode (Index++, N, LehmerCode);
LehmercodeToPerm (N, LehmerCode, Permutation):
//GetPermBase (N, LehmerCode, Permutation);
PrintResult (N, LehmerCode, Permutation):;

}
5.9 An example using the crypto library:

void main/()

{
unsigned long UserKeys([10], VerifKeys[10]:;
__int64 DHUserK[10], DHVerifK([10];
__int6é4 PUserK([10], PVerifK([10];
INT SETX1[50], SETX2[50]:;
MakeBigKeys (VerifKeys) ;
MakeBigKeys (UserKeys) ;
ComputeBigKeys (VerifKeys, DHVerifK,11318687, 17);
ComputeBigKeys (UserKeys, DHUserK,11318687, 17);
ComputePrivateKeys (DHVerifK, PUserK,11318687, 17);
ComputePrivateKeys (DHUserK, PVerifK,11318687, 17);
__int64 UserK = ComputeOneKey (PUserK);
__int64 VerifK = ComputeOneKey (PVerifK):;
F(1113867451375943214, UserK, SETX1):;
GenerateDn (SETX1, SETX2):

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



118
char Buf[100];
printf ("Enter Your Password: ");
gets (Buf) ;
int Len = strlen(Buf);
__inte64 RtrnLen;

char *Templ, *Temp2, *Temp3, *Temp4:;
__int64 x = GetLengthTransformByte(Len, SETX2);

Templ = (char *) malloc ( x + 1);
memcpy (Templ, CryptoByte(Buf, Len, &RtrnLen, SETX2), X);
Templ(x] = "\0';

X = GetLengthTransformBit (x):;

Temp2 = (char *) malloc ( x + 1);

memcpy (Temp2, TransformBit (Templ, Rtrnlen, &RtrnLen), X):;
Temp2 [x] = '\0';

Temp3 = (char *) malloc (x + 1);

memcpy (Temp3, CryptoByte(Temp2, x, &RtrnLen, SETX2), X):
Temp3[x] = '\0';

X = (x/8);

Temp4d = (char *) malloc ( x + 1):

memcpy (Temp4, TransformByte (Temp3, x * 8, &RtrnLen), X):
Tempd [x] = '"\0';

// end of encryption
printf("%s\n", Temp4);

//decryption
x = GetLengthTransformBit (x):
Temp2 = (char *) malloc ( x + 1);

memcpy (Temp2, TransformBit (Temp4, Rtrnlen, &Rtrnlen), Xx);
Temp2[x] = '\0';

Temp3 = (char *) malloc (x + 1):

memcpy (Temp3, DeCryptoByte(Temp2, x, SETX2), X):
Temp3[(x] = '\0';

X = (x/8);

Temp4d = (char *) malloc ( x + 1);

memcpy (Temp4, TransformByte(Temp3, x * 8, &RtrnlLen), Xx):
Tempd [x] = '"\0';

Templ = (char *) malloc (x + 1);

memcpy (Templ, DeCryptoByte(Temp4, x, SETX2), x):
Templ[x] = '"\0';

printf ("%s\n", Templ);
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CHAPTER 6

6. Advantage of the authentication schema over other known algorithms:
We are going to compare the authentication algorithm presented in chapter 5 to widely
used authentication schema, and we will prove that none of the existing authentication

schema takes into consideration the use of badly chosen passwords (see Chapter 1).

6.1 Sending plain passwords:

Old IBM machines and UNIX machines still send clear passwords over a network to
perform authentication and authorization.

These methods, of course, are the worst since they don’t take into consideration badly
chosen passwords, and they don’t prevent taping of the line where the password is sent.
Our methodology does not send a clear password and does take into consideration badly

chosen passwords, since a clear password is always transformed in order to be used.

6.2 Sending passwords using public key encryption:

This methodology has the advantage that, if somebody taps the line, the password is
encrypted and he cannot know the password. But this methodology does not prevent
anybody from sending the same encrypted password and being authenticated and
authorized if he taps a line and captures the encrypted password, since the key is public.
Also, it does not take care of badly chosen passwords: since the public key is known, any

hacker can encrypt his hit list of passwords and submit them to the Verifier.
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6.3 Key crunching:

Key crunching is a technique that converts easy to remember text strings into random
keys. It uses a one-way hash function (Preneel, 1993) to transform an arbitrary length
text string into a pseudo-random bit string. The text string is often referred to as a
passphrase. For a 64 bit key, a passphrase of about 10 to 15 normal English words should
be sufficient. One could use key crunching to transform a password, unfortunately the
password has to be at least 10 words. With our technique we only need to remember one

password of regular length.

6.4 Wide-Mouth Frog:

The Wide-Mouth Frog protocol (Burrows, 1990) uses a trusted server called T. We are

going to describe the protocol by showing how A authenticate himself to B using T.

1. A concatenates a timestamp t,, B’s password and a random session key and encrypts
the whole message with the key she shares with T. She sends this to T with a public

identifier.

2. T concatenates a time stamp t,, A’s password and the random session key and

encrypts the whole message with the key he shares with B and sends it to B.

3. Bdecrypts A’s password and the key that he will use to communicate if he recognizes

A.
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We can see several problems:

The algorithm requires a trusted party that could be easily bribed without A or B
knowing it. Since our authentication scheme does not use a trusted party the weakness of
the trusted party being bribed is automatically eliminated.

Also, in the process the real password is encrypted, therefore easily guessed if badly
chosen. Also, the time stamp can be found easily if the message is intercepted. Thus, the
plaintext secrecy resides only in the random session key. Therefore the message can be
attacked using a part of the encrypted message that can be easily guessed (password and
time stamp). In our protocols none of the plaintext can be guessed since each time it uses
a random key and does not send any encrypted password.

But the biggest assumption made in this protocol is that A can generate good session keys
and we know that random numbers are not easy to generate. In our system, even if the
keys k and k; are badly randomly generated, a cracker would have to find k,, k, and k; to
defy the authentication schema. Since those keys have to be generated once, they can be
generated one time from a true random source by passing all the known random tests
(Knuth, 1981). A cannot afford to try to generate a key that is truly random by

performing all the time consuming tests each time she wishes to communicate with B.

6.5 Other protocols using a trusted party:

The following widely used protocols also use a trusted party:
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Yahalom, Needham and Shroeder (Needham, 1987), Otway-Rees (1987), SPX (Tardo,

1991) all use a trusted party and the security of the authentication resides in generating
random keys for each session. Therefore, they all share the same weaknesses.
6.6 PGP:
PGP Authentication, according to Cooper, et. al., (pp. 111-112):
1. The sender creates a message.
2. PGP uses MD5 to generate a 128 bit hash code of the message.

3. The sender specifies the private key to be used for this operation and provides a
passphrase, enabling PGP to decrypt the sender’s private key.

4. PGP encrypts the hash code with RSA using the sender’s private key and
attaches the result to the message. The key ID of the corresponding sender’s
public key is attached to the signature.

Handling of the signature by the receiving PGP:

1. PGP takes the key ID attached to the signature and uses that to grab the correct
public key from the public key ring.

2. PGP uses RSA with the sender’s public key to decrypt and recover the hash
code.

3. PGP generates a new hash code for the message and compares it with the
decrypted hash code. If the 2 match, the message is accepted as authentic.

The MD5 hash code used by PGP is a one way function that produces a 128 bit hash
(Shneier, 1991).

RSA is the encryption algorithm used by PGP. The security of RSA is based on the
difficulty of factoring large numbers and the generation of big prime numbers (Gardner,

1977).
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6.6.1 PGP authentication weaknesses:

PGP uses a passphrase. It is called a passphrase rather than a password because it does not
need to be a single world. Unfortunately, 80 % of PGP users (Cooper, et.al., 1995) do not
use a sentence or phrase, they still use a single word as a password. Consequently,
password crackers can use their technique 80% of the time. Since PGP uses the
passphrase to generate a 128-bit IDEA key and since badly chosen passwords are used at
least 15% of the time (see 1.3) it is obvious that PGP restricts its 128-bit IDEA key space.
Also, the MD5 algorithm requires that the input text should be 512 bits to produce a 128
bit hash value. Since 512 bits is equivalent to a word of 64 letters, the user would have to
remember a passphrase of 64 letters, otherwise the passphrase has to be padded. The
average computer user is not expected to remember passphrases of more than 12 letters.
Therefore, 4/5 of the passphrase has to be padded with a padding text known by the
sender and the receiver. Consequently 4/5 of the security depends on the security of the
padding and 1/5 on the security of a passphrase that is badly chosen 15% of the time.

If one knows a PGP private key, one can then fake authentication. As we see in the
presentation of the PGP algorithm, a PGP private key is only protected by the
passphrase, i.e., a badly chosen password in most cases, therefore the weakness of PGP
still resides in the fact that it does not solve the problem of badly chosen passwords,

unlike our authentication schema.

6.7 Using one way hashing functions for password transformation:

Here is the list of the most secure one way functions currently used (Menezes, 1996):
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Hash function n m
MD+4 512 128
MD5 512 128
RIPEMD 128 512 128
SHA-1, RIPEMD 160 512 128

TABLE | 1: HASH FUNCTIONS (SIZE OF THE INPUT AND THE OUTPUT)
n is the size of the input key and m is the size of the output key. Passcode generators
have been proposed to generate passcodes (Davies, 1989). They use a hash function that
transforms a PIN number of a length no more than 8. As we see in the preceding table
the input text for using any secure hashing function has to be of at least 64 bytes.
Therefore any algorithm that uses a proven secured hash function has to input a string of
64 bytes, otherwise the input text has to be padded. The advantages of our password
transformation are that it requires a password of a length of 12 bytes, and that the

complexity of the algorithm for the password transformation is linear.

6.8 Kerberos:
6.8.1 The Kerberos protocol:
The Kerberos protocol is one of the most widely used systems to perform authentication

and to grant services to Users (Kohl, 1991).
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A User, X, logs on to the workstation and requests access to a specific server. The User

sends a message to the Authentication Server (AS) that includes, the User’s ID and
request for certain services. Those services will be delivered by the AS by giving the User
a ticket-granting-ticket (TGT). Then the server checks its database to find the password
of this User. Next, the AS responds with a one time encryption key and a TGT
encrypted with the user’s password. When the message returns to the User, the User is
prompted to give his or her password. The User generates the key and attempts to
decrypt the incoming message.

The AS has been able to verify the User’s identity because this User knows the correct
password, but it has been done in such a way that the password is never passed over the
network. The encryption uses DES.

6.8.2 System weaknesses:

The AS uses the User’s password to encrypt the TGT and the key that will be used later
on by the User to use his or her TGT. This method does not prevent the use of badly
chosen passwords. An experienced cracker could tap a line and then capture the
encrypted message. He could then use a hit list of passwords to try to decrypt the
message sent by the AS to the User. As we described in the first chapter, the pool of keys
to decrypt a message encrypted with a password is reduced tremendously and decryption
can be done in reasonable time. Once the password is known, a cracker can tap a line,
decrypt a User’s TGT and the key sent by the AS when authentication is performed, and
use the TGT to acquire the User’s services. Otherwise the protocol shares some

similarities with our protocol.
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Both protocols use a one time key to avoid a cracker simulating message sending during

other sessions.
The password is never sent over the network.
Clearly, the weak point of the system is using the exact password to encrypt a message

that contains the core information to access a system.

6.9 General advantages of our authentication scheme:
1) It uses a one time key that prevents a User from pretending to be another User

operating from a workstation.

2) The password is never sent over the network.

3) No keys, encrypted or not, are sent over the network.

4) The password used has been transformed such that no cracker could use a hit list.

5) The transformation is done with a linear complexity.

6) The Key computation for the password transformation is done once and has a

complexity of O(n) where n is the size of the expected password length.

6.9.1 An apparent weakness:
The User needs a private key to transform her password. But as we have already
described in the algorithm, the private key can be stored in a smart card or any device no

bigger than a credit card.
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We also suggested that the private key could be encrypted using the User’s password.

This would give the User enough time to signal to the authentication verifier that he had
lost his card, while a potential cracker could be trying to decrypt his private key.

One could say that we need an authentication algorithm to prove that we are a User who
has lost his smart card. A person could pretend that he had lost a smart card. The worst

that could happen is that the User would lose the system services for a while.

6.9.2 Why use a personal password?

A question that is commonly asked is: Why use a personal password, since a portable
device is used to store private keys? Why not use only private keys?

Indeed we could perform authentication very securely without using a personal
password, but using a personal password has many advantages.

Suppose that an authentication system uses a private key stored on a smart card and no
personal password. If the User looses the smart card, then anybody who found the smart
card could enter the User’s account and use it.

Therefore, if the User’s smart card requires a password, then if the User looses the smart
card anybody who finds the smart card would have to guess the User’s password.
Nevertheless, this does not prevent the smart card from being found by a smart cracker.
Therefore, the smart cracker could assume that the User was using a bad password. Here
is the advantage of using a personal password.

Suppose that the User was using a bad password (see Table 1: (bad passwords list)). The

cracker would have to guess a lot of passwords in order to be successfully authenticated.
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Thus, the verifier could keep track of how many times an authentication has failed for

the same User during a certain lapse of time. The Verifier could refuse to perform more
authentications after a certain number of failed attempts, considering that the User is not

the right person. Also, the verifier could try to trace the fake user electronically.

6.10 Other uses of password transformation:

We proved that our password transformation schema would resist plaintext attack and
chosen plain text attack. We also proved that the changes whereby a real word would be
transformed into an unknown word are absolutely astronomical. Therefore, since the
transformation algorithm has a linear complexity it would be very useful prior to
encryption to transform with our methodology the plaintext that has yet to be
encrypted. This would certainly destroy at least all the digram statistics. Also, we can
leave as an open question the capabilities of such transformations in terms of pure

encryption.
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Conclusion

In the preceding discussion we gave a secure authentication algorithm that can use badly
chosen passwords by transforming them into secure ones. We proved that the password
transformation algorithms have a complexity of no more than O(n) where n is the length
of a password when the permutation used for password transformation is already
known. We also proved that obtaining the permutation from a key has a complexity
O(n) where n is the length of the permutation. We showed that the password
transformation algorithm can use any key length regardless of the computational
capacity of the system in use, unlike other algorithms which have to use adapted
hardware to perform their algorithm when bigger keys must be used.

We proved that the password transformation that is used for the authentication
algorithm defies statistical analysis (by using homophonic code) and resists plain text and
chosen plain text attack.

We also proved that it can resist the crackers’ techniques that are generally used to crack
a password.

We described an authentication technique that uses password transformation and we
proved that the authentication technique uses algorithms that have a complexity of no
more than O(n) where n is the size of the biggest key used by the algorithm. We also
proved that the security of the authentication resides solely in the security of the pseudo-
random generator used to generate keys and in the security of the public key exchange

used to exchange private keys.
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We compared our authentication schema against other widely used authentication

algorithms and showed that either none of them solve the problem of badly chosen
passwords or that they require a passphrase or password 5 time larger than ours.

We also showed that the algorithm of password transformation can be used in
conjunction with other encryption algorithms to strengthen them against cryptanalysis
attacks such as statistical attacks, plain text and chosen plain text attacks. Therefore, we
sincerely think that our authentication algorithm will help the average computer system

user to legitimately use a password that is easy to remember.
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Appendix 1

Here is the program using the crypto library that generated 1 000 000 password

transformation using random keys:

void main{()
{
int x =0, y=0, z = 0;
unsigned int Num = (time( NULL )):
srand (unsigned (time( NULL )));
FILE *fp;
fp = fopen("TEST1.LOG", "a+");
char *Templ = NULL, ~TempZ = NULL, *Temp3 = NULL, *Tempd =

NULL;

Templ = (char *) malloc (1000);
Temp2 = (char *) malloc (1000);
Temp3 = (char *) malloc (1000);
Tempd4d = {(char *) malloc (1000);
while (y++ < 1000000)

{

INT Pn[] = {01112131-1}1 p[] = {01113121—1};

unsigned long ClientKeys([10}, VerifKeys([10];
__int64 DHClientK{10], DHVerifK[10];
__inté4 PClientK([10], PVerifK[10];
INT SETX1([50], SETX2[50];
MakeBigKeys (VerifKeys);
MakeBigKeys (ClientKeys);
ComputeBigKeys (VerifKeys, DHVerifK,11318687, 17);
ComputeBigKeys (ClientKeys, DHClientK,11318687, 17);
ComputePrivateKeys (DHVerifK, PClientK,11318687, 17):
ComputePrivateKeys (DHClientK, PVerifK,11318687, 17):
__inte64 ClientK = ComputeOneKey (PClientkK,
1113867451375943214) ;
__int64 VerifK = ComputeOneKey (PVerifK,
1113867451375943214) ;

ClientK = (ClientK + 100) % 1113867451375943214;
F(1113867451375943214, ClientK, SETX1):
GenerateDn (SETX1, SETX2):;
char Buf[100];
strcpy(Buf, "ABADIE"):;
int Len = strlen(Buf);

int64 RtrnLen, x = GetLengthTransformByte (Len,

SETX2);
CryptoByte (Buf, Templ, Len, &RtrnLen, SETX2);
Templ([x] = '\0';
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X = GetLengthTransformBit(x):;
TransformBit (Templ, Temp2, RtrnLen, &RtrnlLen);
Temp2[x] = '\0';
CryptoByte (Temp2, Temp3, x, &RtrnLen, SETX2):;
Temp3(x] = '\0';
X = (x/8);
TransformByte (Temp3, Temp4, x * 8, &RtrnLen);
Tempd [x] = '\0"';
if('(y % 100))
{

printf ("%s\n", Temp4);

fflush(stdout);
}
fprintf (fp, "“%s ", Tempd);

if(z == 3)

{
fprintf (fp, "\n");
z = 0;

}

Z++;

fflush(fp) -
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