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Abstract

Analytic Models and Distributed Robotics Applications for
Mobile Ad Hoc Networks

. by
Ibrahim Hokelek

Advisor: Prof. M. Umit Uyar

In this thesis, we introduce new analytic models to study node link stability for realistic
wireless mobile network applications by calculating the exact link failure and creation
probabilities. These models divide a geographic area into logical cells, where each node
roams into one of its neighboring cells by following the discrete-time random walk mobility
model. We calculate the probability distribution for a wireless link to be available between
two mobile nodes. We derive a new two-dimensional Markov chain whose states represent
a node’s degree and its number of link failures. We can thus compute two important
metrics characterizing the dynamics of a node’s random movement: the expected times
for the number of link changes to drop below a failure threshold, and for a node’s degree to
exceed a degree threshold. Because the model is capable of computing the dynamics and
the expected value of the number of a node’s neighbors, it can be used for modeling various
realistic applications including virtual backbone and clustering stability, and estimating
interference levels in mobile ad hoc networks (MANETS). Our modeling framework can

be further extended to derive a number of additional important metrics to characterize

v



network connectivity, capacity, and survivability.

We also developed two real-life applications of our analytic models: Controlled Dissemina-
tion Filter (CDF) for MANETS and a testbed implementation for the Dynamic Survivable
Resource Pooling (DSRP) concept in distributed robotics systems. We implemented the
CDF framework, together with its architecture and protocols, and showed significant per-
formance improvements related to the CDF without jeopardizing the network and appli-
cation performance for different dissemination scenarios. We also implemented the DSRP
mechanism in our FPGA-based distributed robotics testbed and demonstrated its effec-
tiveness in a search-and-rescue scenario, where robots cooperate to provide the rescuer
with a set of pictures to build a panoramic view of the disaster site. The measurements
collected from the testbed and the numerical results obtained from the analytic mod-
els confirm that the DSRP framework significantly improve the reliability of distributed

robotics systems.
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Chapter 1

Introduction

Mobile ad hoc networks (MANETSs) (RFC2501) [26] suffer from a harsh communication
environment due to node mobility and peculiarities of the wireless medium such as fading,
interference, and asymmetric links. Since mobile nodes are often subject to random move-
ment, the network topology may change rapidly and unpredictably. Typical MANET
applications require survivability in case of rapid and unpredictable network topology
changes. Reliability of services is critical but difficult to provide in MANETS, especially
when applications such as military communications, real-time transactions, videocon-
ferencing, and disaster recovery necessitate that the underlying network infrastructures
are survivable. Developing accurate node link stability models to provide valuable in-
sights into MANET behavior for these applications has been a challenging task for the
researchers in wireless networking area [10, 22, 61, 90, 92, 97, 51, 4].

1



The reliable server pooling (RSP) [99, 101, 102] is one of the frameworks [46, 108] that
address the reliability of services by introducing redundancy in the number of servers
available to a client. It also provides an abstraction of all the functionally equivalent
servers, whereby the client can access these servers as a single entity, termed server pool.
Servers with the same functionality, also called Pool Elements (PEs), are grouped into
server pools identified by a pool handle. In the RSP, the Name Servers (NSs) are respon-
sible for maintaining server pools, load balancing, and server discovery. The client, also
called Pool User (PU), resolves the mapping from a server-pool handle to the addresses

of servers registered in this pool by querying its Primary Name Server (PNS).

A popular approach to improve reliable service discovery in MANETSs [37, 60, 65, 64] is
to create clusters such as a virtual backbone (VB) [21]. A VB consists of a subset of nodes
such that the backbone nodes are able to discover and communicate with one another.
The VB nodes are dynamically selected in a distributed fashion. To handle frequent
topology changes that may happen due to the node mobility, most backbone formation
algorithms [59, 61, 90] include the maintenance feature that dynamically reassigns nodes

to either join or leave the VB according to the number and stability of their links.

A new RSP architecture called Dynamic Survivable Resource Pooling (DSRP) [37, 36]
deploys NSs on a dynamic VB for MANETSs. In a mobile environment, DSRP is well-
suited to dynamically provision distributed network managers that pool various servers

for higher availability and failover: FCS [84] backbone managers, Bandwidth Brokers [8],



Situation Awareness (SA), Common Network Picture (CNP), SIP [85], and others. The
reliable pooling can also be extended to resources such as hardware entities with specific

capabilities (e.g., sensors used in robotics).

In the literature, there are no sufficient analytic models nor realistic simulations with
multiple servers (i.e., PEs) are reported for service discovery over VB. A key end-user
metric is the expected delay to resolve a service request. To quantify this delay, we have
to analyze the DSRP architecture with respect to formation and maintenance of the VB,

where the most stable nodes are dynamically selected as the backbone nodes.

In this thesis, we first present novel analytic models to study the stability of virtual
backbones. These new models allow for the computation of two important metrics char-
acterizing the dynamics of a node’s random movement in MANETS: (i) average time for
the number of link changes of the node (i.e., instances of link creation and failure) to
either drop below or exceed a given threshold, and, analogously, (ii) average time for the
number of active links of the node to either drop below or exceed a given threshold. The
former defines the stability of the node’s links, and the latter is the node’s degree (the

number of active neighbors).

These novel models capture the dynamics of the DSRP nodes (i.e., NS, PE, and PU)
driven by random node movements. A VB formed and maintained by the algorithms in
Ref. [61] constitutes a minimum connected dominating set: each node in the network is

either a member of this set, or is only one hop away from a member. To preserve this

3



property in a mobile environment, the nodes frequently evaluate whether they should
join, leave, or remain in the backbone by using two basic rules. The first selection rule
applies the normalized link failure frequency (nlff ), which simply is the number of link
losses within a time-window, but normalized by the number of total links at the end of the
window. According to this rule, the nodes with nlff values higher than a given threshold
cannot join the backbone. The second rule employs the comparison between the degrees
of the remaining nodes to select the backbone nodes. Our models will help analyze the
performance of various paradigms that rely on such link-based mobility metrics [21, 53,
59, 60, 106] including backbone assisted [90] or cluster-assisted [10, 22] routing protocols
and service discovery architectures [60, 61]. In addition, certain routing protocols [97] and

bandwidth estimation techniques [93, 92] make decisions based directly on link stability.

These models divide a geographic area into logical cells, where each node roams into one
of its neighboring cells by following the discrete-time random walk mobility model. The
wireless link creation and failure probabilities are derived to represent transitions from
an available to an unavailable state (or vice versa) as nodes move. We derive a two
dimensional Markov chain whose states represent the node degree and nlff. We calculate
the expected first passage times to move between states defined by degree and nlff values.
In our model, we can represent different network characteristics by varying the following
three parameters: (i) the geographic area size, (i) a node’s communication range, and

(177) the number of mobile nodes.



These first analytic models use steady state approximation of link creation and failure
probabilities to study node link stability in wireless mobile networks with different node
densities. We then introduce a second set of analytic models which are capable of ana-
lyzing node link stability for more realistic MANET applications by calculating the exact
link failure and creation probabilities. These new comprehensive models are scalable for
realistic mobile networks, computationally efficient and relatively simple to apply, and,
hence, can be used to evaluate the performance of algorithms and protocols at different

layers of MANETS.

Another potential limitation of the first analytic models is the use of random walk mobility
model which allows a node to roam into its neighboring cells with only a fixed speed.
However, in real-life scenarios, a node may move in any direction with any speed (i.e.,
random way point). Our new comprehensive models enhance the random walk mobility
pattern to cover the fast/slow node movements with different speeds. This extension will
allow our model to analyze more realistic scenarios in MANETSs where speed variation

affects the system performance.

Our analytic models analyzing node link stability can be utilized for designing efficient
data dissemination protocols and evaluating their performance in wireless mobile net-
works. Efficient data dissemination mechanism is one of key components for creating
a successful MANET since each mobile node has a limited amount of energy for both

performing their computational tasks and information transmission to other nodes. In



addition, the wireless links connecting mobile nodes have limited amount of bandwidth,
and, therefore, it is essential that data dissemination protocol should require minimum
computational energy, and that the amount of disseminated data should be minimized
without jeopardizing the network and application performance. For this purpose, we

introduced the concept of Controlled Dissemination Filter (CDF).

The Proactive Integrated Link Selection for Network Robustness (PILSNER) program at
Telcordia Technologies, Inc. develops agent technologies that support automatic link se-
lection over different and widely varying transmission paths to bypass network congestion
and outages. To perform optimizations as the network changes dynamically, agents need
to rely on information that is dispersed in the network. We implemented the CDF frame-
work, together with its architecture and protocols for the PILSNER agents and showed
significant performance improvements (e.g., total bandwidth savings for the relevant data
dissemination) related to the CDF without affecting the performance of these agents. For
example, Unicast Routing Control Agent (URCA) involves setting the OSPF link metrics
that distributes traffic evenly within the network and utilizes the preferred routes. The
choice is influenced by the network topology and the traffic demand between each source
and destination pair within the network. The CDF is responsible for efficient traffic de-
mand and capacity information dissemination to the URCA lead, which runs the global
URCA algorithm to determine the optimum routes (hence corresponding link weights) for

the overall network.



Distributed robotics systems are suitable candidates for node link stability analysis tools
since wireless connections among mobile robots can become broken due to severe network
stress, robot or link failures, and constant mobility. Typical applications of distributed
robotics systems, such as real-time transactions, disaster recovery, and search-and-rescue
operations, include exchanging large amounts of data among robots. As the wireless con-
nections are frequently broken during a session, the traditional abort-and-restart approach

often results in long delays and puts a heavy burden on end users for these applications.

Dynamic Survivable Resource Pooling (DSRP) is a new mechanism to improve the surviv-
ability and reliability in distributed robotics systems. DSRP is based on a virtual back-
bone (VB), which is a highly distributed, scalable, and survivable network, formed and
maintained through one-hop beacons among mobile robots. We implemented the DSRP
framework, together with its architecture and protocols, in a distributed robotics environ-
ment at the City College of the City University of New York (CCNY). The robotic nodes
are referred to as smart tiny auto-configurable robots (STARs). The STAR nodes are
built on Xilinx ML310 development boards powered by Virtex-II Pro FPGA device which
have two on-chip 400 MHz embedded IBM PowerPC 405 (PPC405) processor cores [107].
The processors run Wind River VxWorks 5.5 Real Time Operating System (RTOS) [105]
which provides deterministic timing required for time sensitive applications, as well as a
small foot print suitable for embedded systems. In this adaptation of the VB framework,

a pool of STARs is viewed as a single service endpoint, and, therefore, is able to provide



reliable services for distributed robotics applications. We introduce a search-and-rescue
image retrieval application, as a proof-of-concept for using DSRP successfully in a dis-
tributed robotics environment. The current testbed implementation includes a total of
22 nodes emulating real-life mobile robots, where 2 nodes are FPGA boards and the re-
maining ones are laptop and desktop PCs. Using our earlier generic MANET models, we
also introduce new analytic models to evaluate the performance of search-and-rescue ap-
plications in distributed robotics systems. The measurements collected from the testbed
and the numerical results obtained from the analytic models confirm that the DSRP

framework significantly improve the system reliability.

The rest of this thesis is organized as follows. Chapter 2 summarizes the literature review.
In Chapter 3, we introduce our new analytic models for node link stability in mobile ad
hoc networks and present related numerical and simulation results. Exact solutions for the
models introduced in Chapter 3 are presented in Chapter 4. Application of these models
to the CDF problem are studied in Chapter 5. A testbed implementation for distributed
robotics applications of our models and measurements for image retrieval applications are
presented in Chapter 6. The concluding remarks and future research directions for this

work are provided in Chapter 7.



Chapter 2

Literature Review

2.1 Service Reliability and Link Stability

In MANETS, wireless connections among mobile nodes can become frequently broken due
to severe network stress, node or link failures, constant mobility in the system, and pecu-
liarities of the wireless medium such as fading, interference, and asymmetric links. The
related issue is the service discovery in MANETS, where clients can automatically discover
network services and also advertise their own capabilities to the rest of the network. Un-
der MANETS’ highly dynamic, multi-hop, and infrastructure-less characteristics, service
discovery is a necessary mechanism for creating self-configurable networks. For a client

which needs to use a certain service from one or more servers, service discovery can be



defined as mapping of a service class and an attribute list to a simple IP address or a
group of IP addresses. Typical applications of MANETS, such as real-time transactions,
disaster recovery, video-conferencing, and search-and-rescue operations, include exchang-
ing large amounts of data among mobile nodes. Frequently broken wireless connections
among nodes cause rapid and unpredictable changes in the network topology and thus
service interruptions. The traditional abort-and-restart approach often results in long
delays and puts a heavy burden on end users for these applications. Reliability of services
and network survivability are critical but difficult to provide and maintain concepts in

these environments.

System reliability can be achieved in different levels, from data transfer mechanisms in the
transport and lower layers, where hardware, firmware or software units ensure successful
data transmission, to upper layers (above transport) where an application is desired to
continue its operation without (or with minimum) interruptions due to failures, mobility,
or QoS degradation. The reliable server pooling (RSP) [99, 101, 102] mechanism is de-
signed to deal with the reliability using the latter approach. RSP provides a redundancy
in the number of servers available to an end user such that the user can access these func-
tionally equivalent servers as a single entity, termed server pool. Servers with the same
functionality (also called Pool Elements (PEs)), are grouped into server pools identified
by a pool handle. In the RSP, the Name Servers (NSs) are responsible for maintaining

server pools, load balancing, and server discovery. The client, also called Pool User (PU),
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resolves the mapping from a server-pool handle to the addresses of servers registered in
this pool by querying its Primary Name Server (PNS). In case of session failures (includ-
ing connection, node, and link failures), most applications can be transparently switched

to another server without restart.

A popular approach to improve (reliable) service discovery in MANETS [37, 60, 65, 64] is
to create clusters such as a virtual backbone (VB) [21]. A VB consists of a subset of nodes
such that the backbone nodes are able to discover and communicate with one another.
The VB nodes are dynamically selected in a distributed fashion. To handle frequent
topology changes that may happen due to the node mobility, most backbone formation
algorithms [59, 61, 90] include the maintenance feature that dynamically reassigns nodes

to either join or leave the VB according to the number and stability of their links.

Recently, we have defined and demonstrated a new RSP architecture called Dynamic
Survivable Resource Pooling (DSRP) [37, 36, 38|, which deploys NSs on a dynamic VB
for ad hoc networks. In a mobile environment, the DSRP is well suited to dynamically
provision distributed configuration/network managers that pool various servers for higher
availability and failover: FCS [84] backbone managers, Bandwidth Brokers [8], Situa-
tion Awareness (SA), Common Network Picture (CNP), SIP [85], and others. We also
extended the reliable pooling to resources that include servers, services, and hardware en-
tities with specific capabilities (e.g., sensors used in robotics). In the literature [61], only

simulations are available for single-PE discovery over VB. These simulations results do
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not apply to multiple-PE discovery; moreover, no analytical models exist for either type
of PE discovery over VB. A key end-user metric which needs to be analytically modelled
is the expected delay to get service request resolved. To quantify this delay, we have to
analyze two largely independent parts of the DSRP architecture, each incurring its own
delays: (i) formation and maintenance of the backbone, where the most stable nodes are
dynamically selected as the backbone nodes, and (ii) distribution of resource registra-
tions, requests, and replies over the mesh of backbone nodes. The model presented in this
study can be applied to the first part: the stability of an NS, i.e., the expected time for
an NS to leave/join the backbone, is immediately available in our model; other related
metrics can also be obtained by modest extensions to the baseline model. These include
the probability of a PE/PU not having an operational PNS and the expected delay for a

PE/PU to find another PNS when the previous one becomes unavailable.

There are a number of schemes that rely on the link-based mobility metrics [10, 22, 61, 90,
93, 97]. An associativity based routing (ABR) [97] protocol uses a route stability metric
such that a preferred route consists of nodes whose associativity states imply stable links
with neighbors. A distributed clustering algorithm MOBIC [10] exploits a novel mobility
metric for selection of clusterheads. The metric is based on the ratio between the received
power levels of consecutive transmissions from neighbors, and can be approximated in our
model from the measure of link-state changes. In Ref. [93, 92], a bandwidth estimation

algorithm computes the available bandwidth in a tunnel through an ad hoc network. The
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algorithm relies solely on end-to-end packet measurements, with the accuracy strongly

dependent on the stability of links along the network paths.

Ref. [61] proposes a distributed service discovery architecture that relies on a virtual
backbone (VB) for locating and registering available services within a dynamic topology.
Service discovery architectures in MANETS are classified into two main groups in Ref. [61]:
directory-less and directory architectures. Servers and clients can communicate directly
with each other in directory-less architectures, while directory agents (DAs) are needed
to provide communication between users and servers in directory architectures. One
disadvantage of the directory architecture is the requirement of the dynamic assignment
for DAs, which increase not only system complexity but also creates an extra overload to
the network. However, there are two main motivations for using a directory system. The
first one is major advantages inherent to using DAs such as scalability, less response time
for locating services, preventing to overload a server during too many service requests,
and load balancing in the DA node. The second motivation follows from utilizing virtual
backbones or clusters for better efficiency and quality for MANET routing protocols. In
Ref. [61], the authors show that the directory architecture is a good candidate for service
discovery in MANETSs. There are two independent components in their solution for service
discovery: backbone management and distributed service discovery. For a given network
topology, a dynamic backbone is formed in the backbone management phase such that

each node in the network is either a part of the backbone or one hop away from at least
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one of the backbone nodes. Finding virtual links among the selected backbone nodes and
adapting the backbone nodes to the topology changes are performed in this part as well.
In the distributed service discovery part, the request and registration messages from the
service discovery agents to the backbone nodes are distributed efficiently by forming a

multicast tree.

VB formation algorithms apply node’s degree and nlff [61] to resolve conflicts between
the nodes competing to join the backbone. Similar to Refs. [60, 61], CEDAR [90] builds
a routing core such that each node that needs to find a dominator (i.e., backbone or core
node) selects the highest-degree node with the maximum effective degree in its first neigh-
borhood. To preserve the connected dominating set property in a mobile environment,
the nodes frequently evaluate whether they should join, leave, or remain in the backbone
or routing core. The first selection rule in [61] says that the nodes with nlff values
higher than a given threshold are eliminated from joining the backbone. The second rule
in [90, 61] employs the comparison between the degrees (or effective degrees) of the re-
maining nodes to select backbone nodes. We approximate both rules by comparing nlff
and node’s degree with constant thresholds (i.e., nlff and node degree thresholds. Hence

the metrics computed by our model are directly applicable to the backbone formation

algorithm used in the DSRP.

Ref. [3] proposes a simplified random walk model capturing the movement of mobile

users in Personal Communications Services (PCS) networks. In that study, the service
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areas are covered by radio base stations whose radio coverage is called a cell, where they
configure cells as hexagonal or mesh networks. In Ref. [3] only mobile station can move
in one unit time, and link availability from a fixed base station to this mobile station
is calculated. Similarly, Ref. [98] uses the discrete-time random walk model to predict
the route lifetime in multihop mobile ad hoc networks. However, two mobile stations
can move in one unit time, and a vector representing a wireless link between two mobile
stations is called a state. A random walk model is applied to formulate how a wireless
link changes states, where there are 19 possible combinations for the next link state after
the state reduction technique is applied. They find these link states, together with their
associated probabilities, from the discrete-time random walk model and develop the state
transition diagram using the state transition probabilities. A state transition matrix M
such that each element M, ; represents the probability to transit from the i-th state to
the j-th state within one time unit is constructed. The M matrix is used to develop
several probabilistic functions. Finally, they calculate the expected route lifetime using
these probabilistic functions. Our model starts with Ref. [98] and derives a new model

for computing useful node link stability metrics as described in Chapters 3 and 4.

Among the more recent analytic models reported in the literature, [51] characterizes key
performance measures of cellular networks such as mean handover rate and mean sojourn
times from the point of view of an arbitrary cell using the random way point mobility

model. In [4], long-run location and speed distributions of a mobile node over one dimen-
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sional regions such as highways are presented. This generalized random mobility model
of [4] can capture realistic movement profiles and is numerically efficient to be used for
calculating long-run location and speed behavior. In this thesis, we study more generic
metrics such as node degree and nlff using relative distances (i.e., link states between two
mobile nodes) changing with node movements in two dimensional regions. A distributed
approximation algorithm for computing the minimum connected dominating set (MCDS)
in a unit disk graph is proposed in [6], where MCDS can be used for reducing the com-
munication overhead, increasing the convergence speed, and simplifying the connectivity
management for MANETSs. The size of the MCDS depends on the network density and

nodes’ locations and may change with random node movements.

2.2 Data Dissemination Mechanisms

Efficient data dissemination mechanism is one of key components for creating a successful
MANET since each mobile node has limited amount of energy and bandwidth. Hence, it is
essential that data dissemination protocol should be controlled. The main objective is to
deliver information in an efficient manner by minimizing the dissemination of unnecessary
data over the limited available bandwidth without adversely affecting the network and
application performance. For example, PILSNER program at Telcordia Technologies, Inc.

develops agent technologies that support automatic link selection over different and widely
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varying transmission paths to bypass network congestion and outages [40]. To perform
optimizations as the network changes dynamically, agents need to rely on information
that is dispersed in the network. Efficient data dissemination mechanism specifically
designed for each agent by considering their application requirements is defined as a key

requirement for the success of this program.

Publish/subscribe (pub/sub) system [34, 20] together with the concept of the multi-
cast channel is one common method heavily used for an efficient data dissemination in
MANETS, where there are three main entities: publishers, subscribers, and information
(e.g., events or data flows). Publishers are the source entities which provides, advertise
and subsequently publish their information to the network. Subscribers are the destina-

tion entities which are interested in receiving information by subscribing their interests.

In general, the optimal data dissemination problem can be split into three main subprob-
lems: (i) Data grouping is to divide the data types into a set of logical data groups. The
challenge is to determine the granularity and hence the number of diverse data groups
to minimize the overhead of data distribution [73, 87, 1]. (i) Channelization is to find
an optimal mapping of information flows and data recipients to the set of multicast trees
given the set of data groups, the associated information flows, and a fixed number of data
distribution structures (e.g., multicast trees) [1, 73]. (ii1) Filter placement is to define
an optimal placement of filters at both the end nodes and the intermediate nodes of a

multicast tree given the sets of multicast trees and the filtering rules [87, 15].
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One can interpret the above problems as finding an optimum between two nave ap-
proaches. The first approach would be to create a single data group, say CDF' data, build
a multicast tree that includes all the potential recipients in the group, and then perform
all data filtering at end points. This would result in unnecessary data dissemination over-
head and hence wasted bandwidth. The second approach is to create a multicast tree for
every data type, which would lead to better bandwidth utilization, but would not scale

due to complexity and overhead of maintaining a large number of multicast groups.

The channelization problem is defined in a DARPA-sponsored work [1]. Since multicast
groups require resources (e.g., router state) and management overhead (e.g., to set up and
maintain the multicast routes) it is often not feasible or desirable to allocate a separate
multicast group to each flow. With a limited number of multicast groups that will be
created, the channelization problem is to find an optimal mapping of information flows
to a fixed number of multicast groups and a mapping of receivers to multicast groups so
as to minimize a cost function involving the total bandwidth consumed and the amount
of unwanted information received by the data recipients. This problem has been proven
to be NP-hard; however, different approximation algorithms are available that find good
solutions over a range of problem configurations. Specifically, the mapping must be such
that all data needed by a user is mapped to one or more multicast groups to which
the user either subscribes or is designated as the data recipient (no false exclusion).

The mapping should also be such that the amount of unneeded data received by users
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belonging to various multicast groups carrying the needed data is minimized (minimum
false inclusion). Our CDF design starts with similar channelization formulations but also
considers the geographic locations of the users into the objective function. The users,
which are interested in the similar data groups, are assigned to the same multicast tree if

they satisfy a certain distance requirement to one of the group members.

Ref. [73] creates a set of dissemination channels, each being an independent tree of brokers,
and each one containing different content. The content of each channel is specified by the
collection of profiles of all the clients attached to the specific channel. A coordinator node
collects user interests and is responsible for performing channelization and managing the
dissemination channel. Source and gateway brokers are used for aggregating publishers
and user interests, respectively; and hence, the channelization algorithm is run for less
number of nodes. After mapping data and user interests to multiple multicast trees, the
data is delivered from source brokers to gateway brokers without performing any inter-
mediate filtering. Their algorithm is centralized and requires collecting all information to

a coordinator node.

The filter placement problem is studied in Ref. [87], where there is a single multicast tree
from a source to multiple destinations and a fixed number of filters (software modules) is
used to avoid unnecessary data transmission. The problem is to place a fixed number of
filters into appropriate intermediate nodes such that the maximum bandwidth savings is

obtained. They propose an optimal centralized filter placement and reduction algorithm

19



and a suboptimal filter placement and reduction heuristic. While the optimal algorithms
calculate a new filter placement for each batch, the heuristic approach allows only one
filter to be moved for each batch. In our CDF design, we relax the number of filters to

be placed and propose a distributed filter placement and reduction algorithm.

Data dissemination from one source to multiple intended users is proposed using a single
broadcast tree in [57]. The broadcast tree is setup using inefficient flooding mechanism
and reorganized in larger time scale when needed. It is hybrid in the sense that they
use inefficient flooding for setting up the broadcast tree and use efficient data dissemi-
nation over this broadcast tree. There is no need for pub/sub system in this approach
since all data will be disseminated to all nodes in an optimized broadcast manner. Simi-
larly, Ref. [15] propose a new method called Kyra which balances trade-offs between two
approaches: filter-based and channelization-based approaches. They combine the advan-
tages of content-based filtering and event-space partitioning in the existing approaches to
achieve better overall routing efficiency. The main idea is to construct multiple smaller
routing networks, so that filter-based routing is implemented in each one with lower cost.
In this architecture, the servers are organized into server cliques based on their network
proximity. Servers in the same clique know about each other and communicate through
unicast. At the second level, multiple routing trees are built, each for routing a subset
of events. Our CDF design including the DSRP concept has a spanning tree consists of

overlay VB nodes and further improves dissemination efficiency by deploying a distributed
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filter placement and reduction algorithm for filtering out unnecessary data.

Ref. [47] shows that no one data dissemination protocol can be optimized for all appli-
cations; instead, a family of protocols are needed, with guidance to match protocol to
application. They present two new dissemination algorithms: push and one-phase pull
diffusion. Our CDF design includes several different dissemination functionalities, where

one can be selected for a particular application depending on its data requirement.

2.3 Distributed Mobile Robotics Systems

In recent years, the emphasis of robotics research has shifted from the control of individ-
ual robot to more challenging topics such as distributed robotics, swarm robotics, and
mobile sensor networks. The vision is that a large number of well-coordinated miniature
robots can gather sensory information from multiple viewpoints simultaneously, allowing
the robotic system to understand the environment more quickly and comprehensively.
Miniature robots in cola-can size scale have many advantages over expensive large size
robots for particular applications. Low-cost miniature robots can operate in difficult-to-
access areas, and hide in inconspicuous places to evade detection. The small size and large
number also make individual robots expendable without jeopardizing the overall mission.
Robustness is enhanced since the failure of any one robot can be compensated for by

other team members. These advantages can be exploited in many applications such as re-
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connaissance, environmental monitoring, search and rescue, and tool/weapon delivery to
confined places, whereas a single large robot may be unable to gain access or may perform
poorly. The deployment of multiple robots in complex environments creates demands for
reliable communication protocols in order for the user to access the information collected
by multiple robotics. While most fields of distributed robotics have progressed based on
rapid advances in computing and information systems, distributed, efficient and reliable
communication protocols to coordinate hundreds of tiny robotics and to support service

discovery among them is still a major issue for the robotics’ researchers.

There has been increasing interest in systems composed of a group of distributed robots
working cooperatively on a common task [16], including security and surveillance [81],
cooperative transport [18, 69], exploring unknown environments [89, 95, 50, 74, 13] and
playing soccer [24]. In these applications, if robots can communicate and coordinate their
actions with others, the tasks can be accomplished much more effectively but maintain-
ing communication among the robots is a major task. To support these applications,
algorithms have been designed to guarantee a complete coverage of the free space by the
mobile robots [79], inter-robot communication [2, 43], and resource scheduling [72]. Robo-
mote [88] and CotsBots [11] are examples of such systems, based on MICA boards [48]
that, together with sensing and motor control stacks, constitute a wireless sensing nodes.
In some applications, robots are assumed that their wireless communication are con-

strained by line of sight of each other [95, 9, 78, 7, 83]. Another strategy is to employ
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leader-follower relationships between the robots [95, 9, 17]. Other approaches include
communication based on planned and reactive behavior [104], signal strengths [96, 78],

embedded networks [71].

The Center for Distributed Robotics at the University of Minnesota has been actively
involved in research in the design of usable miniature robotic systems [31]. Targeting at
application areas of surveillance, urban reconnaissance, urban search and rescue, and close
quarter inspection, they have developed various small robotics, such as UMN Scout [31, 49,
55, 82, 75], COTS Scout [52, 30, 62], MegaScout [103], eROSI and CRAWLER Scout [91].
Those Scout series robotics are equipped with different wheels for various movement
styles, with cameras to sensor the environments, and communication channels to accept

commands and transit video signal back.

Compared with these successful platforms, our distributed robotics system utilizes high-
end FPGA devices to achieve more powerful onboard computing capability, as well as
hard/soft reconfigurability. To ensure reliability of services for mission critical distributed
mobile robotics systems, STARs nodes utilize the DSRP concept to create and maintain a
reliable service pool in the distributed robotics environment such that there would not be
a single point of failure. In DSRP framework, each robot that provides a service is a pool
element (PE) and the user that receives the service is a pool user (PU). The Name Server
robots (NSs) chosen from the PE population are responsible for maintaining the PE pools,

load balancing, and PE discovery. The PU resolves the mapping from a server-pool handle
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to the addresses of PEs registered in this pool by querying its NS. In DSRP, whenever
a PE fails, PUs that utilize that PE should transparently switch over to another PE in
the pool, possibly migrating the session to the new PE, and hence providing a survivable
access to resources in a mobile robotics network. All reliability related protocol signaling,
such as VB and DSRP control messages are transported over UDP, as reliability of the
periodic control messages is not mandatory for the success of the VB formation and DSRP

service registrations and requests.

For communication among two neighboring robots several alternatives are possible, rang-
ing from a low-power short-range communication technology, such as Bluetooth [45, 44],
and IEEE 802.15.4 [42] for wireless sensor networks to a high-power long-range technology
such as the IEEE 802.11 wireless LAN [29, 27] protocol. Bluetooth’s key features are low
complexity, low power and low cost, which operates in the unlicensed ISM band at 2.4GHz,
avoiding interference from other signals by hopping to a new frequency after transmitting
or receiving a packet. Although both Bluetooth and IEEE 802.15.4 consume less power,
they have the disadvantages of low bandwidth and short communication range. To the
best of our knowledge, there is no industry-wide standard hardware and protocol stack
currently available to be utilized as a multihop routing mechanism for either Bluetooth
or IEEE 802.15.4 in mature embedded platforms such as Xilinx ML310 [107]. For these
reasons, we use the IEEE 802.11 wireless LAN protocol for the wireless communication

among the robots, in spite of its disadvantages such as relatively larger size and higher
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power consumption. As either Bluetooth or IEEE 802.15.4 hardware providing a multi-
hop communication becomes commercially available for Xilinx platform [107], we plan to
investigate utilizing their low cost and low power consumption features as candidates for

wireless communication among the robots.

Typically, mobile ad hoc network protocols use two types of routing protocols to extend the
geographical coverage of mobile robots beyond one-hop neighbors: (i) proactive routing
such as DSDV [77], CGSR [80], WRP [70], and (ii) reactive routing such as AODV [19],
DSR [54], LMR [25], TORA [76], ABR [97] and SSR [32]. In proactive routing, information
about all paths are kept updated in each node, whereas in reactive routing the paths are
established from a source node to a destination on-demand. We use a reactive routing
protocol AODV in our design to reduce the overhead introduced by routing protocols and

due to its proven efficiency in distributed robotics applications.
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Chapter 3

Novel Analytic Models for Node

Link Stability

In this chapter, we present new analytic models to study node link stability in MANETSs
by computing two important metrics that characterize the dynamics of a node’s random
movement: (i) average time for the number of link changes of a node to either drop below
or exceed a given threshold (i.e., stability of a node’s links), and, analogously, (i) average
time for the number of active links (i.e., the number of active neighbors) of a node to

either drop below or exceed a given threshold.

Tseng et al. [98] propose a probabilistic model based on Markovian link state changes using

the random-walk movement. Using this approach as a starting point, we develop models
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for continuous link creation and failures in mobile ad hoc networks. We analytically derive
link creation and failure probabilities between two randomly moving mobile nodes, the
probability distribution and the above-mentioned mobility metrics for the node degree,
and link creation and failure. Except for the mobility model used only to calculate the link
creation and failure probabilities, our model is generic and independent of the underlying
mobility patterns. Our approach can thus be used for different mobility models [14]
provided that their link creation and failure probabilities can be derived from the rules

that determine node movements.

We first construct a state transition matrix M (extended from Tseng et al [98]) where
each element M, ; represents the probability to transit from the i-th to the j-th link state
within one time unit. Second, by using the steady state probabilities for M, we derive a
new Markov chain whose states represent the number of active links for a specific node
(i.e., the node degree). In our new Markov chain, there may be multiple link arrivals
and departures in one time unit, which we characterize by a pair of random variables.
Based on these random variables, we obtain the stochastic point process that defines the
probabilities of a node’s degree to drop below or exceed a threshold degree as the node
moves. The expected time of this event determines when a VB node turns into a non-
backbone node (and vice versa). Because most VB formation algorithms [59, 61, 90] give
the preference to nodes with the small number of link changes or the high degree, the link

arrivals and departures determine the probabilities (and thus the expected times) for a
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node to leave, join, or remain in the backbone. These times characterize the stability of

the dynamic structure of a VB.

In Section 3.1, we introduce our new analytic models for node link stability. The first
passage analysis for our proposed models is described in Section 3.2 We present numerical

and simulation results in Section 3.3 and 3.4, respectively.

3.1 New Node Link Stability Models

3.1.1 New State Transition Diagram for Mobility Model

Our goal is to obtain statistical metrics for the node degree (the number of active neigh-
bors) and its stability (the expected time that a node will have a certain number of active
neighbors). We extend the model in Ref. [98], which only studies a link failure to pre-
dict the lifetime of a routing path by considering both link creation and failure models
simultaneously. Therefore, their state transition diagram is more limited than ours as

explained below.

The geographic area is partitioned into hexagonal cells as shown in Fig. 3.1 where a mobile
node can move in from a neighboring cell within one time unit. A vector representing a
wireless link between two mobile stations is called a state. In Fig. 3.2, for a mobile node N1

in location (0,0) and another mobile node N2 in location (x,y), the link state between these
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nodes is < z,y > (i.e., <x — 0,y — 0 >). A random walk model is applied to formulate
how a wireless link changes states. Consider the wireless link < x,y > connecting mobile
nodes N1 and N2: after one time unit each mobile node moves into one of its six neighbor
cells with probability of 1/6 for each direction as shown in Fig. 3.2. For example, if N1
and N2 move into the neighboring cells in the directions of D4 and D3, respectively, then
the wireless link between these nodes will be < z+ 1,y > in the next time unit. However,
if they move in the same direction (e.g., D1), the wireless link < z,y > will remain the
same in the next time unit. There are 36 possible next link states, and as some of them
will result in the same vector, there are only 19 possible combinations for the next link

state. These vectors, together with their associated probabilities, are shown in Table 3.1.

The transmission range of a mobile host, currently resident in cell (0,0), will be modeled
by the number of layers that it can reach. Cells are grouped into layers such that cell (0,0)
is at layer 0, the six cells neighboring cell (0,0), namely cells (0,1), (1,0), (1,-1), (0,-1), (-
1,0), and (-1,1), are at layer 1. In general, the cells surrounding the cells at layer i are on
layer ¢+ 1. Fig. 3.1 shows a 4-layer network, where adjacent cells with the same color are
in the equivalent layer (e.g., link states < 3,0 >, <3,—1 >, <3,—-2>, ..., <2,1> are
in layer 3). We should note that all possible link states in Fig. 3.1 can be represented by
the cells, < 0,0 >, < 1,0 >, <2,0> < 1,1 > <3,0> <2/1> <4,0>, <3,1>,
and < 2,2 >, shown with thicker boundaries (i.e., the state reduction). Each layer may

have a different number of link states after the state reduction technique applied. For
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Figure 3.1: Cellular area and link state reduction
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Figure 3.2: Example of link state changes
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example, while layers 0 and 1 have only one state each (states < 0,0 > and < 1,0 >,
respectively), layer 20 has 11 states (< 20,0 >,< 19,1 >,...,< 10,10 >). In Fig. 3.1,
the link state between N1 and N2 is < 2,1 > which belongs to layer 3, while the link
state between N1 and N3 is < —4,4 > and can be represented by the link state < 4,0 >,
and hence belongs to layer 4. Similarly, the link state between N1 and N4 is < —2,—1 >
and can be represented by < 2,1 >. The state reduction allows for representation of the
equivalent states with a single state, and hence alleviating the computational cost. We
develop the state transition diagram using the state transition probabilities from Table 3.1.
Our model extends the number of layers in the state transition diagram shown in Fig. 3.3,
where n;,; represents the number of layers, and determines the maximum distance between
two mobile nodes. For simplicity, we assume that n;, is an even number (n,,; = 2i) in
Fig. 3.3. In the state transition diagram, there are certain transition probabilities among
the link states which belong to layers less than or equal to n;,. The exact transitions, with
associated probabilities, from a given state can be derived from Table 3.1. To simplify
the drawing, the transitions only from the link states of layers less than or equal to 5 are

shown in Fig. 3.3.

For a given number of mobile nodes in a geographic area, all links may become active or
inactive after some time units. Hence, our model needs to consider all possible link states
with their corresponding transition probabilities in a state transition diagram. Let R be

the center-to-center distance between two neighboring hexagonal cells. Then, without
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Table 3.1: Probability distribution for a wireless link to switch from state < x,y > to

state < o',y >

'y .,y -1y z-1,y-1 x,y-2 x+1,y-2 | x+1y-1 | z+1y
Probability | 6/36 | 2/36 | 2/36 1/36 2/36 | 2/36 | 2/36
'y ry-1 | x4+2y-2 | x4+2,9-1 | +1y+1 | xy+1 x+ly | x,y+2

Probability | 2/36 1/36 | 2/36 2/36 2/36 1/36 | 1/36

'y x-1y+2 | z-1Ly+1 | x-1,y+2 | 2-2,y+1 -2,y

Probability | 2/36 2/36 1/36 2/36 1/36

loss of generality, the center-to-center distance from a mobile node currently resident in
cell (0,0) to other nodes will be at most n;,; X R. Let ng,, represent the number of layers
whose link states belong to available link states. The link state between two mobile
stations is called an available link state if they are communicating with each other (i.e.,
one mobile station is in the other mobile station’s radio coverage), otherwise an unavailable
link state. Let a link state between two mobile stations be < x,y > where x and y are
integers (—nr < T,y < ny). Note that using the state reduction technique presented in
Ref. [98], < z,y > has an equivalent state < x.,y. > such that z. and y, are non-negative
integers (0 < x.,ye < mypt). For example, the link state between N1 and N3 in Fig. 3.1
is < —4,4 > and its equivalent state is < 4,0 >, which belongs to layer 4 (44-0=4). The
link state between these two mobile stations is available if z, + y. < ng,, otherwise it

is unavailable. If ng, is equal to 3, the link state between N1 and N2 is available (i.e.,
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2+1=3 < ng,) and the link state between N1 and N3 is unavailable (i.e., 440 > n,,).

We define a link state < z,y > as a feasible state for x. + y. < nso, otherwise the state is
called infeasible. From Table 3.1, observe that a feasible link state which belongs to layer
Nor-1 OT Ny may move into an infeasible link state (i.e., into a link state of layer ny;+1
or ny+2) in the next time unit. However, to consider the case where the center-to-center
distance between two mobile nodes is limited to ns; X R, only transitions among feasible
states are allowed in the state transition diagram. Specifically, assume this link state has
transitions to « feasible and [ infeasible states, where a+(3=19. The sum of the transition
probabilities of moving from a given state to the [ infeasible states is distributed among
the transition probabilities of moving from the given state to the « feasible states. This
sum is distributed proportionally with the original transition probabilities of moving from
the given state to the « feasible states. And then, we eliminate the transitions from this
feasible state to 3 infeasible states by assigning zero probability. As a result, when the
center-to-center distance between two mobile nodes is equal to (14 — 1) X R or ng X R

in the current time, it will be less than or equal to ns; X R in the next time unit.

3.1.2 Link Failure and Creation Models

The state transition diagram shown in Fig. 3.3 can be mapped to a state transition
matrix M where M, ; represents the probability of moving from the i-th state to j-th

state within one time unit. For a wireless link with initial state ¢ initially (either available
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lay

Figure 3.3: State transition diagram of a wireless link

or unavailable), let P,(7) and P,(i) denote the probabilities that the link will be available

or unavailable in the next time unit, respectively:

ST Sa
Pi)y= Y My;=1-Y Mj;=1- P, (3.1)
j=1

j=sa+1

P(i) =) M, (3.2)
j=1
where j represents available link states for 1 < j < s, and unavailable link states for

Sa+1Sj§ST-
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After the state reduction, the number of available link states, s,, depends on ng,:

;

1 ifng =0
av 1) x av 3 : 1
Sy = (Maw +1) . (Naw +3) if ng, > 0 and nyg, is odd (3.3)
4
Mav X (Z‘w +4) +1 ifng >0 and ng, is even
\

Similarly, the number of all possible (available and unavailable) link states, Sr, can be
found by replacing ng4, with n;, in Eq. (3.3) (The proof sketch is given in Theorem 1 of

Section 4.1.3).

Consider a particular node z located in cell (0,0) of a network with N nodes. There are
K = N — 1 possible bi-directional links from z to all other nodes in the network. If node
z has initially & available links, then it has K, = K — k unavailable links. The following
formulation is presented for this particular node z with £ available and K, = K — k

unavailable links.

First, we will calculate the probability of having k41 available links in the next time
unit, and then we will generalize the result for calculating the probability of having k+h
available links, where 0 < k + h < K. The latter one will provide us with the transition
probabilities of a new Markov chain whose state is the number of available links for a
particular node (i.e., the transition probability of moving from k-th to (k4 h)-th available

links).

The node z will have k+1 available links if [ links out of £ available links disappear and

[4+1 links out of K, unavailable links appear in the next time unit for [ = 0,1,... k.

35



Let Pyqp(k,1) denote the probability that [ of k available links will disappear and k-[ of &

available links will remain available. Then,

Palld) = 3 £.0) () % PLG) % P21 (3.4

where f,(i) is the probability density function of the available link states for 1 < i <
Sq. Here P,(i) and P,(i) denote the probability of becoming unavailable and available,
respectively, in the next time unit given that the link is in state i initially and PL(4)

represents the [-th power of P, (7).

Similarly, let P,,(K,,! + 1) denote the probability that [ + 1 of K, unavailable links will
appear and K, — [ — 1 of K, unavailable links will remain unavailable in one time unit.

Then,

St
Pop(Kus L+ 1) = ) [i(5) X (lf“l) X Py () < BTG (3:5)

j:5a+1

where Sp represents total number of possible link states and f,(j) represents the proba-

bility density function of the unavailable link states for s, +1 < 7 < Sr.

Egs. (4.5) and (3.5) assume that all available links are in the same state of ¢ and all
unavailable links are in the same state of j, respectively. Suppose, for example, there are
10 available links whose initial states are i1,1a,...,410. P,(i) and P,(i) in Eq. (4.5) will
most likely be different for each link state ¢ if the state transition matrix M ; for one time
unit is used without the stationary distribution. Then, for example, the probability that 3
links will disappear in the next time unit can be calculated by adding the probabilities of

(130):120 possible combinations. One of these combinations is that links i, i5, and i3 will
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disappear and the remaining links will stay available in next time unit. This probability

can be calculated as follows:

P,(i1) x Py(ig) X Py(i3) X Py(ig) X Py(i5) X ... X Py(i10) (3.6)

Without loss of generality, using the steady state values of the state transition matrix
M, ; will simplify the expression in (4.11) where P,(i) and P,(¢) will be P, and P,,
respectively, for each link state ¢ without depending on the initial link states. Another
benefit of using steady state probabilities is as follows. There are some unavailable link
states, from where the probabilities of moving to an available state in one time unit is zero.
For some initial unavailable link states, the probability of going from an unavailable state
to all available states in one time unit is zero when P,(i) and P,(i) are used. However,
these unavailable link states, after certain time, may become available with a non-zero
probability. In order for this non-zero probability to be accounted for in our model, we

need to use the stationary distribution of M, ;.

The final metric we seek to compute in this analysis is the expected first times to reach
a certain number of available links for a particular node. Instead of the steady state
probabilities of M, if we were to use different M™ at the m-th time unit, the results for the
expected time would depend on the initial state. However, we expect that, when averaged
over different starting points, the results would approach the steady state analysis that
we conduct in this study. Furthermore, if the initial values of the number of links were

considered, the formulation of the problem would become prohibitively more complex
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The steady state probabilities for M matrix
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Figure 3.4: Steady state probabilities for M matrix.

without yielding significantly different results than our approximation.

The steady state values of P,(i) and P,(i) are calculated as:

ST Sa
Pi)y= Y MY=1-Y M¥=1-P, =P, (3.7)
j=sa+1 j=1
Py(i)=) M} =P,=1-P, (3.8)
j=1

The steady state probabilities of the M matrix are shown in Fig. 3.4. Here the M matrix
is constructed for n;,;,=20, therefore there are 121 possible link states (i.e., available or
unavailable). The steady state probabilities of the link states in the last two layers are

smaller due to the bouncing back effect which arises when we construct the M matrix.
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Figure 3.5: Steady state probabilities P, and P, for different n,, values.

From the steady state probabilities of the M matrix, we calculate P, and P, using
Egs. (3.7) and (3.8), respectively. Fig. 3.5 shows P, and P, for different n;, values.
Here ng, is 5, therefore there are 12 available link states. When we increase ny, the
number of feasible link states increases. Since the number of available link states is fixed
(i.e., 12), the number of unavailable link states increases, therefore, P, decreases while P,

increases as shown in Fig. 3.5.

Using the steady state probabilities of the M matrix will simplify P,,(K,,l + 1) and
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Figure 3.6: Mean number of layers in M matrix for different n,,; values.

Puap(k, 1) as:
k ! k-1
Puap(k, 1) = ;)X P, x P, (3.9)
Ku l+1 Ky,—1l-1
PulKul 1) = ()] ) x P x P (3.10)

where P, and P, are the steady state values of the probabilities that a given link will be

available and unavailable at the steady state, respectively.

Each link state belongs to a layer. Let L represent the mean number of layers for the link
states of the M matrix. Suppose that the steady state probabilities of the M matrix is

v = Pr(linkstate = i) for i = 1,2,...,Sy. L can be calculated using the steady state
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probabilities of the M matrix:
St

L= (i) x (3.11)

where the link state i belongs to the layer [(i). The mean number of layers for different

Nt values are depicted in Fig. 3.6.

3.1.3 New Markov Chain Representing Node Degree

For a node z, with initially k£ available links, to have k+1 available links in the next time
unit means that [ of k available links disappear and [+1 of K, unavailable links appear

in the next time unit. Therefore, the probability for having k+1 links is:

k
Pejir = Y Pugp(k,1) X Pop(Ky 1+ 1) (3.12)
=0

Eq (3.12) represents only the probability for a transition from k-th state to (k + 1)-th
state. However, there may be a transition from k-th state to (k + h)-th state in one time
unit for 0 <k < K and 0 < k+h < K (i.e., a transition from a given state to all states).
The latter one is realizable since there are certain probabilities for multiple link arrivals

and departures for a particular node.

Given k available links, we wish to calculate that there will be k + A available links in the
next time unit. This is possible only if [ of k available links disappears and [ + h of K,
unavailable links appears in the next time unit for 0 <[ < kand 0 <[+ h < K,. Let

P.,(Ky,l + h) denote the probability that [ 4+ h of K, unavailable links will appear and
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K, — 1l — h of K, unavailable links will remain unavailable in one time unit. Py,,(k,[) is

given in Eq. (4.8). Without using the stationary values of P, (i) and Py, (7) we have:

St
. K, . hy
Pttt = 3 200 % (1) < PG x PR as)
Jj=Sa+1

where f,(7) is the probability density function of the unavailable link states for s, + 1 <

J < St

If we use the steady state values of P,(i) = P, and P,(i) = P,, Eq. (4.9) can be simplified
as:

K,
Pp(K,, 1+ h) = (z N h) x PIth sy pKu=i=h (3.14)

For a node z, with initially k available links, the probability for having k + A links is:

k

Pegsn =Y Paap(k,1) x Pup(Ky, 1+ 1) (3.15)
=0

where 0 < k < K and 0 < k+h < K. By substituting Egs. (4.8) and (4.12) in Eq. (4.16),
we obtain:

k
k Ky k+h Ku—h K k+h Ku—h
P’“v"?+h:z<l> X (H—h) x Py x P, =lrin x P x P, (3.16)

=0

where 0 <[+ h < K,,.

Eq. (4.17) represents a new finite state Markov chain obtained using the stationary dis-
tribution of M; ;. Fig. 3.7 shows this new Markov chain, where a state % is the number

of available links for a specific node. Since a node can have up to K = N — 1 available
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Figure 3.7: New Markov chain whose state represents node degree.
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Figure 3.8: Steady state probabilities for P matrix.
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Figure 3.9: Mean node degree for different n,,; values.

links for a network with N mobile nodes, there are K states in the new chain and there
is a transition probability from any state to any other state: for each k¥ = 0,1,... K
and k+h=0,1,..., K, Py is the probability of moving from k-th state to (k + h)-th
state. This new Markov chain, P, is ergodic (i.e., it is finite, connected, and aperiodic),
and hence possesses a stationary distribution. Suppose that the stationary solution of

this process is m, = Pr(state = k) for k=0,1,... K.

The stationary solution of P, 7, is depicted in Fig. 3.8 for n;;=20 and ng,=5. Let N

denote the mean number of available links for a particular node. N can be calculated
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using the stationary solution of P, 7, as follows:

]~

B
Il

0

Fig. 3.9 shows the mean number of available links of a particular node for different n;,
values while N=106 and n,,=5. When n;,; increases, the number of hexagonal cells in the
network increases, and therefore the network size increases. Since N and n,, are fixed,
the number of mean node degree for a particular node decreases. In the following section,

we will use P with its stationary solution to model the number of link changes.

3.1.4 Modeling Degree Change

Now let us calculate the probability mass function for the degree change of a node in
one time unit. The new markov chain describes multiple link arrivals and departures
within one time unit, where the degree change is found by subtracting the number of
new link arrivals from the number of new link departures. The degree change of a node
can be positive (i.e., more arrivals than departures), negative (i.e., more departures than
arrivals), or zero (i.e., equal number of arrivals and departures). For a random variable Z
representing the degree change of a node in one time unit, the probability mass function
of Z can be calculated as:

p=(1) = Pr(Z=1) =) P(k,k+1) x m, (3.18)

k=0



The probability mass function for the number of link changes
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Figure 3.10: Probability mass function of degree changes.

where K is the maximum number of neighbors and [ is an integer (—K <[ < K). Since

p.(1) is a probability mass function, the summation of p,(l) for all possible [ values should

add to 1:

o0 K K K K

> pl) :ZZPkk+l)xwk:ZZP(l§,k+l><7rk Zwk—l (3.19)
I=—00 I=—K k=0 k=0 I=—K

Eq. (3.18) can be solved by off-the-shelf numerical analysis software (e.g., Maple!), ob-

taining that

P2 —1/2 —1+2P, \*
() =P(1-P)* " IN(K+1) | —2—— __—T<2la
p=(l) = B R Wy oy 1—2P, + P? (320

2P2+1-2P, 1
x LegendreP (K, —I, — Y J(D(K —141))

'Maple is a registered trademark of Maplesoft.
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Figure 3.11: Number of available links in each step.

where LegendreP is the associated Legendre function of the first kind. This expression

may be used to numerically evaluate p,(I).

Let T be the expected time that a non-backbone node, whose initial degree d; is less
than a threshold d;,., will become a backbone node when its degree meets or exceeds d;,..
Fig. 3.11 shows the number of available link changes at each step for a mobile node whose
initial degree dj is less than the threshold degree d;,,. In each step, the number of available
links changes according to the probability distribution of p, given in Eq. 3.18 and this
change is independent and identically distributed for each step. When and if the degree

of this node becomes or exceeds dy,,., we classify this node as a backbone node.
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Suppose the first time that the degree of a node will meet or exceed dy,,. happens at the
m-th step as shown in Fig. 3.11, which implies that until the m-th step, the degree of this
node remains less than d;,,.. Let a new set of random variables Z;, Z,, ..., Z,, represent
the number of link changes for the 1-st, 2-nd, ..., and m-th steps, respectively. Then the
total number of link changes from the initial time to the m-th step will be the sum of
the link changes occurred in each step. A new random variable S, for the total number
of link changes until the m-th step (i.e., the degree of a node will be equal to or greater
than dy,) is:

The difference between dy,, and the initial number of available links is:
th?”o = dthr - do (322)

A, is the probability that the degree of a node will meet or exceed dy,,. for the first time

at the m — th step:

A = T Pr(Ss = throl(¥ : 0 < j < i)S; < thry) (3.23)

i=1

From Eq. 3.23, the expected time that a non-backbone node will become a backbone node

can be calculated as:

T=>) mxAn (3.24)



3.1.5 Modeling Number of Link Arrivals and Departures

Let us now calculate the probability mass functions for the number of link arrivals and
departures in one time unit, since the new process indicates that there might be multiple
link arrivals and departures in one time unit. We will find a probability distribution for
the number of link arrivals in one time unit, and then a probability distribution for the
number of link departures in one time unit. Let two new random variables X and Y
represent the number of link arrivals and the number of link departures for one time unit,
respectively. Then, the probability mass functions of X and Y are p, and p, respectively,

can be calculated as follow:

pa(l) = Pr(X =1) = Puap(k,1) x m (3.25)
py(l) = Pr(Y =1) = Pup(Ky, 1) x 7 (3.26)

where [ =0,1,..., K.

Existing virtual-backbone formation algorithms use either node degree [59] or both node
degree and normalized link failure frequency (nlff) [61] to resolve conflicts between the
nodes competing to join the backbone. So far, we presented an analytic model for calcu-
lating the average time for a node degree to either drop below or exceed a given threshold.
Now we will extend our analytic model to find the average time it takes for not only the

node degree but also the number of link changes of the node (i.e., instances of link creation

49
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Figure 3.12: Probability distribution for new link arrivals.
and failure) to either drop below or exceed a given threshold. In this extended model,

nlf f represents the stability of a node’s links.

We will use Py (k, 1) and P,,(K,,l + h), given in Eqgs. (4.8) and (4.12) respectively, as a
starting point for our extended analytic model, where we consider a particular node z of
a network with N nodes which has initially k available and K, = K — k unavailable links.
Pap(k,1) and P,,(K,, 1+ h) denote the probability of ! link departures out of k available
links and probability of [ + A link arrivals out of K, unavailable links in one time unit,

respectively.

Given k available links and y link departures initially, the probability that there will be [
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The probability mass function for link departures
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Figure 3.13: Probability distribution for new link departures.

new link departures and [ + A new link arrivals, hence k£ + h available links, in the next
time unit is:

P2(k,y),(k+h,l) = Pdap(k7 l) X Pap(Ku, [+ h) (327)

where 0 < k< K, 0<k+h<K,0<y< K and 0 <1< K . By substituting Eqs. (4.8)

and (4.12) in Eq. (4.13), we obtain:

k K, _
P2(k,y),(k+h,l) = (l) X (l n h) X Pf—i_h X Pf“ h (328)

Eq. (4.14) represents a new two-dimensional finite state Markov chain, P2, with state
(k,y), where k and y are the number of available links and the number of new link
departures for a specific node, respectively.
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In our DSRP architecture, nlf f is used as the first selection rule for the VB formation
algorithm as presented in Ref. [61]. The nlf f metric is defined as the number of new link
departures within a time-window, but normalized by the number of total links at the end
of the window. Then, a state (k + h,[) will represent the node degree, (i.e., k + h), and
the nlf f value, (i.e., [/(k + h)). Here, we assume that the time-window for calculating

the nlf f value is equal to one unit time used in our analytic model.

In Section 4.1.6, we provided the formulation for the expected time that the degree of a
node will meet or exceed dy, for the first time. This expected time determines the mean
time that a non-backbone node will become a backbone node, where only the node degree
is used to form the VB. Using the new two-dimensional Markov chain with the transition
matrix P2, we can formulate the expected time that a non-backbone node will become
a backbone node, where both nlff and the node degree are used as the selection rules
for the VB formation algorithm. We will present the first passage time analysis [12] in
the following section, which can be used to find the desired expected time from the new

two-dimensional Markov chain with the transition matrix P2.
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3.2 Expected Time Calculation Using First Passage

Times

The first passage time analysis [12] allows us to find the number of transitions made by a
process in moving from one state to another for the first time. The expected time T that
a non-backbone node, with dy initial links (dy < dyp,-), will become a backbone node is
defined by Eq. (3.24). This equation is hard to solve directly; therefore, we make several
modifications to the Markov chain with the transition matrix P in order to use the first

passage time analysis to obtain 7.

3.2.1 First Passage Time Analysis for nonVB to VB

The expected time T that a nonVB node, with dy initial links (dy < ds,), will become a
backbone node can be obtained as the solution to Eq. 3.24 using the first passage time
analysis. Given that a node has a smaller number of available links than the threshold
(i.e., state ¢ where ¢ = dy < dy,,), we want to find the expected first time that the number
of available links will be equal to the threshold (i.e., state j where j = dy,,) or greater
than the threshold (i.e., state j where j = dy + 1,dgpr + 2,...,K). To address this
question, we modified the markov chain P by combining the states, which represent the
number of available links equal to or greater than the threshold, into a single state (dgp,.).

The entries of the new transition matrix () are shown in Table 3.2. The size of @ is
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Figure 3.14: New markov chain for first passage time analysis of nonVB-to-VB case.

Table 3.2: New transition matrix () for first passage time analysis of nonVB-to-VB case

Q(ZL]) = P(Z7j) if 1 < dthraj < dthr

Qiydus) = 31y P(i,]) if i < dypr,j > dup

Q(dthraj) =0if > dthmj < dthr

Q(dthra dthr) =1

(dipr + 1) X (dypr + 1) and the corresponding markov chain has dy,, + 1 different states.

Let us define a new set of random variables X, X1, ..., X,, that represent the number of
available links at the initial, 1-st, ..., and m-th time units, respectively. The number of

transitions made by the process in moving from state ¢ to j for the first time is:

T, =min{fm >1:X,, =j| X, =1} (3.29)
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Figure 3.15: New markov chain for first passage time analysis of VB-to-nonVB case.

Let fi(jm) denote the probability that T;; is m. Then,

1 1 m m—1
fi(j) = @(j) = bij, fz(] ) = Z%‘k X f;gj : (3.30)
k#j
£ > o, > i< (3.31)
m=1

where g;; is the element of the i-th row and j-th column of () matrix, which denotes the
state transition probability of moving from state ¢ to 7 in one time unit. The expected

first passage time can then be calculated as:
co if Y M <1
m=1

i mx foif i i =1
m=1 m=1

i = (3.32)
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Table 3.3: New transition matrix R for first passage time analysis of VB-to-nonVB case

R(Z7]) - P(Zvj) if 4 Z dthraj Z dthr
R(i,dypy — 1) = Y07 P, §) if i > dype, j < die
R(dthr - 17]) =0ifs < dthruj > dthr

R(dthr - 17 dthr - 1) =1

3.2.2 First Passage Time Analysis for VB to nonVB

All the steps used in the nonVB-to-VB case will also be valid here. The only difference
is that P matrix will be modified for the VB-to-nonVB case, resulting in a different
transition matrix called R. Given a VB node in state ¢ where i = dy > dy,,., we wish to
find the expected first time the node will be a nonVB node by moving to state j where
J < dipy. The original chain of P can be modified by combining the states, which represent
the number of available links smaller than the threshold, into a single state (dy,, — 1).
The entries of the new transition matrix R has the size of (K — dy,, +2) X (K — dypyr + 2)

and the corresponding markov chain has K — dy,, + 2 different states (Table 3.3).

3.3 Numerical Results

In this section, we provide numerical results for the mean number of active neighbors

(N (N, Naw)), the expected time that a nonVB node becomes a VB (Ty (N0t Nay)) and
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the expected time that a VB node becomes a nonVB (T .0nv5(nt0r; Naw)). The expected
times and the mean number of neighbors depend on n;,; and n,, for a fixed N. In our
calculations, the number of mobile nodes is 106 which implies that there are 105 possible

bi-directional links for a single node.

One time unit in this study is equal to the time for a mobile node to move from its current
hexagonal cell to the next. This time unit depends on the size of the cell and the speed
of the mobile node. The calculation of the time unit for different node speed and cell size
distributions is beyond the scope of this study and will be handled as an extension of this

work in the future.

3.3.1 Expected First Times from nonVB to VB

Table 3.4 shows that the expected times from any initial state to a certain threshold state
are independent of the initial state (i.e., the initial number of the available links). This
result is intuitive since a given link without depending on its initial link state will be
available with the probability of P, and unavailable with the probability of P, in the next

time unit as given in Eq. 4.17.

As an example, consider a mobile network with 16 nodes (i.e., each node can have up
to 15 links). In this network, for a node with 3 active links to have 8 active links (i.e.,

moving from state 3 to 8) in the next time unit, there are four possibilities as shown in

o7



Table 3.4: Expected times for the nonVB-to-VB case

do 3 3 3 3 3 3 4 5 5 1 1 9
dinr 5 6 7 8 9 10 6 7 10 10 15 10

Typ(20,5) 1.08 1.17 135 1.66 219 3.10 1.17 1.35 3.10 3.10 53.00 3.10

Table 3.5. For another node with 7 active links (i.e., in state 7) to increase its active links
to 8 (i.e., moving from state 7 to 8), there are 8 possibilities as tabulated in Table 3.6.
The total number of combinations for the first and the second cases are identical and

equal to 6,435. Therefore,

P3’8:P778:6,435XP§XPZ

This result can be generalized using Eq. 4.17, which indicates that the probability of
having a certain number of available links in the next time unit is independent of the
number of available links in the current time. The probability of having 8 number of
available links in the next time unit given that there are k number of available links

currently:

PkSZ

)

1
(85) x P¥ x P! == 6,435 x P? x P!

where 0 < k < 15.

Therefore, the state transition matrix () has the identical elements at each column, and

the probability mass functions of the first passage times from all states to this threshold
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Table 3.5: Possible cases of having 8 neighbors from initially 3 neighbors

Number of Links Failures | Number of Link Arrivals | Total Number of Combinations
3 3 () x () = 495
2 7 () x (%) = 3,168
1 6 () x () = 2,772
0 5 () x (*2) =792

Table 3.6: Possible cases of having 8 neighbors from initially 7 neighbors

Number of Link Failures | Number of Links Arrivals | Total Number of Combinations
7 s 0 x () =1
6 7 (1) % (¢) = 56
5 6 (0) x (5) =588
4 5 () x (3) = 1,960
3 4 (3) x (3) = 2,450
2 3 () x (3) =1,176
1 2 (3) x (3) =196
0 1 () x () =
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state are the same for a given threshold. Therefore, we can set the initial number of

available links to 0 and obtain the expected times for different threshold values.

Instead of using the steady state probabilities of the first markov chain (M) for this
analysis, if we used different M for each step (each time unit), the results for 7' (the
expected time) would have depended on the initial state. However, we expect that, when
averaged over different starting points, the results will approach the steady state analysis
that we conducted in this study. Let T; be the expected value for reaching dy, starting
from the initial state . Then the exact formulation for n different initial states would
yield the expected value of T,,,.; = % Z?Zl T;. If the initial values of the number of links
are considered, the formulation of the problem becomes prohibitively more complex. In
addition, it is not clear that such an exact formulation will give different results than the
approximation. Using the steady state probabilities produces the same T for every initial

state. We conjecture that T,,,+ is very close to the one formulated in this chapter.

Table 3.7 shows the network parameters used in our numerical results, where n;,; deter-
mines the geographic size of the network and n,, represents the communication range
between two nodes, both in terms of layers. For all numerical results, except for the
Medium Density Network II, N and n,, are fixed to 106 and 5, respectively, and n;, is
varied to represent mobile networks with different densities. We define sparsest, sparse,
medium density I, dense, and densest networks with n,,; values of 40, 30, 20, 15, and

10, respectively. In medium density network II, N, ns, and n,, are 106, 40 and 10,
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Table 3.7: Network parameters

Network types  (not, Tav) P, P, N
Densest (10,5) 0.3324 0.6676 34.90
Dense (15,5) 0.1432 0.8568 15.03

Medium Density I (20,5) 0.0794 0.9206 8.33

Medium Density IT ~ (40,10)  0.0705 0.9295 7.54

Sparse (30,5) 0.0348 0.9652 3.65

Sparsest (40,5) 0.0198 0.9802 2.07

respectively. Our aim is to observe the effects of doubling n;,; and n,, simultaneously by

comparing the results with the medium density network I.

In Table 3.7, P, and P, are calculated numerically using Eqgs. 3.7 and 3.8 and denote the
probabilities that the wireless link will be unavailable and available in the next time unit,
respectively. N is calculated numerically using Eq. 4.18 and denotes the mean number
of neighbors for a given network. The numerical results show that P, (and hence N) has
the highest value for the densest network, decreases as the network density decreases and

reaches the lowest value for the sparsest network.

As discussed in detail in the following parts of this section, the numerical results show
that, for a given threshold dy,,., it takes more steps to have dy,. active links in the sparsest
network than in the densest network. For example, it is reasonable to assume that d,

should be around the mean value of the number of active links. The numerical results
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4 The expected first times vs threshold
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Figure 3.16: Expected time vs threshold to become VB and nonVB in medium density

network (n4,;=20, n4,=5).

support this expectation that it takes almost the same number of steps to reach the mean

number of active links for each case.

3.3.2 Medium Density Network I (n;,; = 20 and n,, = 5)

The numerical results for the expected times in Table 3.8 are presented using the loga-
rithmic scale in y-axis in Fig. 3.16. When dy,,, = 1, there are only two states, namely
states 0 and 1, that represent the number of available links for a particular node. Since

the initial state is zero, at least one unit time is needed for going from state 0 to 1 with
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Figure 3.17: Expected times vs threshold to become a VB in different density networks.

expected time of 1.0002 (140.0002) where 0.0002 is due to the fact that there is a certain
probability of staying at state 0 in the next time unit. When dy,,. = 2, there are three
states: 0, 1, and 2. The probabilities for staying at states 0 or 1 before moving into state
2 are higher in this case, and, therefore, the expected time is higher compared to the case
of dyp, = 1. It is intuitive that the expected first times to reach or exceed d;;, number of

available links increase when dy, increases as shown in Table 3.8 and Fig. 3.16.

Using Eq. 4.18, N(20, 5) is calculated as 8.3334. We observe that the expected first times
are very small when d,, ~ 10. However, when d;;,, > 10, the expected first times increase

exponentially as depicted in Fig. 3.16.
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3.3.3 Sparsest Network (n; = 40 and n,, = 5)

In this case, the total number of layers is 40 and the number of layers representing the
available link states is 5. The probability of being available in the next time unit at the
steady state P, will be much lower than those for the medium and densest networks: from
Eq. 4.18, N(40,5) is calculated as 2.0770 whereas N(20,5) and N(10,5) are calculated
as 8.3334 and 34.9017, respectively. Therefore, we expect that Ty (40, 5) will be greater
than both Ty 5(20,5) and Ty (10, 5) for a certain threshold degree (Table 3.9). Moreover,
we could not obtain the expected first times for the threshold values greater than 11. Since

N(40,5) ~ 2, it takes much longer time to visit the states greater than 11.

3.3.4 Densest Network (n:; = 10 and n,, = 5)

The probability of being available in the next time unit at the steady state P, will be the
highest in densest networks. Using Eq. 4.18, we calculate N(10,5) = 34.9017, N(20,5) =
8.3334 and N(40,5) = 2.0770, which imply that Ty 5(10,5) will be much lower than
Tyvp(20,5) and Ty (40, 5) as shown in the Table 3.10. Moreover, the expected values are
almost 1 for dy, < N(lO, 5) = 34.9017. It only takes one time unit to move from the
initial state to the next state. The probability of having dy,, < N(10,5) available links is
very high for the densest network with the highest P, value and 106 nodes. N(10,5) ~ 35

indicating that it will take much less time to visit the states less than 35.
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Table 3.8: Expected time that a nonVB node becomes a VB for the medium density

network for different dy, values (n;,,=20, n4,=5, N(20,5) = 8.3334)

dipyr 1 2 3 4 5 6 7

Tyvp(20,5) | 1.0002 | 1.0017 | 1.0087 | 1.0298 | 1.0795 | 1.1787 | 1.3579

dipyr 8 9 10 11 12 13 14

Typ(20,5) | 1.6669 | 2.1941 | 3.1074 | 4.7400 | 7.7858 | 13.753 | 26.083

dipyr 15 16 17 18 19 20

Typ(20,5) | 53.000 | 115.14 | 266.90 | 658.71 | 1727.5 | 4805.7

Table 3.9: Expected time that a nonVB node becomes a VB for the sparsest network for

different dyp,, values (ny;=40, n4,=5, N(40,5) = 2.0770)

i 1 2 3 4 5 6

Tyvp(40,5) | 1.1399 | 1.6201 | 2.9040 | 6.4397 | 17.242 | 54.530

dipyr 7 8 9 10 11

Typ(40,5) | 199.99 | 837.83 | 3960.1 | 20890 | 121872
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Table 3.10: Expected time that a nonVB node becomes a VB for the densest network for

different dyp,, values (ny;=10, ne,=5, N(10,5) = 34.9017)

dipyr 1 10 15 20 25 30 31

Tv(10,5) | 1.0000 | 1.0000 | 1.0000 | 1.0004 | 1.0138 | 1.1505 | 1.2217

dipyr 32 33 34 35 36 37 38

Typ(10,5) | 1.3200 | 1.4548 | 1.6392 | 1.8920 | 2.2412 | 2.7287 | 3.4193

dipyr 39 40 41 42 43 44

Typ(10,5) | 4.4149 | 5.8791 | 8.0807 | 11.472 | 18.830 | 25.528

Table 3.11: Expected time that a nonVB node becomes a VB for the densest network for

different dyp,, values (ny;=40, N4, =10, N(40,10) = 7.5403)

dipyr 1 2 3 4 5 6 7

Tvp(40,10) | 1.0004 | 1.0037 | 1.0170 |1.0542 | 1.1362 | 1.2934 | 1.5744

i 8 9 10 11 12 13 14

Tyg(40,10) | 2.0653 2.9316 4.5086 | 7.5087 | 13.5195 | 26.2599 | 54.8894

dipyr 15 16 17 18 19

Ty5(40,10) | 123.1535 | 295.8567 | 759.1659 | 2074.7 | 6037.8
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Table 3.12: Expected time that a VB node becomes a nonVB for the medium density

network for different dy, values (n;,,=20, nq,=5, N(20,5) = 8.3334)

dipyr 2 3 4 5 6 7 8

Tronv5(20,5) | 586.95 | 116.53 | 34.557 | 13.571 | 6.5957 | 3.7930 | 2.4995

dipyr 9 10 11 12 13 14

Trony(20,5) | 1.8374 | 1.4745 | 1.2674 | 1.1474 | 1.0784 | 1.0399

dipyr 15 16 17 18 19 20

Trony5(20,5) | 1.0192 | 1.0088 | 1.0038 | 1.0015 | 1.0006 | 1.0002

3.3.5 Medium Density Network II (n;; = 40 and n,, = 10)

For this network, Eq. 4.18 yields N (40, 10) = 7.5403. When we doubled the numbers of
both total and available layers, the numbers of available and unavailable link states will
not exactly double: the latter will increase more than the former. Therefore, although we
doubled both the total and available layers, P, and P, values will be different from the
Medium Density Network I due to the structure of the link states in the M matrix, and

therefore N (40, 10) will be different from N (20, 5).

Doubling both the total and available layers means that the same geographic area as in
the Medium Density Network I, but smaller hexagonal cells. The radius of a hexagonal
cell will be the half of the Medium Density Network I. Since one time unit in this

study is the time a mobile node moves from its current hexagonal cell to the next, for
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the same node speed, one unit time in the Medium Density Network I/ will then be
approximately half of the Medium Density Network I. From Tables 3.11 and 3.8, the
values for Ty (40, 10) are approximately twice of Ty 5(20,5). But, since there are more
than twice cells in Ty (40, 10), one unit time in Ty 5(40, 10) is approximately half of the
unit time in 7T 3(20,5) and hence Ty 5(40, 10) and Ty 5(20,5) correspond to almost the

same expected times.

Also, for small threshold values, the comparison must be based on the fractional
values of the expected times. For example, for dy,=1, Typ(20,5)=1.0002 ( 3.8)
and Ty 3(40,10)=1.0004 ( 3.11) which means that the expected time for T 5(40, 10)
is twice of Ty (20,5) since we consider only the fractional values (1 time unit is deter-

ministically included moving from one state to another).

Another interpretation of doubling n;,; and n,, values of the Medium Density Network I
is that although the hexagonal cell size remains the same, the geographic area is larger
here (i.e., less dense network compared to the Medium Density Network 7). Therefore, it
is intuitive that the expected first times will be higher in this case as can be seen from the
Tables 3.8 and 3.11. We assume time units are same for both cases since the hexagonal

cell sizes and node speeds are assumed to be same.
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3.3.6 Different Number of Nodes on Same Hexagonal

Area (ng;; =20 and ng, = 5)

We should note that different network densities can be obtained by varying a single
parameter among N, n;y, and ng,. Here, n,; and ng, are fixed to 20 and 5, respectively
while the number of nodes on this hexagonal area is varied as 50, 106 and 150 to obtain the
same geographic area with different node densities. For three different network densities,
the network having 50 mobile nodes has the sparsest density and its mean number of
nodes is calculated as 3.96 from Eq. 4.18, while the network having 150 mobile nodes is
the densest with a mean node degree of 11.89. The mean node degree is calculated as 8.33
for the network with 106 mobile nodes. Fig. 3.18 shows the expected first times calculated
numerically for these three different network densities. The numerical results verify the
same behavior as with the previous network densities that, for a given threshold dyy,,., it

takes longer to have dy, active links in the sparsest network than in the densest network.

3.3.7 Expected First Times from VB to nonVB

For n;,; = 20 and n,, = 5, Table 3.12 shows the expected first passage times for moving
from a VB to nonVB state. The expected first time for the number of available links to

drop below the threshold increases when the threshold decreases (Fig. 3.16).

An interesting observation is that the expected first times for both nonVB-to-VB and VB-

69



The expected first times vs threshold degree for different N values
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Figure 3.18: Expected first times obtained using different number of nodes in the same

>
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hexagonal area.

to-nonVB cases are close when the threshold is around N(20,5)=8.3334 (Fig. 3.16). For
example, for the VB-to-nonVB case, when the threshold is set to 9, in Table 3.12, we found
the expected first times to reach state 8 from the states higher than 8 as 1.8374. However,
for the nonVB-to-VB case, when we set the threshold to 8, we found the expected first
times to reach state 8 from the states lower than 8 as 1.6669. Therefore, the expected
first times to reach a certain threshold of active links from both lower and higher number
of active links are approximately the same when the threshold is set to the mean number

of active links.
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Figure 3.19: Mean node degree for different n,, values.

3.4 Simulation Results

We conducted randomized simulations to verify the correctness of our analytic results in
terms of the mean node degree. In our analytic model, we have obtained the mean node
degree for a particular node located on the center cell of an hexagonal network as shown

in Fig. 3.1.

In our simulations, we randomly distributed 106 mobile nodes on a hexagonal geographic
area partitioned into hexagonal cells as shown in Fig. 3.1 (i.e., nyy=4). Different network

densities can be obtained by varying a single parameter among N, 1., and ng,. In this
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case, N and ng, are fixed to 106 and 5 while we repeated our simulations for different n;,;
values to simulate the different dense networks. n;, is varied from 6 to 60 to obtain the
broad range of different network densities. Each mobile node roams following a discrete-
time random walk model. In order to provide a consistency with our analytic model, after
each time unit we checked the mobile nodes located on the center cell (0,0), and reported
the node degree only for these mobile nodes. One mobile node is said to be a neighbor of
another node if the distance between these two nodes is less than or equal to n,, layers
(i.e., ngp=>5). We used 50,000 time units in these simulations and took the average of the

node degrees.

Fig. 3.19 shows the mean node degree obtained from the simulation study and our nu-
merical analysis for different n;, values. As can be observed from Fig. 3.19, the analytic
results match the simulation results, where the mean node degree decreases as the network
size (n4) increases while the number of mobile nodes is kept constant. In Fig. 3.19, there
is a slight difference between the analytic and simulation results when n;, is between 50
and 60. Since the number of visits to the center cell (0,0) in the simulation decreases as
the network size increases, the mean node degree may not be accurate for the simulation

case.

From the second set of simulations, Fig. 3.20 shows the expected first times to reach
different d;y, values obtained from the simulation experiments and numerical analysis for

the medium density network I. In Fig. 3.20, all nodes are roamed randomly following the
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The expected first times for analytic and simulation studies(medium density network I)
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Figure 3.20: Expected first time obtained from the simulation study against our numerical

analysis for the medium density network I.

discrete-time random walk model and the expected first times are collected only for the
nodes which are not on or close to the boundary cells. A cell is defined as a non-boundary
cell if its shortest distance to outmost cells is less than ng, layers (i.e., ny, = 5 for the
medium density network I). For a node located on a non-boundary cell, the timer starts
when this node has a degree less than d;;, and stops when the degree is equal to or higher
than d;y, for the first time. We repeated this procedure for all nodes which are on the
non-boundary cells for 80,000 time units and took the average of the first passage times
that this event happens the first time. As seen from Fig. 3.20, the numerical results are
close to the simulation results especially around the mean node degree (N(20,5) = 8.33),

where the expected first time increases with dy, in both cases.
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The difference between the numerical and simulation results increases when dyy,, is greater
than 13; however, having a node degree greater than 13 for the medium density network I
is not typical. One can conclude that the regime which our model accurately predicts the
expected first times is around the mean node degree. The degrees which are very small
or very high compared to the mean degree are typically less of an interest for network

designers.
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Chapter 4

Comprehensive Analytic Models for

Node Link Stability

Our models presented in Chapter 3 use steady state approximation of link creation and
failure probabilities to study node link stability in MANETSs. In this chapter, we intro-
duce new comprehensive analytic models to study node link stability for more realistic
wireless mobile network applications. These comprehensive models provide more realistic
tools for MANET behavior by (i) calculating the exact link failure and creation proba-
bilities, (7i) allowing a node to have different speeds, and (iii) being a relatively simple
and computationally efficient. Our comprehensive analytic models hence can be used to

evaluate the performance of algorithms and protocols at different layers of MANETS.
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The models divide a geographic area into logical cells, where each node roams into one
of its neighboring cells by following the discrete-time random walk mobility model. The
wireless link creation/failure probabilities are derived to represent transitions from an
available to an unavailable state (or vice versa) as nodes move. We further derive a
two dimensional Markov chain, P2, whose states represent the node degree and (niff)
for a node. The node degree is defined as the number of active neighbors and the nlff
metric is the number of new link departures within a time-window, but normalized by the
node degree (see for example Kozat et al. [61]). A numerically efficient first passage time
analysis is applied to P2 for calculating the expected first passage times to move between
states (i.e., black or white) defined by degree and nlff values. When a node’s degree is
equal to or higher than a certain degree threshold and its niff value is smaller than an nlff
threshold, this state will be black, otherwise white. In other words, a black state represents
a stable node with a desired node degree. The expected time it takes for a node to change
its color from black to white (or vice versa) provides a valuable indicator to determine
stability of a node link in a MANET. In our model, we were able to represent different
network characteristics by varying one or more of the following three parameters: (i) the
total number of layers (n;;) (i.e., the geographic area size), (i) the number of available

layers (ng,) (i-e., a node’s communication range), and (%i) the number of mobile nodes.

In Section 4.1, our new node link stability models are presented. Expected time cal-

culations using an efficient first passage time analysis is described in Section 4.2. Model
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applications are highlighted in Section 4.3. Numerical and simulation results are presented

in Sections 4.4 and 4.5, respectively.

4.1 Comprehensive Analytic Models

4.1.1 Comprehensive Mobility Patterns

A potential limitation of the random walk mobility model presented in Chapter 3 is that
it allows a node to roam into its neighboring cells with only a fixed speed. However, in
real-life scenarios, a node may move in any direction with any speed (i.e., random way
point). Therefore, the random walk mobility pattern should be extended to cover the
fast /slow node movements with different speeds. This extension will allow our model
to analyze more realistic scenarios in MANETSs where speed variation affects the system

performance.

For modelling the fast/slow movements in a hexagonal geographic area, suppose there are
six possible directions with two possible speeds, namely v and h x v, where h =1,2,....
A node with the speed of v will move into a neighboring cell which is one layer away, while
another node with the speed of h x v into a cell which is h layers away. Compared to the
19 possible next link states for the fixed speed in Table 3.1, this extended case with two

different speeds will have 73 next link states for an initial link state of < x,y > as shown
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in Table 4.1, where A = a?/36, B = 3%/36, C' = a3/18, and « and 3 are the probabilities
that a node moves with a speed of v and h x v in the next time unit, respectively. Since
only two speeds exist for this case, @« + = 1. In this framework, one can vary the
parameters «, 3, and h to obtain a broad range of mobility scenarios. Note that when «
is set to 1 (i.e., f=0), the random walk model described in Section 3.1.1 will be obtained,
where Table 4.1 will only have 19 non-zero probabilities (i.e., the probabilities that contain

A) and Table 4.1 becomes identical to Table 3.1.

4.1.2 Formal Definitions

Let us now present the formal definitions and notations for the analytic mobility models
introduced above. For the general case, a mobility model for a MANET with a compre-

hensive mobility pattern can be defined as:

Definition 1 Let Mc(D, o, v, 3, h X v,n0) be a Markovian Chain with each link state

representing a physical distance between two nodes, where:

e Fach node moves into one of D directions, each with 1/D probability, in one time

unit (D =1,2,3,...),

e Fach node speed is either v with probability o, or h x v with probability 5 (0 <

a,f<1l,a+p=1h=1,2,...),
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Table 4.1: Probability distribution for a wireless link to switch from state < z,y > to

state < /.y’ >, where a node can move with speeds of v and h x v with probabilities of

a and f3, respectively (A = o?/36, B = 32/36, and C = a3/18)
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'y z,y z,y+h-1 z+1,y-1 z+h,y-1 z+1,y-2 z+h,y-h-1
Probability 6(A+B) C 2A C 2A C
z' .y x,y-h+1 z+1,y-h z+h,y-h z+1,y-h-1 z+h,y-2h z,y-2h
Probability C C 2B C 2B B
'y z+h-1,y z,y-1 z+h-1,y-h -2,y z-h-1,y z-2,y+1
Probability C 2A C A C 2A
'y z-2h,y z-h-1,y+1 z-2h,y+h z-1,y+2 z-1,y+h+1 z,y+1
Probability B C 2B 2A C 2A
'y z-h+1,y+h z,y+h z-h+1,y+h-1 | z-2h,y+2h z,y+2 x,y+h+1
Probability C 2B C B A C
'y z+h,y+h z+1,y+h-1 z+h,y 42,y z+h+1,y z+2,y-1
Probability 2B C 2B A C 2A
z' .y x-h,y+h-1 z-1,y+h z,y-h z-h,y+2h z+1,y+h z+h+1,y-h+1
Probability C C 2B 2B c c
'y z-h+1,y-1 z-1,y+1 +2,y-2 z,y+2h z-1,y z+h,y-h+1
Probability C 2A A B 2A C
'y z-1,y-1 z-1,y-h+1 x-h,y+h z-2,y+2 z+1,y z+h+1,y-1
Probability 2A C 2B A 2A C
'y z,y-2 z,y-h-1 z-1,y-h z-h,y-h z-h-1,y+h z-h,y+1
Probability A C C 2B C C
'y z+h-1,y+1 | z+h-1,y-h+1 z+1,y+1 z+h,y+1 z+h+1,y-h z+2h,y
Probability C C 2A C C B
z!' z+2h,y-2h z-h,y+h+1 z-h+1,y z-h,y xz-h-1,y+h+1 z-h,y-1
Probability B C C 2B c c
'y z+2h,y-h
Probability 2B




® Ny, represents the maximum number of layers between two mobile nodes,

e Fach link state bounces back to one of the feasible link states to meet the criteria

that the distance between two nodes can be up to Ny layers.0

M is a comprehensive model which includes different parameters, each with its own
effect on the probability distribution of My. Analyzing mobility patterns using a fixed
speed will provide valuable insight towards developing an effective methodology to study
system behavior with different node speeds. In this study, we introduce a simplified case

of My defined below.

Definition 2 Let M = Mc(D = 6,a = 1,v,3 = 0,h X v,n4), where nodes move into

one of the six possible directions with a fized speed of v (as shown in Fig. 3.2 ).0

In this thesis, without loss of generality, the link state transition matrix for the simplified

model M is also referred to as M.

4.1.3 Construction of Link State Transition Matrix

For the simplified model M, let us develop a state transition diagram using the proba-
bilities from Table 3.1. An algorithm to construct M is given in Fig. 4.1, which accepts
Nyot, and the triplet values of Ty, Ty, and Tp from Table 3.1 as its inputs. For example,

for the initial state of < x,y > and the next state of < x 4+ 1,y >, the triplet values are
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Inputs: nye, Ix, Ty, Tp
Output: M
M(:,:) =0, sums(:) =0, sumins(:) =0

1 begin

2 £0r Yeur = 01 [0t /2] {

3 fOr Teur = Yeur : Ntot — Yeur {
4 i = findIndex(Zeur, Yeur)

5 for k=1:19 {

6 Tnew = Teur + Tx (k)

7 Ynew = Yeur + Ty (k)

8 j = findIndex(Zpnew, Ynew)
9 if (i <= Sr_2) {

10 M(i,) = M, j) + Tr(k)

11 }

12 else if (St_o <i<=957) {
13 if (j <= 57) {

14 M(i,§) = M(i,j) + Tp(k)
15 sumy (i) = sumys (i) + Tp(k)
16 }

17 else {

18 suUMinf(1) = suming (i) + Tp(k)
19 }

20 else {}

21 }

22 }

23 }

24 )

25 fori=S8r_o+4+1:87{
26 forj:ST,4+1:ST{

27 M(i, j) = M(i, j) x (1 + (suming(i)/sumy(i)))
28}

2}

30 end

Figure 4.1: Algorithm to construct link state transition matrix M
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Inputs: z,y
Outputs: Iy, Ly y, Te, Ye

function (I, Ly y, Te,Ye] = findIndex(z, y)

if ((z<0&y<0)||(z>=0&y>=0)){
x. = max(abs(z), abs(y))

Yo = min(abs(x), abs(y))

1

2

3

4
5}
6 else{

7 z. = max(abs(z + y),min(abs(x), abs(y)))
8 Yo = min(abs(z + y),min(abs(x), abs(y)))
9

}
10 Lz,y =Te + Ye
11 if (Lyy, ==0){

12 IL,=1
13}

14  else if (Lyy==1) {

15 I, =2

16}

17 else{

18 if (Lg,y is odd) {

19 Ipy = Loy — 1) X (Lay +3)/4 + ye + 2
20 }

21 else {

22 ILiy=Loyx (Ley+2)/4+ye +1

23 }

24}

25 end

Figure 4.2: Pseudocode for findIndex function

1(ie,z+1—x=1),0 (ie., y—y =0), and 1/36, respectively. In Fig. 4.1, the first two
for loops consider all possible x and y values for a link state. The for loop between lines

5 and 22 calculates M (i, j) values for the possible 19 next link states (without the infea-
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sible states). Finally, the for loop between lines 25 and 29 distributes the infeasible state
transition probabilities among the feasible ones. As a result, when the center-to-center
distance between two mobile nodes is equal to (14 — 1) X R, or ny X R, it will be less
than or equal to m4; X R in the next time unit. In the calculation of M (i, j) values, the
indices of Zeyr, Yeur (in line 4) and Tpew, Ynew (in line 8) are calculated using the algorithm
called findIndex which maps a link state < z,y > to its equivalent state < x.,y. > (lines

2-9 in Fig. 4.2), and then its index [, (lines 11-24 in Fig. 4.2) in M.

Once the values of M matrix is calculated, the corresponding state transition diagram for
a wireless link can be obtained as shown in Fig. 3.3 (to simplify the drawing, only the

transitions from the link states of layers less than or equal to 5 are shown).

Theorem 1 The number of states in M 1is solely dependent on n.; and can be reduced

to:
(
1 Z'fntot = 0
ot + 1 ot +3 , .
St = 1 (4ot +1) Z (4ot +3) if ot > 0 and nyy 18 odd (4.1)
(0] O 4 . .
Mot X (Zt e +4) + 1 ifnge >0 and ngy is even
\

Proof Sketch: All possible link states in Fig. 3.1 can be represented by cells shown in
thicker boundaries (i.e., the state reduction). One can observe that the number of states
(i.e., cells with thicker boundaries) for layers 0 and 1 are 1, for layers 2 and 3 are 2,
for layer 4 is 3 and so on. This sequence can be generalized as Sy values given in this

theorem.O
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Let us now consider the number of link states in a more general case of M¢:

Theorem 2 The number of states in Mc(D, o, v, 3, h X v,1n45) solely depends on M.

Proof Sketch: In Fig. 3.1, the number of different link states depends solely on the
number of layers and is independent of the node speed. Therefore, the number of different
states in the state transition diagram shown in Fig. 3.3 will remain the same for the two
speed case (the associated probabilities in the state transition diagram will be different).
This fact can also be explained by the method used to construct M matrix, where all link

states are spanned by the parameters x.,, and y.,,, which depend solely on n;,.0

From Theorems 1 and 2, St is only function of n;, which leads to the following corollary

for the general case of Mq:

Corollary 1 Increasing the number of directions and different speeds does not affect the

number of link states in M¢ (for non-zero speeds).

Using the mobility model M, a new model for representing node degree and nlff can be

defined as follows:

Definition 3 Let P2¢(Mc, N,ng,) be a Markov Chain, where:

e Mc¢ is the Markov Chain describing the underlying comprehensive mobility pattern,
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e N is the number of mobile nodes,

® N, s the communication range, in terms of layers, of a mobile node.O
In this thesis, we consider a simplified case of P2¢, called P2, as defined below:

Definition 4 Let P2 = P2¢(M, N, n,,), where M is the simplified case of M¢ given in

Definition 2.0

We present the formulations to obtain P2 from M, N and n,, in the following sections.

4.1.4 Exact Link Failure and Creation Probabilities

Each element M, ; in the state transition matrix M = {M;;}, which is constructed in
Section 4.1.3, represents the probability of moving from the i-th link state to j-th link
state. For a wireless link with initial state i, P,(¢) and P,(7) denote the probabilities that

the link will be available or unavailable in the next time unit, respectively:

ST Sa
Pi)y= Y My;=1-> Mj;=1- P, (4.2)
j=1

Jj=8sa+1

P(i) =) M, (4.3)
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where j represents available link states for 1 < j < s, and unavailable link states for
Sq +1 < j < Spr. The number of available link states, s,, can be found by replacing 7.

with ng, in Theorem 1.

Up to this point, we only consider a single wireless link between two nodes and calculate
the probabilities of its availability and unavailability as nodes move. Now, we will use
these probabilities to study more generic metrics such as node degree and niff in two
dimensional regions. Consider a particular node z located in cell (0,0) of a network with
N nodes. There are K = N — 1 possible bi-directional links from z to all other nodes.

The following formulation is presented for this particular node z with initially k& available

and K, = K — k unavailable links.

Let Pyap(k, 1) denote the probability that [ of k£ available links will disappear and k-l of
k available links will remain available. Suppose, for example, there are 4 available links
whose initial states are iy, iy, i3, and i4. P,(i,,) and P,(i,,) will most likely be different
for each link state i,,, where m = 1, ..., 4. Then, for example, the probability that 2 links
will disappear in the next time unit can be calculated by adding the probabilities of (3) =6
possible combinations. One of these combinations is that links ¢; and i, will disappear
and i3 and 74 will stay available in next time unit. This probability can be calculated as

follows:

P,(i1) x P,(ia) x P,(i3) x P,(i4) (4.4)

The probabilities for the remaining 5 combinations need to be calculated as well to find
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the exact probability that 2 links will disappear in the next time unit given that initial
link states are known. However, for an available link state, the initial link state could be
any state among the possible available link states and the stationary vector of M will be
used to calculate the probability distribution of these link states. Let f is the stationary
vector of M and be partitioned conformally as in f = (f,f.), where f, and f, are the

subvectors of f associated with available and unavailable link states, respectively. Then,

e k—lg:
Puap(k, 1) Z ||fa||1 < ) X Pl(in) x PF(iy,) (4.5)

where f,(i,,) is the probability that the available link state is i,, for 1 < m < s, and
|| fall1 is used to normalize the length of the subvector f, to 1. Here P,(i,,) denotes the
probability of becoming unavailable in the next time unit given that the link state is i,,
initially and P!(i,,) represents the I-th power of P,(i,,). Let P,, and P,, represent the
probabilities that a wireless link will be unavailable and available, respectively, in the next

time unit given that it is available initially:

zhmm ulim) (4.6)

fa Zm .
thm tm) (4.7)

When we use Egs. (4.6) and (4.7), Eq. (4.5) will become:

k
Pall) = () x Pl Pl (18)

Similarly, let P,,(K,, !+ h) denote the probability that [ + h of K, unavailable links will
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appear and K, — [ — h of K, unavailable links will remain unavailable in one time unit:

K,
P, (K, l+h) “
bt mZ i ()

X P (Gim) X PR ()

(4.9)

where St represents total number of possible link states, f,(j) represents the probability
mass function of the unavailable link states for s, + 1 < m < Sp and || f,||; is used to
normalize the length of the subvector f, to 1. Let P,, and P,, represent the probabilities
that a wireless link will be unavailable and available, respectively, in the next time unit

given that it is unavailable initially:

Z Pu(jm) (4.10)
2 TR
Z Ea(jm) (4.11)
e TA
When we use Egs. (4.10) and (4.11) in Eq. (4.9):
Ky I+h o pKu—l—h
PulEul 1) = (% ) x P < P, (4.12)

4.1.5 Comprehensive Markov Chain for Node Degree and nlff

In the previous section, we derive the probabilities of [ link departures out of k£ available
links and [ + h new link arrivals out of K, unavailable links. Let P2 ) (k+n,1) Tepresent

that these two events happen at the same time:

P2(k7y)’(k+h7l) = Pdap<k7 l) X Pap(Kua [ + h) (413)
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where 0 < k,k+ h,y < K and 0 <[ < k . By substituting Egs. (4.8) and (4.12) in

Eq. (4.13), we obtain:

k K, _
P2(y), (kth) = (l> X (l+h> x Pit x P,

I+h Ku—l—h
xP " x P

(4.14)

Eq. (4.14) represents a new two-dimensional finite state Markov chain, P2, obtained using
the state transition matrix M = {M, ;}. For a state (k,y), k and y represent the number
of available links and the number of new link departures for a specific node, respectively.
The nlff metric is defined as the number of new link departures within a time-window,
but normalized by the node degree at the end of the window. Then, a state (k + h,l)
will represent the node degree, (i.e., k + h), and the nlff value, (i.e., /(k + h)). Here,
we assume that the time-window for calculating the nlff value is equal to one time unit.
Note that the state transition probabilities does not depend on y since the niff value is
calculated using only one time unit for the sake of simplicity. However, the model can be

extended to cover multiple time units for the niff calculation.

Markov chain P2 is ergodic (i.e., finite, connected, and aperiodic), and hence possesses
a stationary distribution. Suppose that the stationary solution of this process is 6 =
{6,,7 = 1,2,...,S7} and partitioned conformally as in § = (6y0,), where 6, and 6,
are the subvectors of 6 associated with states of having zero and non-zero node degrees,

respectively. Let nlff denote the mean nlff value:

St

A= 3 s x 2 (4.15)

R D
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where f(r) is a function mapping the state index r into its actual nlff value which is
defined only for a non-zero node degree (e.g., indexes 1 and 2 correspond to state (0,0)
and (0,1), respectively, index s,+1 corresponds to state (1,0), and so on). Here, s, is the
highest index having a zero node degree, hence, the states r = 1,2,...,s, are excluded

from the calculation since their node degrees are equal to zero.

4.1.6 One Dimensional Comprehensive Markov Chain for Node

Degree

The states in P2, which represent the same node degree but different number of new link
departures, can be aggregated into a single state if only node degree is sought. Then, for
a node z, with initially £ available links, the probability of having k + h available links in
the next time unit is:

k
Pegen =Y Puap(k,1) x Pop(Ky, 1+ 1) (4.16)
=0

where 0 < k,k + h < K. By substituting Egs. (4.8) and (4.12) in Eq. (4.16), we obtain:
[k K
Pijin = X Y o) x PR Pl PR pRusith 4.17
k,k+h lz:(; (l) (l + h) aa au ua uu ( )
Eq. (4.17) represents a new finite state Markov chain, P, where a state k is the number of
available links for a specific node. Markov chain P is ergodic (i.e., finite, connected, and

aperiodic), and hence possesses a stationary distribution. Suppose that the stationary
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Figure 4.3: An example two-dimensional Markov chain representing node degree and niff

for 7-nodes network.

solution of this process is m = {m,k = 0,1,..., K}.. Let N denote the mean number of
available links for a particular node, which can be calculated using the stationary solution
7w of P:

k x Tk (418)

TI
[M] =

B
Il
o
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4.2 Expected Time Calculation Using First Passage

Times

When a node’s degree is equal to or higher than a certain degree threshold (dy.) and its
nlff value is smaller than an nlff threshold (nlff,), this node will be black, otherwise

white. In other words, black nodes represent stable nodes with a desired node degree.

Now, we will describe how P2 can be partitioned into white and black states. For a
state (k,y) in P2, the node degree k and the nlff value y/k are compared with dy,, and
nlff inr, respectively. Based on the result of this comparison, the state is either black (b)
if k is equal to or higher than dy,, and y/k is smaller than niff . or white (w) otherwise.
Fig. 4.3 shows the states of P2 for a 7-nodes network. In this example, a particular node
can have up to 6 neighbors and there are 28 different states for this node. If, for example,
dyne and nlff 4, are set to 3 and 0.5, respectively, then 8 dark states represent the black
states while the remaining 20 are the white states. The color of the state (3, 1) is black
since its node degree is equal to dy, and its nlff value (i.e., 1/3) is less than nlff,,=0.5
while the color of the state (3,2) is white since its nlff value (i.e., 2/3) is greater than
nlff 1n-=0.5. However, if we used the only node degree case, P, with d;,,=3, then there

would be 3 white and 4 black states.

The node degree and nlff values of a node change with nodes’ random movements, and
hence the node’s color may switch from one to another. The expected time it takes for a
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node to change its color from black to white (or vice versa) provides a valuable indicator to
determine node link stability in a wireless mobile network. We will calculate the expected
first time moving from white states to a black state (or vice versa) by applying the first

passage time analysis on P2 in the following sections.

4.2.1 First Passage Time from White to Black

First, we partition the states of P2 into white and black states:

P2y P24y
P2 =

sz,w P2b,b

where w and b are respectively the subsets of white and black states; let the numbers of
states in these subsets be respectively n,, and n;,. Here P2,,,, is the square matrix of order

n,, obtained from P2 by deleting the rows and columns that correspond to the states in

b.

We seek to compute the expected time to move from white states to any black state for
the first time. Therefore, all the black states of P2 can be aggregated into a single black

state by modifying the associated probabilities as follows:

P2w’w P2w,b€

LPQIMU LPQ@(,@

[l 11 ll7s (11
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where e is a column vector of ones with appropriate length. The number of states in P2 is
n. + np before the state aggregation while the number of states is n,, + 1 in the modified
version of P2. This aggregation of states will alleviate the cost of calculating the expected
time, and hence result in a computationally efficient algorithm even for large number of

states for realistic MANETSs.

Using the algorithm given in Ref. [28], the mean first passage time from a white state

(1)

im to the black state i,,+1 is f; (i.e., all black states are represented by the black

m 77;nw +1

state i,,+1). Let p is the stationary vector of P2 and be partitioned conformally as in
p = (pwps), where p,, and p, are the subvectors of p associated with white and black

states, respectively. Then, the expected time that a white node will become black:

7y =S Rulim) ) (4.19)

'Lmﬂ:nw +1

- = ol
where p,,(i,,) is the probability that the white state is i,, initially for 1 < m < n,, and
||pw||1 is used to normalize the length of the subvector p,, to 1. Here, there are n,, different
white states. The expected times to become black are different for different white states
when their node degrees are not the same. Therefore, the expected time moving from
white states to black states for particular network parameters is calculated as the mean

of the expected times for all initial white states.
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4.2.2 First Passage Time from Black to White

In this case, the expected first time moving from black states to a white state is calculated.
After partitioning P2 into white and black states as explained in the previous section,
we combine all white states into a single white state and apply the first passage time
analysis on the modified P2 for calculating the expected time to move from black states
to a white state for the first time. The modified P2 has n,+1 states. Using the algorithm
given in Ref. [28], the mean first passage time from a black state i,, to the white state
Inyt1 18 fi(i{inﬁ . (i-e., all white states are represented by the white state iy,,1). Then, the

expected time that a white node will become black:

7, =3 Blin) s (4.20)

v m=1 [l |1 bty 41

where py(i,,) is the probability that the black state is i, initially for 1 < m < n; and

||ps||1 is used to normalize the length of the subvector p;, to 1.

4.3 Analytic Model Applications

4.3.1 Virtual Backbone Stability

For locating and registering available services within mobile ad hoc networks, a distributed
service discovery architecture that relies on a virtual backbone (VB) can be effectively

used [61]. A dynamic backbone is formed in a given network topology such that each node
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in the network is either a part of the backbone or one hop away from at least one of the
backbone nodes. VB formation algorithms apply two metrics: node degree [90], or both
node degree and nlff [61], to resolve conflicts between the nodes competing to join the
backbone. Similar to Refs. [61], CEDAR [90] builds a routing core such that each node
that needs to find a dominator (i.e., backbone or core node) selects the highest-degree

node with the maximum effective degree in its first neighborhood.

For example, consider Fig. 4.4, where nodes 1 and 6 join the backbone. Node 7 and nodes
2-5 select nodes 6 and 1 as their cluster heads, respectively. In the selection phase, all
nodes are initially considered undecided, and exchange light-weight hello beacons to build
up their own neighborhood-information tables. Each node runs the distributed virtual
backbone algorithm in an asynchronous manner, where any node that satisfies the stability
constraint (nlff less than a given threshold)) joins the VB if it has the highest number of
white neighbors (effective degree). For example, in Fig. 4.4, node 5 has recently moved;
therefore, node 1 rather than node 5 joins the backbone because it is more stable (i.e.,

the nlff value of node 5 may higher than niff ).

Formally, we represent the snapshot of a network as a topology graph G(V, E'), where V/
and F correspond to the set of network nodes and symmetric links, respectively. Graph
G can be expressed as the union of Gy and G7;;p, where G gy is the subgraph that
contains vertices with nlff lower than a given threshold and the edges incident on them,

and G, is its complement. For each k € V, let N(k) and deg(k) be the set of k’s
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Figure 4.4: Virtual Backbone Formation.

neighbors and the degree of k in G, respectively. The subscript d refers to a subset of
V' containing decided nodes, i.e., the ones that have made a decision whether or not to
join the backbone. Each such node k € VJ joins the backbone if it satisfies either of the

following conditions:

CONDITION 1. k € anff A (\V/j € Vdcdeg(j) < deg(k))

CONDITION 2. k ¢ Vysr AN(k) N Vigp = G N (V5 € Videg(j) < deg(k)).

Our analytic model finds the average time it takes for not only the node degree but also
the number of link changes (i.e., nlff) to either drop below or exceed given thresholds.

Therefore, our model can be used as an estimation tool for the VB stability such that
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the expected time to leave or join the backbone is approximated by certain node degree
and nlff thresholds. Note that our analytic modeling characterizes a single node within
a larger network: since degree/stability per node is just one factor in determining the
backbone status, and the full VB algorithm involves message exchanges between subset
of nodes, our approach can be considered the first step towards an accurate modeling of

the VB stability.

4.3.2 Interference Analysis

In this section we demonstrate that using M we can analyze signal-to-interference ratio
(SIR) in MANETSs which is essential in studying network capacity. The fact that M
represents link state transitions with respect to node movements it can be an effective

tool to properly model STR for wireless mobile networks.

A mobile node transmission is successful if the STR at the receiver node is above a
certain threshold value (SIRy.). When and if the transmission power is kept constant
for all mobile nodes, the STR value at the receiver solely depends on the physical distances
between the receiver and other mobile nodes. These distances changing with the dynamics
of nodes’ movements are available in our model, where a link state represents the physical
distance between two mobile nodes. For example, for node z in cell (0,0) of a network
with N nodes, there are K = N — 1 possible bi-directional links (available or unavailable)

from z to all other nodes. Node 7 transmits data at rate R to node z if the STR of the
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node ¢ at the node z is higher than the certain threshold value [41]:

Pz(ﬂ’%z (t)
No+ 1 > kti Pr(0)Vk2(2)

> SIRy, (4.21)

where STR;,, is SIR requirement for successful communication, Ny is the background
noise power, and L is the processing gain of the system. ~;,(t) represents the channel gain

between nodes ¢ and z at time ¢t and is given by Ref. [41]:

1
- dg(t)

Yiz(t) (4.22)

where d;.(t) is the physical distance between nodes ¢ and z and a > 2 is a parameter. From
our model, the stationary vector of M will be used to find the probability distribution of
the physical distance between two mobile stations. Let f be the stationary vector of M
and be partitioned conformally as in f = (f,f.), where f, and f, are the subvectors of f

associated with available and unavailable link states, respectively. Then,

oy falin) 4.23
"= 2 Tl ) 2

where d;, (i,,) is the physical distance when the link state is i,,. Let R be the center-to-
center distance between two neighboring hexagonal cells. In our model, for a link state
im represented by < x,y > in the state transition diagram in Fig. 3.3, d;.(i,,) can be

calculated as:
dir (i) = 22+ 2 X R (4.24)

Due to the stationary vector f,, the distances among mobile nodes in the next time unit
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Figure 4.5: SIR change in each time step.

are independent and identically distributed (i.i.d.). If we assume that the transmission
powers are kept constant (P) for all nodes, the steady state value of STR can be calculated

using Eq. (4.23) in Eq. (4.21):

Viz
SIR = (4.25)
Pti D ot Vs

Suppose a new random variable F' represents the STR value of a receiver node at the end
of one time unit. Let Tg;p be the expected first time that a black node, whose initial
STR value SIR, is more than a threshold SIR;,., will become a white node when its STR
value is equal to or less than SIR;,,. Suppose the first time that the SIR value of a node
will meet or drop below SIRy,, happens at the m-th step, which implies that until the

m-th step, the STR value of this node remains more than SIRy,,. (Fig. 4.5). Let a new
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set of random variables Fi, F5, ..., F,, represent the STR values for the 1-st, 2-nd, ...,
and m-th steps, respectively. Then, a new random variable S,,, represents the minimum

SITR value among the STR values encountered until the m-th step:
Sm:minFl,Fg,...,Fm (426)

B,, is the probability that the SIR value of a node will meet or drop below SIR;,,. for

the first time at the m — th step:

By =[] Pr(S; < STRu|(¥j : 0 < j <i)S; > SIRy,) (4.27)

i=1
From Eq. (4.27), the expected time that a receiver node with desirable STR value will

have undesirable SIR value can be calculated as:

TSIR = Z m X Bm (428)

m=0

The expected first time T's;p that a black node becomes a white node is defined by
Eq. (4.28). To obtain a numerical value of T's;r, one should first calculate the probability
mass function of the random variable F', and then solve Eqs. (4.26) and (4.27). These
equations are hard to solve directly; therefore, we can use the probability distribution for
the SIR value to create a new Markov chain representing the SIR values together with
their transition probabilities (Eq. (4.23) needs to be modified slightly for this purpose;
however, the details are omitted due to page limitations). The expected first time that
the interference level is above or below the certain threshold value can be calculated by

applying the first passage time analysis on the new Markov chain.
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4.3.3 Network Connectivity and Convergence

Additional metrics that are directly available from our model include the expected link and
route lifetimes, which can be applied to assessing the convergence of routing protocols by
calculating the stability of neighbor and forwarding tables based on node mobility. The
estimates of route lifetimes are useful in calculating the latency of on-demand routing
protocols in ad hoc networks; they can also assist the routing protocol in selecting more

stable routes.

Because the model is capable of computing the dynamics and the expected value of the
number of a node’s neighbors, it can also be used to estimate the time it takes for a node
to lose connectivity to its routing domain. An example of optimal routing domains are
the ones built by the Dynamic Domain Optimization Agent (DDOA) [40] that divides
the network into routing domains (e.g., OSPF areas). The rate and expected values at
which the nodes move in and out of domains characterize the rate of degradation of a
network from its optimal partitioning into domains [67], and hence the achievable routing

scalability and overhead.
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Table 4.2: Network parameters for numerical experiments (N=46)

Network types (Not, Naw) P

Pau Pua

P,. N nlff

Dense (10,5)  0.8425
Medium (155)  0.8425
Sparse (20,5)  0.8425
Sparsest (30,5)  0.8425

0.1575 0.0675

0.1575 0.0243

0.1575 0.0128

0.1575 0.0055

0.9325 13.5000 0.1710

0.9757 6.0221  0.1959

0.9872 3.3936 0.2090

0.9945 15111 0.1584

4.4 Numerical Results

In this section, we provide numerical results for characterizing N (no, Nay, N) (the mean
number of active neighbors), nlff(nier, Nay, N) (the mean normalized link failure fre-
quency), Tp(ntor, Naw, N) (the expected first time that a white node becomes a black)
and Ty (Nsor, Naw, V) (the expected first time that a black node becomes a white). The
results show that these metrics heavily depend on the network density which can be de-
termined by varying a single parameter among 7., N4, and N. Table 4.2 shows the
numerical values for the input parameters and the corresponding output metrics gener-
ated in our analysis. In Table 4.2, n;,; determines the geographic size of the network while
Ngw represents the communication range between two nodes, both in terms of layers. For
all numerical results, N and n,, are fixed to 46 and 5, respectively. To represent mobile

networks with different densities, n,, is varied as 30, 20, 15, and 10 for sparsest, sparse,

medium density, and dense networks, respectively.
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In Table 4.2, P,, and P,,, which denote the probabilities that an initially available wireless
link will become unavailable and remain available in the next time unit, respectively, are
calculated using Eqgs. 4.6 and 4.7. Similarly, from Eqgs. 4.10 and 4.11, P,, and P,, (the
probabilities that an initially unavailable wireless link will remain unavailable and become
available in the next time unit, respectively), are derived. From Eqgs. 4.15 and 4.18, nlff
and N are calculated as the mean nlff and the mean number of neighbors for particular

network parameters, respectively.

The numerical results show that P,, (and hence P,,) has the same value for different
dense networks since it depends solely on ng,, (i.e., 14, is 5 for all networks). However,
P,, (and hence P,,) depends on n, and decreases (and hence P,, increases) as the ngy
value increases with the network becoming sparser. N, which has the highest value for the
dense network, decreases as the network density decreases and reaches the lowest value
for the sparsest network. Table 4.2 also shows that nlff values are close to each other for
different dense networks, where it has the lowest value in the sparsest network and the
highest value in the sparse network. Note that the nlff value is a non-linear function of
both the number of link failures in the previous time window and the node degree, where
both of their steady-state probability distributions change with respect to the network
density. Therefore, it is predictable that we did not observe much differences in niff values

with respect to the network density (although we observed much differences in N).

The expected first passage times using the values from Table 4.2 are discussed in detail
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Figure 4.6: Analytic results of Tb(nwt, Nav, N) versus dy,, for different density networks
(nlff 1nr=46)

below. In this study, one time unit represents the time for a mobile node to move from
its current hexagonal cell to the next. This time unit depends on the size of the cell and
the speed of the mobile node. The calculation of this time unit for different node speed
and cell size distributions is beyond the scope of this study and will be handled as an

extension of this work in the future.

4.4.1 Expected First Times from White to Black

In these experiments, nlff, is kept constant and the effects of the node degree thresh-
old (di,,) and the network density over the expected white to black passage times are
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studied. In Fig. 4.6, the numerical results for the expected passage times are presented
using the logarithmic scale in the y-axis. Here, dy,, has been changed from 1 to 15 for
four different network densities, whereas the nlff . value is kept at N=46. The purpose
of setting niffn. to N is to observe the sole effects of d,, over the passage times, without

considering nlff ., since the nlff value cannot be greater than N-1 for dy,,. > 1 (i.e., all

states are considered as satisfying the nlff criteria).

In Fig. 4.6, for the same dy, value, the expected passage time is always smaller for
networks with high density than the sparse ones. In Table 4.2, P,, (P,,) has the same
value for different network densities, while P,, (P,,) decreases (increases) as the the
network becomes sparser and n,, increases. Hence, one can conclude that the probability
of link failure is the same for all networks while the probability of new link arrivals is
higher in denser networks and lowest in the sparsest. This result is intuitive since the

expected passage times will be high if the passage probability is low, and vice versa.

As dy,, increases, the expected passage time increases but the amount of increase is not
consistent for different network densities. This observation can be explained by the fact
that networks with different densities have different mean node degrees. In Fig. 4.6, as
dypy exceeds the mean node degree for a given network, the expected passage time grows
exponentially. For example, sparsest network with the mean node degree of N=1.5111
starts growing exponentially for dy,, > 2 while the same behavior starts for medium

density network with the mean node degree of N=6.0221 when d;,. > 6. For dense
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network, the mean node degree is N=13.5 and the exponential growth can not be observed

since the maximum dy,, value is 15.

4.4.2 Expected First Times from Black to White

Using the same parameters in Section 4.4.1, the effects of dy,, and the network density over
the expected black to white passage times are studied. In Fig. 4.7, for a given network,
the expected first time to change a node’s color from black to white decreases when dy,
increases. An exponential decline in the expected time is observed when d, is less than

the mean node degree for all networks. For example, except for dense network, the mean
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Figure 4.12: Analytic results of Tb(ntot, Nay, N) versus dy,, for different density networks
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node degrees are less than 7 for the three networks for which the expected times do not

decrease exponentially for 7 < dy,, < 15.

An interesting observation is that the expected first times for becoming white and black
for a given network are close when dy,, is around the mean node degree. In Fig. 4.8, the
expected time for becoming white (black) in dense network is represented by dense-w
(dense-b). Similarly, for medium density network, the expected time for becoming
white (black) is represented by medium-w (medium-b). The mean node degrees are 13.5
and 6.0221 for dense and medium density networks, respectively and T;, and T, have al-
most the same values when dy,, is 14 in dense network and 6 in medium density network.

Another observation from Fig. 4.8 is that it takes almost the same number of steps to
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Figure 4.13: Numerical results of Tb(nwt,n(w, N) for different dyp,,. and niff 4, values in

dense network

reach the mean number of active links for both dense and medium density networks.

We conducted preliminary simulation experiments for virtual backbone (VB) formation
and maintenance algorithms described in Section 4.3.1. The initial results showed that the
expected number of neighbors in a VB node is higher than the expected number of nodes
in nonVB node. Under this assumption, our analytic model predicts that the expected
times will be close for a VB (nonVB) node to become a nonVB (VB) (i.e., two adjacent

nodes cannot be VB at the same time, and hence one should become a nonVB node).
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Figure 4.15: Numerical results of Tb(ntot,n(w, N) for different dy,, and niff,,. values in

sparse network
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4.4.3 Effects of nlff

In these experiments, in addition to d;,, and the network density, the nlff value is also
varied to observe their combined effects over the expected first passage times. Table 4.3
presents the number of white and black states for different d;,,. and nlff,,,. values for

N=46.

In Figs. 4.9, 4.10, 4.11, and 4.12, the numerical results of the expected first passage
times for different dy;, and four different network densities are presented for nlff,,=0.1,
0.3, 0.5, and 1.0, respectively. We observe in Fig. 4.9 that, for nlff,,,=0.1, the expected

passage times are almost the same for different network densities when dy, < 3. In other
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words, the small value of niff;,,,=0.1 has little effect on the first passage times since the
number of black states will be small for different network densities. The same observation
is evident from Table 4.3 for the row corresponding to nlff;,,=0.1 (e.g., the number of

white and black states are 962 and 119 for dy;,,.=1, respectively).

As dy, increases, we observe that sparser networks have higher expected first passage
times compared to denser networks because sparse networks have smaller probability for
a new link arrival (i.e., P,,) than denser networks. A similar behavior can be observed

for different niff i, values shown in Figs. 4.10, 4.11, and 4.12.

Let us now consider the effects of increasing nlff,,, values for different d;, and network
densities in Figs. 4.13, 4.14, 4.15, and 4.16. Except for sparsest network in Fig. 4.16, the
expected first passage times have the highest values for nlff;,,=0.1 and dy, < 2 in all
networks. This is because in these cases the number of black states whose node degree is
close to the mean node degree is less than the number of black states in sparsest network
(recall that each nlff value is defined as the number of link failures normalized by its node
degree). This observation is also supported by the fact that the mean node degree for

sparsest network N (30,5,46) has a very small value of 1.51.

As dyp,, increases to the mean node degree of the corresponding network, the effect of
nlff i becomes more evident. After dy,,. becomes greater than the mean node degree,
the expected passage times have the smallest values for niff,,=0.1 and the highest for

nlff in-=46. For example, in Fig. 4.14, where the mean node degree is 6.0221 from Ta-
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Table 4.3: Number of white and black states for different dy,. and nlff . values, (n.,,n)

dthr:]~ dthr:2 dthr:3 dthr:4 dthr:5 dthr:10 dthr:15

nlff e=0.1 | (962,119) (963,118) (964,117) (965,116) (966,115) (971,110) (981,100)
nlff =03 | (818,263) (819,262) (820,261) (821,260) (823,258) (836,245) (857,224)
nlff ne=0.5 | (706,375) (707,374) (709,372) (711,370) (714,367) (735,346) (769,312)
nlff e=1.0 | (530,551) (532,549) (535,546) (539,542) (544,537) (584,497) (649,432)

nlff =46 | (46,1035)  (91,990)  (135,946) (178,903) (220,861) (415,666) (585,496)

ble 4.2, we observe this behavior when d;;, > 6.

4.5 Simulation Results

In our simulations, we place a mobile node on the center cell (0,0) while the remaining 45
nodes are distributed randomly on a geographic area partitioned into logical hexagonal
cells. Each mobile node roams randomly following the same discrete-time random walk
model described in Section 3.1. First, the mobile node located on the center cell (0,0) is
roamed randomly into one of its neighboring cells and the coordinates of this new cell is
set to (0,0), making the new cell as the new center cell. The remaining nodes roam based
on the random walk model. Note that if a node is close to the geographic boundaries (i.e.,
its distance from the center cell is n; ), there are less number of possible neighboring cells

due to bouncing back described in Fig. 4.1.

In the simulation results, the mean node degree for a mobile node located on the center
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cell (0,0) is observed and reported for 2 x 10° time units. The mean node degrees obtained
from the simulation experiments are 12.33, 5.68, 3.26, and 1.47, while the corresponding
mean node degrees obtained from our analytic model are 13.50, 6.02, 3.39 and 1.51 for
dense, medium density, sparse and sparsest networks, respectively. These simulation
results verify that our analytic models correctly capture the MANET behavior such that

the mean node degree decreases as the network density increases.

Using the same network scenarios, we measured the expected first times to reach different
dyn values. The sole effects of dyy,. over the passage times, without considering nlff i,
are observed. For a node located on the center cell, the intervals starting when this
node has a degree less than d;,, and ending when its degree is equal to or higher than
dype for the first time are measured for 2 x 10° time units. We then averaged these
intervals to find the expected first passage times. Fig. 4.17 shows the results measured
from simulation experiments and calculated from analytic model for medium density and
sparse networks. The simulation results support the numerical calculations from our
model especially around the mean node degree, where the expected first time increases

with dy,, in both cases.

The main difference between the numerical and simulation results stems from our ap-
proximation that, for all available links, we calculate only two probabilities namely, the
probability of remaining available and becoming unavailable in the next time unit. This

approximation was necessary to construct P2 with feasible number of states.
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Figure 4.17: Analytic and simulation results for the expected times vs. d,, in the medium

density network.

The difference between the numerical and simulation results increases when dyy,, is greater
than 10 for medium density network and 7 for sparse network; however, having a node
degree greater than 10 for medium density network and 7 for sparse network is not typical
since their mean degrees are 6.02 and 3.39, respectively. Therefore, the dy, range which
our analytic model accurately predicts the expected first times is around the mean node
degree. Note that the degrees which are very small or large compared to the mean node

degree are typically less of an interest for network designers.
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Chapter 5

Application to Controlled

Dissemination Filter

The Proactive Integrated Link Selection for Network Robustness (PILSNER) program at
Telcordia Technologies, Inc.! develops agent technologies that support automatic link se-
lection over different and widely varying transmission paths to bypass network congestion
and outages. To perform optimizations as the network changes dynamically, agents need
to rely on information that is dispersed in the network. The Integrated Link Selection
Agent (ILSA) architecture proposes that the data collected by the agents be published to

the nodal information service in the CougaarNode agent, which allows the local agents

T was a graduate co-op at Telcordia Technologies, Inc. when this work is done. Copyright © 2006

Telcordia Technologies, Inc.. All rights reserved.
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to share information organized according to a set of services: topology data, router data,
needline data, radio data, and policy data. The Controlled Dissemination Filter (CDF)
resides between the CougaarNode agent and the (future) WIN-T data distribution ser-
vice and provides an efficient data dissemination service [56, 57| for the ILSA agents. The

problem of optimal data dissemination can be divided into three main subproblems:

1. Data grouping is to combine the data types into a set of logical data groups (e.g.,
one group may be a link utilization data for a specific router). The challenge is to
determine the granularity and hence the number of diverse data groups to minimize

the overhead of data distribution.

2. Channelization is to find an optimal mapping of flows and data recipients to the
set of data distribution groups (e.g., multicast trees) for a set of information flows

and a fixed number of data distribution groups.

3. Filter placement is to define an optimal placement of filters at both the end nodes
and the intermediate nodes of a distribution tree given the sets of distribution trees,
each containing all members of a particular distribution group, and the filtering

rules at the source and the destinations.

One can interpret the above problems as finding an optimum between two nave ap-
proaches. The first approach would be to create a single data group, say CDF' data, build

a multicast tree that includes all the potential recipients in the group, and then perform
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all data filtering at end points. This would result in unnecessary data dissemination over-
head and hence wasted bandwidth. The second approach is to create a multicast tree
for every data type, which would lead to better bandwidth utilization, but would not
scale due to complexity and overhead of maintaining a large number of multicast groups.
The CDF uses both channelization and data filtering methods as complementary tools
for obtaining maximally efficient data dissemination mechanism which can be adapted to

application requirements.

In this study, new objective functions for the channelization approximation algorithms
are proposed, and both centralized and distributed sub-optimal and optimal algorithms
to perform filter placement in a polynomial time are developed. The CDF enhances a
data-dissemination transport service by offering an efficient filtering functionality such as
sifting, collection, aggregation, and scoping. Sifting, collection, and aggregation reduce
the amount of data that gets published and disseminated in the network, whereas scoping
function limits the set of nodes that receive a particular data object. All of the above
data filtering transformations can be applied to the same data in sequence, e.g., it should
be possible to disseminate only every fifth sample from an aggregated link-utilization for
an interface on the router, to achieve a flexible filtering capability. We also present the
CDF applications to the PILSNER Dynamic Domain Optimization Agent (DDOA) [40]
and Unicast Routing Control Agent (URCA) [35] and outline a path towards application

of Dynamic Survivable Resource Pooling (DSRP) [36] to further improve the CDF.
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5.1 Channelization

The channelization problems are NP-hard [1], and thus solvable only through an exhaus-
tive search or sub-optimal heuristics. The algorithms take as input a set of information
flows S originating from a source, a set of nodes U with CDF instances, a set of multicast
groups G, and the relevance matrix W = (w;;), where flow i € S and user j € U. The
output of these algorithms is the flow-to-group mapping defined as matrix X = (),
where i € S and m € G; and the user-to-group mapping defined as matrix ¥ = (y;m),

where j € U and m € G.

Input:

1. A set of information flows S at the source. An information flow is defined on a per
node per filter basis (i.e., multiple data objects that share the same filter can be
grouped together as one flow). To execute the algorithm, the CDF agent needs the
sets of flows at this source as vectors of flow information rates (Ay, A, ..., Ax) and

the corresponding scoping filters (Fyi, Fyo, ..., Fs).

2. A set of nodes U interested in a set of flows at the source.

3. A set of multicast groups G.

4. Network topology information per OSPF area. We assume that the full connectivity

matrix T'(R, L) available at the source.
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Output:

1. Channelization problem: Assignment of each information flow to one or more multi-
cast groups. Information flows are distributed through multicast groups, with each
flow being assigned to one or more multicast groups. The flow-to-group mapping is
defined as matrix X = (z,), where i € S and m € G. If flow ¢ is assigned to group

m, Tim = 1; T, = 0 otherwise.

2. Subscription subproblem: Assignment of each end user (i.e., the destination node
for a data flow) to one or more multicast groups. The user-to-group mapping is
defined as matrix Y = (y;,), where j € U and m € G. If a destination node j is

assigned to group m, y;m = 1; yjm = 0 otherwise.
Algorithm:

1. Based on the scoping filters and topology information, derive the relevance matrix
W = (w;;), where i € S and j € U. If a node v € U is among the destinations for

i, wi; = 1; w;; = 0 otherwise.

2. Define the objective function as:

C(X, Y) = W Z Z Z ximyjmdiji -+ wWo Z Z xzm)\z (51)

€S jeU meG meG ieS

where w; and wy are weights such that w; + wy = 1. The cost associated with

assigning user j to group m is proportional to the aggregate volume of CDF traffic
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that j will receive and the minimum distance dj,, to other members of the group:

dj, = min  SP(n;, ng) (5.2)

k#j/\ykmzl

Alternatively, d;,, can be defined as the average distance d,, from all users in mul-
ticast group m to the source s.

djm = d = (Y SP(s,ny))/|m| (5.3)

kyrm=1

The minimum-inclusion requirement is defined as minimizing C'(X,Y’) whereas the
no-false-exclusion requirement, for each ¢ € S and j € U, corresponds to the fol-

lowing constraint:

Z Tim X Yjm = Wij (5-4)

meG

. Choose the constrained or unconstrained version of mapping flows to multicast
groups. The unconstrained version allows each flow to be assigned to multiple
multicast groups and the constrained version requires that the multicast groups
form a partition of all the information flows, i.e., that each flow be assigned to only

one multicast group.

. The constrained subscription problem can be solved in linear time. To solve other
instances of these problems (unconstrained subscription, both constrained and un-
constrained channelizations), which are NP-hard, apply one of the heuristic proce-

dures defined in the literature (e.g., Adler et al. [1]).
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The choice of using constrained or unconstrained mappings is determined by the nature
of a problem or by considering a design tradeoff involving issues of system complex-
ity, efficiency, flexibility, requirements of data consistency, etc. For example, using the
constrained version of flow-to-group mapping instead of the unconstrained version may
sacrifice system efficiency. This would happen if, in the unconstrained version of the
channelization problem, the optimal configuration required that one flow be assigned to

multiple multicast groups.

To illustrate this issue, consider three information flows s;, ss, and s3 that are being
disseminated to users u; and us through multicast groups ¢g; and go. The rates are A\ = 1
and Ay = A3 = 100. User u; is supposed to receive flows s; and s, whereas user us, is to
receive flows s; and s3. In the unconstrained problem, the optimal solution is g; = s1, $o
and go = s1,83. Thus, u; and us need to be assigned only to ¢g; and g, respectively.
Both users receive only the relevant data with no need for end-point filtering. In the
constrained problem, however, the best solution is g = s1,s2 and g, = s3. User uy will
still receive only the relevant data, but us will receive unwanted traffic at the rate of 100,

which have to be filtered out.

To solve the channelization problem, we formulate several versions of the objective func-

tions and the constraints defined above.

1. Unconstrained Channelization Problem: It uses the original objective func-
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tion and the constraints defined above.

. Constrained Channelization Problem: The weights w; and w, are set to 1 and
0, respectively, and Y is defined as a function of X and W, to obtain the objective

function:

C(X,Y) = Z Z Z TimYjm (Tim, Wji)djm s (5.5)

i€S jeU meG

The value of y;,, becomes 1 when user j is interested in flow ¢ that belongs to

multicast group m (i.e., wj; = 1 and x;, = 1). We also add the following constraint:

(VieS)> mim=1 (5.6)

meG

. Unconstrained Subscription Problem: Matrix X is obtained separately by
using some heuristic methods, and the subscription is solved for each user j indi-

vidually to further simplify the objective function in Eq. 5.5:

€S meG

. Constrained Subscription Problem: The problem is defined similar to the

unconstrained version except that we add one more constraint:

(VieS)> mim=1 (5.8)

meG
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5.2 Filter Placement

The filter-placement algorithms require processing and reconciliation of filtering rules in
all nodes in a tree as well as explicit signaling among the nodes in the tree. The generic
version of the distributed filter placement algorithm, which runs at each node v of a

multicast tree, is described below.

Input:

1. The parent p and the children of a node in the multicast tree M = (V; E), with
vertex set V', edge set F C VaV, and an information flow 7 disseminated by the
source CDF s assigned to this multicast group. The set V' includes all nodes U

assigned to the multicast group plus the intermediate nodes in M.

2. For each v € V, sets of filters Fi(v) and F,.(v) that will be applied at v to transit (i.e.,
destined for v’s children nodes) and received (i.e., destined for v) traffic, respectively.
Initially, for each v € VU, F,.(v) = 0; and, for each v € V—s, F;(v) = 0. F,,(v) and
F,.(v) represent the active filter rules for received and transit traffic, respectively.

Sets Fi,(v) and F,,(v) are initially set to () for all nodes.

Output:

1. For each v € V, active sets of filters Fy,(v) and F,4(v)
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findFilterRule (at node v)

When F}(s) received from the parent p
ifveU
Find F,.(v) as the most restrictive superset of Fy.(v) U Fi(s)
F=F.(v)

When the updated F.(u) and Fi(u) are received from u=child(v)
if timer Tipiq not running, start Tepiq
Add F,(u) N Fi(u) to F

When T_.p;1q €xpires
Find the least restrictive subset of Fi(v)=Fi(v)NF
Send an updated F;(v) to the parent node
Send an updated F;(v) to the children

When F}(p) received from the parent p
Fra(v) = Fr(v) - Ft(p)
Fia(v) = Fy(v) — Fi(p)

When any rules are changed locally at v
Add new rule F,.(v) to F
Find the least restrictive subset of Fi(v) = Fy(v) N F
Send an updated F;(v) to the parent node
Send an updated F;(v) to the children

Algorithm:

Figure 5.1: Pseudocode for findFilterRule function at node v

The distributed version of the placement algorithms is executed per information flow at
each node in the tree. The execution at the source occurs any time the channelization
algorithm completes (i.e., after mapping the information flow to a multicast group), or

any time the filter rules at the source change, where the source will send its new filter
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rules toward the downstream nodes; the execution at other nodes is triggered whenever
a message with updated filters arrives from the children or the parent nodes. Each node
runs the event-driven algorithm that reacts to the following events: message from a child,
message from the parent, expiration of timers, and the reconfiguration of filtering rules
by the local ILSA agents. The filter placement algorithm shown in Fig. 5.1 calculates the

active filter rules at node v and has four main steps:

e wait for messages from all children nodes for a timeout period;

e calculate the least restrictive filter rules among the received filter rules from children;

e send the calculated filter rules to the parent; and

e modify the filter rules upon reception of a message from the parent.

The definitions of the least restrictive subset and the most restrictive superset in this
algorithm depend on the application data flow and its rate requirement (e.g., the least
restrictive subset is calculated by the modular operator for the sampling based on the
number of data points while it is calculated by the less than (<) operator for the deviation
based dissemination). The following two sections demonstrate two examples of the filter

placement implementations in more details.
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Figure 5.2: A multicast tree for a single source and multiple destinations

5.2.1 Sampling Based on Number of Data Points

We present an example to illustrate how our filter placement algorithm works on the mul-
ticast tree depicted in Fig. 5.2, where there are a single source s and multiple destinations
U = dy,ds,...,ds. Suppose that the source has a collection of the link utilization data
and disseminates this data after performing source filtering according to its filter rule,
Fi(s). In this case, the filter rule is based on the number of data points, e.g. the dissemi-
nation of a single data out of every n data objects. The filter rule (string, sift, sampling)
(integer, increment, 5) defines dissemination of one out of every 5 data objects; we will

use a shorthand notation of Fi(s) =5 to represent this rule.

Initially, the intermediate nodes ny, ns, ..., and ng do not have any filter while the desti-

nation nodes have their local filter rules, F,.(v) where v € U. Note that local filter rules
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F, (s)=10

| Filter rules for d,, ds, and dg |
i have a common divider 2

final filter
rules

Figure 5.3: Final filter rules for the sampling based on number of data points
should be decided based on the local network conditions (e.g., link utilizations, congestion
levels, etc.) together with application rate requirement. At the beginning, the algorithm
modifies the filter rules of the destination nodes according to the source filter rule since
a destination might ask for more data than the source can able to disseminate (e.g., due
to bandwidth limitation). The final goal is to place the filter rules into the intermediate
nodes so that unwanted data is filtered out at intermediate nodes of the multicast tree
before delivering to the final recipients (e.g., either each receiver node requires different
data rate or receiver’s data rate requirement is adapted according to local congestion
levels and available bandwidth conditions). Once the filter is placed into an intermediate
node, this same filter rule will be applied to all the outgoing links of this node (i.e., data

is multicasting).

Assume the following filter rules initially: Fy(s) = 10, F,.(dy) = 6, F,.(ds) = 20, F,(d3) = 5,
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F,(dy) = 20, F,(ds) = 40, and F,(dg) = 20. After updating F.(v) as the most restrictive
superset, of filters F,.(v) U Fi(s) for each v € V — s and applying the greatest common
divisor of source and destination filter rules, the updated filter rules at the destination
nodes become: Fi(s) = 10, F.(dy) = 1, F,.(dy) = 2, F.(ds) = 1, F.(dy) = 2, F,.(d5) = 4,
and F.(dg) = 2. At this stage, the source does filtering before sending the data; therefore,
the destination nodes update their filter rules by considering the source filter rule. The
greatest common divisor of Fi(s) = 10 and F,.(d2) = 20 is 2, therefore the updated filter
rule for (dy) becomes 2. The initial filter rule for (d;) is 6 which is less than the source filter
rule Fy(s) = 10, therefore F,.(d;) is set to 10 according to the most restrictive superset of
filters F.(dy) U Fi(s). After applying the greatest common divisor operator, the updated

filter rule becomes 1 for d;.

At the next stage the destination nodes propagate the filter rules toward the source;
meanwhile the intermediate nodes collect the propagated rules to decide their own rules,
which are further forwarded toward the source, recursively. After the first iteration:
Fi(ng) =2, F.(ds5) = 2, and F,(dg) = 1. After the second iteration: Fy(n3) =1, Fy(ny) =
2, Fi(ng) = 1, F.(dy) = 1, Fy(ng) = 1, and Fy(n7) = 2, F,.(dy) = 1. After the third
iteration: Fi(ny) = 1 and Fi(ny) = 1. The final filter rules for all the nodes in the

multicast tree are shown in Fig. 5.3.

Using the final filter rules in the multicast tree shown in Fig. 5.3, a source s disseminates

100 data objects to the destination nodes and the total bandwidth usage is calculated for
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three cases:

1. only source does filtering: 150;

2. all nodes in the tree run the filter placement and reduction algorithm and the same

filter is applied to all outgoing links of a particular node: 125;

3. optimum case where destinations receive only the required data objects (different

filters for each child in the tree) after source filtering performed: 92.5.

We assume that each data object consumes one unit of bandwidth when it is forwarded to
the next hop. The total bandwidth usage is 150 when only source does filtering whereas
it is 125 when our filter placement algorithm is used. When a different filter rule can be
applied for each child node in the tree, the total bandwidth usage can be further decreased
to 92.5 but the multicasting can not be used in this case (i.e., data should be unicasted
to each child node). Note that the amount of the CDF gain depends on the final filter
rules and the size of the multicast tree, where the final filter rules depend on initial filter
rules and the parent-children relations within the multicast tree. We propose methods
for how to set local filter rules based on the triplets of local congestion levels, available
bandwidths and application requirements for both the DDOA agent in Section 5.3 and
the URCA agent in Section 5.5. The methods for setting local filter rules will likely be

different for other agents depending on their applications’ data rate requirements.
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F, (dg)=0.5 final filter
rules

Figure 5.4: Final filter rules for the sampling based on deviation from the mean

5.2.2 Sampling Based on Deviation from Mean

The multicast tree shown in Fig. 5.2 is used to illustrate how our filter placement algo-
rithm works for the deviation-based data dissemination from a single source s to multiple
destinations U = d;,d>, ...,ds. Suppose that the source has a collection of the link uti-
lization data and disseminates this data using the deviation-based filter rule. The extra
filtering will be performed at the intermediate nodes before the data items are delivered
to their destination. In this case, the filter rule is deviation-based, e.g. the dissemination
of data when the value of the data item is different than the average data value by at
least a certain deviation constant. The filter rule (string, sift, sampling) (float, delta,
0.2) defines dissemination of a data if the link utilization deviates from the average link

utilization by at least 0.2; we use a shorthand notation of Fi(s) = 0.2 to represent this
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rule.

Assume the following filter rules initially: Fy(s) = 0.2, F.(dy) = 0.3, F.(d2) = 0.4,
F.(d3) = 0.6, F.(d4) = 0.2, F.(d5) = 0.1, and F,(ds) = 0.5. After updating F,(v) as
the most restrictive superset of filters F,.(v) U Fi(s) for each v € V — s, the filter rules
at the destination nodes become as follows: Fi(s) = 0.5, F,.(dy) = 0.3, F.(d2) = 0.4,
F.(d3) = 0.6, F.(dy) = 0.2, F.(d5) = 0.2, and F,(ds) = 0.5. Note that F,.(d5) was 0.1
before calculating the most restrictive superset of filters F,(ds)UF;(s). This is not possible
since the source node filters out a data sample whose deviation from the mean value is
less than 0.2 due to its available bandwidth conditions. Therefore, the updated filter rule
at node d5 should be at least 0.2. The final filter rules for all the nodes in the multicast

tree are shown in Fig. 5.4.

5.3 CDF Application to DDOA

The PILSNER program at Telcordia Technologies, Inc. proposes ILSA Dynamic Domain
Optimization Agent (DDOA) [40] to partition a large size network into smaller routing
domains for the scalability reason. Fig. 5.5 shows an example partition of a flat network
into OSPF areas by DDOA. There are five areas after the partitioning, where the Area
0 is the backbone connecting the other areas with each other. For example, Area 1

includes nodes 1, 2, 3, 4, 5, and 6 where nodes 5 and 6 are Area Border Router (ABR)
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O Area 2:7,8,9,10,11, 12,13

‘ Area 0: 5, 6, 10, 12, 14, 21, 22, 27

O Area 3: 14, 15, 16, 17, 18, 19, 20, 21
O Areal:1,2,3,4,5,6

O Area 4: 22, 23, 24, 25, 26, 27, 28

Figure 5.5: An example partition of a flat network into areas by DDOA agent (taken from

the DDOA design document of the PILSNER program at Telcordia Technologies, Inc.)
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nodes. Assume that node 6 is the primary ABR for the Area 1. We can classify the
data dissemination to be performed by the CDF into two types: intra-area and inter-
area dissemination. We will explain the procedure with example scenarios for the former
type of data dissemination in more detail below. The latter case will be similar to the
intra-area data dissemination in the sense that ABR nodes perform dissemination among
themselves using the Area 0 (i.e., backbone area). For example, for inter-area traffic from
node 2 in the Area 1 to node 17 in the Area 3, node 2 first delivers its data to node 6
(i.e., ABR node for the Area 1) using the intra-area dissemination mechanism within the
Area 1. And then node 6 will deliver this data to node 21 (i.e., ABR node for the Area
3) using the intra-area dissemination within the Area 0. Finally, node 21 will deliver the

data to its destination node 17 using the intra-area dissemination within the Area 3.

5.3.1 Dissemination Inside an Area

We further divide the data dissemination taking place inside the area for the DDOA
application into two categories: (i) dissemination from all nodes to all other nodes in the
area (all-to-all dissemination), and (i) dissemination from all nodes within the area to
only primary ABR of this area(all-to-one dissemination). As an example of the former
type, each node should disseminate through the CDF its ABR priority and a flag indicating
whether or not the node serves as an ABR (periodic dissemination). This data needs to

be received by all nodes within the area since each node asynchronously runs the DDOA

136



algorithm to decide its ABR role. As an example of the latter type, in the case where
a partitioning algorithm uses link loading as the metric to minimize, each DDOA agent
disseminates its traffic vector to the area lead, from which the lead DDOA assembles a

traffic matrix (deviation-based dissemination).

5.3.2 All-to-one Dissemination

In this case, all nodes inside a DDOA area (apart from primary ABR node) need to
disseminate their traffic matrix to the primary ABR node. A data-distribution tree,
whose root is the primary ABR, is formed such that all nodes within the DDOA area
are members of this tree. The deviation-based dissemination functionality of the CDF is
used for an efficient data dissemination of traffic vector of each node to the primary ABR
node. Each node maintains the current and mean traffic rate per destination node and
adapts their filter rules based on their local traffic and available bandwidth conditions.
The distributed filter placement algorithm running in each node yields the final filter rule
to be applied to the transit traffic in this particular node. When and if the deviation
between the current traffic rate and the mean traffic rate is less than the active filter rule

(i.e., the filter rule is the deviation constant), this data will be filtered out at this node.

Suppose that the node nsy disseminates its traffic vector to the primary ABR node ng in
Fig. 5.5. For example, ny, has the following initial traffic vector T3, where the first entry

(ny, 5.03, 4.70) means that the current traffic rate between ny and n; is 5.03 and the
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F,(n;)=0.4
Fi(n3)=0.2

F,(ng)=0.05

F, (ng)=0.05 F,(n,4)=0.05

F.(n,,)=0.25 F,(n,,)=0.35

Fr(ny,)=0.1 F.(n,5)=0.5

Figure 5.6: Initial filter rules for deviation-based dissemination

mean traffic rate between n, and nq is 4.70:

Ty = [(n1,5.03,4.70), (ns, 13.65, 13.81), (n4, 12.23,11.43), (ns, 11.34,12.21), (ng, 7.21,6.5),

(Tl?, 57 5)7 (n87 57 5)7 (n97 57 5)7 vy (n267 57 5)7 (n277 57 5)7 <n287 57 5)]

T, has a separate entry for each node in the other areas. However, the primary
ABR only needs the traffic matrix among the nodes within the area and all the
inter-area traffic is sent to the primary ABR node; therefore, the node no, will ag-
gregate its traffic vector by combining the entries belonging to other areas with
the entry belonging to the primary ABR node ng. After the aggregation is per-
formed, a new vector Ts,., to be sent to the primary ABR is as follows: T5,c, =

[(n1,5.03,4.70), (n3, 13.65, 13.81), (n4, 12.23,11.43), (ns, 11.34, 12.21), (ng, 117.21, 116.5)]
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F,(n,)=0.2

Fr (ns):0-2

F, (ng)=0.25 F,(n,5)=0.4

F,(n;)=0.5 F(n12)=0.5

F,(n;,)=0.25 F.(ng)=05

Figure 5.7: Final filter rules for deviation-based dissemination
Fig. 5.6 shows the initial filter rules for deviation-based dissemination obtained through
local traffic and bandwidth conditions. In this example, suppose that the node ni5 has a
severe congestion and therefore its filter rule (i.e., deviation constant) is set to 0.5. When
and if the deviation between the current traffic rate and the mean traffic rate is higher than
0.5, this data will be disseminated toward the upstream nodes. The higher the deviation
constant, the less number of traffic vector samples is disseminated. Each node adapts its
filter rule dynamically when its local traffic and available bandwidth conditions change.
The distributed filter placement algorithms running at the background continually may
converge to a new set of final filter rules whenever a change occurs in one of local filter

rules.

The filter placement algorithm calculates the highest filter rule from a data source to the
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Filter Rule (Sampling Rate)
I

Q.
Qe

0.2 0.4 0.6 0.8

Figure 5.8: Filter rules determined by average queue size

primary ABR node in a distributed way and this filter rule is placed into the data source
node. Fig. 5.7 shows the final filter rules calculated in this manner. The motivation
is to filter out a data sample, whose deviation is less than the active filter rule of the
data source (i.e., the highest deviation constant from a data source towards the primary
ABR), because otherwise this sample will be filtered out at one of intermediate nodes
due to their congestion levels (e.g., the case which the highest local filter rule is at one of
intermediate nodes rather than the data source). Filtering this sample at the data source
will prevent unnecessary bandwidth consumption which occurs during the delivery of this
sample to the intermediate node which has a higher local filter rule than the data source

(i.e., unnecessary bandwidth consumption when we do not use the CDF).
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Figure 5.9: Initial filter rules (sampling rates) obtained by average queue size

5.3.3 All-to-all Dissemination

For this case, each node disseminates its ABR priority and a flag indicating whether or
not the node serves as an ABR to all other nodes within the area. The dissemination
procedure for a single node will be described, where other nodes follow the same procedure.
For example, assume that the node nq is the primary ABR and the node ng is the source
node for the data dissemination in Fig. 5.9. The node ng first unicasts its data towards
the primary ABR ng by sending its data to the parent node ns and multicasts it to the
children nodes n1; and ni3. When the node n, receives the data from ng, it will further
disseminate the data to the primary ABR ngy and its children nodes ns and ny, where ny;

will further disseminate the data to its child node n;3. Since the node ng received the

141



Figure 5.10: Final filter rules for the sampling-based dissemination

data from ns, ng only disseminates the data towards n;. At the end of this procedure, all
nodes within the area will receive the data from ng without any duplication. The filtering

mechanism is used when the data is disseminated from a parent towards its children nodes.

Fig. 5.9 shows the initial filter rules, where local filter rules are determined by the maxi-
mum of average queue sizes of local links (e.g., the maximum average queue size for the
node nys5 is higher than the node ng; therefore the filter rule (sampling rate) for the node
ni5 is 4 while the filter rule for ng is 1. An example function which maps an average
queue size to its corresponding filter rule is shown in Fig. 5.8. When the average queue
size for a particular node changes, this node will adapt its filter rule dynamically. For

example, if the average queue size of the node n;5 decreases, the node n;; may change
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its filter rule from 4 to 2. Independent of the local filter rule assignment, each node runs
the distributed filter placement algorithm, which requires only local information exchange
between parent-children nodes, described in Section 5.2.1. Fig. 5.10 shows the final filter
rules. The data coming from the source node ny will be disseminated to children nodes

after applying these final filter rules.

5.4 CDF to DDOA Implementation

A CDF simulator, which shows the proof-of-concept implementation of the CDF, was
developed using the Java programming language with XML and XPATH libraries. The
simulator is shown in Fig. 5.11, where there are 16 CDF agents (i.e., default multicast
tree). The user can either select the default tree from the "topology” menu or enter its
own tree using the Node button which creates a new CDF agent when clicked. A commu-
nication link between two agents can be established (with parent-child relation) by the
mouse. Six CDF functions, which are shown under the Mode menu, are implemented,
where Sampling, Deviation and Averaging are from one source to multiple destinations
while Traffic vector is from multiple sources to a single destination (e.g., all-to-one dissem-
ination). The ABR Selection Traffic function corresponds to the all-to-all dissemination

inside a DDOA area.
Fig. 5.11 shows the deviation-based dissemination from one source (node 0) to multiple
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Figure 5.11: CDF simulator
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destinations. Three text-field columns are shown on the right side, where id, LFR and
AFR represent the node id, local and active filter rules, respectively. Note that LFRs are
input to the distributed filter placement algorithm and editable text-field, where the user
may change their values at any time. The AFR text-fields are initially not displayed and
their values are shown after the filter placement algorithm converges. For example, the
filter rule file in XML format is created at node 1 using the active filter rule value 0.3.
The source node 0 starts disseminating its data towards the downstream nodes after 30
time units passed. In each time unit, 100 data samples, where each sample is uniformly
distributed between 0 and 100, are created in the XML format and disseminated after
the source filter rule is applied to these data objects. The XPATHAPI eval function is
used to filter out the unwanted data samples dynamically. The Cumulative CDF' Benefit
plot on the left side shows the network-wide total bandwidth used with and without CDF
while the Individual CDF Benefit plot on the right side shows the total bandwidth used
with and without CDF when the data is delivered to node 12 (the individual benefit
can be displayed for any node by selecting the corresponding chart). Note that the total
bandwidth used without CDF is calculated after the source filtering and the incoming
data is filtered at nodes 2 (AFR=0.3) and 6 (AFR=0.4) before delivered to node 12.
Since the active filter rules 0.3 and 0.4 are relatively high, the CDF benefit for node 12 is

relatively high compared to the cumulative case.

In Fig. 5.12, the multicast tree, which consists of 7 CDF agents, is entered by the user. The
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Figure 5.12: CDF simulator
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CDF function is ABR Selection Traffic, where each node periodically disseminates its ABR
priority and a flag indicating whether or not the node serves as an ABR to all other nodes
inside this DDOA area (assume node 0 is the primary ABR node). Each node first unicasts
its data object to the primary ABR node, where data objects coming from different
sources are aggregated to an XML file to be further disseminated towards the downstream
nodes using the sampling-based dissemination. Each source node assigns its own sequence
number (SN) to its data object, where SN together with the modular operator is used
to apply the filter rule. For example, the primary ABR node will disseminate the data
objects if their sequence numbers are even since the active filter rule is 2.0 (i.e., SN mod
AFR = 0). Note that the local filter rules are determined by excluding the source filter
rule. For example, LFR for node 5 is 3.0, which means node 5 needs every 6th data

disseminated by any source node.

5.5 CDF Application to URCA

In this section, we present another CDF application for ILSA Unicast Routing Control
Agent (URCA), which involves finding a set of the OSPF link metrics that distributes
traffic evenly among links within the network, reroutes the traffic away from the congested
links, and utilizes the preferred routes. The choice is influenced by the network topology

and the traffic demand between each source and destination pair within the network. The
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goal is to find a set of link metrics that not only minimizes the possibility of congestion
across a link in the network but also works well across a wide range of varying network
conditions. During the operation, the network conditions may change due to several fac-
tors (e.g., soft and hard node/link failures, variations in traffic demand and link capacity,
and topology change due to addition/subtraction of node/link and mobility). Therefore,
the URCA agent should execute its algorithm periodically (or immediately in case there
is a sudden significant change) so that it recalculates its new link weights (hence its new

shortest path routes) according to new network conditions.

The URCA algoritm can run either in a distributed manner on each local URCA platform
or in a centralized manner on the lead URCA. In the former case, the local URCA
algorithm will continuously periodically monitor the local platform to determine whether
one of the events triggering the local URCA algorithm took place (i.e., local congestions)
and react locally to these events (e.g., changing local link weights). This approach does not
require information exchange among the platforms, which minimizes not only additional
signalling overhead but also response time to react the link congestion events. However,
the route change decided by the local URCA algorithm on the local platform may affect
the other parts of the network, where the local URCA algorithm on other platforms may

be triggered and the convergence to consistent link metrics may take a longer time.

In the centralized case, the lead URCA runs the global URCA algorithm to determine the

optimum link weights (hence corresponding shortest path routes) for the overall network.
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The centralized approach guarantees that the URCA algorithm converges to one set of
consistent link metrics. However, the URCA lead needs up-to-date network information
(e.g., traffic and capacity matrix) which increases not only the signaling overhead but
also the delay for reacting to the link congestion events. There are three components for
this delay: (i) dissemination of the traffic and capacity change information to the lead
URCA, (i) finding a new set of link metrics by the global URCA algorithm, and (7)
shortest path calculations using new link weights. Therefore, in the centralized version,
it is critical to provide accurate and up-to-date network information to the lead URCA
continually in order to decrease this delay (e.g., components (i) and (%i)) while the network
information dissemination should be performed in a controlled manner in order to decrease
the additional signaling overhead. CDF is responsible for efficient network information

dissemination to the URCA lead.

5.5.1 URCA Overview

The URCA lead obtains periodically the network information through the CDF and then
invoke a heuristic( [39]) to compute the OSPF link weights either adaptively according to
the received network information (e.g., detection of new link congestions) or periodically

(e.g., every 30 secs). The network information consists of:

(i) Traffic Demand: The aggregate traffic flowing between each source and destination

pair. If a significant change from the current value is detected, the traffic matrix is
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updated locally and the information is propagated to the URCA lead through the CDF.

(ii) Topology Information: The URCA algorithm needs the up-to-date network topology
(e.g., connectivity matrix). The URCA uses the network topology information dissemi-

nated through OSPF link state advertisements.

(111) Link Characteristics: Link characteristics such as availability, bandwidth, utilization,
and type and node mobility information need to be disseminated to the URCA lead
as well. The URCA heuristic attempts to divert traffic away from links that have low
availability and bandwidth to links that have higher availability and bandwidth. If a link
has consistently high utilization and mobility, the URCA algorithm should move traffic
away from this link to other links which have lower utilization and mobility. All these link
characteristics and node mobility is reflected to a single parameter called the normalized

link capacity.

The normalized link capacity of a link j is substituted for ¢; in computing the network

wide objective function ), f(w;/c;). f' represents the derivative of f which is defined
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as (Ref. [39]):

1, 0<w/g<1/3

3, 1/3<w/cq<2/3
10, 2/3 <w/e < 9/10
70, 9/10 <w/e <1
500, 1<wu/¢ <11/10

5000, 11/10 < /¢ < o0

\

where w; is the total load on the link [ (the total load is calculated by using traffic
demand and topology information) and ¢ is the normalized capacity of link [. f() is a
convex function that penalizes solutions that have heavily-loaded links. Next, the value of
wj is determined that minimizes f. Different values of w; are iterated and f is computed

for each iteration. The value of w; is chosen that minimizes f.

5.5.2 CDF Functionality for URCA

The relevant questions are that when is the URCA algorithm triggered at the lead node
and how accurate and frequent traffic, topology and capacity information are needed at
the lead URCA? When more samples of the network information were delivered to the lead
URCA, the global network information would be more accurate at the lead node but the
signaling overhead would increase correspondingly. The goal of the CDF is to minimize the

data dissemination overhead without jeopardizing the accuracy of the network information
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needed by the lead URCA. The other nodes do not know when the lead URCA executes
its global algorithm; therefore, the other nodes need to disseminate their traffic demand
(T') and link capacity (C) information continuously. In order to minimize the overhead,
new samples should be reported when there are significant deviations from the previously

disseminated samples.

Note that the proposed URCA algorithm executes only in case of high link utilization on
one or more link(s) (e.g., link utilization threshold may be 0.9) to remove the congestion (
even the URCA algorithm is invoked, it may not calculate new link weights if none of the
links is congested). Without CDF all local URCA nodes send the information to the lead
node even though the information may not be used by the lead URCA as none of the links
would exceed the URCA threshold. One task of the CDF is to disseminate traffic demand
and capacity information in a distributed and timely manner only when this information

is required at the lead URCA node thereby saving on unnecessary overhead.

To prevent delay from occurring when links are detected as congested and then sending
completely accurate T and C' information to the lead URCA, CDF provides continuous
information dissemination with lower frequency (i.e., higher deviation constant) even if
there is no congestion in any part of the network. Suppose that the deviation constants
for T"and C are represented by Ty, and Cy,,, respectively. The CDF changes dynamically
Ty and Cy,, according to the link utilization levels in order to adapt its dissemination

frequency. For example, if a link utilization on any link in the network independent of
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the multicast tree is 0.9 then T}, and Cy., might be set to 0.05 (a sample with a small
deviation will be disseminated); on the other hand, if the link utilization is around 0.6
then Ty, and Cy., might be set to 0.3. Depending on the characteristics of T and C' (their
short term variations), the number of samples for two cases might be very different (hence
the overhead might be very different). Note that all nodes disseminate their information
using the smallest deviation constant calculated by considering the most congested link
in the network and the distributed filter placement algorithm is used to propagate this
smallest deviation constant to all other nodes. The reason for this approach is that the
URCA algorithm is triggered when one or more links in the network get congested and
the complete and accurate T' and C' information from all nodes (i.e., not only from the

nodes whose links are congested) within the area are needed just before invoking the

global URCA algorithm at the URCA lead.

In Fig. 5.13, the node ng is the URCA lead and all other nodes in the multicast tree apart
from the URCA lead disseminate their traffic matrix to the lead URCA (e.g., there are
14*15=210 different source-destination pairs; hence, 210 different traffic demand items
need to be disseminated continuously). The deviation-based dissemination functionality
of the CDF is used for an efficient data dissemination of traffic demand matrix to the
lead URCA. Each node maintains the traffic demand rates (e.g., current and previously

disseminated rates) per destination node.

Fig. 5.13 shows the initial filter rules obtained through the maximum of local link utiliza-
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Figure 5.13: Initial filter rules (deviation constants) obtained from link utilizations
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Figure 5.14: Filter rules determined by link utilizations
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Figure 5.15: Final filter rules (deviation constants) obtained from link utilizations

tions for the deviation-based dissemination. In this example, the node n;5 has lower link
utilization and therefore its filter rule (i.e., deviation constant) is set to 0.5. When and if
the deviation between the current traffic rate and the previously disseminated traffic rate
is higher than 0.5, this data will be disseminated towards the URCA lead. An example
function, which maps a local link utilization to a local filter rule, is shown in Fig. 5.14.
The link utilization, which is between 0.8 and 0.9, sets the deviation constant to 0.1
whereas the link utilization, which is between 0.2 and 0.4, sets the deviation constant to
0.4 in Fig. 5.14. The higher the deviation constant is, the more the number of samples is

to be disseminated.

The distributed filter placement algorithm performs the following steps:
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1. Each node measures its outgoing links’ utilizations and determines its local filter

rule.

2. Each node propagates its minimum filter rule, which is calculated by using its local

and all recursive descendents’ filter rules, to its parent node.

3. When the smallest filter rule is reached to the URCA lead, it is disseminated towards

the downstream nodes.

Fig. 5.15 shows the final filter rules after the distributed filter placement algorithm con-
verges. Note that the smallest filter rule is 0.05 in Fig. 5.13; therefore, the distributed
filter placement algorithm places an active filter of 0.05 into all nodes of the multicast
tree. When and if the deviation between the current measured traffic rate and the pre-
viously disseminated traffic rate is higher than 0.05, the current measured traffic rate
information will be further disseminated, otherwise filtered out at each node. The dis-
semination frequency is higher in this case since the deviation constant 0.05 indicates that
the global URCA algorithm will be executed to divert traffic away from the congested
link(s); therefore, the accurate traffic demand matrix information is needed at the URCA

lead.
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5.6 CDF to URCA Implementation

A packet-based event-driven CDF simulator, which shows the proof-of-concept implemen-
tation of the CDF, was developed from the scratch using the Java programming language.
The simulator allows us to specify a network topology and the traffic demand matrix for
all source destination pairs. The simulator is shown in Fig. 5.16, where there are 15 CDF
agents. The default multicast tree, which is used for the CDF algorithms and traffic
vector dissemination, consists of dark links. Five bi-directional links between 1 and 2,
2 and 12, 6 and 11, 12 and 13, and 12 and 14 do not belong to this tree and are used
for the URCA routing purpose. The user can either select two default topologies from
the Topology menu or enter its own topology using the Node button which creates a new
CDF agent when clicked. A communication link between two agents can be established
(with parent-child relation) by the mouse. The black node 0 represents the URCA lead
agent which optimizes the shortest path routes among source-destination pairs by varying
OSPF link weights. The traffic vector and capacity information are input to the URCA

agent and disseminated by the CDF agents to the lead URCA periodically and efficiently.

Fig. 5.16 shows the deviation-based dissemination from the CDF agents to the lead URCA
(node 0). Three text-field columns are shown on the right side, where id, LFR and AFR
represent the node id, local and active filter rules, respectively. LFRs are input to the
distributed filter placement algorithm and determined by the local link utilization levels as

described in Section 5.5.2. For example, if one of the local link utilizations for a particular
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node is higher than 0.95, the LFR for this node is set to a lower value (e.g., 0.05). AFRs
are the output of the distributed filter placement algorithm (e.g., AFR are the same for

all nodes due to the URCA design requirement).

In our simulation experiments, the UDP flows are generated between each source-
destination pair according to the mean traffic rate (e.g., 1.10 Mbps) specified by the
user as an input to the simulator. For example, Fig. 5.17 shows the current traffic rate
between nodes 0 and 1, where the target mean traffic rate is 1.10 Mbps and the average
traffic rate generated by the simulator is reported as 1.113 Mbps. The generated traffic
consist of 64 Kbps UDP flows which indicates that there are 17 active UDP flows on
the average for the 1.10 Mbps traffic demand. Each flow consists of 40 packets, where
each packet contains 128 bytes of data payload. The flow arrivals are deterministic such
that after creating 40 packets from an active flow and a new flow is scheduled determin-
istically. The inter-packet arrivals within a flow are either exponentially distributed or

deterministic.

The user can change the following parameters before the simulation experiment: traffic
characteristic from the Traffic menu and dissemination interval from the Interval menu.
Traffic can be generated either by random or deterministic inter-packet arrivals within
a flow. The default dissemination interval is 12; it can be changed to either 6 or 24 to
observe the effects of dissemination interval on the results. This interval is also used

as a time window for calculating the traffic rate values based-on the measurements of
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Figure 5.17: Traffic rate from 0 to 1. The user specified mean traffic rate is 1.1 Mbps and

the average is calculated as 1.113 Mbps from the above plot.

outgoing traffic from this source to all other destinations. For example, the number of
bytes generated during this time window is counted and the traffic rate value is calculated
by dividing this sum of bytes to the time window. URCA needs a mean traffic value;
therefore we keep the running average of the traffic rate value, where the weight for
the current value is set to 0.3 while the previous running average value is weighted by
0.7. These samples are disseminated either using CDF (i.e., if the current traffic rate is
deviated from the previously disseminated value by at least the amount of active filter
rule) or without CDF (i.e., every sample calculated for each time window is disseminated).
The performance metrics are the dissemination overhead and the accuracy of URCA
algorithm (i.e., throughput) with and without CDF cases. We conjecture that the data
dissemination overhead is reduced using the CDF and the performance of the URCA is

not affected adversely from the CDF filtering.
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The connection between two nodes has a certain capacity and the packet is transmitted
from one node to another using this capacity information. Initially, each link capacity is
set to 30 Mbps, which is not adequate to carry all the traffic (i.e., this case represents the
existence of the congestion). The default simulation time is set to 1500 and all the link
capacities are changed to 50 Mbps when the simulation time is between 500 and 1000,
and 30 Mbps between 1000 and 1500. The reason is to observe the transient behavior
of the CDF during the transitions between congestion and non-congestion states in the
network. When the link capacities are 30 Mbps, the AFR is reported as 0.05 while the
link capacities are 50 Mbps, the AFR is 0.2. When the AFR is 0.2, the CDF overhead is
reduced considerably as shown in Fig. 5.16 (left plot). Note that during this period the
URCA agent is triggered (periodically) but it did not perform its optimization since there
is no congested link in the network. Therefore the dissemination overhead is reduced more

by setting LFR to higher values when no congestion is available in the network.

There are two queues for each node, one is for application traffic and the other one is
for CDF traffic such as traffic demand matrix and local CDF control packets (i.e., node
identifiers and filter rules). The CDF traffic have a strict priority over the application
traffic since it includes the critical information for network-optimization. Providing the
strict priority for the control packets helps to detect the network congestion promptly so

that the URCA optimization tool can be invoked earlier.

Each packet generated by a source node is transmitted using the shortest path routing
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until it reaches the destination node. The shortest path routes are calculated according
to the OSPF link weights. The URCA agent is triggered periodically with a period of
300, where it uses the traffic and capacity information delivered by CDF to optimize the
shortest path routes. The traffic is routed over the new shortest paths after the URCA
calculates new link weights. For example, after the URCA route optimization agent is
run, the traffic from node 11 to 1 is sent using two equal-cost paths when the time is

between 600 and 1250 (the right-side plot in Fig. 5.16).

We report the network-wide throughput and dissemination overhead for four different
combinations of CDF and URCA, where each can be ON or OFF. The throughput and
overhead are reported in two ways: one is the percentage of the network-wide delivered
traffic to the overall network-wide generated traffic (for throughput) and the second one
is the absolute value of the total consumed bandwidth (in bytes). The Network-wide
Results plot on the left side shows the network-wide throughput and overhead while the
Per Node Results plot on the right side shows the traffic rate between source-destination
pairs (the traffic rate between a source to any destination can be displayed by selecting
the corresponding destination chart after selecting the source node using the selectable
choice menu located under the Node button). 15-node simulation results are summarized

in Tables 5.1, 5.2, and 5.3.
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W/o CDF and w/o URCA

W/ CDF and w/ URCA

(Percentage)  (in bytes) | (Percentage)  (in bytes)
Overall Throughput 97.39 55,450,368 98.41 55,782,528
Dissemination Overhead 1.37 782,464 0.97 547,456
Hello Beacon Overhead 0 0 0.17 96,480
BW Usage for Application - 127,746,312 - 130,567,304
BW Usage for Dissemination - 1,198,976 - 784,160
BW Usage for Hello Beacon - 0 - 47,744

Table 5.1: 15-Node simulation results using time interval 12

W/o CDF and w/o URCA

W/ CDF and w/ URCA

(Percentage)  (in bytes) | (Percentage)  (in bytes)

Overall Throughput 97.53 55,114,144 98.18 55,239,296
Dissemination Overhead 0.71 403,232 0.28 157,184
Hello Beacon Overhead 0 0 0.09 52,128

BW Usage for Application - 126,211,336 - 127,732,648
BW Usage for Dissemination - 611,072 - 189,408
BW Usage for Hello Beacon - 0 - 25,984

Table 5.2: 15-Node simulation results using time interval 24
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W/o CDF and w/o URCA | W/ CDF and w/ URCA

(Percentage)  (in bytes) | (Percentage)  (in bytes)

Overall Throughput 97.18 55,948,320 98.02 55,928,352
Dissemination Overhead 2.56 1,472,544 1.67 953,120
Hello Beacon Overhead 0 0 0.30 169,952

BW Usage for Application - 128,667,593 - 129,785,761

BW Usage for Dissemination - 2,258,560 - 1,305,408
BW Usage for Hello Beacon - 0 - 84,960

Table 5.3: 15-Node simulation results using time interval 6

5.7 Application of DSRP in CDF Design

We also formulated an initial approach to exploiting the DSRP’s wirtual backbone (VB)

component to reduce the problem space. Additionally, the amount of processing and

signaling involved in the filter placement phase can also be reduced by utilizing VB.

Although the details still need to be designed in the future, the approach can be outlined

as follows.

Consider the network shown in Fig. 5.18. The source ng distributes data to a subset of

nodes, which may include some or all nodes ny through nyg. The channelization algorithm

executed at ng uses the interest matrix, whose number of columns may be as high as 26;

flow-to-group matrix X, whose number of columns is equal to the number of multicast

groups |G|, and user-to-group matrix Y, whose number of rows may be as high as 26.
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Figure 5.18: Virtual backbone structure

The parameter |G| increases as the number of nodes in the network grows.

Suppose that the following approach is used to reduce the problem space and the amount

of CDF traffic:

e A virtual backbone (VB) is formed as a connected dominating set and maintained

as the topology changes. The six shaded nodes become the members of the VB.

e The destination nodes send their interests in particular flows only to their Primary
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VB (PVB) nodes, e.g., nodes ns, ng, and ny; contact their PVB on node ny.

Each VB node sends the summarized interest of its subordinate nodes to the source’s
PVB, essentially acting as their proxy for data reception. This action may be
triggered by a query from the source’s VB relayed through the mesh of VB nodes.
At this stage, the source builds the interest matrix W for the interested VBs. The

size of W is reduced from as many as 26 columns to the maximum of 6.

The source runs the channelization algorithm to form the multicast groups. The
required number of multicast groups |G| can be now much smaller because it should
cover 6 instead of up to 26 members. Additionally, one dimension of matrices X

and Y is reduced from 26 to 6.

Using the output of the channelization algorithm, the source finds the VB nodes

for each multicast group (multiple multicast groups can be formed for a particular

flow).

The multicast tree is formed for each multicast group on top of the VB. Each VB-

based multicast tree is likely to be smaller than that built for the entire network.

Once the multicast tree has been formed, the users send their filter rules to their

PVB node.

The filter reduction and placement algorithm is run on a set of smaller VB-based

trees.
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e The data dissemination takes place from the source n0 to the leaf VB nodes (push
model), e.g., PVB on node njy will be the multicast destination for the actual

destination nodes ns, ng, and nqy.

e The end users ask their PVBs to relay data to them (pull model). They can switch
back and forth between ON and OFF state for data reception without impacting

the rest of the data dissemination process.
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Chapter 6

Distributed Robotics Testbed

Implementation

In a distributed robotics system, wireless connections among mobile robots can become
broken due to severe network stress, robot or link failures, and constant mobility in the sys-
tem. Typical applications of distributed robotics systems, such as real-time transactions,
disaster recovery, and search-and-rescue operations, include exchanging large amounts of
data among robots. As the wireless connections are frequently broken during a session,
the traditional abort-and-restart approach often results in long delays and puts a heavy

burden on end users for these applications.

System reliability can be achieved in different levels, from data transfer mechanisms in the
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transport and lower layers, where hardware, firmware or software units ensure successful
data transmission, to upper layers (above transport) where an application is desired to
continue its operation without (or with minimum) interruptions due to failures, mobility,
or QoS degradation. The reliable server pooling (RSP) [99, 100, 23, 66, 102] mechanism
is designed to deal with the reliability using the latter approach. For high level protocols
(above transport layer) the RSP framework proposed by the IETF is called the RSerPool
[99, 100]. Since RSerPool has been mainly targeted for wired networks, serious perfor-
mance problems have been found in the suggested protocols implementing the RSerPool
for MANETSs [102]. Dynamic survivable resource pooling (DSRP) [36, 37, 38] provides
survivable access to resources and services in mobile robotics networks. The PEs accessed
by PUs are pooled together for higher availability and failover. In the DSRP scheme, NSs
are placed on a virtual backbone (VB) [61]: a highly distributed, scalable, and survivable

network formed and maintained through one-hop beacons.

In distributed robotics framework, each robot that provides a service is a pool element
(PE) and the user that receives the service is a pool user (PU). In the DSRP, the Name
Servers (NSs) are responsible for maintaining PE pools, load balancing, and PE discov-
ery. The PU resolves the mapping from a server-pool handle to the addresses of PEs
registered in this pool by querying its NS. Under this scheme, whenever a PE fails, PUs
that utilize that PE should transparently switch over to another PE in the pool, possibly

migrating the session to the new PE [5, 94]. In this study, we present the implementa-
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tion of the DSRP framework, together with its architecture and protocols, in distributed
robotics environment. The robotic nodes are referred to as smart tiny auto-configurable
robots (STARs). In this adaptation of the DSRP, a pool of STARs is viewed as a single
service endpoint and therefore is able to provide reliable services for distributed robotics
applications. Then we introduce a search-and-rescue image retrieval application, as a
proof-of-concept for using DSRP successfully in a distributed robotics environment. New
analytic models are presented for calculating the expected time for an available wireless
link between the PU and a mobile PE robot to become unavailable. These models are

used to evaluate the performance of the proposed DSRP framework.

In Section 6.1, we describe the VB algorithms. Section 6.2 introduces DSRP in dis-
tributed robotics with its implementation in the FPGA-based system. In Section 6.3, we
present a search-and-rescue image retrieval application. Analytic models are presented
in Section 6.4. In Section 6.5, we present the measurement results obtained from our

distributed robotics testbed.

6.1 Virtual Backbone Algorithm

In the DSRP architecture the NSs are dynamically placed on a VB, and the set of NSs
change in response to network events. The NSs in VB constitute a dominating set (i.e.,

each node in the network is either a member of this set or is only one-hop away from a
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Figure 6.1: VB algorithm for finding the best color for a white node

member) and thus provides a fast name-resolution for a resource request.

In DSRP framework, autonomous nodes (1) form a VB by creating a mesh structure that
consists of stable nodes acting as service brokers and a subset of paths (also called virtual
links) connecting them; and (2) distribute service registrations, requests, and replies over
the VB in a controlled scope. There are three phases for forming and maintaining the
VB, namely backbone-node selection, mesh formation, and maintenance phases. These
phases are all accomplished by 1-hop lightweight hello beacons ( 50 bytes). A hello beacon
of a particular node includes id, degree, color, nlff, NS for this node. Degree is defined
as the total number of neighbors for a node. Color indicates a node’s role in VB: it is

either a NS (black), has another node as its NS (green), or not decided yet (white). The
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normalized link failure frequency (nlff ) is the number of link losses within a time-window

normalized by the number of total links at the end of the time-window.

During all three phases of the VB algorithm, nodes broadcast hello beacons periodically
which are received by only 1-hop neighbor nodes. Each node maintains a Network Infor-
mation Table (NIT) to keep track of neighbors’ degree, nlff, color, and NS. Upon receipt

of a hello beacon, each node updates its NIT information to be used by the VB algorithm.

A simplified version of the VB formation algorithm [61] is shown in Figs. 6.1, 6.2, and 6.3.
In this version the decisions of choosing backbone nodes are made solely on the node
degree. All nodes are initially white and go through the backbone-node selection phase
shown in Fig. 6.1. The role of a node changes in response to changing network topology.
To update the role of each node, the VB maintenance phase shown in Figs. 6.2 and 6.3
is deployed, where green and black nodes check their decisions periodically so that a

consistent VB is maintained.

As depicted in Fig. 6.1, a white node checks whether it has any black neighbor(s). In
case of a single black neighbor, this black node will be selected as the NS making the
white node turn into green. If there are multiple black neighbors, the best black neighbor
will be chosen as the NS. Nodes selected in the VB as NSs are preferred to have high
connectivity and stability. High connectivity is required to have a backbone size as small
as possible to reduce the communication overhead from forming and maintaining VB. The

duration of being a backbone node (stability of a backbone node) should be maximized
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Figure 6.2: VB algorithm for finding the best color for a green node

since the underlying network cannot function until a new backbone node is selected. High
connectivity is judged based on the number of neighbors, while the nlff metric is used to
indicate the node stability. In this simplified version, the best black (green, white) node is
defined as the node having the highest degree among the black (green, white) candidates.
If two nodes have the same degree, then the strict priority for being the best node will be
given to the node with the highest ID. If there is no black neighbor, then the white node
will check for white neighbors (including itself) and choose the best white node as its NS.
The same procedure of finding the best node will be repeated for green neighbors in case
there is no white neighbor. At the end of this phase, a white node will be either green or

black (except for the case that it has no neighbor).
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Since each node gives its decision autonomously, some conflicts may arise between a node’s
decision and its neighbors’ decisions. In these cases, the maintenance phase algorithms
shown in Figs. 6.2 and 6.3 will be used to resolve such conflicts among the neighbors.
Moreover, these algorithms reorganize a VB in response to topology changes due to the

node mobility or failures.

In Fig. 6.2, a green node checks the availability of its NS. If its NS is no longer available,
then the green node chooses another neighbor as its new NS by giving strict priority to

black nodes such that the best black neighbor will be selected as its NS.

Fig. 6.3 shows the VB algorithm for a black node (NS). If a black node is deserted by its
green nodes, it becomes a white node to be treated as if it were an undecided node. In
another situation, if a black node has a neighbor that is also a black node, it sends a hello
beacon to its green nodes indicating that it will change from black to green. This rule
eliminates any redundancy of VB nodes in a close proximity. All black and green nodes
that receive this message determine the best black node to assign as their NS so that only
one of the black nodes will remain as black. An example of forming a VB is shown in
Fig. 4.4. Each green node is numbered as x.y where x is the node identifier and y is its
NS. For example, the node numbered as 2.1 represents the node 2 whose NS is node 1.
In Fig. 4.4, node 5 has recently moved; therefore, node 1 rather than node 5 joins the VB
because it is more stable. Each node runs the VB formation algorithm autonomously,

and, after completing the selection phase, it immediately proceeds to the mesh formation
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and maintenance phases.

During the mesh formation, 2-hop or 3-hop virtual links are formed between the black
nodes using hello beacons. After the backbone selection phase, there are one or two green
nodes between each two black nodes. If there is one node (i.e., two hops), the green node
chooses one of the two black nodes as its NS. In this case, the black (VB) nodes have
enough information to communicate with each other as a result of receiving the green
node hello beacon including its NS. In Fig. 4.4, this case is illustrated by black nodes 1
and 6 communicating through green node 5, which chooses node 1 as its NS. If there are
two nodes (i.e., three hops), the green nodes recognize that they have different NSs, and
include this information in the hello beacon to their NSs. Consequently, the two NSs find

out about each other from the hello beacons from their respective green nodes, and know
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that they can communicate using these intermediate green nodes. This case is shown in

Fig. 4.4, where nodes 1 and 6 can also communicate through nodes 4 and 7.

Once the VB is formed, a server has to register with its NS. If it wants to register with
more NSs, then a multicast or broadcast mechanism is needed to distribute the registration
messages. Similarly, a client requests a service by contacting its NS. If the NS does not
have a registration for this service, then the service should be requested from other NSs

by multicasting or broadcasting.

6.2 DSRP in Distributed Robotics

We utilize the DSRP mechanism to create a reliable distributed robotics environment. An
example of such an environment is an earthquake rescue mission where hundreds of robots,
each equipped with cameras and/or some sensing capabilities are sent into a disaster site.
Typically, these mobile robots are required to autonomously disperse into the disaster
site, continuously taking pictures, measuring the level of CO2 in their spots, which can
give indication of human life, and similar tasks. The measurements taken by each robot
can then be processed by the robot, and, upon the request of a user, can regularly or
on-demand be sent to one or more collection points to be further processed. Each robot
is equipped with a low-power short-range wireless network interface, which only allows

direct communication with its immediate neighbors; the overall connectivity among the

176



robots that are far away from each other is provided over a mobile ad hoc (multihop)
wireless network. For this type of applications, it is crucial to provide the time-critical
reliable service to the collection point(s) so that the rescuers can determine whether there
are people who need help in this region. The DSRP architecture hence becomes a suitable

choice for providing high communication reliability in such environments.

Fig. 6.4 shows a possible DSRP usage scenario where 9 mobile robots sent to a disaster
region. They form three different reliable server pools, each with three robots. The three
robots in a given pool continuously take pictures of their surrounding, and then they
share the pictures among each other. This way, each robot has the same set of pictures
for different spots to be uploaded to the collection point. One of the PEs can save all
the pictures in one file or can stitch several pictures together based on geo-referenced
mosaicing [63], or can compress the pictures based on a defined quality-rate tradeoff.
This PE can then send the processed pictures to all other PEs in the pool so that PU
can utilize the PEs in the pool interchangeably. The robots discard the old pictures when
they receive the processed ones from the elected PE. When there are large numbers of
robots participating in a rescue mission, there can be multiple nodes elected (i.e., region
heads) to process the pictures. These region heads can communicate to coordinate their

efforts.

When the user at a collection point (i.e., the PU) would like to engage the service of

receiving processed pictures from the pool it invokes the DSRP mechanism for picture
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Figure 6.4: A simplified example of DSRP with 9 robots and 3 pools
collection. Transparent to the PU, the DSRP at the collection point selects one of the PEs
to download the processed pictures. In other words, the PU does not have any knowledge
of the PEs, but only requests a service from the DSRP pool. One of the PEs from the pool
will be assigned for providing the processed pictures to the PU. During the transmission,
if the connection error rate worsens due to mobility, interference or the lost connectivity,
DSRP automatically switches to one of the other PE robots in the pool and continues
to download the pictures from the point left from the previous PE. DSRP mechanism
accomplishes this fail-over transparent to the user at the collection point. DSRP will
then remove the unavailable robot from the pool list, sharing this information with the
other PE robots in the pool. When the robot, which left the pool, returns back to the

pool area or the communication obstruction is no longer there, it will be added into the
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pool membership list as one of the potential PEs.

Fig. 6.5 shows the architecture of our distributed robotic nodes, referred to as STAR,
which implement the DSRP mechanism. The STAR nodes are built on Xilinx ML310
development boards powered by Virtex-II Pro FPGA device which have two on-chip 400
MHz embedded IBM PowerPC 405 (PPC405) processor cores [107]. The processors run
Wind River VxWorks 5.5 Real Time Operating System (RTOS) [105] which provides de-
terministic timing required for time sensitive applications, as well as a small foot print
suitable for embedded systems. Wind River also provides a built-in communication pro-

tocol stack.

The design employs a processor-centric architecture, where one PPC405 core is used to
realize vision functions, another one is used for control and communication, and the
FPGA fabric is used for custom logic and interfaces. The blocks inside the FPGA device
consist of Xilinx Intellectual Property (IP) Cores and user IP cores. The Xilinx IP cores
enable us to use pre-verified, pre-optimized design blocks to implement commonly used
functions such as memory management, PCI bus, UART, and JTAG interfaces, thus
facilitate the design procedure. The hardware flexibility of FPGA also enables us to design
on-chip custom circuit (user IP) for Pulse Width Modulation (PWM) and quadrature
encoder modules used to drive motors and thus provide the mobility to STAR nodes.
The PPC405 processor cores interconnected on-chip with other re-programmable IP cores

through the IBM CoreConnectTM bus architecture which consists of a high-speed PLB
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Figure 6.5: Block diagram of FPGA-based STAR architecture

(Processor Local Bus), a general-purpose OPB (On-chip Peripheral Bus), a bus bridge,
and two arbiters. The function blocks outside the FPGA chip but within the ML310 board
represent the hardware circuit and on-board connectors for interfacing with peripherals
and devices, such as compact flash memory, motors, cameras, and wireless communication

card.

For the wireless communication module, we currently use the existing resource at the
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ML310 board and use the PCI card to establish the wireless communication. For inter-
robot communications and for communications between the robots and the collection
points several alternatives are possible ranging from a low-power short-range communi-
cation technology, such as Bluetooth [45], to a high-power long-range technology such
as the IEEE 802.11 wireless LAN [27] protocol. Bluetooth’s key features are low com-
plexity, low power and low cost, which operates in the unlicensed ISM band at 2.4GHz,
avoiding interference from other signals by hopping to a new frequency after transmitting
or receiving a packet. To the best of our knowledge, there is no industry-wide standard
hardware and protocol stack currently available to be utilized as a multihop routing mech-
anism for either Bluetooth or IEEE 802.15.4 in mature embedded platforms such as Xilinx
ML310 [107]. For these reasons, we use the IEEE 802.11 wireless LAN protocol for the
wireless communication among the robots, in spite of its disadvantages such as relatively
larger size and higher power consumption. The current testbed implementation only sup-
ports one-hop communication among the mobile robots. We will extend the geographical
coverage of our testbed using multihop routing such as Ad hoc On-Demand Distance Vec-
tor (AODV) [19]. As Bluetooth hardware providing a multihop communication becomes
commercially available, we plan to investigate utilizing the price and low consumption

features of Bluetooth for communication among the robots.

Fig. 6.6 illustrates an overview of our network protocol stack. In our current design,

the VB and DSRP mechanisms are implemented as a sublayer between the transport
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and the application layers. All VB and DSRP control messages are transported over
User Datagram Protocol (UDP) since these control messages are broadcasted and the
UDP is more suitable for this purpose. The application messages are also transported
over UDP since the dynamics of Transmission Control Protocol (TCP) is not suitable for
the image retrieval application (e.g., the image retrieval application can tolerate packet
lost but can not tolerate long delays). As reliability of the periodic control messages
is mandatory for the success of the VB formation and DSRP service registrations and
requests, we added a TCP-like retransmission mechanism to make sure that the packet is
delivered to the destination node which is in the communication range. Unlike TCP, our
retransmission mechanism does not include a complex rate control and is controlled by
the DSRP mechanism (i.e., the UDP is used as it is but the upper layer provides reliable

delivery).

6.3 Image Retrieval Application

To illustrate DSRP capabilities to achieve reliable and survivable service delivery in dis-
tributed robotics, a proof-of-concept for a search-and-rescue application described in Sec-

tion IIT is implemented in our FPGA-based robotics system.

Fig. 6.7 shows the high level steps of this image retrieval application. Each PE, imple-

mented using Xilinx ML310 FPGA board, runs the DSRP program, as shown in Fig.6.6,
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Figure 6.6: Network protocol stack implementing DSRP
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Figure 6.7: Image retrieval application
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written in C4++ using Wind River VxWorks 5.5 real-time operating system. To demon-
strate the feasibility of using DSRP mechanism, first an image retrieval application is
started by the PU at the collection point using one of the PEs (PE1 in Fig. 6.7). Then
the communication between the PU at the collection point and PE1 is disrupted, em-
ulating an obstacle. As part of the reliable and survivable service, the image retrieval
application continues to download images using another pool member (PE2 in Fig. 6.7)

without re-starting the application.

In this implementation, first the VB is formed, NS is found, and the PEs register to the

NS. Then the image retrieval application using DSRP proceeds as follows:

1. PEs take pictures and upload them to NS

2. NS combined the pictures into a single file

3. NS sends the compressed file to PEs

4. PU requests a list of PEs

5. PU gets a list of PEs

6. PU starts downloading from PE1

7. The link between PU and PE1 is broken (implemented by blocking the packets

between PE1 and PU)

8. PU switches over to PE2 and downloads the remaining part of the compressed file
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Figure 6.9: Stitched images form a panoramic view of the rescue site

Fig. 6.8 shows the individual pictures taken by the PE robots that represent the STAR
nodes, each with a partial view of the scene. The PU can form a panoramic view of
the scene only after receiving the pictures taken by all three PEs in the pool. If DSRP
mechanism was not used in this example, either the downloading will be restarted several
times, depending on the mobility of the PE robots in the scene or the obstructions in
the field that prevent wireless communications. Another significant advantage of DSRP
is the ability for a PU to select the best PE satisfying the QoS requirements. Otherwise,
the PE with the worst connection to the PU will constitute a bottleneck for the entire

application.

In our example, the panoramic view formed by the PU combining the pictures received
from the image retrieval pool is shown in Fig. 6.9. A commercial image stitching soft-

ware [33] is used in the PU to construct this panoramic view.
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Figure 6.10: Hexagonal geographic area with 1 NS, 1 PU, and 8 mobile PEs

6.4 Analytic Models

In a discrete-time random walk model, we introduced new models to predict the state of
a wireless link between two nodes in MANETSs in Chapters 3 and 4, where an element
of a state transition matrix represents the probability to transit from one link state to
another within one time unit. Here, we adapt our earlier generic MANET models to an

image retrieval application in distributed robotics systems.

In our approach, all PEs are mobile and follow the discrete-time random walk mobility

186



(x,y+1)

TDl (x+1y)
XN, [2,y40,, [2+2> (x-1,y+1) D2
............. >
W/ E R X RS o6 b
X
................... <X+Ny /2+1,y+n, /2+1>
.................... (x-1y) PE D3
..................... D5

SN2 Lyng /2> e[ JDA{ (x+1,y-1)

(X!Y'l)

Figure 6.11: Link state change

model while a single PU is static and link availability from this PU to any mobile PE
is calculated. For example, a PE can move into six different directions within a certain
geographic area which is partitioned into logical hexagonal cells (Fig. 6.10), where n;y
determines the network size (i.e., the radius of the hexagonal area in terms of layers). A
coordinate pair (x,y) is assigned to each hexagonal cell similar to the cartesian coordinate
system (i.e., the coordinates of the center cell is (0,0)). A vector representing a wireless
link between a static PU and a mobile PE is called a state. In Fig. 6.11, for a PU in location
(—nyot/2 — 1, —nypr /2 — 1) and a mobile PE in location (x,y), the link state between these
nodes is < x4+ ny/2+ 1,y + nyor /2 4+ 1 > (e, <z — (—nyo /2 — 1),y — (—nyer /2 — 1) >).
A random walk model is applied to formulate how a wireless link changes states, where
PE moves into one of its six neighbor cells with probability of 1/6 for each direction after

one time unit (i.e., discrete-time random walk). For example, if a PE moves into the
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neighboring cell in the direction of D4, the wireless link state between these nodes will
be < &+ Nyor/2 + 1,y + Nyot/2 > in the next time unit. However, if a PE moves into the
direction of D6, the wireless link state < x,y > will become < 41y /2,y + nyor /2 +2 >.
If a PE is located in one of the boundary cells, there is less than six possible neighboring
cells (i.e., a PE can move only within a given geographic area) and this fact is taken into
account during the construction of the link state transition matrix M, where each element
M; ; represents the probability to transit from the i-th to the j-th link state within one

time unit.

Inputs: z,y
Outputs: Lz,

function [L, ,| = findLayer(z,y)

if (x<0&y<0)|(x>=0&y>=0)){
z. = max(abs(z), abs(y))

Ye = min(abs(x), abs(y))

else {
z. = max(abs(z + y),min(abs(x), abs(y)))

1

2

3

4
5}
6

7

8 Yo = min(abs(z + y),min(abs(x), abs(y)))
9

}
10 Lgy=Te+ Ye
11 end

Figure 6.12: Pseudocode for findLayer function

The transmission range of the PU, currently resident in cell (—ny/2 — 1, —nye/2 — 1),
will be modeled by the number of layers that it can reach. A wireless link state from

the PU to a mobile PE is available if L,, < n,,, otherwise it is unavailable, where L, ,
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represents the corresponding length, in terms of layers, of a link state < z,y > and ny,
represents the maximum number of layers for the communication range. L, , is calculated
using the findLayer function given in Fig. 6.12. For example, if n;,; and n,, are equal
to 4 in Fig. 6.12 (ny and ng, are the same due to the negative coordinates), the link
state between the PU and PFEg is available (i.e., this link state is < 3,—1 >, where
L(3,—1) = 3 < ng = 4) whereas the link state between the PU and PFE, is unavailable

(i.e., this link state is < —1,6 >, where L(—1,6) =6 > ng, = 4).

A link state from the PU to a mobile PE changes with PE’s random movements, and
hence the availability and unavailability of this link may switch from one to another. The
expected time it takes for a node to change its status from available to unavailable (or vice
versa) provides a valuable intermediate result to be used for determining the download
completion time for the image retrieval types of applications. The first passage time
analysis is applied to M for calculating two important metrics: (i) the expected first time
that an available link becomes unavailable, and (i) the expected time that an unavailable
link becomes available. If the DSRP mechanism is utilized, the PU downloads 8 pictures
from 8 PEs if at least one PE is within one-hop communication range of the PU (i.e., at
least one link is available from PU to PEs). If the DSRP is not used, all 8 PEs must be
within the communication range of the PU at some point in time until their pictures are
downloaded individually (only one-hop communication is possible). Our analytic models

can be used to evaluate these types of applications, where a PU downloads the pictures
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from PEs with and without using DSRP.

6.4.1 First passage time from available link to unavailable

First, we assume that the states of M partitioned into available and unavailable states:

Ma,a Ma,u
M —

My, M,,

where a and u are respectively the subsets of available and unavailable states; let the
numbers of states in these subsets be respectively n, and n,. Here M, , is the square
matrix of order n, obtained from M by deleting the rows and columns that correspond

to the states in u.

We seek to compute the expected time to move from available states to any unavailable
state for the first time. Therefore, all the unavailable states of M can be aggregated into

a single unavailable state by modifying the associated probabilities as follows:

M,, M, e
K =
_ T _ T
Tl Mua ey Muue

where e is a column vector of ones with appropriate length. The number of states in
M is n, + n, before the state aggregation while the number of states is n, + 1 in the

modified version of M. This aggregation of states will alleviate the cost of calculating the
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expected time, and hence result in a computationally efficient algorithm even for large
number of states for realistic distributed robotics systems. Using the algorithm given in
Ref. [28], the mean first passage time from an available state i,, to the unavailable state
Ing+1 1S fi(i),inaﬂ' Let p is the stationary vector of M and be partitioned conformally
as in p = (pupu), where p, and p, are the subvectors of p associated with available
and unavailable states, respectively. The expected time that an available link becomes

unavailable:

Tumw = pa(zm) X f(l) (61)

where p,(i,,) is the probability that the available link state is i, initially for 1 < m < n,
and ||p,||1 normalizes the length of the subvector p, to 1. Here, there are n, different
available link states (i.e., i,,) and fi(i),inﬁ | is most likely different for each 4,,. Therefore,
the weighted average of the expected first times moving from available link states to any

unavailable link state for particular network parameters is calculated by considering the

steady state distributions of available states in Eq. (6.1).

6.4.2 First passage time from unavailable link to available

In this case, the expected first time moving from unavailable link states to an available
link state is calculated. For M which partitioned into available and unavailable link
states, we combine all available link states into a single available state and apply the first
passage time analysis on the modified M for calculating the expected time to move from
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Table 6.1: Expected times that available and unavailable link becomes unavailable (T4,)

and available (T, ), respectively, for different n, values

Tot 4 6 8 10 12 14 16 18 20 22
Tunaw 825 1940 34.97 5498  79.40 108.24 141.49 179.15 221.22 267.71

Tew 37.09 61.96 93.48 131.60 176.29 227.54 285.35 349.70 420.61 498.06

Nitot 24 26 28 30 32 34 36 38 40

Tunav 318.60 373.90 433.61 497.72 566.25 639.18 716.52 798.26  884.41

T,  582.06 672.61 769.70 873.34 983.52 1100.25 1223.52 1353.34 1489.70

unavailable link states to an available link state for the first time. The modified M has
n, + 1 states. Using the algorithm given in Ref. [28], the mean first passage time from

an unavailable state 7,, to the available state i, is f, W (i.e., all available states are

imainu+1

represented by the available state i,,,1). Then, the expected time that an unavailable

link state becomes available:

Ny

Tav - pU(Zm) X 1)

1 ||pu||1 i""’inu“'l

(6.2)

where p,(i,,) is the probability that the unavailable link state is i, initially for 1 < m < n,

and ||p,|/1 normalizes the length of the subvector p, to 1.
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Figure 6.13: Numerical results of Ty, and Tynq. for different ng, values

6.4.3 Numerical Results

In this section, we provide numerical results for characterizing Tav(ntot, Nay) (the expected
first time that an wnavailable link becomes available) and T e (Nior, Nay) (the expected
first time that an awvailable link becomes wunavailable). T, and Tynaw are shown for
different n;; values in Table 6.1 and Fig. 6.13, where the numerical results for the expected
passage times are presented using the logarithmic scale in the y-axis. Here, ns,; has
been changed from 4 to 40 for even numbers, whereas the n,, value is set to n,, for all

experiments.

The results show that the expected passage times heavily depend on the network size
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(i.e., ngt), where both T,, and T, increases by the network size. For example, from
Table 6.1, T,, values are 131.60, 420.61, and 1489.70 whereas T4 are 54.98, 221.22,

and 884.41 for ny, values of 10, 20, and 40, respectively.

Fig. 6.13 shows that T, is always higher than T, for all n,,; values. This behavior
can be explained by the fact that the number of unavailable link states is always higher
than the number of available states for any n;, value in Fig. 6.10. The probability
of remaining unavailable is higher for an unavailable link state than the probability of
remaining available for an available link state due to the number of desired link states in
both cases (e.g., the desired states are unavailable links for an initially unavailable link
and available links for an initially available link). Therefore, it is expected that moving
from an unavailable link state to available takes longer than moving from an available
link state to unavailable. The ratio of T,, to Tynq, decreases when ny, increases (i.e., the
ratio is greater than 4 when n,,; = 4 whereas it is less than 2 when n;,; = 40). This result
can be explained by the fact that the ratio of the number of available link states to the

number of unavailable link states changes when n;,; changes.

6.5 Testbed Measurements

We implemented the DSRP framework, together with its architecture and protocols, in a

distributed robotics environment at the City College of the City University of New York
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(CCNY). The current testbed implementation includes a total of 22 nodes emulating real-
life mobile robots, where two nodes are FPGA boards and the remaining ones are laptop
and desktop PCs. The measurements collected from the testbed confirm that the DSRP

framework significantly improve the system reliability for the image retrieval application.

The image retrieval application uses two algorithms:

(i) Using DSRP: To improve the system reliability of an image retrieval application
in distributed robotics environment as described in Section 6.3, the same compressed file
containing all pictures from all PEs is created in each PE. The PU starts downloading
the compressed file from the best PE among its PE neighbors. The optimal allocation
of the pooled servers is studied in [58]. In our study, the best PE is defined as the PE
having the closest distance to the PU since all the wireless cards are equipped with the
same capabilities. If the wireless cards have different capabilities, the PE providing the
highest bandwidth can be selected as the best PE. Whenever the selected PE moves away
from the PU’s communication range, the PU will switch over transparently to another
PE if there is one. The most significant two advantages for using DSRP in this types
of image retrieval applications are: (i) using the best PE for downloading to the PU,
which eliminates the waiting time for the bottleneck PE since all pictures are needed for a
panoramic view of the disaster site, and (7i) significantly increasing the system reliability

by creating a pool of the PEs that can upload the same compressed file.

(ii) Without using DSRP: In this case, the PU downloads the picture file of a PE
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when this PE is within its communication range. The downloading task is complete when
all the picture files from all PEs are downloaded individually. This case requires that
each PE should be within the PU’s communication range for at least the amount of time

necessary for downloading an individual picture file.

An instant of our mobile testbed topology is shown in Fig. 6.14, where one static NS (e.g.,
a laptop) is located in the center, one static PU (e.g., a desktop) is located in the left
corner, and eight mobile PEs (e.g., laptops, desktops, and FPGA boards) are distributed
randomly over the given geographic area. The virtual locations of these nodes are assigned
from the hexagonal network shown in Fig. 6.10, where the center cell is (0,0), the PU’s
location is (—n¢et/2 — 1, =40t /2 — 1), and each PE’s location is randomly selected as one
from the cells within this area. In this configuration, NS has always direct communication
to all PEs whereas PU is not within the NS’s communication range. A mobile PE has
an active communication with the PU only if the distance between them is within the
communication range. For example, in the instant of our mobile testbed topology shown
in Fig. 6.14, PU can only directly communicate with PE2. The PE mobility is realized
by roaming PEs randomly following the discrete-time random walk model described in
Section 6.4 (Fig. 6.11). Depending on the distance between the PU and a PE, the wireless

communication between these two nodes is either enabled or disabled.
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Figure 6.14: An instant of CCNY mobile testbed topology with one NS, one PU, and

eight PEs

6.6 Testbed Measurements and Interpretations

In our experiments, we measure the download completion times for the cases with and
without the DSRP. The download completion time is defined as the interval starting when
the PU sends its request for the set of picture files and ending at the completion of the
downloading. The download completion times are obtained for different speeds, network

sizes, number of PEs, and data payload sizes.
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Table 6.2: Pool setup times for DSRP (Each file size is 28K)

Number of PEs 1 2 4 6 8

Pool setup times (seconds) 62 95 152 227 289

6.6.1 Pool Setup Times

Table 6.2 shows the pool setup times for the DSRP case, where it takes longer to create
the PE pool when the number of PEs is higher. For example, the pool setup time is 152
seconds for 4 PEs whereas it takes 289 seconds to setup the pool for 8 PEs. This result
is expected since the compressed file contains the number of picture files as many as the
number of PEs (i.e., the compressed file size is larger when the pool have larger number
of PEs). Another observation is that, when each individual file size increases, the pool
setup time for the same number of PEs increases. For example, for the DSRP mechanism
with 8 PEs, the pool setup time is 289 seconds when each file size is 28K whereas it takes

791 and 1106 seconds for 70K and 100K, respectively.

6.6.2 Download Completion Time with and without DSRP

The download completion times for the cases with and without DSRP are shown in
Fig. 6.15, where the PU downloaded the same compressed file 85 times using these two
methods. There are high variations among the download completion times for the case

without DSRP, whereas the download time remains steady with the DSRP. The reason
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Figure 6.15: Download completion time (seconds) with and without DSRP

for large differences in the completion time in the cases without DSRP is that all PEs
at some point are required to be within the PU’s communication range to complete the
download task. Since the initial PE locations and their movement patterns are randomly
selected, it may take a long time for a PE to be within the PU’s communication range

and, therefore the download completion time can be high.

The mean completion times (i.e., the mean result of 85 experiments) are 664.8 and 714.2
seconds for the case with and without DSRP, respectively. The mean completion time for
the DSRP cases includes the pool setup time, which is 289 seconds. For an image retrieval
application, where a set of updated pictures is needed periodically, the DSRP mechanism
will setup a new pool with updated pictures simultaneously as the PU is downloading the

current pool’s compressed file. Hence, the presented results are an upper bound for the

DSRP cases.
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Figure 6.17: Speed effect on mean download completion time (seconds) from 20 experi-

ments with and without DSRP for n;,;=20

6.6.3 Effect of Mobility

In this section, the effect of the PE speeds on the mean download completion time over 20

repeated experiments is measured for three different movement intervals, namely M =0.25,
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0.5, and, 1.0. One single movement of a PE represents a movement from PE’s current
cell to one of the neighboring cells according to the random walk described in Section 6.4
(Fig. 6.11). M = 0.25 means that a PE moves to the neighboring cell in 0.25 seconds,
which implies that four such movements are done within one second time interval. Simi-

larly, M=1.0 represents the case of PEs moving four times slower than the case of M=0.25.

We observe that, without DSRP, the PU completion time is directly proportional to their
speeds. For example, in Fig. 6.16, for PEs with M=0.25 (i.e., faster PEs), the downloading
takes 699.6 seconds, whereas it takes 1987.2 seconds for PEs with M=1.0 (i.e., slower PEs).
This observation is expected since faster (slower) moving PEs will be more (less) likely

to come back to the PU’s range (i.e., one-hop connectivity) after they loose connectivity

with the PU.

With the DSRP, we observe a very different behavior. The first observation is that
the system performance is much improved compared to the case without the DSRP. In
addition, we do not observe a significant difference in system performance due to different
PE speeds as was the case without the DSRP. Fig. 6.16 shows that all PEs with different
speeds complete the task within 665.5 seconds. In other words, it takes almost the same

amount of time to complete the download for all PEs regardless of their speeds.

Both observations are direct results of the DSRP mechanism which allows that even if one
PE is within the range of the PU, the downloading task can proceed. These measurements

clearly illustrate that the system reliability has improved by the DSRP both by eliminating
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negative effect of slower PEs and by shortening the download completion time.

Measurements shown in Fig. 6.16 (for n;,; = 10) are repeated for a larger geographic
area as given in Fig 6.17 (for n;; = 20). The system behavior for n;,; = 20 is similar
to the case of n,; = 10, where slower PEs take longer to complete download without
DSRP, and employing DSRP significantly improves the performance and eliminates the
negative effects of different speeds (i.e., the almost same mean download completion time).
However, comparing Figs. 6.16 and 6.17 show that the mean download completion time
for the case without DSRP in larger area is approximately twice of the case with a smaller

area.

6.6.4 Effect of Geographic Area

In this section, the effect of the geographic area size on the mean download completion
time over 20 repeated experiments is observed, where three different network sizes of ny,;=
10, 20, and 40 represent small, medium and large network sizes, respectively. Recall that

Nyt is the radius of the hexagonal area, in terms of layers, as shown in Fig. 6.10.

The first observation is that, without DSRP, it always takes longer to download the
compressed file in large size networks than in smaller networks. For example, in Fig. 6.18,
for M=0.5, the task completion takes 968.8 seconds for the network with n;,;=10, while

it takes 3260.4 seconds for n;,;=40. This observation is intuitive since there are more out
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of range cells for a PU in larger networks, and therefore, it takes longer for a PE to come
one-hop connectivity range of the PU. This fact is also confirmed by our numerical results

presented in Section 6.4.3 (Fig. 6.13).

The DSRP mechanism significantly reduces the mean download completion time com-
pared to the case without DSRP. In addition, we observe that, with the DSRP, the
network size does not have a significant effect on the mean download completion time as
opposed to the case without DSRP. Fig. 6.18 shows that the PU completes the download-

ing task within 615.3 seconds for all network sizes.

The experiments are repeated for the slower PEs (M =1.0) as given in Fig 6.19. The system
behavior for M=1.0 is similar to the case of M=0.5, where it always takes shorter to
download the compressed file for the case with DSRP in the same size network. Also, the
mean download completion time is directly proportional to the network size for the case
without DSRP. One important observation is that, with the DSRP, the mean completion

times for the cases of M=0.5 and 1.0 remain almost the same.

6.6.5 Effect of Number of PEs

To measure the effect of the number of PEs on the mean download completion time, the
number of PEs in the testbed is varied as 2, 4, 6 and 8. For all cases, n;; and M are kept

constant as 20 and 0.5, respectively.
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204



Let us first consider the cases without DSRP. From Fig. 6.20, the mean download comple-
tion time increases when the number of PEs increases. For example, the mean download
completion time is measured as 796.1 seconds for the pool with 2 PEs, whereas 2307
seconds for the pool with 8 PEs. This result can be explained by (i) the increase in the
number of picture files from 2 to 8 (i.e., a higher number of packets transmitted during
both the pool setup and downloading the compressed file), and (7i) the reduced probabil-
ity that all 8 PEs will be within the PU’s communication range until their pictures are
downloaded compared to the pool with 2 PEs (the lower probability implies the higher

expected time for 8 PEs).

With the DSRP, the mean download completion times are very small compared to the
without DSRP case. For example, the downloading task is completed within 279.5, 295.1,
and 583.3 seconds for 2, 4, and 8 PEs, respectively whereas it was within 796.1, 1469.4,
and 2307 seconds for the without DSRP case. An interesting measurement is that, without
the pool setup times, the mean download completion time for the pool with 4 PEs (143.1
seconds) is less than the pool with 2 PEs (184.5 seconds). This result is less intuitive
since the compressed file size is larger in the pool with 4 PEs. However, the probability
that one PE will be within the PU’s communication range is smaller in the pool with 2
PEs than the pool with 4 PEs. The DSRP mechanism requires that at least one PE is
within the PU’s communication range otherwise the PU will wait for until a PE reaches

its range. As a result, the pool with 4 PEs will have a shorter completion time than the
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Chapter 7

Conclusions and Future Research

Directions

In this thesis, we introduce new analytical models based on novel Markov Chains whose
states represent node degree changing with multiple link arrivals and departures, and
number of link failures. These new models allows the computations of two important
metrics characterizing the dynamics of a node’s random movement, namely the expected
time for the number of link changes (i.e., instances of link creation and failure) and the
expected time for the node degree to drop below or exceed a threshold. We obtained the
two-dimensional Markov chain, P2, which help us to calculate the desired expected first

times for both nlff and the node degree thresholds.
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These first analytic models use steady state approximation of link creation and failure
probabilities to study node link stability in wireless mobile networks with different node
densities. We also introduce a second set of analytic models which are capable of analyzing
node link stability for more realistic MANET applications by calculating the exact link
failure and creation probabilities. Another potential limitation of the first analytic models
is the use of random walk mobility model which allows a node to roam into its neighboring
cells with only a fixed speed. However, in real-life scenarios, a node may move in any
direction with any speed (i.e., random way point) or remain at the same point. Our new
comprehensive models enhance the random walk mobility pattern to cover the fast/slow
node movements with different speeds. This extension will allow our model to analyze
more realistic scenarios in MANETSs where speed variation affects the system performance.
This work will be extended in the future to cover the cases where the nodes do not move

in the next time step.

To verify the correctness of the analytic model, we conducted randomized simulations to
obtain the mean node degree and the expected first times using the same discrete-time
random walk model. For the mean node degree, we observed that simulation and analytic
results match, where mean node degree decreases as the network density decreases. For
the expected first times, the simulation results support the numerical calculations from
our model especially around the mean node degree, where the expected first time increases

with dy,, in both cases. We conclude that the dy,, range which our analytic model
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accurately predicts the expected first times is around the mean node degree. Note that
the degrees which are very small or large compared to the mean node degree are typically
less of an interest for network designers. The future work will include two degree threshold
values, one for lower and another for upper limits, to model realistic wireless networks,

where each node can not have more than a certain number of neighbors.

Our proposed analytic models are scalable for realistic mobile networks, computationally
efficient and relatively simple to apply, and, hence can be used to evaluate the performance
of algorithms and protocols at different layers of MANETSs. Our model can analyze the
performance of various paradigms using VB algorithms such as backbone- or cluster-
assisted routing protocols and service discovery architectures for applications such as
reliable server pooling [102] in mobile ad-hoc networks. In forming a VB in MANETS,
the most stable nodes with higher node degree are selected as the backbone nodes. Virtual-
backbone formation algorithms apply node degree [59] or both node degree and nlff [61]
metrics to resolve conflicts between the nodes competing to join the backbone. Using
the mean degree as the criteria for joining or leaving the backbone, the numerical results
show that expected times to stay within a VB for a given node are approximately the
same for networks with different densities. Another interesting result is that, for a given
network density, expected times for joining and leaving the backbone are approximately
the same. The interference level which changes with dynamics of nodes’” movements can

be calculated by our model. We plan to extend our modelling framework to derive a
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number of additional metrics that characterize network connectivity and convergence.
In addition, some elements of STR will be adapted as part of the input to our analytic

models.

To perform optimizations in a dynamic network, PILSNER agents rely on information
that is dispersed in the network. Controlled Dissemination Filter (CDF) enhances a
data dissemination service for the agents through the efficient filtering of data along the
dissemination tree. Current work focuses on evaluating tradeoffs involved in application
of the CDF to information flows relevant to the PILSNER URCA, augmenting CDF with
techniques developed in the DSRP architecture, and addressing security issues inherent
in the data dissemination process: (1) preventing malicious filters to receive unauthorized
data or to block data from intended recipients, (2) trust model and enhanced subscription
architecture for security within CDF, and (3) security-based filters where certain nodes

may not be authorized to receive data.

To improve the survivability and reliability in distributed robotics systems, we implement
the DSRP mechanism in our FPGA-based distributed robotics testbed. DSRP is based on
a VB, which is a highly distributed, scalable, and survivable network, formed and main-
tained through one-hop beacons among mobile robots. We demonstrate the effectiveness
of DSRP in a search-and-rescue scenario, where robots cooperate to provide the rescuer
with a set of pictures to build a panoramic view of the disaster site. We introduce new

analytic models to evaluate the performance of these applications in distributed robotics
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systems. The measurements collected from the testbed and the numerical results ob-
tained from the analytic models confirm that the DSRP framework significantly improve

the system reliability.

The future work will concentrate on further investigating the robustness, efficiency, and
scalability of the DSRP mechanism in distributed robotics environments. Another impor-
tant study area is the optimization of various distributed algorithms running at each robot
to form the VB, to locate services among robots, and to keep updates among different do-
mains. This research will define new metrics to quantify the performance of a distributed
robotics system, and, hence, it will identify the key performance components. Also we
plan to develop a high-performance, highly adaptive computational module integrating
robotic functions such as control, sensor processing, communication, and on-board vision

into a single FPGA chip.
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