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PROPERTIES OF SHUFFLE GROUPS
AND THEIR RELATIONSHIP TO CRYPTOGRAPHY
by
Daniella Bak

Advisor: Professor Michael Anshel

This paper deals with three applications of group theory to cryptography.
Two involve methods of public-key encryption with a private key for decryp-
tion. The first, proposed in [Wag84], uses the Word Problem, while the
second method, proposed in [Ansh93], makes use of the conjugacy problem.
In both cases, the methods assume that the underlying group is infinite.

We consider the possibility of applying these methods using finite groups.
While we obtain some results applicable to all finite groups, we focus specifi-
cally on the Shuffle Group. This group, which originated in an investigation
of popular magic tricks using certain types of “perfect shuffles”, has been
thoroughly investigated in a classical paper [Dia83]. In brief, it was found
that the underlying group structure breaks down into five categories, depend-
ing on the number of cards in the underlying deck. In our results, we found
that four of the five types, where 2n # 2*, could be analyzed using the same

methods, while the fifth case, where the deck is of size 2n = 2, required a
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different approach.

We found that the Word Problem could be solved in the first case with
an order of magnitude that is linear in the size of the input, and of much
smaller magnitude than the order of the group. While the method presented
could apply equally to the second case, it would not be as efficient. Instead,
we offer a second method, using a canonical representation for the group
elements.

The Conjugacy Problem, in both cases, uses the solution to the Word
Problem. An analysis of the cycle structures of permutations in the Shuffle
Group yields an efficient method for solving the Conjugacy Problem when
2n # 2%. This method cannot be applied in the case where 2n = 2*, but
again an alternative efficient method using the canonical representation is
presented.

The third application of group theory is to a protocol for a secret-key ex-
change. This application seems most likely to be effective with finite groups.
However, several pitfalls must be avoided in this case. We make several ob-
servations about the avoidance of these pitfalls, specifically with regard to

the Shuffle Group.
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Chapter 1

Introduction

1.1 Importance of Cryptography at the Be-

ginning of the 21st century

It is hard to ignore the rise in popularity of cryptography in the last few
decades. Anyone who has typed in a credit card number on-line has thought
about security. Many internet sites recommend the use of a secure server
when transmitting confidential information. Even casual users of Netscape
Navigator are aware of the little key icon on the bottom left of the screen,
indicating whether or not the information being transmitted has been pro-
tected with encryption. With the rise of communication via email, cellular

phones and the like, encryption schemes will continue to play a large role in
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our lives.

The NSA, or National Security Agency, is the official communications
security body of the U.S. government. It was given its charter by President
Truman in the early 50’s, and has continued research in cryptology until the
present. (Note: cryptology is the study of encryption, as opposed to cryptog-
raphy, the writing of codes). The NSA is known to be the largest employer of
mathematicians in the world, and is also the largest purchaser of computer
hardware in the world. For many years, the NSA was very protective of
its cryptographic knowledge. Very little information was disseminated, and
there are rumors that research in the area not under the auspices of the NSA
was discouraged. Especially in the years after World War II, information was
considered classified and was very hard to come by. However, in the past few
years, research in cryptography is booming, and many books, papers and
journals are devoted to the field. The government still tries to monitor the
field, by imposing restrictions on the complexity of cryptographic schemes
which can be exported to other countries, although the restrictions in this
area have been greatly reduced in recent years.

A major concern in the area of cryptography is that with processing

speeds of computers growing so quickly, schemes that were once adequate are
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quickly becoming obsolete. The much publicized RSA-129 (Rivest-Shamir-
Adelman algorithm, based on a 129 bit key), was broken in 1994 using 1600
computers. Versions of RSA in use today are based on larger keys. The need

for schemes based on other mathematical problems is great.

1.2 Cryptography Concepts

Cryptography is used to send messages from a sender to a receiver, in a form
that is, for practical purposes, undecipherable to anyone who eavesdrops
along the way. The original message is called plaintezt; the sender will encrypt
the plaintext and then send it to the receiver, who will subsequently decrypt
it.

In classical cryptography, one key is selected by both A and B (the sender
and the receiver), usually in a face-to-face meeting, and it is kept secret.
The encryption key can either be calculated from the decryption key, or
the encryption and decryption keys can be the same. The problem with
this system is that if the key becomes known, the system becomes insecure,
and anyone can encrypt or decrypt messages. Additionally, since an extra
measure of security is required in order to transmit the private key, changing

the key may present further difficulties.
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A different system is known as Public Key Cryptography, so called because
in this scheme, the encryption key is public. There is a corresponding de-
cryption key known only to the person decrypting the message. This scheme
is described in [Stin95], as a box with an open combination lock. The en-
crypter can place a message within the box and then close the box with the
combination lock. Once it is locked, however, the only person who can open
the box is the one with the combination (the decrypter).

How can a public key, a key known to everyone, remain secure? The
answer is that decryption cannot be feasibly performed without knowledge
of the private key. However, the private key does not have to be transmitted
from the sender to the receiver, and therefore remains secure.

In any public-key cryptographic scheme it is essential to include a ‘trap-
door function’, with the property that computation in one direction (encryp-
tion) is easy and in the other (decryption), it is virtually impossible without
private knowledge, i.e. the trapdoor has the special property that the reversal
of the computation is reasonable if the private key K is known. These func-
tions, known as one-way functions, are believed to include factoring, since
multiplying two large primes together is a simple mathematical calculation,

but factoring a large composite number into two prime multiples is thought
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to be hard. There IS a brute-force algorithm, but it takes much more time in
this direction. This example is the basis of the RSA cryptographic scheme,

as well as many others.

1.3 Complexity

In general, cryptographic schemes are not considered to be unbreakable;
rather, they are considered to be unbreakable within a given amount of time.
A problem that is solvable in polynomial time, based on the input, is said
to be “in P”. This designation is system-independent; it depends solely on
the size of the input. For example, if an algorithm can decrypt a message
of length n in n? steps, or n® steps, then it is said to be O(n?) or O(n%)
respectively, each of which is a polynomial-time algorithm. However, if the
algorithm takes 2" steps, then it is considered to be exponential, which makes
it slower than any polynomial-time algorithm.

Many public-key cryptographic schemes are based on problems that are
considered to be in NP, in other words, problems which are thought to
have no solution in polynomial time, but whose solutions can be verified in
polynomial time. RSA is based on factoring, a problem that is NP-Complete.

(NP-Complete problems are problems in NP, such that if they are found to be
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solvable within polynomial time, then the much studied result P=NP would
turn out to be true.)

Much work has gone into analyzing the complexity of factoring. There are
many problems that are considered to be NP-Complete, whose complexities
have been analyzed. One such problem is Dehn’s Conjugacy Problem, a
problem in the area of Group Theory, which will be elaborated upon in the

next section.
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Chapter 2

Group Theory Concepts

2.1 Generators and Relations

[Cox65] The elements S, S, ..., S of a discrete group G are called a set of
generators if every element of G can be expressed as a finite product of their
positive and negative powers. A set of relations g, (S, ..., Sm) = Id is called
a presentation of G if every relation satisfied by the generators is an algebraic
consequence of these particular relations.

The notation for a group defined by a set of generators and relations will
be

G =< 51,52, ., Sm|R1, Ra, ..., R = Id >
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2.2 The Word Problem and The Conjugacy

Problem

Given a unique set of generators a, b, c... and a unique (possibly empty) set
of relations (P, Q, R, etc.), there is a unique group G (up to isomorphism)
[Mag66] with the presentation

G =<a,b,c,..;P,Q,R,... >
Regarding groups presented in such a fashion, Max Dehn, in 1911, formulated

what he called “three fundamental decision problem”. They are as follows:

1. The Word Problem
For an arbitrary word W in the generators, decide in a finite number of
steps whether W defines the identity element of G or not. (Note: This
problem can be restated as the problem of whether or not an arbitrary

word W) is the same as another arbitrary word W5).

2. The Conjugacy Problem
For two arbitrary words W; and W, in the generators, decide in a finite

number of steps whether or not W, and W, define conjugate elements

of G.
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3. The Isomorphism Problem
For an arbitrary group G’ defined by means of another presentation,

decide in a finite number of steps whether G is isomorphic to G".

The Word Problem was proven to be unsolvable for some finitely pre-
sented groups. [Mag66] has a solution to the word problem for one-relator
groups and some two-relator groups. There is currently a debate about the
conjugacy problem for two-relator groups; there is a published solution, but
there is still a question about its accuracy.

In this paper we will be focusing on variations of the Word Problem
and the Conjugacy Problem. That is, we will consider large finite groups
and seek to determine whether two expressions in the group generators can
be identified as representing the same or conjugate elements in polynormial
time. There has not been much said about either the word or the conjugacy
problem for finite groups. We will be dealing specifically with The Shuffle

Group, which will be discussed in further detail in a later section.

2.3 Golomb’s Algorithm

A very simple and straightforward technique for characterizing conjugates in
a group is discussed in [Gol96]. We will provide a brief description of this

9
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method. A pseudocode algorithm as well as code for this method appear in
the appendix.

One way to determine whether a and b are conjugates in a finite group
is to simply calculate gag™ for all g in G, and see whether any of these
terms equals b. However, for some problems this method is computationally
unfeasible. In the world of cryptography, where solutions are measured by
the time that they take, this method is simply unusable.

Golomb noticed a remarkably simple test of conjugacy. That is, two
elements a and b of a finite group are conjugate if and only if they appear in
symmetric locations across the diagonal of the group table. In other words,
a and b are conjugate if and only if there exist elements u,v such that a = uv
and b = vu.

The proof is immediate. On the one hand, uv and vu are conjugates,
since uv = u(vu)u~!. On the other hand, if @ = cbc™!, then, with u =, and
v=>bc"!, a = uv and b = vu.

We will consider the efficiency of Golomb’s Algorithm for determining

conjugates.

10
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Chapter 3

The Design and Analysis of a

Combinatorial Cryptosystem

3.1 Definition of Terms

As mentioned above, many public-key cryptographic schemes are based on
problems which are considered to have no polynomial time solution. The
focus of this paper will be to outline the elements of a cryptographic scheme
based on Dehn'’s conjugacy problem and the shuffle group. The ideas in this

section stem from [Ansh93].

11
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3.2 The Basics

A public-key cryptosystem based on the algorithmic unsolvability of the word
problem was suggested by N.R. Wagner and M.R. Magyarik. The basic idea
of their system is as follows:

Given a finitely presented group G with algorithmically unsolvable word
problem, let two words yo and y, from the group represent the bits 0 and 1 in
the message to be transmitted. The message is encoded by sending, in place
of the original words yo and y,, various words in the group generators which
represent .the two elements. Thus, all words equivalent to yo will represent 0,
and all words equivalent to y, will represent 1. Since our underlying group
has an algorithmically unsolvable word problem, our message is secure.

In order for the recipient to decode the message, he is given a secret ho-
momorphism

h:G—2 A
to a finitely presented group A with efficiently solvable word problem (pos-
sibly even a large finite group).

[Ansh93] extended the work of [Wag84] by proposing the use of a finitely
presented, residually finite group with algorithmically unsolvable conjugacy

problem. For each element w in a residually finite group G, 3 a subgroup

12
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Ny, such that w is not an element of N,,. For such a group, let z represent
the identity and w represent any other element of the group. Since G was
chosen to be residually finite there exists a finite image of G, G/N,, such that
w does not belong to V.

Then when we consider the homomorphism

h:G — G/Ny
it follows that
h(w) #1, h(z) =1

Hence we conclude that w and z iand h(w) and h(z) are non-conjugate pairs in
G and G/N,, respectively. We keep the homomorphism h secret and assume
that computation in the finite group is efficient enough to determine when
two elements specified by words are conjugate or whether a word defines the
identity in G/N,,. The mechanism for encoding now follows that of the word
problem cryptosystem described above with the enhancement of conjugation
by words in G (as well as insertions and deletions of defining relators) being
allowed. That is, all expressions equivalent not only to z but to all conjugates
of z represent 1, while all expressions equivalent to conjugates of w could

represent 0.

13
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3.3 Use of the Shuffle Group in a

Cryptosystem

Although the cryptosystem described above assumed the use of an infinite
group, the question has been raised about the possible use of a finite group.
In particular, we will examine aspects of the Shuffle Group to determine
its suitability. In brief, we have discovered that it would not serve well
as a replacement for the infinite group with unsolvable word or conjugacy
problem, since both the word and conjugacy problems have very elegant and
quick solutions in the Shuffle Group. On the other hand, this solvability of
the word and conjugacy problems might make it a suitable candidate for the

image of the homomorphism described above.

3.4 A Group-Theoretic Key Establishment

Protocol

The existence of a private key raises the related question of how the private
key is to be transmitted securely from the encrypter to the decrypter. Here,
too, [Ansh99] suggests the use of group-theoretic ideas, specifically commu-

tators.

14
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The commutator, XY X~'Y~!, can be viewed two ways: as the product
of a conjugate of Y with Y~!, or as the product of X with a conjugate of
X-L

In [Ansh99], this idea is exploited for a key-establishment protocol based
on the Braid Group, a group with an unsolvable conjugacy problem. In
this paper we investigate the feasibility of using the Shuffle Group, a finite
group, for a similar purpose. First, we enumerate the protocol as described

in [Ansh99]:

3.4.1 The Protocol

The parties Alice and Bob publish, respectively, words

a(1),a(2),...,a(n)

b(1),b(2),...,b(m)
specifying group elements from a group G = {S|D} with generating symbols
S and defining relations D. The common key K is created by the following

concurrent actions of Alice and Bob.

15
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3.4.2 Alice’s Actions:

(1a) Alice selects a private word X in the subgroup of G generated by
a(1), a(2), ..., a(n) and conjugates each b() by that X producing
b*(1), b°(2), ..., b*(m)
(2a) Alice selects a word B(i) in the generating symbols such that B(i) and
b*(t) define the same element of G fori =1,...,m.

In other words, B(i) is a disguised form of 5*(z) so that knowing B(%)
does not obviously reveal what X is.
(32) Alice transmits to Bob

B(1), B(2) ,..., B(m)

Bob (as well as anyone else listening in) knows the values of his chosen el-

ements b(1), ..., b(m), as well as the conjugates B(1), ..., B(m), but is unaware

of X.

3.4.3 Bob’s Actions:

Bob transforms Alice’s public words in a similar manner:
(1b) Bob selects a private word Y in the subgroup of G generated by
b(1),b(2), ..., b(m) and conjugates each a(z) by that Y producing

a*(1),a*(2),...,a*(n)

16
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(2b) Bob selects a word A(:) in the generating symbols such that A(z) and
a’(i) define the same element of G fori =1,...,n
(3b) Bob transmits to Alice
A1), A(2), ..., A(n)
Alice (as well as any eavesdropper) knows the values of her a(7)’s, as well

as the Y-conjugates of them, but she does not know the value of Y.

3.4.4 Common Actions:

(4ab) Alice and Bob now compute, respectively, V' and W, each of which
specifies the commutator C = [X, Y] defined by the words X and Y.

Alice determines the commutator in the form X x (YXY!)~!. She finds
YXY-! as follows:

Since X is a function of a(l),...,a(n), e.g. X = a,a3as, and since Alice
is in possession of the conjugates, she can produce the same function of the
conjugates, obtaining Y XY ~1=4, A24; [= ya,y~'(yaay~")?yaay~!

(5ab) Alice and Bob compute a common key K = F(V) = F(W), where F
is a one-way function from the words in the generating symbols to words in
the binary alphabet 0,1 such that F(W) = F(Z) if and only if W and Z

define the same element of G.

17
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3.4.5 The Braid-Group Platform

By a platform for a protocol, we mean a choice of group G to support both
security and performance requirements of a cryptographic system. One such
group, the braid Group B, is given by:
< 51,82, -y Sn|SiSit18i = Si+15iSi+1, SjSk = SkSj,
1<t jk<nand|j—-k|>2>

Aside from the word and conjugacy problems, then, we will deal with the
suitability of the Shuffle Group for this key-exchange protocol. Here we are
dealing with a different type of conjugacy problem. In the classic conjugacy
problem, one is given two elements and challenged to determine whether or
not they are conjugates. Here we are given at least two elements, a,, ..., @pn,
along with their conjugates Ay, ..., An, where A; = ya;y~! for each i=1,2,...,n.

The question is whether y can be determined from the above.

18
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Chapter 4

The Shuffle Group

4.1 Introduction

The concept of a perfect shuffle has been studied both by mathematicians
and by magicians. A perfect shuffle is a specific type of permutation of a
set of numbers, (or more specifically for magicians, a deck of cards). The
trick is to split the deck in half, and then perfectly interleave the two halves
with each other. Perfect shuffles are interesting to magicians because of
properties which lend themselves to many magic tricks. For example, if one
was to perform 8 perfect shuffles on a deck of 52 cards, the deck would return
to its original order. In addition, any deck with 2* cards can be reversed in

k perfect shuffles. There is also an algorithm in [Ram96] which describes

19

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



how to move any card in the deck to the top of the deck. Many papers have
been written about these concepts. A book written by a mathematician and
a magician [Morr98] is devoted entirely to perfect shuffles. Each chapter
begins with a description of a magic trick that uses perfect shuffles, and then
the chapter proceeds to explain the mathematical concepts involved in the
trick. As ap aside, this book also includes, in an appendix, a method for
actually perfectly shuffling a deck of cards. As ['ve discovered first-hand,

this is not a simple physical task.

4.2 Mathematical Details

Suppose vou have a deck with an even number of cards. There are actually
two ways to “perfect shuffle” this deck. In the first way, which we will call
an Out Shuffle, the cards are interleaved by taking the top card from the
first pile, followed by the top card from the second pile, and placing them
face down in a new pile. Continue alternating until all the cards have been
placed into one new pile. In this case, the first card will still be first, and the
last card will still be last after the shuffle has been performed. For example,
if your deck has 8 cards, labeled {0, 1,2, 3,4, 5,6, 7}, after one out shuffle the

deck will be {07 47 17 57 21 61 3y 7}

20
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An In Shuffle is very similar to an out shuffle, but you select the first card
from the second pile instead of the first. You then continue taking cards from
one pile and then the second. If your deck, like before, consists of the cards
{0,1,2,3,4,5,6,7}, after an in shuffle it will be {4,0,5,1,6,2,7,3}. It is
easy to see that an out shuffle of k + 2 cards is very similar to an in shuffle
of k cards. While an out shuffle fixes the two outermost cards, the other &
undergo an in shuffle.

In light of the above, it is not surprising that many properties of in and
out shuffies can be derived from one another. In particular, it can be proven
that the order of an out shuffle is the order of 2 which is equal to
1(mod 2n-1), while the order of an in shuffle is the order of 2 which equals
1(mod 2n+1)[Dia83].

Clearly the key property of both in and out shuffles is their preservation of
central symmetry. In other words, elements that are in symmetric locations
around the center of the deck will remain in symmetric locations after a
perfect shuffle has been performed. For example, the in shuffle described
above sends the pair originally in positions 0,7 to positions 1,6; the pair 1,6
to positions 3,4 etc. Because of this property, the Shuffle Group, i.e. the

group generated by both in and out shuffles, can be viewed as a subgroup
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of B,,! the group of nzn signed permutation matrices. This is isomorphic
to the group of nzn matrices with exactly one non-zero element in each row
and each column, that element being plus or minus 1.

Let < I,0 > represent the shuffle group on a deck of 2n cards. The
group < I,0 > has been completely determined for all values of n. With
two exceptions, (n = 6 and n = 12), the nature of the group falls into one of
five categories. Three of the five are related to three different homomorphisms
of B,.

Note that sgn(g) is its sign as a permutation of 2n cards. Sgn(g) is its sign
as a permutation of n centrally symmetric pairs. And g — sgn(g) * 3Sgn(g)
is a third homomorphism to + 1.

The five categories are [Dia83]:

1. If n = 0(mod 4), n > 12 and n # 2, then < I, O > is the intersection

of the kernels of sgn and 5gn and | < I,0 > | = n!2"2,

2. If n = 1(mod 4), and n > 5, then < I,0 > is the kernel of Sgn and

| <I,0>|=nl2""1,

3. If n =2(mod 4), < I, O > is isomorphic to By, and | < I,0 > | = nl!2".

!Note that this notation is used in a later section for an unrelated topic. We apologize

to the reader, but feel it is important to remain consistent with the notation in [Dia83].
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4. If n = 3(mod 4), then | < I,O > | is isomorphic to the kernel of

sgn(g) *Sgn(g) and | < [,0 > | = ni2"L,

5. If 2n=2%, < I, 0 > is isomorphic to the semi-direct product of Z¥ by

Z, where Zj acts as a cyclic shift, and | < I,0 > | = k » 2%

This information is summarized in the table below.

n Isomorphic to Size of Group

0(mod 4) (n > 12 and 2n # | intersection of the kernels of sgn | n!2"—2

2k) and sgn

1(mod 4) (n > 5) the kernel of 5g7i ni2n-t

2(mod 4) (n # 6) B, ni2"

3(mod 4) kernel of sgn(g) * Sgn(g) ni2n-1,

2n=2*% the semi-direct product of Z& by Z; | k » 2% (=2n *
log2n)

Figure 1

In the first four cases, | < I,0 > | is O(n!2"). In the fifth case, where

2n = 2¥, | < I,0 > | has a significantly lower order of magnitude: nlogn

rather than n!2"
In addition, determining whether a particular permutation on 2n cards
belongs to the appropriate shuffle group < I,O > is relatively easy in the
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first four cases, but significantly harder when 2n = 2*.

If 2n # 2%, one only has to determine if the permutation preserves central
symmetry (that is the ONLY requirement in case (1)), and whether it obeys
one or two requirements of parity (cases 2-4).

If 2n = 2*, the requirements are much more complex. However, as in-
dicated in the theorem, there is a complete characterization of the group
< I,0 > in this case as well. Let (z,...,zx) be the binary representation
of any of the 2* cards numbered 0 to 2 — 1. Then O : (z),22,...,2x) —
(T2, 23, .oy Zk, z1) and I': (zy, ..., 2k) = (T2, T3, ..., Tk, T1 %) With Z1x =1 — 1)

The permutations 07,0 < j < k form a cycle group < O > [Dia83]. More-

over, the permutations B; = 0?~'I0~7 send (z, ..., Z;, ..., Zk) into (1, ..., Tj*, ...

Finally, each element of the shuffle group has a unique representation of the

form O7[],,s B: where S is some subset of {1,..,k}.

4.3 The Shuffle Group on Eight Cards

We will now look at some details for the group of order N = 8 = 23. Label
the deck {0,1,2,3,4,5,6,7}.
The order of the in shuffie is 6, because 2n +1 = 9 and 2% =1 (mod 9).

The sequence of in shuffles is as follows:
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I:{4,0,5,1,6,2,7,3}
I?:{6,4,2,0,7,5,3,1}
I?:{7,6,5,4,3,2,1,0}
I*: {3,7,2,6,1,5,0,4}
I°:{1,3,5,7,0,2,4,6}

I°:{0,1,2,3,4,5,6,7} = ID

Notice that the deck reverses after 3 in shuffles. As we will see later, when
N =2n = 2%, I* always reverses the deck.
The order of the out shuffle is 3, because 2n — 1 = 7, and 22 = 1 (mod 7)

The sequence of out shuffles is as follows:

0:{0,4,1,5,2,6,3,7}
0?:{0,2,4,6,1,3,5,7}

0%:{0,1,2,3,4,5,6,7} = ID

Thus, in the group < I, O > of shuffles generated by sequences of in and
out shuffles, we have the two key relations: I¢ = O3 = ID.
We will list all the elements in their canonical form when we deal with

the conjugacy problem in a later section.

25

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Chapter 5

The Word Problem

Generally speaking, the Word Problem is immediately solvable for the shuffle
group. Given any expression in the generators I and O, one can simply
determine the resulting permutation. Two expressions represent the sé.me
element if and only if they denote the same permutation.

In theory, at least, this observation applies to any finite group. As is well
known, any such group is isomorphic to a subgroup of the permutation group
on a finite number of objects. On the other hand, if the group is not originally
defined as a permutation group, this idea may have no practical significance,
since there would be no way to tell whether two strings define the same
group element. In particular, if the group is defined by a set of generators

and relations, the question would be whether the given relations could be
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used to reduce any element of the group to a certain unique canonical form.

As we will see in the next section, the solution to the conjugacy problem
is uniquely difficult for the Shuffle Group when 2n = 2*. Of course, since
this group is finite, a solution does exist, but we will attempt to find a more
efficient solution. As a prerequisite for the conjugacy problem, we will need
an alternative solution to the word problem. For this reason, and because
of the efficiency of the method, we will present this alternative solution to
the word problem for 2n = 2%, using the group relations rather than the

underlying permutations.

5.1 Solving the Word Problem for 2n = 2*

Using Group Relations

Using previously defined symbols, it is easy to see that J = OBy. Thus it is
easy to convert any string of I’s and O’s into its canonical representation of
the form O’I1;sB;, where 0 < j < kand S C {1,2,...,k}.

To establish the necessary identities, we introduce the following notation:
1. Bs = I;sB;

2. For | > j, By; is equal to By where W is the set of j consecutive

27

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



integers whose largest value is [

3. Brx = BiBi-;...B, will be denoted Z. It is the “reverser” in that
Z = (zy, ...,Tk) = (£1%, ..., Zx*). That is, Z maps any integer z into its

centrally symmetric counterpart 2n —1 —z =2 -1 —z.

4. S + j will denote a translation of the integers in S, mod k, by %3

ie. S+j={sixj]|sieS}

(%]

. S+T=(SUT)-(SNT)

i.e. S+ T denotes the set of elements in S or in T but not in both.

The icdentities needed to reduce an element of < /,0 > to its canonical
form are:

(I1) B;B; = identity, for all i

(I2) B,O’ = 0’B,_;

This follows from the fact that O~7B;07 = B,_; for any positive integer i,
so that O~/ B,07 = B,_; for all subsets s. Multiplying the above expressions
by O7 gives the identity.

(I3) For1<j<k

I’ = (OBy)! = OBy (as defined above).

This can be seen directly or it can be proven by induction as follows:
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The case j = 1 is the identity I = OB.

Assuming the identity for j - 1,

[ =10""'=0By0O’"'By

= O By_j41Bk,j-1 = 07 By
Note that as a simple corollary of (I3), I* = By, which is the reverser
discussed above.
To simplify any string of the form

a0 12021 0%,

we use the following algorithm:
1. Reduce all integers e, mod k, since O* = identity
2. Reduce all integers f, mod 2k, since I?* = identity

3. If the reduced f, = j + k,0 < j < k then
" = [*I = ZOT By ;.
Otherwise

" =1 =0IB;
4. Bring all factors of O to the left, making repeated use of identity (I2)

5. Simplify the products BsBr as Bs.r, since
B;B; = identity for all integers i.
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Example:
Suppose k = 4. Then I°O7I™05 = I03I°0
= (OB,)03ZI?0
= (0B,)0*Z(0*B,B;)0
= OB;0*Z03B3B,
= OB,0°ZB;B,
= 0B40?ZB;B,
= 03B,ZB3;B;
= 03ZB,
= 0%B,B,B,
Notice that the power of O in the canonical form, namely 3, is the same
(mod4) as the original sum, 35, of the powers of O and I.
In general, then, I/*Q¢~... 7202 [1 0=
can be simplified by rewriting each power of I as Z * OBy ; or O? By,
and then shifting all powers of O to the left.
The ultimate form: O B, will have j = (Z;(e; + fi)) modk
We have now shown that any string of I's and O’s can be reduced to its
canonical form, thereby solving the word problem. Note, additionally, that

the number of steps is a linear function of the number of changes from I to
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O in the string.

5.2 Analysis of the Complexity of the Word

Problem Algorithms

Even for finite groups, there is no obvious direct approach for solving the
word problem (for that matter, it is not even easy to tell if a group defined
by generators and relations is a finite group). Thus it is extremely helpful that
the generators of the shuffle group are permutations. This allows us to solve
the word problem in < I,O > by checking for equality of the permutations
associated with any two “words” in the generators.

The number of steps used in determining the permutation form is a linear
function of the length [ of any word. The number of steps involved in each
successive application of I or O, and the number of steps in testing the equal-
ity of two permutations, are linear functions of n, where 2n is the number of
cards in the underlying deck.

Since | < I,O > | is finite, it makes sense to compare the efficiency of
the algorithm to the order of the group. If 2n # 2%, then the above solution

to the word problem, which is (O(n), is of much smaller order of magnitude
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than | < 1,0 > |, which is Q(2" *n!). If 2n = 2%, | < I,0 > | is only k * 2*
or O(nlogn). In this case, the alternative method presented above, reducing
each element of < I,0 > to its canonical form O7Bg, is more efficient. The
number of steps involved is again a linear function of the word length. In
this algorithm, however, the only additional step required to solve the word
problem is testing the equality of two subsets S, T of Z;. Thus the number
of steps required is at most (k). Since 2n = 2%, this is O(logn), while

| < 1,0 > | =k *2¥ = O(nlogn).
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Chapter 6

The Conjugacy Problem

6.1 The Case 2n # 2F

We will present two different algorithms for solving the conjugacy problem.
The first method can be applied to four of the five different types of shuffle
groups described previously. That is, as long as 2n # 2* (and n is neither
of the exceptional values, 6 or 12), we will use the underlying permutation
form to determine if any two elements of < I, 0 > are conjugate.

Note that two permutations of 2n objects are conjugate in the Symmetric
Group Siy, if and only if they have the same cycle structure [Rot65]. In
fact, all conjugates of a permutation f are found by permuting the elements

a1, ..., azn, While maintaining the same cycle structure. If two elements do
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have the same cycle structure, say

f = (a1, oy 0k, ) @1tk 1 oo Ckyiky ) oo (B F Qs ooy Btk
and

G = (bry ooy bi, ) (Brrkys o iy bieg) oo (Bkmy + Okgy ooy Bk bbenyy)
then f = hgh~! if h is any permutation sending each element a; to its
corresponding element b;. Generally, there are a great number of possibilities
for the conjugator h since there are many equivalent ways to present the
cycle structure of f, while maintaining its correspondence with the cycle
structure of g. In particular, there are two changes to elements of f that are

permissible:

1. We will label the cyclic shift of (e a> ... a) into (a2 ... a; a;) a
rotation of the elements. The elements in a cycle of length k can then
be presented in k — 1 additional forms corresponding to 1 through k-1

rotations of the elements.

2. The elements of any two cycles of the same length can be switched.

This will be referred to as a cycle switch.

Analyzing their cycle structures can also be used to determine conjugacy

of any 2 elements in a subgroup of S;,, and particularly in < I,O >. As

34

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



in S,,, the equivalence of the cycle structures is required. However, unlike
the situation in S,,, it must also be determined whether at least one of the
possible permutations h, sending the elements of f to their counterparts in
g, belongs to the subgroup. That is, in our case, we must check if h belongs
to< 1,0 >.

To that end, we first examine some special properties of the cycle structure

of any permutation in < I,0 >.

6.1.1 The Cycle Structure of < 1,0 >

Definition 1. Ifa+b = 2n—1, a and b will be called complementary numbers
and we will write b = a’. The set {a,b} will be called a (complementary)

couple.

Definition 2. If the set {a,, ..., ax} contains no couples, the cycle
(a1 a2 ... a) is a singles cycle. If k = 25 and if {ay,...,ax} consists of j

couples, (a; ... ax) will be called a couples cycle.

Lemma 1. If f € < I,0 >, every cycle of f is either a singles cycle or a

couples cycle of the form (a, ...aj ajy ... az;) withajy = a} fori =1,2,...,75.

Proof: Suppose a cycle of f contains a couple. By rotating the cycle, we
may assume that the couple consists of a¢; and a;4,. By the central symmetry
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of f, since a;j12 = f(a;+1) and a; = f(a1), aj42 = ay. Similarly, a3 = a3,

etc. and f(az;) = aj,, = a1, completing the cycle.

Lemma 2. Every singles cycle of f has a corresponding singles cycle con-

sisting of the complementary numbers.

Proof: By central symmetry, the cycle (a; a; ... ai) implies the existence

of the complementary cycle (a} a; ... a).

6.1.2 Rotations and Switches

Suppose we are seeking to determine whether f and g are conjugate. As
already mentioned, their cycle structures must be identical. Suppose, more-
over, that h maps the elements ¢; in the cycle structure of f into the cor-
responding elements b; of g. Then, in order for h to satisfy the requirement
of central symmetry, it is necessary and sufficient that the couples cycles of
f are mapped into the couples cycles of g, and that complements of singles
cycles in f are mapped into the complements of the corresponding singles
cycles of g.

In the case where n = 2(mod4), this is the only requirement necessary to
ensure h; € < I,0 >. However, for other values of n, there are one or two
additional requirements, which may or may not be satisfied.
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Example with n=3:

f=(01)(23)(54)

b

9=(02)(14)(53)

hy=(12)(34)

Note that h, preserves central symmetry but is not a member of < I,0 >
since sgn(h,) = sgn(h,) # L.

In the above example, however, if we change the order of the elements
of f by rotating the cycle (2 3), the resulting mapping h, now has the cycle
structure h, = (1 2 4 3) and hy € < I,0 > since sgn(hs) * Sgni(hy) =
(-1)(-=1) = +1. Thus, in fact, f and g are conjugate.

To generalize the above example, note that if a rotation or switch
(R or S) is first applied to the order of the elements in the cycle structure
of f, and the elements of f in the new order are then mapped by hs to the
elements in the corresponding cycle structure of g, then (R or S)hy, = h,.
Hence sgn(h;) will equal sgn(h,) and 5gm(hs) = Sgn(h,) if and only if the
corresponding sgn or 5gn of R or S is even. Thus, to determine if there is
some h in the shuffle group with f = hgh~!, we must first analyze the parity

of every permissible rotation or switch which can be applied to cycles of f.
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The following eight lemmas enumerate all possibilities. In many cases the
proofs are immediate and are therefore omitted.

In all cases we will let [ denote the length of a cycle.

Lemma 3. Ifl is odd, and R denotes the rotation of two complementary

l-cycles, then sgn(R) and 5gn(R) are both =+1.

Proof: R is given by one [-cycle in S,, and since [ is odd, the cycle is an
even permutation. R equals two [-cycles in So,.
Example with n = 4:
(013)(764)
h i
(130)(647)
has cycle structure (0 1 3) viewed as an element of S, and cycle structure (0

13)(7 6 4) in Sn.

Lemma 4. Ifl is odd, and S denotes a switch of two complementary

l-cycles, then sgn(S) = —1 while 5gn(S) =+1.

Proof: Note that S represents | transpositions in Sa, and it is the identity

in S,.

Lemma 5. If! is odd, and S denotes a switch of two non-complementary
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l-cycles along with a switch of their complementary l-cycles, then sgn(S)=+1

and 5gn(S)=-1.
Proof: S represents 2! transpositions in S,, and [ transpositions in S,.

Lemma 6. If | is even, and R rotates a singles cycle of length | along with

its complement, then sgn(R)=+1 and Sgn(R)=-1.
Proof: R is a product of two l-cycles in Sy, and is a single l-cycle in S,.

Lemma 7. If | is even, and S switches a singles cycle with its complement,

then sgn(S) = sgn(S) = +1.

Lemma 8. If! is even, and S switches two non-complementary singles cycles

with each other, along with their complementary cycles, then sgn(S)=3gn(S)=+1.

Lemma 9. Ifl is even, and R rotates a couples cycle of length L,
then sgn(R)=-1;
sgn(R) = -1 if | = 0(mod{) and

sgn(R) = +1 if | = 2(mod/).
Proof: Note that in this case R represents a cycle of length [/2 in S,.

Lemma 10. If [ is even, and S switches two couples cycles of length | with

each other, then sgn(S) = +1;
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sgn(S) = -1 ifl = 2(mod4) and

sgn(S) = +1 if l = 0(mod4).

Proof: Note that in S,, S consists of [/2 transpositions.

In the following chart, we will list all types of permutations for which we

do not have both sgn and 5gn equal to +1.
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sgn(S or R) sgn(S or R)

l odd, S switches two comp. cycles | -1 +1
l odd, S switches two non-comp. [- | +1 -1
cycles and their comp.s
l even, R rotates two comp. singles | +1 -1
of length [
[ even, R rotates one couples cycle | -1 -1 if [l = 0(mod 4)
of length [ +1if ! = 2(mod 4)
[ even, S switches two couples cy- | +1 +1if ! = 0(mod 4)
cles of length ! -1if l = 2(mod 4)

Figure 2

6.1.3 The General Theorem

We are now ready to state our general theorem on the conjugacy of elements

in < I,0 >. Note that a necessary condition for conjugacy is that not

only should the two permutations have the same cycle structure, but that

they should have the same number of singles cycles and the same number of

couples cycles of each length 1.

In that case, we will say that the two cycle structures are compatible. As

an example, consider the “reverser” which changes the order of the cards

from (0,1,2,...,2n — 1) to (2n — 1,2n — 2, ..., 1). Its cycle structure consists
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of the n couples transpositions:

(0 2n-1)(1 2n-2)...

The only possible compatible cycle structure would be a simple rearrange-
ment of the same n transpositions. Thus the reverser has no conjugates.

Our general result, then, is as follows:

Theorem 1. Suppose 2n # 25, n # 6 or 12. If the cycle structures of f
and g are not compatible, they are not conjugate. If their cycle structures are
compatible, then:

(¢): If n = 2(mod 4) or n = 3(mod 4), then f and g are conjugate.

(b): If n = 1(mod 4), then f and g are conjugate, unless the cycle structures
of both f and g consist of one odd | — cycle and its complement. In that case,
consider any h which maps the elements in a cycle structure of f onto the
elements in the corresponding elements of g. Then f and g are conjugate if
and only if he < 1,0 >. Thatis, ifhe <I,0 >, f =hgh~!. Ifh is not a
member of < I,O >, there is no other possible conjugator of f and g.

(c): If n = O(mod 4), f and g are conjugate unless the cycle structure of f
and g consists of either one pair of complementary cycles of odd length, or
singles cycles of even length only. The details in this case are enumerated in

the proof below.
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Proof:
(a): If n = 2(mod 4), any h which maps elements of f to corresponding ele-
ments in g, with complementary singles cycles mapped into complementary
singles cycles, will have central symmetry. Hence h € < I, O > since in this
case < I, 0 > is equal to the full group of centrally symmetric permutations
on 2n objects and f and g are conjugate.[Dia83].

If n = 3(mod 4), h e < I,O > if and only if sgn(h) * 5gn(h)=1. Suppose
then that such a mapping h, has sgn(h,) * sgn(h,)=-1. We claim that it is
possible to first apply an appropriate R or S to the elements in the cycle of

f so that the resulting mapping h, will have sgn(h,) * Sgn(h;) =+1:

o If the cycle structure of f has at least one odd cycle, apply a switch.

o If the cycle structure of f contains even one even singles cycle, apply a

rotation.

e Finally, suppose the only cycles in f are couples cycles. This cycle
structure, however, is not possible when n = 3(mod 4). This follows

from the following lemma:

Lemma 11. Ifn is odd and g € < I,0 > on a deck of 2n cards, and if the

cycle structure of g consists of only couples cycles, then sgn(g) * 5gni(g)=-1.
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(And hence n cannot be congruent to 3(mod{)).

Proof:
Suppose the k distinct cycles have 2n;, 2ny, ... , 2ni elements. Then, since
each cycle is composed of couples in S,, g can be viewed as the result of
(n1—=1) + (na—1) + ... + (ng—1) = (n—k) transpositions. In Sy, it can be
viewed as (2n; —1) + (2n2 — 1) + ... + (2ne — 1) = (2n — k) transpositions.
Since n is odd, the parity for the number of transpositions in the two different
cases cannot be the same.

(b): If n = 1(mod 4), h € < I,0 > if and only if Sgn(h)=+1.
A quick look at the last column of our chart above shows that if 5g7(h)=-1,
by preceding h with the appropriate R or S, we can always change it so that
we will find an appropriate A ¢ < I,O >. The only exception is when f
consists of only one odd cycle and its complement. In that case, sgn(h) is
unaffected by the only possible switch available, and the two elements f and
g will be conjugate if and only if any particular A mapping the elements of
f to the elements of g belongs to the shuffle group.

Ezample: If n =9, and if
f=(012345678) (17161514 131211109)

9g=(123045678)(16151417131211109)
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then the mapping h from the elements of f to the corresponding elements of
g has cycle structure A = (0 1 2 3), and 5g7(h)=-1. In this case, no rotation
nor cycle switch of f will produce a resulting h that belongs to the shuffle

group. Hence f and g are not conjugate in the shuffle group.

(¢): If n = 0(mod 4), h ¢ < I,0 > if and only if sgn(h) = sgn(h)=+1.
Suppose then that h is a mapping between f and g and if h is not an element

of < I,0O >. A quick look at the chart shows the following breakdown:

o If sgn(h) = -1, and the cycle structures of f and g consist entirely of

singles cycles of even length, then f and g are not conjugate.

e If 5gni(h) = -1, and the cycle structures of f and g consist entirely of
one pair of complementary singles cycles of odd length, then f and g

are not conjugate.

e If both sgn(h) and 5gm(h) are = -1, then either of the cycle structures

described above would render f and g non-conjugate.

In the three cases above, however, for a particular f and g, one could de-
termine conjugacy by simply aligning the elements of f and g in compatible

cycie structures and considering the mapping h between the elements of f
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and g. f and g are conjugate if and only if that particular A belongs to

<I,0 >.

6.1.4 Generalizing the Method

The method described above would seem to be applicable for solving the
conjugacy problem in any subgroup of S,,. A necessary condition for con-
jugacy would be that f and g have the same cycle structures. If they do,
one would need only determine if eny of the possible mappings between the
corresponding elements and their cycle structures belongs to the subgroup
under consideration.

The number of such possible mappings would often be of much smaller
order of magnitude than the order of the underlying subgroup.

For general finite groups, the method would seem to be impractical. To
associate the elements of the group with permutations, one would need to
know the group table. Given the group table, however, one could simply
apply Golomb’s Algorithm to determine conjhgacy.

In the shuffle group with 2n = 2*, the method seems likewise impractical.
For one thing, there is no immediate way to determine from its cycle structure

if an element belongs to the shuffle group. Moreover, the number of possible
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mappings between two equivalent cycle structures f and g would almost
always exceed the order of the shuffle group which, as noted before, is only
of the order of nlogn.

For example, if the cycle structures of f and g had as few as two non-
complementary cycles of length O(n), then there would be at least O(n?)
possible mappings to consider. Moreover, if there were O(n) cycles of the
same length, then in light of the possible cycle switches, the number of map-
pings to be considered would be of exponential order!

The next section indicates an alternative approach to the conjugacy prob-

lem when 2n = 2%.

6.2 Solving the Conjugacy Problem
When 2n = 2F

The basic strategy will be to reduce any two elements of the shuffle group
< I,0 > to their canonical representations O?Bs and O™ By . It will then
follow that the two elements are conjugate if and only if m = j and the two
sets W and S are related in a manner to be described.

Since every element of the shuffle group < 1,0 > (when 2n = 2%) is of
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the form OPBr, the most general conjugate of O7Bs is given by
(0P Br)(0’Bs)(0PBr)™!
=0PBr0?BsBrO?
=0PBr0?07PBs.pBr+p
=07 Br4p-jBs4pBr+p
=0’By,, where V=S +T + (T - j).

Thus we have

Theorem 2. O™B,, will be conjugate to O’ B, if and only if m = j and

W=V +p, whereV=S+T+ (T - j) for some subset T of Zj
Several immediate corollaries follow.

Corollary 1. Any element of the form Bg (i.e. any element with j=0 in
its canonical form) belongs to a conjugacy class consisting of {Bw} where

W = S + p for any integer p.

This follows from the fact that S+ 7T + T = S. See the example below

for k=3.

Corollary 2. Suppose an element O Bs forms its own conjugacy class. Then
clearly 7 = 0 and moreover S+p must equal S, for all p. This is only possible,
however, if S =0 or S = {1, ..., k}.
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Thus the only single element conjugacy classes are the identity and {Z}
(the “reverser”). That is, the center of the group consists of the identity and
Z.

As an illustrative example, if k£ = 3, the conjugacy classes are:

{identity}
{B\, By, B3}
{B\B,, BB, B\ B3}
{Z} = {B1B.B3}
{0,0B,B;,0B,B;,0B, B3}
{OB,,0B,,0B;,0B,B,B3}
{0?,0%B,B,,0*B,B;, 0B, B3}
{O0?B,,0?B,,0*Bs;, 0*B, B, B;}
Note that, in the above case, the order of < I,0 > is k * 2¥ = 24 and, of

course, the order of every conjugacy class is a divisor of the order of the

group.

Corollary 3. There will always be a conjugacy class of order k. If k is an

odd prime, the number of such conjugacy classes must be even.

Proof: The existence of at least one such conjugacy class is a direct
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result of our earlier results, i.e. {By, Ba, ..., B¢} is a conjugacy class. Since
the order of every conjugacy class is a divisor of the order, k * 2%, of the
group, every conjugacy class must have order 1, order k, or some even order.
Since, however, there are exactly 2 conjugacy classes of order 1, and since
the sum total of all the elements equals the even number k * 2*, it follows
that there must be an even number of the conjugacy classes of the prime odd
order k.

Note: Suppose we say S and W are j-conjugate subsets if W = V + p,
where V. = S+ T + T - j, for some subset T of Z; and some integer p. If
j =0, W is simply a translation of S. In other cases, the situation is slightly
more complicated. However, since T and T ~ j have the same number of
elements, it follows that the orders of conjugate sets S and W must always

have the same parity - a fact illustrated by the above example.

6.2.1 A Lower Bound for The Number of Conjugacy

Classes

It is possible to determine a lower bound for the number of conjugacy classes
in the shuffle group with deck size 2n = 2*. This is of some interest since

we are trying to disguise an element by sending one of its conjugates in its
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place. The ideal environment would be a group with very few conjugacy
classes, each with many elements. In a group with deck size 2*, as noted
before, the elements have the canonical form O7Bs, where j € {0,1, ...,k —1}
and S is a subset of Z;.

We have determined that elements, O Bs and O™By are conjugate if
and only if m = j, and the sets S and W are “j-conjugate”. For j = 0, as
noted before, the sets S and W must be simple shifts of each other. Thus,
there is at least one separate conjugacy class corresponding to each of the
k + 1 possible orders of the set S. Moreover, while k£ + 1 is the exact number
of conjugacy classes if £ = 1,2 or 3, a much greater lower bound can be given
for large k. Determining the number of subsets of Z, which are not translates
of each other involves Polya enumeration and is somewhat complicated. It
is easy to see, however, that this number exceeds 2¢/k. This follows from
the observation that among the 2* subsets of Z;, no distinct conjugacy class
corresponds to more than & (the maximum number of distinct translates of
a set).

For each j > 0, there are at least two different conjugacy classes, cor-
responding to the different possibilities for the parity of S. (As we will see

below, this is the exact number of conjugacy classes if j and k are relatively
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prime).

Adding the above results yields the following:

Proposition 1. If 2n = 2%, the number of distinct conjugacy classes is at

least as large as 2(k — 1) + Maz(k +1,2*/k).

Returning to the question of determining the possible conjugacy of two
elements, we seek to characterize the relationship of j — conjugacy between
sets S and W:

W=V4+p, V=S+T+(T-j).

Note that j — conjugacy of sets is clearly an equivalence relation.

1. j=0
Two sets are 0-conjugate, as already noted, if they are translates of

each other.

2. j=1
Two sets are 1-conjugate, as we will demonstrate below, if and only if
they have the same parity.
Proof:
a) Any set with an even number of elements is 1-conjugate to the empty

set. If the set S has elements {a;, @z, ..., a2n-1,a2x}, then S=0+T +
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(T — 1), where T = {1 +a,,...a5,1 + a3, ..., Q4 ..., 1 + G2n-1, ..., G2n}

Example:

The set {1,4,7,11} = T + (T — 1) with T={2,3,4,8,9,10,11}.

b) Any set with an odd number of elements is conjugate to the set {1}.
If S = {ag, a1, 0, ...,a2x}, then S={1} + T + (T — 1), where

T={2,.,a0,1 +ay,.,az...,1 + agn-1, ..., agN}.

3.j=2
In order to determine 2 —conjugacy, we must divide S into S, consist-
ing of the odd elements of S, and Sy, consisting of the even elements
of S.
a) If the order of S is odd, then either |Sy| or |S;]| is odd, and the other
one is even. To show that S is conjugate to the set {1}, assume w.l.o.g.
that Sy equals the set {a,,a,...,a2n} and S, equals {bg, by, ..., bon}.
Then a translation of {1} by the number by — 1 will give us {bo}. More-
over, all the other elements of S can be added to by by the addition of
the appropriate T and T — 2 (since j = 2).
Example:

{6,50,60,7,11}={6} +T+ (T —2) where T = {52, 54, 56, 58,60,9, 11}.
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b) If the order of S is even, then, assuming | S| and |S;| are both even,

S is conjugate to (@, by pairing elements as in the above argument.

If |Sp| and |S;| are both odd, say

So = {ao, ---,azn} and

Sy = {bo, ..., bon’}

then S is clearly conjugate to {ag,bo}, which in turn is conjugate to
{1,2}. We now have to consider two cases.

If k is even, {1, 2} represents a distinct conjugacy class which does not
contain the empty set.

On the other hand, if & is odd, {1,2} is conjugate to the empty set,
since ® =T+ (T -2), with T = {4,6,8,..,k—1,1} since k+1 = 1(mod

k).

The following box summarizes the cases for j = 2:

o4
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|Se| [ |S1| | S is conjugate to

even | odd | {1}

odd |even | {1}

ceven | even | {0}
odd |odd | {0} if k is odd
{1,2} if k is even

Figure 3

These results for j = 3 are summarized in the table below.

[So| | 1S1] | |S2] | S is conjugate to

even | even | even | {0}

even | even | odd | {1}

odd | even | even | {1}

even | odd |even | {1}

odd | odd |even | {0} if k£ # O(mod 3)

{1,2} otherwise

odd | even | odd | {0} if k£ # O(mod 3)

{1, 2} otherwise
even | odd |odd | {0} if £ # O(mod 3)

{1, 2} otherwise
odd | odd |odd | {1} if k£ # O(mod 3)
{1,2,3} otherwise

Figure 4
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Note that S; now indicates the elements in S that are congruent to
0(mod3).The elements of S, are congruent to 1(mod 3) and S, consists of
the elements which are congruent to 2(mod 3).

The above examples are all special cases of a general theorem which we
will prove based on the following proposition. We noted previously that
T + (T — j) will always have an even number of elements. The proposition

offers a more complete picture.

Proposition 2. Let T range over all subsets of Z,. Then the corresponding
sets U = T + (T - j) represent all sets with an even number of elements in

each congruence class mod d, where d = ged(j, k).

Proof:
For any z ¢ T, the set T + (T — j) contains both z and z — j. Since both j
(and k) are multiples of d, £ and z — j belong to the same congruence class
mod d. Thus U =T + (T — j) contains an even number of elements in each
class. Suppose moreover that z and y are any two elements with z = y(mod
d). Then for some integer e, y = £ — ad. However, since d = gcd(j, k), there
exist integers r and s such that rj + sk = ad. Thus rj = ad(mod k) and if
{z,z-3j,...z = (r=-1)j}CT
the corresponding set of points in U will be {z,y}.
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According to the proposition, for any set S in Z;, there exists a unique
“reduced set” V = S + T + (T - j) containing precisely those elements ¢,
1 <t < d, for which S contains an odd number of elements in that congruence
class mod d.

Example:

Suppose k =9 and j = 6 so that d = 3.

If S ={1,24,5,8,9}, we can rewrite
S ={1,4;2,5,8;9}, grouping the elements by their congruence class mod 3.
Then with T = {1, 5,9},

U=T+(T-j)={1,45,83,9}and V=S+U={23}.

Finally, to determine if two sets S and W are j-conjugate, note that each

is conjugate to its “reduced set” (mod d), and we need only check if these

are translates of each other. Combined with earlier results, this proves

6.2.2 The General Result

Theorem 3. If 2n = 2¥, two elements with canonical forms O'Bs and

O™ B,y are conjugate if and only if
1. m=y

2. the “reduced sets” of S and W (mod d) are translates of each other.
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Corollary 4. If 2n = 2* and k is prime, then for each j > 0, all elements

of the form 07 Bs fall into ezactly two conjugacy classes.

Proof:
Since k is prime, ged(j, k) =1 for all k£ and the two conjugacy classes corre-

spond to the possible subsets of {1}.

6.3 Analysis of the Complexity of the

Conjugacy Problem Algorithms

The conjugacy problem for finite groups can always be solved directly if one
knows the group table. In that case, one can avoid the extra steps necessary
in computing conjugates by using Golomb'’s algorithm to check for conjugacy.
The numkter of steps required by this method, however, is proportional to
the square of the order of the group.

The method outlined above for 2n # 2* requires that we determine the
cycle structure of the respective permutations. This involves O(n) opera-
tions. If n = 2 (mod 4) or if n = 3 (mod 4), conjugacy is then determined
by checking the “compatibility” of the two permutations. That is, they must

have identical cycle structures for each of the two types of cycles - singles
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and couples. If n = 1 (mod 4) or n = 0 (mod 4), an additional check of
sgn(h) and, possibly sgn(h) is required for one permutation A € Sy,. In all
of these cases, the number of steps is Q(n2). As in the solution of the word
problem, this is of much smaller order of magnitude than | < 1,0 > | which
is Q(n! = 27™).

If 2n = 2%, testing the possible conjugacy of two elements in canonical
form involves partitioning two subsets of Z; into separate congruence classes
mod d, where d=gcd(j, k). This process, and the subsequent check whether
the two “reduced” sets are translations of each other, require Q(k) steps.
Since 2n = 2*, this is O(logn) and again is much smaller than | < 1,0 > |

which is Q(k * 2¥) or O(nlogn).
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Chapter 7

The Shuffle Group as a
Platform for a

Key-Exchange Protocol

One of the main features of the secret-key protocol described in section 3.4
is the fact that conjugation is a one-way function. That is, given elements
a and g, one can easily compute b = gag™!. On the other hand, knowing
a and b does not determine g. In fact, solutions of the conjugacy equation

b = gag~! form a coset of the centralizer of a, namely: {gic|giag;' = b and

Recall that in the secret key-exchange protocol, Alice has formed her
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secret word X in the generators a,, @, ..., a, while Bob has formed his
secret word Y in the generators by, by, ..., by. Over insecure channels, Alice
transmits her elements a,, ..., a, to Bob, who replies with the conjugates
of each a; by Y. In like manner, Bob transmits b, bs, ..., bn and receives
the X-conjugates of b; in reply. Both Alice and Bob can then form their
commutator XY X 'Y ~! as described in section 3.4. To maintain the privacy
of the exchange, it is important that an eavesdropper not be able to solve
the set of equations
Ya;Y~! = 4;, Xb; X! = B;

for the unknowns X and Y.

In finite groups, one can check each element of the group for solutions to
the equations above. For that reason, it is necessary that each of the elements
a; and b; has a large centralizer. Thus, if the underlying group is the shuffle
group, both Alice and Bob could choose elements of < I,0 > which have
many smaller cycles rather than fewer long cycles. For example, an element
consisting of one cycle would have only 2n elements in its centralizer.

Suppose then that an eavesdropper searches the group for elements u and
v which satisfy

ubjul =B; VYV j,vav ! = A; Vi
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It is still possible that the solutions z and v are not unique. In other
words, it is possible that u and v are not X and Y respectively. Nev-
ertheless, if either {a;} or {b;} form a set of generators of < I,O >, then

wou~ty~! = XY XYy !

This follows from the fact that

ubju~! =B; Vj
implies u = X¢,, where ¢, is the centralizer of every b;.

Similarly, v = Y¢,, where ¢; commutes with every element a;. Thus, ¢,
commutes with every element in the group < by, ..., b, > and ¢c; commutes
with all elements of < a,...,a, >. Suppose one of these, say < ay,...,an >,

equals the entire group G. Then c; is in Z(G) and

wvulb! = (Xe)(Yea) (7 X7 (e ' Y)

=X Ye' X-tYy-!

since ¢; commutes with all elements of G.
=XYX-ly-!
since ¢; commutes with < by, ..., b, >, which includes Y.
Thus to maintain the difficulty of breaking the secret key-exchange protocol,
when the underlying group is finite:
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1. all elements a; and b; should have large centralizers

2. the intersection of the centralizers of {a;} as well as the intersection of

the centralizers of {,} should be non-trivial sets

3. neither {a;} nor {b;} should contain a set of generators of the under-

lying group.
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Golomb’s Algorithm - Code
//GOLOMB.CPP ***xxsxx*xxx**x find conjugates using Golomb’s method

#include <iostream.h>
#include <iomanip.h>
#include <fstream.h>
#include <conio.h>

#include "apmatrix.h"
#include "apstring.h"

const int SIZE = 6;

const char FILENAME \sqsubset \sqsupset="DIHEDRAL.DAT";
apmatrix<int> a4(SIZE,SIZE);

bool conjugate(int,int);

void displayTable();

void getElem();

void getFile();

void getOneElem();

void allConjugates(int);

void main()
{
clrscr();
getFile();
displayTable();
getElem();
char next;
for(;;) {
cout << "Do you want to:" << endl;
cout << "(1) Check another pair or" << endl;
cout << "(2) Find all the conjugates of an element or" << endl;
cout << "(3) Exit?" << endl;
cin >> next;
if ((next != '1’) AND (next != '2’)) break;
displayTable();
if (next == ’1’) getElem(); else getOneElem();
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}

[/ Rk kR Rk kKK

bool conjugate(int a, int b)
//check two elements and see if they’re conjugate

{
bool conj=false;
for (int i=2;i<SIZE;i++)
{
for (int j=1;j<i;j++)
{
if (a4(i]l[jl==a)
{
if (a4[jl[il==b)
{
cout << i << ¥’ << j < " =" K a ;
cout << j << '*’ << i << " = " << b << endl;
conj=true;
}
}
}
}
return conj;
}

[/ REERkERRERREREKKRKKEKEK

void allConjugates(int a) //find all conjugates of an element
¢ int b;
for (int i=0;i<SIZE;i++)
¢ for (int j=0;j<i;j++)
‘ if (a4[il [jlt==a)
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b = a4(jl[i];

cout << i << '#’ << j << " = " KK a ;
cout << j << '#’ << i << " = " << b << endl;
}
}
}
}
[ /5% xtkenbhkekRRRRREREE
void displayTable() //displays the group table.
{
cout << FILENAME << endl;
for (int i=0;i<SIZE;i++)
{
for (int j=0;j<SIZE;j++)
cout << setw(4) << (a4[il[j1);
cout << endl;
}
cout << endl;
}
[/ RFEREERRREREERERERRR KR
void getElem() //get two elements from user

{
int wi,w2;
cout << "What are the two elements that you are checking"
<< " for conjugacy?";
cin > wl >> w2;

if (wi==w2) {
cout << "An element is always conjugate to itself";
return;

}

if (conjugate(wi,w2))

cout << "They are conjugate";
else

cout << "They are not conjugate";
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cout << endl << endl << endl;
}

AT 23T ISR L 22 L2 2

void getOneElem() //get one element and find its conjugates

{
int wi;
cout << "What is the element whose conjugates you are looking for?";
cin > wi;
allConjugates(wi);
cout << endl << endl << endl;
}

VAT IS TSI SRS T L 222 2

void getFile() //open group table

{
ifstream inpFile(FILENAME);
if (linpFile) cout << "Can’t find the file";
for (int i=0;i<SIZE;i++)

{
for (int j=0;j<SIZE;j++)
{
inpFile>>(a4[il(j]l);
}
}
}
67
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Determining the Cycle Structure,
In and Out Shuffling

// SHUFFLE.H ***xsxxx*** header file

#ifndef SHUFFLE_H
#define SHUFFLE_H

#include "apstring.h"
#include "apmatrix.h"
#include "apvector.h"

int DECK_SIZE=8;

struct Deck{
int element;
bool checked;
};

class Shuffle{

private:
int decksize;
apvector<Deck> myDeck;
apstring name;
apmatrix<int> myCycles;
ShowCycles();

public:
InitDeck();
ChangeDeckSize(int) ;
ResizeDeck(int) ;
Shuffle(int);
Print();
OutShuffle();
InShuffle();
InverseQutShuffle() ;
InverselnShuffle();
ShuffleString();
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#endif

// SHUFFLE.CPP #x#kxkkkxkidkkhkkkkkkkhkhnRs

#include <fstream.h>
#include <iostream.h>
#include <iomanip.h>

#include "shuffle.h"

Shuffle::Shuffle(int size)
{
decksize=size;
myDeck.resize(decksize);
myCycles.resize(decksize,decksize);
for (int i=0;i<decksize;i++)
{
myDeck[i] .element=i;
myDeck (i] . checked=false;

}

Shuffle::InitDeck()
{
myDeck.resize(decksize);
myCycles.resize(decksize,decksize);
for (int i=0;i<decksize;i++)
{
myDeck(i] .element=i;
myDeck([i] . checked=false;
}
Print();
SetCycles();
}

Shuffle: :ChangeDeckSize(int newsize)
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{

decksize=newsize;

}

Shuffle::ResizeDeck(int newsize)

{
myDeck.resize(newsize);

}

Shuffle: :Print()

{
for (int j=0;j<decksize;j++)
cout << setw(4) << myDeck([j].element;
cout << endl;
ShowCycles() ;

}

Shuffle: :OutShuffle()

{
Shuffle Shuffled(decksize);
for (int j=0;j<decksize/2;j++)

Shuffled.myDeck[2*j] .element=myDeck[j] .element;
for (int k=decksize/2;k<decksize;k++)
Shuffled.myDeck[2#* (k-(decksize/2))+1] .element=myDeck([k] .element;

cout << setw(11) << "QUT: “;
Shuffled.Print();
*this=Shuffled;

}

Shuffle: :InShuffle()
{
Shuffle Shuffled(decksize);
for (int j=0;j<decksize/2;j++)
Shuffled.myDeck[2*j+1] .element=myDeck[j] .element;
for (int k=decksize/2;k<decksize;k++)
Shuffled.myDeck [2* (k-(decksize/2))] .element=myDeck[k] .element;
cout << setw(1l) << "IN: “;
sthis=Shuffled;
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Print();
}

Shuffle::InverseQutShuffle()
{
Shuffle UnShuffled(decksize);
for (int j=0;j<decksize/2;j++)
UnShuffled.myDeck[j] .element=myDeck[2*j] .element;
for (int k=decksize/2;k<decksize;k++)
UnShuffled.myDeck[k] .element=myDeck [k*2-decksize+1] .element;
cout << setw(11) << "INVERSE OUT: ";
UnShuffled.Print();
*this=UnShuffled;
}

Shuffle::InverseInShuffle()
{
Shuffle UnShuffled(decksize);
for (int j=0;j<decksize/2;j++)
UnShuffled.myDeck(j].element=myDeck([j*2+1] .element;
for (int k=decksize/2;k<decksize;k++)
UnShuffled.myDeck (k] .element=myDeck[(k-decksize/2)*2] .element;
cout << setw(11l) << "INVERSE IN: “;
UnShuffled.Print();
*this=UnShuffled;
}

Shuffle: :ShuffleString()
{
apstring inpString, currShuffle;
cout << "What is the input string?" << endl;
cin >> inpString;
vhile (inpString.length()!=0)
{
currShuffle=inpString.substr(0,1);
» inpString=inpString.substr(l,inpString.length()-1);
switch (scurrShuffle.c_str())
{
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case 'I’:
InShuffle();
break;

case 'i’:
InverseInShuffle();
break;

case ’'0Q’:
OutShuffle();
break;

case '0’:
InverseQutShuffle();
break;

}

Shuffle: :ShowCycles()
{
for (int a=0;a<decksize;a++)
myDeck [a] .checked=false;
int elementpos=-1;

int i=0;
for (int check=0;check<myDeck.length() ;check++)
{
if (!(myDeck[check].checked))
{
i=check;
elementpos=-1;
cout << n( " :
while (elementpos!=i)
{

myDeck[i] .checked=true;
for (int j=0;j<myDeck.length();j++)

{
if (myDeck[j] .element==i)
{
elementpos=j;
cout << myDeck([elementpos].element << " *;
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break;
}
}
i=elementpos;
elementpos=check;
}
cout << ") ";
}
}
cout << endl;

X

Shuffle::SetCycles()
{
int rows,cols=0;
for (int a=0;a<decksize;a++)
myDeck[a] .checked=false;
int elementpos=-1;
int i=0;
for (int check=0;check<myDeck.length();check++)
{
if (!(myDeck([check].checked))
{
i=check;
elementpos=-1;
//COllt << u( 1] ;
while (elementpos!=i)
{
myDeck[i] . checked=true;
for (int j=0;j<myDeck.length();j++)

{

if (myDeck[j].element==i)

{
elementpos=j;
myCycles [rows] [cols] = myDeck([elementpos].element;
Cols++;
break;

}
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}
i=elementpos;
elementpos=check;

for (int numrows=0;numrows<myCycles.numrows () ;numrows++)

for (int numcols=0;numcols<myCycles.numcols() ;numcols++)
cout << myCycles[numrows] (numcols] << ’ ’;
cout << endl;

}
rowsS++;
cols=0;

}

}

{

}

}

//SHUFFLEMAIN.CPP **x+** main ‘‘client’’ file

#include "shuffle.h"

int main()

{

int size,choice;

cout << "What size is the deck?" << endl;

cin >> size;

Shuffle theShuffle(size);

while (1)

{
cout
cout
cout
cout
cout
cout
cout
cout
cout

144
<<
<<
<«
<<
<<
<L
<«
<L

"Would you like to:" << endl << endl;

ll1.
Il2'
II3.
"4.
"5-
lls'
ll7’
ll8.

Change the number of shuffles/deck size" << endl;
Reset the deck" << endl;

In Shuffle" << endl;

Out Shuffle" << endl;

Inverse Out Shuffle" << endl;

Inverse In Shuffle" << endl;

Enter a Shuffle String" << endl;

Exit" << endl;

cin >> choice;
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switch (choice)

{

case 1:
cout << "How many in the deck?" << endl;
cin >> size;
theShuffle.ChangeDeckSize(size) ;
theShuffle.ResizeDeck(size);
break;

case 2:
theShuffle.InitDeck();
break;

case 3:
theShuffle.InShuffle();
break;

case 4:
theShuffle.OutShuffle();
break;

case 5:
theShuffle.InverseQutShuffle();
break;

case 6:
theShuffle. InverseInShuffle() ;
break;

case 7:
theShuffle.ShuffleString();
break;

case 8:
return 0;
break;

default:
cout << "That is not a valid choice." << endl;
break;

}

}

return O;
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Enumeration of A Shuffle Group 2+8=2'=16
Note: elements of B, are listed as simply n. Example: 1=5;
A space between shuffles indicates a new conjugacy class

I’s/0’s canonical deck
cycle structure

I000 1 8910111213 141501234567
(0 8)(1 9)(2 10)(3 11)(4 12)(5 13)(6 14)(7 15)
0I00 2 456701231213 141589 10 11
(0 4)(1 5)(2 6)(3 7)(8 12)(9 13) (10 14) (11 15)
0010 3 2301674510 1189 14 15 12 13
(0 2)(1 3)(4 6)(5 7)(8 10)(9 11)(12 14) (13 15)
000I 4 1032547698 111013 1215 14

(0 1)(2 3)(4 5)(6 7)(8 9)(10 11)(12 13) (14 15)

1100 12 1213141589 101145670123
(0 12)(1 13)(2 14)(3 15)(4 8)(5 9) (6 10)(7 11)

I00I 14 9811101312151410325476
(0 9)(1 8)(2 11)(3 10)(4 13)(5 12)(6 15)(7 14)

0IIO 23 6745230114 151213101189
(0 6)(1 7)(2 4)(3 5)(8 14)(9 15) (10 12) (11 13)

00II 34 3210765411109 8 15 14 13 12

(0 3)(1 2)(4 7)(5 6)(8 11)(9 10) (12 15) (13 14)

I0IO0 13 10 11 891415121323 016745
(0 10)(1 11)(2 8)(3 9)(4 14)(5 15)(6 12)(7 13)
0I0I 24 547610321312151498 1110

(0 5)(1 4)(2 7)(3 6)(8 13)(9 12)(10 15)(11 14)

IIIO0 123 14 1512131011 8967452301
(0 14)(1 15)(2 12)(3 13)(4 10)(5 11)(6 8)(7 9)
II0I 124 131215149811 1054761032
(0 13)(1 12)(2 15)(3 14)(4 9)(5 8)(6 11)(7 10)
I0I1 134 11 10981514 131232107665 4
(0 11)(1 10)(2 9)(3 8) (4 15) (5 14) (6 13)(7 12)
OIII 234 765432101514 13121110098

(0 7)(1 6)(2 5)(3 4)(8 15)(9 14) (10 13) (11 12)

76

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



IIII 1234 1514 131211 109876543210

0 0 08192103 114125 136147 15
(0)(1 2 48)(36 129)(5 10)(7 14 13 11)(15)
0II00 012 6 147 1541265 132103110819
(0 12 5 6)(1 14)(2 8 13 7)(3 10 9 15) (4)(11)
0IOI0O 013 5134127156 141908311 210
(0 10 15 5)(1 8 11 13)(2 14 7 4)(3 12)(6)(9)
0IO0I 014 124135146 1578091102113
(0 9 10 12)(1 11 14 4)(2 13)(3 15 6 5)(7)(8)
00II0 023 31121019087 156 145 13 4 12
(0 6 10 3)(1 4 14 11)(2)(5 12 15 9)(7 8)(13)
00I0I 024 102 1138091146157 124135
(0 515 10)(1 7 11 2)(3)(4 13 14 8)(6 9)(12)
000II 034 9180113102 135124157 146

(0359(1)(27 13 8)(4 11)(6 15 12 10)(14)
OIIII 01234 157146135124113102918090
(0 15)(1 13 4 7)(2 11 8 14)(3 9 12 6)(5)(10)

01000 01 41251361471508192103 11
(089111576 4)(1 10 133 14 5 2 12)
00100 02 21031108196147 154125 13
(0412131511 32)(16865 1497 10)
000I0 03 19083112105 134127 156 14
(02614151391)(34107 12115 8)
I 04 8091102113124135146 157
(01371514128)(251161310409)

O0III0 0123 7156145134123112101908
(01438151 127)(2 10119 13 54 6)
OIIOI 0124 146 157124 1351021138091
(013611529 14)(31110812457)
OIOII 0134 1365124157 1469180113102
(011 1221543 13)(1981014675)
00III 0234 1131029180157 146135 124
(07941586 11)(1 513 12 14 10 2 3)

00 Qo 0 4812159132610 14371115
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(0) (1 4)(2 8)(3 12)(5) (6 9)(7 13)(10) (11 14) (15)
00IOIO 0013 101426 111537812049 1315
(0 10)(1 14)(2)(3 6)(4 11)(5 15)(7)(8) (9 12)(13)
000I0I 0024 5$1139401287315116 2 1410
(0 5)(1)(2 13)(3 9)(4) (6 12)(7 8) (10 15)(11)(14)
OOIIII 001234 151173 1410621395112840
(0 158)(1 11)(2 7)(3) (4 14)(5 10)(6)(8 13)(9)(12) ~

00I00CO 001 26101437 111504812159 13
(08102)(112116)(34914)(5 13 157)
000I0O 002 159130481237111526 10 14
(0451)(Q21279)(3 86 13)(10 14 15 11)
I0 003 8120491315101426111537
(0 2108)(16 11 12)(3 14 9 4)(5 7 15 13)
oI 004 40128511396214107 3 1511

(0154)(297 12)(3 13 6 8)(10 11 15 14)
00IIIC 00123 111537 101426913158 12014
(0 145 11)(1 10 4 15)(2 6 7 3)(8 12 13 9)
00IIOI 00124 7315116214 105113940128
(0 13 10 7)(1 9 11 3)(2 58 15)(4 12 14 6)
00IOII 00134 14 106 215117 31284013951
(0 11 5 14)(1 15 4 10)(2 3 7 6)(8 9 13 12)
OCO0III 00234 139511284015 117314 106 2
(0710 13)(1 3 11 9)(2 15 8 5)(4 6 14 12)

00IIOO 0012 3711152610141591304 812
(0 12 15 3)(1 8 14 7)(2 4 13 11)(5 9 10 6)
00IO0I 0014 6214107315114012851139
(09 156)(1 13 14 2)(351210)(48 11 7)
000II0 0023 913158120411 1537101426
(06 159)(1 2 14 13)(3 10 12 5)(4 7 11 8)
II 0034 1284013951141062151173
(031512)(17 148)(211134)(56 109)

0001000 0001 13587
(0812141573 1)(29
100 0002 8 10 12
(0467 151198)(1 12

911131502468 10 12 14
4 10 13 6 11 5)
14024691113151357
2514 3 13 10)
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gIo 0003 4602121481057 131315911
(023111513 124)(1 10791458 6)
0ol 0004 206410814 1231751191513
(0191315146 2)(38511127 104)

000 ooo 0246810121413579 111315
(0)(1 8 42)(39 12 6)(5 10)(7 11 13 14)(15)
000IIOO 00012 911 1315135781012140246
(0 12 10 9)(1 4 14 11)(2 13)(3 5 6 15)(7)(8)
000IOIO 00013 571313159 11460212 148 10
(0 10 15 5)(1 2 11 7)(3)(4 8 14 13)(6 9)(12)
000IO0I 00014 31751191513 2064 108 14 12
(0953)(1)(2813 7)(4 11)(6 10 12 15)(14)
II0 00023 121481046 0213159115713
(0 6 512)(1 14)(2 7 13 8)(3 15 9 10)(4)(11)
I0I 00024 1081412206 411915133175
(0 5 15 10)(1 13 11 8)(2 4 7 14)(3 12)(6)(9)
0II 00034 6420141210875311513 119
(0 310 6)(1 11 14 4)(2)(5 9 15 12)(7 8)(13)
O0OIIII 0001234 151311 9753114121086420
(0 15)(1 7 4 13)(2 14 8 11)(3 6 12 9)(5)(10)

ooco 0000 0123456789 10111213 14 15
(0) (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) (13) (14) (15)

000IIIO 000123 131591157 1312148104602
(014921516 13)(3754 128 10 11)
000IIOI 000124 11 91513317 51081412206 4
(013341521211)(1 576 141089)
000IOII 000134 75311513 119642014 121038
(011 6815497)(13210 14 12 13 5)
III 000234 14 12 108642015131197531

(071211583 14)(26 45 139 11 10)
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