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Abstract
PROTRU: Leveraging Provenance to Enhance Network Trust in a Wireless
Sensor Network
by

Gulustan Dogan

Advisor: Professor Ted Brown

Trust can be an important component of wireless sensor networks for
believability of the produced data and historical value is a crucial asset in
deciding trust of the data. A node’s trust can change over time after its initial
deployment due to various reasons such as energy loss, environmental conditions
or exhausting sources. Provenance can play a significant role for supporting
the calculation of information trust by recording the data flow and snapshots
of the network. Furthermore provenance can be used for registering previous
trust records and other information such as node type, data type, node location,
average of the historical data. We will introduce a node-level trust-enhancing
architecture for sensor networks using provenance. Our network will be cognitive
in the sense that our system will react automatically upon detecting anomalies.
Through simulations we will verify our model and will show that our approach
can provide substantial enhancements in information trust as compared to the

traditional network approaches.
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Chapter 1

Introduction

Provenance plays an important role in wireless sensor networks. Wireless sensor network
technology is a fast growing concept. Tiny and cheap nodes are employed in large numbers
in difficult environments such as forests, lakes, etc. to do data collection for many purposes
[6]. Originally wireless sensor networks were motivated by surveillance in battlefields for
military however in time they were used in many areas [90]. Some examples of these ar-
eas are active volcano monitoring[138, 137], the microclimate monitoring throughout the
height of a redwood tree [32], buildings and bridge monitoring [49, 100] and health-care
monitoring [48] to name a few.

In most of the sensor networks, there is no centralized control over data collection, as in the
traditional databases, hence data is often copied, moved, created, updated and deleted in an
uncontrollable way. Provenance makes it possible to have a clear picture of the dataflow
in a sensor network by tracking the evolution of the data systematically. Provenance plays
an important role in deciding about the qualities of the data such as its trustworthiness,

its accuracy and its verifiability. Provenance can be used in order to find out causes of



faulty behavior, to figure out the circumstances that determine the connectivity of the net-
work, to increase the trustworthiness of data after elimination of the causes. Therefore,
provenance management should be an interest in sensor networks in order to have an un-
derstanding of how the results are obtained for later use such as trust assessment, fault
tolerance, troubleshooting, result reproduction and performance optimization. In our work
we use provenance for trust assessment in wireless sensor networks (WSNs).

Wireless sensor networks are very vulnerable environments due to computational and en-
ergy constraints. In addition wireless sensor networks are very open to physical world
effects such as a person walking on a field can step on a sensor and make it dysfunctional.
Trust is quite important for self-configurable and autonomous systems such as wireless
sensor networks [41]. A wireless sensor network has to depend on accurate data. There-
fore keeping the trust of a data item as up-to-date as possible is a clear concern and trust
assessment is a crucial task. Network trust may depend on several factors such as the path
traveled by the data, the trust of the source, time elapsed after the transmission. As en-
hancing trust involves understanding causal chains of events, dataflow oriented provenance
model becomes a solid reference of the phases data goes through [25]. The dataflow ori-
ented provenance model which we use in our architecture, makes it possible to have a clear
picture of the dataflow by keeping the source node and destination node information and
their states.

A trust management scheme can make a WSN tolerant to node failures by assisting de-
cision making process. For example, a node can decide to cooperate with a node or not
based on the feedback it receives from the trust model. Trust research on WSN is new;
few systems have considered it [47, 143]. More research has been done on Trust in Ad-hoc

and P2P networks. Although these network types have many similarities to WSN, still a



separate trust management system has to be developed for WSN because of their specific
characteristics such as energy and computation constraints. For example, some of the trust
models for ad-hoc networks use a central reputation mechanism that needs a “manager”
overseeing the trust of the network [109]. This approach is not very applicable to sensor
networks because of energy and scalability issues. Our major contribution of this work
is leveraging provenance in order to restructure the network for maintaining the trust, an
idea that we believe is new. Not many research has been done combining trust, provenance
and wireless sensor networks and to our knowledge, our architecture is the only one which
combines these three areas for network restructuring. Using provenance in trust assessment
for wireless sensor networks is a new research area with many open questions which we
feel privileged for exploring.

This thesis is organized as follows. Chapter 2 establishes terminology on provenance that
will be used liberally throughout this thesis. Chapter 3 will review background on Trust
and Chapter 4 will review background on Sensors. In Chapter 5, we will present Related
Work. Chapters 6 presents the contributions of this thesis work. Chapter 7 presents the

experimental results. We conclude in Chapter 8 and present future research in Chapter 9.



Chapter 2

Background on Trust

Trust is quite important for self-configurable and autonomous systems such as WSNs [41].
WSNs are very vulnerable environments due to computational limitations, energy con-
straints and network attacks. In addition, WSNs are very open to physical world effects
such as a person walking on a field can step on a sensor and make it dysfunctional. A trust
management scheme can make a WSN tolerant to node failures and misbehavior by assist-
ing decision making process. For example, a node can decide to cooperate with a node
or not based on the feedback it will receive from the trust model. Trust research on WSN
is very new, few systems have considered it [47, 143]. More research has been done on
Trust in Ad-hoc and P2P networks. Although these network types have many similarities
to WSN, still a separate trust management system has to be developed for WSN because of
their specific characteristics such as energy and computation constraints.

Data collection is very important in the process of designing a trust management system.
The system should be history aware, past behaviors should be taken into consideration [41].
Our system is history aware as the trust calculation is considering past behaviors. More-

over, every node keeps their past behavior statistics regarding the data they produce such as

4



average error of the created data in the past time intervals. One of the biggest constraints is
the overhead that can be caused by the trust model. Trust model should be as lightweight
as possible [41].

There are many different data that can be used as input of the trust model. For example, a
node that is not alive for a long time or a node that appears or disappears randomly may not
be trusted. On the communication layer, a node which is misreporting will not be trusted.
For instance, a node which is giving a fire alarm when conditions are calm should be given

a low trust value [41].

2.1 Definitions: Trust, Trustworthiness, Risk, Reputation

Josang et al. [63] define trust and trustworthiness based on the definitions of Gambetta
[46]. Solhaug et al. [118] define trustworthiness as objective probability that the trustee
performs a particular action on which interests of the trustor depend. Trust is a subjective
probability varying from 1 (complete trust) to O (complete distrust) [63].

As trust is the believed probability and trustworthiness is the actual probability, there can be
a difference between them. This difference introduces the risk factor [26]. Risk increases
if the trust is misplaced.

Reputation is also a concept that is very related to trust. Sometimes reputation and trust is
used in the same context however they have different meanings. Reputation is the opinion

of an entity about the other entity. However trust is derivation of reputation of an entity.



2.1.1 Information Trust

There are different types of trust such as social trust, cognitive trust, and communication
trust. In this work, we are assessing the information trust of data items and sensor nodes.

Information trust or data trust refers to the trust placed on data produced by objects or
processes. Information trust in a network is important because it can prevent erroneous
data to accumulate in the network. In a network, a node can (i) create data (ii) process the
data such as fusion (iii) pass the data along. The trust of data depends on the trust of the
node that creates the data and the trust of the nodes the data has visited. Information trust
in a network can be categorized into three: (i) creator node’s subjective view of the trust (ii)
objective trust assessment of the data by the neighboring nodes (iii) changes in information

trust as the data travels along the network.

2.1.2 Properties of Trust

Cho et al. [26] list characteristics of trust as follows in their survey paper.

* dynamicity : Due to node failures and mobility, sensor network is highly dynamic

hence trust should be dynamic too.

* subjectivity : Nodes might decide to put different levels of trust on same nodes due

to dynamicity of the network [1].

* transitivity : Trust is not necessarily transitive. For transitivity, we need two types of

trust, trust in a trustee and trust in recommendations of the trustee.

* asymmetry : Trust is not necessarily transitive. A node may trust a node however the

trustee node may not trust the trustor.



* context-dependency : Trust is context-dependent [9]. For instance, a node may trust
the image data coming from a node but may not trust the audio data coming from the

same node.

2.2 Trust and Reputation in Different Domains

Below I give information about trust literature in social science, e-commerce, distributed

systems and ad-hoc networks based on the survey of Momani and Challa [90].

2.2.1 Trust in Social Science and E-Commerce

Trust is very related to social sciences because it is a part of human life [114]. It has a very
big impact on human relationships such as making friends, sharing secrets, selling/buying
things, working together. It eases the everyday life by helping in the decision making pro-
cess, delegation, certification, resource access [111].

One of the motivating domains for trust research is e-commerce. In internet, buyers and
sellers have a trust relationship. Buyers will buy from sellers that they trust. The trust will
be formed based on the reputation of the seller. Seller gains a reputation based on past
behavior. E-commerce systems such as eBay [110], Yahoo [110], Keynote [10, 11] keep a
centralized trust authority to maintain the reputation and trust values.

Abdul-Rahman and Hailes designed a trust model based on sociological characteristics of
trust [3]. In their model, entities are given trust based on their reputation (indirect) and
their direct experiences. They also consider the word-of-mouth mechanism. Agents put

different importance (weights) to opinions of different agents.



Josang and Ismail developed a reputation system for electronic markets [64]. Most rep-
utation systems are intuitive and ad-hoc however they have built their reputation systems
on beta probability density function in statistics. The beta distribution is mapped to an

opinion, which is a belief about the truth of statements.

2.2.2 Trust in Distributed and Peer-to-Peer Systems

In distributed systems, there is no central authority for assessing the trust of entities. Hence
entities form their own opinions of trust by exchanging information with their peers. Gen-
erally methods from game theory [141], bayesian networks [135] are used for trust calcu-
lation distributedly.

Aberer and Despotovis were one of the first researchers to propose a reputation manage-
ment system for P2P systems [4]. They employ algorithms and data structures that require
no knowledge from a central authority. The trust model is based on the past interactions
between the nodes. One drawback of their method is that only the negative feedbacks are
considered and the system is sensitive to misbehavior of peers. The resurrecting duckling
model in [121] and its descendants [7] use out-of-band channels to authenticate key ex-
change. The established trust between the nodes is binary, either secure or not secure.
There are other trust models for peer-to-peer systems which we do not want to go into
details of as we are interested in trust models for sensor networks. Other trust mecha-
nisms surveyed by Momani and Challa[90] are SECURE[ 18], Distributed Trust Model[2],
Bayesian Network Model [135], UniTec[70], BambooTrust[71], B-trust model[107].



2.2.3 Trust in Ad-hoc Networks

In ad-hoc networks, nodes join to networks or move networks very often. There are no
trusted nodes to support the network functionality. Trust relationship between the nodes is
also dynamic as the network is constantly changing [152].

A majority of the trust mechanisms in ad-hoc networks use game theory and bayesian
network approaches. Two examples of these systems are CONFIDANT [16] and CORE
[87].

2.3 Trustin WSN

There are some surveys done on trust in WSNs [5, 41]. WSNs face different kinds of attacks
such as eavesdropping, fabrication, injection, modification of packets, node capturing and
many others [90]. These attacks raise issues such as privacy, accountability, data integrity,
data authentication and data freshness. Some research has been done on security of WSN
as surveyed by Momani and Challa [134, 101, 152, 131, 97, 156, 104, 121, 153, 106].
Cryptographic mechanisms do not completely solve the problems. System faults, erroneous
data, bad routing by malicious nodes can cause network breakdowns. Cryptography is not
sufficient to solve the security problems, cryptographic approaches should be integrated
with tools from domains such as statistics, e-commerce, social sciences. Some nodes can
behave maliciously or selfishlessly. Trust architectures have to discover and isolate these

nodes. There are different approaches followed by researchers [152].
* Maintain a trust and reputation table for all nodes in a sub-network

* Use a watchdog mechanism to monitor the behavior of the nodes
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* Discover faulty nodes and exclude them from the network

* Reward nodes so that they comply with protocol rules

» Use of low-cost cryptography to protect the integrity of the data

Trust has been researched for a long time [82]. It has been studied by many disciplines such
as social sciences [112], economy [37]. Yet we cannot say that there is a formal definition of
trust. Trust establishment between the nodes is a security approach that is very effective in
WSNSs. As nodes work cooperatively, trust relationship between them improve the security
of WSN.

Security and trust are very related concepts and sometimes they are used interchangeably
[105]. However security is different than trust. It is broader than trust and overhead is
higher in security.

Trust is used in restructuring WSNs such as omitting nodes, adding nodes, merging clusters.
Trust establishment is a must because WSN depends on cooperative and trusting nature of
its nodes. However due to limited resources in WSN, it is not possible to use the traditional
cryptographic approaches [40]. Different trust mechanisms are needed for wireless sensor

networks. Trust in WSNss is still an open and challenging field.

2.3.1 Best Practices of Trust in WSNs

Lopez et al. describe the best practices of trust management in WSNs in their survey [80]

based on the other surveys [41, 62, 61].
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2.3.2 Trust and Reputation

Reputation and trust should be maintained separately in a WSN. Reputation builds in time.
To make an accurate decision, trust should be calculated based on reputation. Without
reputation trust will have a value based on the instant behavior. For instance, a node that
has behaved maliciously in the previous 10 time intervals can behave good, however the
network will not be deceived by the last action as the reputation will reflect the bad behavior

history.

2.3.3 First-Hand Information Gathering

There are many events in a sensor network that can be used as a base for trust computing
such as hardware errors, energy issues, node relocations, sensor reading deviations. These
are considered first-hand information and they should be taken into consideration. A trust

management system that considers multiple sources of information will be more robust.

2.3.4 Second-Hand Information Gathering

As sensor networks consist of nodes that are working collaboratively, second hand infor-
mation should be considered for trust management. A node can have local intelligence. To
some extent it can detect abnormal activities of itself and can report this to its neighbour
nodes. It can also report a bad behavior of its neighbor to another neighbor. However when
considering second hand information, we should be careful about bad mouthing attack.
Bad mouthing attack happens in WSNs when a node gives bad reports about a good node

and good reports about a bad node misleading the trust calculation.
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2.3.5 Initial Values

The nodes in the network should be given initial trust values at the deployment time. As we
assume that a network administrator has configured them and tested them, they should all
be equally trusted. However the system should be suspicious about the nodes added to the
network after the deployment, as they can be part of a white-washer attack, where a node

throws away its bad reputation by creating a new identity.

2.3.6 Granularity

Nodes in a wireless sensor network might have different actions such as sensing, routing.

Different trust values should be assigned to different actions of a sensor node.

2.3.7 Updating and Aging

Trust should build overtime. When trust of a node is updated, the past trust values should
not be overwritten. The previous trust state of the network should be remembered. If bad

behaviors are not remembered, the network will be vulnerable to on-off attacks [99].



Chapter 3

Background on Provenance

Provenance comes from French, from the verb provenir ’come or stem from’ and from
Latin provenire, from pro- *forth’ + venire ’come’. The concept of “provenance” originally
derives from art and is defined broadly as the origin, history, chain of custody, derivation
or process of an object [23].

In some sensor networks, there is no centralized control over data as in the traditional
databases, hence data is copied, moved, created, updated and deleted in a decentralized
way. Provenance plays an important role in deciding about the qualities of the data such
as trustworthiness, accuracy, and verifiability. Provenance management should be a con-
cern in sensor networks in order to have an understanding of how the results are obtained
for later use such as fault tolerance, troubleshooting, result reproduction and performance

optimization.

13
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3.1 Motivations for Provenance

Provenance become more important when the financial industry imploded in 2008. In
2010, US Congress passed the Oversight Act which mandated that every major financial
transaction has a verifiable record. This had a motivating effect on provenance community
such as Department of Defense’s Orange Book in Security Community in the 1970s [25].
After the Oversight Act, USA started to follow stronger rules for transparency for financial
data. Data origin of reconciled papers began to be recorded as provenance for later reeval-
uations.

Many areas utilize provenance as listed below. However the areas which had major im-
pact on provenance tide are the intelligence community and hospital information systems.
Provenance of dossiers is important in the world of intelligence because it introduces the
way of hiding the authors, keeping the authenticity of the document. In the applications
for Homeland Security, this approach has been used [38]. The same requirement is also
present in business use cases where job reviewers should be kept anonymous while it is
guaranteed that they are valid [54].

One other domain that motivated provenance in computing is Hospital Information Sys-
tems [129]. Provenance of data changes is very critical in this domain. The origin of
medical results should be traceable, and when a medical decision is made, the base for this
decision should be recorded. For example, Health Care Portability and Accountability Act
(HIPAA) mandates logging of access and change histories for medical records, which is

doable through provenance [35].
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3.2 Whatis Provenance?

Provenance is defined broadly as the origin, history, chain of custody, derivation or process
of an object [23]. In disciplines such as art, archaeology, provenance is crucial to value an
artifact as being authentic and original. In computational world, as all kinds of information
can easily be changed, provenance becomes important way of keeping track of alterations
[23], whereas in science it can be crucial for the quality and trustworthiness of the result.
Although provenance has a formal definition, it has various meanings in different domains.
User communities are calling data related to the origin of the object in their applications as
provenance. It is important to look for features and requirements of applications in order
to define what provenance is for them.

A couple of different usages in various domains can be listed as follows to give the reader

a glimpse of provenance [25] :

* Wireless sensor networks keep sensor location, timestamp of observations, node type

as provenance data.

» QOperating systems log important system events to aid system administration and in-

trusion detection.

* File systems record basic metadata such as file creation, modification, ownership and

permissions.

* Version control systems record metadata about when changes have been made and

by whom.

* Compilers use source line number tagging to aid in pointing to the sources of compile-

time and run-time errors.
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* Specific database curators maintain detailed high-level records of who has inserted,

modified or deleted data and (sometimes) where it has been copied from.

* Web browsers retain history information about which sites have been visited and

when.

3.3 Properties of Provenance

In his work, Muniswamy-Reddy list these properties as requirements for provenance to be
useful [95].

Data Coupling: Data and provenance should be coupled together through the applications
and systems because provenance will not be sound without the actual data. An object and
its provenance timeline should match. Otherwise the data can be old but provenance infor-
mation can be updated or vice versa which will lead to erroneous results. Any transaction
made on the data should be reflected to the corresponding provenance data such as an up-
date, deletion, and manipulation. Data coupling can be a problem when various information
is kept as provenance. While some provenance information is dynamic, the rest can stay
static and the connection between them might get lost. For instance, provenance values
such as GPS location of a sensor node, energy left at the node can change while node id
remains same. A solution can be made by combining the varying provenance data with a
fixed provenance such as connecting the GPS information (variable provenance) with sen-
sor ID (fixed provenance). Coupling is handled differently in various systems. In some
systems, data is tightly coupled to provenance, data and metadata are stored in the same
storage system (file system or database) with the same keys or even they can be attached to

the same data file as done in the headers of NASA Flexible Image Transport System.
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Data Independent Persistence: Provenance should stay permanent although the objects
are temporary and link between the objects should not be lost in any situation such as dele-
tion of an object, a system crash. For example, if object P is the ancestor of an object L, this
information is stored in provenance of the object P. If at some point in the system P gets
deleted, its provenance should be kept. Otherwise provenance graph will be disconnected
and there will not be a meaningful picture of the provenance of the system. We should still
be able to derive that P is the ancestor of L although P does not exist anymore.

Efficiently Queriable: Although it is a fact that provenance is created more often than
it is queried, provenance should be able to be efficiently queried. In systems with a few
number of objects, users will easily be able track the provenance data. However efficient
querying becomes crucial in systems with large number of objects where users do not have
the precise knowledge of the objects they want to access. For example, a user might want
to selectively lookup the ancestors of an object in a system where ancestry relations form
long chains. At this point an efficient querying mechanism is mandatory. Otherwise the

stored provenance data is inaccessible and is of reduced value [95].

3.4 Provenance in Different Fields

In this section, we review how provenance is defined in different fields.

3.4.1 Provenance in Art

In the study of fine art, provenance refers to the documented history of some art object [91].
Provenance of a painting is a history of its ownership. Based on the documented history,

the object is considered authentic or fake. For instance, if it cannot be verified that Mona
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Lisa was created by Leonardo Da Vinci then the painting is considered less valuable.

3.4.2 Provenance in Science

The idea of documenting the provenance of a data item comes from the arts as stated above,
but recently the eScience community has taken a great deal of interest in documenting the
steps, data sets and processes used in a research result. One of the hallmarks of scientific
research is that it can be duplicated by others; doing so allows validation and moreover
presents the additional research ideas that a paper creates. eScience research has focused
on reproducible research and the use of workflow technologies to illustrate the steps taken
in a scientific experiment for reproducibility. This has led to introduction of scientific
workflows. Commercial and open source scientific workflow systems have started to be
developed to allow scientists automate the steps taken during their research without going
into the burdens of scripting [84]. Some popular scientific workflow management systems
are myGrid/Taverna [98], Kepler [15], VisTrails [45], and Chimera[43].

The work done on provenance management in eScience community has focused primarily
on scientific workflows. Provenance management should be a concern in order to have a
better understanding of how the results are obtained. Although the processes are straight-
forwardly connected, the reproducibility of the papers results or additional examinations
would be enhanced by having clear workflow and data provenance. Scientific workflow
systems automatically capture provenance information during workflow creation and ex-
ecution to support reproducibility [124]. Having this motivation, provenance has been
studied by several approaches in eScience Community. Provenance research in eScience
community has included work on different domains and applications such as sensor data

access, analysis [8] and provenance-based fault-tolerance mechanisms [28, 127] focusing
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primarily on data and workflow provenance. As this area progresses, scientists can be able
to share provenance derived from different systems, analyze and visualize it. Resulting
science collaboratories such as Open Provenance Model, will change the way people do

science [44].

3.4.3 Provenance in Computing

Computing literature divides provenance into data provenance and workflow provenance
[92]. Data provenance gives a detailed record of the derivation of a piece of data that is the
result of a transformation step [125] whereas workflow provenance is the information or
metadata that characterizes the processing steps of information from input to output [124].
Database community was first to address the issue of provenance. Cui et al. [31] were
among the first researchers to formalize provenance of data in the context of relational
databases calling it lineage of a tuple. Each tuple present in the output of a query is as-
sociated with a set of tuples present in the input. The associated tuples are called lineage.
Basically the lineage of a tuple is defined as the input data that contributed to the tuple.
Later based on this intuition, provenance has been re-defined.

Although provenance was first addressed by database community, later it was used by many

research communities such as network[155], internet [20], trust[51], file systems[113].

3.4.4 Provenance in Databases

Trio, Panda, DBNotes and SPIDER are examples of provenance systems with database ap-
proaches. Trio keeps track of the provenance of tuples. Essentially it tracks tuples that are
used as inputs in generating another tuple. It associates each tuple with a confidence level

hence it supports uncertainty data model. It is a very interesting work in the sense that it
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extends SQL to support lineage and accuracy [139]. Panda goes beyond Trio by supporting
process provenance [60]. In Trio which tuples are ancestors of a tuple is tracked whereas
in Panda also processes that produce a tuple’s state are tracked. DBNotes is an annotation
management system for relational database systems [125]. Attributes are tagged with mul-
tiple annotations. When the query is executed, annotations of relevant attribute values are
propagated to attribute values. SPIDER computes data provenance over schema mappings
that uses non-annotation approach [125]. Schema mappings are the logical assertions of the
relationships between an instance of a source schema and an instance of the target schema.

They describe how data in the source and target instances are defined.

3.5 Provenance in Sensors Network Domain

Mostly sensor data is treated as data with real time value but it has historical value too if
thought in a broader sense. To heal, adjust and manage sensor networks, historical sen-
sor data is required. For sensor data to have historical value, it has to have provenance.
Under this fact, research on provenance in sensor networks is crucial. Sensor networks
is a domain with its specific requirements and restrictions such as energy limitations, en-
vironmental conditions. Although there is research done on provenance in eScience and
databases, provenance in sensor networks should be studied separately taking constraints
of sensor networks into consideration.

Park and Heidemann list only some of the differences of provenance in sensor networks
from eScience and database community [102]. One difference is that in scientific work-

flows, data is taken from static databases whereas sensor networks have live data feeds.
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Secondly, ownership and access are not handled in scientific workflows whereas report-
ing sensor’s identity and user privileges are important in sensor networks. Thirdly, sci-
entific computations can last for many days on supercomputers but sensor data is more
lightweight, in turn provenance of sensor data is lightweight too. The other difference
is that in database research, provenance is purely related to metadata and data transac-
tions whereas in sensors there might be a need to capture the executable codes and process
chains (workflow provenance). In databases, data provenance is computed only for the cur-
rent state of the tables however in sensor networks old snapshots of the data is valuable too.
By maintaining explicit timestamp on sensor data provenance, old results can be traced.

Provenance research in sensor networks is still very new and open to various directions.
Many research has been done regarding different aspects of sensor networks. For instance
some research has leveraged provenance in fault recovery and success validation [122],
whereas in other research, provenance information associated with sensor data has been

used in answering domain specific complex queries [103, 102].

3.5.1 Data Provenance in Sensor Networks

Data provenance is crucial in data streaming applications which use sensors. Data qual-
ity becomes an important metric in sensor network applications since there are multiple
sources and processing is done by multiple nodes. Data provenance refers to valuable in-
formation in assessing data quality such as which node created, modified, deleted data,
the manipulations data went through [75]. Data provenance in databases is classified as
why, how and where provenance. This classification can also be used in sensor networks

provenance models where there is a central data storage.



Students

name | studentid
tl: | Jane | 415-1200
t2: | Jill | 831-3000

Courses
studentid | course taken | course dept | grade
t3: | 415-1200 | corcl1312 math A
t4: | 415-1200 cisc2210 cis A
t5: | 831-3000 cisc1210 cis B
t7: | 831-3000 corc3210 math B

Figure 3.1: Example database: student portal

Queryl:

SELECT s.name, c.grade

FROM Students s, Courses ¢
WHERE s.studentid = c.studentid
c.type = 'math’

Result of Queryl:
name | grade
Jane A

Jill B

Figure 3.2: Example query
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3.5.1.1 Why Provenance

First, we will examine “why provenance” in databases. “‘Why provenance” holds infor-
mation about the input which cause output to be produced. It is the one which is closest
data provenance type to the lineage definition of Cui et al. [31]. In Figure 3.2, as each of
the two source tuples ¢; and t3 justify the existence of the Jane tuple, why provenance of
the tuple (Jane, A) of Queryl becomes the source tuple set {t1,t3}. Source tuples ¢; and
t3 are named “proof” or “witness” for the Jane output tuple according to Queryl because
they are the two tuples contributing to Jane output tuple.

Why provenance tells about the source tuples that witness the existence of an output tuple
in the result of the query but it does not describe how an output tuple was formed accord-
ing to the query. Green et al. [53] has introduced the concept of polynomials of defining
how output tuple was derived. They call these polynomials “provenance semirings” in their
paper. A semiring is a system consisting of a set S together with two binary operations, ad-
dition and multiplication [14]. Later the idea provenance semirings led to the introduction
of how provenance which we define below.

To our knowledge we are the first ones to define “why provenance” for sensor networks.
It is used for describing the nodes that contributed to a data result. For instance, why

provenance of the data in Hub 1 in Figure 3.3 will be the set {A,B,C,D}.

3.5.1.2 How Provenance

“How provenance” gives more specific information about the way query runs. In the query
in Figure 3.1, for all students the student name and their grades in the courses offered by
mathematics department are derived. In the select, two tables Students, Courses are com-

bined. Why provenance of the output tuple (Jane, A) is {t1,t3}. We can only learn that



24

@ Fusing
Node 1 \
Fusing
Node 2
Central
Node

@ \‘Fusmg

/ Node 3 /
@\;/

/ Node 4

data_H

2012 Sun March 25 11:43:01 EST

Figure 3.3: Data path used for why provenance

tuples ¢; and ¢3 witness the output tuple (Jane, A) but we cannot learn how the tuple was
formed. At this point how provenance comes in. How provenance of the output tuple (Jane,
A) is represented as a polynomial ( ¢; + ¢3 ) giving information about the way the query
runs in order to gather the tuple. The polynomial (¢, + t3) means ¢; and ¢3 contribute to the
query by a select. If there were two queries, outer and inner then we would use multiplica-
tion representing the join operation between inner and outer queries. Why provenance can
be derived from the how provenance but the converse is not always possible.

We define the how provenance in sensor networks as follows. It is a polynomial with
variables as sensor ids and operations of addition and multiplication. Two sensor ids are
combined with addition. This means that their data is concatenated for the result. Mul-
tiplication stands for any kind of data aggregation operation done at fusion nodes such

as running aggregation algorithms on the data such as finding dissimilar data, averaging.
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For instance, how provenance of the data in Hub 1 in Figure 3.3 will be the formula in
Equation 3.5.1.
AxB+CxD (3.5.1)

3.5.1.3 Where Provenance

“Where provenance” explains precisely from where an attribute value v in the output was
copied according to query Q. It describes the relationship between input and output loca-
tions [24]. Notation (R,t,a) refers to a location showing field A of a tuple t of a relation R.
The where provenance of the value “Jane” in the first tuple in the result of Queryl is the
location (Students, ¢, name) in the input database, since “Jane” was copied from the name
attribute of the tuple ¢, in the Students relation, according to Query1. Similarly, the where-
provenance of the value “Jerry” in the second output tuple is the input location (Students,
ty, name).

We define where provenance in sensor networks as follows. It is a tuple consisting of sen-
sor id and sensing time showing which sensor created the data at what time. For instance,
data_H forwarded by sensor node H at time 2012 Sun March 25 11:43:01 EST will have
the where provenance of (H, 2012 Sun March 25 11:43:01 EST)

3.5.2 Utilizing Provenance in Sensor Networks

Basically, if there is any input data changing to an output data (data provenance) or any
process chain (workflow provenance), provenance can be included. The areas where prove-

nance is utilized in sensor networks can be listed as follows [54]:

* Security and Safety: Data need provenance in order to ensure authenticity. In the

virtual world, data that a node is creating can be changed and this can be used for
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malicious, illegal purposes. If there is provenance tracking on the node in a sensor
network, it can be used to verify if the data is authentic or not. For instance, Sultana
et al. propose a provenance-based mechanism to identify malicious packet dropping
adversaries in sensor networks [123]. They transmit provenance information along

with the sensor data to isolate the malicious link.

Failure Recovery: Provenance is frequently used for failure recovery and success
validation. Failure recovery and success validation are alike in the sense that there
is a verification in both of them. In failure recovery, we want to avoid repeating a
specific bad outcome. In success validation, we want to validate, replicate and gen-
eralize some good results. They both include understanding causal chain of events
and counterfactual possibilities [25]. In our previous work, we used provenance for
troubleshooting a sensor network. We analyzed data fusion graphs called provenance

graphs to find out sources correlated with anomalous results [68].

Development Process: Provenance answer the questions “how an object is created”,
“through what changes the object went through” [95]. The changes between two
snapshots can be found out by the provenance logs if a sensor network is unstable. In
our previous work, we store value dependencies as provenance to capture the sensor
network snapshots [39]. Later the snapshots are compared to detect the changes in

the network such as node movements, energy changes.

Optimization: With provenance, tracing and monitoring can be done very effi-
ciently. This information can be used in optimization. For example, in distributed
system deployments, it is crucial to figure out resource allocation patterns to mini-

mize access times and provenance can capture the patterns. A scenario can be how
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to locate the nodes nearer to their frequent users in a sensor network. By analyzing

the provenance logs, the most efficient allocation can be found out and deployed.

* Trust: Provenance has also been used for assessing and enhancing trust in various
environments such as sensor networks[39], multi-hop networks [52], social networks
[51] and semantic web [20]. We described provenance work in trust in more detail in

Section 3.7.

* Real-time Diagnostics: Queries can monitor a network for runtime anomalies. For
instance, when number of changes in a routing table in a network exceeds a threshold,
an alarm event can be generated. Upon this alarm, the system may generate a dis-
tributive recursive query over the network to detect the source of malicious activities

[154].

3.5.3 What is kept as Provenance in Sensor Networks

When provenance is concerned, one of the main questions is what to keep as provenance.
Can all data regarding origin and chain of custody of an object or data be considered as
provenance? There is not a clear-cut answer to this question because provenance data
is formed by the requirements of every domain. For instance, in a document versioning
system, provenance is required for tracking the changes made to documents. Hence the
appropriate provenance data for a document versioning system will be the version control
numbers, version change dates, the track of changing authors. Provenance in a scientific
workflow system will be the software used in each process, the datasets used, the order
processes are called.

For this work, we are interested in what data can be considered as provenance for sensor
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networks. There are various types of provenance. One of them is network provenance.
Network provenance refers to provenance data kept in network [154]. One of the most
commonly used network provenance data is reachability in a network. Zhou et al. use
network provenance for enforcing distributed trust management in networked information
systems [154].

Sensor specification such as location of the sensor, type of the sensor, output structure of the
sensor are frequently kept as provenance data in sensor networks. Data such as angle of a
video sensor should be recorded as provenance in order to make sense of the data [73]. IBM
T.J. Watson center has a work on a biomedical sensor system for online healthcare analysis.
The system is called Century [85, 12]. They store provenance information describing which
data and processes contributed to an event in the system. Vijayakumar and Plale have
proposed a system capturing provenance data for meteorology forecasting domain [130].
They keep timestamp, type and description of sensed data and events in the system as
provenance.

Patni et al. keep location of the sensor, timestamp of observations, attributes of the sensor
itself as provenance data. For instance, they keep what kind of sensor the node is. They
make use of provenance data in their system. One example usage is as follows. As a motion
sensor is not useful in the context of a blizzard, they disregard the readings from motion

sensors when looking for events related to a blizzard [103].

3.6 Provenance Management in Sensor Networks

To use sensor data for its historical value it has to be named, stored and indexed properly.
Sensor data is location specific but also has to be combined with other sensors’ data to

make more meaning out of it. For example, immediate traffic data is useful for ticketing
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drivers but it is also useful in other ways such as finding the correlation between weather
and traffic, time of the day and traffic. It can also be combined with data from other cities
to make statistical observations.

There are three key components of a provenance management system: a capture mech-
anism, a representational model, and an infrastructure for storage, retrieval. There are

different kinds of management solutions for these systems with their trade-offs.

3.6.1 Capturing Provenance in Sensor Networks

Capture mechanisms have three main classes: workflow, process and operating system
based. Most workflow systems support provenance from their initial design. Process-based
systems should be instrumented to capture provenance from the information coming from
the processes. OS-based systems should do post-processing to extract provenance because

they are not coupled with workflows or processes [44].

3.6.1.1 Granularity

There are two types of granularity, coarse-grained and fine-grained. Coarse-grained prove-
nance tracks dependencies between input and output at a very abstract level (e.g., streams)
whereas fine-grained provenance tracks dependencies for individual data items [50]. For
most of the sensor network applications fine-grained provenance should be kept because
we should be able to track source data from the result. For instance, for some applications
sensor readings are sent to a central system. These systems detect critical situations such
as machine overheating or low inventory. Human operators need to understand from which
inputs these events are derived. For a machine overheating event, it should be understand-

able which sensors measured high temperature values and this information is provided by
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fine-grained provenance. Park et al. keep fine-grained provenance for their Sensornet re-
publishing system [102]. Huq et al. also propose a provenance system for sensor data

streaming applications combining fine-grained and coarse-grained provenance [58].

3.6.1.2 Collection Methods

There are two collection methods automated monitoring and manual capturing.
Automated Monitoring:

This method is also called observed provenance. Provenance data is automatically gathered
without depending on user input. In this type of provenance collection, an administrator
can specify some parameters to the monitoring process but cannot directly interfere with
the collection phase. Advantage of automated monitoring is that it is resistant to malicious
attacks since users cannot alter the provenance data. On the other hand, as data is collected
automatically, integrating provenance data with the application should be done by software
developers, which can be a hard task.

Manual Capturing:

The provenance data collected manually is called disclosed provenance. In this collection
type, manual sensors depend on user input for provenance gathering, hence provenance
data can be manipulated easily by malicious users. Advantage of manual capturing is that

integration with the application will not be an issue as the collection depends on user input.

3.6.2 Representation of Provenance

There is no standard for lineage representation in provenance community. As every domain
has specific needs, it is still a challenge to build a metadata standard. Provenance is rep-

resented using different techniques depending on the underlying data processing system.
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Two major approaches used are annotations and inversion [116].

In the annotations approach, metadata is collected as annotations and descriptions about
data and processes. In this approach, provenance metadata is pre-computed and readily
available for querying. When a transformation occurs, the datum is annotated with the
provenance information. Each datum can have annotations attached to it. For instance, in
a sensornet republishing system, every data can contain a url to its source. A problem with
this approach is that not all objects support annotations. In most systems only attribute
values can be annotated whereas tuples, relations or functions cannot be annotated. Mostly
provenance systems with annotation approach use XML while others use domain ontolo-
gies in languages like RDF and OWL to capture semantic information [84], [151], [96].
Ledlie et al. use annotation-based approach for maintaining provenance for sensor data
[74]. They mark sensors when they are replaced with newer models having slightly differ-
ent properties, or when software on the sensor devices was upgraded. These descriptions
and annotations are searchable in their system.

In the non-annotation (inversion) based approach, the state of the database is captured be-
fore and after a transaction. Provenance information is gained by comparing two states of
the database [125]. In the inversion approach, the information about the queries and output
data is used in order to derive the input data.

While the inversion method is more compact, the annotation method provides richer infor-
mation. Inversion method is not suitable for sensor networks as sensor networks are very
dynamic and a compact view of the network at different snapshots is not accessible. One
other reason of why inversion method is not suitable to sensor networks is that processing

of sensor data is arbitrary and hard to invert [102].
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3.6.2.1 Open Provenance Model

Researchers who joined First International Provenance and Annotation Workshop (IPAW’006)
wanted to know about other systems’ capabilities and expressiveness such as design princi-
ples, representations, retrieval methods, storage choices. Hence they agreed on organizing
an event for sharing the provenance approaches of different systems and the idea of First
Provenance Challenge was born.

In the First Provenance Challenge, participants ran a Functional Magnetic Resonance Imag-
ing workflow and executed a pre-identified set of queries. The strength of the systems were
questioned according to their success of executing provenance queries and displaying the
asked provenance information.

In the Second Provenance Challenge, systems were asked to exchange provenance infor-
mation and interoperability of the systems were measured. At the end of the Second Prove-
nance Challenge, researchers decided that there should be a standardization of the way
provenance is modeled, stored, queried and changed to make the systems compatible with
each other. Following this consensus, authors met in a workshop in 2007, crafted and it-
erated a data model called Open Provenance Model. In the following paragraphs, Open
Provenance Data Model’s specifications, properties and design principles will be briefly
described.

Entities:

The core requirements of the model are listed below. These are the initially aimed require-
ments whereas authors decided to allow the addition of more features to the model in the

future.

* a compatibility layer where different systems share their provenance information
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* implementability such that tools can be built on top of this model

* aprecise definition of the model, a digital representation of provenance for any object

* aset of valid inferences that can be made on provenance graphs

Open Provenance Model is based on three primary entities.

Artifact: Immutable piece of state which may have a physical embodiment in a physical
object or a digital representation in a computer system. They are represented by circles.
Process: Action or series of actions performed on or caused by artifacts and resulting in
new artifacts. They are represented as rectangles.

Agent: Contextual entity acting as a catalyst of a process, enabling, facilitating, control-
ling, affecting its execution. They are represented as octagons.

Dependencies:

Provenance of objects is modeled as a directed acyclic graph (DAG) representing a past
execution but never a prediction of future events. Dependencies are shown with edges,
an edge represents a causal dependency between its source, denoting the effect, and its
destination, denoting the cause. There are five predefined causal relationships used, was-
GeneratedBy, wasTriggeredBy, wasDerivedFrom, wasControlledBy and edges are labeled

with one of these causal relationships.

3.6.2.2 Current Provenance Representation Models in Sensor Networks

Below is a list of some provenance systems in sensor networks and the way they represent
provenance.
A couple of sensor network systems have used OPM in sensor network community. Liu

et al. have modeled a provenance-aware virtual sensor system using the open provenance
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model [78]. They also have work where they use OPM for provenance tracking, they use
concepts such as derivedFrom to note the causal relationships between the raw and/or other
virtual sensor and the new virtual sensor [79]. Stephan et al. leverage open provenance
model as a multi-tier model for global climate research [122].

Park and Heidemann et al. have work on republishing sensor data. Republishing is the
process of transforming sensor data so that it can involve multiple steps and different users.
In their system, many sensors are attached to Internet and are publishing data to one of
many centralized sensor stores. Data provenance is the information of the source and the
transformation applied to the source [102]. Their Open Provenance Model record two
basic provenance relationships; the derivation between republished data to source data and
transformation of republished data.

Lange et al. has work on provenance aware sensor networks for real-time data analysis
[73]. In their system provenance is used for tracing data back to its source. As OPM
does not specify standards for querying or recording provenance data, they use a modified
version of OPM as their provenance model. They use distributed temperature sensors for
measuring temperature over long distances. Hence sensor data come from several sources
and it has to be combined with other sensor data to make sense. They create a workflow
that is capable of recording provenance so that the sources and processes that are involved
in producing a set of results can be easily tracked [86].

Lim et al. has work on using provenance for trust assessment in sensor networks which we
described in more detail in Section 3.7. They represent provenance as a tree illustrating the
data flow path. However in some applications such as document workflow systems, there

can be loops and more complex graphs are created [75].



35

3.6.3 Provenance Storage

Provenance storage is also an ongoing research issue. Many approaches have been tried
but they all have disadvantages and advantages. In a network, provenance can be stored
locally or distributedly. In local provenance, provenance data such as whole reachability
tree is stored at a node. In distributed provenance, pointers to previous nodes are stored to
reconstruct provenance on demand. For instance Zhou et al. keep provenance (reachabil-
ity) locally for their work [154].

One other classification in network provenance is online provenance or offline provenance.
Online provenance is only kept for the network state that is currently valid. Offline prove-
nance is kept even when the derivations are expired. Online provenance is helpful for
runtime reaction or adjustments such as detecting network anomalies, restructuring net-
work [39]. For instance when a node is detected to be malicious, all the routing updates
associated with this node can be deleted. Offline provenance is useful for working on data
that has expired for historical results such as finding the contact rate between two nodes
using the reachability information. Although offline provenance provides statistical mea-
surements regarding past behaviour, it has high storage overhead.

Provenance can be stored in a centralized or decentralized storage system. Both systems
have advantages and disadvantages depending on the application they will be deployed on.
In a centralized storage, provenance data of the system is sent to a central storage system,
whereas in the decentralized mode provenance is stored in a distributed manner in many
locations such as in nodes in a network. In these systems, maintenance is easy but it is hard
to search and query provenance information since there is not a systematic design behind.

Furthermore, as transmitting data over long distances is expensive and sensor networks are
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energy-constrained, decentralized approaches work better for sensor networks. In central-
ized systems, although there is a connection between the data and metadata, they are stored
in different systems with different representations. Maintenance is more difficult in a cen-
tralized approach but it is easier to query and search provenance since the mechanism is
designed keeping this requirement in mind [116].

Lange et al. build a provenance aware sensor networks for real-time data analysis. There
are two kinds of storages in their system. First one is temporary working storage and it
is usually stored in-memory. It is for storing window queries or caching. Second type is
summary storage. It is for recording historical data, it is usually stored in disk since it is
in huge amounts. Static storage keeps fixed metadata about sensors like their geographical
location [73].

Provenance is used when constructing indexed, distributed repositories of sensor data.
Ledlie et al. built provenance aware sensor data storage [74].

Provenance data can grow very large sometimes even larger than the actual data. Hence the
way it is stored is important for its scalability. Inversion method described in the previous
section is more scalable than the annotation approach. However metadata stored using the
annotation approach can be reduced by several different methods. One method can be fix-
ing the stored metadata to some specific kind and recursively traversing the ancestry path
in order to obtain the full metadata history.

There are some methods proposed for solving storage problem in sensor networks. Park et
al. propose a compression scheme for decreasing needed storage [102]. Provenance data
can have redundancy as objects can share the similar provenance chain. For example, two
objects with the same ancestor will have similar provenance data. Deduplication is used

in provenance systems in order to eliminate redundant data and improve storage utilization



37

[21]. For instance, a part of the provenance data of the objects sharing the same ancestors
are same hence provenance of the same ancestor is stored more than once in the system
creating a storage overhead. Deduplication methods erase multiple entries of the same
provenance chain. The other method is compressing data provenance.

When fine-grained provenance and coarse-grained provenance are compared, coarse-grained
provenance is more scalable. Ways for controlling granularity of data provenance are pro-
posed. For instance, in a geographical system, state level provenance (coarse granularity)
can be used instead of city level provenance (fine granularity) as cities in the same state

share the similar provenance[75].

3.6.4 Querying Provenance

In sensor networks data has multiple consumers. Data captured may be used not only by
the node creating the data but by other nodes too. Both accessing and querying data should
be flexible [74].

Although it is a fact that provenance is created more often than it is queried, provenance
should be efficiently queried. In systems with a few number of objects, users will easily be
able to track the provenance data. However efficient querying becomes crucial in systems
with large number of objects where users do not have the precise knowledge of the objects
they want to access. For example, a user might want to selectively lookup the ancestors of
an object in a system where ancestry relations form long chains, at this point an efficient
querying mechanism is mandatory. Otherwise the stored provenance data is inaccessible
and is of reduced value [95].

Provenance queries aim to obtain the provenance of electronic data that is of interest to the

user. A challenge in this is how to define precisely the data that user wants to obtain. As



38

provenance data is in the form of a graph, a query language should be capable of dealing
with graphs in order to efficiently do querying. Provenance queries perform reverse graph
traversal over the data flow DAG and terminates according to the query-specified scope;
the query output is a DAG subset [91].

Using existing languages such as SQL, Prolog for querying has the advantage that they are
known and accepted by many people. On the other hand these languages were not built for
provenance models so they lack some important features which will make life easier for
provenance query writers. Semantic Web languages are used for querying and representing
models too. As they are capable of handling metadata, annotations, they can be a good
choice but it is still unclear if they can handle large amounts of data.

Provenance differs from other metadata as it includes relations about objects. Moreover
since most provenance data is a graph, any query language should be able to query graphs
efficiently which is a challenging task. In the First Provenance Challenge, seven out of nine
queries included paths which proves this claim.

A query language for provenance data should at least contain the following features [54,

74].

* regular expressions upon paths : It should be possible to describe paths and their

elements (nodes/edges) by regular expressions.

* path pattern matching : Although whole path is not available before the query runs,
pattern matching between paths should be doable. For example, we might be inter-
ested in nodes where their outgoing edges eventually touch another node no matter

which nodes the path contains.

* paths as first class citizens : In query languages, set level operations should be doable
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on sets and paths can be compared.

* recursive queries : Queries that are going backwards to find the origins and queries

that are going forward to find the derived data are necessary.

* distributed queries : Data is stored near sensors, so the queries will be distributed.

* heterogeneous queries : There might be a need to query data from two communities

traffic and weather.

An efficient evaluation of provenance queries remains an open problem. Although some
techniques exist, they are bound to specific models. Some querying mechanisms are de-
scribed below in order to give the reader an idea about the current approaches.

Patni et al. build a provenance architecture called Sensor Provenance Management System
(PMS) that uses a domain specific provenance ontology called Sensor Provenance (SP).
They develop a specific ontology called Sensor Provenance (SP) to annotate the sensor
data [103]. They have grouped the annotation into three categories: spatial parameter, tem-
poral parameter and domain parameter. They use SPARQL for querying provenance data.
They can run provenance queries such as “Find all the sensors which have observations
related to a blizzard occurring in Nevada on 24th August 2005 at 11 am”.

Ledlie et al. have work on provenance aware sensor data storage [74]. In their paper, they
try to characterize the ways sensor data can be queried. They consider the type of queries,
a system should support. They give examples from the Document Versioning Systems. In
these systems multiple programmers are working on the same program, they will be editing
concurrently and independently. Typical queries on these systems could be, “show me the

file as it is now, or as it was yesterday”, “show me all changes to this file since last week”,

“show me when each line in this file was inserted”, “find the person who removed this error
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code”. CVS systems support these queries, however document control systems involve op-
erations done on many files in different directories. Mostly these queries should be handled
manually in these systems. Some possible queries in an eScience system can be listed as
follows: “Find all raw data from which this dataset was derived”, “Show me what I need
to reproduce this result”, “Find an experiment that answers this question. ”Sensor applica-
tions should support a variety of queries too. For instance, in a sensor-enabled ambulance
team, sensors such as pulse oximeters, EKGs are placed on the patient. They record vital
signs until patient reached to the hospital. Metadata is critical for patients, doctors and
patient relatives. Queries can include “show me everything we have done for this patient”,
“show me the heart rate from moment of arrival until now”, “show me the results of oxygen
treatment”. Based on these examples they make some derivations [74].

Kementsietsidis and Wang [66] look for a generic technique which will work with different
models. They have built a system called Century to model provenance. In Century system,
blood pressure readings and prehypertension alerts are stored. An alert is produced if in any
of the readings the systolic pressure is larger than 135 mmHg. There are four readings in
each 3-hour epoch. The TVC model [132] is used to establish relationship between inputs
and outputs of the Century model. The provenance relationship between input and output
can be described by some invariant primitives. These basic primitives are time, sequence
and value. As an alert is created, a doctor should be able to issue a provenance query in
order to figure out the readings which caused an alert. This is called a backward query. In
a forward provenance query, a reading is given, alerts that are generated by this reading
are found. Efficiency of provenance queries is very important as they are used in domains
like health care, banking, finance which an on time reaction is very important. There are

two alternatives. In one of them a table is maintained as alerts are created and simple SQL
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queries are executed to find the provenance relation. Having persistent provenance data is
the shortcoming of this approach. Because studies have shown that provenance data can be
larger than the actual data, this causes space problems. In the other alternative, relationship
between alerts and readings are encoded by backward/forward queries. The disadvantage
of this approach is that in real environments the relationship between data and provenance
data are very complex, this leads to very long, unreadable, unoptimizable queries. They
propose an approach different than the ones stated above. As provenance is a binary rela-
tion between data items and processing nodes of a workflow or different data items, they
argue for a structure that will index arbitrary binary relations. This index has the property
called duality which means an index will work both on forward and backward queries.

Provenance should be validated in order to prevent spoofing of messages from malicious
attackers. For instance, nodes can have digital signatures to validate the authenticity of the
computed provenance [154]. There should be some kind of access control for securing data
[73]. Making provenance records trustworthy is a challenge [55]. Cost of digital signatures
and cryptography techniques is too high. Therefore light-weighted digital signature tech-

niques should be used for handling security and privacy in data provenance systems [75].

3.7 Leveraging Provenance for Trust in Sensor Networks

In many sensor network applications, provenance can be used for assessing trust. Two
examples are a battlefield monitoring system and a supervisory control data acquisition
system. A battlefield system gathers target locations from multiple sources such as cameras,
satellite images, vehicles, proximity sensors. Critical decisions are taken based on the data
hence trustworthiness is a concern and can be assessed by using provenance. A Supervisory

Control and Data Acquisition (SCADA) system collects real-time information from data
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collection points such as sensors, based on this data it performs critical tasks. A failure can
affect the whole system. Therefore provenance is a key in preventing failures beforehand

by finding out untrusted sources [75].

3.8 Provenance Challenges

Provenance seems trivial when it is defined but it is very challenging to handle provenance
of sensor networks. It is hard to define where to stop. We can think of a system recording
everything and also recording everything about everything and so on. It has been included
on InfoSec Council’s Hard Problems List in USA [27] and British Computing Society has
identified provenance as a Grand Challenge in the UK [117].

One of the challenges most provenance systems face is provenance collection. Extracting
the provenance information from the APIs that are designed without considering the possi-
bility of need for pulling provenance information is a hard task.

The other challenge is integrating provenance from different layers. When provenance in-
formation flows through layers, many challenges are faced. One of them is the naming
inconsistency, as all layers have a different naming mechanism, it is difficult to find the
correct matching between the names.

The other challenge is in making sure provenance flows with data. Provenance is metadata
so it belongs to data hence should act together with data. On the other hand there can be
objects present in one layer but missing in other layers, it will be confusing to which ob-
jects to connect these unmatching objects. Designing an interface coming over all these
challenges will be very infeasible hence most provenance systems work in one layer and
do not handle cross-layer applications [95].

Integration with existing domain systems is another challenge. Provenance is collected
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from many systems with different natures. The same object can be represented differently
in two systems and some objects have a definition in one system and no representation at
all in another system.

It is also a challenge to build a generic provenance framework which can be used in various
systems. There are many domain-specific provenance systems however it is still an open
problem to build a system which will work for all domains.

Performance and storage is a challenge too. One interesting fact is that provenance data
is often larger than the actual data, it gets larger as the application runs and it has to be
stored for longer period of times. Although data is manipulated, provenance data of the old
data has to be kept whereas the old data no longer exist. Performance becomes an issue
too when provenance storage gets very big. Some solutions such as data deduplication,
compaction exist but these solutions add computational complexity to the application. It is
challenging to find a solution which will use application’s resources efficiently and at the
same time will answer the requirements.

Due to rapid and continuous nature of data streams there are challenges in handling the
data provenance. One of the challenges is that due to limited network bandwidth prove-
nance data should be small in size. The other challenge is performing the data provenance
operations simultaneously with the data flow. As there is a huge data flow, the provenance
creation becomes an issue [75]. When to record provenance is a question too. Provenance
can be recorded every time a result is produced however meaningful situations to create

provenance should be specified [73].



Chapter 4

Background on Sensors

A wireless sensor network is a collection of self-organized sensor nodes that form a tem-
porary network. A centralized network administration or a network infrastructure is not
predefined. Nodes communicate with each other via radio links. Radio links have limited
transmission range, nodes far away from each other communicate via a multi-hop strategy.
Each node acts as a router and as a host [90]. There is a very low data transmission capac-
ity and bandwidth between nodes. One other property of wireless sensor networks is that
they have a limited power supply and their energy is exhausted easily. Lastly, nodes join
or leave a network at any given time and their position can change frequently, this results
in a dynamic network topology. They can have the same challenges that a MANET has.
In addition to challenges a MANET has such as absence of infrastructure, mobility, lack
of connectivity, WSNs have also computational constraints. This is why a trust model for
WSNss have to be designed [90].

A sensor node consists of four sub-systems [128].

* Computing sub-system (processor and memory) : controls the sensors and executes
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communication protocols

* Communication sub-system (transceiver) : communicates with neighboring nodes

* Sensing sub-system (sensor) : links the node to outside world

* Power supply sub-system (battery) : supplies power

WSN technology is a newly emerging concept. Tiny and cheap nodes are employed in
large numbers in difficult environments such as military fields for many purposes such as
surveillance. Small low cost sensors collect and relay environmental data [6]. Originally
WSNs were motivated by surveillance in battlefields for military however in time they
were used in many areas [90]. Some examples of these areas are active volcano moni-
toring [138, 137], microclimate monitoring throughout the volume of redwood trees [32],
building and bridge monitoring [49, 100], health-care monitoring [48], and many other
applications[128, 6, 144, 19].

In some of the sensor networks, there is no centralized control over data as in the traditional
databases, hence data is copied, moved, created, updated and deleted in an uncontrollable
way. At this point provenance plays an important role in deciding about the qualities of the
data such as trustworthiness, accuracy, and verifiability. Provenance management should
be a concern in sensor networks in order to have an understanding of how the results are
obtained for later use such as fault tolerance, troubleshooting, result reproduction and per-

formance optimization.



Chapter 5

Related Work

5.1 Related Work on Provenance

Provenance research in eScience community has included work on different domains and
applications such as sensor data access, analysis [8], provenance-based fault-tolerance
mechanisms [28, 127], provenance-based trust assessment [108].

The database community has also addressed the issue of provenance. Cui et al. [31] were
among the first researchers to formalize provenance of data in the context of relational
databases called lineage of a tuple t. They associate each tuple t present in the output
of a query with a set of tuples present in the input and they call it lineage of t. Basi-
cally the lineage of t is defined as the input data that contributed to t. Later based on this
intuition, data provenance research has made a distinction between “where”, “why” and
“how” provenance [17]. There is also extensive research in database community on effi-

cient provenance storage, collection and query models [93]. Database community has also

done work on managing accuracy of the data through provenance [139]
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Although not as extensive as research done in database and eScience community, there has
been research done on provenance in sensor networks community too. But this area of
research is still very new and open to new directions. Although sensor networks contribute
to all science fields by their feasible characteristics, provenance management should be a
concern too in order to have an understanding of how the results are obtained. Having this
motivation, provenance should be more deeply studied by sensor networks community.
Some research has leveraged provenance in fault recovery and success validation [122],
in troubleshooting and bug finding [67, 69]. In some research, provenance information
associated with sensor data has been used in answering domain specific complex queries
[103, 102]. There is also research done on provenance aware sensor data storage [74].
Nature of provenance in sensor networks is different from eScience and database commu-
nity in several ways [102], this is why research on provenance in sensor network commu-
nity should be done more extensively to make robust provenance systems for sensor net-
works. he differences of provenance in sensor networks and eScience can be listed briefly
as follows. One difference is that in scientific workflows data is taken from static databases
whereas sensor networks have live data feeds. Second, generally ownership and access are
not handled in scientific workflows whereas reporting sensor’s identity and user privileges
are important in sensor networks. Thirdly, scientific computations can last for many days
on supercomputers but sensor data is more lightweight, in turn provenance of sensor data
is lightweight too [102].

The points where sensor network provenance research differs from provenance in database
research is as follows. Firstly, in database research, provenance is purely related to meta-
data and data transactions whereas in sensors there might be a need to capture the exe-

cutable codes and process chains (workflow provenance). Secondly, data provenance is
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computed only for the current state of the tables however in sensor networks old snap-
shots of the data is valuable too and there is a need to maintain explicit timestamp on data

provenance of old results [102].

5.2 Related Work on Trust

Trust has been a research area in social sciences for a long time however it is a new area in
computing motivated by trust models for e-commerce [83].

Trust in WSNs is an open and challenging research area. Although extensive efforts have
been carried out for trust management in Ad-hoc and P2P networks, very little has been
done on trust management in WSN domain [41]. Some of the reputation and trust systems
in the context of sensor networks can be listed as follows [120, 30, 59, 22, 140, 29, 72, 115,
143, 57,94, 81, 150, 142, 89]. Trust establishment in sensor networks is a must because the
survival of a WSN depends on cooperative and trusting nature of its nodes. Due to resource
limitation of sensor nodes, using traditional methods such as cryptography to generate trust
is not possible [40]. Therefore new methods for secure communication and distribution of
trust values between nodes are needed.

Ganeriwal and Srivastava were the first to introduce a reputation model for sensor networks
[47]. Their system is called RFSN (Reputation-based Framework for High Integrity Sensor
Networks). Their model uses beta distribution to represent and continuously update trust
and reputation.Their notion of trust is binary. Their model classifies actions as coopera-
tive and non-cooperative. Nodes use indirect second hand information to calculate trust.
The second hand information coming from reliable nodes is given more weight. Expected
value of reputation becomes trust of the nodes. If the trust is below a threshold, the node

is marked as uncooperative. They only take into account positive feedback coming from
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nodes. By doing so they eliminate the bad-mouthing attack but on the other hand bad ex-
perience is not shared among nodes.

DRBTS (Distributed Reputation-based Beacon Trust System) is a system that is primarily
modeled for sensor networks which it is crucial to know the location of a sensor [120].
They use beacon nodes to find the nodes that are misreporting their places. Every beacon
node is distributedly monitoring the 1-hop neighborhood for misbehaving nodes and up-
dating the reputation of the misreporting nodes in the Neighbor-Reputation-Table (NRT).
Sensor nodes use the information in NRT tables to decide about trustworthiness of a node
based on a simple majority voting scheme.

Another prior work [34] presented the idea of estimating trust level of both data and data
sources based on various factors such as data similarity, path similarity, data conflict and
data deduction. Dai et al. calculate trust scores based on four factors: 1) path similarity
2) data similarity 3) data conflict 4) data deduction [34]. For data similarity, they calculate
distance between two numerical values, distance between two categorical values and dis-
tance between two string values. However, this scheme will assign a high trust to a reported
event if it is reported by multiple, different nodes and fail to identify the collusion attack. In
a couple of recent efforts [52, 77], researchers attempted to dynamically evaluate the trust-
worthiness of the events reported by the data fusion system based on data similarity and
path similarity. Firstly, if the same event is reported by multiple nodes, it is more likely to
be true. Secondly, if the same event is reported along multiple different paths, that is more
likely to be true. Moreover, in the prior schemes [52, 77], trustworthiness and reputation
of individual nodes drops faster based on the rationale that reputation should be harder to

build and easier to destroy.
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Lim et al. also assess trust scores of streaming data based on provenance [75, 76]. Mak-
ing use of provenance in the calculation of trust in streaming environments has similarities
to our approach [76]. They use physical provenance (where the data item was produced)
to compute trust. They store provenance in a database and do the trust assessment in a
centralized manner, whereas our proposed architecture handles trust computations in a dis-
tributed manner. On the other hand in TIBFIT, a trust index based fault tolerance system,
they keep a trust index as a quantative measure of fidelity of previous event reports [72].
Their approach is similar to ours in the sense that they keep historical correctness of nodes.
However our work is more novel as our notion of trust is not just an error rate but a broader
metric calculated using many values stored in reputation and provenance vectors.

IBM T.J. Watson Center has a work on a biomedical data stream system for online health-
care analysis. Their system called Century have medical sensors storing provenance infor-
mation describing which data and processes contributed to an event in the system [85, 12].
Vijayakumar and Plale have proposed a system capturing provenance data for meteorology
forecasting domain [130]. In our previous work we used provenance for network restruc-
turing [39] and assessing trust [52]. The interest of our paper differs from all of the above
as we are using provenance locally to detect data faults and to enhance trust using multiple
trust metrics.

Bayesian network [135, 136] and game theory techniques [141] are used for building trust
in networks [90]. Our model differs from all of the above as we use index based trust model
supported by provenance for trust assessment in wireless sensor networks.

One of the most important breaches of sensor networks is that cluster heads can be mali-
cious [30]. Garth et al. propose a distributed trust based framework for election of trustwor-

thy cluster heads. Direct and indirect information coming from trusted nodes is used. Trust
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is calculated as the weighted calculation of the packet drop rate, data packets and control
packets. Every node is keeping a trust table of the nodes around it and they report to the
cluster head upon request. The second-hand information is not used so the bad mouthing
effect is prevented.

Considerable amount of work is done on the network trust and information security in
general. An agent-based approach using Dempster-Shafer theory is being investigated in
prior works [147, 146] to manage the trustworthiness in dynamic information sharing en-
vironments and to address the double counting problem in trust evaluation. One of the
fundamental assumptions of Dampster-Shafer theory is that the observed evidences are in-
dependent and uncorrelated. Unfortunately, this is often not true where the failures are
correlated (e.g., collection of malicious nodes report erroneous target together). In general,
prior works focus on trust assessment on node level. Unfortunately, in a multihop, collab-
orative environment, the nodes may produce poor quality results only in certain execution
context (e.g., magnetic sensor generates false alarm in windy condition) instead of all the
time or due to a bad interaction.

A collusion attack takes place when multiple network nodes provide fake information with
the intent of increasing the trust score of an event which is actually not true. Dai et al.
proposed an approach to reflect the possibility of such attacks into the trust scores [33].
A majority rule is adopted to distinguish evidence items from malicious colluding parties
and correct evidence items. Information trust assessment and node level trust assessment
based on path and information similarity is proposed in [133]. A feedback mechanism is
presented to adaptively adjust the trust value of nodes based on the information trustwor-
thiness evaluated at the receiver.

Hur et al. has proposed a trust model for assessing trustworthiness of sensor data and to
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remove the data from malicious nodes [59]. Their work has many similarities to a work
of ours [39]. However their model does not make use of provenance, the historical data.
Each node evaluates trustworthiness of its neighbor nodes by crosschecking the neighbor
nodes redundant sensing data with its own result. More accurate results are found out by
disregarding the data coming from malicious nodes.

Chen et al. [22] propose a reputation-based trust which borrows tools from probability,
statistics and mathematics analysis. They have suggested a new term certainty used in trust
system and they argued that the positive or negative outcomes for a certain event is not
enough information to make a decision in WSNs. They build up a reputation space and
trust space in WSNs, and define a transformation from reputation space to trust space. Fi-
nally, they discuss some important properties of them and point out some open problems in
reputation system in WSNs.

Xiao et al. use a Trust Voting algorithm in their system called SensorRank. A sensor node
consults with its neighbors to validate if its reading is true or not [140]. Faulty nodes do
not participate in voting algorithm.

Tanachaiwiwat et al. [126] have built a trust routing model (TRANS) for sensor networks.
In their model, nodes send probing messages to neighbours and wait for ACK messages.
Nodes that are maliciously routing the message or dropping the message are blacklisted by
the sink node. Traffic flow is from/to the sink.

One of the models using beta reputation system is Connected Dominating Set (CDS)-based
reputation monitoring system by Srinivasan et al. [119]. The nodes obtain direct informa-
tion about other nodes and store it as a beta distribution parameters tuple.

Momani et al. build a Gaussian Reputation System for WSNs [88]. Each node’s reported

data is evaluated by its neighbor nodes. They introduce a Bayesian probabilistic approach
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for mixing second hand information from neighboring nodes with directly observed infor-
mation.

RDAT uses a beta reputation system and base station evaluates trustworthiness of nodes
based on sensing, routing and aggregation behaviors [99]. Reliability of the system is in-
creased in presence of compromised nodes.

GTMS is a group-based trust management scheme developed by Shaikh et al. [115]. They
combine centralized and distributed approaches. Their work has very similarities to our
approach. However they do not consider faulty data sent by malicious nodes. Every group
has a trust value, which is kept at a small database at the base station.

In Agent Based Trust and Reputation Management Sytem (ATRM) nodes store the trust
and reputation information locally [13]. The network model is based on a clustered WSN

with backbone where its core is a mobile agent system.

5.3 Related Work on Cognitive Networks

There is also some work on cognitive networks. Traditional networks only deal with
amount of data transmitted however cognitive networks also deal with content of the in-
formation delivered. It is closely related to provenance in the sense that provenance can
keep information about the content [86]. In cognitive networks, elements in networks have
states that are changing based on the content of the information received. This idea is
close to our idea of nodes in a network that are in specific states at a given time and are
behaving according to a Finite State Machine [86]. A cognitive model takes the data and
converts it into intelligent information. Apart from the provenance research, there have
been many ideas of increasing the intelligence within a multihop network. Intelligence can

mean a range of behaviors from a sensor that turns on a light to much more complicated
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computing and actions. We cannot relate all possible uses of the term here, we use it in a
broader sense meaning the capability of the network to provide an immediate and detailed
data trust. There are several research threads that can be differentiated from the use in
our architecture. One important common theme in making intelligent decisions within a
network has been to better balance the traffic. Kelly provided a technique that makes use
of local knowledge at a node to improve the traffic flow versus link capacity within the
network [65]. Heo and Varshney made use of mobility to better position sensors in an area
to improve coverage and energy efficiency [56]. Close to the ideas presented in our paper,
Zahedi et al. have considered a two-tiered fault detection system for a sensor field that is
collecting information [148]. Fusion node for a group of sensors weighs the usefulness of
the inputs based on how accurate the result is compared to its likeliness for a misbehaved
value. Our model is broader than the approaches listed as it is a general architecture appli-
cable to different wireless network types. It is also more powerful as it is making use of
provenance to create a distributed intelligence. Our approach is also novel in the sense that
while storing rich trust and provenance information in vectors, we transmit one trust value
over the network conserving network bandwidth utilization and reducing energy consump-
tion. In addition, the two way communication (push and pull) between intermediate node

and its children makes it possible to have an up-to-date trust picture of the network.



Chapter 6

Main Architecture

6.1 Definitions

Before describing the architecture, we will define the terms that are used throughout the
thesis.

Trust: The trust of a node N, is the probability that N sends correct information. We
call data trusted if its trust value is above a threshold value. For example, in a forest
fire detection network, information reporting the correct coordinates of a fire within some
tolerance can be trusted.

Reputation vector of a node: Every node has a reputation vector consisting of values that
are used in trust calculation. Based on the domain of the network, different parameters
might be needed for trust calculation and our architecture is flexible enough to support
various parameters. For instance, for a wireless sensor network, minimum energy required
can be a needed parameter in trust calculation. If the left energy is less than this value, the
data created by this node can be given a low trust value.

Provenance vector of a node: Every node also has a provenance vector consisting of data
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such as node id, group id, information on how much resources left in the node (e.g. battery
life), average of the historically reported data, node location, etc. Some of this may be in
the form of a statistical measure (mean or standard deviation). There is a relation between
the fields of provenance vector and reputation vector.

Untrusted node: A node is named as untrusted if it has a trust value attached to its data
lower than the threshold. There can be many causes for a low trust value. For instance,
signal-to-noise ratio value can be higher than a threshold for the node it is sending data
to. Another example is data value created by that node can be inconsistent with the data
coming from other nodes.

Network restructuring: This refers to actions that change the network structure such as
omitting or replacing a node, merging two groups, moving a receiving node to another
group.

Trust assessment: In our model, trust assessment is done locally both at the node-level
and the group-level. We assess trust based on vectors kept at the nodes. Group-level trust
assessment is done based on similarity of information received from multiple nodes by an

intermediate node.

6.2 Overview of ProTru

A possible scenario to show why we need to enhance trust in wireless sensor networks is
as follows. In a temperature monitoring sensor network, many low cost sensors are used
in order to measure temperature of the area. After the initial deployment of the network,
since energy is drained from nodes, the nodes may die or start sending weak signals which
results in a misreport. These nodes might not be trusted as others with better transmissions.

This is only one example of a low trust value, however there can be other reasons for nodes
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to have low trust values. For example, a node that is far away from the intermediate node
can be considered untrusted due to possible noise during the transmission. In a traditional
network, to take the decision of which nodes should be less trusted more provenance data
needs to be transmitted to the central node and the decision could be too slow for comfort.
However, in the architecture we are proposing, responsible intermediate node will detect
the untrusted node by examining the trust value associated with the data coming from that
node. Based on the actions defined in the algorithm housed in the intermediate node, the
nodes with low trust values could be given lower weight or even may be omitted or re-
placed. As untrusted nodes are taken care of locally, data with higher trust values would be
transmitted forward.

In our model, every intermediate node is aware of trust reputation of its neighbors which is
an important characteristic for network integrity. Nodes in networks continuously perform
same tasks and they should be consistent and cooperative. Being history-aware is one of
the superior characteristics of our architecture. Furthermore, by keeping provenance and
reputation information in local vectors at nodes, we decrease the data overhead marginally.
In our network, the trust value which is a number computed based on these vectors is for-
warded hence bandwidth is used efficiently and less transmission energy is consumed. One
other superiority of our architecture is that it makes use of second hand information. Nodes
do not adjust the trust of their data based on only their observations but they exchange in-
formation with intermediate nodes. Intermediate nodes oversee the whole group of nodes
thus the second hand information exchanged between an intermediate node and a leaf node
is the product of data and trust produced by every single node in the group.

Overwhelming the network by forwarding provenance information is avoided by passing

only (data,trust) tuples. A parent node receives many (data,trust) tuples from its children, it
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may take many possible actions based on the finite state machine housed in it. For example,
after receiving the tuples, parent node can decide to remove a child with a low trust value

from its communication path. Each of these possibilities will be discussed further below.

6.3 Architecture

We present a dataflow-oriented provenance model for wireless sensor networks that makes
use of node-level trust-enhancing mechanisms. Our three level architecture consists of a
graph that contains stationary leaf nodes, cluster heads and a base station that receives
information from all sources. Our architecture works both with streaming environments
and triggered node networks.

Below is the description of our architecture:

* Leaf Node : The source node (identified by a unique id) gathering data and triggering

the network in case of an event e.g. data arrival.

* Intermediate Node (Cluster Head) : Computationally more powerful nodes receiving
information from a group of nodes, doing calculations on the received information
such as fusing, and transmitting the information for the group forward. The cluster-
head aggregates the data and sends it to the base station or to the higher level cluster-

head.

* Base Station (Central Node) : Top level of hierarchy which is a central station re-
ceiving values from intermediate nodes and calculating the final value. Base Station

has a constant energy supply and has no energy constraints.

Nodes in the network are organized into clusters based on the algorithm that is briefly

described below. The picture of the network topology is given in Figure 6.4. Each cluster
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has a cluster head which is aware of cluster topology. Nodes in a cluster are within one
communication hop of the intermediate node. Intermediate nodes transmit directly to base

station.

6.4 Clustering Approach

We assume that N nodes are dispersed in a field and the assumptions in the above section
hold. We will use the protocol HEED for clustering the network [145]. We will not present
the details of the algorithm. Firstly, cluster heads are selected among the more powerful
nodes in the network. Cluster heads communicate with nodes in their clusters (intra-cluster
coordination) and they communicate with each other (inter-cluster communication). Each
node v;, where 1 <1 < N is then mapped to exactly one cluster c;, where 1< j < N¢, and
N¢ is the number of clusters (No < N). After this step, nodes are assigned to clusters such
that every node can communicate to its cluster head via a single hop.

The following requirements will be met by the HEED algorithm [145]:

1. Clustering is completely distributed. Each node independently makes its decisions

based on local information.

2. Clustering terminates within a fixed number of iterations (regardless of network di-

ameter).

3. Each node is either a cluster head, or a non-head node (which we refer to as regular

node) that belongs to exactly one cluster.

4. Clustering should be efficient in terms of processing complexity and message ex-

change.
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5. Cluster heads are well-distributed over the sensor field.

Messages from cluster heads are routed to a base station. Inter-cluster routing is used for

clusters that are more than one hop away from the base station.

6.5 Network Model

We assume that a set of sensors are dispersed on an m*m operational area. Our network

has the following properties:
* The nodes in the network are stationary.
* Nodes are location-aware, i.e. equipped with a GPS-capable antenna.

* Central (base) station has much more computational power, energy and communica-

tion resources.
* Nodes are left unattended after deployment.
* Cluster heads and base station are non-faulty.

Our motivation for this work is the fact that we have to consider trust values and restruc-
ture the network to enhance trust because values in reputation and provenance vectors can
change over time.

Let L be the set of all leaf nodes and [/; be a leaf node in set L. As stated earlier a leaf
node could be a sensor in the field, a text gathering node, etc. The nodes in the first level
that collect information from the leaf nodes (cluster heads) are named as N; and the node
that collect information from the first level nodes is base station. All nodes in our network

as well as leaf nodes have vectors of reputation and trust. trust,ccuracy and trust freshness
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values computed using the values in the vectors are forwarded along with the data while
provenance and reputation vectors are kept at the nodes.

When [; obtains a signal of a measurement, that value may not be a perfect value for many
reasons. For instance, if it is a sensor network, Zahedi et al. characterize a sensor measure-
ment to be in one of several states including normal, noisy, spike, frozen, saturation, bias,
spike, oscillation [148]. [; computes its best estimate of the true value and assigns a trust
value to it. It will output a data value and its trust (d;, taccuracyi, t freshnessi) onto the cluster
head NNV;. The accuracy of information is improved by making use of reputation and trust
vectors to create a trust value that is sent along with each data item.

(d;, taccuracyi, tfreshnessi) tuple is sent to the cluster head /N;. Thus, at the receiving end of
the network, a trust value, which may be modified along the path from source to destination,
is received along with the data item. The fusion node uses its reputation and provenance
vectors to first determine its revised trust value. If a value is unexpectedly different than
the other received values, the fusion node may take one of several actions. Some possible
actions can be as follows. Less weight can be given to that data value during computation
and fusion. A message can be sent back to the node that sent the unexpected value to
revise a parameter such as its state, a value in its trust vector. The fusion node may wake
up a sleeping node and/or put the node with questionable data to sleep. Besides these
actions, the cluster head calculates its trust in its fused/computed value before transmitting
the new (data, trust) tuple to a base station. Finally, base station fuses all the data sent by
intermediate nodes and its input becomes intelligence for the user.

Leaf Nodes

Leaf nodes collect and then disseminate information but do not receive information from

other nodes.
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Intermediate Nodes

Intermediate nodes are identified by a unique id and they are the leaders of a group of
leaves. They take decisions related to the group such as increasing or decreasing the trust
value of a leaf node, omitting a node. Groups can be formed in several ways depending
on the domain that the network is deployed. For instance, they can be formed based on
locations so that every node has to send data to a short distance reducing overall energy
consumption or they can be formed based on the type of nodes such as camera nodes form-
ing one group.

Intermediate nodes receive a trust value along with the data. They do computations, for
example, fusion, on the received data and calculate the trust value or values of the data
using the received value. They pass on the data and its calculated trust value up the stream.
Thus instead of a network where data and provenance vectors travel the whole path from
the source to the destination, nodes themselves contain sufficient provenance information
preventing excessive transmission overhead of provenance information. This fusion and
merging process also serves as a data filtering according to node credentials. For example,
central node does not receive unnecessarily detailed data. Besides as intermediate nodes
are spread over to the network, computations are done in a distributed manner. This is
where the distributed computational nature of our architecture comes from.

Intermediate nodes receive two trust values along with the data; trust ccuracy and trust freshness-
They do computations such as fusion, on the received data and calculate the adjusted trust
values of the data. They pass on the data and its calculated trust value up the stream. Thus
instead of a network where data and provenance vectors travel the whole path from the
source to the destination, nodes themselves contain sufficient provenance information pre-

venting the excessive transmission overhead of provenance information.
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Figure 6.3: Fusion in intermediate node

As the information is computed and fused, new trust values are generated by the inter-
mediate node as the result of comparisons of several (data,t,ccuracyst freshness) tuples re-
ceived. For instance, an intermediate node can fuse image data coming from two cameras,
let’s say camera; sends the tuple (21, toccuracylst freshness1) and cameras sends the tuple
(12, taccuracy2st freshness2) With trust values very close to each other as illustrated in Figure
6.3. However the fusion node might realize that quality of i, is much better than 7; and it
can send a decrease your trust value message to the camera.

Central Node (Base Station)

Intermediate nodes will send computed and fused data and the corresponding trust value to
central node. Due to distributed nature of our architecture, a central node does not make de-
cisions; it calculates the final result by taking the weighted average of incoming (data,trust)

tuples.
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Figure 6.6: Node C depends on values of node B and node A

6.6 Provenance Model

Provenance is used to take network snapshots at time intervals. As we keep node id and
belonged group id, we can track the dataflow in the network. When doing network restruc-
turing, knowing the network picture at that time interval is very helpful. For instance, if the
trust value of the group decreases below a threshold, intermediate node can decide to merge
its group with a trusted group. Another example can be if the trust of a node is less than
the threshold, the intermediate node will add a node with a high trust value to its group. To
decide which node to add, it will analyze the network picture at the time. It will pick the
most trusted node in the closest group.

We will use Open Provenance Model to model dataflow provenance in our network. The
Open Provenance Model has been developed as a standard to facilitate provenance inter-
operability. In it, nodes represent objects, edges represent information flow between the
source object (ancestor) and the destination object as illustrated in Figure 6.7. There are
five predefined causal relationships used, wasGeneratedBy, wasTriggeredBy, wasDerived-
From, wasControlledBy and edges are labeled with one of these causal relationships.
Provenance information of “on which leaf nodes does data depend” is referred as data de-
pendency [28]. In our model, value dependencies will be stored to capture the network
snapshot. An example of a value dependency is “Intermediate node C depends on data
coming from node A and B” as shown in Figure 6.9. The node id and group id information

in the provenance vector in Figure 6.9 form the data dependency.
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Figure 6.7: An example of a provenance graph

Provenance vector at the leaf node keeps these values:

* node id: Each leaf node is given a node id.

* group id: Each intermediate node is given an id.

* message id: Each message is given an id.

* state of the node: State of the leaf node such as sleeping, awake, transmitting.
e creation time : Time the data is sensed (created).

* left energy: Energy left at the nodes.

* node loc x: x coordinate of the location of the node.

* node loc y: y coordinate of the location of the node.

 average error: Average of the error in past data. This value is set to 0 at deployment

because network is unaware of the right value, it is updated after first run.
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* mean: Average of the past data. After first time interval, the forwarded data value is

copied into this vector entry. As data is sensed, this entry is being updated.

6.7 Trust Model

Trust management methods for ad-hoc networks can be classified into two broad categories:

1) certificate-based 2) behavior-based. In certificate-based models, trust is built based on

the provision of a valid certificate by an authority or by other nodes. In behaviour-based

models, a node monitors the behaviors of its neighbors in order to decide whether or not

to trust them [41]. In our model intermediate node is monitoring the transmitted (data,

Laccuracy> Tfreshness) tuples by the leaf nodes over time, this makes our model behavior-

based.

Trust History: Sensor nodes should be aware of trust history of themselves and their
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neighbourhood [41]. This is done through provenance by keeping the vgccurqacy Value in the
provenance vector.
Historical Data: We keep bias and average of the data of each node for previous time

intervals in provenance vector.

We characterize trust through attaching a decimal value between 0 and 1 to the data. In
our model, the higher trust value is, more trusted the data is. Data trust depends on the
source of the information. Trust value is assigned by inspecting the provenance and rep-
utation vectors kept at the node. Nodes are first given some initial values of trust at the
deployment time. Later these values are updated by the node itself and by the intermediate

node of their group.

6.7.1 Trust Metrics

Trust is context-specific (audio, video, binary) and multi-faceted (freshness, accuracy) and
dynamic (increase or decrease with experience) [136]. As trust is a multi-faceted value,
trust models have to support multiple trust metrics such as accuracy, freshness, speed, con-
sistency, security. Intermediate node may be interested in various aspects of trust such as it
might want to know whether the node sends timely data with good quality which involves
the node’s capabilities in two aspects, quality and freshness. For some applications one
trust metric is not sufficient for deciding about trust of the data. For instance, a fire detec-
tion wireless sensor network has to be very timely in reporting a fire otherwise it might be
too late to stop the fire. In such a system, both data accuracy and data freshness should also
be taken into account to make sure a node is not resending old, irrelevant data.

In our model for the sake of simplicity, we are considering only two trust metrics; data
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accuracy and data freshness. However our model is flexible enough to support different
trust metrics. Data can be 1) Bad 2) Good based on how accurate it is and it can be 1) Stale

2) New based on how fresh it is.

6.7.2 Reputation Mechanism

Reputation is a peer’s belief in another peer’s capabilities based on recommendations re-
ceived from other peers [136]. In our model, we make use of both trust and reputation.
When intermediate node collects data and trust tuples, it decides about trust of a leaf node
by comparing its data and trust values with other tuples. This decision becomes reputation
in our system and our reputation mechanism is built with the feedback coming from inter-
mediate nodes.

Reputation vector keeps these values:
* temp interval lower: The lowest temperature value a leaf node can report.
* temp interval upper: The highest temperature value a leaf node can report.

* min energy required: The minimum energy value leaf nodes have to have in order

to transmit.

* accuracy threshold: The threshold used for accuracy check at leaf nodes. If the

Laccuracy Value is less than this threshold, leaf node does not send the data.

¢ freshness threshold: The threshold used for freshness check at leaf nodes. If the

T freshness value is less than this threshold, leaf node does not send the data.

* Vgccuracy® It 1s decreased or increased based on the error rate in the reading and used

for t4ccuracy calculation. This value works as a placeholder for historical trust data.
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Trust in a Leaf Node

Data Freshness Data Accuracy Data Type

Figure 6.9: Trust dependency model

* VUfreshnesss 1t 1s the difference between the data creation time and data collection time

as given in Equation 6.8.1.

6.8 Framework for Trust Enhancement

We propose a framework for trust assessment and enhancement based on data fusion and
provenance. We use a probability-based trust model and weighting approach which weights
both direct and indirect information (both good and bad). We describe efficient algorithms
for data fusion, trust enhancement and network restructuring.

Main components of our framework can be listed as follows:

At leaf nodes:

* trust value computation
* data forwarding

* updating vectors

At intermediate nodes:
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As illustrated in Figure 6.8 we make use of Second Hand Information which is the feed-

back coming from Intermediate nodes, the reputation information kept as a vector and

Network Transmit
Data Trust X Data to Central
Fusion Enhancement Restructuring Node

Figure 6.12: Event chain at the intermediate node
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provenance data in computing trust. Based on the computed trust values, network restruc-
turing is done as explained in below.

Provenance vectors keep historical data in the form of error and mean for accuracy. Error
value keeps track of the error rate. After the first iteration by comparing the data values
received, network will have a guess of the true value and the error value will be updated
accordingly. Every group will have a guess of the right value. Intermediate node will send
the fused and averaged data value to the leaf nodes and leaf nodes will update their error
values accordingly.

Mean keeps the weighted average historical data. While calculating the trust value, these
two values are used. Moreover it becomes easy to detect if the node sends faulty data by
comparing the data to historical data at the leaf node level. This becomes an early check at
the leaf node level before data is transmitted to the intermediate node increasing distributed
local nature of our network. When the network is deployed, these values are set to null but
they are updated after each transmission. he values in vectors are changing in time. Here

are the situations when the vectors change:

* When a message is sent, the energy of the node is decreased by a constant value.

* v value changes as leaf node finds out that the data is very different than the average

of the past data or the error is very big compared to average error.

v value changes as a message is received from intermediate node when intermediate

node finds out that node is faulty based on FINDDISSIMILAR algorithm.
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6.8.1 Freshness Adjustment at the Leaf Nodes

We make use of synchronized time in our system for assessing data freshness. We assume
that time is consistent and synchronized throughout the network to calculate data freshness.
Intermediate node is waiting for all leaf nodes to transmit their reading at time t2me;. We
assume that all trusted leaf nodes transmit at the specified time interval. However based
on the length of the time interval, they have different freshness values depending on the
creation time of the data. For instance, if the cameras are sending pictures every 10 minutes,
an image that was taken at the first minute of the 10 minute interval is fresher than the image
that was taken at the fifth minute of the 10 minute interval. At time time;, we assume that

we have a non-empty set of data and trust values coming from trusted nodes.

VUfreshness — timecollection - timecraati(m (681)

where

* tiMmecoliection - Lhe time Intermediate Node pulls data from leaf nodes. This value
is not stored anywhere, it is read from the node’s clock once the pull message is

received from the Intermediate Node.

* timecreation - The time leaf node creates data. It is stored in provenance graph and is

overwritten every time data is created.

tfreshness = e_AvaEShnESS (682)

where
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° tfreshness . 1s the tTUStfreshness

* )\ : is a proportionality constant that is application dependent. It represents for-
getfulness in the system. It determines how fast the system should remember past

experiences.

* Vfreshness - 15 @ value kept at reputation vector that is used for calculating ? ¢,cshness-

It is always greater than O.

if (tfreshness > 6f?”eshness)

data is new, send

else data is stale, ignore

6.8.2 Accuracy Adjustment at the Leaf Nodes I

In our model, trust is adjusted both locally (at the leaf nodes) and distributedly (by inter-
mediate nodes). tfreshness 15 a trust value that is calculated based on the creation time of
the data hence there is no need to refer to historical behaviour for ¢ f,¢spness. If the data is
consistent with the previously created data (the average of previous data) then it is given
a greater tqccyurqcy value. If the data differs from the mean of the historical data within an
allowed bound mean = interval*o, then it is considered good data. If data is good, Vgccuracy
is decremented resulting in a higher ?,ccurqcy €lse it 1s incremented resulting in a lower
taccuracy Dased on equations 6.8.3 and 6.8.4. Below is the algorithm used in deciding if

the data is bad or good at the leaf nodes:

if ((mean-interval*c) <data <(mean-+interval*o))

then data is good

else data is bad
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where

* 0 is a percent. The bigger it is, the system is more tolerable to errors.

trustoceuracy Value is calculated using Vgecuracy Value kept at Reputation Vector of each
node. It is decremented and incremented exponentially. We use a similar method to the
Krasniewski et al’s trust index calculation method in adjusting trust,ccuracy value [72].
We use the equation 6.8.3 in calculating f, value which is used in vgccuraey adjustment.

Vaccuracy Value is used in Equation 6.8.4 for ¢ ,ccyrqcy calculation.

_ |mean — datacyrrent|

fr . (6.8.3)
nterval
where
e data.,rrent 1S the current data value of the leaf node.
* mean is the historical average data kept at the provenance vector of the node.
* interval is the possible data interval length.
if (bad data) Vaccuracy = Vaccuracy + fr* 0
if ((gOOd data) A (Uaccuracy >0)) Uaccuracy = Uaccuracy - fr* 5
if ((gOOd data) A ('Uaccuracy == O)) Vaccuracy = Vaccuracy
taccuracy = e_Avaccumcy (684)

where



77

° t(lCC’UJ‘(le .18 the tTUStaccuracy

* )\ : is a proportionality constant that is application dependent. It represents for-
getfulness in the system. It determines how fast the system should remember past

experiences.

* Vgccuracy - 18 @ value kept at reputation vector that is used for calculating tqccurqaey. It

is always greater than 0.

if ((taccuracy > €accuracy) /\ (left energy > energy required) )

send data else ignore data

6.8.3 Failure Model at the Intermediate Node

At every time snapshot we have two categories of sensing nodes 1) Nodes sending correct
data (inliers) 2) Nodes sending faulty data (outliers). Correct nodes are not accurate %100
however they make errors within a specified low bound (less than a threshold). We assume
that intermediate nodes are reliable %100 of the time.

Although leaf nodes have some initiative for deciding about qualities of their data, in-
termediate node makes the final decision about data being accurate and fresh by making
comparisons of data similarity during fusion. The result of the evaluation of intermediate
node, “data is similar” (inlier) or “data is dissimilar”(outlier) is used to update the leaf
node’s trust. After making the decision at each transmission snapshot, by giving feedback
to the leaf nodes, intermediate node adjusts the vectors of untrusted leaf nodes.

Overhead of data collection process should be as lightweight as possible [41]. For this
purpose, we keep provenance and reputation information locally at the vectors in the nodes

and we only transmit two decimal values t,ccuracys tfreshness With the data. Our aim is
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Figure 6.13: Provenance vector kept at intermediate node

to conduct error detection using only local information during sensor fusion without in-
creasing the communication overhead. Intermediate node is waiting for all leaf nodes to
transmit their reading at time time;. At time time;, we have a non-empty set of data and
trust values. Trust of the received (d;, taccuracyis t freshnessi) tuples is calculated using the
Equation 6.8.6 below.

(dy,ds,ds, ..., dy,)

(6.8.5)
(tlv t27 t37 () tn)

4t i
ti - taccuracy * Waccuracy + tfreshness * Wreshness

(6.8.6)

Waccuracy + W freshness — 1

where

° t[lCC’UJ‘[le : iS the tru‘StCLCCUJI‘CLCy
° tfreshness : 1s the tTUStfreshness
* Waceuracy - 15 the weight value used in calculating trust of a data item.

* Wpreshness - 1 the weight value used in calculating trust of a data item.
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After finding ¢; values for all data using the Equation 6.8.6, intermediate node drops the

data that has ¢ value less than e.

if t; < 3 drop the data

else fuse
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6.8.4 Outlier Detection

After calculating ¢; values for incoming data, intermediate node finds the outliers. At the
intermediate node, a dissimilar value is found and the v,ccyracy Value of the node which
sends the dissimilar value is increased (decreasing t,ccuracy) SO that next time either it does
not send any data or its data is given less weight. The difference of our approach than the
previous research is that our algorithm will not solely based on data dissimilarity, it will
also consider trust and provenance. Besides it is different than traditional outlier detection
approaches because instead of pure data values we consider data*trust values. For instance,
anode which has dissimilar data can be given more importance because it has a greater trust
value.

As we want to consider trust values in addition to data values, we take the weighted average

of the tuples. The weighted average equation is as follows:

d= % (6.8.7)
i=1 Y1

where

* d is the aggregated data value.
* d; is the data value reported by node;

* t; is the trust value of data d; calculated by intermediate node using the ¢,ccyracy and

T freshness Values reported by node;

FINDDISSIMILAR algorithm which we gave below the pseudocode for works as follows.

Between the values received, the weighted outlier values are selected. Weighted average of
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the other remaining values are calculated. Depending on the data set many different algo-
rithms can be used for finding the dissimilar data. Our model is flexible enough to support
different outlier detection techniques. We use RANSAC algorithm that is developed by
Fischler et al. [42]. RANSAC depends on the idea that captured data is interpreted in terms
of a predefined model. In our case, the model is a line that is parallel to y-axis if the (d,t)
values are plotted on a 2D graph. The inliers will have very close d values with varying t
values creating a vertical line as illustrated in Figure 6.16 whereas the outliers will occur

away from the line created by inliers.

FINDDISSIMILAR Algorithm:
Input: (d;, t;) tuples coming from leaf nodes n;
Output: Indices of the outlier nodes index 1 ,.., 1NAET pyutn
begin
(indeZoutiiert s --» INACT putriorn) = ransac(dy * tq, ..., dy, * t,,)

comment: excluding the outlier tuples in data fusion;

ro— 1=1,i#outl,..,outn "
t Z?:l,i#outl,“,outn t;
end
|z — (d; x t;)]
- 6.8.8
fr interval ( )
where

 d, is the data value of the outlier node.
e ¢, 1s the trust value of the outlier node.

* interval is the possible data interval length.
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Figure 6.16: Data pattern fitting to line model in RANSAC algorithm

6.8.5 Data Fusion

Multi sensor data fusion has many advantages over single source data such as increased
accuracy [36]. In our model, data from several sensors is combined at intermediate nodes
where data fusion takes place. In a forest fire detection network, there are many sensors de-
tecting the fire, in this case it will be less definite where exactly the fire is. In our model, fire
detection data coming from sensors will be fused in intermediate nodes and more trusted
results will be produced.

One significant innovation of our research related to data fusion is that the fusing scenario
is dynamic. The group of sensors that are being fused are changing as the network is
self-adjusting using the historical provenance data. On the other hand data fusion helps in
getting more accurate results compared to a model where all data is collected at a central
node without any intelligence.

The intermediate node calculates weighted average of all tuples excluding the outlier tuple
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Figure 6.17: Intermediate nodes transmit to base station

based on Equation 6.8.8. Intermediate nodes use weighted average instead of arithmetic
average because in arithmetic mean all data contribute equally to the result. However in
weighted mean, data with higher trust values contribute to the result more than data with
lower trust values. Intermediate node transmits the d value to the Central Node. Central
Node takes the arithmetic average of the incoming d values and it becomes the calculated

temperature value for the system.

if data is inlier
data is good, fuse data and send increase trust message

else data is bad

ignore data and send decrease trust message

Different weights are given t0 tqccuracy and tresnness based on the data type during data
fusion. The weights are kept in provenance vector of the intermediate node. For example,
for a fire detection system, data freshness might be more important than data accuracy for
image data since the fire can be detected from the image arriving timely although it is not
accurate e.g. it has some corrupted pixels. However it will be totally useless if the image

arrives half an hour later fire started.
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Figure 6.18: Fusion in intermediate node

6.8.6 Accuracy Adjustment at Leaf Nodes 11

After finding out outlier nodes, intermediate node sends a decrease your trust message
to outlier nodes and increase your trust message to inlier nodes along with the f, value.

Vacecuracy 18 adjusted at the leaf nodes based on equation below.

if (bad data) Vaccuracy = Vaccuracy + f r* Y

if (gOOd data A Vaccuracy >0) Vaccuracy = Vaccuracy = fr* o

if (gOOd data A Vaccuracy = 0) Vaccuracy = Vaccuracy

6.8.7 Network Restructuring

The restructuring works as illustrated in the flowchart in Figure 6.19. The network does re-
clustering when a group’s trust value is under a threshold. The clustering algorithm HEED
that we are using supports efficient re-clustering [145]. Using this procedure network re-
structures itself until it comes to a point where local arrangements cannot be done such
that all intermediate nodes have computed trust values less than threshold. After this point
central node is notified and central intervention will be done such as a new deployment,

new resource allocation.

RESTRUCTURENETWORK Algorithm:
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Input: tper, percentage of trusted nodes in group
Input: pery, per, the boundary percentages
Output: restructured group
begin
if (pery < tper < pery) then call recluster fi;
if (tper < pery) then call omitgroup fi;

end

6.9 Logical Framework of ProTru

Distributed Intelligence refers to a system of entities working together to reason, plan and
solve problems. Use of distributive intelligence is increasing in many domains such as
automotive industry, robotic systems, gaming technologies. Most information networks
have centralized intelligence e.g. a headquarters, a central station, however distributed
intelligence is superior in many ways. Our work is unique in using provenance to have dis-
tributed intelligence. As intermediate nodes make decisions, our network has distributed
intelligence. When healing process is done in a distributed manner in intermediate nodes,
it is faster and more efficient compared to the centralized approach.

Information and its trust value flow up in the network to improve cognitive decisions of
the nodes. A new trust value for a node may flow down the network; so it can control
information. There are various decisions based on different conditions. For example, an
intermediate node receiving data from a group of sensor nodes can make decisions about
which nodes to wake up based on the incoming data and trust. If the received data is not

sufficient to carry out the computations, it can simply send a wake-up signal to some of the
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sleeping child nodes.

One possible simple intelligence structure that is developed further below is to have de-
cisions made in an intermediate node based on a finite state machine housed in the node.
Under this scheme, data items, trust values from leaf nodes are collected by an interme-
diate node. The possible actions that can be taken will be determined by the Finite State
Machine in Figure 6.19. As Finite State Machine clearly show, our architecture makes use
of provenance to support network restructuring and to improve its information gathering.
In a self-adjusting information network, dataflow produces more accurate results and with
these improvements, network specific tasks can be done more quickly and more precisely.
Besides trust is enhanced in our architecture by the network restructuring that takes place.
Every intermediate node observes its leaf nodes’ trust values and maintain the whole group’s
trust value bigger than a threshold. Networks with our architecture will create more trusted

results.

6.10 Attack Model

When the information is forwarded to a cluster head, some attackers may refuse to attach
their trust value to their data so that they can get away from the malicious node detection
and at the same time they can create considerable damage in the decision making.

We assume that every node should sign the (data, trust) tuple with its private key when
they attach the trust value to the data. When the other node receives the information it can
read the meta data and find out who has sent the information from the node ID which is
in the meta data. Now the other node can verify the integrity of the meta by verifying the
signature using the corresponding public key of the previous node. Here the node cannot

alter the meta data or trust value of the previous node because if they alter the meta data
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it has to sign the meta data with its private key. Hence integrity of the provenance can be
ensured. In addition the nodes can never forge or fake provenance. Due to the cryptography
if any other nodes change the provenance in an unauthorized way, or if any nodes provide
a fake ID within their own provenance, it can be detected by the recipient.

After considering this, we list the following attack model:

* On-off attack: Dishonest nodes can take advantage of it and behave well and badly

alternatively.

* New comer attack: A node can throw away its bad reputation by creating a new

identity.

Our system is resilient to on-off attacks as we make use of historical correctness. Reputa-
tion builds over time in our system. A dishonest node who has behaved well in past with
a good trust value will be caught when it sends out faulty data by our FINDDISSIMILAR
algorithm. Its trust value will be decreased and its data will be given less weight meaning
it will effect the overall result less.

Our architecture can also defend itself against new comer attack. Public key and private
keys are assigned to nodes by the central station at the deployment time . As cryptography
is handled centrally, when a new identity is created maliciously, network will be aware of

the malicious node.



Chapter 7

Experiments

This section presents an experimental study of our provenance leveraging trust enhancing
system ProTru on a synthetic data set. We used MATLAB for our simulation.

As a case study, we are deploying our architecture on an ad hoc multi-hop sensor network
which is set up to do surveillance of an area. The area to be watched has temperature sen-
sors creating data. Readings are taken from temperature sensors every ¢ time units. The
system is looking for readings that deviate from normal as an alert. The information from
the sensors are sent to a hub (intermediate node) that collects all the sensor information. In
addition, the provenance data is saved locally at the nodes as vectors. Intermediate nodes
are used for moving the data to the central hub. They have broadcast capacity, processing
capability and limited memory, allowing sensor data fusion and storage of received input.
An example of a system of this type is a forest fire surveillance system that has temperature
sensors [149].

We will simulate a temperature monitoring system for fire detection, a sensor network de-
ployed in a national forest. We observe error rate in final results in traditional approach and

in our approach. Although our architecture is designed to support different sensor nodes
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action | required energy
receive 8 ma
send 12 ma

Figure 7.1: Energy requirements for the sensor nodes in the simulation

(camera, temperature, solar) and data types (image, numeric, voice, video), for the sake of
simplicity we are considering only temperature nodes in our simulation. If the temperature
is above a threshold, it means the forest is very hot and a fire alarm is created.

We assume a static environment where sensors are randomly deployed in a region of size
100*100 units and all sensors have a common transmission range. The environment has a
static temperature which is randomly assigned at each run. Nodes are measuring the con-
stant temperature of a static environment. The temperature reading range is [25, 275].

We aim to show that our system can assess trust in a distributed manner and trust of the
network will be kept greater than a traditional network. For our simulations, we use a net-
work of sensor nodes sensing temperature. Our architecture is applicable to sensor network
domain as it answers the concerns of a sensor network such as autonomy, decentralization,
initialization, data overhead [41].

Data: We experimented on a synthetic dataset, which consists of 10 clusters, each with 10
nodes, making a total of 100 nodes. There is an intermediate node for every group. Nodes
are not mobile. Each node has provenance and reputation vectors with the attributes listed
in previous section. Data is generated for many time intervals. At each time interval, un-
trusted nodes which are forwarding faulty data are found and their trust is decreased. Data
is generated by a random number generator function and faulty data (outliers) is injected.
Good Data: Inliers will fall into same small interval around the true temperature value.
Bad Data: Outliers are again generated by random number generator but without interval

constraints meaning they can be any value within a large specified interval. A noisy reading
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(referred to as a faulty reading) is randomly biased from the normal reading generated.
Trust: In our system trust values are not kept but computed on the fly using the feedback
coming from intermediate nodes (second hand information) and the information in prove-
nance and reputation vectors. It is attached to the data before transmission. A node’s trust
can range from 0 to 1.0. We applied algorithms described above for computing data trust.
If the trust is below a threshold, the node is marked as faulty and isolated.

Initial trust: We assume that all nodes are trusted at the deployment and assign a random
trust value between 0.8 and 1. Later FINDDISSIMILAR algorithm finds out the untrusted
nodes distributedly and trust updating algorithms update (increase/decrease) the trust of the
nodes.

Energy: Power management scheme is not used for sensor nodes. A simple energy model
is used in simulations. We have to consider energy efficiency as we are working with sen-
sors. The sensor nodes we are simulating have AA batteries that can provide nearly 1800
ma. An initial energy of 1800 ma is assigned to each sensor node. Receiving data costs
approximately 8 ma, transmitting costs approximately 12 ma which makes 20 ma in total.
Every time a node transmits data, we decrease its energy by 20 in our simulation.

In our simulation we implemented the architecture which we have described in the section
above.

Based on the values of the constants, the system behaves differently. With different exper-

iments, we monitored the behavior of our system.

7.1 Experiment I

The environment is synthetic where sensors are deployed in a 100 by 100 field to monitor

temperatures. Moreover, unusual readings are randomly generated in the monitored field.
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id | data | trust data*trust
1 | 32 | 0.886 | 32*0.886=28.352
2 | 56 | 0.798 | 56%0.798=40.698
3 | 52 | 0.888 | 52*%0.888=46.176
4 | 55 ]0.826 | 55%9.826=45.43
51 57 | 0.82 57%0.82=46.74
6 | 51 |0.728 | 51*0.728 =40.768
7 | 57 |0.734 | 57*%0.734 =42.572
8 | 59, | 0.748 | 59*0.748=44.132
9 | 58 | 0.78 58%0.78=44.46
10 | 115 | 0.852 | 115*0.852=97.98
Figure 7.2: Values received at an intermediate node
Type of Event Monitoring Temperature
Faulty Data Percentage 20%
Size of group 10 nodes, 1 IN
Size of network 10 IN (10 groups), 100 nodes
Type of nodes Temperature Nodes (Temperature Data)
[ (trust threshold) 0.1
Uinitial rand(0,2)
4} 50
A 0.1

Figure 7.3: Parameters for experiment 1

The faulty sensor rate (abbreviated as faulty rate) is the ratio of the number of faulty sensors
and the total number of sensors deployed.

Figure 7.3 lists the values of the parameters of Experiment I. For each error percentage,
we repeated the same experiment 20, 80, 800 and 1000 times and calculated the average
value. Figure 7.2 illustrates data fusion with values at an intermediate node at an instant. In
each simulation, temperature has been selected randomly. In the figure, both designs have
increasing errors with more faulty sensors. In a traditional network the untrusted nodes are

not found out and they continue contributing to the network making the computed values
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Figure 7.4: Errors in the temperature monitoring sensor network

faulty. Figure 7.4 shows the errors (distance between the real temperature of the environ-
ment and the estimated temperature by the network) in the traditional design (denoted as
“Baseline”) and our design (denoted as “ProTru”). As seen in the Figure 7.4, our architec-
ture outperforms Baseline after many number of iterations. Our architecture shows much
reliable results in time since it can filter out potentially faulty sensing data by gradually

decreasing the trust of faulty nodes.

7.2 Experiment I1

In this experiment we calculated the average trust value of the network changing over time.

Nodes are omitted from the group when their trust reach a threshold value. We did not
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consider the trust values of the omitted nodes while calculating trust of the network. Trust
values of the nodes are increased when they report correct data and decreased when they
report faulty data.

In Baseline architecture, all nodes are fully and equally trusted. Therefore average trust
of the network always stays at the same value which is deceiving. In ProTru architec-
ture, the trust of the network changes over time. Based on the network parameters and
circumstances, trust of the network can increase, decrease or show a changing pattern. The
reasons for decay are as follows. One reason is that as energy is drained from the nodes,
they become less trusted. The other reason is that trust of faulty nodes is decreased. Trust
values of non-faulty nodes are increased as they report correct data.

In our setup, we observed the change in trust for faulty percentage rates of 10-80 with the
parameters in Table 7.3. The change in trust in ProTru is illustrated in Figure 7.5. Figure 7.6
illustrates the change in trust in a wireless sensor network without a trust architecture. In
Baseline, the trust of the nodes do not change as there is no trust model deployed. The
network continues to believe all the nodes equally as they continue transmitting. However
in ProTru, trust of the nodes change in time as seen in Figure 7.5.

We have ran the experiment for 20, 80, 800 and 1000 iterations. When the network is
deployed, an initial trust value between 0.9 and 1 is assigned. As the nodes begin transmit-
ting, trust values of the outliers are decreased and trust values of the inliers are increased.
When we iterate it for 20 times or 80 times, we see a decrease in trust. This means that
decrease in trust is more than the increase. For 800 and 1000 number of iterations, we see
that trust is fluctuating. Based on the behavior of the nodes, trust of the network increase

and decrease over the time.
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Figure 7.5: Changes in trust in ProTru
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7.3 Experiment I11

In this experiment, we calculated the error for different J values. While 4 value is changing,
the other parameters are kept constant as listed in Table 7.3. The outlier percentage for this
experiment is 20%. Figure 7.7 shows the errors (distance between the real temperature of
the environment and the estimated temperature by the network) in the traditional design
(denoted as “Baseline”) and our design (denoted as “ProTru”).

We have presented the detailed explanation of the usage of ¢ in Chapter 6. Trust is cal-
culated using the  value. As the Equation 6.8.4 is an exponential formula, a big J value
makes the v value greater and t value smaller. ¢ is a positive constant determining how fast
we untrust; the bigger it is, the quicker a node gets untrusted, the slower a node gets trusted.
In Figure 7.7, ProTru performs better with larger § values and bigger number of iterations.
As 0 values get bigger, the network ignores the values coming from untrusted node quickly
and creates more accurate results. However as nodes get untrusted immediately, network
lifetime will be shorter. We recommend a smaller ¢ value for a healthier network.

Our architecture performs better when it iterates more. As time passes and the number of
iterations increase, the trust of the faulty nodes decrease and reach the trust threshold. Once
they reach the trust threshold, the values sent by them are ignored and have no effect on the

final result.

7.4 Experiment IV

In this experiment we calculated the error for different \ values. A appears in Equa-

tion 6.8.4. \ is a positive constant determining how fast we untrust; the bigger it is, the
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quicker a node gets untrusted. It represents the system’s rewarding and punishing mecha-
nism. If it is a bigger value, the system rewards and punishes easily. On the other hand, if
it is a small value, the system rewards and punishes slowly.

While A value is changing, the other parameters are kept constant as listed in Table 7.3.
Figure 7.8 shows the errors (distance between the real temperature of the environment and
the estimated temperature by the network) in the traditional design (denoted as “Baseline”)
and our design (denoted as “ProTru”).

The behavior of A and 0 are very similar as they appear in the same equation. As the v
value is multiplied directly with A value, it has a greater impact. However in Figure 7.8 we
do not see an obvious pattern. It might be due to the fact that the change in A is not very
marginal. One other reason for not seeing a decreasing pattern in error is as follows. The
values are selected randomly in simulation, final results are affected by this randomness.
For example, if the faulty nodes create values with large bias then the final result fluctu-
ates more. The other reason is that when A is large, even one faulty behavior of a trusted
node is not forgiven and trust value of the trusted node is decreased abruptly. This might
cause network to create faulty results because trusted nodes are omitted easily and cannot

contribute to the final result.

7.5 Experiment V

In this experiment we calculated the error for different trust threshold values. Figure 7.9
shows the errors (distance between the real temperature of the environment and the esti-
mated temperature by the network) in the traditional design (denoted as “Baseline”) and
our design (denoted as “ProTru”).

As trust threshold gets smaller, the tolerance of the network to faulty nodes increase. Data
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coming from the nodes are ignored when their trust reach the trust threshold. The bigger
the trust threshold is, the easier nodes are omitted. However if the trust threshold is very
large, even trusted nodes can hit to the threshold easily and get omitted. It is more efficient
for our network to have a trust threshold which is not very big or small. As seen in Fig-
ure 7.9 our network creates better results when trust threshold is 0.3.

We can also observe that the network creates better results as it iterates more because iter-

ations help the network to identify faulty nodes.



Chapter 8

Conclusion

While the way information is created, shared and modified has changed a lot with sensor
networks, we are exposed to serious new risks. Revolutionary ways are needed in order to
overcome the newly introduced challenges. Provenance will have an essential part in this
revolution, providing data integrity, authenticity, trustworthiness and availability [25].

We have presented an architecture which uses provenance to enhance trust by restructuring
the network in a distributed manner. We designed this architecture and carried simulations
to assess trust of the network.

Our system is superior to traditional sensor networks in creating more accurate results.
Sensor networks get untrustworthy in time after deployment due to many reasons such as
decreasing energy, exhausting resources. As trust is monitored and network is continu-
ously restructured, our network remains trustworthy for a longer time. This becomes a
very important benefit for mission critical networks. Our architecture keeps the trust of
a wireless sensor network high for a longer time compared to traditional networks by de-
creasing the trust of the nodes creating faulty data. Using provenance for trust assessment

is a novel method with a low communication overhead compared to other approaches such
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as cryptography. Moreover trust enhancement is done locally and transmitted data is kept
small making the model lightweight and our model efficient for wireless sensor networks.
In addition support for multiple trust metrics makes the architecture flexible for different
wireless sensor network domains such as industry, military and health-care.

Provenance research in sensor network community is rapidly improving. Once we are at
a point where the nature of cause and trust is clearly understood in networks, the answers
to fundamental questions such as “what is provenance”, “how do we know when we have
enough provenance for an application”, “how can we assess trust using provenance” will
be given. Then a robust provenance model for assessing trust in sensor networks can be

developed and used as a standard.



Chapter 9

Future Work

One future research direction is adapting this architecture to wireless sensor networks for
fault-tolerance including energy management problems, an approach which we believe is
new. We argue that most of the faults faced by sensor networks will be easily detected and
healed by our distributed architecture which we will explore in more detail in the future.
Next research direction we will take is to add centralized provenance storage scheme to
our simulation, to build a real-life network with this design and to test our architecture
on a real-world data set. We will experiment our system on the New York City Taxi and
Limousine Commission (TLC) data. The TLC project focuses on the extraction of impor-
tant information as well as trend in the dataset obtained from taxi and limousine cabs that
ply the five boroughs of New York city. The dataset is estimated to comprise approximately
of 147 million records with a negligible fraction of corrupt record.

We believe that the nature of our architecture suits well to the unpredictable and centrally
uncontrollable nature of sensor networks. Our one other future research direction is adapt-
ing this architecture to wireless sensor networks for fault-tolerance including energy man-

agement problems, an approach which we believe is new. We argue that most of the faults
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faced by sensor networks will be easily detected and healed by our distributed architecture
which we will explore in more detail in the future. For instance, based on provenance and
trust, intermediate nodes will do energy management by turning sensor nodes on and off
for a longer network lifetime.

As a future work, we plan to extend the cognitive abilities of the architecture in terms
of decisions taken by the nodes. In the present model, an intermediate node can ignore
the data coming from a node or a node might stop sending data realizing its 1ow ?,ccuracy-
However in the extended model, we want to add more complex actions and decisions such
as restructuring the network by omitting a whole group, merging groups, putting nodes in

overlapping areas.
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