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Abstract

APPLICATIONS OF THE MULTI-MAP ORBIT HOPPING

MECHANISM IN STREAM CIPHER DESIGNS

by

Xiaowen Zhang

Advisor:  Professor Michael Anshel

The objective of this thesis is to design, implement, statistically test and cryptanalyze
several stream ciphers that are based on the multi-map orbit hopping mechanism —

Mmohom.

We propose Mmohom as a generic method to design stream ciphers. We discuss
its cryptographic properties of period, density functions, and conjugate permutations.

The applications of the Mmohom result in three kinds of stream ciphers.

The first kind is Mmohoce (Multi-map orbit hopping chaotic cipher). Since its
inception, chaos has been connected with cryptography due to its confusion and dif-
fusion, which are the two important properties of a secure cipher. On top of these
properties, we apply Mmohom to multiple chaotic systems in order to build Mmo-
hocc, which greatly accelerates the chaos behavior and makes chaos more suitable for
cryptographic purposes. The implementation details of the cipher are given. For the
generated keystreams we get satisfactory statistical results from two batteries of the
most popular and stringent statistical tests. Cryptanalysis shows that the cipher is

resistant against the most known attacks.

v



The second kind is the Mmohom-LFSR-based cipher. Mmohom is used in conjunc-
tion with multiple LFSRs (Linear Feedback Shift Register) to destroy the linearity of

the LFSRs. Cryptanalysis against algebraic attack is discussed.

The third one is Mmohoct (Multi-map orbit hopping cipher by T-functions). The
T-function has maximal single cycle property, meanwhile it has some undesired al-
gebraic patterns. We introduce the Mmohom to destroy the unwanted properties
and build two experimental Mmohoct ciphers. Cryptanalysis and performance are

discussed, too.
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Chapter 1

Introduction

This chapter gives the research motivation and a brief overview of the thesis.

1.1 Research motivation

A stream cipher encrypts bits/bytes/words of plaintext one at a time by using a
symmetric algorithm (a.k.a. secret-key algorithm), which generally requires a key
to be shared and simultaneously kept secret among the legitimate communicating
parties. The encryption transformation of a stream cipher varies with time according
to message generating rate. In contrast, a block cipher is generally used to encrypt a

block of characters of plaintext using a fixed encryption rate.

There are strong needs for stream ciphers in the following scenarios [7, 101]:

e Radio communications where zero error propagation is highly desirable.
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e Very high speed multi-Gigabit-per-second communication links (such as routers,
fiber-optics), where stream ciphers can be implemented completely in software,

or combination of software and hardware.

e Efficient and constrained devices with very small battery powered e.g. RFID

tags, smart cards (8-bit processors).
e Multimedia, Movie-on-Demand, and other real-time situations.

e Lightweight encryption applications (such as Bluetooth, sensor networks).

Before 2001, the only generic standards for stream ciphers were the block cipher
modes of operation (OFB — output feedback mode, CFB — ciphertext feedback mode
and CTR — counter mode) [76]. Today there are application-specific standards in
use, such as A5/x for GSM (the Global System for Mobile communication), RC4 for
IEEE 802.11 WEP and SSL, CTR-mode Kasumi block cipher for GSM /3GPP (the 3rd
Generation Partnership Project), and EO for Bluetooth. A5/1 is reverse engineered
and broken, RC4 is vulnerable due to key scheduling issues, EO is cryptanalyzed by

fast correlation attack [65].

The ECRYPT Stream Cipher Project (abbreviated as eSTREAM) is a multi-year
(from 2004 to 2008) effort to identify new stream ciphers potentially suitable for
widespread adoption. Till the deadline of April 2005 more than 34 different stream
cipher proposals were submitted in two different performance profiles (stream ciphers
for software and hardware applications) [47]. However more than half of them have

demonstrated weaknesses of various kinds.

By using the multi-map orbit hopping mechanism, this thesis attempts to design
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stream ciphers that, hopefully, do not suffer the known weaknesses and are resistant

to the known attacks.

1.2 Overview of the thesis

The rest of the thesis is organized in the following way:

In Chapter 2 we present some basic notions of stream cipher design and crypt-
analysis. We give informal definitions for both synchronous stream cipher and self-
synchronous stream cipher. We briefly introduce various stream ciphers, including
several LFSR-based stream ciphers, provably secure PRNGs (BBS, QUAD), OFB-
and CTR-mode block ciphers (used as stream ciphers), as well as the current ongoing
eSTREAM project which represents the state of the art of stream ciphers. At the end
we review some of commonly known cryptanalysis techniques used to break stream

ciphers, and performance comparison guideline for newly designed stream ciphers.

In Chapter 3 we introduce the Mmohom (Multi-map orbit hopping mechanism),
which is derived conceptually from frequency hopping mechanism widely used in
wireless spread spectrum communication. We discuss its mathematical advantages in

terms of period property, density functions, and conjugate permutations.

In Chapter 4 we use chaotic maps in Mmohom to develop a stream cipher Mmohocc
(Multi-map orbit hopping chaotic cipher). After the introduction of the properties
of dynamical chaos systems and the relationship between chaos and cryptography,
we give the specifications on the cipher design, the selection of chaotic map bank,

key handling/subkey structure, and the implementation details. To demonstrate the
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application we use the cipher to encrypt/decrypt a novel, subsequently the histogram

analysis of the plaintext and ciphertext is given.

In Chapter 5 we deal with the improvement of Mmohocc and the randomness eval-
uation of the keystreams. For better performance and higher security we enhance the
cipher in three aspects: chaotic map bank, hopping patterns, and random number
extraction methods. With respect to the keystream’s randomness we conduct two
batteries of the most stringent and well known statistical tests, namely the NIST
Suite (which consists of 16 tests) and the DIEHARD Suite (which contains 18 tests).

All test results are successful.

In Chapter 6 for the improved Mmohocc we perform the security analysis in terms of
period, auto-correlation and cross-correlation, and spatiotemporal mixture properties
of the keystreams. We cryptanalyze the cipher and conclude that it is resistant against
the related-key-IV, Time-Memory-Data tradeoff, and algebraic attacks. The perfor-
mance comparison shows that the encryption and decryption speed of the Mmohocc

cipher is as fast as RC4.

In Chapter 7 we introduce the Mmohom-LFSR-based stream cipher that is intended
to defeat the algebraic attacks, a well known fast attack against LFSR-based stream
ciphers. We list features of the design and give a schematic diagram implementation

of the cipher. Our cryptanalysis shows that it is strong against algebraic attacks.

In Chapter 8 we address the Mmohoct (Multi-map orbit hopping cipher by T-
functions) ciphers, which are the result of Mmohom applications in T-function-based
stream ciphers. T-function, recently proposed by Klimov and Shamir as a new build-

ing block for cipher constructions, has nice cryptographic properties. Meanwhile it
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has some unwanted algebraic structures. We use the Mmohom mechanism to destroy
the structures. Two kinds of Mmohoct are implemented: (1) we design Mmohoct by
directly replacing Mmohocc’s chaotic maps with T-functions; (2) we design Mmo-
hoct by using extended TSC-like and quadratic format 7T-functions as the map bank.
The performance of the above two ciphers is evaluated and compared with RC4 and

AES-CTR.

In Chapter 9 we conclude the thesis, give open problems and future research direc-

tion.



Chapter 2

Stream Cipher Basics

This chapter covers some background material concerning stream ciphers. We review

various stream cipher designs and some cryptanalysis methods.

2.1 Stream ciphers

Stream cipher is one of the workhorses for bulk data encryptions. It is a symmetric
cipher in which plaintext units are encrypted one at a time with a time-varying
transformation. In practice, a typical unit could be a single bit, byte, or word. By
contrast, block ciphers (such as, DES, 3DES, AES, RC-5, IDEA, Blowfish) operate
on large blocks of plaintext units with a fixed transformation. This distinction is not
always clear-cut; for example, some modes of operation use a block cipher primitive
in such a way that it then acts effectively as a stream cipher. Stream ciphers typically

run at a higher speed than block ciphers and have lower hardware complexity [115].
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2.1.1 Basic knowledge

Stream ciphers are a very important class of encryption algorithms. They encrypt
individual characters (usually binary bits) of a plaintext message one at a time, using
an encryption transformation which varies with time [74]. All those algorithms do
is to “stretch” or “expand” a short random sequence, called the secret key, into
a long pseudorandom sequence, called the keystream, then use the keystream to

encrypt/decrypt plaintext/ciphertext message into ciphertext/plaintext message.

More precisely, in a stream cipher a sequence of plaintext units, pop; ..., is en-
crypted into a sequence of ciphertext units coc; ... as follows: a pseudorandom
keystream sequence zpz; ... is produced by a finite state machine whose initial state
is determined by a secret key. The i-th keystream unit only depends on the se-
cret key and on the (i-1) previous plaintext units. Then, the i-th ciphertext unit is

obtained by combining the i-th plaintext unit with the i-th keystream unit [20, 114].

Steam ciphers are classified into two types: synchronous stream ciphers and
self-synchronizing stream ciphers. A synchronous stream cipher is one in which
the keystream is generated independently (depends on key alone) of the plaintext
message and of the ciphertext message. More specifically, a synchronous stream

cipher can be described by the following three equations [74]:

Oi+1 = f(Uz', k?)7 Zp = Q(Uz’,k’), C = h(ziupi>'

f is the state transition function (or state update function, or iteration func-
tion), which uses the current state o; and the key k to produce a new state ;1.

g is the keystream output function (usually called in short as output function),
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which given the same two inputs produces the keystream z; as output. And h is
the combining function that combines the plaintext p; with the keystream z; to
produce the ciphertext ¢;. Usually the function A is the XOR (represented by @) and

this kind of ciphers is called binary additive stream ciphers, see Figure 2.1.

key (k)

kgystréar}l generator.¢f & g)

“Stretcher”

L .
- -
P T

__---"'I:('eystream z, (very very long) -

plaintext p,

ciphertext c,

HEEEE - - - EERE

Figure 2.1: Diagram of synchronous stream cipher.

A self-synchronizing or asynchronous stream cipher is one in which the keystream

is generated as a function of the key and a fixed number of previous ciphertext units

[74]. The encryption can be expressed by equations o; = (¢; 4, Ci_y11,---,Ci—1), 2i =
g(oi, k), ¢; = h(z,p;), where o9 = (c_¢,C_441,...,C_1) is the initial state, and o1 =
(¢1-t,C1—t41,---,Co) is used for generating z;, and so on so forth. This is the general

t-digit cipher feedback mode. Again, if h is XOR (@) the encryption procedure is
depicted in Figure 2.2. The discussions at the ECRYPT State of the Art of Stream

Ciphers workshop suggested that there was little demand for the self-synchronizing



CHAPTER 2. STREAM CIPHER BASICS 9

stream cipher [22], therefore from hereafter, the term “stream cipher” is a synonym

for “synchronous stream cipher”, unless otherwise specified explicitly.

.....

“Stretcher”

.....

tkeystream generato? (9") ““““

keystream z (very very long)

plaintext p,
LT EERE

Figure 2.2: Diagram of self-synchronous stream cipher.

2.1.2 Stream cipher’s yesterday, today and tomorrow

Cipher machines [115] used pre-WWII and during WWII, such as Hebern rotor ma-
chines, Typex (British), SIGABA (American), NEMA (Swiss), Purple (Japanese),
Enigma (German), can be categorized to stream ciphers in the sense that they en-
crypt/decrypt one letter at a time. The name Enigma is made famous by its use in

World War IT and the successful break of the cipher by Allied codebreakers.

The Enigma was a portable cipher machine used to encrypt and decrypt secret
messages. [t was a family of related electro-mechanical rotor machines [115]. By

continuously changing the substitution alphabet, it implemented a polyalphabetic
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substitution cipher with a long period. With single-notched rotors, the period of the

machine was 16,900 (26 x 25 x 26).

The perfectly secure and unbreakable stream cipher is the Vernam cipher, a.k.a.
one-time pad (OTP) [48]. Its assumption is that the pad is never reused and unpre-
dictable random numbers are generated from truly random physical sources, like fair
coin-flips, radioactive decay, thermal noise, shot noise and photon’s transmission upon
a semi-transparent mirror. It was used by Russian spies and the Washington-Moscow
“hot line” [100]. Although the original OTP is not practically useful today because
of the difficulty of key distribution/management, it is seen as one of the cornerstones

[103] of cryptography.

Linear feedback shift registers (LFSRs) are the basic components for many stream
ciphers because they can produce sequences with large cycles and good statistical
properties, have good mathematical structures and can be readily analyzed using
algebraic techniques [74, 51]. A LFSR of length n consists of n bits (or n delay
elements) sq,..., s, whose input bit is a linear feedback function exclusive-or (XOR)

of the other bits in the register (see Figure 7.1).

The use of LFSR for a stream cipher design is regarded as a typical classical
approach. However, you do not use LFSRs by themselves as stream ciphers since
their linear properties make them insecure. Their good mathematical structure can
often be used to cryptanalyze them. Ian Cassells said that [100] “cryptography is a
mixture of mathematics and muddle, and without the muddle the mathematics can
be used against you.” In conjunction with nonlinear Boolean functions, there are

three general methodologies for destroying the linearities of LESRs, by using [74]:
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1. a nonlinear combination function on outputs of several LFSRs (Fig. 2.3 (a));
2. a nonlinear filter function on the contents of a single LFSR (Fig. 2.3 (b));

3. the output of one/more LFSRs to control the clock of one/more other LFSRs

(such as Beth-Piper generator).

LF=R-1 \ —
= 7 ilter f \_\

LFSR-2 =

] E ==

' 5

' N LFSR
LFSR-M

(a) (b)

Figure 2.3: (a) Combination generator and (b) filter generator.

Here are several examples of the stream ciphers designed by using LFSRs.

The Geffe generator uses three LFSRs, which are combined in a nonlinear manner
[100]: two LFSRs are inputs into a multiplexer, and the third LFSR controls the

output of the multiplexer.

The Beth-Piper Stop-and-Go generator [11] uses the output of one LFSR to control

the clock of another LFSR.

The Self-Decimated generators control their own clock. R. Rueppel [98] proposed
one as follows: using only one LFSR, when its output is 0, the LFSR is clocked d

times; and when its output is 1, the LFSR is clocked k times.
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The Shrinking generator [24] uses two LFSRs: LFSR-1 and LESR-2. Clock both
of them. If the output of LFSR-1 is 1, then the output of the generator is LFSR-2.

If 0 is the output of LFSR-1, discard the two bits, clock both LFSRs, and try again.

A5/1 [115] is the stream cipher used to encrypt the wireless link between the mo-
bile phones and the base stations in GSM (Global System for Mobile Communications
— a standard for mobile phones). It consists of three LFSRs of size 19, 22, and 23

with irregular clocking. The output is the XOR of the three LFSRs.

All of these LFSR-based stream ciphers have inherent weaknesses of LFSRs in the

final output, and are broken [118, 119, 50, 9, 14, 38, 32].

LFSRs are extremely fast in hardware implementation but relatively slow in soft-
ware implementation. This has led to several stream cipher proposals particularly
for fast software implementation. From Fast Software Encryption (FSE) Workshop,

SEAL and RC4 are two promising software oriented stream ciphers.

SEAL (Software-optimized Encryption Algorithm), a proprietary stream cipher
by IBM [93, 94], is a length-increasing pseudorandom function which maps a 32-bit
sequence number to an L-bit keystream, it is optimized for 32-bit processors. SEAL
preprocesses the key into a set of tables which are used to speed up encryption and

decryption.

RC4, a remarkably simple stream cipher by Rivest [92], is the most widely-used
software stream cipher and is used in popular protocols such as SSL (Secure Sockets
Layer) and WEP (Wired Equivalent Privacy — IEEE 802.11). But it falls short of the
high standards of security, many papers [40, 34, 66, 86, 87] have shown its weakness

and insecurity.
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Bluetooth uses EO stream cipher for encrypting packets. (Bluetooth is a radio
standard and protocol for short-range wireless connectivity, specified by the Bluetooth

Special Interest Group.)

Other well-known stream ciphers include word-oriented stream ciphers (suitable
for software implementation, such as SNOW, SOBER, SCREAM), stream ciphers
modes of operation of block ciphers (e.g., cipher feedback, output feedback mode of
Triple DES or AES).

Provably secure pseudorandom number generators (PRNGs) have mathematically
provable security, such as Blum-Micali [16] and Blum-Blum-Shub [15] (too slow for
practical encryption use), hyper-encryption cryptosystem [90] (has not been popularly

used ), and recently QUAD [10] (too early to say anything).

The eSTREAM [33] is an ongoing ECRYPT Stream Cipher Project. This is
a multi-year effort to identify new stream ciphers that might become suitable for
widespread adoption. Now it is in the Phase-2 (Start from August 1st, 2006),
there are more than 30 candidates in the list: DRAGON, ABC, HC-256, CryptMT,

MICKEY, LEX, Rabbit, SNOW, SOBER-t, and more.

Stream ciphers have advantages which make them suitable for a hardware scheme
with extremely small footprint and software scheme with extremely high speed ap-
plications [101]. Moreover, synchronous stream ciphers are not affected by error-

propagation.
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2.1.3 Stream ciphers out of block ciphers

Output-feedback (OFB) and counter (CTR) modes of operation can make a block
cipher become a stream cipher [100, 109]. Stream cipher made from block cipher
in OFB mode uses complex state transition function and simple output function; in
contrast, stream cipher made from block cipher in CTR mode uses a simple counter
as state transition function and a complicated output function that is dependent on

the key.

Figure 2.4 is an 8-bit OFB stream cipher, the plaintext is broken into 8-bit pieces
P = [po, p1,Das - - -], where each p; has 8 bits, rather than the entire block size (64-bit

for DES, 128-bit for AES). The encryption and decryption algorithms look like this:
ci=pi® LM8(S:), Si= Ex(Si-1); pi=ci® LM8(S;), Si= Er(Si-1).

S; is the state, which is independent of either the plaintext or the ciphertext, i.e.
OFB stream cipher is a synchronous stream cipher. Here z; = LMS(S;), “LM8”

means “leftmost &-bit.”

CTR mode stream cipher (see Figure 2.5 ) uses a counter ctr; = ctr; +1 (mod N)
(N is the spate space) as the input to the algorithm. The plaintext is broken into
128-bit pieces p = [po, p1, P2, - - .|, where each p; has 128 bits. After each block encryp-
tion, the counter simply increments by one. To encrypt, you start with the plaintext
p, a key and a counter ctr, ciphertext ¢ is the XOR of p and the first |p| bits of
AESE(ctr)||AESg(ctr +1)||AESE(ctr +2)|] . .. (where |p| gives the size of the plain-
text, AESg(ctr+ j) is AES Encryption algorithm, “||” stands for concatenation). To
decrypt ciphertext ¢ you compute the plaintext p by XOR’ing the ¢ with the first |c|

bits of the pad AESg(ctr)||AESE(ctr + 1)||AESE(ctr 4+ 2)|| ... [64, 115].
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Figure 2.4: 8-bit output feedback mode stream cipher.

In OFB mode a keystream XORs the text (plaintext or ciphertext). This keystream

will eventually repeat. Also we should make sure that the cipher does not repeat with

the same key. When the feedback size equals the block size n, the average cycle length

is 2" —1 (for DES n = 64); when the feedback size is less than the block size, the aver-

age cycle length drops to around 2™/2 [100]. In OFB and CTR mode stream ciphers,

both encryption and decryption depend only on the block cipher encryption algorithm

E (e.g. AESE, DESE) — neither depends on the block cipher decryption algorithm

D. So D does not need to be implemented. This makes implementations simpler,

and may result in a significant throughput increase in hardware. Other advantages

( software/hardware efficiency, preprocessing, random-access) and disadvantages (no

integrity, etc.) of CTR mode stream ciphers can be found in [64].
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Input stream is chopped into 128-bit chunks in AES-CTR stream cipher. State transition function

is a simple counter, but the output function of the stream cipher is AES encryption algorithm.
Figure 2.5: Counter mode stream cipher diagram.

2.2 Cryptanalysis of stream ciphers

In this section we review some of the commonly known cryptanalysis techniques

used to break stream ciphers: key recovery attack, correlation attacks, distinguish-

ing attacks, algebraic attacks. The assumption is that an attacker knows both the

ciphertext and some of the plaintext (a.k.a. known text attack).
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2.2.1 Correlation attacks

The correlation attack, proposed by Siegenthaler, is used to against combination
(combining several output sequences in some nonlinear way) generators [104, 105].
The basic idea is to identify some correlation between the output of the generator
and the output of one of its internal pieces. By observing the output sequence, you
can obtain information about that internal output. Using that information and other
correlations, collect information about the other internal outputs until the entire
generator is broken. This is a divide-and-conquer attack [100]. The attack applies
when a part of the internal state is updated independently from the other ones and
has a considerable size. It aims at recovering one of the parts of the initial state (so

called the target state).

This attack has been greatly improved [72, 73] when the target part of the internal
state is updated linearly. In this case, efficient error-correcting decoding can be used
in order to (partially) recover the initial state of the generator. Other fast correla-
tion attacks have been successfully applied to a number of LFSR-based keystream

generators [117, 42, 75, 120].

2.2.2 Algebraic attacks

Algebraic attacks are a new class of attacks against stream ciphers, they are known
to be faster and more efficient against certain ciphers (especially LESR-based) than
all other kinds of attacks [5, 4, 25, 26, 27, 28, 115]. A stream cipher based on the
multiple LFSRs with non-linear output function F'is particularly vulnerable to this

kind of attacks, i.e., the output keystream z; = F'(s;) (where s; is the state in time
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t). The basic idea is [27, 26, 21]: given everything about the combiner and some
keystream bits z;, an adversary recovers the initial state Sy (the key) by solving an
overdefined system of multivariate algebraic equations (see 7.3 for more details). The

drawback is that it requires the knowledge of a huge amount of keystream bits z;.

2.2.3 Other attacks

Key recovery attacks [115] are the strongest attack against stream ciphers, in which
attacker attempts to retrieve the secret key given part of keystream z. Having the
secret key in hand, the attacker can produce the unknown parts of keystream and

decrypt the rest of the message.

Distinguishing attacks try to distinguish observed keystream from a pure random
sequence and to make prediction about future portions of keystream out of the known
keystream segment. Distinguishing attacks are often weaker than key recovery at-
tacks. However, they may still be a threat if attackers can deduce information on
unknown plaintext based on some known plaintext, e.g. if period of keystream se-
quence is small. They are applicable to general stream ciphers, such as linear attacks

[39], low diffusion attacks [23].

Still there are other attacks, such as Time-Memory-Data (TMD) tradeoff at-
tacks [12, 13], inversion attacks on nonlinear filter generators [41], free binary

decision diagram (FBDD) attacks [59], and more.
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2.3 Performance comparison

Performance of newly designed stream ciphers is usually compared with popular RC4

and AES-CTR stream ciphers under the guideline of eSSTREAM software performance

[84].



Chapter 3

The Multi-Map Orbit Hopping

Mechanism

In this chapter we introduce a mixing method — multi-map orbit hopping mechanism

(abbreviated as Mmohom) which can be used as a building block in cipher designs.

3.1 Frequency hopping

In spread spectrum communication the bandwidth W for the transmission of digital
information is much bigger than the information rate R (both of them are represented
in bits/second). The bandwidth expansion factor Be = W/R is much bigger than one.
There are two types of spread spectrum systems: direct sequence(DS) and frequency
hopping (FH). A spread-spectrum transmission offers three major advantages over a

fixed-frequency transmission [91, 115]:

20
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e Suppressing narrowband interference due to jamming and self interference due

to multipath propagation.

e Gaining message privacy since spread spectrum transmissions are difficult to

intercept.

e Sharing a frequency band with many types of conventional transmissions with
minimal interference, since spread spectrum signals are transmitted at lower

power level of background noise.

A
I 3 6 4 1 5 8 2 7
gl
2
o
o
w L
14
1 1 1 1 1 L L L 1 }
il f2 3 4 5 f6 7 8
Frequency

Figure 3.1: Frequency hopping pattern.

FH technique uses spread spectrum by rapidly changing a carrier among many
frequencies, a carrier’s frequency is selected by using a pseudorandom sequence (a.k.a.
hopping pattern) known to both transmitter and receiver. Figure 3.1 shows an ex-
ample of a random frequency hopping pattern for eight frequencies. The numbers on

top of each waveform are the time serial, the set of corresponding frequencies to the



CHAPTER 3. THE MULTI-MAP ORBIT HOPPING MECHANISM 22

time serial from 1 to 8 on horizontal coordinate consists hopping pattern: {f4, {7, f1,

£3, £5, £2, 8, £6}.

There are slow and fast frequency hopping systems depending on the rate at
which hopping takes place. Most of FH systems are slow frequency hopping in which
multiple data symbols are transmitted during one hop. In contrast, in fast frequency

hopping one data symbol is transmitted through multiple hops.

3.2 The multi-map orbit hopping mechanism

After explaining some terms, we introduce the multi-map orbit hopping mechanism.

3.2.1 Terminology

The term map is a synonym for function and it pairs each of its inputs with exactly
one output [115]. Let A be the input set (i.e. domain) and B be the output set (i.e.
range). A map f is defined as y = f(x), it maps each element = € A to exactly one
element y € B. We can denote the map as f : A — B. For example, input and output
r,y € N, y = fi(r) = 2° is a map that maps each natural number z to another
natural number 23, e.g., 1 — 1,2 — 8,3 — 27, .. ..

3 as one of the

Continue with the above example, we view the map fi(z) = =
transition maps in a state machine (N,F), here N is the set of all states — natural
numbers, and F is the set of all state transition maps. A map f;(z) = z? transits a

state x; = 5 to next state z;41 = 25, and map f;(x) =z + x? transits a state T; =2

to xj41 = 6, see Figure 3.2.
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Figure 3.2: Diagram of state machine and map.

The term Orbit (a.k.a. trajectory) refers to the ordered set of intermediate states
assumed by a dynamical system/map as a result of time evolution [115]. An orbit is
generated by repeatedly evolving (iterating or calling) the dynamical system/map a
certain number of times. An orbit is determined by a map, a seed (also called start
point), and the number of times to evolve (you can get the end point). Here we give
a definition of orbit in state machine (N,F) from [31], provided that all states are

natural numbers.

Definition 3.1. Orbit: Given xo € N and a map f, we define the orbit of xoy under
f to be the sequence of points xo, 11 = f(x0), 2o = f*(x0), ..., T = [™(x0). The
point xy is the seed of the orbit, n is the number of times to iterate. Here f™ means

iterating f n times.

For example if the map is f(z) = (z + 2?)mod 1023, and the number of times to

iterate n = 10, then we have an orbit of o = 1 depicted in Figure 3.3.
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Figure 3.3: Diagram of an orbit from map f(z) = (x + 2?)mod 1023.

With the same map multiple orbits can be produced by using different seeds. We
can obtain another orbit by adding an offset ¢ to the initial seed xy. For the above
example Figure 3.3, if an offset ¢ = 3 we have the second orbit of g +e=1+3 =14
by iterating the map 10 times: 4 — 20 — 420 — 864 — 570 — 156 — 963 —
471 — 321 — 1023 — 39. The third orbit of 2 +2 x e = 14+ 2 x 3 = 7 is
7 — 56 — 123 — 930 — 372 — 651 — 930 — 372 — 651 — 930 — 372, and the
fourth orbit of xg+3 xe=1+3x3=101is 10 — 110 — 957 — 198 — 528 — 33 —
99 — 693 — 132 — 165 — 792, and so on so forth. Those orbits can be indexed
as Orbit-0, Orbit-1, Orbit-2, Orbit-3, .... The number after the “dash” is an orbit
index, it represents the number of offsets from the initial seed =y that orbit starts
off. Those indices are used in orbit hopping patterns. The topic is elaborated in the

next subsection.
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3.2.2 The mechanism

Inspired by frequency hopping spread spectrum communication system we develop an
orbit hopping mechanism (depicted in Figure 3.4) for further mixing and muddling
the points sampled from multiple orbits of multiple maps. It consists of a hopping
pattern generator, an orbit control switch, and multiple orbits. Instead of hopping

around different frequencies in FH system, here the mechanism hops among multiple

orbits.
. (rbat
Hopping /
Pattern
e
Generator
vz
Orbit |
Control !
N ! | |
Switch A /
N i 1 1
AN

AN / Orbit n-1 __/

Figure 3.4: Diagram of orbit hopping mechanism.

Orbit hopping pattern, like the frequency hopping pattern in FH system, is
a pseudorandom sequence generated by the hopping pattern generator. If the total
number of orbits is n, then orbit hopping pattern contains n orbit indices from 0 to

n — 1. For instance if we have 10 orbits orbit-0 ~ orbit-9 from a map f, a possible
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hopping pattern could be a sequence {4, 7,9, 1, 3, 5, 0, 2, 8, 6}.

The orbit hopping pattern is used by the orbit control switch to determine the
order/way that the system uses multiple orbits. Use the above orbit hopping pattern
for a 10-orbit mechanism we know that the switch will connect orbit-4 first, then

orbit-7, orbit-9, ..., and orbit-6 in this order.

How long the switch stays connected with one orbit is determined by a factor
called #samples — the number of points to be sampled from the orbit, which is
an analogous concept to the signaling interval in FH system. In the orbit hopping
mechanism we specify one #samples for each map, i.e., #samples is the same for any

orbit coming from the same map. For another map the #samples may change.

The n orbits in Figure 3.4 are generated by multiple maps, say k maps: My, My, ...,
M;._1. Each map contributes different #orbits — number of orbits towards the n or-
bits. If map M, gives birth to ng orbits, map M; gives n; orbits, ..., map M;_;
gives ny_q orbits, then Zf;ol n; = n. For demonstration purpose orbit hopping only
happens among orbits which come from one map. Of course we could make the mech-
anism hop among the entire n orbits which come from k£ maps. Similarly we could
make a map hopping mechanism hop among multiple maps in the similar way as in

orbit hopping mechanism. We leave these topics for future investigation.

We will specify the parameters seed, offset, #samples, #orbits later.

3.2.3 The possible maps

All maps used in the Mmohom should have good cryptographic properties and be

well-studied. Here we’ll briefly introduce some of them.
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Chaotic maps

A chaotic map is a discrete map (difference equation) which generates chaotic se-
quence. A one-dimensional map has the format of x,, 1 = f(z,), and a two-dimensional
map has the format of (z,.1,yn11) = f(2n,yn). Here are some chaotic maps which

could be used in the Mmohom [115] [18, 113] [99]:
e Logistic: z,41 = ax,(1 —xy,), x, € [0,1], € [3.85,4];

e Chebyshev of degree k: x,,, = cos(2Fcos™tx,), — 1<z, <1, k=1,2,3,..;

e Kolmogorov's Ty () = (a:(x — F), L + F}), (x,y) € [F1, Fi +p;) x [0, 1).

Primitive polynomials modulo 2

In a broad sense we treat primitive polynomials as maps when the Mmohom is applied
to the LFSR~based stream ciphers. A tap polynomial of length n: p(z) = 2" +...+1
over a finite field FJ' is said to be primitive if it is irreducible and p(x) divides
2?71 + 1 but not 2¢ + 1 for any d that divides 2" — 1 [109]. For example, p(x) =

232+ 27 4+ 2° + 2% + 2% + x + 1 is a primitive polynomial modulo 2.

T-functions

Klimov and Shamir [52, 53, 54, 55, 56] proposed the T-functions (Triangular-function)

as a new class of invertible maps, with the property to be computable from the

LGiven a unit square E, a partition 7 = (p1,...,px) (0 < p; < 1, Zle = 1) of a unit interval,

let Fl defined by F1 = 0, Fz = Fi,1 +pi717 q; = p%
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least significant bits (LSB) to the most significant bits (MSB) (i.e., information is
propagated from right to left). A T-function is a mapping from n-bit to n-bit (a
collection of memory words) with bitwise triangular structure such that bit ¢ of the
output depends only on bits 0-th through i-th of the input (for more details, see

Chapter 8).

3.3 Analysis of the mechanism

3.3.1 Pseudo-cycle

If the state space is in Z™, the orbit of x( is a sequence of numbers by iterating the
map f(x). We know that there is a cycle ¢ for any finite state machine. If we have n
seeds X0, %01, %02, ---, Lon—1, then we can have n sequences by iterating the map

starting from those seeds.

How can we increase cycle by multiple orbits? Suppose we have a 2-bit finite state
machine, then the total number of states is 22 = 4. We have a PRNG (pseudo-random
number generator) that can only generate 4 numbers {0, 1, 2, 3}, we start with an
initial state, say 0, then the generated sequence of orbit-0 is {0, 1,3,2,...,0,1, 3,2}.
If we start with another initial state say 1, then PRNG generates a sequence of
orbit-1 {1,2,0,3,...,1,2,0,3}. They both have cycle length of 4. If we combine
the two orbits into a long one by hopping, that is to pick one number at one or-
bit and then shift to the other orbit to pick another number, we’ll get a sequence:
{0,1,1,2,3,0,2,3,...,0,1,1,2,3,0,2,3}. We find out that the cycle doubled (see

Figure 3.5).
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orbit-0: 0132 0132 0132 0132 ==~

orbit-1: 1203 1203 1203 1203 ===
hopping

combined orbit-01: 01123023 01123023 ---

Figure 3.5: Combining two orbits into one, the “cycle” is doubled.

This does not contradict with the fact that the state size determines the cycle. The
trick here is that we reuse each state twice in one “cycle.” We call it a pseudo-cycle,

and it does not mean that we expand the state space.

Definition 3.2. Pseudo-cycle: a permutation of n elements in more than n posi-

tions. Some elements may take more than one position.

One pseudo-cycle consists of multiple smaller cycles. In Figure 3.5 the pseudo-
cycle is {0, 1, 1, 2, 3, 0, 2, 3}, it has smaller cycles {0, 1, 1, 2, 3}, {1, 1}, .... If
we consider it in another way, making two adjacent states as one new “state”, above

sequence will become {01, 12, 30, 23}. It has cycle of 4 of distinct elements.

Theorem 3.3. If n sequences generated by n orbits of xo o, xo1, 02, ..., Ton-1 have
cycles to,ty, ..., t,_1, then the new sequence generated by orbit hopping mechanism
has a pseudo-cycle t, > n x min(to,t1, ..., tn_1). Here min(to,t1, ..., t,_1) takes
the minimum of (to,t1, ..., th_1).

Proof. It can be proved by induction. [J
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3.3.2 Density functions

For the logistic map S(z) = 42(1 — z) (used in Mmohocc cipher), we assume the
density function fo(z) = 1 for a large number N of initial states (29,29,...,2%).

When it is iterated infinite number of times, the density function becomes [61]

1

m/r(l—z)

In [61] it shows that the density of states along a trajectory approaches the same

fOO(x) =

unique limiting density f.(z) as the iterates of densities approach. Therefore the
states are mostly concentrated near 0 and 1 with a minimum at 0.5 for the logistic

map.

For quadratic map S(z) = 22+ C (where —2 < z < 2, and —1.9 < C < —2 for the
Mmohoce cipher) we obtain the limiting density function (for detail, see Appendix

A)
1

m/x(z +2)

It is depicted in Figure 3.6, and we can see that for quadratic map the states are

fOO(x) =

concentrated near 0 with a minimum at 2.

3.3.3 Conjugate permutation
Let 7 and 7 be any two permutations of a set S,, i.e. w7 € S, (where S, =
(1,2,...,n)), and 7 = (i142 .. .14y) is a cycle of length m (1 < m < n), then

arr b = (w(iy)7 (i) ... (i),
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N o)
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For quadratic map S(z) = 22 —2 the ultimate density function f..(z), which is derived from f(x) = 1

by calling Frobenius-Perron operator P infinite number of times.
Figure 3.6: Density function diagram for quadratic map.

i.e. the conjugate of a cycle 7 of length m by an arbitrary permutation 7 is again
a cycle of length m with entries obtained by applying 7 to all entries of the original
cycle 7 [96]. o and 7 are called conjugate permutations by 7 if ¢ = 777! has the

same cycle structure as 7.

Given 7 and o in S, find a conjugate permutation 7 in S,, such that o = 7o7 1.

For example, 7 = (1,2,3)(4,5,6) and o = (7,8,9)(1, 3,5) are permutations in Sy. We

can find 7 € Sy such that

7(1,2,3)(4,5,6)7 " = (7,8,9)(1, 3, 5).
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It can be written as  7(1,2,3)7717(4,5,6)77! = (7,8,9)(1, 3,5).

So we assume that 7(1,2,3)77! = (7,8,9) and 7(4,5,6)7~! = (1,3,5), which means
that 7(1) = 7, 7(2) = 8, 7(3) = 9, 7(4) = 1, 7(5) = 3, 7(6) = 5. So we get
7= (6,5,3,9)(4,1,7)(2,8).

The Mmohom can be treated as a permutation 7 on the state space. By applying
it to a regular permutation 7w, we get another permutation o which, we hope, has

better diffusion property than .

3.4 Conclusion

The Mmohom is a conceptual extension of the frequency hopping mechanism in spread
spectrum communication, which offers three major advantages (i.e. anti-jamming,
message privacy, and signal hiding) over the fixed-frequency transmission (see Section
3.1). Mmohom has a significant large pseudo-cycle for integer maps, better mixing,
better confusion and diffusion, among other cryptographic desired properties. Our
intention is to use this mechanism as a heuristic approach to build stream ciphers

based on some well-studied maps.



Chapter 4

Multi-Map Orbit Hopping Chaotic

Cipher

In this chapter we give a direct application for the multi-map orbit hopping mecha-
nism in building a chaotic stream cipher which also utilizes fundamental chaos char-
acteristics of mixing, unpredictability, and extremely sensitivity to initial conditions.
The cipher design, key & subkeys handling as well as the cipher implementation are
addressed. For illustration purposes an example is provided. This chapter is an

extended version of [121].

4.1 Introduction to chaos

This section gives some basic knowledge about chaos, its properties, its measurement,

and applications in cryptography.

33
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4.1.1 What is chaos?

As a scientific branch, chaos theory has developed quickly since 1960s with efforts from
many different research areas: meteorology, ecology, mathematics, physics, biology,
chemistry, engineering, astronomy, economics, and more. There is no universally
agreed common definition for chaos. But, most people would accept the following
one!: “Chaos is aperiodic time-asymptotic behavior in a deterministic system which

exhibits sensitive dependence on initial conditions.” It contains three main elements:

1. Aperiodic time-asymptotic behavior — the phase-space orbits do not settle
down to fixed points or periodic. We also require the orbits to be bounded: i.e.,

they should not go to infinity.

2. Deterministic — the equations of the system has no random inputs. L.e., the
irregular behavior of the system arises from non-linear dynamics (system itself)

and not from any random outside forces.

3. Sensitive dependence on initial conditions — nearby orbits in phase-space
separate exponentially fast in time. I.e., the system has a positive Liapunov

exponent?.

In such a deterministic system how can two orbits never cross each other in a

limited phase-space, and an orbit will never repeat itself no matter how long it runs?

Lywww.sewanee.edu/physics/PHYSICS123 /chaos%20definitions.html
2G. Elert, Measuring Chaos: www.hypertextbook.com/chaos/43.shtml. Liapunov exponent \ is

a quantitative measure of sensitive dependence on initial conditions. It is averaged rate of divergence
(or convergence) of two neighboring orbits. Consider tow points Xy and X + Axg, then we have

A= im toe Lp 1Azo(Xot)|
|Azg|—0 T [Azo| -
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The technique behind the scene is the mechanism called stretch-and-fold. The
“magic” is achieved by creating a very complex “interleaving” of orbits with a fractal
structure, in such a way that there are always more orbits between any two you

choose, no matter how much you “zoom in” [71].

In referring to chaos an important phenomenon is the butterfly-effect?. In fact, the
butterfly-effect is a synonym of “sensitivity to the initial conditions.” This makes the
chaotic orbits generated by deterministic equations become entirely “unpredictable”

as time elapses.

How do we characterize a dynamical system? People use equations (maps) to
describe the behavior of a system. For instance, the famous logistic map is used to
predict the behavior of population growth.

Here are other two well known maps that give rise to chaos [71] [19]: 4 5 6

2z, z, €10,3)
Tent map: z,1 = ,

2(1 —x,) z, € (3,1]

Cat map: = mod 1 .

Yn+1 1 2 Yn
4.1.2 Chaos applications in cryptography

Shannon [103] indicated that the stretch-and-fold mechanism of mixing transforma-

tion is an important component of a cipher and it is also a way to confuse and diffuse

3www.cmp.caltech.edu/~mcc/chaos_new/Lorenz.html
4classes.yale.edu/Fractals/Chaos/TestFcns /TentMap.html

®monet.physik.unibas.ch/~elmer/pendulum/chaos.htm

Swww-chaos.umd.edu/misc/catmap.html
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messages. Chaotic dynamical systems, which exhibit unpredictable, mixing, ergodic
and extreme sensitivity to initial conditions, have shown strong connection with cryp-
tography since its inception. The essence of a chaotic dynamical system matches the
very basic criteria of cryptography: the mixing in a chaos system matches the confu-
sion of a cryptosystem and sensitivity to initial conditions corresponds to the diffusion
of a cryptosystem. Therefore chaotic dynamical systems have attracted broad inter-
est among cryptographic researchers investigating the cryptographic applications of
chaotic properties [8, 1, 46, 36, 58, 3]. The links to conventional cryptography, in
which there are a wide variety of appropriate design and analysis methods, have been

established [19, 37, 29, 57].

However, regular chaos systems have proved to be difficult in research and ap-
plication because of their certain instinct properties: they are based on continuous
systems and they are long-term behaviors. Limited resources and computational
power in digital systems can severely degrade or even extinct those properties [62].
Most of the chaotic cryptosystems are based on one particular map to iterate (espe-
cially for stream ciphers) [88, 124, 2, 68, 69, 85]. The major problem in using iterative
number generators is that they can enter unexpectedly short cycles [102]. In order to
create a long cycle and to make use of chaotic properties in cryptosystems, based on
our Mmohom technique (described in Chapter 3), which accelerates chaotic behaviors
more rapidly than a regular chaos system, we have developed a chaotic stream cipher,

called Mmohocc (Multi-Map Orbit HOpping Chaotic Cipher).

In the frequency hopping spread spectrum system, by following a specific hopping
pattern the carrier of information “hops” from frequency to frequency over a wide

band frequency spectrum. By doing so, noise-like signals are transmitted, and they
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are hard to be detected, intercepted, or demodulated. Chaos itself can be used to

generate frequency hopping sequences (patterns) [63].

Here we define a chaotic orbit [31]. Given zy € R and a chaotic map F, we define
the orbit of zy under F to be the sequence of points g, 21 = F(xg), 22 = F*(z), ...,

x, = F"(x0), .... The point x, is called the seed of the orbit.

Rowlands [97] proposed an orbit shift logistic map chaotic encryption scheme in
which the key consists of three parameters: seed, settle, and offset. The seed is the
initial value of the logistic map iteration sequence. The offset is the shift of the seed
that will generate a new orbit, i.e., the next orbit starts its map iteration from initial
value of seed plus offset. The settle is some number of iteration times of a particular

orbit.

We now explain more about the settle and why we need it. In multiple orbit
situations we want all orbits to be as dissimilar to each other as possible. For one
specific chaotic map, in order to have many orbits, a new orbit starts with an initial
value that deviates from the preceding one by a very small offset. A chaotic system
is very sensitive to its initial value (it is the well known butterfly-effect), but it is a
long term behavior. So the two orbits almost overlap each other in the beginning of
the sequence. This is undesirable for a cryptographic application. In order to avoid
this situation, before we use chaotic orbits/sample points for cryptographic purpose
we will let adjacent orbits iterate some number of times (a smaller offset may need

more iterations) and make sure that orbits are different enough from each other.

By using the Mmohom, in our stream cipher the pseudo random numbers — the

carriers in the sense of communication — are generated by hopping through many
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chaotic orbits using a hopping pattern. Those orbits are generated from multiple

chaotic systems/maps. The multi-map orbit hopping chaotic stream cipher is a sym-

metric algorithm, it is fast, strong, computationally efficient, and applicable to most

stream cipher applications, including wireless transmissions.

4.2 Cipher design

Here we give the cipher design block diagram, and then verify that Chebyshev maps

are chaotic maps.

4.2.1 Block diagram

Map Bank
Stares
multiple
chaotic
maps

Generator
Produces multiple
chaotic orhits,

¥

extracts random
numhbers

Keystream

Ciphertext

Cornbine

Key T

1

EE— key
Handling

Hopping Mechanism

¥

stream

Plaintext

Figure 4.1: The block diagram of the chaotic cipher.

In Figure 4.1, given a key the hopping mechanism performs a key handling process,

then the cipher chooses m maps My, M, ...
order of the chosen maps to hop.

handling process.) For each individual map, s orbits Sy, S1, . ..

, M,,_1 from a map bank and sets the

(A key is turned into m subkeys after a key

, Ss_1 are generated.
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And further, on each orbit, n points Ny, Ny,...,N,_1 are generated. Parameters s,
n and hopping pattern are determined by the key.

For a given chaotic map, the second orbit is generated by increasing the first
orbit’s initial seed an offset. The third orbit is generated by increasing the second

orbit’s initial seed same offset, and so on so forth for the additional orbits needed.

4.2.2 Chaotic map bank

For the pseudo random number generator of the stream cipher we use a bank of
chaotic maps whose parameters are properly tuned to make sure that all maps lead
to chaotic. A map is chaotic [31] if it is sensitive to initial conditions, topologically

mixing and its periodic orbits are dense.

In our current system, we tested a various number of logistic maps and Chebyshev
maps which have been well studied and understood [31], and they both gave satisfied

results. A logistic map is defined as
Tpi1 =rx,(1 —xy,), z, € (0,1)

where 0 < r < 4. Most values of r beyond 3.57 exhibit chaotic behavior (but there
are still certain isolated values of r that appear to show non-chaotic behavior, e.g.

r=3.82) [115].

A Chebyshev map [18] of degree k is defined as

Tyl = cos(chos_lxn), —-1<z,<1, n=1,2,3,....

Chebyshev map of degree k is the kth iteration of the logistic map [113]. Thus
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Chebyshev maps possess all chaotic features that logistic maps have, they are ergodic,

mixing, unpredictable, and extremely sensitive to initial conditions.

4.3 Cipher implementation and key issues

4.3.1 Implementation flowchart

—
Map Bank

S

A

Loop through all rmaps (outmost loop)

‘S_J Loop through all arbits (second loop)

4\ Pa Loop through all paints (innermast loop)
Key .

Key Handling

and

Parameter Extract Random Number & :

Controlling KOR It with Ciphertext /
Plaintext/Ciphe rtext = g

Plaintext
¢ neratlor

Flaintesxt A‘

[
Ciphertext

\

Figure 4.2: Detail implementation flowchart.

In Figure 4.2, the map bank stores all possible chaotic maps that could be used
for the system. Hopping mechanism is in charge of picking up maps from the map
bank, as well as key handling and parameter controlling for generator. The generator
consists of three loops. The outmost loop steps through all maps. For each map, sev-

eral orbits are produced, further for each orbit several points are sampled to generate
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random numbers. The number of maps, orbits, and points are determined by the key.

Notice that orbits for each map-loop will not be repeated. When coming back to
the first map-loop, orbits’ offsets will be increased based on the offset that the same

map-loop left off last time.

4.3.2 Key handling and subkey structure

The key handling is the means by which the key bits are turned into #maps (#
represents “number of”) subkeys that the cipher can use. In this initial version we
simply provide a long key and sequentially split it into 8 (here #maps = 8) subkeys.
These subkeys are used to set up all control parameters for the 8 maps. Assume that
we can use a slow coin-flipping method to generate keys (it’s a one time work). In the
later version, key handling will use a shorter key to generate all the subkeys needed

for the system.

This is a variable-key-size stream cipher. The longer the key is, the more maps
the cipher will use. The length of key is determined by number of maps used in the
cipher. For the first version of the cipher, maps are picked up sequentially from the
Map Bank without further scrambling. Orbits are generated by increasing a unit

offset and sample points are picked sequentially, too.

Each map needs a subkey to control its behavior for generating suitable or-

bits/points. A subkey has the structure in Figure 4.3.

From Figure 4.3, a subkey has the fields hpsn, seed, offset, #settles, #orbits,
#samples (the concatenated fields make the subkey.) The length of a subkey is 56-

bit. Here we explain each field and its size.
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hpsn seed offvet Hyeltles #orbits | #samples

Figure 4.3: Subkey structure.

hpsn: hopping-pattern serial number (not considered in this version).

seed: the initial value (state) of the chaotic map, represented in 6 hex-decimals, i.e.
24 bits. E.g., 25fbd8), is the seed. Before being passed into map iteration, the
hex will be converted into 24893044, then we add two zeros at left of decimal

number, then add decimal point at the most left to make it as 0.002489304.

offset: the shift value added to the seed in order to generate the next orbit. It is
represented in 4 hex-decimals, i.e. 16 bits. The offset is far less than the seed,

at least 100 times smaller.

#settles: the number of iterations in settling period for an orbit before it can be used
to generate sample points. It varies from 30 to 285. The value is represented in

8 bits.

#orbits: the number of orbits generated during each use of a map. It is between 4

and 19, can be represented in 1 hex-decimal, i.e. 4 bits.

#samples: the number of sample points taken from an orbit, i.e. how long to stay
on a particular orbit. It varies from 4 to 19 and is represented in 1 hex-decimal,

i.e. 4 bits too.

The key length is determined by the number of maps (8 maps here) and the length
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of subkey. In our current settings the number of maps is set to 8, and subkey length

is 56-bit. So the key will be (in bits) 8 x 56 = 448 bits and the key space is 2445,

Subkeys are used to control the parameters of maps (seed, offset, #settles, #orbits,
#samples, and hpsn). The hpsn is intended to control how the cipher hops between

the orbits.

The random number extraction from a chaotic sample point is described in the
section 4.3.3. After the random number is generated, we combine it with plain-
text /ciphertext to get corresponding ciphertext/plaintext. Here, we simply use ex-
clusive OR (XOR) as the combination function (it could be replaced by other alter-

natives.)

4.3.3 Chaotic random number extraction

We extract an 8-bit integer from a specific chaotic orbit point z, by the following

steps:

1. Remove the decimal point from z,, (|x,| is less than 1). E.g., 0.33461 — 33461,

0.9442345679457 — 9442345679457

2. Make the number 8 digits. If the original number is shorter than 8 digits, we
add zeros at the end. If the original number is longer than 8 digits, we chop off
the extra digits from the left side, e.g., 33461 — 33461000, 9442345679457 —

45679457.

3. Use the 8 digits number modulo 2® to generate a pseudo random number. E.g.,

33461000(mod 256) = 8, 45679457(mod 256) = 97.
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The generated random numbers are between 0 and 255, inclusively. That’s the
total number of ASCII character set (including extended ones). We combine (XOR

here) the random numbers with plaintexts/ciphertexts for encryption/decryption.

4.3.4 State space/cycle length

The internal state space is #maps x #orbits x32 bits. If #maps = 8, #orbits
=4 ~ 9, the average state space will be 8 x 12 x 32 = 3074 bits. Therefore the cycle

length for the generated numbers is about 2307,

4.4 An illustrating example

4.4.1 Key and subkeys

A key is given to generate the chaotic pseudo random numbers. According to the
key, the cipher uses eight maps. The key handling breaks the key into eight subkeys

and sets up all the control parameters of the system.

Here is the key, it consists of 112 random numbers (0 to 15, i.e., 0 to f in hexadec-
imal). We know that #maps = 8. Each map needs a 56 bit subkey, so we need 56
X 8 = 448 bits, i.e., 112 hex numbers. Suppose those random numbers are generated

by a coin-flipping method:

1113144113108146977 11410146214159717110 810716
118411914534 371101475956515811 1518515151414 7887

10 1461171542200119210 1146901081571413392 311336
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3910151454 15 3.

The key handling process splits the bits, when represented in hexadecimal format
the 8 subkeys are: bd144b3a8e6977 1leae62ef9717b0 8a716b84b9%e534 371ae759565f8b
f185f15ee7887a e6b7f42200b92a b4690a8f7ed392 31d3639afeb4f3.

4.4.2 The chaotic maps and orbits

The eight chaotic maps are: My ~ Mj logistic, My ~ M; Chebyshev, with cor-
responding coefficients r: 3.901,3.931,3.963,4, and k: 3,4,5,6. That is, the four
logistic maps (z, € (0,1)) are: x,41 = 3.901x,(1 — z,), Tpy1 = 3.931z,(1 — z,),

Tpr1 = 3.963z,(1 — z,), py1 = 4x,(1 — z,), and the four Chebyshev maps (z, €

3 5

(—1,1)) are: 41 = cos(23cos™ xy,), Tpy1 = cos(2*cos™x,,), Ty = cos(25cos™ xy,),

Tpy1 = cos(2%cos™y,).

According to the key, there are eight maps involved. Each map has its own seed,

offset, #settles, #orbits, #samples. The details are in Table 4.1.

There are 45 orbits in the four logistic maps (My ~ Ms), and 47 orbits from
the four Chebyshev maps (M4 ~ Mz). Different colors are used to distinguish orbits
created from different maps, Red for My/M,, Green for M;/Ms, Blue for Ms/Mg, and
Black for M3/M;. After their settle periods, the first four sample points of all those
orbits are depicted in Figure 4.4. As shown here, those orbits are sufficiently different
from each other. Furthermore, we use our chaotic random number extraction method

described in the previous section to obtain random numbers from those sample points.
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Table 4.1: Initial setups for eight maps

map seed offset #settles | #orbils | #samples
My | 0.0012391499 | 0.00001499 135 11 11
M; | 0.002010722 | 0.000061335 53 15 4
M,y | 0.009073003 | 0.000033977 259 7 8
M; | 0.003611367 | 0.00002287 125 12 15
M,y | 0.0015828465 | 0.000024295 166 11 14
Ms | 0.0015120372 | 0.00008704 30 4 4
Mg | 0.001182337 | 0.000036734 241 13 6
My | 0.003265379 | 0.000039678 114 19 7

4.4.3 Histograms of plaintext and ciphertext

46

To compare with the result of [97] we use our cipher to encrypt the same novel

“Huckleberry Finn” (total 592,299 characters in pure text format) [111]. Figures

4.5(a) and (b) show histograms of plaintext and the corresponding ciphertext of the

novel. In Figure 4.5(a) we see clustering around letters and peaking for space. Figure

4.5(b) shows fairly even distribution, i.e., in the ciphertext novel each of 256 ASCII

characters occurs with nearly equal likelihood.

In MS Word format, the size of the novel is 1,404,928 characters long. The his-

tograms of the plaintext (in MS Word format) and its corresponding ciphertext en-

crypted by using the same key are provided in Figure 4.6 for comparison.

In the histogram of the ciphertext in [97], there are four clusters.
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4.5 Conclusion

In addition to chaotic features of mixing, unpredictability, and extreme sensitivity to
initial seeds, by using multi-map orbit-hopping technique we implement a symmetric
cryptosystem which spreads out pseudo random number base to a wide flat “spread
spectrum” (similar to white noise) in terms of time and space. The distribution of

those numbers is fairly even and flattened.

The stream cipher with variable key length makes use of chaotic system parameters
seed, offset, #settles, #orbits, #samples plus hpsn as secret key. The chaotic maps we

chosen are computationally fast, the cryptosystem is easily implemented in software.
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Figure 4.4: 92 chaotic orbits of the first four samples after settle periods.
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Figure 4.5: Character frequency of “Huckleberry Finn” in pure text format.
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Chapter 5

Improved Mmohocc &

Randomness Evaluation

In this chapter we improve the design of Mmohocc cipher and then conduct the
randomness statistical tests against the keystreams generated by Mmohocc cipher.
Two batteries of most stringent randomness tests, namely the NIST Suite and the
Diehard Suite, were performed. The results showed that the keystreams successfully

passed all the statistical tests. This chapter is an extended version of [123].

5.1 Improving Mmohocc cipher

The Mmohocc is a software based stream cipher. It “hops” among substantially many
chaotic orbits to “pick up” its random sequence points. The base ground for random
sequences is spread among many chaotic orbits, which are generated from multiple

chaotic maps.

o1
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Improvements are achieved in the following aspects: selecting faster chaotic maps,
using different key handling procedure (see Figure 4.1), adding hpsn (hopping-pattern

serial number) field in subkeys, and changing the random number extraction method.

5.1.1 Chaotic maps

For the pseudo random number generator of the Mmohocc cipher, we use a set of
chaotic maps from the Map Bank whose parameters are properly tuned to ensure that
all the maps lead to chaotic. Besides the logistic maps x,,11 = rz,(1—x,), =, € (0,1)
used in previous chapter, we add quadratic maps into our map bank. Quadratic map
is defined as [31]
Tni1 =T, + €,

and its behavior depends on parameter c. Most values of ¢ beyond —1.45 left exhibit
chaotic behaviors, see Figure 8.1 in [31]. When c¢ is close to -2 the orbits x,, distribute
within (—2,+2), i.e. z, € (—2,2). We choose ¢ between -1.9 to -2 for our set of
quadratic maps. In the implementation, for logistic and quadratic maps we chose r

and c carefully to avoid the windows (openings).

5.1.2 Key handling and initialization vector

The key handling expands a 128-bit (or 256-bit, or 512-bit) key into many subkeys
(SKs) for controlling the operations of multiple chaotic maps. Each subkey contains

a certain number of fields.

Currently Mmohocc cipher has three versions, each with 128-; 256-, and 512-

bit key; and we name them as Mmohocc-128, Mmohocc-256, and Mmohocc-512,
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respectively.

The Mmohocc-128/256 uses 8 chaotic maps (#maps = 8) and a 64 bits initial-
ization vector (IV). This is as if it had 8 rounds in parallel (simultaneously). Each
round uses a subkey to control the behavior of the corresponding map. Key handling

has the following four steps:

1. Halve the key and IV. The key is written in the form KjKg, where K is the
first 64/128 bits and Ky, is the last 64/128 bits. IV is written in the form ViV,

where V7, is the first 32 bits and V5 is the last 32 bits.
2. Concatenate the halves as VK, and Vg Kg. They are now 96/160 bits each.

3. Expand the two concatenations. Hash V; K and VR Kr with SHA256, we get

two 256-bit hashes H;, = SHA256(V, K ) and Hr = SHA256(VpKR).

4. Interweave and split. Interweave H; and Hpg bit-by-bit to get a 512-bit long
string, then split it into 8 even substrings each with 64-bit kq, ko, ..., ks, which

are 8 subkeys for 8 chaotic maps, correspondingly.

For Mmohocc-512, the key handling is similar to Mmohocc-128/256, the difference

is that it uses 16 chaotic maps and a 128-bit IV.

This key handling provides a fine chopping to the key. And it sufficiently uses
the key and IV information. Expanding the key into subkeys does not reduce the
key space. For our system IVs are multiple 64 bits. In Mmohocc-128/256 the IV is
64-bit, and in Mmohocc-512 the TV is 128-bit. Mmohocc-128/256 has subkey length
of 64-bit, the length of each field in a subkey is as follows: hpsn — 8, seed — 24, of fset

— 16, #settles — 8, #orbits — 4, #samples — 4.



CHAPTER 5. IMPROVED MMOHOCC & RANDOMNESS EVALUATION 54
5.1.3 Hopping patterns

The hopping pattern is a predefined pseudorandom sequence, it is represented by
field hpsn in each subkey. Hopping mechanism uses hpsn to govern the jumping
behavior between the chaotic orbits, i.e. how Mmohocc hops among orbits. In the
current version the hpsn field of a subkey takes 8 bits long, therefore it can be changed
between 0 and 255. Each hpsn corresponds to one of available hopping patterns, which
are stored in a lookup table. For instance, if a chaotic map has 11 orbits and its hpsn
is 141, then the hopping-pattern {2, 1, 9, 11, 10, 6, 5, 8, 7, 4, 3} is returned from
the lookup table. When it comes to this map Mmohocc extracts random numbers on
orbit 2 first and then orbit 1, orbit 9, ..., orbit 3 in this order. Table 5.1 is a partial

hopping pattern lookup table, for more details please see Appendix B.

Table 5.1: A partial hopping pattern lookup table

hpsn | Sequential orbit permutation sequence | hpsn | Swapped orbit permutation sequence
20 | (1,2), (9,10,11), (5,6), (3,4), (7,8) | 140 | (2,1), (9,11,10), (6,5), (4,3), (8,7)
21 | (1,2), (9,10,11), (5,6), (7,8), (3,4) | 141 | (2,1), (9,11,10), (6,5), (8,7), (4,3)
22 | (1,2), (9,10,11), (7,8), (3,4), (5,6) | 142 | (2,1), (9,11,10), (8,7), (4,3), (6,5)
23 | (1,2), (9,10,11), (7,8), (5,6), (3,4) | 143 | (2,1), (9,11,10), (8,7), (6,5), (4,3)
24 | (34), (1,2), (5,6), (7,8), (9,10,11) | 144 | (4,3), (2,1), (6,5), (8,7), (9,11,10)
25 | (3,4), (1,2), (5,6), (9,10,11), (7,8) | 145 | (4,3), (2,1), (6,5), (9,11,10), (8,7)
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5.1.4 Random number extraction

From the density functions in Chapter 3 we know that the trajectory points (states)
are not distributed evenly: states are mostly concentrated near 0 and 1 with a min-
imum at 0.5 for the logistic map, and the states are concentrated near 0 with a
minimum at 2 for quadratic map. Therefore we need a way to destroy the uneven

distributions.

A chaotic orbit point x,, is a real number (in the case of logistic map, =, < 1.0)
and is represented in a data type of double in computer. We extract two smaller
integers as random numbers from the point z, in the following method, see Figure
5.1. By so doing we destroy the uneven density distributions, and further muddle the
bits and add additional randomness to the keystream. This is the filtering function
of the cipher, a multi-output Boolean function. It acts like an S-Box with 32-bit-in

and 16-bit-out.

Figure 5.1: Random number extraction.

1. Convert double type z,, into a 32-bit integer by multiplying 2°2 to take the least

32 significant bits (z,, is a 64-bit double type number).
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2. Split the above integer into four 8-bit integers a,b,c,d. Here a and d are the
most left and right 8-bit, b and ¢ are in the middle. The two smaller output

pseudorandom integers are: p=a @& c and ¢ =b D d.

5.2 Statistical tests and results

There are batteries [82] of statistical tests available to analyze cryptographic ran-
dom number generators (RNGs) and pseudorandom number generators (PRNGs):
the pLab, the Crypt-X, the DIEHARD, the NIST, the ENT, the RIPE, and others.
Among them the NIST and the DIEHARD are considered the most stringent ran-
domness tests and are free of charge. To assess the Mmohocc cipher we conducted
the two aforementioned batteries of tests. There are 16 statistical tests in the NIST
Suite [83], and 18 in the DIEHARD Suite [67]. The names of these tests are listed in
Table 5.4 and Table 5.5 with the test serial number (T'SN) in the first column. For

detailed description of these tests, see [82, 67].

The randomness of a bit sequence is characterized and described in terms of prob-
ability. Both NIST and DIEHARD Suites include dozens of independent and compu-
tationally intensive statistical tests. Most of these tests return a test statistic and its
corresponding probability value (p-value) [106]. The p-value [115] is the probability
of obtaining a test statistic as “impressive” as the one observed if the sequence is ran-
dom, so that the statistic was the result of chance alone. In other words, the p-value
summarizes the strength of the evidence against the perfect randomness hypothesis.
Small values (p-value < 0.05 or p-value < 0.01) are interpreted as evidence that a

sequence is unlikely to be random. Here 0.05 and 0.01 are significance level, usually
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denoted as a.

The p-value’s are obtained by p = F(z), where F' is a special function such as the
complementary error function erfc, the incomplete gamma function gamminc, the
standard normal (cumulative distribution) function normedf, or the gamma function

gamma.

5.2.1 Results from NIST Suite

Parameter setups for the NIST Suite are in Table 5.2.

Table 5.2: Parameter setups for NIST Suite

Parameter Name Value
Bit length 1000000
Block frequency block length 10

Non-overlapping template block length | 9

Overlapping template block length 10
Universal block length 7
Universal number initialization steps 1280
Approximate entropy block length 14
Serial block length 16
Linear complexity sequence length 5000
Word Length 10

Number of streams 1000
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Table 5.4 shows the result obtained on a series of data files of 1,192,755,216 (over 1
billion) bits each. The files are generated from the Mmohocc by using different keys.
Each time the Suite takes one file as input data and executes all 16 tests. Set 1000
as the number of bit sequences, each containing 1 million random bits. The mean
and variance of the p-value’s are displayed in the table. For more results, please see

Appendix C.

For further interpreting empirical results NIST Suite has also adopted the follow-

ing two approaches [83]:
Approach—1: The Examination of the Proportion of Passing Sequences

In the final analysis report file generated by the Suite, a value called the proportion
is listed for each test. The proportion is the number of sequences having a p-value
greater than the significance level «, divided by the total number of sequences tested,

i.e., the percentage of passed tests.

NIST SP800-22 specifies a range of acceptable proportions. The range is deter-
mined by using the confidence interval defined as p£+3+/p(1 — p)/m, where p = 1 —a,

and m is the sample size, which tells how many bit sequences are tested.

In our case, 1000 sequences (m = 1000) with one million bits per sequence are
used. By the formula above, the range of acceptable proportion is from 0.9805 to
0.9994, inclusively. Figure 5.2 shows the proportion for each of the 16 tests. Since the
proportion for each test is within the range, we are confident to accept the sequence

as random bit sequence.
Approach—2: The Examination of the Uniformity of p-value’s

To visually examine the uniformity of p-value’s we can make a histogram for each
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Figure 5.2: Passing proportions of 16 tests in NIST Suite.

test. The horizontal coordinate (the probabilities) interval between 0 and 1 is divided
into 10 sub-intervals evenly, and the number of p-value’s that drops within each sub-
interval is displayed. As an example, Figure 5.3 shows the histograms of p-value’s for

longest runs and rank tests. We can see that the p-value’s are uniformly distributed.

Uniformity is also examined by computing the following x? value for each test

[83],

2 _ (G —m/10)°
= Z m/10

where C; is the number of p-value’s in sub-interval [(: — 1)/10,i/10) (i = 1 ~ 10),

and m is the sample size (i.e., the number of bit sequences tested). We calculate a
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p-value of the p-value’s obtained for a statistical test as

pp-value = gammainc(x?*/2, 9/2, ‘upper’).

If pp-value > 0.0001 then those p-value’s can be considered uniformly distributed.
Table 5.3 shows the p,-values of the 16 tests and all p-value’s are uniformly dis-

tributed.

Table 5.3: Uniformity distribution of p-value’s (NIST Suite)

TSN 1 2 3 4 5 6 7 8

pp-value 0.546 | 0.432 | 0.035 | 0.057 | 0.197 | 0.047 | 0.693 | 0.392

Conclusion || Pass | Pass | Pass | Pass | Pass | Pass | Pass | Pass

TSN 9 10 11 12 13 14 15 16

Dp-value 0.302 | 0.473 | 0.347 | 0.395 | 0.380 | 0.868 | 0.107 | 0.508

Conclusion || Pass | Pass | Pass | Pass | Pass | Pass | Pass | Pass

5.2.2 Results from DIEHARD Suite

DIEHARD Suite does not ask for many parameter setups besides the size of the files

being tested.

The Diehard Suite developed by Marsaglia [67] consists of 18 stringent statistical
tests. A binary file must be provided — a file of 10 to 11 megabytes, i.e., at least 80

million bits. 100 binary files of 100 million bits each are generated by Mmohocc with
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100 different keys. Table 5.5 shows the result produced from a single binary file. A
p-value larger than 0.01 and smaller than 0.99 means that the sequence is random
with a confidence of 99%. Note: most of the tests in DIEHARD return a p-value,
which should be uniform on [0, 1) if the input file contains truly independent random

bits.

5.3 Conclusions

With the hopping mechanism the Mmohocc cipher greatly speeds up the chaotic
mixing. This makes the Mmohocc a feasible stream cipher. Although evaluating sta-
tistical characteristics of keystreams can never replace security analysis for a stream
cipher, in principle it is an inevitable and standard procedure to go through ran-
domness tests. Successfully passing all two batteries of the stringent statistical tests
confirms and supports our design. We conclude this chapter with the following sum-

mary:

The Mmohocc uses a hopping mechanism to implement a chaotic cipher.

The keystreams generated by the Mmohocc have passed two batteries of ran-

domness tests with satisfactory results.

All the testing results obtained on the Mmohocc confirmed that a high level of

confidence in the randomness of the keystreams has been achieved.

e The Mmohocc generates high quality pseudorandom numbers.
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e The randomness statistical tests ensure our technique and help to improve our
adjustments for certain parameters/coefficients involved in the chaotic maps,

orbit hopping offsets, and most importantly hopping patterns.
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Table 5.4: Mean and variance of p-value’s for a bit sequence (NIST Suite)

TSN | Test Name Mean of | Variance Conclusion
p-value’s | of p-value’s
1 Approximate Entropy 0.5146 0.0857 Success
2 Block Frequency 0.5040 0.0844 Success
3 Cumulative Sums (Forward) 0.4777 0.0799 Success
Cumulative Sums (Reverse) 0.4824 0.0815 Success
4 Fast Fourier Transform (Spectral) 0.4799 0.0800 Success
5 Frequency (Monobit) 0.4894 0.0827 Success
6 Lempel-Ziv Compression 0.5024 0.0823 Success
7 Linear Complexity 0.5024 0.0823 Success
8 Longest Runs of Ones 0.5121 0.0849 Success
9 Maurer’s Universal Statistical 0.5000 0.0889 Success
10 | Non-Overlapping Template Matching | 0.4997 0.0833 Success
11 | Overlapping Template Matching 0.4970 0.0830 Success
12 Random Excursions 0.5087 0.0835 Success
13 | Random Excursions Variant 0.5103 0.0813 Success
14 | Rank 0.4963 0.0841 Success
15 | Runs 0.4980 0.0841 Success
16 | Serial 0.5024 0.0847 Success
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Table 5.5: p-value’s and conclusion (DIEHARD Suite)

TSN | Test Name p-value | Conclusion
1 Birthday Spacing 0.3213 | Success
2 Overlapping 5-Permutation 0.1489 | Success
3 Binary Rank (31 x 31 Matrices) 0.8363 | Success
4 Binary Rank (32 x 32 Matrices) 0.3227 | Success
5 Binary Rank (6 x 8 Matrices) 0.4506 | Success
6 Bitstream 0.5638 | Success
7 Overlapping-Pairs-Sparse-Occupancy 0.5704 | Success
8 Overlapping-Quadruples-Sparse-Occupancy | 0.5193 | Success
9 DNA 0.4021 | Success
10 Count-The-1’s (on stream of bytes) 0.2279 | Success
11 Count-The-1’s (on specific bytes) 0.5343 | Success
12 Parking Lot 0.9362 | Success
13 Minimum Distance 0.2327 | Success
14 3D Spheres 0.3366 | Success
15 Squeeze 0.4369 | Success
16 Overlapping Sums 0.6415 | Success
17 Runs 0.5000 | Success
18 Craps 0.5579 | Success

65



Chapter 6

Security Analysis of Mmohocc

Cipher

In this chapter we investigate some cryptographic properties of the Mmohocc cipher:
period, auto- and cross-correlations, the mixture of Markov processes, and spatiotem-
poral effects. The cipher is resistant to the related-key-IV attacks, Time/Memory /Data
tradeoff attacks, algebraic attacks, and chosen-text attacks. The encryption speed is

comparable with RC4. This chapter is based on [122].

6.1 Cryptographic properties

6.1.1 Period

We all know that any chaotic orbit will eventually become periodic in computer

realization with a finite precision. However, when we have many chaotic maps and

66
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each map generates a sufficiently large number of chaotic orbits, the period of the

mixture of the orbits will be extremely large.

State space S in bits is #maps X F#orbits x 32. If #maps = 16, #orbits = 20 ~ 35,
then in average the state space is 16 x 27 x 32 = 13824-bit. This ensures that the
period of the keystream is extremely big. But the exact period of Mmohocc is difficult
to predict, it also depends on the selection of map coefficients and other coefficients
in the implementation, for example, the “hopping skew” to of fset[i] (0.19, 0.29,
or other small numbers bigger than 0.01). The average period of the keystream is

approximately 23824,

6.1.2 Auto- and cross-correlations

The cross-correlation [115] is a measure of similarity between two bit sequences. It
is a function of the relative time/lag between the sequences. Large cross-correlations
between sequences mean that the sequences are very similar to each other and usually
not statistically independent. The auto-correlation of a sequence s,, gives the amount
of similarity between the sequence s,, and a shift of s,, by m positions. It is simply the
cross-correlation of the sequence against a time-shifted version of itself. In general it
is desirable to have as small values as possible for the correlation (except for m = 0
in the auto-correlation) to ensure the independence of sequences. I.e, the auto- and

cross-correlations are d-like function and close-to-zero, respectively.

If we treat the keystreams produced by the Mmohocc cipher as bit sequences
we can examine the similarities between the sequences by calculating the auto- and

cross-correlations. We take bit sequence length NV, sliding from —N/2 to +N/2.
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We use the following correlation definition formulas [115] to calculate the auto-
and cross-correlations. The auto-correlation AC' at lag m for the sequence s, (i) is

(here n + m is performed modulo N)

ACHm) = i 32 lo0() = ) @) = 0]

And the cross-correlation C'C' at lag m for the sequences s, (i) and s,(j) is

N

CChylm) = Jim 1 S suli) = 1) [smim() — 1)

n=1
where p(i) and p(j) are the averages (expected values) for s, (i) and s,(j), respec-

tively. Here are two examples from the experiment and we find that the auto-

correlation is d-like function and cross-correlation is close-to-zero everywhere.

Figure 6.1 and Figure 6.2 are obtained by arbitrarily choosing two bit sequence
segments for N = 2048 bits and N = 8192 bits from two long different keystreams.
The average auto-correlation AC(m) is very close to zero everywhere except at m = 0,
i.e. a d-like function. The cross-correlation CC(m) is close-to-zero everywhere. Also

we can see that the longer the sequences, the less correlations between the sequences.

6.1.3 Mixture of Markov processes and spatiotemporal ef-

fects

The cipher system is deterministic as long as the nonlinear equations are defined,

however, it is a rather complicated mixture of multiple Markov processes. In the
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Mmohocc-128 cipher there are eight chaotic maps

Simt1 = Fo(8in), tinsr = Fitin), Uint1 = Fo(tin), Vipsr = F3(vin),

Wi n4+1 = F4(wi,n)7 Tin+1 = F5(9ﬁz‘,n), Yin+1 = Fﬁ(yi,n)a Zin+l = F7(Zi,n)7
where F, ~ F%; are the chaotic maps, n is time index and ¢ is orbit index. The se-
quence of iterative equations produces a stochastic process, a mixture of eight Markov
processes due to hopping and mixing process in the finite state space. This makes

the cycle of the mixed Markov process even longer [35].

For instance, when the system iterates to chaotic map F}, according to the subkey
for the map #orbits = 11, #samples = 17, and its hopping-pattern is {7, 3, 9, 1, 6,
10, 4, 5, 2, 11, 8}. When it comes to this map the Mmohocc picks 17 points on orbit
7 first (t70, t71, ..., tr16), then another 17 points on orbit 3 (ts0, t31, ..., t316),
on orbit 9 (t9o, t91, ..., to1g), ..., on orbit 8 (tso, ts1, ..., ts1e) in this order. If
we put them in a 2-D array, it will be a #orbits rows and #samples columns points

array

tro tr1 ... t716
tz3o t31 ... t316
tgo tg1 ... ts16

Or we can represent it in a 1-D array as
(t7.0,t715 - 1716, 13,0, t315 -, 13165 - -, 18,0, t81, - - 5 18,16)-

Then according to the aforementioned random number extraction method the
Mmohoce generates (#orbits x #samples) random numbers. They constitute a seg-

ment of the random numbers. All segments constitute a much complicated keystream
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with very large period. On different map #orbits, #samples, and the corresponding
hopping-pattern are different. The three factors (#maps, #orbits, and #samples)

determine the random number extraction base array.

If we treat each chaotic orbit as one dimension in space, then our Mmohocc cipher
will be a spatiotemporal dynamical system. It exhibits chaotic properties in both

space and time.

Multiple maps and multiple orbits spread chaotic properties to multi-dimensional
directions. This property makes the Mmohocc cipher a collection of multiple spa-
tiotemporal chaotic systems without coupling. In general, a spatiotemporal chaotic

system is described by CML (Coupled Map Lattice) model [116]

Tn1 (i) = (1 — &) f(2n(i) + ef (2t — 1))

where n is the time index, i =1, 2,..., N is the space/lattice index (N is the lattice
size), and ¢ the coupling coefficient. The f is mapping function, i.e., the chaotic map.
For e — 0, i.e.
T (i) = f(@n(i))

there is no coupling. Therefore local neighborhoods have no influence on the behavior
of the CML. This situation represents independently operating local orbits at each
lattice site. In the multi-map orbit hopping situation there are multiple mapping
functions Fy, Fi, ..., Fy. The size of the lattice N (number of orbits) is a variable

and it depends on the key.

Besides the speed advantage by parallel computation the spatiotemporal chaotic

system further enhances time and space mixing property.
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6.2 Security against attacks

An IV allows a stream cipher to produce a unique keystream independent from others
produced by the same encryption key, without having to go through a re-keying
process [115]. In the key scheduling procedure the hash function guarantees that
the key plus IV is chopped into subkeys in a complex manner. Even if a simple
incremental IV is used, the cipher is still resistant to related-IV attacks. This cipher
is also immune to the subkey guessing and related-key attacks, because the key is
not simply applied to chaotic maps; instead it is expanded into subkeys by secure
hash functions. Obtaining a few subkeys has no help on deducing the key unless the
key scheduling procedure is totally insecure. The key scheduling may cost a little bit

more time, however it is just a one-time initialization procedure.

The Mmohoce cipher is resistant to Time/Memory/Data (TMD) tradeoff attack.
Such an attack has two phases: in the preprocessing phase an adversary explores
the structure of the stream cipher and summarizes his findings in large tables. In
the real attack phase the adversary uses the pre-computed tables and actual data
produced from a particular unknown key to find the secret key quickly [13]. The
TMD complexity of the cipher is much larger than 2!?®. The large number of states

213824 ig Jarge enough) eliminates the threat of the attack. Also from [6] if

(period
the state space is much larger than the number of secret keys, then this attack will
provide no improvement. The extended Time/Memory/Key tradeoff attack [12] can

be prevented by using keys longer than 128-bit.

Algebraic attacks on stream ciphers [26, 27, 4, 5] recover the key by solving an

overdefined system of multivariate equations. Such attacks can break LFSR-based



CHAPTER 6. SECURITY ANALYSIS OF MMOHOCC CIPHER 72

stream ciphers with linear feedback when the output is obtained by a Boolean func-
tion. The Mmohocc is a chaotic cipher and the transition function has strong non-
linear properties and it is immune to this kind of attacks by nature. Besides, the

cipher is using an S-Box-like filtering function with 32-bit input and 16-bit output.

There are other attacks to be considered here. The ciphertext-only attack tries
to use the output cipher to recover the key; it is in some sense equivalent to brute
force attack. The key space for the cipher is large enough, at least 2'?8. So it is not

feasible to apply these attacks to the cipher.

A known-plaintext attack is one in which an adversary knows one or more plain-
texts along with the corresponding ciphertexts. Chosen-plaintext/ciphertext attack
implies that an adversary has access to the encryption/decryption equipment, there-
fore s/he can choose any plaintexts/ciphertexts and get the corresponding cipher-

texts/plaintexts. The objective of those attacks is to deduce the key [74].

Binary representations of variables a, b, ¢, d, p, and ¢ involved in filtering/output
functions in Figure 5.2 (in Section 5.1.4) are agay ...a7, boby ... b7, ..., Goq1---Gr-

Since p = a ® ¢ and ¢ = b & d, the following equations hold:

Po = ap D co, o = by D dp,

pr=ardc, q =b Dd,

(| pr=ar®cr, gr=br@dr
In chosen-text attacks, the fact that an adversary knows a keystream number
does not mean that s/he can solve the above equations to get the state, since 16

equations are not sufficient to obtain 32 unknowns. This S-box-like filtering function is



CHAPTER 6. SECURITY ANALYSIS OF MMOHOCC CIPHER 73

a compression function with 200% compress ratio (32-bit-in/16-bit-out). This satisfies
that the filtering function must not leak too much information on the internal state
[21]. Even an adversary can completely recover all the subkeys from these attacks,
s/he still has no better way than brute force to obtain the key, since reversing the

key scheduling procedure is hard assuming the hash is a good one-way function.

Often it is possible to analyze the behavior of a subsystem in dependence of a
certain parameter. When key bits are directly used as parameter bits, the determi-
nation of this parameter reduces the key space by the corresponding number of bits
[49]. The key scheduling (in Section 5.1.2) procedure turns the secret key into 8 (or

16) subkeys in a very complicated manner, so we avoid this problem.

In distinguishing attack to stream ciphers an adversary can distinguish between
the keystream of a particular cipher and the output of a truly random number gen-
erator with a non-negligible probability. In practice distinguishing attack is not a

security issue [95], therefore we do not consider it as a threat to the cipher.

6.2.1 Speed comparison with RC4

In comparing with stream cipher RC4, Table 6.1 shows that the Mmohocc cipher
has similar encryption speed. The experiment is conducted on a Pentium-4 3.4GHz
PC. The Mmohocc is using more complicated algorithm than RC4 and without key
scheduling algorithm weaknesses found in RC4 [34], and without much software op-

timization effort. RC4 was implemented in Visual C++ 6.0.
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Table 6.1: Speed comparison with RC4

584KB | 11,200KB | 22,400KB | 145,600KB
RC4 0.047s 1.093s 2.109s 11.032s
Mmohoce | 0.078s 1.562s 3.11s 19.641s

74

6.3 Conclusion

From security analysis, we know that the Mmohocc cipher has extremely long period,
0-like auto-correlations, close-to-zero cross-correlations, and it is a stochastic process
of mixture of multiple Markov processes. The cipher is resistant to related-key-

IV attacks, Time/Memory/Data tradeoff attacks, algebraic attacks, and chosen-text

attacks. In the respect of performance the encryption speed is similar to RC4’s.
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Figure 6.1: (T) Auto-correlation and (B) cross-correlation for N = 2048
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Chapter 7

Mmohom in LFSR-Based Stream

Ciphers

In this chapter we discuss Linear Feedback Shift Register’s background, properties,
and the reason why people like to use LFSRs in cipher designs. Then we introduce
the Mmohom-LFSR-based stream cipher and its features. There are numerous known
attacks, here we focus on a newly developed algebraic attack. We demonstrate that

the Mmohom-LFSR-based cipher is resistant against this kind of attacks.

7.1 Linear feedback shift register basics

Linear feedback shift registers are widely used in pseudorandom sequence generators
in both cryptography and coding theory. A LFSR is shown in Figure 7.1. It satisfies

the following properties [51, 100, 109, 115]:

7
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Figure 7.1: General linear feedback shift register.

e The n taps aq,as,...,a, on the cells of an n-state LEFSR correspond to a tap

polynomial p(z) = @™ + ap_12" ' + ... + a1z + 1 with coefficients a; € {0,1}.

e The size of the smallest LFSR that generates a given periodic sequence is called

the linear complexity — a measure of the cryptographic security of the sequence.

e A maximal length LFSR implies that all possible 2" — 1 states are obtained

(excluding all-zero state), the sequence generated is also called m-sequence.

e A tap polynomial p(x) of length n is primitive if (1) it is irreducible, and (2)

p(x) divides 22"~ + 1, but not 2% + 1 for any d that divides 2" — 1.

e The tap polynomial of a maximal period LFSR of length n is determined

uniquely by any 2n consecutive terms of the output sequence.

e Using the output of a single LFSR as the keystream in a stream cipher is

vulnerable to a known-plaintext attack [108].
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Despite the last two properties, LFSRs are still widely used in cryptography.
This is mainly because they can be easily implemented in hardware. Also they can
be implemented relatively fast in software if we use Galois LFSRs (LFSR in Galois
configuration) [89]. The Galois form is more efficient as the XOR operations can be
implemented a word at a time [115]. By combining the output of several LFSRs it

gives more secure nonlinear keystreams to be used in stream ciphers.

7.2 Combining LFSRs by Mmohom mechanism

We explain how to combine bunches of LFSRs into a stronger stream cipher by using

Mmohom mechanism. Here the “maps” are the primitive polynomials of the LFSRs.

We use Mmohom mechanism in a slightly different way. We do not generate
multiple orbits from one primitive polynomial (used by the LFSR) since resetting a
LFSR is slow. Instead we use #orbits LFSRs in parallel for one primitive polynomial
and set them to different initial states according to corresponding orbits. Given
the #maps, the total number of LESRs #maps x #orbits is a variable of #orbits
(which is determined by the key). There are #maps kinds of LFSRs, each kind with
length n; (i = 1,2,...,#maps) is configured with a primitive polynomial so that it
generates a maximal cycle sequence of 2" — 1 by its own. And the overall state space
is n = S Py,

Figure 7.3 is an example of Mmohom-LFSR-based stream cipher. There are four
kinds of primitive polynomial maps, each can have up to i (j,u,v) orbits. As many

as 1+ 7 +u+ v LFSRs are setup at the initialization. The number of LFSRs for each

map and the total number of LFSRs for the cipher are determined by the #orbits;
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for an individual map #orbits in turn is determined by the key. The key handling &
parameter control part is similar to Mmohocc cipher. According to hopping pattern
Mmohom multiplexer (acting as a m-to-1 “multiplexer” located in the dashed circle)
controls the way of hopping among those LFSRs and the duration of staying on a

particular LFSR.

The features of the Mmohom-LFSR-based stream cipher are as follows:

e Due to the Mmohom mechanism one “LFSR” (a group of LFSRs implemented
in parallel for the same map) can jump between non-contiguous states (without

having to step through all the intermediate states).

e Mmohom mechanism adds another nonlinearity to the stream cipher. Together

with nonlinear output function, the cipher has double nonlinear effect.

e The cipher can be implemented in hardware and software (if memory is not a

concern) efficiently. The speed of the encryption/decryption should be fast.
e Long period: about N = 2" even longer pseudo-cycle: about N x (i+j+u+wv).

e The double nonlinearity makes the cipher stronger against linear attacks, cor-

relation attacks, and algebraic attacks.

e The cipher creates a thorough spatiotemporal mixing, which makes it almost

impossible for an adversary to cryptanalyze the cipher.

e This stream cipher could be used in light-weight encryption, like RFID tags,

PDAs, and other gadgets.
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7.3 Against algebraic attacks

Algebraic attacks are a new class of attacks against stream ciphers, they are known to
be faster and more efficient against certain ciphers (especially LESR-based) than all
other kinds of attacks [4, 5, 25, 26, 27, 28, 115]. We analyze the Mmohom-LFSR-based

stream cipher to show that the cipher is resistant against this attack.

We use Figure 7.2 to demonstrate how algebraic attack works. It is a stream
cipher implemented by combining £ LFSRs by a non-linear combiner F. Fach LFSR
has length n; (i = 1 ~ k), the total state space for k LFSRs is n = Y.  n;. The
combiner F generates a keystream bit z, = F(z®) given the input state z(¥), which

consists of k£ parallel bits from k LFSRs.

L
.I'ﬂl
| LFSR-1 F
[ LFSR2 P |
[ ! i >
' L1 |combiner F
LFSRK L

Figure 7.2: Algebraic attack analysis to a LFSR combiner.

Algebraic attack tries to use nonlinear equations to reconstruct the seed (i.e. the
key) of a stream cipher. Each equation is built up by F(2®) @ 2, = 0 with degree d
(here d = deg(F)).

The Mmohom-LFSR-based stream cipher proposed in the previous section has
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double nonlinearity property, which makes the cipher resistant against the algebraic
attacks. The first layer of the nonlinearity is due to the Mmohom mechanism which
breaks the linearity of the individual LFSR (i.e. it makes LFSRs jumping among
non-contiguous states). The second layer of nonlinearity comes from the nonlinear

output function F itself, the degree of the nonlinearity is d = deg(F').

We use the quadratic offset in the Mmohom mechanism (a.k.a. quadratic Mmo-
hom), that is the next orbit is created by squaring the current state value (or the next
orbit starts from cubical of the current state value). If the key length is n = 3277 n,

(n; is the length of LFSR @), then the initial seed has n unknowns. Without the Mmo-

hom a nonlinear equation of degree d (due to F) has up to [4]

— - " d

i=1 \ 2

monomials. Now the quadratic Mmohom mechanism (hpsn changes by following a
quadratic rule) is in tandem with the nonlinear output function F, and the number

of monomials of nonlinear equations can grow up to

! = n 2d
N, = Z _ ~ O(n“?).
i=1 \ 1

The exponential increase of the number of monomials makes the algebraic attack im-

practical.
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7.4 Conclusion

We propose the Mmohom-LFSR-based stream ciphers and show that these ciphers
are resistant against the algebraic attacks. Although we have not implemented the
Mmohom-LFSR-based stream cipher, we give a design diagram which demonstrates

the essential features of the system.
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The 4 primitive polynomial maps have at most i-, j-, u-, v-orbits, respectively (depending on key).
At initialization stage, the orbit hopping updater updates the states of LFSRs according to the
instruction from the hopping pattern generator. The many-to-1 (m-to-1) multiplexer (the dashed

circle in the center) controlled by the hopping pattern generator, switches to corresponding LFSR.

Figure 7.3: Schematic diagram of Mmohom-LFSR-based stream cipher.



Chapter 8

Mmohoct Stream Ciphers

In this chapter we present T-functions and their properties. Some algebraic structures
have been found in these functions. We apply our Mmohom mechanism to design the
cipher Mmohoct: Multi-map orbit hopping cipher by T-functions. Two experimental
Mmohoct ciphers are implemented. (Note: ‘T-map’ is a synonym for ‘T-function’ in

this text.)

8.1 Introduction to T-functions

Klimov and Shamir [52, 53, 54, 55, 56] proposed the T-functions (Triangular-functions)
as a new class of invertible maps. A T-function f is a mapping from m n-bit words
to [ n-bit words (a collection of memory words). Intuitively it can be illustrated in
Figure 8.1, in which n-bit words are arranged vertically. Each ¢-th bit of any of the
output words (for 0 < i < n) depends only on bits 0,1,...,7 — 1 of the input words.

The f; is the short format for [f([z]o, [z]1, ..., [z]:)];- In other words, i-th output bit

85
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depends only on the least significant ¢ input bits. Each layer on the input side consists

of m bits.

In computer processors most arithmetic operations (+, —, x) and logic operations
(OR, AND, XOR, NOT, ...) are T-functions, and hence so are their compositions.
By using various combinations of these operations Klimov [52] designed a variety
of T-functions with maximal single cycle property. Such T-functions are efficient in
software implementation and can be used as alternatives for LFSRs in the stream
ciphers.
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The name of “T-function” is due to the “Triangular” shape. Vertical m n-bit words as input on
left, T-function in the middle, vertical [ n-bit words as output on right. The collection of words are

chopped into layers, each layer consists of m bits on the input side, and [ bits on the output side.
Figure 8.1: T-function diagram illustration.

Hong, Moon et al [43, 44, 45, 80] proposed a new construction of single-cycle T-

function T, which uses the S-box property, for their TSC family stream ciphers as
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T(x) = x®{a(x)A\(x®S(x))}. The 128-bit state space is represented by x = (z1)3_,,
7, is a 32-bit word (integer). Here « is an odd parameter': a(x) =p® (p+ 1) @ 2s,

p=xoV VIV as, s=xg+ 1+ T+ x3, S is single cycle S-box: x — x § S(x).
Two T-functions used for stream ciphers in [52], [70] and [110] are listed here:

f:x— 2@ (2*V5)(mod 2"),

To Ty D s D 2x119
1 ry D (S A OKQ) ©® 2$2£U3
- ?
T ro ® (sAaq) @ 2310
T3 T3 B (sANag) B 214

where ag = xg, a1 = ag Ax1, g = a1 ATg, a3 = ag A w3, s = (a3 +C) @ ag, C is any

odd constant.

However, T-functions are not as “non-linear” or “non-algebraic” as they are
claimed to be. Recently Molland [78, 79] found some algebraic structures in KS
T-functions. TSC [45, 80] stream ciphers have been cryptanalyzed by using linear
approximations of the algorithms in [81]. Although T-functions don’t have as strong
linearity as LEF'SRs, still we need some mixing mechanisms to destroy their algebraic
structures. This is the initial motivation to introduce Mmohom mechanism into T-

function based stream ciphers.

la parameter r(z) is a T-function that [r(x)]; does not depend on bit-slice [z];.
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8.2 Multi-map orbit hopping ciphers by T-maps

In this section, we present two stream ciphers that are based on Mmohom mechanism
and multiple invertible single cycle T-maps. We call this type of ciphers Mmohoct
(short for Multi-Map Orbit HOpping Ciphers by T-maps). The first proposal is a
direct transformation of Mmohocc cipher except that the maps are T-maps instead,
the goal is to destroy the algebraic patterns in these quadratic T-maps by using
Mmohom mechanism. The second proposal is a TSC-like multi-word stream cipher,
we expand 4-word TSC family [80] of stream ciphers to 8-, 16-, and 32-word, the state
space expanded tremendously. Since T-map itself can be viewed as a collection of
multiple maps, in this sense there are already multiple maps involved in the system,

we implement multiple orbits by changing initial state with an offset.

We use multiple T-maps, with each of them having a single cycle permutation on
the state space, to construct a kind of one-way permutation to overcome the weakness
of the single T-map permutation. The Mmohoct also offers countermeasures against

“insufficient intermixing of higher and lower bits of stand-alone T-functions [77]”.

8.2.1 Single-word Mmohoct

For demonstration purpose our experiments use maps up to quadratic terms with

the least number of machine operations for efficiency. Here are some candidates of
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quadratic maps with proved single cycles [55]:

f(x) =1+x+4x* mod 2",  f(x) =1+ 3x + 2x* mod 2",
f(x)=1—-x+6x*mod 2", f(x)=x=+x>V C mod 2",

f(x) =x+ (xVvVD)* mod 2", f(x)=x+r(x) mod 2",

where r(x) is an even parameter (see Theorem 2 in [54] for detail). C is a constant with
the LSB and the third LSB are 1, i.e., C =5 or 7 mod 8 (such as C = 5 = 000001015,

or C =39 =001001115). And D is any odd constant.

In this design, multiple T-maps are used and the state space is 32-bit (64-bit, or
128-bit for future processors), a single word-size. Multiple T-maps and the Mmohom
mechanism are used to destroy possible linear properties that a single T-map may
have. The hopping among multiple orbits lets the information propagate from left
to right. These T-map candidates are used to replace the chaotic maps in Mmohocc

cipher (see Chapter 4). Here we use the following 4 T-maps to build a map bank:

f(x) =1+ x+ 4x* mod 2",
f(x) =1+ x+ 8x* mod 2",
f(x) =x+x*V5mod 2",

f(x) =x+x*V 21 mod 2".

For key handling and initialization vectors, we follow the same procedure as de-
scribed in Chapter 5, except now we use 32-bit key and 32-bit IV since the state space
is only 32-bit. We usually have key space much less than state space, here we just use
this as a “toy” cipher to evaluate the effect of Mmohom mechanism in T-map based

stream cipher.
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Key handling procedure makes the key into four subkeys to control the four T-
maps. Recall the subkey structure in Chapter 4, here the #settles field is eliminated
because there is no need to settle the orbit. Each field of the subkey has different
meaning from the chaotic ciphers. Figure 8.2 is the subkey structure for the Mmohoct

cipher.

hpsn |seed |offset |#orbils | #samples

Sz |§  |§ 3y

Figure 8.2: Subkey structure and subkey fields.

In Figure 8.2 a subkey has the fields hpsn seed offset #orbits #samples (the
concatenation of the fields makes a subkey). The length of a subkey is 64-bit, and

each field is an unsigned integer. Here we explain each field and its size.

hpsn: hopping-pattern serial number, 8-bit: it has the same functionality as in Chap-

ter 5, is used to locate a predefined pseudorandom hopping sequence.

seed: the initial state value of a T-map, the length is the same as the word-size 32-
bit: it consists of 4 bytes: s3, $2, 51, So With s3 the most significant byte (MSB),
and so the least significant byte (LSB). Unlike in a chaotic map, we don’t have

to convert the field into a floating number.

offset: the shift value to change the initial seed in order to generate the next orbit,
8-bit: for odd orbits, we make a new seed by adding the offset into the MSB

sg of the seed (XOR indeed), then swap it with the LSB sg; for even orbits, we
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make a new seed by adding the offset into the sy of the seed (XOR indeed),
then swap it with the s;. By doing so, we move the MSB to LSB, it’s equivalent

to propagate the information from left to right of the state.

#orbits: the number of orbits generated during each use of a map, 8-bit: it is used

by plus 1 mod 28 to handle #orbits = 0 situation.

#samples: the number of sample points taken from an orbit, 8-bit: it decides how
long to stay on a particular orbit. Again, it is used by plus 1 mod 2® to handle

#samples = 0 situation.

Output function should produce randomness, hide the internal state, and avoid
known weaknesses [74]. We use four T-maps to update the internal states of the
cipher. For each state a 16-bit keystream is generated by using the non-linear output
function as the one in Chapter 5 (Figure 5.1). The squaring maps are biased [60], for
example words y = 2" -2 (for i € [0, 3]) occur two times more than uniform random
words. Some linear properties and algebraic patterns have been found [78, 79]. For
example for T-map f(x) = x + x? V C mod 2", the following linear equation holds:
Tiyoi-1j = Tij + Tijo1 + A1 + a1 + ag mod 2, here x;; is the i-th iterate of the
initial word x¢ = (2 ,—1, Ton—2,-- -, %01, To,0), J is the j-th bit of the word x;. And

as, a1, ag are determined by the constant C.

Table 8.1 gives the encryption speeds for Mmohoct single-word version. The test
is conducted on a Pentium-4 3.4GHz PC. The encryption speed of the Mmohoct
is slower than RC4 (113 MB/s) and close to AES-CTR (58 MB/s) in Crypto++
5.2.1 benchmarks [30]. There are reasons why Mmohoct is slower: it involves mul-

tiple nonlinear maps and multiplications (expensive operations). We can improve
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the Mmohoct’s speed by: doing code optimization, replacing file input/output with

buffer operations.

Table 8.1: Encryption speed of Mmohoct single-word version

File Size (KB) | 584 | 11,200 | 22,400 | 145,600

Time Taken (s) | 0.014 | 0.125 | 1.105 | 5.327

Speed (MB/s) | 43 92 21 28

8.2.2 Multi-word Mmohoct

Our second proposal is based on two types of T-maps with maximal single cycles.
According to the key the maps are used alternatively and each of them generates
many orbits. The Mmohoct cipher gives pseudorandom numbers from those orbits.
In the following text, we’ll give Mmohoct block diagram and the construction of the
T-maps, nonlinear output function of the cipher, then details on the key and IV

handling, performance comparison, and safety analysis at the end.

Construction of T-maps

Some notes about constructing T-maps: (1) We use the Mmohom mechanism with
multiple T-maps, multiple orbits to destroy algebraic structures found in T-maps[78§].
(2) Use 32 32-bit words to build a TSC-like T-map, the state space will be 32 x 32 =
1024, i.e., 2% By doing so, every bit-slice itself is also a 32-bit word. (3) If

expanding TSC to more words (bigger than four), then a larger S-box would be
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needed (i.e., a larger lookup table). (4) Each individual T-function, indeed, has
multiple “T-maps” involved already. For instance 4 32-bit word (z3, x5, 1, zo) based

T-function, has 32 subfunctions involved in each bit iteration.

Hong et al [43, 45] proposed a new construction of single-cycle T-functions, which

uses the S-box properties, for their 4-word state TSC family stream ciphers.

We use four T-functions in conjunction with a single cycle S-box (256 entries). The
T-functions don’t involve any nonlinear operation for better performance. We extend

232x8 — 9256 T this proposal

the state space into 8-word, therefore the cycle will be
we construct two types of T-maps based on the eight word state space. The input
256-bit, denoted by x, is a collection of eight words with 32-bit each, x = (%’);7':07

where z; (j =0,1,---,7) denotes each word.

Experiments show that there is no significant speed penalty because of the expan-
sion of the state space. The question is how to hop among multiple orbits generated
by multiple T-maps.

The Mmohoct cipher (see Figure 8.3) uses four T-maps, T;(x) (i = 0,1,2,3).
To(x) and Ty(x) are TSC-like [43] T-maps, and T,(x) and Ts(x) are derived T-
maps from those used in [55].

Let’s explain the TSC-like T-maps first. They do not have any multiplication

and squaring, and use fast and simple logic operations and additions. Following the

similar way in [80], ap(x), as(x) (the two parameters), To(x), and Ts(x) are defined
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as follows:

7
7r(X):/\ﬂfiZ.’Bo/\ztl/\332/\:)33/\:U4/\:Eg,/\mg/\x7,
i=0

mo(x) = m(x) + 91212211, mod 2%,

mo(x) = 7(x) + 49109815;, mod 2°%,

eo(X) = 2 + 1o + 24 + 16 Mod 2%,

es(X) = 21 + 13 + 25 + T7 Mod 2%,

ap(x) = mo(x) B €o(x),

an(x) = m(X) @ ex(x).
The above two hexadecimal constants 91212211, and 49109815, are chosen to help
the T-map to quickly move away from the state with all columns identical [45].

T (x) =x® {a(x) A (x® S(x))}, i =0,2,

where S(x) is the so-called S-box. The following are the TSC-like T-maps (here 7; is

the complementary of x;, the last column of the right hand side is equivalent to the

S-box):
T To B ap_g(X)
1 1 ®  ax)
To Ty D g (x) A x7 @ (r1V T5)
T3 ~ r3 & wx) A T & (xo V T1)
T4 Ty O og(X) N T3AT3Ex @ x5 A3 AT D7 A1y
Ts r5 @ (X)) A TaAT2Dxg D T4 ATy AToD T A X0
T Te D p_g(x) A T3 S) T1 A\ x5
T rr & ai(x) A T & To A\ 24
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a(x) is the parameter generated from state space x, and is adjusted according to the corresponding

T-map T;(x) (¢ =0,1,2,3).
Figure 8.3: The Mmohoct diagram.

The T-maps T;(x) and T3(x), derived from T-maps used in [55], are:

xg rg @ s; @ 21179
T r1 @ (s;ANap) B 2waxs
T Ty @ (sjANa1) & 2z324
X3 r3 B (s;ANaz) & 2w4x;
—
T4 Ty @ (s;Na3) @ 2w5z6 ’
x5 r5s @ (s;ANaq) & 2z6x7
T re B (s;ANas) & 2x7xg
X7 rr @ (s;Nag) @ 2wery
where parameters a; = /\Z:0 z, (1 =0,1,---.,7), s; = (ar + C}) ® a7 = a7 & C,
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C; =1,3 (where j =1, 3) is an odd constant to determine T-map T;(x).

The properties of the T-maps T;(x) guarantee that the cycle of the Mmohoct
cipher is 2?6, T-maps T;(x) (i = 0,2) runs faster since they do not involve any
multiplication; meanwhile T;(x) (j = 1,3) have good diffusion property since they

have multiplications.

Nonlinear output function

The output function (see Figure 8.3) produces the a 16-bit keystream z from the cur-
rent state space x. We introduce eight 8-bit temporary variables ¢; (i = 0,1,---,7),
four 16-bit temporary variables z; (j = 0, 1,2, 3). Following the TSC-4 style [80], the

t;’s can be defined as follows:

to={(z0)>>8 A ffn ® (x7)5520 A I} + 23 A f i,

tr = (@1)5516 A ffn + (@6)>520 A ffn + (@) 558 A [ fi,
ty = (x2)>>24 A [ fr + (x5)>516 A [ [

ts = (x3)>>8 A [ o+ (24)>>16 A [ [

ta ={(x0)>>24 A ffr AN(@2)5516 A [ In} + (25)>58 A f fi,
ts = (24)ss01 A [ fu + (26)558 A ffn+ (@1)s5s A Ffa,

te = (x1)>>24 A [ fr + (23)>516 A [ fs

ty = ($5)>>24 N ffn+ (937)>>16 A ffns
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where (x;)s~y is right shift z; k-bit, ff, is a hexadecimal number, additions are

calculated modulo 128. Here are the z;’s:

20 = tolts, 21 = ts|ty,

zo = tolts, 23 = tr|ty,
where ¢;|t; is the concatenation of ¢; and ¢;. And finally the 16-bit keystream z is:

z = (ZO)<<<6 S (21)>>>7 ) (22)<<<5 S <Z3)>>>27

where (z;)ss> circularly right rotate z; k-bit, and (z;)<<<j circularly left rotate z;

k-bit.

State initialization, key & IV handling

Both key and IV are 128-bit long. State space (x;)!_, is initialized with key K =
(K127, ..., Kp) and initialization vector IV = (IVia7, ..., IVp) in the following

interweaved way:

ro = (IViar, -, IVina, Kior, ..., Ku),
Ty = (]Vnh coey IVoe, Ki11, - .oy K96)7
xo = (IVos, ..., IVzo, Kos, ..., Kgo),
xg = (IVag, ..., IVos, Krg, ..., Kgs),
xy= (IVes, ..., IVis, K¢z, ..., Kyg),
x5 = (IViz, ..., [Vae, Ky7, ..., Kso),
xeg = (IVs1, ..., IVig, K31, ..., Kig),

I’7:<I‘/15, ER ]‘/07 K157 sy KO)
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Before producing the keystream, a mixing procedure will be applied to “stir up” state

bits: €T, = T; D (xi>>>>16 (’l =0~ 3)

The 128-bit key will be expanded into four subkeys k; for four corresponding T-
maps T; (i = 0 ~ 3). The subkey structure (see Figure 8.2) is the same as in Section
8.2.1, the length is still 64-bit, and each field is an unsigned integer. However two

fields seed and offset will be used differently due to the larger state space:

seed: still 32-bit, split into four bytes s3 (MSB), s, s1 and sy (LSB). The state space
(z;)7_, has 256-bit, and the seed is only 32-bit, one-eighth of the state bits will
be affected by the seed. For even T-maps (7p, T») the four LSBs of the four odd
state words (i.e., z1, 3, x5 and z7) will be updated by XORing s3, s9, $1 and s,
respectively. Likewise, for odd T-maps (7}, 73) the four 2nd LSBs of the four
even state words (i.e., g, z2, x4 and xg) will be updated by XORing s3, s2, $1

and sg, respectively.

offset: it’s still 8-bit. To generate a new odd orbit from the current state (z;)7_,
we add the offset into the MSBs of the even state words (XOR indeed), then
swap these MSBs with their corresponding LSBs. For even orbits, we add the
offset into the MSBs of the odd state words (XOR indeed), then swap these
MSBs with their corresponding LSBs. By doing so, we move the MSB to LSB,

it’s equivalent to propagate the information from left to right of the state.

Performance and safety analysis

Table 8.2 gives the encryption speeds for the multi-word version Mmohoct. The test is

conducted on a Pentium-4 3.4GHz PC. The encryption speed of the Mmohoct is slower
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than RC4 (113 MB/s) and AES-CTR (58 MB/s) in Crypto++ 5.2.1 benchmarks [30].
Again, this is because the Mmohoct has multiple nonlinear maps and multiplications,
however its state space is much larger (8 x 32 bits in current experiment). We can do
better by: optimizing code, reducing file operations, implementing better algorithms

for multiplication operations.

Table 8.2: Encryption speed of Mmohoct multi-word version

File Size (KB) | 584 | 11,200 | 22,400 | 145,600

Time Taken (s) | 0.031 | 0.625 | 1.868 | 8.007

Speed (MB/s) 20 19 13 19

By using Mmohom mechanism in designing T-function-based stream ciphers,
we introduce another nonlinearity into the system. The algebraic structures of T-
functions are destroyed. This makes the Mmohoct ciphers resistant against algebraic
attack, which is a fast attack to stream ciphers. By carefully constructing T-functions,
we know that they all have the maximal single cycles. In our multi-word Mmohoct

2256 since the state space is 8 words with 32-

cipher experiments the cycle length is
bit each. This cipher uses two types of T-maps: TSC-like and quadratic format and

achieves good diffusion spreading by using quadratic T-maps (multiplications).

8.3 Conclusion

The T-functions with maximal single cycles are used in our Mmohoct ciphers. The

Mmohom mechanism destroys the algebraic structures (patterns) and certain degree
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of linearity of the T-functions. This makes the Mmohoct resistant against algebraic
attacks. The state transition orders are interrupted and mixed (there is state transi-
tion order for a given T-map). Two experimental Mmohoct ciphers have been imple-
mented with comparable encryption speed with RC4 and AES-CTR in the Crypto++
5.2.1 Benchmarks, and the keystreams have passed NIST and DIEHARD randomness

statistical tests.



Chapter 9

Future Research

During this research we developed and analyzed a multi-map orbit hopping mecha-
nism Mmohom and used it in stream cipher designs. Here we will discuss some of the

open problems and our future research.

9.1 Open problems and future research

In mathematical analysis of the Mmohom mechanism we use conjugate permutation
method, which is good for integer orbits situation, but can we use it to evaluate the

cycle of the real number orbit case?

Chaotic cipher Mmohocc uses multiple chaotic maps, which are real functions.
We show that the cipher is strong against most of common attacks. There are other
ciphers in real-number-domain, such as the Littlewood cipher [17] (although it has
been broken [107]). Can we find some real domain mathematical problems on which

cryptographic primitives can be built?

101
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In the integer domain we applied Mmohom into LFSR-based and T-function-based
stream ciphers to destroy their undesired properties. Can we extend this design pat-
tern to more words (say 32, or 64) state space without suffering significant slowdown

of operation?

Here is a list of our future research topics:

e Further mathematical analysis of the Mmohom mechanism.

e Applications of the chaotic cipher Mmohocc into fiber-optics communication

systems and the Internet/Web-based systems.

e Applications of the Mmohocc and Mmohoct ciphers into lightweight encryption

scenarios, such as RFID tags, smart cards, and other ASICs.

e Apply Mmohom-based ciphers into Bluetooth systems, in which frequency hop-
ping mechanism is used. The combination of both hopping’s should result in

better security and performance.

e Improving the throughput and security of Mmohom-based ciphers, meanwhile

integrating authentication method according to eSTREAM profiles.

Quantum stream cipher design.



Appendix A

Density Function

We give the proof of the density function for the quadratic chaotic map.

A.1 Density function for S(z) = 2?+C

The Frobenius-Perron operator P [61, 112]: if (X, .A, u) is a measure space, S : X —
X is a nonsingular transformation, then the unique operator P : L' — L' defined by

the equation
[ Prutdn = [ f@utds), vAe A
A 5-1(A)
is called the Frobenius-Perron operator corresponding to S.

For the quadratic chaotic map S(z) = x? — 2, the limiting density function is

1

foo() = m
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Proof. For the transformation S : [-2,2] — [—2, 2], the Frobenius-Perron operator P
and density function f(x) has the following relation [61]
d
Pf(x) = . f(u)du. (A.1)
T 571 ([aa))
To apply the equation (A.1) we need an analytic formula for the counterimage of
the interval [0, z]. From Figure A.1 we calculate the end points of the two intervals

constituting S™1([0, 1]) by solving a quadratic equation z = y* — 2. Thus for z < 0
570, 4)) = V3, —vVE T2 U VT T2,V

With this counterimage, equation (A.1) becomes

—V+2 V2
PFx) = % /  fwdu s % [ s (A.2)
Since
o(x)
[ pd = s @) - F) @)
p(z)
(A.2) becomes
Pfz) = —N%H(f(—\/wr% - IVTT ). (A.3)

Pick an initial density f(x) = 1, then both terms inside the braces in (A.3) are

constant, therefore we have

Pf(z) = — \/;W (A4)

Now substitute this expression for Pf(z) in place of f(x) on the right hand side of

(A.3) we have

P(Pf(z)) = P*f(x)
B 1 1 N 1
Ve +2\Ve—va+r2 V2+vo+2)

(A.5)
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As n — oo we iterate P"f(x) to get the limiting density f.(x) = 1/mv/z(z + 2).
0

0.5F i

It consists of the union of the two sets denoted by the heavy lines on the z-axis.

Figure A.1: The counterimage of the set [0, z] for a quadratic map.
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Hopping Patterns

A hopping pattern lookup table is given in Table B.1.

The numbers within each

subgroup can be arbitrarily re-arranged, for example in pattern 141, the numbers in

subgroup (9, 11, 10) could be rearranged as (10, 9, 11) or as (11, 9, 10). The “hpsn”

is short for “hopping pattern serial number.”

Table B.1: Partial hopping patterns for 11 orbits

hpsn | Orbit Permutation Sequence | hpsn | Orbit Permutation Sequence
0 | (1,2), (34), (5,6), (7,8), (9,10,11) | 120 | (2,1), (4,3), (6,5), (8,7), (9,11,10)
1| (1,2), (34), (56), (9,10,11), (7.8) | 121 | (2,1), (4,3), (6,5), (9,11,10), (8,7)
2 | (1,2), (34), (7.8), (5,6), (9,10,11) | 122 | (2,1), (4,3), (8,7), (6,5), (9,11,10)
31 (1,2), (34), (7,8), (9,10,11), (5,6) | 123 | (2,1), (4,3), (8,7), (9,11,10), (6,5)
4] (1,2), (34), (9,10,11), (5,6), (7,8) | 124 | (2,1), (4,3), (9,11,10), (6,5), (8,7)
5| (1,2), (34), (9,10,11), (7.8), (5,6) | 125 | (2,1), (4,3), (9,11,10), (8,7), (6,5)
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Table B.1: Partial hopping patterns for 11 orbits

Orbit Permutation Sequence

(2,1), (6,5), (4,3),(8,7), (9,11,10)

(2,1), (6,5), (4,3), (9,11,10), (8,7)

(2,1), (6,5), (8,7), (4,3), (9,11,10)

(2,1), (6,5), (8,7), (9,11,10), (4,3)

(2,1), (6,5), (9,11,10), (4,3), (8,7)

(2,1), (6,5), (9,11,10), (8,7), (4,3)

(2,1), (8,7), (4,3), (6,5), (9,11,10)

(2,1), (8,7), (4,3), (9,11,10), (6,5)

(2,1), (8,7), (6,5), (4,3), (9,11,10)

(2,1), (8,7), (6,5), (9,11,10), (4,3)

(2,1), (8,7), (9,11,10), (4,3), (6,5)

(2,1), (8,7), (9,11,10), (6,5), (4,3)

(2,1), (9,11,10), (4,3), (6,5), (8,7)

(2,1), (9,11,10), (4,3), (8,7), (6,5)

(2,1), (9,11,10), (6,5), (4,3), (8,7)

(2,1), (9,11,10), (6,5), (8,7), (4,3)

(2,1), (9,11,10), (8,7), (4,3), (6,5)

(2,1), (9,11,10), (8,7), (6,5), (4,3)

(4,3), (2,1), (6,5), (8,7), (9,11,10)

(4,3), (2,1), (6,5), (9,11,10), (8,7)

hpsn

126

127

128

129

130

131

132

133

134

135

136

137

138

139

140

141

142

143

144

145

Orbit Permutation Sequence

(1,2), (5,6), (3,4), (7,8), (9,10,11)

(1,2), (5,6), (3,4), (9,10,11), (7,8)

(1.2), (5,6), (7.8), (3.4), (9,10,11)

(1,2), (5,6), (7,8), (9,10,11), (3,4)

(1,2), (5,6), (9,10,11), (3,4), (7,8)

(1,2), (5,6), (9,10,11), (7,8), (3,4)

(1,2), (7,8), (3,4), (5,6), (9,10,11)

(1,2), (7,8), (3,4), (9,10,11), (5,6)

(1.2), (7.8), (5,6), (3.4), (9,10,11)

(1,2), (7.8), (5,6), (9,10,11), (3,4)

(1,2), (7.8), (9,10,11), (3,4), (5,6)

(1,2), (7,8), (9,10,11), (5,6), (3,4)

(1,2), (9,10,11), (3,4), (5,6), (7,8)

(1,2), (9,10,11), (3,4), (7,8), (5,6)

(1,2), (9,10,11), (5,6), (3,4), (7,8)

(1,2), (9,10,11), (5,6), (7,8), (3,4)

(1,2), (9,10,11), (7,8), (3,4), (5,6)

(1,2), (9,10,11), (7,8), (5,6), (3,4)

(3,4), (1,2), (5,6), (7,8), (9,10,11)

(3,4), (1,2), (5,6), (9,10,11), (7,8)

hpsn

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25




Appendix C

Statistical Test Results

Here we give some statistical test results from NIST and DIEHARD suites.

C.1 Results from the NIST Suite

The NIST statistical testing suite [83] has two versions, one is GUI version on Win-
dows and the other is command-line based on UNIX/Linux (Note: GUI version does
not have Lempel-Ziv Compression test). In the GUI version, we setup the parameters

and tests to be performed in two GUI windows.

Here we give a set of results from testing 1000 streams, with 1000000 bit each.
Those streams are the resulting keystreams from the improved Mmohocc cipher with

8 maps.

For demonstration we only give some of results in table format for approximate
entropy, block frequency, fast Fourier transform, linear complexity. They are listed

from Table C.1 to Table C.4, each of them gives two test results.
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Table C.1: APPROXIMATE ENTROPY

(a) m =10 (a) m =10

(b) n = 1000000 (b) n = 1000000

(c) x? = 1020.808952 (c) x? = 1053.723883

(d) ¢(m) = -6.930993 (d) ¢(m) = -6.930917

(e) p(m+1) =-7.623630 (e) p(m+1) =-7.623537

(f) ApEn = 0.692637 (f) ApEn = 0.692620

SUCCESS p-value = 0.522269 | SUCCESS p-value = 0.252943
Table C.2: BLOCK FREQUENCY

(a) x? = 7627.218750 | (a) x? = 7807.656250

(b) # of substrings = 7812 (b) # of substrings = 7812

(c) block length = 128 (c) block length = 128

SUCCESS

p-value = 0.931198

SUCCESS

p-value = 0.511737

C.2 Results from the DIEHARD Suite

109

Each run of the DIEHARD [67] generates a text file, which contains the test results

for all 18 statistical tests. We test the same keystream for the NIST suite, and give

some of the results from Table C.5 to Table C.10, each with two test results.
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Table C.3: FFT

a) Percentile = 94.974400

(
(b
(
(d

a) Percentile = 94.996000

) )
) N, ) N = 474980.000000

c) N, = 475000.000000

(
— 474872.000000 | (b

(c) N, — 475000.000000

(d

) d =-1.174609 ) d = -0.183533

SUCCESS p-value = 0.240151 | SUCCESS p-value = 0.854380

Table C.4: LINEAR COMPLEXITY (frequency in bucket C1 ~ C6)

M (substring length) = 500

N (number of substrings) = 2000

Co C1 C2 C3 C4 Cb C6|x? p-value

20 68 257 966 504 135 50 | 4.377157 | 0.625778

20 70 262 1017 484 115 32 | 5.361590 | 0.498341
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Table C.5: BIRTHDAY SPACINGS (M = 512, N = 224 )\ = 2.0)

using bits 2 to 25 (mean = 2.044) and 5 to 28 (mean = 1.926)
duplicate observed expected observed expected
0 62. 67.668 81. 67.668
1 133. 135.335 131. 135.335
2 136. 135.335 128. 135.335
3 100. 90.224 97. 90.224
4 41. 45.112 41. 45.112
5 17. 18.045 15. 18.045
6 ~ 0o 11. 8.282 7. 8.282
X2 w/6 dof. | =291  pvalue = .179331 | = 4.76  p-value = .424946

Table C.6: OVERLAPPING 5-PERMUTATION

for a sample of 1,000,000 consecutive 5-tuples

x? for 99 degrees of freedom= 71.500

x? for 99 degrees of freedom= 77.685

p-value= .016905

p-value= .055763
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Table C.7: BINARY RANK for 6 x 8 for bit 2 to 9 (L) and 3 to 10 (R)
rank observed expected (O;G)Q sum | rank observed expected @ sum
<4 918 944.3 733 733 | <4 911 944.3 1.174 1.174
5) 21758  21743.9 .009 .742 ) 21731 217439 .008 1.182
6 77324 T7311.8 .002 744 | 6 77358  T7311.8 .028 1.210
p-value =1 — exp(—sum/2) = .31052 | p-value =1 — exp(—sum/2) = .45383

Table C.8: BITSTREAM for 20-BIT OVERLAPPING WORD

test no. missing words p-wvalue | test no. missing words p-value
1 141456 14476 2 142265 79702
3 141697 30991 4 141666 .28484
5 141395 11474 6 142113 .68292
7 141723 .33166 8 142239 77943
9 141199 .04849 10 142041 .62082
11 142004 .H8753 12 141925 .51460
13 141709 .31987 14 141908 49876
15 141935 52391 16 141923 51274
17 141571 21462 18 141699 31156
19 141641 .26535 20 142380 49876
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Table C.9: DNA for 10-LETTER WORD

using bits missing words p-wvalue | using bits missing words p-value
31 to 32 142029 .6380 | 30 to 31 141895 4831
29 to 30 142168 773 | 28 to 29 142029 6380
27 to 28 141588 1716 | 26 to 27 141634 2083
25 to 26 141874 4585 | 24 to 25 141439 0827

Table C.10: OPSO for 2-LETTER WORD

using bits missing words p-value | using bits missing words p-value
23 to 32 141470 0649 | 22 to 31 141342 0252
21 to 30 141616 1559 | 20 to 29 141883 4638
19 to 28 141930 5284 | 18 to 27 142448 9684
17 to 26 141977 .5923 16 to 25 142325 9241
15 to 24 141934 .5339 14 to 23 142070 7102
13 to 22 141946 5503 12 to 21 142111 7566
11 to 20 142006 .6306 10 to 19 142234 .8685
9 to 18 141304 .0184 8 to 17 141845 4122




Appendix D

Notation and Symbols

N = {1,2,...}: the set of natural numbers.

7 ={0,4£1,£2,...}: the set of integers.

7+t =1{0,1,2,...}: the set of non-negative integers.
Q: the set of rational numbers.

R: the set of real numbers.

R*: the set of non-negative real numbers.

(): the empty set.

Vi € N: for all 7 in N.

2|y, ..., x,]: the set of polynomials in n variables over Z.
[x]: the smallest integer greater than or equal to x.
|]: the greatest integer less than or equal to x.
log x: the base two logarithm of x.

Inz: the natural logarithm of x.

AT the transpose of the matrix A.
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Z, =40,1,...,n— 1}: the residues mod n.

Z; ={1,...,n—1}: the non-zero residues mod n.

V: Boolean disjunction (OR).

A: Boolean conjunction (AND).

—: Boolean negation (NOT).

Zs or B: set {0, 1}.

B"™ or {0,1}": the set of zero-one n-tuples, or the set of zero-one strings of length n.
{0,1}*: the set of all zero-one strings of finite length.

(Z) = ﬁlk), the binomial coefficient ‘n choose k’.

Pr[E]: the probability of the event E.

E[X]: the expectation of the random variable X.

g=O0(f): gisof order f.

B\ A: the difference set of sets A and B. If A, B are subsets of a set X, then
B\A={re X|z € B,x ¢ A}.

2% the collection of all subsets of set X, i.e. the powerset.
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